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AJDMUHUCTPUPOBaHHUE-OTIEPAIIMOHHBIX CHCTEM)
Crnenunanpaocts: 10.05.01 «KommbroTepHast 6€30MaCHOCTE) CIICIIUATH3AIHS:
«be30macHOCTh KOMITBIOTEPHBIX CUCTEM U CETEN»

(cBsi3b, MTHGOPMAITMOHHBIE © KOMMYHHKAITUOHHBIE TEXHOJIOTHH )
dhopma oOyueHust ouHas

O0bem quCHUIIMHBI (MOAYJIs1): 8 3a4ETHBIX €UHHUIL, 288 aKaIeMUYECKHUX Yaca.

dopMa NpoMeKyTOUYHOM aTTecTalum: 3k3aMeH (5, 6 cemecTp).
Henau n 321244 0CBOEHMS TN CHUIITIHHBI (MOIYJIA)
VYyeOHass JUCHUIUIMHA «AJMHHHCTPUPOBAHUE OMNEPALMOHHBIX CHCTEM» 00ecreyrBacT
npruoOpeTeHne 3HaHui U YMEHHUH B COOTBETCTBUU € TOCYAAPCTBEHHBIM 00pa30BaTEIbHBIM CTaHJAPTOM.
OCHOBHOH 1LEIbI0 JUCHUIUIUHBI «AJIMHUHUCTPUPOBAHUE OMNEPALMOHHBIX CHCTEM» SBISIETCA
U3JI0KEHNE OCHOBOIIOJIAralOMUX MPUHIMIIOB aJMHHUCTPUpOBaHUs onepaunoHHbXx cucteM (OC) u
IIPUMEPOB peanu3aliy MoJ0OHBIX METOI0B Ha MPAKTHUKE.
321,[[8.‘-11/1 JUCHUITIIMHBI ((AI[MI/IHI/ICTpI/IpOBaHI/IG OICPAITMOHHBIX CUCTCM»:
® JaTh NpejcTaBiIeHre 00 OCHOBHBIX 3a/1ayax aagMuHUCcTpupoBanus OC 1 MeToax Ux perieHus;
® HAyuyuTh WUCIIOJIB30BaTh BCTpoeHHBIE cpeacTBa OC i pemeHus 3aaad aJMUHUCTPUPOBAHUS
OC.
I[Inanupyemble pe3yabTaThbl OCBOCHHS
B pesynbraTe OCBOCHHS AUCHUUIUIMHBI OOYy4alOUIMiiCs [OJDKEH o00siajaTh CIeAYIOLIUMHU
KOMIICTCHIIUSIMU .
OIIK-12: crocobeH agMUHUCTPUPOBATH OIMEPAMOHHBIE CHUCTEMBI W BBINMOJHATH PabOTHI IO
BOCCTAHOBJICHHIO pa00TOCTIOCOOHOCTH MPUKIIATHOTO U CHCTEMHOTO IPOTPaMMHOTO 00€CTICUCHHSI.

B pe3ynbrare uzydeHus: JUCHUILIMHBI CTYACHT JI0JKEH: 3HATh:

® OCHOBHBIC 3a7aun U PyHKIMK agmuHUcTpaTopa OC;

e tunsl, Bepcun u penakuuu OC Windows, Linux, Unix;

® OCHOBHbIE HHCTPYMEHTAJIbHbBIE CPECTBA, IPUMEHsIeMble pu aAMUHUCTpUpoBanuun OC
Windows, Linux, Unix, BKJIo4ast cpe/icTBa 00ecreueHus 0€301macHOCTH;

® OCHOBHBIC KOMaH/bl, MpuMeHsiemble pu anMuaucTpupoBanun OC Windows, Linux, Unix; e
OCHOBBI pa3pabOTKH CIIEHAPUEB;

e (asoBble 3a/1auu 10 obecniedeHuto 3amuThl OC, BBIYUCIUTENBHBIX pecypcoB DBM u naHHBIX;

OCHOBHBIE 3JIEKTPOHHBIE PECYPCHI 110 TeMe Oe3onacHoro aamMuHucTpuposanus OC;

® CoJlepKaHWE TMPOIECCOB CAaMOOpPraHU3allMd M CaMOOOpa30BaHHS, HUX OCOOCHHOCTEH H
TEXHOJIOTMI peanu3aluy, WCXOAs W3 IIeJied COBEPIICHCTBOBAHUS MPOdecCHOHATBHON
JesATEeIbHOCTH;

® BBINOJIHATH YCTaHOBKY U KoH(purypuposanue OC Windows, Linux, Unix;
® BBINOJHATH 33J1a4M 10 yrpasieHuto monb3oBarensiMu B OC Windows, Linux, Unix;
® BBINOJIHATH 33J1a4H 10 YIPaBICHHIO 3anoMuHaomumu ycrpoiicteamu B OC Windows, Linux,

Unix;

® BBINOJIHATH 33J]a4u 110 OTPAaHUYEHUIO 10CTyna K 00bekTaM (aitnosoii cucremsl B OC Windows,
Linux, Unix;

® KOH(PUTYPUPOBATH M aJIMHUHUCTPUPOBATH OCHOBHBIE ceTeBble cayk0bl B OC Windows, Linux,
Unix;

® BBINIOJHATH Pe3epBHOE KonmupoBaHue 1 BocctaHoBieHne nanHbix B OC Windows, Linux, Unix;
® KOH(UTYpHUPOBATH M 0OCTYKMBATh OCHOBHBIE cepBHCHI Oe3omacHocTu OC;



® OIpe/eATh PECYPChl, MOJJISKAIINE 3aIINUTE;

® paloTaTh ¢ TEXHUYECKOM JTUTEPaTypOil U CHEIUATIN3UPOBAHHBIMU 3JIEKTPOHHBIMU PECypCaMu;

® CaMOCTOSITENILHO CTPOUTH npoiiecc oBIaZeHUs  WHQOpMAIUe, oToOpaHHON
U CTPYKTYPUPOBAHHOM JIJIs1 BBIOJIHEHUS TPO(ECCHOHABHOM e TEIbHOCTH.

Kparkoe conepxkanue nucuuniannbl (moayJasi) Tema 1. Beenenne B agmunuctpupoanue OC.
Tema 2. bazoBbie nHCTpyMeHTHI agmuHucTpupoBanuss OC Windows.

Tewma 3.YnpaBnenue gokanbHbIMH ToJb30BaTesiMu B OC Windows.

Tema 4. YrpaBneHue JUCKOBBIMU PECYPCAMU.

Tewma 5. CereBbie mapametpbl B OC Windows.

Tema 6. Cuctema JOMEHHBIX UMEH.

Tewma 7. [IpoTokon AuHAMHUYECKON KOH(PHUTYpaIMK XOCTA.

Tema 8. Hactpoiika ¢aitnoBoro cepepa noj ynpasienuem OC Windows.

Tema 9. AnMUHHCTpUpPOBAHUE JOMEHOB B ceTsix Windows.

Tema 10. Hactpoiika ynanennoro gocryna B Windows.

Tema 11. Pe3epBHOE KONMMPOBAaHUE TAHHBIX.

Tema 12. MoHUTOpPHUHT pabOTHI M KOHTPOIIb Tpou3BoauTensHOoCcTH OC Windows.

Tewma 13. ABromatuzanus 3ana4d anmuaUcTpupoBanus B OC Windows. PowerShell.

Tema 14. O6mwuit 0630p Unix-like cucrem. OC FreeBSD.

Tema 15. Komangnas crpoka FreeBSD.

Tema 16. Ynpasnenue nokanbHeiMU nosb30Baresivu B OC FreeBSD.

Tema 17. Ynpasnenne nuckoBsimu pecypcamu, @C UFS.

Tema 18. Orpanuuenue qocTymna K Qaiiam 1 KaTauoram.

Tema 19. CereBbie napametpsl B OC FreeBSD.

Tema 20. 3arpy3ka OC FreeBSD. C6opka siipa, 0OHOBJICHHE CHCTEMBI.

Tewma 21. YcranoBka nporpammuoro ooecneuenus B OC FreeBSD.

Tema 22. CepBep umen nox ynpasienuem OC FreeBSD.

Tema 23. DHCP-cepepa nox ynpasinenuem OC FreeBSD.

Tema 24. @aitnosslii cepsep nox ynpasiaeHuem OC FreeBSD.

Tema 25. Opranuzanus yaajaeHHOro noctyna kK cepsepy noa ynpansienneM OC FreeBSD.
Tema 26. Opranuzanus pe3epBHOT0 KONMPOBaHUS U BoccTaHOBIEHMs JaHHBIX B OC FreeBSD.
Tema 27. MoHUTOPUHT pabOTHI ¥ KOHTPOJIb Npou3BoauTenbHOoCcTH OC FreeBSD.

Tema 28. O6ecneuenne otkazoycrorunBoctr OC FreeBSD. 1o nucruminie npeaycMoTpeHa KypcoBast
pabora.



MUHUCTEPCTBO HAVKU 1 BBICILIETO OBPA30OBAHUS
POCCUINCKOU ®ENEPALINN
denepanbHOE TOCYIAPCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YIPEKACHUE BRICIIIETO 00pa30BaHUS
«TIOMEHCKUI TOCY IAPCTBEHHBII VHUBEPCUTET»

AHHOTALMS K PABOYEM ITPOI'PAMME JUCLMITJIMHBI (MOY J15T)
((3aH_II/ITa B OIICPALIMOHHBIX CUCTEMAX»
CrnemmansHocTh: 10.05.01 «KommnbroTepHast 6€301MacHOCThY
cnenuanu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETeH»
(cBs13b, HTHGOPMAIIMOHHBIE 1 KOMMYHUKAIITMOHHBIC TEXHOJIOTHH )
dbopma oOyueHus: ouHas

O0bem quCHUIJIMHBI (MOAYJIs1): 8 3a4ETHBIX €UHHUIL, 288 aKaIeMUYECKHUX Yaca.

dopMa NpoMeKyTOUYHOM aTTecTamum: 3a4et (7 cemecTp), dK3ameH (8 cemectp).
Henau n 321244 0CBOEHMS TN CHUIITIHHBI (MOIYJIA)
VYyeOHasi IUCHUIUIMHA «3alluTa B ONEPAllMOHHBIX CHUCTeMax» oOecrnedyrBaeT MpHOOpeTeHue
3HAHWI U YMEHUN B COOTBETCTBUU C TOCYAaPCTBEHHBIM 00pa30BaTEIbHBIM CTaHIAPTOM.
OCHOBHOM 1LI€IbI0 JTUCHUIUIMHBI «3allliTa B OINEPAIMOHHBIX CHCTEMax» SBISETCS H3JI0KEHUE
OCHOBOTIOJIATAIONINX TPUHIMIIOB 3alUThl onepanuoHHbix cucteM (OC) u mpuMepoB peanu3anun
M0I0OHBIX METOJIOB Ha MPaKTHUKE.
3amaun TUCIUTUTMHEI «3all1Ta B OMEPAIIMOHHBIX CUCTEMAX)»:
* J1aTh mpejacTaBieHrne 006 ocHOBHBIX yrpo3ax Ub mis copemennsix OC;
* Hay4dTh OIEHUBATh ypoBeHb 3amuiieHHocTH OC ¢ y4eToM akTyalbHBIX MOJENEH yrpo3 u
TpeOOBaHUMN PYKOBOJISAUINX JOKYMEHTOB;
* JIaTh OCHOBBI CUCTEMHOTIO MO/IX0/1a K obecneueHnto 6e3onacHocTy B coBpeMeHHBIX OC;
*  U3Y4YUTh CEepPBUCHI Oe30macHOCTH coBpeMeHHbIX OC U HAyYUTh MCIONb30BATh UX JJIS 3AIIUTHI
OC.

I[Inanupyemble pe3yabTaThbl OCBOCHHS
B pesynpTate oOCBOEHUS AMCHUUIUIMHBI OOydaroliuiics — JOJKeH o0ianaTh CIeAYIOUUMU
KOMIICTCHIIUSIMU .
OIIK-12: crocoOeH aaMHHUCTPUPOBATH OIEPAIMOHHBIE CHUCTEMBI W BBIMOJHATH PabOTHI IO
BOCCTAHOBJICHHIO pa00TOCTIOCOOHOCTH MPUKIIATHOTO U CHCTEMHOTO IPOTPAaMMHOTO 00€CIICUCHHSI.

B pe3ynbrare u3ydeHus AMCUUILUINHBI CTYAEHT JOJIKEH:
3HATB!
® OCHOBHBIE ITOHSTHS U MOJIOKEHUS 3aIuThl HHGopmauu B OC;
ocHoBHbIE yrpo3sl b B OC;
pecypcehl, OIeKAIIIE 3aUTE;
OCHOBHBIE ITOHSTHS IPOrPAMMHO-TEXHUYECKOro ypoBHs 1b;
TpeboBanus k odecriedenuto b B OC;
OCHOBHBIE cepBHCHI Oe3onacHocTH OC, MPUHIUIBI UX OPraHU3alMU U CTPYKTYPY;
Metoanl obecrieuenus b B OC;
nepeueHs nporpamMmmHo-rexuuueckux mep b B OC;
OCHOBHBIE pecypchl Ui noucka HHpopmanuu 06 ya3sumoctsax OC;

YMETh:
® MPOBOAUTH aHAIM3 yrpo3 uHpopMarmoHHon 6e3onacHoctu B OC;

MIPOBOJIUTH KiTaccupuKammio Bo3MOXKHbIX yrpo3 b B OC;

o1leHUBaTh 3(H(HEKTHBHOCT U HAJIEKHOCTH 3auuThl OC;

HaxoJuTh HHPopMauio 00 akTyanbHbIX yrpo3ax OC, ysazsumoctsix OC;

BBISBIIATE ci1a0ble MecTa B 3amute OC;

KOH(HUTYPHPOBATh BCTPOEHHBIE cepBHCHI Oe3onacHocTH OC;



® TIPOBOJAWTH TPOBEPKY  pabOTOCIOCOOHOCTH U A3(PPEKTHUBHOCTH  NPUMEHIEMBIX
IPOTrPaMMHBIX, TPOTPAMMHO-ANIAPATHBIX U TEXHUYECKUX CPEJICTB 3alIUTH HH)OpMaLnHy;
® TIPOBOJUTH HHCTPYMEHTAIBHBIA KOHTPOIb 3anumeHHocTr OC.

Kpatkoe cogep:xanue TUCHUIIMHBI (MOZYJIs1)

Tema 1. OCHOBHBIC TIOHATHS U TTOJIOXKEHUS 3amUTh HHGopmaruu B AC.

Tema 2. Yrpossl Ub: onpenenenus, ananus u kiaccudukanus.

Tema 3. OcHOBHBIE HAIIPaBIICHUSI U METOJIbI pean3aiuu yrpo3 Ub.

Tema 4. IIporpammuo-Texuuueckue mepsl b, cepBucer Ub.

Tema 5. TpeboBanus Oe3omacHOCTH WH(OpPMAIMKM K OMEpallMOHHBIM cucTemMam Tema 6. Momenu
0€30MacHOCTH OCHOBHBIX ONIEPAIIMOHHBIX CHCTEM.

Tewma 7. bazossie cepucel 6e3omacHocT OC Windows. Peanuzanus, koHpurypupoBanue, yss3BUMOCTH,
KOMITPOMETAIIHS, 3aIlUTa.

Tema 8. JlomomauTenbHbIe MexaHu3MbI 3aiuThl B OC Windows.

Tema 9. Opranm3anus 3amuiieHHoro yaaneaHoro qocryna B OC Windows.

Tema 10. Cereas 6e3onacuocts B OC Windows.

Tema 11. Aynut 6e3omacnoctu B OC Windows.

Tema 12. ba3oBbie cepBuchl 6e3omacHocTH B Unix-like cuctem. Peammsanus, xoHburypupoBaHue,
YSI3BUMOCTH, KOMIIPOMETAIIUs, 3alUTa.

Tema 13. JlomomauTenpHbIe MeXaHU3MBI 3aKATHI 00bekTOB @C B Unix-like cucremax.

Tema 14. llluppoBanue, koHTpoab HeaocTHOCTH B Unix-like cucremax.

Tewma 15. MangaTtHas mojaens ynpasienus goctynom B Unix-like cucremax.

Tema 16. [TonkmoyaeMble MOIYIH ayTEHTHU(DHUKAIHIH.

Tewma 17. Opranu3anus 3auIeHHoro yaaaeHHoro gocrymna B Unix-like cucremax.

Tema 18. CereBas 6e3onacaocts B Unix-like cucremax.

Tema 19. Aynut 6e3omacnoctu B Unix-like cucremax.

Tema 20. O6mue pexomenganuu 1o 3amure OC.



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUA
POCCHNCKOU OEJEPALINN

dezepanbHOE roCy1apCTBCHHOE aBTOHOMHOE 00pa3oBaTe/IbHOC yIPEKACHHE BBICIIECTO 00pa3soBaHHs
«TIOMEHCKHNU I'OCY JAPCTBEHHbLIM YHUBEPCUTET»

AHHOTALMS K PABOYEH [TPOI' PAMME JUCLIATIIMHBI (MOVYJIA)
«3amuTa rocyaapCcTBEHHBIX HH(POPMAITMOHHBIX CHCTEM U TIEPCOHAIIBHBIX JIAHHBIX )
Crnenunanpaocts: 10.05.01 «KommnbsroTepHast 6€30MacHOCThY ClieAaT3aIus:
«be3omnacHOCTh pacnpeneneHHbIX KOMITBIOTEPHBIX CHCTEM)
(cBsi3b, MHGOPMAITMOHHBIE © KOMMYHHKAITMOHHBIE TEXHOJIOTHH )
dhopma oOyueHust ouHas

O0bem quCHUNIJIMHBI (MOAYJIs1): 6 3a4ETHBIX €UHHUIL, 216 akaeMUYeCcKUX Jaca.

dopMa NpoMeKyTOUYHOM aTTecTalum: 3k3aMeH (9 cemecTp).
Henau n 321244 0CBOEHMS TN CHUIIIHHBI (MOIYJIA)

VYyeOHast TUCHHUIUINHA «3aIIuTa TOCYJapCTBEHHBIX HHOPMAIIMOHHBIX CUCTEM U MIEPCOHATILHBIX
JAHHBIX» OO0ecleYnBaeT NPUOOPETEHHE 3HAHMW M yYMEHHH B COOTBETCTBHM C TOCYAApCTBEHHBIM
00pa3oBaTeNbHbIM CTAaHIAPTOM.

[IporpaMma JIUCHMIUIMHBI «3allUTa TOCYJApCTBEHHBIX HMH(DOPMAIIMOHHBIX CHCTEM U
MEPCOHAIBHBIX JaHHBIX» OPUEHTUPOBAHA HA TOCTHKEHHUE CIEAYIOUINX LIEIeH:

® [IOJy4eHUS 3HAHWU O MPUHIUNAX 00paOOTKHU MEePCOHATBHBIX TaHHBIX B PD;

® OCBOEHHE METOJIOB U CIIOCOOOB MOCTPOCHUSI CUCTEMBI 3aIIUThI IEPCOHANBHBIX JTaHHBIX.
Jlnst TOCTHKEHUS TOCTABICHHOMN 1IeNTH MPETyCMOTPEHBI CIEAYIOIINE 3a/1a4H:

® U3YYUTh OCHOBHBIE HOPMAaTHUBHO-IIPABOBBIE aKThl B 00JIACTHU 3aLUTHI IEPCOHATBHBIX JAHHBIX U
00J1aCTH UX IPUMEHEHMUS;

® U3YYUThH AITOPUTMBI KiIaccu(UKaMU HH(HOPMALIMOHHBIX CUCTEM NEPCOHABHBIX JaHHbIX;

® HAay4uTh O0YYAIOIIUXCS CTPOUTH MOJENH HApYIIUTENS U YIpo3 0€30macHOoCTH HH(pOopMaIumy;

e chopmMupoBaTh y 00yUdaromerocsi HaBbIKU MPaBUJIBHOTO 000CHOBAHHOTO BRIOOPA MEP T10 3aIIHUTE

UHOpPMALIUK ¥ apTyMEHTHUPOBAHHO UCKITIOYATh HE MOIXOSAIINE

® HayuynTh OOydJarouuxcsi pa3pabarblBaTh MPOEKT CHUCTEMBI  3allUThl  HHGOpPMAIIWH,
o0OpabarbiBaeMoOil B MH()OPMAIIMOHHBIX CUCTEMaX MEPCOHATIBHBIX JAHHBIX.

Ilnanupyemsle pe3yabTaThl 0CBOCHHS
B pesynbraTe OCBOCHHMS AMCUUIUIMHBI OOYYalOUIMICS JODKEH o0NajgaTh CIEAYIOIIUMU
KOMITCTEHIHSMHU:
OIIK-11: ciocobeH pa3pabaTbIBaTh MOJIUTUKU O€30MACHOCTH, MOJUTHKHU YIPABICHHS TOCTYIIOM U
MHQOPMAIIMOHHBIMU TIOTOKAMH B KOMIBIOTEPHBIX CHCTEMax C Y4YETOM Yrpo3 Oe30ImacHOCTH
uHpopManuy ¥ TpeOOBAHUH 1O 3aIIUTE UH(POPMALIHH.

B pesynbrare u3ydeHus AUCUUIUINHBI CTYACHT JOJIKEH:
3HATh:
® HOpMaTUBHBIC IpaBOBbIE akThl Poccuiickoit Penepanuu B 00macTH 00pabOTKH U 3aLIUTHI
NEepCOHATBHBIX JaHHBIX, UX COJCpP)KaHHE, IIPEIMET PEryJIUpOBaHus U cepy NPUMEHEHNS;
® OCHOBHbBIC IMIOHATHUS, TEPMHUHBI W OIpeneseHHs B 00JacTu OOpabOTKHM M 3aLIUTHI
NEepCOHATBHBIX JaHHBIX;
® OTCYECTBCHHbIE HOPMATHUBHO-IIPABOBBIC AKThl, METOAMUYECKUE JOKYMEHTHI U CTaHIAPTHI B
00J1acT 3aIUThl HHPOPMAIUY U 3aIIUTHI IIEPCOHANBHBIX JaHHBIX;
e cyuiecTByomue 0a3bl 3HAHUN M WH(POPMAIMOHHBIC CHUCTEMbl HOPMATHBHBIX IPABOBBIX
akToB PD;
® TIPaBOBBIC OCHOBAHUS 00paOOTKHU MEPCOHATBHBIX JaHHBIX;



YMETb:

HE0OXOIMMBIC TTapaMETPhl U XapPaKTEPUCTUKUA UHPOPMAITMOHHON CHCTEMBI MTEPCOHATBHBIX
JaHHBIX, HEOOXOAWMBbIe [iJIsl OmpeAeNeHus TpeOyeMoro ypoBHS — 3allUIIEHHOCTH
MEePCOHANTBHBIX JTaHHBIX;

OCHOBHBIE YTPO3bl O€30MACHOCTH MEPCOHAIBHBIX TaHHBIX;

COCTaB M MPUHIIUIIBI HAMMUCAHUS OPTaHU3AIMOHHO-PACTIOPSIUTEIHHON TOKYMEHTAIUU TI0
3amuTe nHpopMaIuu;

CIOCOOBl MCIIONB30BaHMA M OOO3HAYeHHWsT TpeOoBaHM MO 3ammre HHpOpMarmuu B
OpraHHU3alOHHO-PACTIOPSAUTEILHON JOKYMEHTAINH;

MpaBmIIa pa3pabOTKHU TEXHUYIECKOTO 3aaHus Ha cozanue AC B 3alIUIIEHHOM UCTIOJTHEHHH;
MpaBmJIa pa3pabOTKH TEXHUYECKOTO MTPOEKTa Ha CO3JaHHe CUCTEMBI 3aIUThI TEPCOHANBHBIX
JaHHBIX;

HeoOxoaumeble 111 HanucaHus qokymMmeHToB HITA u TOCThwr;

HopMaTuBHble M Meroauueckue nokymMeHTbl PCTOK Poccum u ®Cb Poccum 1o
MOJICIIMPOBAHUIO HAPYIIUTEINS U YTPO3 0€30MacHOCTH HHGOPMAITUH;

METOJIMKY OIpeNeNeHUs] Yrpo3 O0e30MacHOCTH MEePCOHATBHBIX JaHHBIX B COOTBETCTBUU C
TpeOOBaHUSIMHU 3aKOHOAATENbCTBA PD;

OTEUYECTBCHHBIE HOPMATHBHO-TIPABOBBIC AKThl M METOAMYECKHE TOKYMEHTBHI B 00IacTH
3amuThl UHGOPMAIMU U 3alUThl NEPCOHATBHBIX JAHHBIX, ONHUCHIBAIOIINE TPeOOBaHUS U
MEpBbI TI0 3aIUTE MEPCOHATBHBIX JAHHBIX;

MEeTOJIMKY (opMHpOBaHHUS HAOOpa OpPraHM3allMOHHBIX U TEXHUYECKUX Mep IO 3alluTe
uH(pOpMaINH;

OCHOBHBIE KJIACChI U XapaKTEPUCTUKHU CPEACTB 3alUThl UH(POpMaLIHH;

MpaBmWIIa MoA00pa CPEACTB 3alIUThl HHGOPMAITUU ISl 00ecrieYeHUss HeOOX0IMMOTO YPOBHS
3aIUIIIEHHOCTH NEPCOHAIbHBIX TaHHBIX.

PUMEHSATh HOPMATHUBHBIE MpaBoBbie akThl Poccuiickoit denepanuu B o6nactu 00paboTKu
Y 3aIIUTHl IEPCOHAIBHBIX JAHHBIX JUII KOHKPETHBIX 3a]1a4 M CUTYallui B 00JIaCTH 3aIlUThI
uH(pOpMaINH;

UCITIOJIB30BaTh CpeICTBA TIoMCcKa HH(popMalun B ceTr HTEpHET;

UCIOJIb30BaTh CIEUANbHbIe WH(POPMALMOHHBIE CUCTEMBbI, 0a3bl 3HAaHUN U AIIEKTPOHHBIC
OMONIMOTEKH TSl TIOUCKA M PabOThI ¢ HOPMATUBHBIMHU TIPABOBBIMH IOKYMEHTAMU;
OCYILIECTBIATh MOAOOpP M aHAJIN3 HOPMATHUBHBIX MPABOBBIX JOKYMEHTOB M MH(OpPMAaLUU
HEOOXOJMMBIX ISl PEHICHNsT KOHKPETHBIX 3a7ad 1Mo 0O0paboTKe M 3aIIUTe MEPCOHATBHBIX
JIAHHBIX;

OTIPENIeNIATh TUIl 00pabaThIBaEMBIX TMEPCOHATBHBIX JaHHBIX W IPABOBbIE OCHOBAHUS HX
00pabOTKU M XpaHEHHUS;

OTIPENIENIATh YPOBEHb 3alUINEHHOCTH IEPCOHATBHBIX MAaHHBIX TMPH UX 00paboTKe B
MH(POPMALIMOHHBIX CHCTEMaxX MEePCOHANbHBIX JIaHHbBIX;

MOCTPOUTh MOJETh HApPYIIMTENs] W MOAETh Yrpo3 HWH(POPMAIMOHHON 0e30macHOCTH
NEPCOHATBHBIX JAHHBIX;

pa3padarbIBaTh MPOEKTHI OPTaHU3AIMOHHO-PACTIOPIUTEIHFHON JOKYMEHTAIIMH 0 3aIlUuTe
NEPCOHATBHBIX JAHHBIX;

pa3pabaThiBaTh MPOEKTHl JOKYMEHTOB TeXHWYECKOe 3ajaHue M TeXHUYECKUU MPOEKT Ha
CO3JIaHHE CUCTEMBI 3aLIUTHI IEPCOHATBHBIX JaHHBIX;

MOCTPOUTh MOJETh HApPYIIMTENs] W MOAETh Yrpo3 HWH(POPMAIMOHHON 0e30macHOCTH
NEPCOHATBHBIX JAHHBIX;

dhopmupoBath HAOOP TpeOOBaHUH TTO OOECIICUCHHIO OE30MACHOCTH MEPCOHATBHBIX JTAaHHBIX;
¢dopmupoBaTh HaOOp U OMpPENENATh COCTAB OPraHU3AIMOHHBIX M TEXHUYECKUX MEp IO
3alIUTe TIEPCOHANBHBIX JIaHHBIX;

OCYILIECTBIATH MOAOOP CPEICTB 3AIUTHI HHPOPMALIUY;

OTIPENIENIATh COCTaB KOHTPOJIBHBIX W TEPHOAMYECKHX MEPONPUATHH TIO TMOAICPKKE
peaTM30BaHHON B CUCTEME 3AIIUTE MEPCOHATBHBIX TaHHBIX MOJUTHKH 0€30MacHOCTH.



Kpartkoe cogep:xanue TUCHUIIMHBI (MOAYJIs1)

Tema 1. 3akOHOIATENBCTBO MO 3AIIUTE MEPCOHATBHBIX TAHHBIX

Tema 2. IHpoOpMaIIMOHHBIE CUCTEMBI TIEPCOHATBHBIX TAHHBIX

Tewma 3. OGcnenoBanue HHGOPMAITMOHHBIX CUCTEM

Tema 4. Moaens HapymmTens 6€30MaCHOCTH MEPCOHATBHBIX JTaHHBIX

Tema 5. Moaenb yrpo3 6€301MacHOCTH TEPCOHATIBHBIX TaHHBIX

Tema 6. OnpeneneHue cocraBa TPeOOBAaHMM M Mep IO 3allUTe MEPCOHATBHBIX NaHHBIX Tema 7.
MeponpusaTus Mo 3aIuTe MepCOHATBHBIX TaHHBIX



MHHHUCTEPCTBO HAYKU U BBICIIEI'O ObPA3OBAHIA
POCCHUNCKOMU OEJJEPAILINN

dezepanbHOE roCY1apCTBCHHOES aBTOHOMHOE 00pa30oBaTE/IbHOS yIPEKACHUE BBICILIECTO 00pa3soBaHHs
«TKOMEHCKHNU T'OCY JAPCTBEHHbBIM YHUBEPCUTET»

AHHOTAILIMSA K PABOYEM ITPOI'PAMME JUCLIATIIMHEI
«3ammTa HHGOPMALIUK OT YTEUKH 110 TEXHUYECKUM KaHaJIaM»
CrnenuansHocTs: 10.05.01 «KommnbroTepHas 6€30MaCHOCTbY
crieranu3anus: «be30mnacHoCTh pacrpeIeIeHHBIX KOMITBIOTEPHBIX CHCTEM»
(cBsA3b, HH(OPMAIIMOHHBIE 1 KOMMYHHKAIIHOHHBIC TEXHOJIOTHN)
dbopma oOyueHust ouHas

TpynoeMKoOCTh IMCHUIUINHBI: 4 3.€., 144 yaca
®opMa NPOMEKYTOYHOM aTTeCTAlUM: DK3aMEH

Lesn 1 32724 0OCBOEHHUS AU CUUIINHBI:
Jucruninza «3amuTta HHGOpManny 0T YTEUKH 110 TEXHHYECKUM KaHaJIaM» SBIISIETCS TUCIUTUTNHON
npodeccuonanbHoro nukiaa OOIl MOATrOTOBKM — CHEIMANUCTOB. YUWTHIBasg, UYTO B XOJE
npodecCHOHANBHON JEATENPHOCTH CIIEUAIMCTBl 3TOTO HANpaBlICHHUS OyIyT HMETh Jel0 C
uHpopMaLKel pa3InYHOro Pojia U Pa3IndHOIr0 YPOBHS CEKPETHOCTH, 3HAHUE OCHOBHBIX CIIOCOOOB U
CpeZCTB ChEMa U 3aIIUTH HH(POPMAIMH ITO3BOINT UM YCIEIIHO pemaTh NpopecCHOHATBHBIC 3a1a4H.
Jucuumimza «3amuTa THPOPMALUU OT YTEUKU 10 TEXHUYECKUM KaHalaM» MOCBSIIEHA U3YYEHUIO
OCHOBHBIX KaHAJIOB paclpOCTpaHEHHS HWH(POPMAIMH M CIIOCOOOB 3aIIUTHl MH(GOPMAIUU B 3THX
KaHaJlaX OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
Llenpto mucnumunHbl «3ammra WHGOPMALUK OT YTEUKH IO TEXHWYECKUM KaHAJIam» SBISETCS
TeopeThYecKass ¥ MPaKTUYeCKas MOATOTOBICHHOCTh CIEIMATNCTa K OPraHU3alud U MPOBEACHUIO
MEpONpUATHA MO 3aluTe HMHPOPMAIMK OT YTEYKH IO TEXHHYECKHMM KaHaJlaM Ha OOBEKTax
UH(POPMATH3ALUH U B 3aIIUIIAEMbIX TTOMEIIEHUSIX.
3amagaMu TUCIUIUINHBI SIBISIOTCS:
O3HAKOMJICHHE C TEXHUYECKUMH KaHaJlaMH yTeUKU HH(popmaiuu, oopadaTeiBaeMoit
CPE/ICTBAMHU BBIYMCIUTEIBHON TEXHWKH M aBTOMATH3MPOBAHHBIMH CHCTEMaMH; O3HaKOMIIEHHE C
TEXHUYECKMMHU KaHAJaMH YTEYKM AaKyCTHUYECKOW (peueBoil) MHpOpMaLuu;  H3yueHHE
CIoco0O0B U CPEJICTB 3alIUThI HHPOpMaIuu, 00padaThIBAEMON TEXHUUESCKIUMHU
CpEACTBaMH; H3YyY€HHE CIIOCOOOB U CPEJCTB 3aIUTHI BBIIEICHHBIX (3AIUIAEMBIX) TOMEIICHUN OT
YTEUYKH aKyCTHYEeCKOW (peueBoi) wHHPOpMAIMK; HW3yYE€HHWE METOJIOB M CPEACTB KOHTPOJIS
3 PEKTUBHOCTH 3aLIUTHI HHPOPMALIMU OT YTEUKU IO TEXHHUYECKUM KaHaliaM; OOydeHHUEe OCHOBAM
OpraHM3aluH TEXHHYECKOH 3alIiThl HHPOpPMAIUU Ha 00BEKTax
UH(POPMATHU3ALUHI U B BBIICIICHHBIX TOMEIICHHUSX.

I[lnanupyemMsble pe3yabTaThbl OCBOCHUS JUCHUIIMHBI:

B pesynbraTe OCBOGHHS NHUCUUIUIMHBI OOYyYaroOUIMiics NOJDKEH o0JajaTh CIeAYIOUMMHU
KOMIICTCHIIUSIMU .

OIIK-13 - cioco6eH pa3zpadbaTsiBaTh KOMIIOHEHTHI TPOTPAMMHBIX U MPOTPaMMHOAIIapaTHBIX
CpCACTB 3allIUTLL I/IH(l)OpMaI_[I/II/I B KOMIIBIOTCPHBIX CUCTCMAX U MPOBOAUTDH aHAJIU3 UX 6630HaCHOCTI/I.

B pesynbrare n3ydeHUs AUCHMIUIUHBI «3amuTa HHGOPMAIMU OT YTEUKH MO TEXHUYECKUM
KaHaJIaM» CTYACHTBI JOJIKHBI:

3HATh:

- OCHOBHBIC HOPMaTHBHBIE IPABOBbIE aKThI B 001aCTH MH(POPMALIMOHHON OE€30IIaCHOCTH U
3alUThl HHPOPMAIUK, a Takke HOpMaTHUBHBIE MeTtoandeckue nokyMeHThl ®Ch Poccun, ®CTIOK
Poccuu B jaHHOM 00/1acTH;



- TEXHUYECKHE KaHaJbl YTEUKH HH(OpMAIUHM, BO3MOXHOCTH TEXHMUYECKHX Ppa3BEIOK,
CHOCOOBI W CpEJICTBA 3aIIUTH WHPOPMAIMK OT YTEYKH MO TEXHWYCCKHM KaHalaM, METOIbI U
cpeacTBa KOHTPOJIs 3(h(HEKTUBHOCTU TEXHUUYECKON 3aIIUThI HMH(POPMALIUU; YMeTh:

- aHAJIM3MPOBATH W OIICHUBATH YTPo3bl HHGOPMAIIMOHHON O€30MaCHOCTH 00BEKTA,

- TpUMEHATh OTCUECTBEHHBIE M 3apyOeXHbIE CTAaHAAPTHl B 00JaCTH KOMIIBIOTEPHOMH
0€30IMaCHOCTH ISl IPOCKTUPOBAHUS, pa3pabOTKH U OI[CHKH 3aIIUIIIEHHOCTH KOMITBIOTEPHBIX CUCTEM;
- MI0JIb30BAThCSI HOPMATUBHBIMU JOKYMEHTAaMH I10 3aIuTe HH(POPMAIIUH;

Kpartkoe cogep:xanue TUCHHIINHBI

1.

Beenenue. XapakTepucTHKa TOCYIAapCTBEHHOW CHUCTEMbBI IPOTUBOACUCTBUSA

TEXHUYECKOW pa3BeIKe

2.

PN W

JoKaTopa
9

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
U3JIy4CHUN
21.
22.

OOHapy>keHue U JIOKATH3aIUs HCTOYHHKOB PaJHOU3ITydYeHUN

HopMatuBHbBIE JOKYMEHTBI 110 MPOTUBOJICUCTBUIO TEXHUYECKOM pa3BelIKe
[MudpoBsie AUKTODOHBI

Jlemackupytoiye mpu3Haku 00bEKTOB HAOIOICHUS U CUTHAJIOB

I'enepaTopsl paguonryma u 0JI0KHPATOPBI HICTOYHUKOB PAaIMOCUTHAIOB
CpenctBa U METO/IbI TEXHUYECKOM pa3BeaKU

OOHapykeHue U JTOKaIU3alusl 3aKIaHBIX YCTPOHUCTB C MOMOIIBI0 HETUHEHHOTO

CriocoOsI U cpeacTBa mepexBaTa curHasioB. CriocoObl ¥ cpecTBa HAOIOICHUS
MHuorodyHkImoHaIbHbIE TOMCKOBBIE TPHOOPHI, ST-031 «Ilupanbsi»
TexHuyeckue KaHAIBl YTEUKU HHHOPMAITUU

YHUBepcanbHbI aHAIN3AaTOP TPOBOAHBIX JTUHUN «YJIAH-2)»

OnTudeckre U paModIEKTPOHHBIC KaHABI YTEUKH HH(DOpMAIUK
AKyCTO3JIeKTpUUYECKHE TPeoOpazoBaTen

AKycTHYeCKHE U BUOPOAKYCTHUYECKHE KaHAIbl YTeUKH HH(POpMALUN
MHorodyHKITMOHAIBHBIE TTOMCKOBBIE TPHOOPHI, ST-032

CpenctBa 0OHapy) EHUSI TEXHUYSCKUX KAHAIOB YTEYKU HHPOPMAITIH
HetrekTop snekrpomarautHoro nojs ST 007

MeponpusiTus O BBISIBICHUIO CPEJICTB TEXHUYECKON pa3BEIKU

[IpuHIMTIBI  AO3UMETPUUECKON  pa3BedkH. J[o3uMeTpus HOHU3UPYIOLIUX

MeTobl U CpeacTBa 3aIIUTHl HHPOPMAIIUHU OT YTEUKHU MO TEXHUYECKUM KaHalaM
OOHapy)xeHHe ¥ JIOKaIM3alMs aKyCTHYECKMX 3aKJIQAHBIX  YCTPOMHCTB,

nporpaMMHbIi koppensatop «OSCOR»

23.
24.
25.
26.
27.
28.
29.
30.
31.
32.

CkpsiTHE peveBoil MH(GOPMAIIMK B KaHAJIaX CBSI3H

N3mepenune [IDMU moHuTOpa M OLIEHKA BEIMYUHBI 30HBI R2
OOHapyXeHre 1 JTOKAIM3aIUs 3aKIaHBIX YCTPOMCTB

N3yuenne ycTpoiicTBa U pabOTHI Ja3epHOr0 MUKPO(pOHa

Konuenmus 1 MeToabl HHKEHEPHO-TEXHUYECKOU 3a1uThl MH(OpMaLuu
I'enepaTopsl aKyCTHYECKOTO M BUOPOAKyCTHUECKOTO IIyMa

Buapl kouTpoOsisa u pacuéra 3PEeKTUBHOCTH 3aIUTH HH(DOpMAIUn
JlononHuTeNnbHAs TabopaTopHas padboTa

Buapl kouTpOsisa u pacuéra 3pPEeKTUBHOCTH 3aIUTH HH(DOpMAIUn
JlononHuTeNbHAs TabopaTopHas paboTa



MHHHUCTEPCTBO HAYKU U BBICIIEI'O ObPA3OBAHIA
POCCHUNCKOMU OEJJEPAILINN

®deepanbHOE rOCYJapCTBCHHOS aBTOHOMHOE 00pa30BaTe/IbHOC YIPEHKACHHIE BBICLIECTO 00pa3oBaHus
«TKOMEHCKHNU T'OCY JAPCTBEHHbBIM YHUBEPCUTET»

AHHOTAIIMSA K PABOYEM ITPOI'PAMME JUCLUTIIMHBI (MOJYJIS)
«3ammra MporpaMm M JaHHBIX»

CrnenuansHocTh: 10.05.01 «KommnbroTepHas 6€30MacHOCTb)
crieruanu3anus: «be3omnacHoCTh KOMIBIOTEPHBIX CUCTEM H CEeTeil»
(cBs3b, HH(OPMAIIMOHHBIE U KOMMYHHKAIIHOHHBIE TEXHOJIOTUH)
dbopma oOyueHust ouHas

O0bem qucuMNIMHBI (MOxyJsi): 4 3a4eTHbIX eauHul, 144 akas.gac.

®opma mpoMeKyTOYHOM aTTecTanmuu: 3adeT (9 cemectp). Lleau u 3aga4uu ocBOeHUsI TUCHUTLTUHBI
(MoayJis)

— Llenb AUCHMIUTMHBL «3aIlIUTa TPOTpaMM U JAHHBIXY SIBISICTCS U3YYCHHE TIPOTPAMMHBIX CIIOCOOOB H
METOJIOB 3aIUThl COBPEMEHHBIX CETEBBIX CEPBHUCOB M IMPOTOKOJIOB MapIIPyTH3alUM, a TaKxKe -
M3y4eHUE OCHOBHBIX MOJIXOJIOB K JKCILTyaTallMM TEXHOJOTHUW 3aIlUThl MpH Nepefade WHPOPMAINHA
B CETHU MPEANPUITHS.

3agaum Kypcea:

— AHanu3 npUHIUNOB (YHKIMOHUPOBAHUS U 3aIUTHl COBPEMEHHBIX MPOTOKOJIOB MapUIPyTHU3ALUU B
CEeTH MPEANPUATHS;

- Opranuzanus 6e30MacHbIX 0a30BBIX CEPBUCOB B CETH MPEINPUATHS CPEICTBAMH COBPEMEHHOTO
TEJIEeKOMMYHUKALIMOHHOTO 000PYIOBaHNUS;

— H3ydenne (yHKIMOHAIBHBIX BO3MOXKHOCTEH COBPEMEHHBIX TEXHOJOTHH 3alllUThl  Tepenadyu
nH(OpMAaLIUU B CETH NMPEATPUATHS.

IInanupyemsle pe3yJibTaThl 0CBOCHHSA

B pe3ysibTaTe  OCBOCHHUS JUCIHMIUIMHBI OOYyYaroIIMHCs JOJDKeH o0JajgaTh CIEAYIOIIMMU
KOMIIETEHIUSMU:

OIIK-13 - ciocoben pa3pabaTbBaTh KOMIOHEHTHI IPOTPAMMHBIX U ITPOrPaMMHO-aINNapaTHBIX CPEICTB
3alUThl HUH(GOPMALMK B KOMIIBIOTEPHBIX CHCTEMaX U MPOBOAUTH aHAIM3 UX 0€30MacCHOCTH.

B pesynbrare n3ydeHus: JUCHUIUIMHBI CTYIEHT JTOJKEH:

3HaTh:

Yrpo3sl HapyIIeHUs HHPOPMAITMOHHON 0€30MaCHOCTH KOMIIBIOTEPHBIX CeTei
OcHoBHbIe KpUnTOrpaduyecKkue METOAbl 3alIUThl THOPMAITUU

ApXHUTEKTYpY ¥ (YHKIIH CUCTEM YIIPABJICHUS CETSAMH, CTAHIAPTHI CHCTEM YIIPaBJICHHUS
[TpuHIMIBI GYHKIIMOHUPOBAHUS 3AIIUIIIEHHBIX CETEBBIX POTOKOJIOB

CpencTBa MOHUTOPUHTA U aHAIN3a KOMITBIOTEPHBIX CETEH

Mertoasl ycTpaHEHHs] HEMCIPABHOCTEW B TEXHUUYECKHX CUCTEMAax

VMmeTs:

HpI/IMeHHTB OCHOBHBEBIC HpOTOKO.HBI 1 TCXHOJIOT'UA 06€CH€‘-I€HI/I$I 6630HaCHOCTI/I KOMHLIOTepHBIX C€T€I>'I
BrIMIOTHATE MOHUTOPUHT W aHAJIM3 PaOOTHI JIOKAJTLHON CETH C MOMOIIBI0 ITPOTrPaMMHO-AIIapaTHBIX
CPEICTB

OcymecTBISTh JUArHOCTUKY U IIOMCK HEUCITPABHOCTEN BCEX KOMIIOHEHTOB CETH BBITIOIHATH ACHCTBUS
[0 YCTPAHEHUIO HEUCIIPABHOCTEM.

Kparkoe cogep:kanue nucuuminHabl (MoayJs) JucuunianHa BKIo4aer 9 tem:
Tema 1. 3ammTa nporpaMm M JaHHBIX B KOMIIBIOTEPHOU CETH



Tema 2. Mapumpytuszanus B cetu npeanpustus Tema 3. Ctatuueckue Mapuipytsl 1uis [Pv4 / [Pv6 Tema
4 3ammra mpotokosa RIP.

Tema 5 3amura nporokosna EIGRP.

Tema 6. 3amuta nporokona OSPF.

Tema 7. Ilonkitouenue cetu npeaupusTus K cet IHTepHeT ¢ ucnonb3oBanueM nporokosa BGP. Tema
8. 3amuTa OCHOBHBIX CEPBUCOB ceTU npennpusatusa Tema 9. 3anura rnepeaBaeMbIX 10 CETH JaHHbIX.



MHWHHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHIA
POCCHUNCKOMU OEJJEPAILINN

depepanbHOE rOCYJapCTBCHHOS aBTOHOMHOE 00pa30BaTe/IbHOC yIPEHKACHHUE BBICLIECTO 00pa3oBaHs
«TKOMEHCKUU I'OCY JAPCTBEHHbBIM YHUBEPCUTET»

AHHOTAILIMSA K PABOYEM ITPOI'PAMME JUCLIAITJIMHBI (MOJTYJIST)
«HTepHeT Bewen»

CnenunanpaocTh: 10.05.01 «KommbroTepHas 6€3011acHOCThY»
cnenuanu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETEH»
(cBs13b, HHGOPMAIIMOHHBIE 1 KOMMYHUKAIIMOHHBIC TEXHOJIOTHUHN )
dbopma oOyueHust ouHas

O0bem qucuuNJIMHBI (MOAYJsi): 4 3a4eTHBIX eauHull, 144 akasn.yac.
dopma NPOMeKYTOYHOM aTTecTallMu: 3a4eT (8 ceMecTp).
Hesan 1 3a1a4m 0CBOEHM S JUCUMIIJIMHBI (MOXYJIS)
Lenu v 3amaun QUCIUILINHEL
enp nucuuminHbl: chOPMUPOBATH HABBIKK Pa3pa0OTKH M aHaIN3a MPOCKTOB HMHTEPHETA
BEIIEH TIPH PEIIEHUN Pa3HOOOPa3HBIX PHUKJIAHBIX 33]1a4.
3agaun JUCLUILIMHEI:
- copMHUPOBATH TOHUMAHUE TTPUHITUTIOB Pa3pabOTKH U (PYHKITMOHUPOBAHHSI CECHCOPOB M YCTAaHOBOK
IoT;
- pa3BUTh HaBBIKM HCTOJB30BaHus ceHcopoB [oT u pazpadborku ycrpoiicts IOT.

I[Inanupyemsble pe3yabTaThbl OCBOCHHS

B pesynbrare  ocBOeHUs JTUCIUIUIMHBL  00y4arouiics JOJKEeH o0nanarth
CJICAYIOIUMU KOMIICTCHIIUAMMU:

OIIK-2 - cnocobeH mpuMeHSTh MPOTPAMMHBIE CPEJICTBA CUCTEMHOTO M MPUKIIATHOTO Ha3HAYCHHM, B

TOM YHUCJIC OTCUYCCTBCHHOI'O IIPOU3BOACTBA, IJIA PCIICHUA 3a1a1 HpO(i)eCCI/IOHaJIBHOI\/'I ACATCIIBHOCTH.

B PE3YIbTATC U3YUCHUS JUCHUIIIMHBI CTYJCHT NOJIKCH: 3HATDL:
® apxuTekTypy ycrpoiictB UB u ocobernHoctu cencopon VB.

YMETB:
e paspabateiBaTh ycTpoiictBa B ¢ yuérom ocobenHocteii cencopoB B u ux B3auMopaeicTBus ¢
COBpeMeHHbIMU cuctemamu VB.

Kpartkoe cogep:xanue TUCHUIIMHBI (MOZYJIs1)
1. BBenenue B TUCHUIUIUHY

2. AHaNOroBbIE CEHCOPHI

3. Cetu IoT. YcrpoiicTBa 1 1iupoBbIe CEHCOPHI.
4. B3zaumosetictBue ¢ MIHTepHET



MHHHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHIA
POCCHUNCKOMU OEJEPALINN

dezepanbHOE rOCY1apCTBCHHOE aBTOHOMHOE 00pa3oBaTe/IbHOE yUPEKACHUE BBICIIECTO 00pa3soBaHs
«TIOMEHCKUU I'OCY JAPCTBEHHBIN YHUBEPCUTET»

AHHOTALMS K PABOYEM ITPOI'PAMME JUCLIMITJIMHBI (MOY J15T)
«KommbroTepHast (hOpeH3HKa U pacclieJOBaHUE WHITUIACHTOB)
CrnemmanpHocTh: 10.05.01 «KommnbroTepHast 6€301MacHOCThY

cnenuanu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETEH»
(cBs13b, HTHPOPMAIIMOHHBIE 1 KOMMYHUKAITMOHHBIC TEXHOJIOTHH )
dopma oOyueHus: ouHas

O0beM quCcUMILUTHHBI (MOAYJIs1): 5 3aueTHbIC eAuHUIbI, 180 akajgemMuueckux yaca.
dopma npoMeKyTOUHOI aTTecTamum: 3a4eT (A cemectp).

Ienn u 327241 0CBOEHHA THCHUTIIHHBI

B xome w3ydeHus JUCHMIUIMHBI OOydYaromuecs NpUOOpETaloT TEOpeTUYECKHe H
IPaKTUYECKHE HAaBBIKU PEarMpoBaHuUs HAa MHIMIEHTBI, UX pacciel0BaHus, TOMCKa IIU(PPOBBIX CIEI0B
B KOMIIBIOTEPHBIX CUCTEMaX, (PUKCAIIMU 3TUX CIEI0B B KAUECTBE JOKA3aTEIbCTB 110 TPAKIAHCKUM U
YTOJIOBHBIM J€laM, aHaju3a COOPAaHHBIX MaTEpUANIOB C LEJIBIO BBIABICHHUS HCTOYHUKA aTaku U
BOCCTaHOBJICHHUS PabOTOCIIOCOOHOCTH CHUCTEMBI, a TaKXKe JOKYMEHTHPOBAHHUS IMPOTHBOIPABHBIX
JIEUCTBUI 3710YMBIIIIEHHUKOB.

OcHoBHO#I meablo auciumuHsl  «KommbioTepHass (opeH3uka U paccieloBaHue
UHIIUJICHTOB» SBJsieTCAd 00ydeHHe MPUHLMIIAM aHAIW3a U 3allUThl IPOrPaMMHOI0 OOecredeHus: u
JAHHBIX B PA3NUYHBIX CpelaX C UCIOJIb30BaHUEM Pa3IMYHBIX WH(POPMALMOHHBIX TEXHOJIOTHHA MpU
peLIeHUH Pa3HOOOPA3HBIX NPUKIIAJHBIX 3a/1a4.

3agaun nucrumuHbel «KommnbroTepHast (opeH3nka W paccieoBaHHE WHIMJICHTOB» -
o0ecrneynTb OCBOCHHE:

*  OCHOBHBIX NpuHIMNOB aHanu3a [10;

*  OCHOB HM3KOYPOBHEBOT'O IIPOTrPAMMUPOBAHMS;

* [PUHIUIIOB HU3KOYPOBHEBOM OTIaAKH U uccienoBanus 110.

IInanupyemMble pe3yJbTaTbl OCBOCHHS

B pesynbrate OCBOGHMS JUCHMIUIMHBI OOy4yaromMHCS JOJDKEH 00JanaTh  CIEAYIOUIMMU
KOMIIETCHIUSIMMU:

OIIK-2 . CriocobeH npuMeHsTh IpOrpaMMHBIE CPEICTBAa CUCTEMHOTO U IPUKJIAIHOTO HA3HAUYEHUH, B
TOM YHCJI€ OTEYECTBEHHOTO IPOU3BOJICTBA, Ul PELIEHU 3aad NPOPECCUOHANTBHOMN e TETbHOCTH.

B pe3ynbrate ocBO€HUS IUCHUILIMHBI O0y4Jarouyecs OyayT

3HaTh:

* 0 KOMIBIOTEPHOW KPUMUHAJIMCTHKE M IPABOBOM OOECIEUYEHUHU paccielOBaHMs HHIIMJECHTOB
MH(POPMAIIMOHHOI 0€301MacHOCTH;

* 00 aHamu3ze Jor-(haisios;

* 00 asropuT™Me pacciea0BaHus MHIUACHTOB HH(POPMAIIMOHHOM 0€30MacHOCTH;

* 0 NIPOU3BOJCTBE KOMIBbIOTEPHO-TEXHUYECKON 3KCIIEPTU3HI;

* 00 OCHOBHBIX TPOTPAMMHBIX H allapaTHBIX CPEJCTBAX IMMOUCKA YINKOBBIX TaHHBIX;

* 0 BCKPBITMM 3alIMIICHHBIX JAHHBIX, XPAHALIMXCS B CIELUAIN3UPOBAHHBIX «KOHTEHHEpPax»,
3arapoJICHHBIX apXUBaXx U T.II.

VMmeTs:

MCKaTh YTPAuE€HHYIO WJIM COKPHITYIO HH(OPMAIIMIO Ha KOMITBIOTEPE U MOOMIIBHBIX YCTPOHCTBAX
*  JIOKyMEHTaJIbHO 0OPMIIATH MPOIIECC paccieaoBanus nHuaeHToB Vb

*  JIOKYMEHTaIbHO O(OPMIISTH MPOIIECC MPOBEICHUS KOMIBIOTEPHO-TEXHUYECKOU IKCIIEPTH3BI



Kpartkoe conep:xaHue 1MCHMILTHHBI

Tema 1.
Tema 2.
Tema 3.
Tema 4.
Tema 5.
Tema 6.
Tema 7.
Tema 8.
Tema 9.

Tema 10.

Tema 11

Tema 12.
Tema 13.
Tema 14.
Tema 15.
Tema 16.
Tema 17.
Tema 18.
Tema 19.
Tema 20.
Tema 21.
Tema 22.
Tema 23.

"BBenenue B yronoBHo-mpaBoBoe obecrieueHue b"
"3HaKOMCTBO ¢ 0060pynoBaHHEM"

"IIpectymienns B madopmarmornHoi chepe"
"OOyuatomias urpa"

"KomnbroTepHble pecTyIaeHus "

"PaboTta ¢ 00bEKTOM HCCIIeTOBAHMI"

"N3psaTHE M HOATOTOBKA 00BEKTA UCCIIETOBAHUI"
"MHCcTpyMeHTapuii KOMIBIOTEPHONH KPUMHHAIUCTUKNA"
"N3psaTHE M HOATOTOBKA 00BEKTA UCCIIETOBAHUIT"
"PaccnenoBanue HHIMIEHTOB HHPOPMAIIMOHHOW Oe30macHOCTH"
. "Odopmnenne nauaeHTa Mb"

"Pabota c sor-gaitiamu”

"[IpaBoBBIE OCHOBBI TPOU3BOICTBA AKCIEPTHU3"
"OCHOBHBIE JOKYMEHTHI JUIsl POBEICHUS dKCepTU3"
"[Ipon3BOACTBO KOMITBIOTEPHO-TEXHUYECKOUN KCIIEPTU3bI"
"JIOKyMEHTBI KOMIIBIOTEPHO-TEXHUUYECKOM 3KCIEPTU3bI"
"ITouck ynukoBoi nHOpMAIUK HA KOMIBIOTEpax"
"Apredaxtst OC Windows."

"UccnenoBanue 1aMmnoB oniepaTUBHOM mamsTH"

"PaboTa ¢ cucremMamMu MOMCKa 0CTaTOYHOM nHpopMaru”
"ITouck cooOIeHn EKTPOHHOMN MOYTHI"

"Pabota ¢ kpunrorpadueir”

"PaboTa ¢ MOOUIBHBIMU yCTpOCTBaMU"



MHHHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHIA
POCCHUNCKOMU OEJEPALINN

dezepanbHOE rOCY1apCTBCHHOE aBTOHOMHOE 00pa3oBaTe/IbHOE yUPEKACHUE BBICIIECTO 00pa3soBaHs
«TIOMEHCKUU I'OCY JAPCTBEHHBIN YHUBEPCUTET»

AHHOTALIMA K PABOYEN ITPOI'PAMME JUCLMITIUHBI (MOY JIST)
«KommbroTepHbIe ceTH»

CrermansHocth: 10.05.01 «KommbrorepHas 6€301MaCHOCTbY
crienuanu3anys: «be3omnacHoCTh KOMIBIOTEPHBIX CUCTEM H CEeTeil»
(cBA3b, HH(OPMAIIMOHHBIE 1 KOMMYHHKAIIHOHHBIE TEXHOJIOTHN)
dbopma oOyueHust ouHas

O0beM qUCHMILUIMHBI (MOYJIs1): 4 3a4eTHBIX enuHMIl, 144 akaj.uac.
dopMa NPoOMeKYTOUYHOM aTTecTalUM: dK3aMeH (2 ceMecTp).
Henp mucrumuiniabl «KOMIBIOTEPHBIE CETU» - SIBISIETCS U3JI0KEHUE MCTOPUU PAa3BUTHS MUPOBOU H
OTE€YECTBEHHOMN MBICIIM B 001aCTH KOMMYHUKALIUN, @ TAK)K€ HCTOPUH 3aIUTHI HHPOPMAIH B CPEICTBAX
KOMMYHHKAITUH.
3agaum Kypca - u3y4yeHHeE:
- OCHOBHBIX 3TalOB UCTOPUU PA3BUTHI KOMMYHHUKAIIUH TEPMUHOIIOTUY;
- HCTOPUU aHAJIOTOBOM KOMMYHHKAIUH;
- WCTOPUU ¥ TCHICHIINH Pa3BUTHUS TU(POBBHIX KOMMYHHKAIUH;
- OCHOBHBIX TEXHOJIOTHH HU(POBBIX KOMMYHHUKAIIUN U UX 3alIUIIEHHOCTD.
[InanupyemMble pe3yJjbTaThl 0CBOECHHS
B pesynpraTe OCBOEGHMSI OUCHUIUIMHBI OOYyYarolIMiicss MOJKeH 00JaAaTh CleIyrolIUMU
KOMITETCHITHSIMH:
OIIK-2: cnocoGeH mpUMEeHSTh MPOrPaMMHbBIE CPEICTBA CUCTEMHOTO M MMPUKIIATHOTO HA3HAYEHUH, B TOM
YHCIIe 0TEYECTBEHHOT'O TPOU3BOJICTBA, JIUIsl PEIICHUS 3a/1a4 MPOPECCHOHATBHON AESITETLHOCTH.

B pe3ynbrare uzyueHus: JUCHUILUIUHBI CTYACHT J0KEH:

3HaTh:

- CBoOlCTBa HH(OPMAIINH, TTOAIEKAITUE 3aKPBITHIO;

- 3Tanbl Pa3BUTHUS CPEICTB U TEXHOJIOTUN KOMMYHUKALIUM;

- HCTOPHIO pa3BUTHUS MHGOPMAITMOHHOTO TPOTUBOOOpCTBa B Poccuu u mupe

- OCHOBHBIE TEXHOJIOTHH Tiepeaauun nudpoBoit nabopmaruu;

- Ha3HAY€HUE OCHOBHBIX YCTPOUCTB (MapHIPyTU3aTOPOB, KOMMYTATOPOB) O0ECIICUNBAIOIINX TTepeaady
nudpoBoit HHGOPMAITHH.

- OCHOBHBIE CTaHJAPTHI, HCIOJNB3yeMble TpH Tepenade uppoBod uHPOpManuu; - OCHOBHBIE
TEXHOJIOTUH 3aIIUTHI UH(POPMALIUH.

YMeTs:

- OPHUEHTUPOBATHCA B UCTOPUHU TEXHOJIOTUH Meperadr HHPOpMAaIK, METO/IaX 3alUThl HHPOpMAIUH B
KOHTEKCTE UCTOPUUYECKOTO Pa3BUTHSI.

- co3naBarh U HacTpauBaTh LAN cetw.

- co3naBaTth, 6e3onacHoe noakinoueHne LAN k MnaTepHer.

Kpatkoe cogep:xxanue 1ucuIJIMHbI (Moay.ast) JucuuruiiHa BKItoyaeT 9 tem:
Tema 1. BBeieHre B TEXHOJIOTUH 3alUILIIEHHBIX KOMMYHUKAIIUNA

Tema 2. 3 3Tana pa3BUTHUS 3aLIUILIEHHBIX KOMMYHUKAIUH

Tema 3. JlokanpHbIE, KOPIIOPATUBHBIE U TI100aTBHBIC CETH

Tema 4. CereBas agpecauust. I[P angpeca n macka nojacetu

Tema 5. CeteBble CitykObI

Tema 6. becipoBo1HbIE TEXHOJIOTUU

Tema 7. OcHOBBI 6€30MaCHOCTH ITUGPOBBIX KOMMYHHUKAITHI

Tema 8. CtpykTypa, anpecanusi 1 HacTpoika ceTh. MapupyTuzanus



Tema 9. KommyTtupyemas apxutekrypa. KopnopaTusHeie ceTu.



MHHHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHIA
POCCHUNCKOMU OEJEPALINN

dezepanbHOE rOCY1apCTBCHHOE aBTOHOMHOE 00pa3oBaTe/IbHOE yUPEKACHUE BBICIIECTO 00pa3soBaHs
«TIOMEHCKUU I'OCY JAPCTBEHHBIN YHUBEPCUTET»

AHHOTALIMA K PABOYEN ITPOI'PAMME JUCLMITIUHBI (MOY JIST)
«Kpunrorpaduueckre TpOTOKOIBDY
CrermansHocth: 10.05.01 «KommbrorepHas 6€301MaCHOCTbY
crienuanu3anys: «be3omnacHoCTh KOMIBIOTEPHBIX CUCTEM H CEeTeil»
(cBA3b, HH(OPMAIIMOHHBIE 1 KOMMYHHKAIIHOHHBIE TEXHOJIOTHN)
dbopma oOyueHust ouHas

O0beM qucuMIUIHHBI (MOAYJIs1): 4 3aUueTHBIC eAUHUIIbI, 144 akaj.uac.
®opmMa NPOMeKYTOYHOI aTTecTallMU: 3K3aMeH (ceMecTp A).
Hesan 1 32124 0CBOEHM S JUCUMIIIIMHBI (MOXYJIS)

[IporpamMma AUCHMITIIMHBI OPHEHTHPOBAHA Ha JOCTHIKEHHUE CIEAYIOIINX IIeTICH:

* IPHOOpETeHNnEe OCHOBOIMOJIATAIOIIMX 3HAHUHM O MOJAX0/aX K aHAJIM3Y U CHUHTE3y KPUITOTpapuuecKux
IPOTOKOJIOB C TOCY/IapCTBEHHBIMHU M MEKIYHAPOJAHBIMHU CTaHIApTaMHU B 3TOH 00J1acTH;
* OBJIaJICHHE HAaBbIKAMHM KOPPEKTHOTO MPUMEHEHHsI COBPEMEHHBIX 3alllUIIECHHBIX HWH(OPMAIIMOHHBIX
TEXHOJIOTHI;
* BOCIIUTaHUE OTBETCTBEHHOCTH K NMPO(eCCHOHAIBHON JesITeIbHOCTH, BOCHUTAHNE CaMOOOPa30BaHMS;
* pa3BUTHE HABBIKOB IIPOTPAMMHON peaan3aiuil KPUITOrpadhHueCKUX MPOTOKOJIOB;

¢opMHpOBaHHE TOTOBHOCTH HCIIOJNB30BaTh TNPUOOPETEHHBIE 3HAHHUA B MPO(HEeCCHOHATBLHOU
JIeATEIIHOCTH.

Wcxoms w3 meneid, B mporpamve aucuuiumHbel «Kpunrorpadgudeckue MpOTOKOIBI

MPeyCMAaTPUBAIOTCS 33 JaUH:

chopmupoBarh y oOOydYaromierocs HEOOXOAMMBIH O0BEM 3HAHUNH 00 OCHOBHBIX MEXaHHU3Max
(YHKIIMOHUPOBAHUS TPOTOKOJOB, TNPHUMEHSAEMBIX JUIi OOECIEYEHHs TOTO WJIM HHOTO CBOMCTBA
0€30MacHOCTH;
* HAyYUTh KOPPEKTHO MPUMEHATH COBPEMEHHBIE 3allUIEHHbIE HH()OPMAIIMOHHBIE TEXHOJIOTHUH;
* pa3BUTh HABBIKU MPOTPAMMHON pean3aluy KPUIITOrpahuIecKuX MPOTOKOJIOB;

C(l)OpMI/IpOBaTB YMCHUA NPUMCHATHL 3HAHUA O CBOﬁCTBaX, XAPAKTCPUIYIOIUX 3alMUIIICHHOCTD
KpUNTOTpaguIECKUX MPOTOKOJIOB HA TIPAKTHKE.

I[Inanupyemble pe3yabTaTbl OCBOCHHS
B pesynmbraTe OCBOGHHMS AUCUMIUIMHBI OOy4aroUIMiicsl JOJDKEH o0iajgaTh CIeAyIOUUMHI
KOMIICTCHIIUSIMU .
OIIK-3 - crmocobeH Ha OCHOBAaHHWHM COBOKYITHOCTH MaTeMaTHYECKUX METOJIOB pa3palaThIBaTh,
00OCHOBBIBATh U PEATU30BBIBATH MPOIEAYPHI PEIICHUS 3a/1a4 IPOPEeCcCCHOHATBHON JesITeIbHOCTH;
OIIK-10 — cnoco0eH aHaMM3UPOBATh TEHACHIIMM  PAa3BUTHS  METOJIOB M  CPEJICTB
KpUNTOrpadguuecKo 3auThl ”HPOPMALIUH, UCTIOJIB30BaTh CPEACTBA KpUNTOrpahUUECKOM 3aIIUThI
uH(pOpMalLlMU IPU pPelIeHU  3a7a4 Tpo(hecCuOHATLHOU NeSTEIIbHOCTH.

B pesynbpTrare nzydeHus: JUCIUTIIINHBI CTYACHT TODKEH:

3HaTh:
- COoAep)KaHUE TMPOIECCOB CaMOOPraHM3allMd M CcaMoo0pa30BaHUs, HUX OCOOEHHOCTEH U
TEXHOJIOTHH pealn3alyy, UCXOs U3 LIeJIeH COBEPIICHCTBOBAHUS;
- OCHOBBI IHTEpHET-TEXHOJIOTU;



- CpeAcTBa M METOJbl XpaHEHUs U Mepeauu ayTeHTU(UKATMOHHONW HH(POPMALIUY;

- OCHOBHBIC MPOTOKOJIBI UACHTU(MHUKAIIMN U ayTeHTU(PUKaIM a0OHEHTOB CETH;

- CpeAcTBa M METOJbl XpaHEHUs U Mepejauu ayTeHTU(UKATMOHHONW HHPOPMALIUY;

- OCHOBHBIC MPOTOKOJIBI UACHTU(MHUKAIIMN U ayTeHTU(PUKAIUU a0OHEHTOB CETH;

- OCHOBHBIC BUJbI CHMMCTPUUIHBIX U ACUMMCTPUYIHBIX KpI/IHTOI‘pa(bI/I‘IeCKI/IX AJITOPUTMOB;

- MareMaTH4YeCKHe MOJEIH MH(pOB;

- Kpunrorpad@udecKkue CTaHIapThI;

- aNTrOpPUTMBI MPOBEPKH YHCET U MHOTOWIEHOB Ha MPOCTOTY, IMOCTPOEHUS OOJIBIIMX MPOCTHIX
Yrces, pa3iiokKeHUs Yicel ¥ MHOTOWICHOB Ha MHOXKHUTEIH, IUCKPETHOTO JIoTapu(MUPOBAHUS B
KOHCYHBIX NUKJINYCCKUX I'PpyHIIax.

YMmers:

— CaMOCTOSITENIbHO CTPOMUTH MPOLIECC OBJIAZCHUA HMHPOpManuel, oroOpaHHOW U
CTPYKTYpPUPOBAHHOM JIJIsl BBIOJIHEHUS MTPO(ecCHOHABHOM 1eATeNbHOCTH;

— ¢opmanu3oBaTh MOCTaBIECHHYIO 3a7auyy; pa3padareiBaTh 3((QEKTUBHBIE aITOPUTMBI U
MIPOrPaMMBbl; KOPPEKTHO  TNPUMEHSATh  CUMMETPUYHBIE U

aCUMMETPUYHbIE KPUITOTpaPHUECKUE aJrOPUTMBI;

— pazpabarpiBath 3(G(PEKTUBHBIC QITOPUTMBI M TPOTPAMMBI, KOPPEKTHO IPUMEHATH
CUMMETPUYHBIC M aCUMMETPUYHbIE KPUNITOrpauuecKrue alroOprUTMbl; IPOBOJAUTH OLICHKY
CJI0)KHOCTH aJITOPUTMOB.

Kparkoe conepxxkanue nucuunannbl (moayJst) Jucuumninza BKItoYaeT 9 teM:

Tema 1. OCHOBHBIE MTOHSATHUS.

Tewma 2. [IpuBsizka Kk OUTY U IEKTPOHHAS KepeOheBKa.

Tewma 3. Pa3znenenue cexpera.

Tema 4. Unentudukanus u ayTeHTADHUKAITAS

Tema 5. IIpoTokosasl UACHTUDHUKALMHA C HYJICBBIM pasriameHueM. Tema 6. [IpoTOKOIBI OTKPBITHIX
caenok Tema 7. UHGpacTpyKTypa OTKPBITHIX KITFOUCH.

Tewma 8. YrpaBineHue KIt04aMu.

Tema 9. [IpuknaaHbeie TPOTOKOJIBI.



MHHHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHIA
POCCHUNCKOMU OEJEPALINN

dezepanbHOE rOCY1apCTBCHHOE aBTOHOMHOE 00pa3oBaTe/IbHOE yUPEKACHUE BBICIIECTO 00pa3soBaHs
«TIOMEHCKUU I'OCY JAPCTBEHHBIN YHUBEPCUTET»

AHHOTALIMA K PABOYEN ITPOI'PAMME JUCLMITIUHBI (MOY JIST)
«AHanu3 ¥ ynpaBieHHe pUCKaMH HHPOPMAIIMOHHON 0€3011acHOCTI
CrermansHocth: 10.05.01 «KommbrorepHas 6€301MaCHOCTbY
crieruanm3anus: «be3omnacHoCTh KOMIBIOTEPHBIX CUCTEM H CEeTei»
(cBAA3b, HH(OPMAIIMOHHBIE 1 KOMMYHHKAIIHOHHBIE TEXHOJIOTHN)
dbopma oOyueHust ouHas

O0beM quCUMILUTHHBI (MOAYJIs1): 4 3a4eTHBIX eAUHUIL], 144 akajeMUYeCcKuX Jaca.

®opmMa NPpOMeKYTOUHOI aTTecTalMu: 3k3ameH (7 cemecTp).
Hesan 1 3a1a4u 0CBOEHM S JUCUMIIJIMHBI (MOXYJISA)

AHanus ¥ yrpaslieHHe pUCKaMu HH(OPMAIIMOHHOHN 6e301acHOCTH 00ecieynBaeT MpuoOpeTeHne
3HaHUU M YMEHHUI B COOTBETCTBUU C FOCYAAPCTBEHHBIM 00pa30BaTeNIbHBIM CTaHAAPTOM, COJIEHCTBYET
(opMHPOBAHNIO MUPOBO33PEHUS U CUCTEMHOTO MBILIICHHUSL.

OCHOBHOHM TIENBI0 JUCHUIUIMHBI «AHAIW3 W YOpPaBJICHUE pUCKaMU HWH()OpPMAIMOHHOM
0€30IaCHOCTH SBJISIETCS U3YUYEHUE METO/IOB U CPECTB YIPaBIeHU MH(POPMAIIMOHHON 6€301MacHOCTHIO
(MUb) na oObekTe MHpOpMaTH3aIMU, a TaK)KE€ Ha H3yYe€HHE OCHOBHBIX IOAXOJOB K pa3padoTKe,
peanu3aiyy, SKCIUTyaTallu, aHalIu3y, COMPOBOXKACHUIO U COBEPIICHCTBOBAHUIO CUCTEM YIPABJICHUS
nHpopManmoHHOM 6e30macHOCTIO onpeeeHHoro oobekta (CYUD).

3amaun AUCHUTUINHBL:

* I0O3HAKOMUTbH CTYJCHTOB C OCHOBHBIMHM TEPMUHAMU U ONPEAEICHUSIMHU U3 00IaCTU OLEHKU U

aHaM3a PUCKOB MH(OPMAITMOHHOM 0€30MMacHOCTH;

* 00y4YHMTh METOAMKAM OLIEHKH U aHAJIM3a PUCKOB HH(POPMALIMOHHOM 0€301acHOCTH;

* chopMupOBaThH HaBBIKU MOCTPOCHUSI CHCTEMBI yIpaBiIeHUS

MH(POPMALMOHHOH 0€30MacCHOCTHIO;
* copMUPOBATH HABBIKK TIOCTPOEHUSI CUCTEMBI YIIPaBICHU HH()OPMALIMOHHBIMU PUCKAMH.

[InanupyemMble pe3yJbTaThl 0CBOECHHS

B pesynbraTe OCBOCHHS AMCUUIUIMHBI OOYYArOIIMHCS  JOJDKEH OO0JIafaTh CIEAYIOIIUMHU
KOMIICTCHIIUSIMU .

OIIK-11: cmocobeH pa3pabaThiBaTh MOJUTHUKH 0€30MMACHOCTH, TIOJUTUKH YIIPABJICHHS TIOCTYIIOM
U HMHOOPMAIIMOHHBIMU TOTOKAaMH B KOMIIBIOTEPHBIX CHCTEMax C Y4€TOM Yrpo3 O€30MacHOCTH
nHpopmaruu 1 TpeOOBaHMI 10 3amuTe HHOOPMAITUH;

B pe3ynbrare u3ydeHus: AUCHUILIMHBI CTYIEHT TOJKEH: 3HATh:
* HOPMAaTUBHBIC AKTHl W CTAaHAAPTHI B OOJACTH YNpPAaBICHUS PUCKAMH HMH(YOPMAIMOHHON
0e30I1acHOCTH;
* OCHOBHBIC OIpENECNCHUS W TEPMUHBI M3 O0JacTH OIEHKM U aHaJlInu3a pHUCKOB
UH(POPMALIMOHHOM 0€30MacHOCTH;
* METOAMKH OLICHKH U aHAJIN3a PUCKOB HH()OPMALMOHHOH 0€30MaCHOCTH;
* METOJMKHU pa3paOdO0TKH MOJUTUKH HHPOPMAIIMOHHON 0€301aCHOCTH;
* MPUHIMIIBI TIOCTPOCHUST U COMPOBOXACHUS CUCTEMBI YIPABICHHS HH()OPMAIMOHHBIM
pPHCKaMU U CUCTEMBI YIIPaBIeHHUS HH(POPMAIIMOHHOM 0€301MacHOCTHIO;
yMeerT:
* ONpEeNeNsATh CyOBEKTHI U 00bEKThI HH(POPMALIMOHHON CUCTEMBI;
* COCTaBJISITH MOJICNTb YTPO3 U MOJIEJIb 3JI0YMBIIIIIICHHUKA,
* pa3pabaTbIBaTh MOJUTUKY HH(OPMAITMOHHONW 0€301TaCHOCTH;
* OLICHMBATh ¥ AHAIU3UPOBATH PUCKU HHPOPMAIIMOHHON OE€30MIaCHOCTH;



* BHEJPSATH U COMPOBOXKIATh CUCTEMY YIPABICHHUS HH()OPMAIIMOHHBIM PUCKAMHU U CUCTEMY
yrIpaBieHus: THOOPMAITMOHHOM 0€301MaCHOCTHIO;

Kparkoe conepxxkanue 1ucuunJInHbI (MOIYJIs1)

Tema 1. Onpenenenus pucka nHhopMannoHHoU 6e3onacHocTy. O030p pa3TUYHBIX MMOAXO0I0B K aHAIHU3Y
PUCKOB MH(POPMAIIMOHHOIN 0€30TTaCHOCTH.

Tema 2. MeTonuku pacuéra BeTMYUHBI pHCcKa HHPOPMAIIMOHHON 0€301acHOCTH.

Tewma 3. YrpaBnenue puckamu HHGOPMAIIMOHHONW O€30MaCHOCTH.

Tewma 4. [Ipoueccusiit mogxon. [ukn demunra Ilyxapra.

Tema 5. O630p cepwmii cranmapToB BS 7799, ISO 27000.

Tema 6. MwuHuMmuzanus, JIUKBUJAIUS, NPUHATHE W JCIETHPOBAHUE PHUCKOB HH(OPMAIIMOHHOM
0e30MmacHOCTH

Tema 7. OnpeneneHue u CTPYKTypa CUCTEMBI YIIPaBIeHUS HHPOPMAITMOHHBIMH PUCKAMHU.

Tema 8. Cucrema ynpaBieHus: UHQOPMALIMOHHBIMUA PUCKAMU Kak (YHIAMEHT CHUCTEMbI YIIPaBICHHUS
UH(POPMALIMOHHOM 0€30MaCHOCTBIO.

Tema 9. Beibop u 060cHOBaHHE KOHTPMED ISl TIOBBIIICHUS YPOBHS 3alTUIIIEHHOCTH HHGOPMAITMOHHON
CUCTEMBI.



MHHHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHIA
POCCHUNCKOMU OEJEPALINN

dezepanbHOE rOCY1apCTBCHHOE aBTOHOMHOE 00pa3oBaTe/IbHOE yUPEKACHUE BBICIIECTO 00pa3soBaHs
«TIOMEHCKUU I'OCY JAPCTBEHHBIN YHUBEPCUTET»

AHHOTALIMSA K PABOYEN ITPOI'PAMME JUCLMITIMHBI (MOY JIST)
«MeToJbI ¥ CpeAcTBa KpUNTOTpahUIeCcKOn 3aIUThl HHPOPMALHN
CrermansHocth: 10.05.01 «KommbrorepHas 6€301MaCHOCTbY
crienuanu3anys: «be3omnacHoCTh KOMIBIOTEPHBIX CUCTEM H CEeTeil»
(cBA3b, HH(OPMAIIMOHHBIE 1 KOMMYHHKAIIHOHHBIE TEXHOJIOTHN)
dbopma oOyueHust ouHas

O0beM qucuMIUIHHBI (MOAYJIs1): 4 3aUueTHBIC eAUHUIIbI, 144 akaj.uac.
®opmMa NpoMe:KYTOUHOI aTTecTalMu: 3k3amMeH (9 cemectp).
Hesan 1 32124 0CBOEHM S JUCUMIIIIMHBI (MOXYJIS)

[IporpamMma AUCHMITIIMHBI OPHEHTHPOBAHA Ha JOCTHIKEHUE CIEAYIOIINX IIeTICH:
* IPUOOpPETEeHNE OCHOBHBIX 3HAHUI O METOAAaX KPUNTOrpapruecKuX MpeoOdpa3oBaHUi HHPOpPMALUU U
MEeToJIaX KPUITOAHATIN3a COBPEMEHHBIX IH(POB;
* OBJIAJICHHE YMEHUEM YTCHHUSI POCCUHUCKUX U 3apYOEKHBIX KPUITOTpaPHUECKUX CTaHJApTOB;
* BOCIIUTAHNE OTBETCTBEHHOCTH K MPO(eCCHOHANBHON AEATEIbHOCTH, BOCITUTAHNE CAaMOOOpa30BaHMUS;
* pa3BUTHE HABBIKOB IIPOTPAMMHOM pean3aliy KPUITOTpaguIecKiX alrOpuTMOB;
dbopMHpOBaHHE TOTOBHOCTH WCIIOJIB30BaTh NPHOOPETEHHBIE 3HAHMWS B NPO(ECCHOHATHLHON
NeSITeTbHOCTH.

Hcxons u3 ueneit, B mporpamme JUCHUIUIMHBI «METOIBI U CpeACTBAa KPUNTOTpa(uyecKoi 3aIiuThl
UH(pOPMALUN) IPEAYCMaTPUBAOTCS 3a/1auu:
- copmupoBaTh y oOyuaromierocss He0OOX0AUMBIH 00BEM 3HAHUN O MIPUHIUIIAX Pa3pabOTKU MHU(POB U
METO/AX UX KPUIITOAHAIN3A;
* HayYUTh YUTATh 0Aa30BbIe POCCUNCKNE U 3apyOeKHbIe KpUNTOrpaprUECKUe CTaHIaPThI,
* pa3BUTh HABBIKU MPOTrPAMMHON pealn3alui KPUIITOrpauIecKux ajJropuTMOB;

chopMHpOBaTH yMEHHUS NPUMEHSATh 3HAHUS O MATEeMaTHYECKUX METOJaX IMOCTPOCHHS
KPUNTOTrpaUUECKUX CPEACTB 3alUThl HH(POPMALIUK Ha TPAKTHKE.

I[Inanupyemsble pe3yabTaTbl OCBOCHHS
B pesynmbraTe OCBOGHHMS AUCUMIUIMHBI OOy4aroOUIMiicss JOJDKEH o0iafgaTh CIeAyIOUUMHU
KOMIICTCHIIUSIMU
OIIK-3 - crocoOeH Ha OCHOBAaHMHM COBOKYITHOCTH MaTE€MaTHYECKHUX METOIOB pa3pabaThIBaTh,
00OCHOBBIBATh M PEATM30BBIBATH MPOIEYPhl PELICHUS 3a/1a4 IPOPECCUOHATLHON NesTeIbHOCTH;
OIIK-10 - cmtocoOeH aHAIM3UPOBATh TEHJCHITUN PA3BUTHSI METOIOB U CPEACTB KPUIITOTPAPUIESCKOM
3alIUThl UHPOPMALIMH, UCIIOJIb30BaTh CPEACTBAa KPUNTOrpaduuecKoil 3amuThl HHGOpMAIUK Tpu
pelIeHnu 3a1a4 npodeccuoHalbHOM 1eATeIbHOCTH.

B pesynbpTare nuzydeHus: JUCIUTIINHBI CTYACHT JTODKEH:

3HaTh:
- co/iep KaHMe MPOLIECCOB CAMOOPTaHU3AIMN U CaMOOOPa30BaHUS, UX OCOOEHHOCTEH U TEXHOJIOTHI
peanu3anuu, UCXO0Is U3 IeJIeH COBEPIICHCTBOBAHUS



— BHYTPEHHIOIO CTPYKTYPY KpUOTOrpadUuecKux aJropuTMOB, UX OOJACTh NPUMEHEHHUS U CBOICTBA;
BHYTPEHHEE CO/ICP)KaHNWE OTEUECTBEHHBIX KPHUNTOrpapHUIEeCKUX CTAHIAPTOB, UX XapaKTEPUCTUKU
110 CPaBHEHUIO C 3apyOEIKHBIMU;

— OCHOBBI TEOPHH CEKPETHOCTH M HWMHTOCTOHKOCTH, TECThI Ha TIPOCTOTY, OOIINE TPHEMBI
TuQepeHIMaIbHOr0 U JIMHEHHOTO KpUNTOAHAlN3a, OCHOBHBIC aIrOPUTMBI (DakTopu3aluu u
JMCKPETHOTO JIOTapu(MUPOBaHKS. MaTeMaTn4ecKrue MOJICNIN M CBOHCTBA KPUIITOCHCTEM.

YMers:

—  CaMOCTOSITE€JIBHO CTPOUTH IPOIIECC OBNaieHU HH(OopMaIei, 0oTOOpaHHOM U CTPYKTYPUPOBAHHON
JUIs BBITTOJIHEHUS TPO(ECCUOHAIBHON AEATENbHOCTH;

— CaMOCTOSITEJIbHO peaqu30BaTh CTAaHAAPTHBIM KpUNITOrpadUYecKuid ajaropuT™; NPUMEHSTH Ha
IIPAaKTUKE OTEYECTBEHHBIE U 3apyOeKHbIE CTAHIAPTHI;

— TMO0Ka3aTh MOJHOTY M KOPPEKTHOCTh KPUITOCHCTEMBI, MOJy4aTh KpUNTOrpaduyecKue KIOuH,
IOCTPOUTH ~ MAaTe€MaTHYECKyl0 MOJEIb M  BBIYUCINATH BEPOATHOCTHBIE XAPAKTEPUCTUKH
KPHUIITOCUCTEMBI.

Kpartkoe cogep:xxanue nucuuminnbl (Moay.as) Jucuumimaa Bkioyaet 10 tem:
Tewma 1. BBenenue B kpunrorpaduto

Tema 2. Vcropus kpunrorpaduu. Mcropuueckue mudpsl.

Tewma 3. Marematuueckast mojaens mudpa. Teopus cekpernoctu [llenHoHa.

Tema 4. biounsie mmdps!

Tewma 5. [IceBnocnydaiiHple TIOCIEOBATEIHFHOCTH U MIOTOYHBIE TITHQPHI.

Tema 6. Teopust umuTocroiikoctn CUMMOHCa U Kpunrorpaduyeckue X3ui-() yHKIHH.
Tema 7. AcuMMeTpHYHBIE (C OTKPBITBIM KITFOYOM) MTUDPHI.

Tema 8. Cxembl u(poBoii moanucH

Tema 9. DnnmunTudeckue KpuBble Haa KoHeyHbIM mosieM. Lludper u DILII Ha ux ocHoBe. Tema 10.
BBenenue B kpunrorpaguueckue mpoTOKOIIBI.



MHHHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHIA
POCCHUNCKOMU OEJEPALINN

dezepanbHOE rOCY1apCTBCHHOE aBTOHOMHOE 00pa3oBaTe/IbHOE yUPEKACHUE BBICIIECTO 00pa3soBaHs
«TIOMEHCKUU I'OCY JAPCTBEHHBIN YHUBEPCUTET»

AHHOTALIMA K PABOYEN ITPOI'PAMME JUCLMITIUHBI (MOY JIST)
«Mopenu 6e30macHOCTH KOMITBIOTEPHBIX CHCTEM»
CrermansHocth: 10.05.01 «KommbrorepHas 6€301MaCHOCTbY
crienuanu3anys: «be3omnacHoCTh KOMIBIOTEPHBIX CUCTEM H CEeTeil»
(cBA3b, HH(OPMAIIMOHHBIE 1 KOMMYHHKAIIHOHHBIE TEXHOJIOTHN)
dbopma oOyueHust ouHas

O0beM qucuMIUIHHBI (MOAYJIs1): 5 3aueTHbIC eAuHuUIbI, 180 akaa.uac.
®opmMa NPpOMeKYTOYHOI aTTecTallMU: SK3aMeH (8 cemecTp).

Hesan 1 32124 0CBOEHM S JUCUMIIIIMHBI (MOXYJIS)

OCHOBHOH TENbI0 AUCHUTUIHHBI «Mojenu 0e30MacHOCTH KOMITBIOTEPHBIX CHCTEMY SIBISICTCS
TEOpEeTHYeCKass M MpaKTHYeCKas MOJTOTOBKA CIEIHAIMCTOB K JEATEILHOCTH, CBSI3aHHON C 3alllUTON
uHpopMmanuy; oOydeHHe OOIIMM MpPUHLHUIAM IOCTPOSHHUS Mojeed Oe30MacHOCTH M IOJIUTHK
0e30MacHOCTH, OCHOBHBIM METOJAaM HCCIEOBAaHUS KOPPEKTHOCTH CHUCTEM 3allUThl, METOJIOJOTHHU
o0crenoBaHus ¥ MPOCKTUPOBAHUS CUCTEM 3aIUTHI.

3amaun qucnuruHbl «Mojaenu 6€30MacHOCTH KOMITBIOTEPHBIX CUCTEM»:

* M3JIOKECHHUE TEOPETUIECKIX OCHOB KOMIBIOTEPHON OE30MMaCHOCTH;

* OMUCAaHKE MOJIeNeH 6e30macHOCTH HH(POPMAITMOHHBIX CUCTEM;

* OMUCaHUe MoJelNel 1oCcTyna B MHPOPMAIIMOHHBIX CHUCTEMAX;

- 00y4eHHE METOI0JIOTHH O00CIIeIOBaHMSI M IIPOSKTUPOBAHUS CUCTEM 3aIlHUTHI;

oOydeHre HaBBIKAM HACTPONKHM OCHOBHBIX KOMIIOHEHTOB CHCTEM 3alllUThl U MPUMEHCHHS
TEXHOJIOTHH 3aIlIUTHI.

[Inanupyemble pe3ybTaThl 0CBOECHHS

B pe3yibTarte OCBOCHUA OUCHUIIIIMHBL OGy‘I&IOH.IHfICH JOJIKCH O6Ha,Z[aTB CJICAYIOIIUMHA
KOMIICTCHI UMM

OIIK-4.3 - cnocobeH pa3pabaTeiBaTh U  aAHATU3UPOBATh KOPPEKTHOCTb  IMOJUTHKH
nH(pOpPMAITMOHHOM 0€30MTaCHOCTH KOMIIBIOTEPHBIX CUCTEM U CeTe (110 001acTsIM MPUMEHEHUS );
OIIK-11 - cnocobOeH pa3pabaTbiBaTh MOJUTUKH O€30MACHOCTH, TOJIUTUKU YHPABICHUS

JOCTYIIOM W HMH()OPMAIMOHHBIMH TTOTOKAaMH B KOMIIBIOTEPHBIX CHCTEMaxX C YYETOM Yrpo3
6e3omacHOCTH HHpOpMAUK U TpeOOBaHUHN 1O 3aIIUTe HHOOPMAIIH.

B pe3ynbrare uzydeHus: JUCHUIUIMHBI CTYCHT JIOJKEH: 3HATh:

OCHOBHBIE MOJIENHM JOCTyNa B HMH(POPMAIIMOHHON cHCTeMe; MeToAbl (POPMaTbHOTO OMHCAHUS
MOJICTTH 3JIOYMBIIIJICHHUKA; OCHOBHBIE CIOCOOBI ()OPMaIbHOTO OMHCAHUS W aHAIN3a MOJIUTHUK
0€30MacHOCTH; METObI aHAJIN3a MOJETHU YIPo3.

YMeTb: peaan30BBIBATh OCHOBHBIE MOJIENM JIOCTyNa B MH(GOPMALMOHHON cucteme; (HopMaibHO
ONKCBHIBATH MOJEIb 3JOYMBIIUIEHHUKA; (DOPMaJbHO ONMCHIBATh U AHAJIU3UPOBATh IOJUTHKY
0€30I1aCHOCTH; aHAIM3UPOBATH MOJEIH YTPO3.

Kpatkoe cogep:xanue TUCHUIJIMHBI (MOZYJIs1)

Monyns 1. @opmanbHOe 060CHOBaHHUE HHPOPMAITMOHHOHN 6€30MacHOCTH HH(POPMAITMOHHBIX CUCTEM.
1. BBenenne B TeopeTHYECKHil MOAXOA K oOOecnedeHHut0 HHQPOPMAIIMOHHON O0e30MacHOCTH.
OCHOBHBIE TIOHATHSA 3alUTBl HHPOpMANHMH (CYOBEKTHI, OOBEKTHI, IOCTYI, Tpad JOCTYIOB,



uHpopMalMOHHbIe MOTOKH). IlocTaHOBKA 3a7auM MOCTPOCHHUS 3AIIMIICHHOW aBTOMAaTHU3UPOBAHHOM
cucremsbl (AC). llernocts nHGOpMAIIHIH.

2. Matematuueckrue OCHOBBI IIOCTPOEHUS Mojienelt 6e3omacHocth. [Ipumenenue Teopun rpados u
TEOpPHH aBTOMATOB JUIsi obOecrieueHuss MHGOOPMAIMOHHOW 0e30macHOCTH MH(OPMAIMOHHBIX CHCTEM.
[lonartue aBTOMaTa, rpada, MaTeMaTHYECKOW pPEICTKH. AJTOPUTMHUYECKH pa3peliuMble U
QITOPUTMUYECKH Hepaspemumble mpobnembl. [Ipobrema anexkBaTHOCTH —peaau3aldd  MOZENIU
0€30MacHOCTH B PeaIbHON KOMITHIOTEPHOM CUCTEME.

3. Moieny KOMIBIOTEPHBIX CUCTEM C IUCKPELMOHHBIM yIpaBiIeHUEM. MOJellb MaTpHUIlbl 1OCTYIIOB
Xappucona-Py330-Ynemana (HRU). Onpenenenne MUCKpEIMOHHOTO KOHTPOs aoctymna. [IpuHImmb
IIOCTPOEHUS MaTpulbl 1ocTynoB. KoHTponb Haj mpoleccoM Iepenayd MpaB JOCTYIIa B CHCTEME.
Mopens cuctembl 6e3omacHocTi Xappucona-Py3zoYnemana (HRU). OcHoBHBIE TIOJTOKEHHUS MOJICTH.
Teopema 00 anrOpUTMHUECKOW HEPa3pEIIMMOCTH 33Ja4yl MPOBEPKH O0€30MacHOCTH MPOU3BOJIBHOMN
cucrtembl HRU

Monynb 2. JIuckperimoHHass 1 MaHJaTHAsE MOJICTHM pa3rpaHUYCHUsI IPaB JOCTYyMa B HHPOPMAIIMOHHOM
CUCTEME.

4. Mogen KOMIIBIOTEPHBIX CUCTEM C JUCKPELIMOHHBIM ylpaBieHueM. Moenb TUIIH3UPOBAaHHON
Matpuilel 1octynoB (TMJI). Moaens TUNIM3UPOBAHHOW MAaTPHIBI TOCTYIOB. OCHOBHBIC MOJOKECHHS
monenu. Teopema O CyIIECTBOBaHMM ajlrOpUTMa IMPOBEPKH O€30MaCHOCTH AIMKINYECKHX CHCTEM
MOHOTOHHBIX TM/I.

5. Mozen KOMIBIOTEPHBIX CUCTEM C IUCKPELMOHHBIM yIpaBieHUEM. MoOJeNb pacipoCTpaHEHus
npaB gocryna Take-Grant. Moaenb pacnpoctpaneHus npas noctymna Take-Grant. Teopemsl o nepenaye
npaB B rpade JOCTYIOB, COCTOSIIEM U3 CYOBEKTOB, M MPOU3BOJIILHOM rpade moctynoB. Pacmupennas
mozenb Take-Grant v ee mpuMeHeHUe JUTs aHaIM3a HHGOPMAITMOHHBIX TOTOKOB B AC.

6. Mopenn KOMIBIOTEPHBIX CUCTEM C MaHJATHBIM yrpasiieHHueM. Mogens bemna-Jlallanysnsl.
Mopens benna-Jlamagynsl Kak OCHOBa NMOCTPOEHUS CHUCTEM MaHIATHOIO pa3rpaHUYEHUs AOCTYyNa.
OcHoBHble TIONOKeHUsT Mojiend. basoBas Teopema 6e3omacHoctu (BST). [Tonutuka low-watermark B
Mozaenu benna-Jlallamymer.

Monayns 3. Mogenu 06e30macHOCTH HMH(OPMAIIMOHHBIX TOTOKOB M HW30JUPOBAaHHON MpPOrpaMMHON
cpenbl. PonieBast mozens gocryna.

7. Mogenu KOMIBIOTEPHBIX CHCTEM C MaHAATHBIM ynpasieHueM. Mozaens buba. Mozaens cucrem
BOEHHBIX cooOmeHnii. [lpumenenune w™oxenu buba i peamu3anuu  MaHIATHOM  TMOJMTHUKH
nenoctHocTy. IlpuMeHeHne MoJeNin CUCTEM BOSHHBIX COOOIEHHH ISl CUCTEM NpueMa, Mepesadu u
00pabOTKH MOYTOBBIX COOOINCHHM, pealM3yIOIKUX MaHAaTHYIO 8 moiauTuky Oe3zomacHocTtu. IllecTsh
TEOPETUYECKUX PUHIIUIIOB IIOJUTHUKU KOHTPOJIS LesIocTHOCTU. CooTBeTCTBUE NpaBui Mozenu Kinapka
Buiicona npyHIunaM MoJIMTHKY HETOCTHOCTH.

8. Moznen KOMIIBIOTEPHBIX CHCTEM C pOJIEBBIM ylpasiieHueM. [loHsATHE poseBOro ympasieHUs
noctyrnoM. bazoBas Mozenb poseBoro ynpasieHus 10cTyoM. [loHATHe aAMUHUCTPUPOBAHUS POJIEBOTO
yIOpaBIEHUS JIOCTYNOM. AJIMHHHCTpUPOBaHHE Hepapxuu poisied. [loHsATME MaHIATHOrO pPOJIEBOTO
yrpaBiaeHus 10cTynoM. TpeboBaHus TMOEPaTbHOTO MaHJATHOTO YIIPABICHUS TOCTYIIOM.

9. Mogenu 6e30macHOCTH MH(POPMALMOHHBIX MOTOKOB M M30JMPOBAHHON MPOTrPaMMHON CpEIIbL.
ABTOMaTHas Mojenb Oe3omacHOCTH MHGPOPMAIMOHHBIX MOTOKOB. BeposiTHOCTHass Mozelnb
Oe30macHOCTH  WH(GOPMALMOHHBIX MOTOKOB. MH(opmanmonnoe HeBnmusHue. HWHpopmanmoHHoe
HEBJIIUSHHUE C Y4eTOM (hakTopa BpeMeHU. MOHUTOP 0€30MacHOCTH 00BEKTOB. MOHUTOP O€30MacHOCTH
cyObekToB. TeopeMbl O JOCTAaTOYHBIX YCJIOBUSIX TapaHTUPOBAHHOTO BBHITIOJHEHUS TTOJUTHKU
0e30MacHOCTH B KOMIIBIOTEPHBIX cucTemMax. ba3oBas TeopeMa M301MpOBaHHOW MPOTPAMMHON CpPEIbl.
«HayyHO-nIpOeKTHBIH (MCCe10BaTENbCKUIT) CEMUHAPY



MUHUCTEPCTBO HAYKHU U BBICILIEI'O OBPA3OBAHUS
POCCUMCKOU ®EJIEPALTUN
denepanbHOE TOCYIAPCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEIKICHHUE BBICIIIETO 00pa3oBaHUs
«TFOMEHCKU TOCYJAPCTBEHHbBIN YHUBEPCUTET»

AHHOTALIMS K PABOYEM ITPOI'PAMME JUCLIMITJIMHBI (MOY J15T)
«HayuHO-nIpOeKTHBIH (MCCe10BaTENbCKUIT) CEMHHAPY
CrnemmansHocTh: 10.05.01 «KommnbroTepHast 6€301MacHOCThY
cnenuanu3anus: «be3onacHOCTh KOMIBIOTEPHBIX CUCTEM U CETEM»
(cBs13b, HTHGOPMAIIMOHHBIE 1 KOMMYHUKAITMOHHBIC TEXHOJIOTHH )
dbopma oOyueHust ouHas

O0bem qucHUNIMHBI (MOAYJIs1): 9 3aueTHBIC EAUHUIBI, 324 aKaIeMUYECKUX Yaca.
dopma npoMeKyTOUYHOI aTTecTanuu: 3a4et (6, 8§ cemecTp).

Ieu v 3271244 0CBOECHHS AUCHUILIMHBI
OCHOBHOM LENBI0 NUCLUUIUIMHBI SIBJISETCS Pa3BUTHE HABBIKOB CTYACHTA UIsl IIPOBEICHUS
CaMOCTOSITENIbHOW HAayYHO-HCCIIE0BATEIbCKON pabOTHI.

3a1auu TUCHUILTUHBL:

* Da3BUTh HaBBIKM IIOMCKA, H3Yy4eHUs, OOOOLIEHMS M CUCTEMAaTH3allMM HAay4YHO-TEXHUYECKOH
uHpOpMaLlMK, HOPMAaTHBHBIX M METOJUYECKHX MaTepualioB B cdepe mnpodeccrnoHaTbLHON
NeSITEIbHOCTH;

*  HAY4YMTb IpaBuUiaM OPOPMIICHHS CIUCKA JTUTEPATYPHBIX HCTOUHUKOB;

* HaBbIKAMU NPOBEJCHMS HAYYHO-UCCIIEOBATEIBCKON pabOThl M MPUMEHEHHSI METOA0B HAYUHBIX
UCCIIIOBaHUN B IPO(ECCHOHATBHOM eI TeTbHOCTH;

* DPa3BUTh HAaBBIKM pPa3pabOTKH HAYYHO-TEXHHYECKUX OTYETOB, O030pOB, NyOJMKaLui 10
pe3ysbTaTaM BBITIOJIHEHHBIX padoT;

*  JIaTh ONBIT IyOJIMYHOM 3aILUTHI COOCTBEHHOTO HAyYHOI'O Tpy/a.

IInanupyemMsble pe3yJbTaTbl OCBOCHHS

B pesynprare OCBOEHHS JIUCHMIUIMHBI OOy4yarolIMHCS JOJDKEH 00JanaTh  CIEAYIOUIMMHU

KOMIIETEHIUSMMU:

YK-6 CriocobeH onpeiessaTh U peaTn30BbIBATh MPUOPUTETHI COOCTBEHHOU JACSITEIIBHOCTU U CIIOCOOBI

€e COBEPILEHCTBOBAHUS HAa OCHOBE CaMOOIICHKH M 00pa3zoBaHMs B TedeHue Bcel xku3Hu. OIIK-8

CriocoOeH NMpUMEHATh METO/bl HAayYHBIX MCCIEJAOBAaHHUI IpU MPOBEIEHUU pa3pabOTOK B 0OJIACTH

obecrieyeHus: 6€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM U CETEH.

B PE3YIbTATC U3YUCHUS JUCHUIIIMHBI CTYJCHT NOJIKCH: 3HATDL:
e npaBwia 0opOPMIICHUS OTYETA IO KYPCOBOM paboTe;

e mpaBmia opopMIICHUS CIIMCKA JTUTEPATYPHI;

® OCHOBHBIC Hay4YHBIC MPoOIIeMbl B o6sactu Ub;

YMETh!

® [IPUMEHSTH METO/bl HAYYHBIX HCCIECAOBAaHUN B TPOPECCHOHATBLHOMN JIESITENbHOCTH;

® [IPUMEHSTH HaBBIKU MIPOBEICHUS HAYUHO-UCCIIE0BATENBLCKOM padoThI;

® OCYHISCTBIATH MOWCK, H3Yy4eHHe, OO0OONIEHME M CHCTEMAaTH3aIlMI0 HayYHO-TEXHHYECKOM
uHpOpMaLlMK, HOPMATHBHBIX M METOJUYECKHX MaTepualioB B cdepe mnpodeccrnoHaTbHON
NeATENbHOCTH;



® T[PUMEHATH HaBBIKA Pa3pabOTKH HAyYHO-TEXHHUUECKHUX OTYETOB, 0030pOB, MyOJIHKAIMA MO
pe3yJIbTaTaM BBIITOJHEHHBIX padoT.

Kpartkoe cogep:kaHue TuCHUIIHHBI

AxTyanbpHbIE IPOOJIEMBI U HAYYHO-UCCIIEA0BATENbCKUE 3a1a4n B o0nactu 1b
I[pe3enTanust u 00CyX)I€HHE TEM IIPOSKTOB

[Touck u cucremarusanus HaydHoi nHpopmaru. Pabora ¢ mureparypoil.
[IpencraBnenne u 00CYXEHNE TUTEPATYPHOTO 0030pa MO TEMeE MPOEKTa
[TonroroBka Hay4YHO-TEXHHUUECKOTO OTYETA

I[pe3enTarnyst u 00CyXIeHHE TUIAHA PEATN3AIMN TIPOSKTa

[IpaBuna npe3eHTauy HAyYHOT'O UCCIETOBaAHUS

[Ipe3enHTanust u 00CyX)1eHHE TPOMEKYTOUHBIX PE3YIbTATOB PEANN3aIlH IPOEKTa
[Ipe3enranus u o0Cyx1eHUE pe3yabTATOB peau3alluil MPOEKTa

0. 3amnuTa npoeKTa.

=00 ANk



MUHUCTEPCTBO HAYKU ¥ BBICIIIEI'O OBPA30BAHUS
POCCHUIACKOI ®EJIEPALIUU

denepanbHOE TOCyIapCTBEHHOE aBTOHOMHOE 00Pa30BaTeNIbHOE YUPEKICHUE BBICIIIETO 0Opa30BaHHS

«TIOMEHCKUI IT'OCY JAPCTBEHHbBIIT YHUBEPCUTET»

AHHOTALIMSA K PABOYEM ITPOT'PAMME JUCHUTUIMHBI (MOJIYJIS)

«OmnepannoHHBIEC CHCTEMBI»

CrermmansHocth: 10.05.01 «KommbrorepHas 6€30MacCHOCTbY
crieranu3anus: «be30macHoCTh KOMIBIOTEPHBIX CUCTEM H CETEi
(cBsA3b, HH(OPMAIIMOHHBIE 1 KOMMYHHKAIIHOHHBIE TEXHOJIOTHN)
dhopma oOyueHust ouHas

O0bem qucuUNIMHBI (MOayJst): 4 3a4eTHbIC EAUHUIBI, 144 akaeMUYECKUX Jaca.

®opmMa NpoOMeKYTOYHOI aTTecTalMuU: 3k3aMeH (3 cemecTp).

Henau n 321244 0CBOEHHS 1M CHUITUHBI

OCHOBHOM 1LENBI0 AUCHUIUIMHBI «ONepaluoOHHbIE CUCTEMBI» SBISETCS JaTh LEJIOCTHOE
MpeJCTaBICHHEe 00 apXUTEKType COBPEMEHHBIX omepanuoHHbiXx cucteM (OC). 3amadyu TUCIUTUTMHBI
«OrnepanuoHHbIE CUCTEMBI»:

II03HAKOMUTH ¢ ucropuen passutus OC;

JaTh NPEJCTaBICHUE 00 OCHOBHBIX (DYHKLUAX, IPUHIMIAX TocTpoeHus U Buaax OC;
JaTh IIPEJICTABICHHE O METOAAX YIPABIEHHS OCHOBHBIMH BBIYUCIUTEIBHBIMU PECYPCAMU
OBM;

JaTh IpeCTaBIeHUE 00 YIPaBICHUN YCTPOMCTBaMU BBOIa-BbIBO/IA;

MO3HAKOMHUTH C OOIMMH MOAXO0JAaMH K peanu3anuu (ailioBbIX CHCTEM M OpraHu3aiuen
HOMYJISPHBIX (alIOBBIX CUCTEM;

II0O3HAKOMUTB C apXUTEKTypoil coBpeMeHHbIX OC.

I[Inanupyemsble pe3yabTaTbl OCBOCHHS
B pesynapTaTe OCBOCHHMS NUCHMIUIMHBI OOYYAIOIIMICSA JODKEH 007a1aTh CIEAYIOIIMMHI
KOMIIETEHIIUSIMU:

OIIK-12:

CrocoGeH aJIMUHUCTPUPOBATh OMNEPALMOHHBIE CHUCTEMBbl M BBIIOJHATH PabOTHI IO

BOCCTAaHOBJICHHIO paGOTOCHOCO6HOCTI/I MMPUKJIAAHOT'O U CUCTCMHOTI'O ITPOrpaMMHOTO obOecrneucHUs.

B pesynbpTare nzydeHus: JUCIUIIINHBI CTYACHT JIOJDKCH:

3HaTh.
[ ]
[ ]

YMETb:

ucroputo pazputus OC;

ocHoBHble ¢yHKIMH OC, mpunnunsl moctpoeHuss OC, OCHOBHBIE apXUTEKTYpPHBIC
peleHus, mpuMeHsiemMble pH pa3padorke OC;

OCHOBHBIE MojicucTeMbl coBpeMeHHbIX OC U uX Ha3HauUEHUE;

MIPUHIUIIBI YIIPABJIEHUsI OCHOBHBIMH BBIUHMCIUTEIBHBIMU pecypcamu DBM;

MIPUHIIMIIBI YIIPABIICHUS MTPOLIECCAaMU U TIOTOKaMH;

TEXHOJIOTUU YIPABJIECHUS MaMSIThIO;

MIPUHIIMITBI OPTaHU3alMU BBOJa-BbIBOIA;

CTPYKTYpPY COBPEMEHHBIX (halIOBBIX CHCTEM U TEXHOJOTHH paclpeesieHus IUCKOBOTO
MIPOCTPAHCTBA;

NPUHIMIB OpraHu3anuu B3auMozencTBusa npukiagHoro [0 ¢ OC u anmapaTHbIM
obOecrneucHUEM;

apxuTeKkTypy coBpeMeHHbIX OC;



® TIPUMCHATH TONy4YEeHHBbIE 3HAHUSA MPH pa3pabOTKe MPOrpPaMMHOIO obOecreueHus
(opraHu3anys B3aUMOUCKIIIOYAIOLIEr0 AOCTyHNa K KPUTHUECKUM pecypcaMm, METOHAbI
00pbOBI C TYNUKAMU U TIP.);

® [IPUMEHAITH [OJIy4YEHHbIE 3HAHUsI IPH (OPMHUPOBAHNN KOMILJIEKCA MEP MO 00ECIICUEHUIO

nHpopmannonHoi 6ezonacHoctu OC;

MoJTy4aTh CUCTEMHYIO HH(pOpMaIuio o pecypcax IBM;

MPUMEHSTH MTOJTy4YSHHbIE 3HAHUS TPU aIMUHUCTpUpoBaHuu U 3ammre OC;

UCIOJIb30BATh MPOTrPAMMHBIE METO/IbI CHHXPOHHU3ALIUHU ITPOLIECCOB;

UCIOJIb30BaTh MPOrPAMMHBIE METO/IbI pa0OTHI C NaMSTHIO;

MPUMEHSATH MOJy4YSeHHbIE 3HAHUS K PA3IMUYHBIM IPEAMETHBIM 00JIaCTsIM;

paboTaTh C TEXHUYECKOH JIMTEPATYpOil U CHEHHUAIU3UPOBAHHBIMU HH(POPMALIMOHHBIMU

pecypcami.

Kpartkoe conep:xkaHue THCHUILTHHBI

Tema 1.
Tema 2.
Tema 3.
Tema 4.
Tema 5.
Tema 6.
Tema 7.
Tema 8.
Tema 9.

Beenenne B OC. Apxurektypa, GyHKIMH, TPUHIHIBI TOocTpoeHus, kinaccudukanus OC.
VYnpasieHue nporeccaMmu, alropuTMbI MJIAHUPOBAHUS.

CunxpoHnu3zanus npoueccoB. TymukH.

VYnpapieHue namsThlo.

Opranuzanus BBoja -Bbiojia B OC.

daiinosas cucrema. OOIIKE TTOTOKEHUS.

00630p coBpeMeHHBIX (halJIOBBIX CHCTEM.

OC cemetictBa Windows NT. O6uuit 0630p, apxuTeKrypa.

Unix-like cuctemsl. O0muit 0630p, apXUTEKTypa.



MMHUCTEPCTBO HAYKU U BBICIIEI'O OBPA3OBAHUS
POCCHUICKOU ®EJEPALINN
denepanbHOE TOCYIAPCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEIKICHHUE BBICIIIETO 00pa3oBaHUs
«TFOMEHCKUU T'OCY JAPCTBEHHbBIN YHUBEPCUTET»

AHHOTAIIUSA K PABOYEM ITPOTPAMME JUCIATIJIMHBL (MOJTY JIS)
«OpraHu3aimoHHOe U PaBOBOE obecreueHne nHHOPMAITMOHHOW 0€301MacHOCTH
CrnermmaneHocth: 10.05.01 «KommbrorepHas 6€301MacCHOCTbY
cnienuanu3anysi: «be30nacHOCTh KOMIIBIOTEPHBIX CUCTEM U CETEH»
(cBsA3b, HH(OPMAIIMOHHBIE 1 KOMMYHHKAIIHOHHBIE TEXHOJIOTHN)
dhopma oOyueHust ouHas

O0bem quCHUNJIMHBI (MOAYJIs1): 4 3a4€THBIX eAuHUIL, 144 akaleMUYECKUX YacoB.

®opMa NPpOMeKYTOYHOI aTTecTallMU: SK3aMeH (4 ceMmecTp).
Hesan 1 32124 0CBOEHM S JUCUMIIJIMHBI (MOXYJIS)

Llenpto mpernogaBaHusl JUCHMIUIMHBL «OpraHu3alliOHHOE W TPaBOBOE oOOecreyeHue
MH(POPMALMOHHOM 0€30IIaCHOCTH» SIBJISIETCS PACKPBITh OCHOBBI IIPABOBOTO PETYJIMPOBAHMS OTHOILICHUH
B MH(OPMAITMOHHOM cepe, KOHCTUTYLIMOHHBIE TAPAHTUH MIPaB I'PakJaH Ha MoJIyuyeHHe HHPOPMALIUU 1
MEXaHU3M UX pean3aluy, HOHATHS U BUABI 3alIMIaeMOil MHPOPMALUU MO 3aKOHOAATENbCTBY P,
CHCTEMY 3alUThI FOCYJapPCTBEHHON TalHbI, OCHOBBI IIPABOBOT'O PETYIMPOBAHUS OTHOILICHH B 00JIaCTH
UHTEJUIEKTYaJIbHOM COOCTBEHHOCTH M CIIOCOOBI 3allUThl 3TOW COOCTBEHHOCTH, IOHSATHE W BH[BI
KOMITBIOTEPHBIX MPECTYIJICHUH, a TakKe MpuoOpeTeHre CTyJeHTaMU 3HAHUH 10 OpraHu3allHOHHOMY
00€eCTeYeHUIO 3alUTh UH()OPMAIMK U (OPMHUPOBAHUE HEKOTOPBIX MPAKTUIECKUX HABBHIKOB paOOTHI.

3aqaun AUCUUILUIMHBI— JaTh OCHOBBI:

*  uHPOPMAIMOHHOTO 3aKoHOaTenbcTBa Poccuiickoit denepanuu;

*  MpaBWI JIMLEH3UPOBAHMS U CEPTH(PHKALNU B 00JIACTH 3aLIUTHI HH(OPMALIHH;
*  MEXAYHApOJHOIO 3aKOHOJATEIbCTBA B O0OJIACTH 3aLUTHI MH(OpMaIy;

* 3HaHWUH O KOMIBIOTEPHBIX MIPECTYIIICHUSAX;

* IIOCTPOEHUS CHCTEM OPraHM3alMOHHOM 3alUThl 00bEKTOB HH(OpMATH3ALUN

[Inanupyemble pe3ybTaThl 0CBOECHHS

B pesynbTare OCBOEHUS AMCLUMIUIMHBI OOydYaloOUIMiics  JTOJDKEH 00JanaTh CIEAYIOIIUMU
KOMIIETEHIIUSIMHU:

OIIK-5: cnocoOeH NpUMEHSTh HOPMAaTHBHBIC MPABOBBIC aKThl, HOPMATUBHBIE U METOJUYECKUE
JIOKYMEHTBI, perjaMeHTUPYIOIINE ASSITEIbHOCTD 10 3alIuTe HHOpMaIuu

OIIK-6: cmocobeH mpu pemeHud Mpo(ecCHOHANBHBIX 3aJad OpPraHU30BBIBATH  3AIUTY
uH(pOpMallMi OTPAaHUYEHHOTO JOCTyNa B KOMIIBIOTEPHBIX CHCTEMax M CETSX B COOTBETCTBUHU C
HOPMATUBHBIMH MTPABOBBIMU aKTaMU U HOPMATUBHBIMH METOJIUYECKUMU TOKyMeHTaMu DenepanbHOi
cyxObl  Oe3omacHocTH Poccuiickoit ®deneparnuu, dDenepasbHOM CIIyKObl MO TEXHUYECKOMY U
HKCIIOPTHOMY KOHTPOJIIO

YK-10: cnoco6en hopMupoBaTh HETEPIIUMOE OTHOIIIEHUE K KOPPYIMIIHOHHOMY TIOBEICHHIO

B pesynbrare u3ydeHus: AUCIUTUINHBI CTYACHT JTOJIKCH:
3HATH:
* HOpMaTHBHBIC MpaBoBbie akThl Poccuiickoit deneparuu B 0071aCTH 00paOOTKH M 3aIIUTHI
MIEPCOHATBHBIX JAHHBIX, UX COJCPKAaHHE, IPEIMET PErYIUPOBaHuUs U chepy MPUMEHEHUS;
* OCHOBHBIE TIOHATHS, TEPMHUHBI H ONpPEIEICHHUS B O0O0NAacTH OOpabOTKHM M 3aIIUTHI
MEPCOHAIBHBIX JaHHBIX;
*  OCHOBHBIE YTPO3bI 0€30MaCHOCTH MH(POPMALIUY;
*  STanbl CO3JAHMS CUCTEMBI 3aIIUTHI HH()OPMAIINUH;
*  BUJBI 3aIIUIIaeMON HHPOPMAITUU U MHPOPMAITMOHHBIX CUCTEM, TPEOOBAHHMS MO X 3aIIIHTE;
*  TOPSI0K IPOBEIEHHS aTTecTallul 00beKTa HH(HOpMATH3AIIHNN;



YMETb:

MpaBmWIa pa3pabOTKHU TEXHUIECKOTO 3aaHus Ha cozianue AC B 3alIUIIEHHOM UCTIOJTHEHHH;
MpaBWIa pa3pabOTKU TEXHUIECKOTO MPOEKTa Ha CO3/IaHHUe CUCTEMBI 3allIUTHl HHPOPMAITUH;
HeoOxoaumeble 11 HanucaHus qokymMmeHToB HITA u TOCThr;

MOPSAIOK BHEAPECHUS PEKMMa KOMMEPUYECKOW TaWHbI; [ MOPSIOK OTHECEHUS CBEICHUN K
rocraite;

rpu(bl CEKPETHOCTH U YPOBHU JIONyCKa K TOCTAalHE;

COCTaB M MPUHIUIBI HAMUCAHUS OPTaHU3ALIMOHHO-PACTIOPSIUTEIHHON JTOKYMEHTALUU TI0
3anuTe HHPOpMaLuy;

CrocoOBbl HCIIOJIB30BaHMS M 0003HAYECHHS TpeOOBaHWUN 1O 3amure HWHOOpPMAIUU B
OpraHu3alOHHO-PACTIOPSAAUTEIHLHON TOKYMEHTAIUH;

IPUMEHSATh HOPMATHUBHBIE MpaBoBbie akThl Poccuiickoit denepannu B o6nactu 00paboTKU
Y 3alUThl IEPCOHATBHBIX JAaHHBIX JUIsI KOHKPETHBIX 3a/1a4 M CUTyalluid B 00JIACTH 3aIIUTHI
nH(popManuu;

chopMUpOBATh MepeueHb TPEOOBAHMIA 10 3aIUTE UHPOPMAITMOHHON CHCTEMBI;
paszpabaThiBaTh MPOEKTHl JOKYMEHTOB TexHWYecKoe 3ajaHue M TEeXHUYECKUU MPOEKT Ha
CO3/IaHH€ CUCTEMBbI 3alIUThl HHGOPMAIUY;

OIIPEIENATh NOPSIOK U COCTaB ACUCTBUM 110 BHEAPEHUIO KOMMEPYECKOMN TailHBI,
pa3pabaTbiBaTh MPOEKTHl OPraHU3ALNOHHO-PACTIOPIUTENBHON JOKYMEHTAIIMH TI0 3allluTe
MEPCOHANBHBIX JaHHBIX;

Kparkoe conepxkanue 1ucuunJInHbI (MOIYJIs1)

Tema 1. 3akoHonarenscTBo PD B cdepe nnpopmamonHoii 6e30macHOCTH
Tewma 2. [Ipaktuka nmpaBoHapyiieHuit B obmactu b

Tema 3. I'ocynapcTBeHHas cuctema 3auiuTsl nHpopmaru PO

Tema 4. Opranuzanus pekrumMa KOMMEPUYECKOW TaTHbI

Tema 5. 3ammra rocy1apcTBEHHON TailHbI

Tewma 6. JlokymenTarus B oosactu b

Tema 7. JIunensupyemas aesarenbHOCTh B o0nactu b

Tewma 8. [IpoexkTHpoBaHWE CUCTEMBI 3AITUTHI HHPOPMAITUN

Tema 9. Arrectanus 00bEKTOB HHPOPMATU3ALUH



MHHHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHIA
POCCHUNCKOMU OEJJEPAILINN
denepanbHOE rOCyIapCTBEHHOE aBTOHOMHOE 00Pa30BaTeNIbHOE YUPEKICHUE BBICILIETO

5 oOpasoBaHusl
«TKOMEHCKHNU T'OCYJAPCTBEHHbBIM YHUBEPCUTET»

AHHOTALIMSA K PABOYEM ITPOT'PAMME JUCLUTUIMHBI (MOJIYJIS)
«Opraau3zanyst EeKTPOHHO-BBIYUCINTEILHBIX MAIINH M BEIYHCIUTEIEHBIX CHCTEM»
CrermmansHocth: 10.05.01 «KommbrorepHas 6€301macHOCTbY
crieruanu3anus: «be3omnacHoCTh KOMIBIOTEPHBIX CUCTEM H CeTeil»

(cBAA3b, HH(OPMAIIMOHHBIE 1 KOMMYHHKAIIHOHHBIE TEXHOJIOTHN)
dbopma oOyueHust ouHas

TpynoeMKoOCTh TUCHMIJIMHBL: 8 3aYETHBIX CAUHUII.

dopMa NpPoOMeKYTOUYHOM aTTecTallMM: YK3aMeH (2 cemecTp), Fk3aMeH (3 cemecTp)

Llesn 1 32124 OCBOCHUS AU CHUILTUHBI

Lenbp aucuUMIMHBl — OOYYUTH CTYACHTOB OOIIMM MPUHIUIIAM MOCTPOCHUS M IKCILTyaTalluu

anmapaTHbIX CPEJICTB BBIYMCIUTENBHON TEXHHUKM W METOJOB ee¢ (YHKIMOHUPOBAHHUA B

JIOKQJIbHBIX U TTI00ATbHBIX BHIYMCIUTENBHBIX CETIX.

3a1auu TUCHUIUTUHBL:

— o00ydeHHE CHUCTEMaTU3UPOBAHHBIM NPEICTABICHUAM O MPUHLHUINAX T[OCTPOEHUS U
APXUTEKTYPHBIX OCOOCHHOCTSAX pPAa3lMYHBIX KJIACCOB AIIEKTPOHHO-BBIYUCIUTEIBHBIX
MamuH (OBM);

— U3JI0)KCHHUE OCHOBHBIX KOHIICTIIUH, MPEJCTaBICHUS, XPaHEHUSI U 00paOOTKH JaHHBIX B
OBM;

— U3y4CHHE IPUHIIUIIOB Pa0OTHl MUKPOIPOIIECCOPHBIX CUCTEM.

[Inanupyemble pe3ybTaThl 0CBOECHHSA

B pesynbrate ocBoeHHsT 00pa3oBaTeNbHON MPOTrpaMMBbl BBITYCKHHMK JOJDKEH 00NajaTh

CIEIYIOMHUMHU MTPOo(eccnoHaIbHBIMU KOMIIETEHIUSIMU:

OIIK-4. CriocobeH aHanu3upoBaTh (PU3MUYECKYIO CYIIHOCTh SBJICHHH M MPOLIECCOB, JICKAIINUX B

OCHOBE (DYHKIIMOHHPOBAHUS MHUKPOIJIEKTPOHHONW TEXHUKH, IPUMEHATh OCHOBHBIEC (pU3MUecKue

3aKOHBI U MOJETH JUIS PEeLICHU 3a]a4 MPO(PeCcCHOHATBHOM e TETbHOCTH.

B pe3ynbraTe u3yueHus AUCUUILINHBI CTYACHT JOJIKEH

3HATh:

— TIOJIOKEHHUSl DJIEKTPOTEXHHUKH, OJJIEKTPOHHUKHM U CXEMOTEXHUKH JJI1 pPELICHUs
po(hecCHOHANBEHBIX 3a]1a4.

— METOJMKH BBIMOJIHEHUS padOT MO YCTaHOBKE, HACTPOMKE U 00CTYKMBAHUIO TPOrPAMMHBIX,
IIPOrpaMMHO-AINAPATHBIX (B TOM YHCIIe KPUNTOTrpapUUECKUX) U TEXHUUECKUX CPEICTB
3aMUTHl UH)OPMALIHH.

IpPOrpaMMHBIE CpPEACTBA CHCTEMHOIO, NPHUKIAJHOTO M CHEIHAIbHOTO Ha3HAa4YeHMUS,

UHCTPYMEHTAJIbHBIE CPE/ICTBA, S3BIKM W CHCTEMBl MPOTPAMMHUPOBAHUS JUISL PEIICHHS

poQ)eCCHOHAIBHBIX 3a]1a4.

— METOJUKHU aJMHHUCTPUPOBAHMS TOJCUCTEMBI HH(OPMAIIMOHHON 0E30MaCHOCTH 00bEKTa
3aIUTHL.

— TOJXO0/bl K OPTaHU3aIMH U MPOBEJCHUIO KOHTPOJIBHBIX MPOBEPOK pabOTOCIIOCOOHOCTH U
3¢ (peKTUBHOCTH  NPUMEHSEMBIX  IPOrPaMMHBIX,  MNPOTPaMMHO-aNIapaTHBIX U
TEXHUYECKHUX CPEJICTB 3aILUTHI HHPOPMALIUH.

— METOJIMKH TMPOBENIEHUSI HKCIEPUMEHTAIbHBIX MCCIEIOBAaHUNH CHCTEMbI 3aIIHUTHI
uHpopmanuu.

yMeTb:



— NPUMEHATH MOJIOKEHUS DIIEKTPOTEXHUKHU, DIEKTPOHUKH U CXEMOTEXHUKU IJI PEIICHUS
npohecCHOHANBHBIX 3a]1a4.

— BBINOJHATH PabOTHl IO YCTAaHOBKE, HACTPOWKE W OOCITYy)XHBaHUIO IPOTPAMMHBIX,
MPOrPaMMHO-AIIAPATHRIX (B TOM YHCIIe KPUNTOTrPaQUUECKUX) U TEXHHUYECKUX CPEICTB
3amuTHl HTHGOPMAITIH.

— TMPUMEHSATh NPOTPAMMHBIC CpPEICTBA CHUCTEMHOTrO, MPHUKIAJHOTO M CICHHAIBLHOTO
Ha3HAYCHUS, MHCTPYMEHTAIbHBIE CPENICTBA, SA3BIKA M CUCTEMbI TPOTPAMMHPOBAHUS TSI
petieHus mpodecCHOHANBHBIX 3a/ad.

— aJIMAHHUCTPUPOBATH MOJICUCTEMBI HH()OPMAITMOHHOM 0€301TaCHOCTH 00BEKTA 3aIUTHI.

— MPOBECTH KOHTPOJIbHBIE MPOBEPKU PAOOTOCTIOCOOHOCTH U 3()(HEKTUBHOCTH MPUMEHIEMbIX
OPOrPaMMHBIX, MPOTPAMMHO-ANMAPATHBIX W  TEXHHYECKUX CPEACTB  3allUTHI
nHpopmanuu.

— MPOBOANTH IKCIIEPUMEHTAILHBIC UCCIIEIOBAHUS CHCTEMBI 3aIIUTH HHPOPMAIIHH.

Kpatkoe cogep:xanue TUCHHMILINHBI

NNk W=

10.
11.
12.
13.

14.
15.
16.

17.
18.

Hctopus BEIUUCIUTENBHON TEXHUKH, TOKOJIEHUS U apXUTEKTYypbl BT
Apxurekrypa u ctpykrypa O9BM

OcCHOBHBIE 2JIEMEHTHI U TiepudepuitHbie Y3161 DBM.

[IpencraBnenue nanusix B IBM.

KonnpoBanue naHHBIX.

Jlornueckue OCHOBBI (yHKIIMOHHpOBaHUs DBM.

OcHoBBI MOCTpOeHHS] TUGPOBBIX JIOTUYECKUX IIeTel, MPUHIUIBI OpraHUu3aluu
namsTu

Opranuzanus MUKpOIPOLECCOPHON TEXHUKHU.

OcHOBHI s13bIKa acceMOepa.

OCHOBHI OTepalMOHHBIX U (HaIOBBIX cucTeM cemeiictBa Windows.

OCHOBBI OTIepallMOHHBIX U (aiioBbIX cucTeM ceMeiicTBa Unix/Linux.

Hocurenu n Hakonutenu qaHHbIX. [I[pUHIMITEI BOCCTAHOBIIEHUS TAHHBIX.
Opranuzanys u komnoHeHTsl cucteMHoi miatsl [IK. Iunasl pacmmpenns.
WNuTepderichr.

Buneo u aynno noacucTeMsl.

CranzmapTel 3JE€KTPONUTAHUSL KOMITBIOTEDA.

[epudepuiinsie YCTpOHCTBA BBO/13/BBIBOJIA. Ckanepsl, [PUHTEDPBI,
KOMMYHUKaI[MOHHBIE YCTPONCTBA.

HoyTtOyku u coBpeMeHHbIe MOOMIIbHBIE MT1aT(HOPMBI.

CepBepa, OMdIHA-CHCTEMBI, CUCTEMBI XpaHEHUsS JaHHBIX. MHOTOMPOIIECCOPHBIE
KOMILJIEKCHBI.



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUAA
POCCHNCKOU OEJEPALINN

dezepanbHOE roCy1apCTBCHHOES aBTOHOMHOE 00pa3oBaTe/IbHOE yUPEKACHUE BBICIICTO 00pa3soBaHHs
«TIOMEHCKHNU I'OCY JAPCTBEHHbLIM YHUBEPCUTET»

AHHOTALMS K PABOYE ITPOI'PAMME JUCLIMITJIMHBI (MOY J15T)
«OcHOBBI HHPOPMAIIMOHHOW 0€30IaCHOCTHY
CrnemmansHocTh: 10.05.01 «KommnbroTepHast 6€301MacHOCThY
cnenuranu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETeH»
(cBs13b, HTHPOPMAIIMOHHBIE 1 KOMMYHUKAIITMOHHBIC TEXHOJIOTHH )
¢dbopma oOyueHus ouHast

O0bem quCHUNJIMHBI (MOAYJIs1): 4 3a4ETHBIX €AUHUILIBI, 144 akageMUYeCcKUX Yyaca.

dopMa NpoMe;KyTOUYHOM aTTecTamum: 3k3ameH (1 cemectp).
Henau n 321244 0CBOeHMS TN CHUIITIHHBI (MOIYJIA)
VYyebnas gucnmmummHa  «OCHOBBI  WH(OpPMAIMOHHOW  0€30MacHOCTH»  00ecTeunBacT
nprOOpeTEeHNE 3HAHUI U YMEHUH B COOTBETCTBHUHU C TOCYAAPCTBEHHBIM 00pa30BaTEILHBIM CTaHIAPTOM,
coJielcTBYeT (hOPMUPOBAHUIO MUPOBO33PEHUS M CHCTEMHOTO MBIIILJICHUSI.
OcHOBHOIT 1eabl0 TUCIUIUTUHBEL «OCHOBBI WH(GOPMAIMOHHONW 0€30MacHOCTH»  SBISICTCS
TEOpeTUYecKasi U MpaKTUYecKasi MOATrOTOBKA CHEUAINCTOB K JESTEIIbHOCTH, CBSI3aHHOM C 3aIIUTOI
uHpopManuu; 00ydeHne OCHOBaM MH(GOPMAIIMOHHON 0€301MacHOCTH, MPUHIIUIIAM M METOJaM 3aIlUThI
nH(popManuu B UHPOPMAIIMOHHBIX CUCTEMaX.
3agauu qucturuiHbl «OCHOBBI HH(POPMAIMOHHOHN 0€30MacHOCTHY:
® U3Y4YCHHE OCHOBHBIX METOJIOB M TPHUHIUIOB obecredeHus KOH(PUIEHIUAIbHOCTH,
[[EJIOCTHOCTHU U IOCTYITHOCTH MH(OpMaluy B UHHOPMAIIMOHHBIX CUCTEMAX;

® 3yYCHHE THIOBBIX yrpo3 Oe3zomacHOoCTH wuWHGMopmanuu 1pu €€ o00paboTke B
MH()OPMALIMOHHBIX CHCTEMAX;

® 3yYCHHE OCHOBHBIX MPHUHIUMIIOB oOecreueHuss WH()OPMAIMOHHOW O€30MacHOCTH; ©
M3YYCHHE OCHOB TMOCTPOCHHUS MOJEIU YIPO3 U TOJUTUKH O€30MacHOCTH; ® H3yUYCHHE
OCHOBHBIX MOJIeJIel JocTyma.

Ilnanupyemsle pe3yabTaThl 0CBOCHHS

B pesynbrate OCBOCHMS AMCUUIUIMHBI OOYyYaloOUIUiics MJODKEH 00dagaTh CIEAYIOUIMMU
KOMITCTEHIHSIMHU:

OIIK-1: cmocoben oueHuBaTh poib UWHPOpPMALWU, HHOOPMAIIMOHHBIX TEXHOJOTHH U
nH(pOpMAITMOHHOW OEe301acCHOCTH B COBPEMEHHOM OOIIECTBE, WX 3HAYCHHE i1 OOecredYeHUs
OOBEKTHBHBIX TMOTPEOHOCTEH JUYHOCTH, oOmlecTBa M TrocyaapcTBa B pesynprate H3ydeHHS
JMCIUITIMHBL CTYIEHT JOJDKCH:

3HATB!

® OCHOBHBIC TIOHATHS HHHOPMAIIMOHHON O€30MaCHOCTH;
® BAXHOCTh M HEOOXOJIUMOCTh MH(POPMALMOHHOI 0€30MaCHOCTH Ha YeJIO0BEKa, OpPraHu3aluu
Y TOCYJapCTBa;
® ypoBHM oOecreueHus nHGopManmoHHoi 6e3omacHocT PD;
® OTBETCTBEHHOCTh 3a TPECTyIUICHHs B HH(OPMAIMOHHON cdepe B COOTBETCTBUH C
3aKOHOIATENECTBOM PD;
® OCHOBHBIE PETYIATOPHI B 00J1aCTH HH(POPMALIMOHHOM 0€3011acHOCTH;
® OCHOBHBIC TEPMHHBI U OIPEJEICHNsI B 00JaCTH TEOpUH MH(POPMAINH, HHHOPMAMOHHBIX
TEXHOJIOTUH U 3alIUThl HH(POPMAIIUH;
® OCHOBHBIE YIPO3bl HHPOPMAITMOHHON 0€30TIaCHOCTH;
OCHOBHBIE METO/IbI O0ecTieyeHns Oe30MaCHOCTH HH(POPMALIMOHHBIX CHCTEM;
® OCHOBHBIE METO/Ibl TOMCKA HH(POPMALIUU U3 OTKPHITHIX UCTOYHUKOB,;



YMETB:

HOpMAaTHBHBIEC MPaBOBBIE aKkThl Poccuiickoii deneparuu B 061acTy 3aUTHl UHOOPMAIUH,
UX COJIepKaHKe, IPeAMET PeryJupoBaHus U chepy NPUMEHEHHMSL.

OLIEHUTh BO3MOJKHBIE TIOCJIEACTBHUSA HPOTHUBOIPABHBIX  JAECHCTBHM B
obnactu nHOOPMAITMOHHBIX TEXHOJIOTHI;
KJaccu(uuupoBaTh HHPOPMALIMOHHBIE CUCTEMBI,
KJIaCCU(PUITUPOBATH YIPO3bI 0€3011aCHOCTH HH(OPMAITUH;
NPUMEHSATh HOPMAaTHBHBIC MpaBoBble akThl Poccuiickoil ®enepanuu B 00NaCTH 3aIUTHI
uHGOpMaLMU 17151 KOHKPETHBIX 337a4 U CUTYaLHH.

Kparkoe conepxkanue 1ucuuJINHbI (MOIYJIs1)

Tema 1. OcHOBHBIE OHATHS TEOPUH UH(OPMAIIMOHHON 0€30IacHOCTH

Tewma 2. Kimaccudukanus yrpo3 nHGOpMAIIMOHHONW 0€30MaCHOCTH

Tema 3. OcHOBHBIE MEXaHU3MBI OOeCTIeYeHUsI HHPOPMALIMOHHOM 0€301MacHOCTH

Tewma 4. Teopernueckuit moaxo1 K o0ecrnedeHn o HHPOopMaIMOHHON 0€30MacHOCTH

Tema 5. HopmaTuBHO-IpaBOBO# Moaxo K obOecrieueHHI0 WH(GOpMAIMOHHON Oe3omacHocTH Tema 6.
[IpakTrueckuii (SKCIEPUMEHTAIBHBIN) TTOAXO0 K 00ecredeHn0 HHPOPMAIIMOHHON 0€30MacCHOCTH
Tema 7. [locTpoeHre MOIENIH YIPO3

Tewma 8. OnpeneneHue u pa3padoOTKa MOTUTHKHA O0€30MaCHOCTH

Tema 9. Aynut nnpopmaioHHON 6e301acHOCTH



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUAA
POCCHNCKOU OEJEPALINN

dezepanbHOE roCy1apCTBCHHOES aBTOHOMHOE 00pa3oBaTe/IbHOE yUPEKACHUE BBICIICTO 00pa3soBaHHs
«TIOMEHCKHNU I'OCY JAPCTBEHHbLIM YHUBEPCUTET»

AHHOTALMS K PABOYE ITPOI'PAMME JUCLIMITJIMHBI (MOY J15T)
«OCHOBEI MOCTPOCHUS 3allIUIIICHHBIX 63.3 JaHHBIX»
CrnemmansHocTh: 10.05.01 «KommnbroTepHast 6€301MacHOCThY
cnenuranu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETeH»
(cBs13b, HTHPOPMAIIMOHHBIE 1 KOMMYHUKAIITMOHHBIC TEXHOJIOTHH )
¢dbopma oOyueHus ouHast

O0bem qucuUNJINHBI (MOAYJIs1): 4 3a4eTHBIC EAUHUIBI, 144 akaleMUYECKUX Jaca.
dopMa NPoMeKyTOUYHOM aTTecTalum: 3k3aMeH (7 ceMecTp).

Llesn 1 32124 0CBOCHHS AU CHUILTUHBI

Henp aucturuimabl «OCHOBBI MOCTPOCHHS 3alIMIICHHBIX 0a3 JAaHHBIX» - (OPMHpPOBAHUE Y
CTYJICHTOB COBOKYIMHOCTH MPO(ECCHOHATBHBIX KAa4eCTB, OOCCIEUYHMBAIOIINX PEIICHHUE MPoOseM,
CBSI3aHHBIX C UCIIOJIb30BAaHUEM U MPOECKTHPOBAHUEM 0a3 JaHHBIX O] YIPaBICHHUEM COBPEMEHHBIX
cucreM ynpasiieHust 6azamu naHHbIX (CYB/I), a Taxke cBsI3aHHBIX ¢ o0ecrieueHneM 0e30MacHOCTH
uHpOpMaLlMM B aBTOMAaTHU3MPOBAaHHBIX HH(MOpManMoHHBIX cucreMax (AMC), OCHOBY KOTOpBIX
coctaBisitoT 0a3bl naHHbIX (B/1), HaBbIKaM paboThI CO BCTPOCHHBIMU B CHCTEMBI YITPaBJICHUS Oa3aMu
nanHblx (CYB/I) cpeactBamu 3amiuThl. 3HAHUS, YMEHUS U NPAKTUYECKUE HABBIKH, MOJIYYEHHBIE B
pe3yibTare M3Y4eHUs JAUCHUIUIMHBI «OCHOBBI MOCTPOEHMS 3alUILEHHBIX 0a3 JaHHBIX»,
UCTIOJIB3YIOTCS CTYIEHTaMU IIPU pa3paboTKe KYPCOBBIX M JUIJIOMHBIX paboT. 3ajauu Kypca:

- 00y4MTb CTYI€HTOB PUHIIMIIAM Pa0OThI COBPEMEHHBIX CUCTEM YIIPaBIeHUs 0a3aMu JaHHBIX;

- TPUBUTH CTYJCHTAM HaBBIKUA MPOCKTHPOBAHUS U peau3aliu 0a3 1aHHbBIX;

- MPUOOPETEHHE CUCTEMHOTO Moaxo/a K mpobaeme 3amuthl nHbopmanuu B CYB/I;

- U3y4eHHE Mojenel u MexaHu3MoB 3amuThl B CYB/I;

- npuoOpeTeHHe MPAKTUYECKUX HABBIKOB OpraHu3anuy 3amutel b/1;

- O0y4HTb CTYJCHTOB POBOAUTH 0OOCHOBAHME U BHIOOP PAlMOHAIFHOTO PELICHHUS O 3aIUTE

CHCTEM yIpaBJeHUs 0a3 JaHHBIX C YIETOM 33aJaHHbIX TPeOOBaHMUIi;
- 00y4HTb CTYACHTOB (pOpPMaIM30BaTh MOCTABICHHYIO 3a7auy 1o o0ecreueHuo 3amuTsl b/1;
- Oo0y4uThb CTYIACHTOB IIPUMEHSTh HOpPMAaTHBHBIE IIPABOBbIE aKThl U HOPMATUBHBIE
METOAMYECKUE TOKYMEHTHI B 00J1acTi o0ecredeHns HH(POPMAIIMOHHON 0€3011acHOCTH;

- TIpUBUTH CTy/ICHTaM HaBBIKH pa3paboTKu HOPMAaTHUBHBIX "
OpraHnu3alluOHHOPACTIOPAANUTCIIBHBIX JOKYMCHTOB, PCIIIaMCHTHUPYIOIIUX pa60Ty II0 3a1IIuTe
nndopmanuu B CYB/I.

I[Inanupyemble pe3yabTaThbl OCBOCHHS
B pesynbrare OcBOeHHS AMCHMILIMHBI OOydYaroIIMHCS IODKEH 00JaJaTh CleIyoIUMU
KOMIICTCHIIUSIMU .
OIIK-9 - CnocobeHn pemath 3agaud MpodeCcCUOHATBLHON ACATEIBPHOCTH C YYETOM TEKYIIETO
COCTOAHUA U TGH,Z[GHI_[I/Iﬁ Pa3BUTHUA MCTOAOB 3allIUThI I/IHq)OpMaI_II/II/I B OIICPALIMOHHBIX CUCTCMAX,
KOMITBIOTEPHBIX CETAX M CHCTEMaxX yMHpaBiieHUs 0a3amMH JTaHHBIX, a TAK)K€ METOJOB U CPE/ICTB
3alIUThI I/IHq)OpMaI_II/II/I OT YTCUKHU I1I0 TCXHUYCCKHUM KaHaJlaM, CeTel U CHUCTEM nepeaauun
nHpopMaIuu.

B pesynbpTare nuzydeHus: JUCIUTIINHBI CTYACHT JIOJDKECH: 3HATH:
- cojep)KaHHE MPOIIECCOB CaMOOPTaHU3ALUU U CaMOOOpa30BaHUS, UX OCOOCHHOCTEH U
TEXHOJIOTHI peain3aIiiy, UCXOIs U3 IeJIei COBEPIICHCTBOBAHUS IPO()ECCHOHATILHOM IEATeTLHOCTH;



- HOpPMAaTHBHBIC MPABOBBIC aKThl 1 HOPMAaTHUBHBIC METOJAWYECKHE TOKYMEHTHI B 00JIaCTH
obecrnieueHnst ”HGOPMAIIMOHHON OE30MaCHOCTH;

- CYUIHOCTb M NOHATHE HHPOPMALIUU, THPOPMALMOHHOM 0€301IaCHOCTH U XapaKTEPUCTUKY
€€ COCTaBIISIOIINX;

- cpeactBa u cmocoObl obecriedeHuss WHGPOPMAIMOHHON O€30MacHOCTH, MPUHIUITBI
HIOCTPOEHHSI CHCTEM 3aIUTHI HH)OpMAaLny;

- COBpPEMEHHBbIE KPUTEPUU U CTAHAAPTHI Ul aHaiIM3a OE30MACHOCTH MH(POPMAIIMOHHBIX
cuctem Ha 6aze CYB/I;

- OCHOBHBIE CpEICTBA M CIOCOOBI oObOecredyeHus: HH(POPMAIMOHHONW O0e30MacHOCTH,
IpeIOCTaBIsIEMbIe CHCTEMaMH YIPaBICHHs Oa3aMu TaHHBIX;

- TPUHIUIBI TOCTPOCHUS CUCTEM 3alUTH HH()OPMAIIH.

YMETb:
- CaMOCTOSITENIbHO CTPOMTH TMpOLeCC OBNAZeHUs UH(popManuen, OTOOpaHHOW U

CTPYKTYPHPOBAHHOI! [UIsl BHIIOIHEHHUS TPO(EeCCHOHATBHON AeATETbHOCTH;

- (¢opmanu30BaTh MMOCTABJICHHYIO 33]a4y;

- TIPUMEHSTH HOPMAaTHBHBIC IPABOBBIC AKThl 1 HOPMATHBHBIE METOJMYECKHE IOKYMEHTHI B
oOnactu obecneueHust MH(GOpPMaAITMOHHON 6€30I1aCHOCTH;

- aHAJIM3UPOBATh M OLICHUBATH YIPO3bI MHPOPMAIIMOHHOHN 6€30MaCHOCTH 0OBEKTA;

- TPUMEHSTH JEHCTBYIONIYIO 3aKOHOIATENIbHYIO 0a3y B 00acTi obecnedeHus
0€30ITaCHOCTH CHUCTEM 0a3 JaHHBIX;

- TPUMEHSTh OTEYECTBEHHBIE M 3apyOeXHbIe CTaHIAPTHI Ui HPOCKTHPOBAHUS,
pa3pabOTKM M OLIEHUBAHUS 3ALIUIICHHOCTH KOMITBIOTEPHOI CHCTEMBI;

- HUCIOJIb30BaTh CPEACTBA 3aIIMTHI, MPEIOCTABIIEMbIE CUCTEMaMH YIpaBiIeHHUs OazaMu
JIAHHBIX;

- TpOBOIUTH OOOCHOBAaHME W BHIOOP pAIMOHAIBHOIO pEIIEHUS IO 3allUTe CHCTEM
yIpaBieHus 0a3 TaHHBIX C y4ETOM 33aHHBIX TPEOOBAHUI.

Kpartkoe conep:xkaHue TMCHMILTHHBI

Tema 1. besonacnocts b/l, yrpossl, 3amura

Tema 2. Kputepun 3amumennocta b1

Tewma 3. Mogpenu 6e3omacuoctu B CYB/]]

Tema 4. Cpencta nuaeHTU(DHUKAIINN U ayTeHTHUKAITTT

Tema 5. CpeactBa ynpasieHus 10CTYIIOM

Tema 6. IemoctHOCTh BJI 11 crtocoObI ee oOecrieueHus

Tema 7. Knaccudukanus yrpo3 kondpunenunansunoctu CYBJ]
Tema 8. AyJIUT U TOIOTYETHOCTD

Tema 9. Tpan3akuuu 1 6JIOKUPOBKU



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUAA
POCCHNCKOU OEJEPALINN

dezepanbHOE roCy1apCTBCHHOES aBTOHOMHOE 00pa3oBaTe/IbHOE yUPEKACHUE BBICIICTO 00pa3soBaHHs
«TIOMEHCKHNU I'OCY JAPCTBEHHbLIM YHUBEPCUTET»

AHHOTALMS K PABOYE ITPOI'PAMME JUCLIMITJIMHBI (MOY J15T)
«OCHOBEI MOCTPOCHUS 3allIUIIICHHBIX KOMIIbIOTCPHBIX ceTeny
CrnemmansHocTh: 10.05.01 «KommnbroTepHast 6€301MacHOCThY

cnenuanu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETeH»
(cBs13b, HTHPOPMAIIMOHHBIE 1 KOMMYHUKAIITMOHHBIC TEXHOJIOTHH )
¢dbopma oOyueHus: ouHast

O0bem qucuuMJIMHBI (MOAYJsi): 4 3a4eTHBIX equHUIIbL, 144 akas.yac.

dopMa NPoMeKyTOUHOM aTTecTalMM: dK3aMeH (5 cemecTp)
Henau n 321244 0CBOeHMS TN CHUIIIHHBI (MOIYJIA)

Lenp pucruruinabl «OCHOBBI MOCTPOEHHUS 3alllUIICHHBIX KOMITBIOTEPHBIX CETEH» - SBISETCS
U3JI0’)KEHUE OCHOBOIIOJIATAIOIINX MPUHITUIIOB Pa3pabOTKH CETEBOrO MPOTPaAaMMHOIO OOECIeUYeHUs B
pa3IMYHBIX CpelaX C HCIOJB30BAHHUEM pA3IMYHBIX HMH(GOPMAIMOHHBIX TEXHOJOTHHM MPH pEUICHUU
pa3HOO0Pa3HBIX MPUKIIAJIHBIX 3a/1a4.

3agaum Kypca - U3y4eHHe:

0 OCHOBHBIX IPUHILIUIIOB Pa3paOOTKH CETEBBIX MPOTOKOJIOB;

O OCHOBHBIX MPUHIUITIOB aHAJIN3a CETCBBIX ITPOTOKOJIOB;

0 mnpuHIMIIOB pa3pabOTKH CETEBBIX MPOrpaMM U BbIOOpa TEXHOJOTMH M MPOTOKOJA IMepenadu

JTAHHBIX.

Ilnanupyembie pe3yJbTaThl 0CBOCHHS

B pesynprare OCBOEHHS IUCHMIUIMHBI OOYyYaloOIIUiCs  JOJDKEH oO0NajaTh CIeAyIOIUMHU
KOMIIETEeHIIUSMU:
OIIK-4.1: CiocobeH opraHu30BbIBaTh 3alIUTy HH(POPMALUK B KOMIIBIOTEPHBIX CHCTEMax U CeTsX (110
00J1aCTsIM MPUMEHEHHS ).
OIIK-16: CnocoOeH npoBOAUTh MOHUTOPUHT pabOTOCIIOCOOHOCTH M aHaNN3 dP(HEKTUBHOCTH CPEICTB
3alUThl UH(OPMALIMK B KOMIIBIOTEPHBIX CUCTEMAX U CETSX.

B pe3ynprare nuzydeHus: JUCHUIIIIMHBI CTYACHT JIOJKEH:

3HaTh:

- npuHIUNel QyHkimonuposanus nporokonoB FTP, HTTP, SMTP u POP3, cranmaptHbie -
KOMaH/ibl IIPOTOKOJIOB;

- Ha3HaYeHUe, peumMylecTBa u Hegoctatku nmporokonoB FTP, HTTP, SMTP u POP3;

- npotokossl FTP, HTTP, SMTP u POP3;

- Basic, Digest, NTLM u aBTOpHu3amuio ¢ TOMOIILI0 GOPM.

Ymersn:

- TPOU3BOIUTH OCHOBHBIE AeicTBUS ¢ TpoTokoiaamu FTP, HTTP, SMTP wnu POP3 nporpammHo;

- IPOU3BOAUTH MPOBEPKY Oe3omacHocTH peanuzanuu nporokosioB FTP, HTTP, SMTP u POP3;

- pa3pabaTbiBaTh MOJIOKEHUS, MHCTPYKLIMHU M JIPYTUX OPraHU3alMOHHO- DPACIOPSIUTEIbHBIE
JIOKYMEHTBI HeoOxonumble i obecrieuenus: b npu nucnons3zoBanuu npotokonos FTP, HTTP,
SMTP u POP3;

- HacTpauBath Basic, Digest, NTLM u aBTOpH3amuio ¢ moMouso Gopm.

Kparkoe conepxkanue nucuunannbl (moayJast) Jucuumninia BKItoYaeT 9 teM:

Tema 1. OcHOBHBIE TOHITHS.
Tema 2. IIpotokon HTTP.



Tema 3. IIpotokon FTP.

Tema 4. [Ipotokon POP3.

Tema 5. IIporokon SMTP.

Tema 6. YA3BUMOCTH CETEBBIX MPOTOKOJIOB.

Tema 7. O030p COBPEMEHHBIX CETEBBIX TPOTOKOJIOB.

Tewma 8. Pa3zpaboTka ceTeBbIX nmpuiiokeHnuid Ha 6a3e mporokosua TCP.
Tema 9. AHOHUMHbBIE U UMEHOBAHHbIE KaHAJIbI CBSI3H.



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUAA
POCCHNCKOU OEJEPALINN

dezepanbHOE roCy1apCTBCHHOES aBTOHOMHOE 00pa3oBaTe/IbHOE yUPEKACHUE BBICIICTO 00pa3soBaHHs
«TIOMEHCKHNU I'OCY JAPCTBEHHbLIM YHUBEPCUTET»

AHHOTALMS K PABOYE ITPOI'PAMME JUCLIMITJIMHBI (MOY J15T)
«Aynut nH(pOpPMaITMOHHON 6€30MaCHOCTH
CrnemmansHocTh: 10.05.01 «KommnbroTepHast 6€301MacHOCThY
cnenuranu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETeH»
(cBs13b, HTHPOPMAIIMOHHBIE 1 KOMMYHUKAIITMOHHBIC TEXHOJIOTHH )
¢dbopma oOyueHus ouHast

O0bem qucuuNJINMHBbI (MOAyJsi): 4 3aueTHbIC eqUHUIBI, 144 akana.yac.
dopMa NPoOMeKYTOUYHOM aTTecTamum: 3a4eT (cemectp A).

Henau n 321244 0CBOEHMS TN CHUIIIHHBI (MOIYJIA)

Aymut WHPOPMALMOHHOM O€30MacHOCTM HaNpaBiIeHA HA OCBOCHHME JUCIHMITMHAPHBIX
KOMIIETEHIIMH M0 MPUMEHEHHIO KOMIUIEKCa MEPONPUITUI B CUCTEME 3alIUThI HH(OPMAaLlMK Ha OCHOBE
OpraHu3alliy U IPOBEIEHUS ayuTa nH(OPMAIIMOHHON 0€30MacHOCTH.

Henb aucuuminuHbl «AynuT UHGOpMaMOHHONW 0€30MacHOCTUY - U3yUYE€HUE METOJIOB U CPE/CTB
ynpasieHus: nHpopmaronHoi Oe3zomacHocThio (MB) Ha o0bekTe, a Takke Ha M3y4YeHHE OCHOBHBIX
NONXOMOB K  pa3paboTKe, pealu3aldy, OKCIUIyaTallud, aHalu3y, COMNPOBOXKICHUIO U
COBEPILIEHCTBOBAHUIO CUCTEM YIPaBJICHUS HHPOPMAITMOHHON 0€301aCHOCTBIO OIIPEEIIEHHOT0 00BEKTa
(CYUDB). IlpuoOpeTeHHBIC 3HAHHUS TIO3BOJIAT CTYJIEHTaM OCHOBBIBATH CBOI MPOQPECCHOHAIBHYIO
JeSITeIbHOCTh Ha TPOLECCHOM Monaxoze, (opMHpoBaTh TpeOoBaHHMs K cucreme ynpasieHus Kb
KOHKPETHOT'0 00bEKTa, MPUHUMATh Y4acTHEe B MPOCKTUPOBAHUU CUCTeMBI ynpasieHus Wb, npunumars
y4acTHE B DKCIUTyaTallui CUCTEeMBbI yrpasiieHus Ub.

3amaun Kypca - uzydeHue: popmupoBanus TpedoBaHUM K cucteMe yrpasieHus b konkpeTHOTO

00BEKTa; MPOEKTHpOBaHUE cuUcTeMbl yrpasieHus Wb koHkperHoro oObekra; 3¢ddexruBHOE

ynpasieHue b koHKpeTHOro 00heKTa.

I[Inanupyemsble pe3yabTaTbl OCBOCHHS
B pesynpTate oOCBOEHHS AHUCHUUIUIMHBI OOydaroliuiics  JOJDKeH o0nanaTh CIeAYIOLUIUMU
KOMIICTCHIIUSIMU .
OIIK-4.2: cnoco0OeH aHATW3UPOBATh 3alIUIICHHOCTh, IMPOBOAUTH MOHUTOPUHT, ayIuT W
KOHTPOJbHBIE TIPOBEPKU padOTOCTIOCOOHOCTH M 3aIIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM U CETEH
(o o6yacTAM MPUMEHEHHS ).

B pe3ynbrare u3yueHus: AUCUUILIUHBI CTYACHT JOJIKEH:
3HaTh:
— MECTO W POJjib MH(POPMAIMOHHON OE30MacHOCTH B CHCTEME HAIIMOHAIBHOW O€30MacHOCTH
Poccuiickoit @enepanuu;
— MPUHIMIBI TOCTPOCHUSI KPUNTOrpaUUECKUX alrOpUTMOB, KpUNITOrpauuecKkrue cTaHIapTh
U UX UCIOJb30BaHNE B MH(POPMAITMOHHBIX CUCTEMAX;
— TPUHLMIBI OPraHU3aluyd UHPOPMAIMOHHBIX CHUCTEM B COOTBETCTBHH C TPEOOBAHMUSIMH IO
3amuTe HHPOPMAIUH.
VYMmers:
— COCTaBIIsITh, TECTUPOBATH, OTIAXKHUBATh M OGOPMIIATH MPOTPaAMMbl Ha S3BIKaX BBICOKOTO
YpPOBHS, BKJII0Yasi 00bEKTHO-OpPUEHTHUPOBAHHBIE;
— BBIOMpaTh HEOOXOAMMBbIE HHCTPYMEHTAJbHBIC CPEACTBA s pa3pabOTKH HporpaMM B
pa3IMYHBIX OMEPAMOHHBIX CUCTEMAaX U cpefax.



Kpatkoe cogep:xanue TUCHUIIMHBI (MOZYJIs1)

Mopyis 1.

Tema 1. bazoBeie Bonpock! ynpasnenus Ub.

CymHocTs ¥ QyHkuuu ynpasineHus. Hayka ynpasnenus. [IpuHIunel, noaxoasl U BUIbI YIIPaBICHHUS.
Henu u 3anaun ynpasinenusa Ub. Ilonstue cucremsl ynpasinenus. [lonstue CYUB. Mectro CYUD B
pamKax o01el cucTeMsl yrpasieHus npennpustiueM. CtanaapTusanus B 00JaCTH MOCTPOSHUS CUCTEM
ynpasienus. Mictopust pa3BuTus.

Tema 2. [IponeccHbli MOIXO/.

[Tonsarue npouecca. Meronsl hopmanuzanuu npoueccon. Llean u 3agaun Gopmanuszanum mpoueccos.
[ToHsiTHE TPOLIECCHOTO MOAX0AA.

Tema 3. O6nactp gesitenpaoctd CYUD.

[Tonsitue ob6nactu nestenpHOCTH CYUB. Mexanusm BeiOopa obnactu nesteabHocTH. CoctaB 06iacTu
NESATENILHOCTH (IIPOIECCHI, CTPYKTYPHBIC MOAPA3ICICHUS OpraHu3aIiuu, Kaiphbl).

Tema 4. Ponesas ctpykrypa CYUD.

[Tonstue ponu. McnonpzoBanue ponesoro npuHnuna B pamkax CYUbB. [IpeumyniecTBa ncnoib30BaHus
ponieBoro npuHnumna. Ponesas crpykrypa CYUD (0CHOBHBIC U JOTIOTHUTEIBHBIE POJIH).

Tewma 5. [Tonutuka CYUB.

[Tonstue [Honmutuku CYUB. Lenu [Tomutukun CYUB. Ctpykrypa u conepskanue [Tonutuku CYUDB.
Tewma 6. Puckonorus Ub.

Ilens mporecca ananu3a puckoB Mb. Dtambl n yuacTHUKH Tiporiecca aHanu3a puckoB Mb. Pazpaborka
Meronuku ananmusza puckoB HMb. MuBeHTapusauus axkTtuBoB. llonsatne aktuBa. Tumbl akTHUBOB.
Hcrounnku nHbopmanmu 06 akTuBax opranuzanuu. Beibop yrpo3 Mb u ys3BuMoCTeH AJ1s BBIIEISHHBIX
Ha HTare THBEHTAPU3allM1 AKTUBOB.

Monyisb 2.

Tema 7. OcnoBuble nipoueccsl CYUD.

O6s3arenbHas nokymentanuss CYUDB Ilpomeccsl «YmpaBieHwe TOKyMEHTaMu» M «YTpaBieHHE
3anucsMiy (IIEJTH U 331a4U MPOIIECCOB, BXOIHBIC/BBIXOIHBIC JAaHHBIE, POJU YIaCTHUKOB, 00sS3aTEIbHbBIE
ATaIlbl MPOIECCOB, CBS3M C Npyrumu nporeccamu CYUD).

[Ipoueccer  ynyumienus CYUDB («Bryrpennuii ayuT», «KoppekTtupytomiue
nerctBus», «[Ipenynpexnaromme nerctBus»). [Iporecc «MoHUTOpHHT 3(HPEKTUBHOCTHY (BKIIIOYAS
pa3paboTky MeTpuk 3 dektuBHOCTH). [ToHsiTHe «3penoctsh npoueccay. [Iporecc «AHaIN3 CO CTOPOHBI
BbICILIEr0 pyKoBoacTBay». [Iporecc «O0ydenue u odbecrnedeHne 0CBe0MICHHOCTI.

Tema 8. BHenpenue pa3paboTaHHBIX MPOLIECCOB.

JoxymenT «llosoxkenne o NpUMEHUMOCTIH» DTalbl BHEAPEHHS MTPOLIECCOB U UX MOCIEA0BATEIBHOCTb.
OOydeHne COTPYAHUKOB, KaK OJIMH U3 ATanoB BHeApeHHsI. CII0)KHOCTH, BOSHUKAIOIIHNE MPU BHEAPESHUN
nporeccoB ynpasieHus: b, u ciocoOb1 ux pemenus. KoHTposs Hal BHEAPEHUEM MPOIECCOB.

Tema 9. IIpouecc «Ynpasnenue nnuuaeHtTamu 1by.

enmn u 3amaum mporecca «YmnpaieHus uHuuaeHtamu Wb, Ba)XHOCTH mpoliecca C TOYKH 3PEHUS
yrnpasneHus b, BxoaHbie/BRIXOJHBIC JaHHBIE TIpoIlecca. Y 9acTHUKH mportiecca. O0s3aTenbHbIC dTaIbl
npouecca. Cs3u ¢ npyrumu nponeccamu CYUB.

Tema 10. [Iponecc «OGecnieueHre HEMPEPHIBHOCTH BEJICHUS OM3HECAY.

[enu u 3amaum mporecca «ObecriedeHre HENPEPHIBHOCTU BeJeHUsl Ou3Hecay. BXo/Hble/BbIXOHBIE
JMaHHBIE Tpollecca. YdacTHUKHM Tmporecca. OOs3arenpHble 3Tanbl mnpoiecca. CBA3W € JAPYyTUMHU
nponeccamu CYUD.

Mogyns 3.

Tema 11. Ob6ecnieyeHne COOTBETCTBHS TPEOOBAHUSIM 3aKOHOAATEIbCTBA PD.

Poccuiickoe 3aKk0HOIATENBECTBO, 3aTPArMBAIOIIEE ACTIEKTHI U MEXaHU3MbI 00ecTieueHUs 0€30TIaCHOCTH B
pamkax CYUDB (aBTOpcKoe mMpaBo, 3amyTa MepCOHATbHBIX TaHHBIX U T.1I.).

Tema 12. Oxcrutyarauus u HezaBucuMbli ayaut CYUB.

BBoj cucremsbl B 3kcmtyatanuio. Bo3MoxkHble Mpo0aeMbl U COCOObI UX pelieHus. BHemHue ayuThl
Wb Ha cooTBeTCcTBHE TPEOOBAHUSIM HOPMATHBHBIX JOKYMEHTOB. JTarnbl nposeneHus aynuta Ub.



Pesyneratel ayaura b u ux untepnperanus. Ceprudukamus no ISO/IEC 27001 wmu I'OCT P
NCO/M3K 27001. Ilepuon skcrryararuu CYUD nepen ceprudukamnueii. Opransl o cepTuduUKaIum,
paboratore B PO (ux paznuuus u TpeOoBaHMs). JTamnbl cepTU(UKALMOHHOrO ayauTa. Pemenue o
cepTuduKaImm.

Tema 13. IIporpamMmusble cpenctBa ayaurta Ub.

[IpoBenenne aHanm3a pUCKOB HWH(OpMAIMOHHOW  Oe3omacHOCTH. MonenupoBaHUe  yrpo3

UH(POPMALIMOHHOM 6€30IacHOCTH U ysi3BUMoOcTel. PazpaboTka 1 ynpaBieHne NoJIUTHKON 6e30M1acHOCTH
HNC.



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUAA
POCCHNCKOU OEJEPALINN

dezepanbHOE roCy1apCTBCHHOES aBTOHOMHOE 00pa3oBaTe/IbHOE yUPEKACHUE BBICIICTO 00pa3soBaHHs
«TIOMEHCKHNU I'OCY JAPCTBEHHbLIM YHUBEPCUTET»

AHHOTALMS K PABOYE ITPOI'PAMME JUCLIMITJIMHBI (MOY J15T)
«[IporpammHO-anmapaTHbIC CPEICTBA 3ATUTHI HHPOPMAITUNY
CrnemmansHocTh: 10.05.01 «KommnbroTepHast 6€301MacHOCThY
cnenuranu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETeH»
(cBs13b, HTHPOPMAIIMOHHBIE 1 KOMMYHUKAIITMOHHBIC TEXHOJIOTHH )
¢dbopma oOyueHus ouHast

O0bem quCHUNJIMHBI (MOAYJIs1): 8 3a4ETHBIX €UHHUIL, 288 aKaIeMUYECKHUX Yaca.

dopmMa NpoMeKyTOUHOM aTTecTamum: 3a4eT (9 cemecTp), IK3ameH (cemecTp A).
Henau n 321244 0CBOeHMS TN CHUIITIHHBI (MOIYJIA)

VYyeOnass nucuuruinHa «lIporpamMMHo-anmapaTHble CpeACTBa BBIUMCIUTENBHOM TEXHUKH
o0ecrieynBaeT MPHOOpETEeHHE 3HAHMUH W YMEHHH B COOTBETCTBHM C TOCYAAapCTBEHHBIM
00pa3oBaTeNbHbIM CTAaHIAPTOM.

OcHOBHON 1LE€nbl0 IUCHUIUIMHBL  «[IporpamMmHO-annapaTHble CpeACTBA BBIYUCIUTEIBHOM
TEXHUKW» SBISETCS TeOopeThyeckas M IpakTU4eckas TMOATrOTOBKa paboTe ¢ COBPEMEHHBIMHU
OTEYECTBEHHBIMH CPEACTBAMH 3aLIUTHI MHPOPMALIMU U BHEAPEHHUE UX B CUCTEMY 3aIIUTHI HH()OpMAITUH.

JI7is TOCTHKEHUS! IOCTABJICHHOM 1IeNTU TPeyCMOTPEHBI CIeAYIONINE 3a/1a4u:

. W3YYUTH TUIIBI U BUJIBI CPEICTB 3aIUTHI HH(POPMAIUH;

. JaTh TPEACTAaBICHWE O CYIIECTBYIOIIMX OTEYECTBEHHBIX M 3apyOEKHBIX CpPEACTBAax
3amUTHl THGOPMAIIHH;

. HAy4YUTh YCTAaHaBIMBAaTh, HACTpauBaThb M aJMHUHUCTPUPOBATH CPEACTBA 3ALIUTHI
nHpopmanuu;

. HAy4YUTh JieJlaTh OOOCHOBAHHBIM BBIOOP CpeACTBA 3alIMThl  HMH(pOpPMAIMK TpU

MMPOCKTUPOBAHUU CUCTCMBbI 3allIUTHI HH(bOpMaHHH.

ILnanupyembie pe3yJbTAaThl 0CBOCHHSA
B pesynprare OCBOEHUS OWCHUIUIMHBI OOYYalOUIMHCS  JTOJDKEH 00Ja1aTh CIEAYIOIIHMMHA
KOMITETEHIIMSMHU:

OIIK-13: cocobeH pa3pabaThiBaTh KOMIOHEHTBI MTPOTPAMMHBIX M IPOTPAMMHO-aNapaTHBIX
CPEeACTB 3aIIUTHI HH(POPMAIIMHN B KOMITBIOTEPHBIX CUCTEMaX M MPOBOJIUTH aHAN3 UX Oe3omacHocTH B
pe3ysbTare H3y4eHUs JUCUUTUIMHBI CTYACHT JIOJDKCH:
3HATB!

*  JONOJHHUTEIbHBIC UCTOYHHUKH MOJydeHHsI WH(OPMAIMH 10 aJMHHUCTPUPOBAHHUIO CPEIICTB

3aIIHTHI;

*  OCHOBHBIE yTpO3bl 0€30MMaCHOCTH MH(OpPMAIINH;

* TpeboBaHUs K oOecrieueHnto b pa3miuHbIMU TEXHHUECKUMH MEPaMHU;

*  IPUHIUINBI paOOTHl 1 OCHOBHOU (DYHKIIMOHAJ CPE/ICTB 3aIUThHI HHPOPMALIUY;

*  TOPSA0K CepTU(HKAIMU CPEACTB 3alUTHI nH(popManuu B PD;

* BapuaHThl U GOPMBI cepTU(DUKAIIUN CPEICTB 3aTUThI HHPpopManuu B PO;

*  BUBI CEPTUPUIMPYEMBIX CPEIICTB 3aIUTHI HHPOPMAIIUH U TPEIBSIBIIIEMbIC UM TPEOOBAHUS

1o OE30IMacCHOCTH;

*  OCHOBHBIE THITBI U BHJIBI CPECTB 3aIIUTH HH()OPMAITHH, TPUHITUITBI UX JICHCTBHUS;

*  OCHOBHBIE MOAYJIU M (DYHKIIMOHAIBHBIE BO3MOYKHOCTH CPEJCTB 3allUTHl HH(pOpMaIuy,

* TpeboBaHU K cpesie GYHKIMOHUPOBAHUS CPE/ICTBA 3AILUTHI HHPOPMALIUY;

*  TPUHIUINBI QYHKIMOHUPOBAHKS MOIYJICH CPENICTB 3aIUTHI HHPOPMAIINH;

*  CrHOCOOBI BIMSIHUS CPEICTB 3alIUTHI HH()OPMAIIMH Ha IPOTPAMMHOE OKPYKEHHE;



BapHUaHThI 3aBUCUMOCTH PabOTOCIIOCOOHOCTH CPEACTB 3alUThHI HH(pOpMAIUU oT
IPOrPaAaMMHOTO OKPYKECHHUS;

OCHOBHBIE BU/IbI Y TUIIBI CPEJICTB 3aLIUTHI MH(OpMAIHH;

OCHOBHOH (DYHKITMOHAJ PAa3JIMYHBIX BUAOB CPEICTB 3aIUTHI HHPOPMALINY;

TpeboBanus no odecneyenuto Ub st paznuunsix UC;

IIpaBuiIa BEIOOpA CPECTB 3alUThl HHGOpManuu B pazianuHblix 1C;

OTEYECTBEHHBIE CPEJICTBA 3AILUTHI MHPOPMALIMHU; YMETh:

HAXO/UTh HEOOXOJUMYIO JOTIOJIHUTENbHYIO HH(OPMAIIHIO 110 CPEJICTBY 3aIMTHI HA caiTe
KOMITAHUU-TIPOU3BOJUTENS;

COIOCTABJIATh PEATM3yeMbId  CPEACTBAMHU  3alIUThl HMHpOpMauuu (yHKIHOHAT C
npenbsBisieMbIMU TpeboBanusiMu 1o Ub;

OIIpeNIeNIATh HEUTpaIu3yeMble CPEACTBAMU 3AIUTHI HH(GOPMALIUU YIPO3bI;

¢dbopmynupoBaTh TpeOOBaHUS K KOH(OUTYPUPOBAHHUIO CPENICTB 3AILUTHI HHPOPMAIIUY;
BBIOpaTh HEOOXOIUMBIH CIIOCO0 cepTU(UKALIMN CPEICTBA 3ALIUTH HH(OpMAIIHIH;
COCTaBUTH IJIaH CepTUPUKALINK CPEICTBA OE30MTaCHOCTH;

OIIPENIEJINTh COCTAB TPEOOBAHUM, TPEIBABIAEMBIX K CEPTUPHULUPYEMOMY CPEACTBY 3aLUThHI
uHpOpMAaIUU ¥ K KOMIIAHUU-3asBUTEITIO;

HacTpauBaTh cpely G yHKIIMOHUPOBAHHUS Mepe]l yCTAaHOBKOM CPE/ICTB 3allUThl HH(OPMALIUH;
yCTaHaBJIMBATh, HACTPAUBATh U YJAIATH CPEACTBA 3AIIUTHI MHPOPMALINY;

IPUMEHSATH pa3inyHble KOH(PUTYpALUU CPEACTB 3alIUThl UHQOPMAIMK B 3aBUCUMOCTH OT
apaMeTpoB HH(OPMALIMOHHON CUCTEMBI;

MIPOBOANTH MPOBEPKY pabOTOCIIOCOOHOCTH CPEACTB 3aIIUTHI MH(pOpMAIHH

aHAJIM3UPOBATh KYPHAJ COOBITUN CPEACTB 3alUTHI HH(POPMALINH;

OCYLIECTBIIATh  COXPAHEHUE HACTPOEK cpeacTBa 3alIUTHI uHpopMaLuu
U MX BOCCTaHOBJICHUE;

MOUCK MPUYHMH HapyIIeHUs! pab0TOCIIOCOOHOCTH CPEJICTBA 3aLUTH HH(OpMAIIH;
OIPENICNIUTh BUABI CPEACTB 3ALIUTHl MH(OpPMAlMK B 3aBUCHUMOCTH OT MPENbSIBISIEMBIX
TpeOOBaHUH;

000CHOBAaHHO M01I00PAaTh HEOOXOIUMBIC MOJIETH M MAPKH CPEJICTB 3allIUTHl HH(OpMAINK;

Kpartkoe cogep:xanue TUCHUIJIMHBI (MOZYJIs1)
Tewma 1.Knaccudukarus u BUIbI CPEJACTB 3aIUTH HH(OPMAITUH.

Tema 2.
Tema 3.
Tema 4.
Tema 5.
Tema 6.
Tema 7.
Tema 8.

Cucrema cepTUUKAIMK CPECTBA 3aIUTHI HH(pOopMalu B PO.

CpenctBa JOBEPEHHOM 3arpy3KH.

CpencTBa 3alUThl OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA.

CpenctBa kpuntorpaguieckoit 3anuThl HHPOPMAIIHH.

CpencTBa aHTUBUPYCHOM 3alIUTHI.

CpenctBa aHanM3a U KOHTPOJIS 3aLUIIIEHHOCTH.

Br160op TexHUUECKHUX Mep MPH MPOSKTUPOBAHUN CHCTEMBI 3aIIUTHI HHPOPMALIUH.



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUA
POCCHNCKOU OEJEPALINN

dezepanbHOE roCy1apCTBCHHOE aBTOHOMHOE 00pa3oBaTe/IbHOS yUPEKACHHE BBICIIECTO 00pa3soBaHHs
«TIOMEHCKHNU I'OCY JAPCTBEHHbLIM YHUBEPCUTET»

AHHOTALMS K PABOYEM ITPOI'PAMME JUCLIMITJIMHBI (MOY J15T)
«Pa3paboTka u 3ammra web-npuinoxxeHuin»

CrnemmansHocTh: 10.05.01 «KommnbroTepHast 6€301MacHOCThY
cnerranu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETeH»
(cBs13b, HTHGOPMAIIMOHHBIE 1 KOMMYHUKAITMOHHBIC TEXHOJIOTHH )
¢dbopma oOyueHus ouHast

O0bem quCcHUNJIMHBI (MOAYJIs1): 8 3a4ETHBIX €AUHUIL, 288 akaj.yac.

dopMa NpPoMeKYyTOUYHOM aTTecTalum: 3a4eT (5 cemMecTp), FKk3ameH (6 cemecTp).
Henau n 321244 0CBOeHMS TN CHUIITIHHBI (MOIYJIA)

Lenbto qucrumuinnbl «Pa3zpaboTka u 3ammra web-npusoxxeHuin» sBisieTcs o0yueHue CTyIeHTOB
OCHOBaM CO3JIaHUsI BeO MPHIIOKEHHUH, O3HAKOMHUTBCS C COBPEMEHHBIM CEPBEPHBIM U CETEBBIM
000pyI0BaHNEM, U3yYUTh METOAMKH U CITOCOOBI 3alTUTHI BEO MPUII0KEHUA U CETEBOT'0 000PYIOBaHMUS.

3anaun aucrumuinHbl «PaspaboTka u 3ammra web-npuiioskeHui»:

® U3Y4YUTh YCTPOUCTBO ceTu HTEpHET;

W3YYUTH S3BIKH PA3METKH JJOKYMEHTOB;
M3y4uTh IPOTOKOJIBI http, https, ftp;
M3y4YUTh TPUHIUT PabOThI BeO cepBepa;
NPUHIUIBI PYHKIMOHUPOBAHUS BEO MPUIIOKEHUI;
M3Y4YUTh CPENICTBA pa3pabOTKH BeO MPUIIOKECHHUIA,
M3YYUTh Hanbosee pacupocTpaHéHHbIE BEO cepBepbl, UX BOSMOXKHOCTHU M (PYHKITHOHAT;
HAY4YUTHCS CO3/1aBaTh MpOCTeiiline Bed CTpaHull;
HAY4YUTHCS UCTIOJIh30BaTh OCHOBHBIC U JIONMOJHUTEIbHBIC METATETH;
U3Y4YUThb CIOCOOBI CO3JIaHUSI W HACTPOMKU JOIMOJHUTENbHBIX HHCTPYMEHTApHEB,
MO3BOJISIOIINE YBEIUYMBATH IMOCEIIAEMOCTh CaTOB;
W3YYUTH METOJIbI POBEPKH M TECTUPOBAHUS 3aKOHYCHHBIX CAalTOB;
® U3YYHUTh MOJAXObl K IPOSKTUPOBAHUIO BEO cepBepa U JOKAIbHO-BBIYUCIUTEIILHON CETH

C CEeTEeBBIM 000PYJOBaHUEM;
® HAy4YUTHCS OPraHU30BBIBATH CIOCOOBI 3AIIMTHI OT PA3IMYHOTO POJa CETEBBIX aTak Ha

Web u DNS cepBepsl, u ceTeBoe 000py/10BaHHE;
® paccMOTpeTh Haubonee pacnpocTpaHEHHbIE THIBI YSA3BUMOCTEH Ha

ceTeBoe 000pyIOBaHNUE;

® Hay4YHThCS HACTpamBaTh BeO cepBep M ero ceTeBbie KapThl, posu DNS, IIS u apyrue ns
KOPPEKTHOH paboThI caiiTa;
HAy4YUTHCSl HACTPAUBaTh MEKCETEBbIE SKPaHbl, KOMMYTATOPbI, 0aTaHCUPOBKY HATrPY3KHU;
HAy4YUTHCS OPraHU30BbIBATH CEPBEPHBIE KIIACTEPHI;
HAYYUTHCS TIPOU3BOIUTH aHATH3 3alUIIIEHHOCTH BEO MPUIIOKEHUS;
HAy4YUTHCS OPraHU30BBIBATH 3ALTUTY BEO MPUITOKEHHUII.

Ilnanupyemsle pe3yabTaThl 0CBOCHHS

B pesynbTare OCBOEHUS AMCUMIUIMHBI OOydYaloOUIMiics  JIOJDKEH 00JanaTh CIEAYIOIIUMU
KOMITCTEHIHSIMHU:

OIIK-7 — CnocoOeH co3/1aBaTh MPOrpaMMbl Ha S3bIKaX BBICOKOTO M HU3KOTO YPOBHS, IPUMEHSTh
METO/BI U MHCTPYMEHTAJIbHBIE CPENICTBA TPOrPAMMHUPOBAHUS JIJISl peIIeHHsI TPO(ECCHOHATBHBIX 3a/1ad,
OCYILECTBIISATH OOOCHOBAHHBIN BEIOOP MHCTPYMEHTAPHSI IPOTPAMMHUPOBAHHUS U CIIOCOOOB OpraHU3aluu
IPOTPAMM.



B pesynbrare nzydeHus: AMCUMILIIMHBI CTYEHT JTOJIKEH:
3HaTh:

— YCTpOKCTBO ceTu MHTEpHET;

— A3BIKH Pa3METKH JJOKYMEHTOB;

— mpoTokousl http, https, ftp;

— MPUHIAT paboTHI BeO cepBepa;

— IPUHIUIBI GYHKIMOHUPOBAHUS BeO MPUIIOKEHUH;

— cpecTBa pa3paboTKH BEO MPUITOKCHHUIH;

— HanOosee pacrpocTpaHEHHbIE BeO CepBephl, UX BO3MOXKHOCTH U (D)YHKIIMOHAT;

— CIoco0bI CO3JJaHuUs MTPOCTEHIINX BEO CTPAHMII;

— OCHOBHBIE U JIOTIOJTHUTEIbHBIE METATETH;

— cmocoObl CO3JIaHUSl W HACTPONKU JOMOJIHUTEIbHBIX HWHCTPYMEHTApPHUEB, TO3BOJISIONINE
YBEJIMUYUBATh IIOCEIIAEMOCTh CAlTOB;

— METO/Ibl MPOBEPKH U TECTUPOBAHUS 3aKOHYCHHBIX CalTOB;

— MOAXOJBl K NPOEKTHPOBAHHIO BeO cepBepa U JIOKAJIbHO-BBIYUCIMTEIBHON CETH C CETEBBIM
o0opy0BaHUEM;

— CImocoObl 3alIMThI OT Pa3lIMYHOrO poja cereBblx aTak Ha Web u DNS cepBepbl, u cereBoe
obopynoBaHue;

— HanboJiee pacrpoCTpaHEeHHBIE TUIIBI YA3BUMOCTEH.

Ymers:

— UCTOJIB30BATh CPEACTBA pa3pabOTKH BeO MPUIIOKEHHI;

— pa3pabaThIBaTh IPOCTHIE BEO CTpAaHMIIBI Ha si3bIke html;

— HCII0JI30BATh OCHOBHBIE U JJOTIOJIHUTEIbHBIE METATETH;

— HCHOJb30BaTh JOIMOJHUTEIbHBIA WHCTPYMEHTapUi, MO3BOJIAIOMIUNA YBEJIMYUBATH YHUCIIO
IOCETUTEINIEN U IIPOJIBUTaTh CAUT B TOMCKOBBIX CHCTEMAX;

— HacTpauBaTh BeO cepBep u ero cereBbie KapThl, posiu DNS, IIS u npyrue st KoppekTHON pabOThI
caiita;

— HacTpauBaTh MEXKCETEeBbIE KpaHbl, KOMMYTAaTOPbI, OATAHCUPOBKY HArpy3KH; OPraHHU30BHIBATh
CEpBEPHBIE KJIACTEPBI;

— MPOU3BOJIUTH aHAJIN3 3AIUIICHHOCTH BEO MPUIIOKEHNUS;

— IPOU3BOJIUTH 3aIUTY BEO MPUIOKEHUS; TPOU3BOIUTH YCTPAHEHNUE OCHOBHBIX THIIOB YIPO3.

Kparkoe conepxkanue 1ucuunJInHbI (MOIYJIs1)

S cemecTp

Tema 1. Beenenue. YcrpoiictBo cetn UnTepHeT. O030p COBpEMEHHBIX BEO TEXHOJIOTHIA.

Tema 2. DNS cepBep u ero poJib B Opranu3aiuy paboThl caiTa.

Tema 3. DNS 3anucu, Mapuipytuzanus 1 0630p coBpemeHHbIX DNS cepBepos.

u niepechliku 3anpocoB DNS. Jlis sroro: 1. Ucnons3ys mo0yro penakiuto OC MS Windows
Server, BBIIOJIHUTh HACTPOWKHM CETEBOrO ajanTepa M INPUCBOUTH eMmy cratudeckuil [P-ampec. 2.
YceranoBute ponb DNS. 3. Co3nmare omHy 30HY HpSMOTO MPOCMOTpa (MMs 30HBI Ha3HAJaeTe
camMocCTOsTeNbHO). 4. BHecTH COOTBETCTBYIOIIME 3amucH HEOOXOMUMBIX THMOB B 0azy DNS. 5.
Hactpouts 30HY oOpatHOTO TIpocMoTpa. 6. OpraHu3oBaTh Nepenady 30HBI Ha APYTrod JOBEPEHHBIN
cepsep.

Tema 4. S3b1ku pazMeTKu JOKYMEHTOB. | uneprekcroBas pazmetka XML.

Tema 5. Cpencrsa pazpaboTku Bed npuiokeHuit. CMS — CucteMsl ynpaBieHHsI KOHTEHTOM BeO-
CalTOB.

Tema 6. [Iporoxon HTTP, Be6 cepBep u BeO KIMEHT, TPOKCH CEPBEP.

Tema 7. Coznanne npoctoit web-ctpanuiel. DopMaTupoBaHue.

Tema 8. Kackagubie Tabauisl cruiiei (CSS).

Tema 9. MeTaTern 0OCHOBHBIE U TOIIOJIHUTEILHEIE.

Tema 10. Cuctembl nHaeKkcanuu caitoB. Paiin robots.txt u sitemap.xml.

Tema 11. Be6-ananutuka. C4eTUHKU.



Tema 12. JavaScript s WEB.

6 cemecTp

Tema 13. 3anuennoe neneruposanue ¢ DNSSEC.

Tema 14. MexcereBbie 3kpanbl. HacTpoiika mexcereBoro skpana moaenu DFL-860e.

Tema 15. Crioco0b1 peanuzanuu rnporecca 6aJsaHCUPOBKH HArPYy3KH.

Tema 16. Be6 cepep u DNS ceppep. Bupryanuzanusi cepBepoB u poJeii.

Tema 17. [TouToBslii cepep. [Ipunuumn padboTsl, HacTpoiika 1 anMuHHCTpupoBanue. Tema 18.
CriocoOblI 3alUTHI OT criama.

Tema 19. Opranun3zanus aHTUBUPYCHOM 3aILIIUTHI HA CEpBEpax U ILII03aX.



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUAA
POCCHNCKOU OEJEPALINN

dezepanbHOE rOCYJapCTBCHHOE aBTOHOMHOE 00pa30oBaTe/IbHOC yIPEKACHHUE BBICLIECTO 00pa3oBaHus
«TIOMEHCKUU I'OCYAAPCTBEHHbBIN YHUBEPCUTET»

AHHOTAILIMSA K PABOYEM ITPOI'PAMME JUCLIAITJIMHBI (MOJTYJIST)
«Pa3paboTka 1 3a1MTa MOOMIIBHBIX TPUIIOKEHUID
CnenunanpaocTb: 10.05.01 «KommbroTepHas 6€301acHOCThY»
cnenuanu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETeH»
(cBs13b, HHGOPMAIIMOHHBIE 1 KOMMYHUKAIIMOHHBIC TEXHOJIOTHUH )
(dbopma oOyueHus ouHast

O0bem qucuUNJIMHBI (MOaYJsi): 4 3aueTHBIX equHull, 144 akana.yac

dopMa NpPoMeKyTOUYHOM aTTecTalum: 3a4eT (6 ceMecTp).

Henau n 321244 0CBOeHMS TN CHUIITIHHBI (MOIYJIA)

Pa3paboTka u 3ammyra MOOWIJIBHBIX MPUIIOKCHHUH OOecreurBaeT MPHOOPETEHUE 3HAHUW W yMEHHUH B
COOTBeTCTBUU ¢ DenepanbHBIM TOCYIAPCTBEHHBIM O00pa30BaTEIbHBIM CTaHIAPTOM, COJCUCTBYET
(GbOopMUPOBAHNIO MUPOBO33PEHUSI U CUCTEMHOTO MBIIITICHHS.

Henp muctumumabl «Pa3paboTka W 3amuTa MOOWIJIBHBIX TMPUIOKCHHID» - SBISCTCS H3JI0KCHHE
TEOPETUUECKHUX U MPAKTUYECKUX MPUHIIUIIOB Pa3pabOTKH U 3alIUThl MOOUIILHBIX MPUIIOKEHUHN C yIETOM
COBPEMEHHBIX TEHACHIMH. 3a1aun Kypca - U3yueHUe:

- ycrpoiictBa margopmbl Android

- CHCTEMHOT0 MOJX0/a K MPOCKTHPOBAHUIO U CO3/IaHUIO0 MOOMITHHBIX MPUITOKCHHIMA

- ApXUTEKTYPbl MOOMIBHOTO MPHIIOKEHUS, OCHOBHBIX €r0 KOMIIOHEHTOB

- OCHOB pa3paboTKu UHTEP(HEHCOB MOOMIIBHBIX MPUIIOKEHHIH

- OCHOB pa3pabOTKU MHOTOOKOHHBIX MPHUIIOKEHUHN

- OCHOB paboThI ¢ 6a3zamu gaHHbIX SQLite

- IPeAOTBpalleHUs YyTpo3 0€30MacCHOCTH MOOUIIBHBIX MPUITOKEHHM

Ilnanupyemsle pe3yabTaThl 0CBOCHHS
B pesynprare oOCBOEHHUS IUCHMIUIMHBI OOYyYaloOIIUics  JODKEH o0NajaTh CIeAYIOIUMHU
KOMITCTEHIHSIMU:
OIIK-7: criocobeH co3naBaTh MPOTrPaMMBbl Ha S3bIKaX BBICOKOTO M HHU3KOTO YPOBHS, MPHUMEHSTh
METOJIbl U WHCTPYMEHTAJIBHBIE CPEJICTBA MMPOTPAMMHUPOBAHUS ISl PEIICHHUS MPOPECCHOHATBHBIX
3aja4, OCYIIECTBIATh OOOCHOBAHHBIM BHIOOP MHCTPYMEHTApUsi MPOTPAMMHUPOBAHMS U CIIOCOOOB
OpraHHU3aLUH IPOTPaMM;

B pe3ynbrare u3ydeHus AUCUUILUIMHBI CTY/ICHT JOJDKEH: 3HATh!
1) oTambl ¥ TEHACHIMU Pa3BUTHUS MIPOrpPaMMHUPOBaHUs, criocoObl mpuMmenenus UT npu pazpadoTke
MOOMJIBHBIX TPHIIOKEHHH.
2) 0COOEHHOCTH MPUMEHEHHUs CEPBHCHBIX MPOrpaMM M 000JI0YEK IpH Pa3padOTKe MOOHIBHBIX
IIPUIIOKEHUN.
3) copepxaHHE pBIHKA MPOTPAMMHBIX MPOAYKTOB U HWHGOPMAIMOHHBIX YCIYT, TEHJEHIUH,
pa3BUTHE U OCOOCHHOCTH PbIHKA. Y METh:
® BBHIOpaTh ONTUMAIBHBIA MPOTPAMMHBIM MPOIYKT U MOJAETH MH()OPMAIIMOHHBIX TEXHOJIOTUN U3
HECKOJIbKUX BO3MOYKHBIX JJIs pEIICHUs IPUKIIAAHOMN 3a/1a4ul, U IPOBECTU CPABHUTEIIbHYIO OILICHKY
3¢ (HeKTHBHOCTH.
® BbHIOpaTh MPOTPAMMHBIN MPOIYKT U TEXHOJIOTUM JAJISl PEHICHUs 33aa4d C Y4€TOM KOHKPETHOM
IpeIMETHOW 00JIACTH M MPOBECTU aHAIMU3 APPEKTUBHOCTH Hcnosb3oBanus 110 ans pemeHus
3a/1a4 B MIPEIMETHON 00JIacTH.



® paspalaThIBaTh CEPBUCHBIC MPOrPaMMbl U CEPBHCHBIE OOOJIOYKH NpU pa3zpaboTKe MOOUIBHBIX
MIPUJIOKEHUH C yU€TOM KOHKPETHON MPEAMETHON 00J1acTH.

Kpartkoe cogep:xxanue TuCHUIIMHBI (MOAYJas1) J(MCIUIUIMHA BKIIOYAET 3 TEMBI:

Monyns 1. OGmue cBeaeHus.

1. BBenenue B pazpaboTKy MOOMIBHBIX NpuiiokeHuid. OCHOBHBIE NMpHHLUIBI pa3zpabotku aiast OC
Android. YcrpoiictBo mutardopmbel Android. O630p cpen mporpammupoBanust 1yt Android.

Bo3MOXHOCTH OTTIAIKU HA ASMYJSATOPAX U PEATbHBIX YCTPOWCTBAX.

2. Buasl npunioskeHuit U ux cTpykrypa. OCOOEHHOCTH BHI0OB MOOMJIBHBIX MPUIIOKeHUH. Opranu3anus
ucnonHenus npunoxennid B OC Android u kakum o6pazom obecnieunBaeTcst Oe30macHas cpeaa ux
(G YHKIIMOHUPOBAHUS.

3. OCHOBBI apXUTEKTYpBI IPUIIOKEHHS, OCHOBHBIX €r0 KOMIOHEHTOB. AKTHBHOCTH (Activities).

Cepsuchl (Services). Kontent-ipoaiinepsl (Content providers).

Moaynb 2. OcHOBBI pa3paOOTKH MOOMIIBHBIX MPUIIOKEHHH.

4. OcHOBBI pa3pabOTKu HHTEPPEHCOB MOOWIBHBIX TpWIOKEHUH. ['paduyeckuii gu3aiiH U
N0JIb30BaTeNbCKHe HHTEpdeiichl. BusyansHblii nHGOpMannoHHbIH qu3aitn. O030p unTepdeiica.

5. OcHOBBI pa3pabOTKM MHOTOOKOHHBIX NPWIOKEHUH. MHOTOOKOHHBIE NpmiIoxkeHus. Paborta ¢
JMaNorOBBIMH  OKHaMH. OCOOCHHOCTH pa3pabOTKU MPUIOKEHUS, COAEPIKAIIEro HECKOJIBKO
AKTUBHOCTEM.

6. Vcnonp3oBaHne BO3MOXKHOCTEH cMapTdoHa B NMPUIOKEHUAXK. OTIMYUTENbHBIE OCOOCHHOCTH

cmaptdonoB. Cencoproe (touch) ympaBnenue. BzaumopeiicTBue ¢ cCHUCTEeMaMU MMO3HIIMOHUPOBAHUS

Monyns 3. KoMriekcHbIe MOOMITBHBIC TTPUIIOKEHUS.

7. OcHoBbl pabotel ¢ 0Oazamu naHHBIX SQLite. OcHoBbl SQL.Tumbl maHHBIX. Omneparopsl.

Breipaxkenus. [lpaktuueckoe umcnonp3oBanue SQLite B MOOMIBHBIX npuiokeHusx. Co3gaHue Oa3bl

JMaHHBIX 1 Tabuuil. [lomyueHne cuctreMHbIX AaHHBIX. PaboTta ¢ nanubiMu B SQLite.

8. HoBoe mokosieHne HHCTPYMEHTAIbHBIX CPEICTB Pa3padOTKH MOOMIBHBIX MpriiokeHui. O030p
Bo3MoxHocTel Intel XDK. DOMynsaTop u 3amyck Ha yCTpOHCTBE.
9. be3onacHocTh MOOMIIBEHBIX TTPUIIOKEHNH. BBeieHEe B 6€30MacHOCTh MOOMIIBHBIX TTPHIIOKEHUH.

CraTucTuyeckue JaHHbIE Yrpo3 0€30MacHOCTH MOOWJIBHBIX MHPUWIOKEHUH. MeTonasl oOHapy:KeHUs
YS3BUMOCTEH B MOOWJIBHBIX NPHIIOKEHHSIX. MeToa TecTUpoBaHMA Ha NPOHUKHOBEHME. I'eHeparus
3arpocoB Mo MmabJoHy ¢ THUMM3HPOBAHHBIMU MapameTpamMu. MeToja cTaTHyeckoro aHaimusa. Merton
JUHAMUYECKOTO aHaiu3a. Ys3BUMOCTH, MPUBOJAIINE K BBIIOJHEHHMIO Koja. Ilepenonnenue Oydepa.
Ataka Ha ¢yHKuMu GopmaTupoBaHus cTpok. Buenpenue omneparopo LDAP. Brimonnenune komaHn
onepanuoHHou cuctembl. Buenpenue onepatopoB SQL. Buenpenne SQL kona Beienyo. BHenpenue
CEPBEPHBIX PACIIUPEHUN.



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUAA
POCCHNCKOU OEJEPALINN

dezepanbHOE rOCYJapCTBCHHOE aBTOHOMHOE 00pa30oBaTe/IbHOC yIPEKACHHUE BBICLIECTO 00pa3oBaHus
«TIOMEHCKUU I'OCYAAPCTBEHHbBIN YHUBEPCUTET»

AHHOTAILIMSA K PABOYEM ITPOI'PAMME JUCLIAITJIMHBI (MOJTYJIST)
«Cetu M cuCTeMbI nepeaund HHPOpMAaLUn
CnenunanpaocTb: 10.05.01 «KommbroTepHas 6€301acHOCThY»
cnenuanu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETeH»
(cBs13b, HHGOPMAIIMOHHBIE 1 KOMMYHUKAIIMOHHBIC TEXHOJIOTHUH )
(dbopma oOyueHus ouHast

O0bem quCcHUNJIMHBI (MOAYJIs1): 8 3a4ETHBIX €AUHUIL, 288 akaj.yac.

®opMa NPOMEKYTOUYHOM aTTecTalluU: 3 CEMECTP — 3a4eT, 4 CEMECTP — FK3aMEH.
Henau n 321244 0CBOeHMS TN CHUIITIHHBI (MOIYJIA)

Hens aucuurmnnabl «CeTu U CUCTEMBI Nepenayn HHGOpMaluu» — U3y4eHHe METOIOB U CPEICTB
MOCTPOCHUS U JKCILTyaTallkuu ITPOrpaMMHO-AIIapaTHBIX TGXHOHOFHﬁ, HU3YUCHUC OCHOBHBIX IMOJAXOI0B K
pa3pa0oTKe, peaqu3alud, OKCIUTyaTallid, aHalu3y, COMNPOBOXKIEHUIO M COBEPIICHCTBOBAHUIO
TEXHOJIOTHH mepeaayu nHPOopMaIuu.

3agaum Kypca — U3y4eHHE:

— IPUHIATIOB NOCTPOCHHS, (PYHKIIMOHUPOBAHUS W IIPUMEHEHHNS aIlllapaTHBIX CPEACTB

COBPEMEHHOU BBIUNCIUTEIBHON TEXHUKH;
— OCHOBHBIX TCOPCTUYCCKUX KOHHGHHHﬁ, IMOJIOKCHHBIX B OCHOBY IIOCTPOCHHA COBPCMCHHBIX
KOMITbIOTE€POB, BEIUUCIUTENBHBIX CUCTEM, CETEH U TeIeKOMMYHUKALIUH.

Ilnanupyembie pe3yJbTaThl 0CBOCHHS
B pesynprare oOCBOEHHUS IUCHMIUIMHBI OOYyYaloIIUics  JODKEH oO0NajaTh CIeAyIOIUMHU
KOMIIETEHIUSMU:
OIIK-15: cnoco6eH aAMUHUCTPUPOBATH KOMITBIOTEPHBIE CETH M KOHTPOJIMPOBATH KOPPEKTHOCTD UX
(hYHKIIMOHUPOBAHUS.

B pesynbrare u3ydeHus AUCUUIUIMHBI CTYACHT JOJIKEH:

3HaTth:

— cIocoObl anmapaTHOH 3aIUThl 0eCIPOBOIHON Tiepenaun HHPOpMAaINH;

— CIOCOOBI MPOTPAMMHOM 3aIIUTHI OECTIPOBOAHOMN Mepeaaun HHPOPMAIINH,

— Ha3Ha4YeHUe U (PYHKIMH JIEMEHTOB allapaTHOW TEXHOIOTUH 3allUThI;

— OpPraHu3alHuIo0 U CTPYKTYPY MPOTPaMMHON TEXHOJIOTHH 3aIUThI

— MPOTOKOJIBI TTepeiaun HHPOPMALINH;

— BO3MOXHBIEC YIPO3bl TP OECIIPOBOTHON TIepeaaun nHPOpMaIuu;

— OpraHM3alri0 CUCTEMHON MarucTpaiv, CriocoObI MOAKIIOUEHHS IOTTOJTHUTEIBHBIX YCTPOMCTB.

Ymersn:

— (popmann30BaTh MOCTABICHHYIO 33/1a4Y;

— HacTpaWBaTh OCCIIPOBOHBIC CPEACTBA Nepeaaun nHpopMaIuu;

— pa3buparbcs B yCTpoiicTBax pabounx CTaHIIMK U CEPBEPOB;

— pa30uparbcsl B TEJIEKOMMYHUKALMOHHBIX YCTPONCTBAaX Mepeiadu TaHHBIX

— OCYLIECTBIATH OOOCHOBaHHBIM BBIOOp CTaHIAPTHOrO TNepudepuitHOro 00OpyNOBaHUS; —

IPUMEHSTD MTOJIyY€HHbIE 3HAHUSI K Pa3IMYHBIM IPEIMETHBIM 00IaCTSM.

Baanern:

— METOIaMHU aHanmsa OCHOBHBIX  3JIEKTPHUUYECKHUX XapaKTEPUCTHK u

BO3MOYKHOCTEH TEJIEKOMMYHHUKALIMOHHBIX CHUCTEM II0 TIiepeAaye OINEpaTUBHBIX U

CHelHalIbHbIX COOOIEHNH, aHATN3a CETEBBIX MPOTOKOJIOB;



— INPOrPaMMHBIMU CPEICTBAMU IIOCTPOCHUS MOJCIIEH CETEBOIO B3aUMOJACUCTBUS U CETEBOU
TOIOJIOTUH.

Kpartkoe cogep:xxanue tucuuminnbl (Moay.as) Jucuumuiaa BkioyaeT 18 tem:
Tema 1. Beenenue.

Tema 2. KoMMyHuKaluy ¢ NOMOILBIO CETEN.

Tema 3. Mogens OSI. YpoBeHb NPUITIOKEHUN U TPAHCTIOPTHBIA YPOBEHb.

Tema 4. CereBoii ypoBeHbs Mogenu OSI.

Tema 5. Anpecauus B cetn — [Pv4.

Tema 6. Kananeubiit 1 pusnueckuit yposau moaenu OSIL

Tema 7. Ethernet.

Tema 8. [InanupoBaHue U MOHTaX CETH.

Tema 9. KondurypupoBanue u TECTUPOBAHHUE CETH.

Tema 10. Cratudeckas MapLIpyTH3aLus.

Tema 11. JlunaMuueckasi MapiipyTr3aiusi.

Tewma 12. JIucTaHIITMOHHO-BEKTOPHBIE TPOTOKOIBI MAPIIPYTHU3ALIUH.

Tewma 13. RIP, VLSM u CIDR.

Tema 14. RIPv2.

Tewma 15. Tabnuipl MapmpyTH3aAA.

Tewma 16. EIGRP.

Tema 17. ITpoTokosibl MapLIpyTU3aIUKU 110 cOCTOsIHUIO KaHana. Tema 18. OSPF.



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUAA
POCCHNCKOU OEJEPALINN

dezepanbHOE rOCYJapCTBCHHOE aBTOHOMHOE 00pa30oBaTe/IbHOC yIPEKACHHUE BBICLIECTO 00pa3oBaHus
«TIOMEHCKUU I'OCYAAPCTBEHHbBIN YHUBEPCUTET»

AHHOTAILIMSA K PABOYEM ITPOI'PAMME JUCLIAITJIMHBI (MOJTYJIST)
«CucreMsl BI/I,Z[GOHa6JHO,Z[€HI/I$I»

CnenunanpaocTh: 10.05.01 «KommbroTepHas 6€3011acHOCTh)
cnenranu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETEH»
(cBs13b, HHGOPMAIIMOHHBIE 1 KOMMYHUKAIIMOHHBIC TEXHOJIOTHUHN )
dbopma oOyueHus ouHast

O0bem qucuuMJIMHBI (MOAYJsi): 4 3a4eTHBIX equHUIIbL, 144 akas.yac.

dopmMa NpoMeKyTOUHOM aTTecTamum: 3a4et (9 cemecTp).
Henau n 321244 0CBOeHMS TN CHUIITIHHBI (MOIYJIA)

Henbto nucuurinabl «CHCTEMbI BUIEOHAOTIOCHUS» SBISETCS 00yUYeHNe CTYyIEHTOB OCHOBaM
IPOCKTHUPOBAHHUS CUCTEM BHJICOHAOIIOICHNS, 03HAKOMHUTHCS C COBPEMEHHBIM 000pY/10BaHHEM, U3YUUTh
METOJUMKH pacueTa U mojadopa o0OpyIOBaHUS, U3YUYUTh TEXHOJOTUYECKHE CXEMbI, HUCIOJIb3yeMble B
COJIOKMPOBKE C OXPAHHO-TIOXKAPHBIMH W APYTMMH CHCTEMaMU. 3aqauyd JUCHUTUIHHBL «CHUCTEMBI
BUIEOHAOIIIONEHUSD):

*  M3YYUTh OCHOBHYIO HOPMAaTUBHO-TEXHHYECKYIO JOKYMEHTALUIO;

*  U3yYUTh OCHOBHbBIE MPHUHIMIMBI U MOAXOABI MPH OPraHU3AIMM TEXHUYECKOM 3alUThI
nHpopmanuu;

*  M3YYHUTh METOJAMKH pacyera U 1nojadopa o00pynoBaHHs BUICOHAOTIOACHUS;

*  U3YUYUTh aPXUTEKTYPy ceTel BUICOHAOIIOICHNUS;

*  HU3YyYUTh HEKOTOPOE CEPBHCHOE MPOrpaMMHOE 0OecredeHHE.

*  W3YYUTh IPUHIHUIBI U TOAXO0/IBI K MPOSKTUPOBAHUIO CUCTEM BHICOHAOTIOACHMSI.

Ilnanupyembie pe3yJbTaThl 0CBOCHHSA

B pesynprare oOCBOEHHUS OUCHMIUIMHBI OOYyYaloIIUiics  JOJDKEH oO0NajaTh CIeAyIOIUMHU
KOMIIETEHIUSMU:

OIIK-15 CriocobeH aiMUHUCTPUPOBATH KOMITBIOTEPHBIE CETH U KOHTPOJIMPOBATH KOPPEKTHOCTH UX
GYHKIIMOHUPOBAHUS.

B pe3ynbTare n3ydeHus AUCHUITIIMHBI CTYICHT JOJDKCH:

3HaTh:

— HOPMATHUBHO-TEXHUYECKYIO JOKYMEHTAIHIO;

— TmpuHOHI paboThl 000PyAOBaHUS BUICOHAOTIOACHNUS,

—  OCHOBHBIE IOJXO/IbI K IIPOSKTHPOBAHHIO CHCTEM BUICOHAOIIOACHUS;

— cmocoObl  opraHuzanuu  (pu3nyeckod ¥ HWHGOPMAIMOHHON  3allUTHl OCHOBHOTO U

BCIIOMOT'aTeNIbHOTO 000PYAOBaHHUS.

Ymern:

— OpPHEHTUPOBATHCS B HOPMAaTHBHO-TEXHHUYECKOI TOKYMEHTALINH;

— pa3pabaTbIBaTh U MPUMEHATh TEXHUYECKHE PELICHUS Il OOBbEKTOB JIFOOOH CIIOKHOCTH;

— HAacTpamBaTh OCHOBHOE M BCIIOMOTATEJIFHOE 000pyJOBAaHHE;

— TPOEKTUPOBATH CXEMBI HA IJIAaHAX 3/IaHHsI, pa3padaThIBaTh CTPYKTYPHBIE SJIEKTPUUECKUE CXEMBI.
Kparkoe conepxkanue 1ucuunJInHbI (MOIYJIs1)

Tema 1. Brenenne. Haznauenue cucreM BHIICOHAOMIOACHUS U UX poiib. JleficTByIOIIas HOpMaTUBHAsS
nokyMmeHTanus. denepanbHble 3aKOHBI.

Tema 2. 3HaKOMCTBO €O CpeI0if aBTOMAaTHU3UPOBAHHOTO MpoekTupoBanus AutoCad.

Tema 3. 3HaKOMCTBO U U3yYEHHE PEATbHBIX MPOEKTOB U UX TEXHUUYECKUX PEIICHUH.



Tema 4. Knaccuduxkamus cucteMm BuieoHaOmroaeHus. OOmue TpeOoBaHMS, NPEAbABISEMBIE K
crcTeMaM BHJICOHAOIIOCHHUS.

Tema 5. Bunbl Bugeokamep u ux ycrpoiicrso. Mntepgeiicsl. CriocoOsl HACTPOWKH U YIPABICHHUS.
[TpaBuna nonbopa. JlaTunku, cOTOKUPOBAHHBIE C KAMEpPaMH.

Tema 6. Bunbl 00beKTHBOB 1715 BUI€OKaMep. MeToauka pacdera U moaoop.

Tema 7. UndpakpacHbie MPOKEKTOPHI, KX pacdeT U Moaoop.

Tema 8. Koxxyxu u xopmyca Bugeokamep kamep. ObecnieueHrne MUKpOKIMMaTa. MeTonuka pacuera u
noaoop.

Tema 9. Bunst Buneoperucrparopos. [Ipasuna nogbopa. Hactpoiika.

Tema 10. Jlenutens 3xpana. Mynsturuiekcop. I1naTel Bugeo3axsara.

Tema 11. CereBoe obOopymoBaHue ansi cucteM BuaeoHabmonenus. IIpaBuna monbopa. Pacuer
IPOIMYCKHON CIIOCOOHOCTH KaHAJIOB.

Tema 12. VcTouHUKM pe3epBUPOBAHHOIO NHUTaHUSA. Meroauka nogoopa. Pacuer obmieil Harpysku.
[TpuBs3ka 060pyR0BaHMs K HHIMBUIyaTbHOMY WM K HEHTPAIbHOMY UCTOYHHUKY ITUTAHUS.

Tema 13. OGopynoBanue APM. IlynbTbl ympasneHus. [IporpamMmHble cpencTBa perucTpanuu
BHJICOCHUTHAJIA.

Tema 14. TumnoBsie cxembl BuaeoHa0OmoaeHus. [Ipocreiimme cxeMbl ¢ OJHAM BUACOPETUCTPATOPOM.
Cnoxnbie cxembl. CXeMbl, KOMOMHUPOBAHHBIC C OXPaHHO-TIOXAPHOU cUTHanu3aruen, cucremont CKY /|
U KJIMMaTHYECKUM 000PYI0BaHHEM.



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUAA
POCCHNCKOU OEJEPALINN

dezepanbHOE rOCYJapCTBCHHOE aBTOHOMHOE 00pa30oBaTe/IbHOC yIPEKACHHUE BBICLIECTO 00pa3oBaHus
«TIOMEHCKUU I'OCYAAPCTBEHHbBIN YHUBEPCUTET»

AHHOTAILIMSA K PABOYEM ITPOI'PAMME JUCLIAITJIMHBI (MOJTYJIST)
«Cucremsl yrpaBieHus 0a3aMi TaHHBIX»

CnenunanpaocTh: 10.05.01 «KommbroTepHas 6€3011acHOCThY
cnenuanu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETeH»
(cBs13b, HTHGOPMAIIMOHHBIE 1 KOMMYHUKAIIMOHHBIC TEXHOJIOTHUHN )
¢dbopma oOyueHus: ouHast

O0bem quCcHUNJIMHBI (MOAYJIs1): 8 3a4eTHBIC EAUHUIBI, 288 aka.yac.

dopMa NpPoMeKyTOUYHOM aTTecTamum: 3a4eT (5 cemecTp), FKk3ameH (6 cemecTp).
Henau n 321244 0CBOeHMS TN CHUIITIHHBI (MOIYJIA)

Henp nucnumnubbl «CHCTeMbl ynpaBiieHUsi 0a3aMu JaHHBIX» - (OPMUPOBAHHME Y CTYAECHTOB
COBOKYITHOCTH TPO(ECCHOHATBHBIX KAadecTB, OOECIEUMBAIONINX pELICHHE MPOOJIeM, CBSI3aHHBIX C
IPOEKTUPOBAHMEM M pealin3alield NPUKIAIHBIX 3allMIIeHHbIX pelmeHuil u 0a3 JaHHBIX MO0J
yIpaBJIEHUEM COBPEMEHHBIX CUCTEM yrpasieHus 6azamu qaHHbIX (CYB/).
3agaum Kypca:

- 00YYHTh CTYICHTOB MPUHIIUIIAM pa0OTHI COBPEMEHHBIX CHCTEM YIIpaBJICHUS 0a3aMu JaHHBIX;

- IPUBUTH CTYJCHTAM HaBBIKU IPOEKTUPOBAHMSI U peau3alnu 6a3 TaHHBIX;

- IaTh CTYJICHTaM MIPEJICTABICHHUE O MPOCKTHPOBAHUH U IKCILTyaTaI[UH PENSIIIMOHHBIX 0a3 TaHHBIX.

ILnanupyembie pe3yJbTAaThl 0CBOCHHSA
B pesynpTaTe OCBOGHHS JUCHUIUIMHBI OO0YyYaromuics JOJKeH 007afaTh  CIeIyIOIIMMU
KOMITETEHIIMSMU:
OIIK-14: cmocobeH mpoeKTUPOBaTh Oa3bl JAHHBIX, AJIMUHHCTPUPOBATH CHUCTEMBI YIIPaBICHUS
0a3aMu JaHHBIX B COOTBETCTBUHU C TPEOOBAHUSAMHU I10 3AIIUTE UH(OPMAIIIH;
B pe3ynbrare u3yueHus: AUCUUILIUHBI CTYACHT JOJIKEH:
3HaTh:
- 00J1aCTH MPUMEHEHUS CCTEM YIIpaBJeHUs 0a3aMu JaHHBIX;
- 0COOCHHOCTH YIPaBICHHS JaHHBIMH B CUCTEMax pacipeaesieHHOH 00paboTKu;
- paboTBI ¢ cCUCTEMaMH yIIpaBJIeHUs 0a3aMU JJAHHBIX HA Pa3IMYHBIX TIaThopMax;

YMmers:
- pa3pabaThIBaTh MPOrpaMMBbl Ha BBICOKOYPOBHEBBIX SI3BIKAX MPOTPAMMHUPOBAHUS
- IPUMEHSATH HaBBIKU pa3padoTyHKa U aJIMUHUCTpATOpa 6a3 JaHHBIX

Kpartkoe cogep:xxanue 1ucuumjinnbl (Moay.as) Jucuuruiaa BkioyaeT 12 tem:
Tewma 1. Uctopus pa3Butusi, Ha3HAYCHUE U POJIH 0a3 TaHHBIX

Tema 2. O6mue npunIuns nocrpoenus bJ[. Moaenu gaHHBIX

Tema 3. OCHOBBI MOCTPOCHUS PEISIUOHHBIX BJ]

Tema 4. ®usnueckas opraHu3zaius 6a3 JTaHHBIX

Tema 5. Hopmanu3anus 6a3pl JaHHBIX

Tema 6. S3bikoBbie cpenctBa CYBJI muist paznuunbix Moaeneit nanubix. A3k SQL
Tema 7. [InanupoBaHue, MPOEKTUPOBAHUE U AIMUHUCTpUpOBaHue b/]

Tema 8. Cepucusie cpeactsa CYB/I; cpencTBa aBTOMaTH3alMK IPOSKTUPOBAHUS 0a3 TaHHBIX
Tema 9. CpenctBa nojaepkaHus METOCTHOCTH 0a3bl JaHHBIX

Tema 10. Dxcmmyaranust 6a3 JaHHBIX

Tewma 11. TexHomorust u MOACIIM apXUTEKTYPHI KiueHT/cepBep. CepBephl 0a3 TaHHBIX
Tema 12. Tunonorus BJI.



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUAA
POCCHNCKOU OEJEPALINN

dezepanbHOE rOCYJapCTBCHHOE aBTOHOMHOE 00pa30oBaTe/IbHOC yIPEKACHHUE BBICLIECTO 00pa3oBaHus
«TIOMEHCKUU I'OCYAAPCTBEHHbBIN YHUBEPCUTET»

AHHOTAILIMSA K PABOYEM ITPOI'PAMME JUCLIAITJIMHBI (MOJTYJIST)
«TeopeTuKo-4ncIoBbIE METOBI B KpUNTOrpadum»
CnenunanpaocTb: 10.05.01 «KommbroTepHas 6€301acHOCThY»
cnenuanu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETeH»
(cBs13b, HHGOPMAIIMOHHBIE 1 KOMMYHUKAIIMOHHBIC TEXHOJIOTHUH )
¢dbopma oOyueHus: ouHast

O0bem qucuuNJINMHBbI (MOAyJsi): 4 3aueTHbIC eqUHUIBI, 144 akana.yac.
dopMa NpPoMeKyTOUYHOM aTTecTalUM: dK3aMeH (8 cemecTp).

Henau n 321244 0CBOEHMS TN CHUIIIHHBI (MOIYJIA)

Henpio nucuunauHbl « TeopeTUKO-UYUCIOBEIE METOIBI B KPUTITOTPAQHUI SIBISETCS U3JI0KEHHE 0a30BBIX

MPUHIIMIIOB IOCTPOEHUS U MAaTEMAaTUYECKOT0 0O0CHOBAHUS KPUNTOIPahUUECKUX CUCTEM.

3amauu Kypca - U3yueHue:

- TeopeTuko-4nCIOBBIX, aNreOpandecknx, aHATUTUIECKUX U BEPOSITHOCTHBIX MOJX0A0B K TOCTPOCHUIO
U aHAIIM3Y KPUNTOCUCTEM; - MaTemMaTudeckrue OCHOB KpunTorpaduu;

- MaremaTnueckux METOJ0B, UCIIOJIb3YEMbIX B KPUIITOAHAIHN3E

I[Inanupyemsble pe3yabTaTbl OCBOCHHS
B pesynpTate oOCBOEHUS AMCUUIUIMHBI OOydaroliuiics — JOJKeH o0ianaTh CIeAYIOUIUMU
KOMIICTCHIIUSIMU .
OIIK-3 - crocoOeH Ha OCHOBAaHMH COBOKYITHOCTH MaTeMaTHYECKHX METOJOB pa3pabdaThIBaTh,
00OCHOBBIBATh U PEATM30BBIBATH MPOLIEIYPHI PELICHN 3a]au MPOPEeCCHOHATBHOMN e TeTbHOCTH;

OIIK-10 — criocobeH aHanu3upoBaTh TEHACHIIMH PA3BUTUS METOJIOB M CPEICTB KPUNTOrpapruecKOM
3alUThl MH(GOPMALIMU, UCIOJIB30BaTh CPEJCTBA KPUNTOTrpahUUECKON 3aIUThl MHPOPMALUU MPH
pelIeHnHt 3a7a4 Npo(ecCHOHATBHOMN NesTeTbHOCTH.

B pesynbpTare nuzydeHus: UCHUTIINHBI CTYACHT JTODKCH:

3HaTh:

— TEOPETUKO-YUCIIOBBIE OCHOBBI JABYXKIIIOUEBOW KpUNTOrpaduu; OCHOBBI TUCKPETHOW anredpsl U
TEOPHH YKCEJI;, AJITOPUTMBI MPOBEPKU YHCET M MHOTOWICHOB Ha TMPOCTOTY, IMOCTPOCHUS
6OJII>H_II/IX HpOCTBIX YUCCII, pasnonceHml YUCCJI U MHOI'OWICHOB Ha MHOXHUTCIIH, ,Z[I/ICerTHOI‘O
norapu()MUPOBaHUS B KOHEYHBIX [TUKINYECKUX TPYTIax;

- OCHOBHBIC 3aJaun nu IIOHATUAX KpI/IHTOFpa(bI/II/I; OCHOBHBEIC BUIbI aCI/IMMeTpI/I‘IHBIX
KpUNTOTpaUIeCKuX aJrOpUTMOB.

VMmeTs:

- HpOBOI[I/ITB OI_[eHKy CJIOKHOCTH aJIr OpI/ITMOB; BBIITIOJIHUTH HOCTaHOBKy 3a1a4 KpI/IHToaHaJII/Ba n
yKa3aThb TOAXOAbl K HMX PEHICHUIO; HCIOJIb30BaTh OCHOBHBIE MAaTEMaTHUYECKHE METO/IbI,
IpUMEHseMbIe B CHHTE3€ U aHAJIN3€ TUIIOBBIX KPUITOTPapUUECKUX aITOPUTMOB;

— KOPPEKTHO MPUMEHITh CHMMETPHYHBIE M aCHMMETPHUYHBIC KPUNTOTPAPUUIECKHUE AITOPUTMBI;
dbopManu30BaTh MOCTABJICHHYIO 331a4y.

Kparkoe conepxxkanue nucuunanHbl (MoayJst) ucuuninya BKIOYaeT 7 TEM:
Tema 1. BBegenue B maremaruyeckue nmpoodiaemsl Kpunrorpaduu. OCHOBBI TEOPUU YUCET.



Tema 2. Teopus cpaBHEeHUI. BriueTsl.

Tema 3. CpaBHeHus niepBoid creneHu. CUCTeMbl CPaBHEHUM MEPBOM CTEIEHU

Tema 4. KBagpatuuHble CpaBHEHHS U KPUITOCUCTEMBI Ha MX OCHOBE. BeposATHOCTHBIE TECTHl Ha
IIPOCTOTY.

Tema 5. ITopoxkIarouii 3JIEMEHT U IUCKPETHBIN orapudm. Kpunrocucremsl Ha UX OCHOBE.
JlokazyeMo mpoCThI€ YHCIA.

Tema 6. AropuTMBI KpUIITOAHATN3A IU(PPOB C OTKPHITHIM KIIFOUYOM

Tema 7. KoHeuHbI€ TPYMIIBI U TTOJISI MHOTOYJICHOB



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUAA
POCCHNCKOU OEJEPALINN

dezepanbHOE rOCYJapCTBCHHOE aBTOHOMHOE 00pa30oBaTe/IbHOC yIPEKACHHUE BBICLIECTO 00pa3oBaHus
«TIOMEHCKUU I'OCYAAPCTBEHHbBIN YHUBEPCUTET»

AHHOTAILIMSA K PABOYEM ITPOI'PAMME JUCLIAITJIMHBI (MOJTYJIST)
«YnpasieHne HTHPOPMALMOHHON 6€30MaCHOCTHION
CnenunanpaocTb: 10.05.01 «KommbroTepHas 6€301acHOCThY»
cnenuanu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETeH»
(cBs13b, HHGOPMAIIMOHHBIE 1 KOMMYHUKAIIMOHHBIC TEXHOJIOTHUH )
(dbopma oOyueHus ouHast

O0bem qucuuNJINMHBbI (MOAyJsi): 4 3aueTHbIC eqUHUIBI, 144 akana.yac.
dopMa NpPoMeKyTOUYHOM aTTecTalum: 3k3aMeH (9 cemecTp).

Henau n 321244 0CBOEHUS TN CHUIITIHHBI (MOIYJIA)

Lenbro QUCUUIUTMHBI «Y IIpaBiieHHe HH(POPMAIIMOHHON 0€30MacHOCThIO» - U3YUYEHHE METOAO0B U
cpenct ympasieHuss uHpopmarmonHoit Oe3zomacHocThio (MB) Ha oOBbekTe, a Takke Ha H3yYCHHUE
OCHOBHBIX MOJXOJOB K pa3paboTKe, pealn3aluy, SKCIUTyaTalldd, aHaJu3y, COIMNPOBOXKICHUIO U
COBEPIIECHCTBOBAHUIO CUCTEM YIIpaBJIeHUs HH()OPMALIMOHHON 06€30M1aCHOCTHIO OMPEIEIEHHOT0 00BEKTa
(CYUB).

3agaum Kypca - U3y4yeHHeE:

o dopmupoBanue TpeboBaHUH K cucTeme yrpasieHus b KOHKpeTHOro oObeKTa.
e [IpoekTupoBanue cucreMsl ynpasieHnus b koHkpeTHOro 00beKTa.
e DdodexruBHoe ynpasieHne b KOHKpeTHOro 00BEKTA.

ILnanupyembie pe3yJbTAaThl 0CBOCHHSA
B pesymbrare OCBOGHHS AMCHMIUIMHBI OOyYaloOmMHCS  JOJDKEH O0JIafaTh CIEeTyIOUIMMU
KOMITETEHIIMSMHU:

e OIIK-6 . Crocoben mpu pernieHUH MpodhecCHOHATBHBIX 3a/lad OPTraHU30BBIBAThH 3aITUTY
UH(OPMALIUK OTPAHUYCHHOTO JIOCTYIAa B KOMIIBIOTEPHBIX CUCTEMaX M CETAX B COOTBETCTBUU C
HOPMAaTHBHBIMH TIPAaBOBBIMH aKTaMH W HOPMAaTHBHBIMH METOAMYECKUMH JOKYMEHTaMHU
OenepanbHoil cmyxObl OezomacHoctu Poccuiickoit denepanun, DenepanbHOil ciaykObl 10
TEXHHYECKOMY H SKCIIOPTHOMY KOHTPOJIIO.

B PE3YIbTATC U3YUCHUA JUCHUIIJIMHBI CTYACHT JOJIZKCH:

3HaTh:

® UCTOpUIO HH(GOPMALIMOHHBIX TEXHOJIOTHII;

® OCHOBHBIC HAIPABJICHUS TOBBIIICHHS HAJE)KHOCTH BBIYMCIUTEIBHBIX CHUCTEM, KOMIUIEKCOB U
CeTel, a Tak)Ke METObI U CPeICTBA 0OecTieueHrs 0€30MacCHOCTH U COXPaHHOCTH WH(OpMaIuy B
HUX;

® OCHOBHBIC MPUHITUITBI TOCTPOCHUS HH(POPMAIIMOHHON OE30MMaCHOCTH;

OCHOBHBIE CTAaHAAPTHI, pEriIaMeHTUupytomue ynpasienue Ub;

® CrocoObl 3amuUThl HHPOPMAIIMM B PA3IUYHBIX OINEPANMOHHBIX CHUCTEMaX; ® OCHOBHBIC
CTaHJapThl, periJameHTHpyromue yrpaienue HWb; e mpuHumnel pa3paboTKu MpoleccoB
ynpasienus Ub.

YMmeTh:
® [IOHMMATh CYITHOCTh U 3HaYCHHWE MHPOPMAIIMH B Pa3BUTUH COBPEMEHHOT'0 MH(OPMAITMOHHOTO
oOmiecTBa, CO3HABAaTh OMACHOCTH W YIPO3bl, BO3HHUKAIOUIME B ITOM MpOIECcCce, COOI0IATh



OCHOBHBIE TpeOOBaHMS HMH(POPMAIMOHHON O€30MacHOCTH, B TOM YHCIE 3al[UThI
rOCyIapCTBEHHOMW TAIHBI,

® aHaNM3UpOBaTh Tekylee cocrossHue Vb B opranusanuu ¢ nenbio pa3paboTku TpeOOBaHHMH K
paspabaTheIBacMBbIM TpolieccaM ynpasienus Ub;

® JICIIOJIB30BaTh COBPEMEHHBIE METO/bI M CPE/ICTBA pa3pabaThiBaTh mpolecchl ynpasienus Wb,
YUUTHIBAIONINE OCOOCHHOCTH (PYHKIIMOHHUPOBAHUS NPEANPUITUS W pElIaeMbIX UM 3afad, U
OLIEHUBATh UX 3 (HEKTUBHOCTH;

® [IPaKTHYECKH peliaTh 3a7aun GopManuzalnu pa3padaTbiBaeMbIX mpoleccoB ynpasieHus Ub;

® BBIJCNATH OCHOBHBIE METOJbl OpPraHU3alMK HH(POPMALMOHHOM OE30MaCHOCTH B YCIOBHSX
KOHKPETHOM 3a/1a4H;

® OIpeneNsaTh e U 3aaull, peraeMble pa3padaTbiBaeMbIMU IporieccaMu ynpasienus Ub;

® aHaIM3UpOBaTh Tekylee cocrossHue Vb B opranusanmu ¢ nenpio pa3paboTKu TpeOOBaHMMA K
paspabaTheIBaeMbIM MpolieccaM yrnpasienus Ub.

Kparkoe cogepskanue qucuumiinnbl (moayJst) Moayns 1.

OcHoBsl ynipasienus: Ub.

l. Bsenenue. basoseie Bompockl ympasieHus Wb, IlponeccHenii noaxoxn. BaxhHocTs u
aKTYyaJIbHOCTb JUCLUILIMHBL. Ee B3auMOCBS3b ¢ IPYrMMHU JUCHUIUIMHAMU cliennaibHOCTH. ConepkaHue
TUCIUIUIMHBL. Bunsl koHTpons 3HaHwil. CymHOCTh W (QyHKUMU yrpaBieHus. Hayka ympaBlieHUs.
[IpuHimnel, moaxoasl W BuAbl ynpasieHus. Llenu u 3amaum ynpasienust Wb. Ilonsitue cucremsi
yrnpasnenus. [Toustue CYHB. Mecro CYUD B pamkax o01ieli CUCTEMBI YITPABICHUS IPEATIPUITHEM.
Crangaptuzanus B 00J1aCTH IOCTPOEHUs cucTeM ynpasneHus. Mcropus passutus. [lonsitue nporecca.
Mertoas! popmanuzaiuu npoueccos. Lenu n 3agaun popmanuzanuu nporeccos. [ToHsTHE TPOIIECCHOTO
nonaxona. [Iponeccuslit moaxo kK pazpaboTke, peaan3aluu, SKCIUTyaTallui, aHaIu3y, COMPOBOKACHHIO
U COBEpPILICHCTBOBaHMIO cucteM ynpasieHus (Ha npumepe CYUB). OcuoBubie mporeccst CYUD u
TpeOOBaHUSs, MPEAbSBIIEMbIC K HUM KaXIbIM U3 CTaHJapTOB.

2. O6nacte nestensHOocTH CYUDB. Poneas crpykrypa CYUD. [Monutuka CYUB. [lonstue ponu.
Ucnonp3oBanne poneoro npuHiumna B pamkax CYUDB. IlpeumyiectBa MCMOIb30BaHUS POJEBOIO
npuHuuna. PoneBas crpyktypa CYUDB (OCHOBHBIE M [OMOJHUTENBHBIE pOiM). Ponb BeICIIETO
pykoBoacTBa opranuzamuu B CYHUbB. Ortanbl pazpabotku u ¢pynkimonuposanuss CYUD, Ha KoTopbx
Ba)KHO y4acTHE PYKOBOJCTBa opranu3auuu. CyTh y4yacTus pyKOBOJCTBA OPraHU3aLMU HA 3THX 3Tarax
(yTBEepXKICHUE TOKYMEHTOB, PE3YJIbTAaTOB aHain3a puckoB U T.1.). [Tonstue [Momuruku CYUD. Lenmn
Homutukun CYUB. Crpykrypa u conepxanue I[lomutuku CYUB. Mcrounuku wunHbopManuu amis
pa3zpabotku [Tomutuku CYUBD.

3. Puckonorus Ub. Llens nponecca ananusa puckos Mb. Otanbl u ydacTHUKM ITpoliecca aHalIu3a
puckoB Ub. Pa3zpabotka Metoauku ananusa puckoB Mb. TuBenTapuzarus aktuBoB. [loHsTHE aKTHBA.
Tunst aktuBoB. Uctounuku nHopmanmu 00 aktuBax opranusamnuu. Beioop yrposz Ub u ys3Bumocrteit
JUUIsL BBIZICJICHHBIX Ha ATane MHBEHTapu3auuu akTuBoB. OreHka puckoB Mb. IlmanupoBanue mep no
0o0paboTke BbIABICHHBIX puckoB Wb. YTBepxkineHue pesynpratoB aHanusa puckoB Wb y Beicuiero
pyKoBojicTBa. Mcrionp30BaHue pe3ysibTaTOB aHaln3a puckos Ub.

Monyis 2. OcHoBHble npoueccsl CYUD.

4. Ocnosubie niporieccbl CYUbB. O6s3atenbras gnokymentanus CYUbB. Iponeccsl «YnpasneHue
JOKYMEHTaMu» U «YTIpaBJICHHUE 3aTUCIMU (LI U 33[]a4d MPOIECCOB, BXOIHBIC/BBIXOIHBIC TaHHBIC,
POJIM YYACTHUKOB, 00s13aTENIbHBIC 3TAIBI TPOLIECCOB, CBsI3H ¢ Apyrumu npoueccamu CYUB). [ponecchbr
ynyuyimienuss CYUB («Buyrpennuii ayauty», «Koppektupytomue aerictBus», «lIpemynpexnarommue
nevctBusi»).  Ilpomecc  «MonuTopuHr  sddexkTuBHOCTHY  (BKJIIOYas  pa3pabOTKy  METPHK
spdextuBHocTH). [lonstue «3pemocts mnpouecca». IIpomecc «AHaIW3 CO CTOPOHBI BBICIIETO
pykoBozctBa». [Iponecc «O6yuenue u odbecredeHre 0CBEAOMICHHOCTH.

5. Okcrmutyatauus U HezaBucumbil ayaut CYUB. BBoa cucteMbl B sKcrutyatanuoo. Bo3MoxHbie
npobiemMbl U crmocoObl uX pemeHus. Buemnue aymutsl b Ha cooTBeTcTBHE TpeOOBaHHIM
HOPMAaTHUBHBIX JIOKYMEHTOB. OTambl mnpoBefeHus ayauta HWMb. Pesynpratel aymuta UMb u wux
untepnperanusa. Ceprudukamus no ISO/IEC 27001 wim I'OCT P MCO/MBK 27001. Ilepuox



skcrutyaraiun CYUDB nepen ceprudukanueir. Opranbsl no ceptuduxanuu, padoratomue B PO (ux
pasznuuus U TpeOoBaHUs). DTambl cepTH(PUKAIMOHHOTO ayauTa. Pemenue o ceprudukarun. Moayb
3.IIporeccsi.

6. Buenpenue paspaborannbpix mporieccoB. [JJokymeHT «IlojokeHre 0 MPpUMEHUMOCTHY. DTallbl
BHE/IPEHHS TPOILIECCOB M HX MOCeNoBaTelnbHOCTh. OOyueHHE COTPYIHUKOB, KaK OJWH W3 HTAIOB
BHeZpeHus. CII0)KHOCTH, BO3HHMKAIONIME MPU BHEAPEHUHU MpoueccoB yrpasinenus Ub, u cnocolsl ux
pewenus. KoHTponb Hajg BHeApeHueM mpoueccoB. JIOKyMEHTHMpOBaHME IIpolLiecca BHEAPEHUs
pa3paboTaHHBIX TpolieccoB. TumoBol nokymeHT «llonoxkeHue o mpumeHUMOcTH». Llens moxkymeHTa.
CrpykTypa u cogepkanue fokymeHTa. [Iporecc pa3paboTku JOKYMEHTA, peLICHHE CIIOPHBIX CUTYallui
pH pa3paboOTKe TOKYMEHTA.

7. ITponecec «Ynpasnenue unmuaeHramu Ub. [ponece «O6ecnedenrne HENMPepbIBHOCTH BEACHUS
ousHeca». llenmn u 3amaum mpornecca «YmpasiaeHus uHIUAeHTaMu b, BaXXHOCTh mpoliecca ¢ TOUYKH
3penus ynpasieHnus b BxoHbie/BBIXOIHBIC JaAHHBIE MTpoliecca. Y YacTHHUKH mporiecca. O0s3arenbHbIe
stamnbl nporecca. Cesazu ¢ apyrumu nponeccamu CYUDB. llenmu u 3amaun mpomecca «ObecnedeHue
HENPEPLIBHOCTH BeCHUsI Ou3Hecay». BXomHbIe/BBIXOAHBIE AaHHBIEC Mpoliecca. YUAaCTHUKH Ipolecca.
OO6s3atenbHbIe dTanbl nporiecca. Ces3u ¢ Apyrumu npoueccamu CYUB.

8. OOecrieyeHrie  COOTBETCTBUSL ~ TpeOOBaHWsAM  3akoHomarenbcTBa  P®.  Poccwuiickoe
3aKOHOJATEIbCTBO, 3aTparuBarollee acleKThl U MEXaHU3Mbl oOecredeHus Oe30MacHOCTH B paMKax
CYUB (aBTOpCKOE MpaBoO, 3allUTa MEPCOHAJBHBIX JAaHHBIX U T.A.). Pa3zpaboTka mpoleccoB WiIu
JIOTIOJIHEHNE CYIIECTBYIOIIMX IHpoueccoB ynpaieHuss Wb ¢ 1enpto  yIOBIETBOPEHHS ITUM
TpeOoBaHUAM (HEOOXOAUMBIE JOKYMEHTHI, MPOLECCH, B KOTOPBIX JaHHbIE TPEOOBAHUS MOTYT OBITh
BBITIOJTHCHB ).



AHHOTaIus K paboveii mporpaMMe JUCIUTLTIHBI
CoBpeMeHHbIE CUCTEMBI BUPTYyaIu3aluu
CrneunansHocts: 10.05.01 «KomnerorepHast 0€301aCHOCTb)»
Cnennanm3zanms «be30macHOCTh KOMITBIOTEPHBIX CHCTEM U ceTel (CBS3b, HH(POPMAIIOHHEIE U
KOMMYHHUKAI[HOHHBIE TEXHOJIOTHH)» (hopMa 00y4IEHUS OuHasI

O0beM TUCHMILUIMHBI (MOaYJIs1): 4 3.€.
®opma MPoMeKYTOYHOM aTTecTalMu: YK3aMeH (6 cemecTp).

Hesn 1 32124 0CBOEHM S JUCUMIIJIMHBI (MOXYJIS)

B xone u3yueHus: AUCHUIUIHMHBI 00yJaronirecs: MpuoOpeTaloT TEOPETUIECKHE U MTPAKTHUECKUE
HaBBIKH peaerOBaHI/m Ha MHIUACHTHI, UX paCCJIGIIOBaHI/Iﬂ, IIOUCKa III/I(prBI)IX CJICI0OB B KOMHI)IOTepHI)IX
cucTeMax, (pUKCcaIMi STUX CJIEJ0B B KAYECTBE JOKA3aTEIbCTB MO IPAKIAHCKUM U YTOJIOBHBIM J€JIaM,
aHajgu3a CcOOpaHHBIX MAaTEpPUANOB C IIENbIO0 BBISBICHUS HCTOYHMKA aTakKd W BOCCTAHOBIICHUS
pabOTOCIIOCOOHOCTH ~ CHCTEMBI, a TaKKe JOKYMEHTHPOBAHUS MPOTHBOIPABHBIX  JEHCTBUI
37TOYMBIIIICHHUKOB.

[Inanupyemble pe3yJbTaThl 0CBOECHHS

B pesynprare OCBOEHUS IUCHUIUIMHBI OOYYaIOIIUICS  JODKEH O0JIafaTh CJeXyIOIUME
KOMITCTECHIIHSIMHU:

OIIK-4. CriocobOeH aHamu3upOBaTh (PU3MYECKYIO CYNTHOCTH SIBICHHH M TPOIECCOB, JIKAIIUX B
OCHOBC q)YHKHI/IOHI/IpOBaHI/IH MI/IKpO3J'ICKTpOHHOI71 TCXHUKH, TPUMCHATH OCHOBHBIC (1)I/ISI/I‘~ICCKI/I€ 3aKOHBI
¥ MOJIENH TSI pEIICHUs 3a/1a4 podecCroHabHOM 1eATeTbHOCTH.

B pe3ynprare nuzydeHuss JUCHUILUIMHBI CTYACHT JIOJKEH:

3HaTh:
. texHosioruu aist DevOps;
. TEXHOJIOTUH BUPTYyaIU3aLnu;
. TUIEepBU30pPHI 1,2 ypOBHEI;
. METO/1bl 00eCIeYeHUs] 0TKA30yCTONYUBOCTH;
. METO/Ibl PE3EPBHOTO KOIIMPOBAHMSI;
. npUHLIMIBI pyHKIMoHupoBaHus Docker;
. kubernetes 1 opkecTpalnio KOHTEHHEPOB;
. TEXHOJIOTHIO [IEHTPAIM30BAHHOTO YIIPaBJICHUS JIOTaMHU;
. KoMmnoHeHTbl UT-uHdpacpykTypsr;
. ocobeHHocTH ornepanoHHbIX cucteM (OC) Linux;

. OCHOBHbIE MPUHIUIIBI U KoMaHabl CLI;



. ocHoBBI anmMuHHCcTprpoBanus B OC Linux; YMeTb:
yCTaHaBJIMBaTh U HACTpaWBaTh OCHOBHBIE  HMH(PACTPYKTYpHBIE KOMIOHEHTBHI IS
IIPOEKTHUPOBAHUS U pa3pabOTKU HHPOPMALMOHHBIX CUCTEM;
BBINOJIHATE 06a30BbIe pyHKIMU anMuHUCcTprpoBanus OC Linux;
paborarh ¢ CLI 1 cHCTEeMHBIMU YTHIIMTAMU;
KOH(HUTypHUPOBATh JOKAJIbHBIE CETH;
yCTaHaBJIMBATh M HACTPAUBATh HHCTPYMEHTHI pa3paboTyrka U He0OXOAMMbIe OMOIHOTEKH;
YIPaBIATh PENO3UTOPUEM MPOEKTA (JIOKAJIBHBIM M YIaIEHHBIM);
HACTpanBaTh I'MIEpPBU30pPHI 1,2 ypOBHEN;
HACTpPauBaTh U MPOBOAUTH MOHUTOPUHT UH(PPACTPYKTYpHI;  * HACTPauBaTh
[EHTPAIM30BAaHHOE YIIPABJICHUE JIOTAMH;
paborats ¢ Graylog, ELK, RabbitMQ, Zabbix.



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUA
POCCHNCKOU OEJEPALINN

dezepanbHOE rOCYJapCTBCHHOS aBTOHOMHOE 00pa30BaTe/IbHOC YIPEKACHHUE BBICLIECTO 00pa3oBaHus
«TIOMEHCKUU I'OCYAAPCTBEHHbBIN YHUBEPCUTET»

AHHOTAILMSA K PABOYEM ITPOI'PAMME JUCLIAIIJIMHBI (MOJTYJIST)
«S13BIKM IPOrpaMMUPOBAHUS
CnenunanpaocTb: 10.05.01 «KommbroTepHas 6€301acHOCThY»
cnenuanu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETeH»
(cBs13b, HHGOPMAIIMOHHBIE 1 KOMMYHUKAIIMOHHBIC TEXHOJIOTHUH )
(dbopma oOyueHus ouHast

O0bem qucuunanHbl (MoayJasi): 9 3.e., 324 akaz.yac.
dopma npoMeKyTOUHOM aTTecTamum: 3a4et (1 cemecTp), axk3ameH (2 cemecTp)

Henau n 321244 0CBOEHUS TN CHUILIUHBI (MOXYJIfA):

Heab AMCHUNJIMHBI: OCBOCHHME Oa30BBIX KOHCTPYKIHUS S3bIKA MPOTPAMMHUPOBAHUS BBICOKOTO
YPOBHS; M3yY€HHE CTAHJAPTHBIX THUIIOB JAHHBIX SI3bIKa MPOTPAMMUPOBAHMS BBICOKOTO YpPOBHS;
OBJIAICHUC YMCHHUCM KOHCTPYHUPOBAHHA IMMOJIb30BATCIIbCKUX TUIIOB HAHHBIX; IOJYUCHUC 3HAHUHU O
npuéMax anropuTMH3aluu, o (GopMaIbHOM MOCTaHOBKE 3aJaui, 00 OCHOBHBIX dTamax peaan3aluu
ImporpamMm Ha KOMIIBIOTCPC, (bOpMI/IpOBaHI/Ie TOTOBHOCTU HCIIOJIB30BaTh HpI/IO6peTeHHBI€ 3HAHUI B
npohecCuOHANBHOM e TeIbHOCTH.

3agauM AUCHMIJIMHBI:
® T[I0JlyueHUE 3HAHUIl, COCTABIAIONIMX OCHOBY HAay4HBIX IpeacTaBieHUil 00 uHbopmanuu,
UH(POPMALIMOHHBIX MPOIECCcaX, CHCTEMaX, TEXHOJOTUSX M MOJENAX; HpUOOpeTeHUH
MPAKTUYECKUX HAaBBIKOB pPa0OTHl € pa3iMYHbIMM BUIaMH HHGOPMAIUU C IOMOUIBIO
KOMITBIOTEpA U APYTHX CPEACTB HHPOPMALMOHHBIX 1 KOMMYHUKAITMOHHBIX TEXHOJIOTUH;
e oOydeHHE CTYICHTOB OCHOBHBIM TOJAXOJaM K TPOEKTUPOBAHUIO, pa3padOTKe U
UCIIOJIb30BaHUIO MIPOTPAMM;
® ath OOydJaloUIMMCs 3HAHHE TEXHOJOTHH pPa3paboTKH MPOrpaMMHOIO oOecredeHus ¢
HCIIOJIb30BaHNEM YHUBEPCAIbHBIX A3BIKOB IPOTrPAMMHUPOBAHHUS.
ILnanupyembie pe3yJbTAThl 0CBOCHHSA
OcBoeHHE NHUCHUILUIMHBI CIIOCOOCTBYET (bopMHUPOBAHHIO y oOydJaronmxcs
CJIEYIOIIUX KOMIIETCHLIUMN:
OIIK-7: cmocobeH co3maBaTh MPOrpaMMbl Ha SI3BIKaX BBICOKOTO M HU3KOTO YpPOBHS, NMPUMEHSITH
METOAbl ¥ MHCTPYMEHTAJIbHbIE CPEJCTBA MPOTrPAaMMHUPOBAHMS IS pelIeHUs] MpodecCHOHATBHBIX
3aJa4, OCYIIECTBISATH OOOCHOBAHHBIN BHIOOP MHCTPYMEHTApHUsl MPOTPaAaMMHPOBAHUS U CIIOCOOOB
OpraHu3alUH IPOrPaMM.

B pe3ynbraTe 0CBOSHUS IUCHUILUIMHBI 00yYaOIIUICs TOJIKEH:

3naem: OCHOBHBIE HANPABJICHHS PA3BUTUS TEXHOJIOTUH MPOrpPaMMHUPOBAHUS, BUIbI OCHOBHBIX

CTPYKTYp HaHHBIX, UX OCOOEHHOCTH, OCHOBHBIE METOJbI PEIECHUs THUIOBBIX UYHCJICHHBIX 3ajad,

METO/Ibl pEIICHUs] TNPO(ECCHOHANBHBIX, HCCICIOBATEIBCKAX W TMPHUKIAJAHBIX 3a/a4: OCHOBHBIC

KOHIENTYalIbHbIE MOJIO0XKEHHS MPOLEYPHOrO0 MPOrpaMMUPOBAHHUS, OCHOBHbIE METObl peain3aluu

COOTBETCTBYIOIIMX AJITOPUTMOB C MOMOIIbI0 DBM; anroputmsl 1 TEXHOJIOTUU MPOTPAMMHUPOBAHUS

JUTst pa3paboTKU MPUIIOKEHUH, OCYIIECTBISIIOIIMX PEeLICHHE TUITOBBIX 3a/1a.

2

Vmeem: hbopMann3oBaTh BEIUMCIUTENBHYIO 33a/1a4y U BEIOpaTh HEOOXOJUMBIN TUIIOBOM alNrOPUTM IS

€¢ peIICHHUS, BBIIBUTH TUIIOBBIC, a TaKKe HECTAHIAPTHBIC 3a7aud, pa3padoTaTh METOJ| PEIICHHUS

MOCTaBJICHHOM 3aJa4n C HCIIOJIb30BaHUEM TUIOBBIX AITOPUTMOB;
pa3pabarbiBaTh CHCIHAIU3UPOBAHHBIE MPOTPaMMBI JJIsl PEIICHUsS 3aJady, TEeCTUPOBaTh U



OTJaKUBATh IPOrPAaMMbI B MHTETPUPOBAHHOM  cpenie pa3pabOTKH; OMHpasiCh Ha 3HAHUSA
TEOPETUUYECKHIX OCHOB IIPOTPaMMUPOBAHHUS, ONITUMU3UPOBATH UCXOIHBIHN KOJI.

Kpatkoe cogep:xanue TUCHUIIMHBI (MOZYJIs1)
OcBoeHHEe TUCITUTIIUHBI PEJIIT0JIaraeT MOCIeI0BATEIFHOE OCBOSHUE CIEIYIONINX TEM:

1.

2.

XN

10.

11

Benenne B C#. Cucrema tunos si3pika C#. BolpaskeHus: U onepaTtopsl. YIIpaBleHHE
NEUCTBUSIMHU C JaHHBIMU. MacCUBEIL.

Ocnosubie npuHIUIE ¥ 3Tanbl OOII. Knaccel u 00beKkThL. DneMeHTHI kiacca. [Tons u
meronbl. CBoicTBa 0OBEKTOB.

Hacnenosanue B C#.

Buprtyanbsablie u nunamMuyeckue Metofsl. [lomumopdusm.

AbcTtpakTHble kiaccsl. MHTepdeticel. Mckimouenus. Jleneratsl u cOOBITHS

OCHOBBI BU3YaJIbHOTO TPOrpaMMHUpPOBaHUs Ha si3bike CH#.

Hcnonb30BaHKe CTaHAAPTHBIX KOMIIOHEHT IOJI30BATEILCKOTO HHTEepdetica
Pa3paboTka MHOTOOKOHHBIX TIpHiIOKeHUH. CTaHaapTHBIE OKHA jauaiora. dainoBbie
THUIIBI TAHHBIX.

Opranuzanus mexanuzma Drag&Drop.

[Toctpoenue rpaduuecKkux H300paKeHUH.

. Opranu3anusi MHOrOTIOTOYHBIX TTPUIIOKEHUH.
12.
13.
14.
15.
16.

OcHoBslI s13b1Ka Python.

Opranm3anus padboTsl ¢ ¢ainamu B Python.
@ynxkiun B Python.

Ocnossl OOIT B Python.

TexHonorMM AOCTYNA K JaHHBIM.



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUA
POCCHNCKOU OEJEPALINN

DdenepanbHOE rOCy1apCTBEHHOE aBTOHOMHOE 00pa30BaTEIbHOE YUPEKIECHUE BBICIIEI0 00pa30BaHMS

«TFOMEHCKMI T'OCY IAPCTBEHHbBIV YHUBEPCUTET»

AHHOTALIMSA K PABOYEHN ITPOI'PAMME JUCLMITIAHBI (MOY JIST)

«be30macHOCTh pacpeIeICHHBIX KOMITBIOTEPHBIX CHCTEM)
CrnenunanpaocTh: 10.05.01 «KommbroTepHas 6€3011acHOCTEY»
crenranu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETeH»
(cBs13b, HHGOPMAIIMOHHBIE 1 KOMMYHUKAIIMOHHBIC TEXHOJIOTHUH )
¢dbopma oOyueHus ouHast

O0beM qucUMILUTHHBI (MOAYJIs1): 4 3a4eTHBIX eAMHUIBL, 144 akas.gac.

®opmMa NpoMe:KYTOYHOI aTTecTalMu: 3k3amMeH (9 cemectp).
Hesan 1 3a1a4u 0CBOEHM S JUCUMIIJIMHBI (MOXYJISA)

HGHBIO JOUCIHUITIINHBI ((BGSOHaCHOCTB pacnpe;[eneHHHx KOMHBIOTepHBIX CUCTCEM)» SBJISICTCS
o0ydyeHHe CTYACHTOB OCHOBaM IPOEKTHUPOBAHUS 3aIMIIEHHBIX aBTOMATU3UPOBAHHBIX CHCTEM,
O3HAKOMIJICHHEC C O60py2[OBaHI/IeM nu OpI‘aHI/ISaHI/II/I 3allIUThl JAaTYUKOB, aBTOMaTI/ISI/IpOBaHHBIX y3JIOB n
JUCTIETYEPCKUX.

321,[[3.‘-11/1 AUCIHUITIINHBI ((B€3OHaCHOCTB pacnpe;[eneHHHx KOMHBIOTepHBIX CUCTEM».

WU3YYHUTH COBPEMEHHBIE TEXHOJIOTHYECKHE MTPOLIECCHI U UX TEXHOJIOTHIO;
OCHOBHYIO HOPMaTHUBHO-TEXHUYECKYIO JOKYMEHTALHUIO;
U3YYUTH BUJBI 000PYJOBAHUS U IPHHLIUIBI PAOOTHL;
U3y4YUThb BCEBO3MOKHBIE YTpO3Bl, BIMAIOIIME  Ha paboty
000py0BaHUs U TEXHOJIOTHYECKOTO TPOLIECCA B LENOM;
HAyYUThCS CTPOUTH MOJENM HApYLIMTENS Ul TPEATOKEHHOM TEXHOIOIMYECKON
JMHENKU WM TEXHOJIOTUH;
HAY4YHUThCSl HACTPaUBaTh 0OOPYL0BAHUE;
HAYYUTHCS CTPOUTH IPHUHLIUITHAIBEHBIC U TOJPOOHBIE AIEKTPHUUECKUE CXEMBI, B TOM YHCIIE
C MCIOJIB30BaHUEM DMYJIATOPOB U UMUTALIMOHHBIX TPEHAXKEPOB;

. HAYYUThCS pa3padarbiBaTh MHEMOCXEMBbl M CKaJa CHUCTeMbI JJis
IIPEMIOKEHHOI0 TEXHOJIOTUYECKOTO IIpoLiecca.

I[Inanupyemble pe3yabTaTbl OCBOCHHS
B pesynpTate oOCBOEHUS AMCHUUIUIMHBI OOydaroliuiics  JOJKeH o0nanaTh CIeAYIOUIUMU
KOMITETCHIIUSIMU:
OIIK-15—cmocobeH amMUHUCTPUPOBATH KOMITBIOTEPHBIE CETH U KOHTPOJIUPOBATH KOPPEKTHOCTH
uX (QYHKIIMOHUPOBAHUS.

B pesynbpTare nuzydeHus: JUCHUTIINHBI CTYACHT JODKEH:

3HATh:

— HOPMAaTHBHO-TEXHHYECKYIO TOKYMEHTAIHNIO;

— [pUHUUN paboThl 000PYAOBAaHHS aBTOMATU3UPOBAHHBIX CUCTEM;

— TpOorpaMMHOE oOecIieueHHe ISl MOJICIIMPOBAHUS aBTOMAaTH3HPOBAHHBIX CUCTEM;

—  CIOCOOBI 3aIINUTHI 000PYIOBAHUS U Y3JI0B aBTOMAaTH3MPOBAHHBIX CHCTEM;

— cnocoObl MPOBEJCHUS aHAM3a, a TakXke Mmoadopa OOOPYAOBAaHHUS M CPEICTB 3aAIUUTHI IS
MPEATI0KEHHOTO TEXHOJIOTHYECKOTO MPOIIeCcCa;

— METOJHMKH YTCHHS TEXHOJOTHUECKUX CXEM;

— CHCTeMbI aBTOMAaTH3HPOBAHHOTO IPOSKTUPOBAHUS CXEM, CETEH U y3JIOB.

YMmerh:

— MNPHUMCHATb HOPMATHUBHO-TCXHUYCCKYIO TOKYMCHTAIHIO,



— TMPOBOJIUTH SKCIEPUMEHTAIBHO-HCCIE0BATENbCKIE PA0OThI C O0OpYIOBAaHMEM M CETAMHU
aBTOMATHU3UPOBAHHBIX CHCTEM;

— HAcCTpauBaTh 3aLIUTY 000PYIOBaHMS U IPOBOJUTH MOHUTOPHHT CIIEHUAILHBIMU CPE/ICTBAMH;

IPUMEHATh HABBIKM I IPOBEICHUS aHalW3a, a Takke noadopa oOOpYyIOBaHUS U CPEACTB

3aIUUTHI JJI IPEUIOKEHHOTO TEXHOJIOTHYECKOT0 IPOLECCa;

AHanu3upoBaTh NPEII0KEHHBIE CTPYKTYPHBIE M IIPUHIUIINAIBHBIC TEXHOJIOTHYECKUE CXEMBI U

CETH aBTOMAaTU3UPOBAHHBIX CUCTEM U Y3JIOB;

Pa3zpa0OaTbiBaTh TEXHONOTMYECKME M IPUHLUUIHAIBHBIE CXEMbl, a TaKKe IPOBOAUTH

COOTBETCTBYIOIIHME pacyeThl MpH Moadope 000pyIOBaHHS U aBTOMAaTHU3UPOBAHHBIX Y3JIOB.

Kparkoe conepxkanue 1ucuunJInHbI (MOIYJis1)

Tema 1. Beeaenue. O630p cOBpeMEHHBIX aBTOMATH3UPOBAHHBIX CHCTEM U YCTPOMCTB.

Tema 2. Cucrema TemaocHAOXEHHUs 30aHUN PA3IMYHOTO HA3HAYCHHA. YYeT M pPEryJHpoBKa
TEIJIOHOCHUTEIIS.

Tema 3. TeruoBble CUETUUKH, UX YCTPOHCTBO M PEKUMBI PAOOTHI.

Tema 4. Nurepdeticel RS-232, RS-422 u RS-485.

Tema 5. Cucrema norogHoro peryiaupoBanus. CucreMa yrnpaBiaeHHs Ta30BBIMU U TBEPIOTOIIIMBHBIMU
KOTJIAMH.

Tema 6. TPM32 KOHTpOJUIEp 1  OTOIUIEHUS U I'BC. CYHA-121
KOHTPOJUIEP U1l TPYIII HACOCOB. YTPO3bl M aBApUIHBIC CUTYaLlUH.

Tema 7. YcTaHOBKM W YCTpOHCTBAa Ui TMOAJEPXKAHUA MHUKPOKIMMATa B IOMELICHHSX/3MaHUIX
pa3IM4YHOrO Ha3Ha4YeHus. Mozenn yrpos.

Tema 8. Cucrembl OXpaHHO-NOXApPHOM CHUTHAIM3alMM M HOXKapoTylleHus. OpraHuzanus
JUCIIETYEPCKUX ITYJIBTOB.

Tema 9. Cucremsl BuzpeonaOmoneHus. IIpoexkTupoBaHue ceTell OXpaHHOTO TeIEeBUIACHHS. Buabl
0o0opynoBaHus. 3aluTa JaHHbIX.

Tema 10. Cucrems! nucneryepuzanuu. Vx o0ycrpoiicTo. [IpuHIMITHANIBHBIE CXEMBI.

Tema 11. Cpena npoexktupoBanust Codesys. AnroputMbl padboTsl koHTposiepa [1JIK-150.

Tema 12. [Tpuniuns! KOHGUTYpUPOBAaHUS 00OPYAOBAaHUS aBTOMATU3AIIUH.

Tema 13. MogenupoBaHue ceTed W y3J0B CHUCTEM AaBTOMATHU3allMM B PA3JUYHBIX Cpelax.
HNmutanmoHHbIE MOJCIIN.

Tema 14. PazpaboTka Cxaga-cucTem.



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUA
POCCHNCKOU OEJEPALINN

dezepanbHOE rOCYJapCTBCHHOS aBTOHOMHOE 00pa3oBaTe/IbHOC yIPEHKACHHIE BBICLIECTO 00pa3oBaHus
«TIOMEHCKUU I'OCYAAPCTBEHHbBIN YHUBEPCUTET»

AHHOTALIMSA K PABOYEM ITPOI'PAMME JUCLIAITJIMHBI (MOJIYJIST)
«bonbmine ganHbIE)

CrnenunanpaocTh: 10.05.01 «KommbroTepHas 6€3011acHOCTEY»
crenranu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETeH»
(cBs13b, HHGOPMAIIMOHHBIE 1 KOMMYHUKAIIMOHHBIC TEXHOJIOTHUH )
¢dbopma oOyueHus ouHast

O0beM qucUMIIHHBI (MOAYJIs1): 4 3a4eTHBIX eAHUL, 144 akaj.uac.

dopma NPOMeKYTOYHOM aTTecTallMu: 3a4eT (8 ceMecTp).

Hesan 1 3a1a4u 0CBOEHM S JUCUMIIJIMHBI (MOXYJISA)

Henp auctuninunsl «bosbiiye 1aHHbIE) - (OPMUPOBAHUE KOMIIETCHIIUH, CBA3aHHBIX C IPUMEHEHUEM
TEOPETUYECKUX U MPAKTUUECKUX 3HAHUHN O OOJBIINX JaHHBIX, aHAJIMTUKE JAHHBIX U MHCTPYMEHTAaX 110
pabote ¢ OOIBIIMMU TaHHBIMU 1IpH pa3padotke I10.

3agaum Kypca - U3y4eHHe:

— 3HaKOMCTBO ¢ noHATHeM Big Data u ¢ TeXHOJIOTUSIMU YIIPaBJICHUS JaHHBIMU;

— pa3BUTh HABBIKW MPUMEHEHUS TEXHOJIOTU 10 paboTe ¢ OOIBIIMMH JaHHBIMU;

— U3YUYUTH MCTOAbI aHAJIN3a JAHHBIX;

— U3YYHTb IMOCTPOCHUE TEMAaTHUYECKUX MOJIETICH U MPUMEHEHNE X JIsl aHaIn3a JaHHbIX;

Ilnanupyembie pe3yJbTaThl 0CBOCHHS
B pesynpTare OCBOEHHS AMCUMIUIMHBI OOydaroUmIuiics  JOJDKEH 00JanaTh CIEAYIOUMMU
KOMIIETEHIUSMU:
OIIK-1 - cmocoben oueHuBaTh poib HWHPOPMALUU, HWH(GOPMALMOHHBIX TEXHOJOTUH H
nH(pOpMaAITMOHHOW 0E€30MacHOCTH B COBPEMEHHOM OOIIECTBE, WX 3HAYCHUE I 00ECIICUCHHUS
OOBEKTHBHBIX IMOTPEOHOCTEH JMYHOCTH, OOIIECTBA M TOCYyAapcTBa. B pesynbTare u3ydeHUs
JUCLUIUIMHBI CTYAEHT J0JIKEH:
3namey:

— CcOJep)KaHHe IPOLECCOB CAMOOPraHU3alMM M CaMoOOpa3oBaHMsA, HUX OCOOEHHOCTEH W
TEXHOJIOTUH pealu3alud, HCXOId M3 IeNiell COBEPIICHCTBOBAHMS MPO(EeCcCHOHANBHOM
NesTeNbHOCTH;

— OCHOBHbBIE IOHATHS NTpeaMeTHOM oOmacti Big Data, mpuHuumnsl 06paboTKi OOIBIINX JaHHBIX
B paclpe/ielIeHHbIX BBIYMCIUTENIBHBIX CUCTEMAX, BOZMOXKHBIE chepbl X IMPUI0KEHUHN MTpU
pELICHUH MPAKTUYECKHX 33124 HH(OPMAIIMOHHON 0€3011aCHOCTH;

— TE€XHOJIOTUU 00pabOTKU M aHAJIM3a JaHHBIX, COBPEMEHHBIE IPOTrPaMMHBIE CPEJCTBA aHAIM3a
60bIINX 00HEMOB HH()OPMAIIHH.

Ymems:

— CaMOCTOSITENIBHO  CTPOMTh TpOIeCC OBJaJeHUs uH(popMaluend, OTOOpaHHOH W
CTPYKTYPUPOBAaHHOMU JJIsl BBIIOJHEHUS IPOPECCUOHATIBHOM 1€ TEIbHOCTH;

— HCIOJb30BATh METOIBI M TEXHOJOI'MH MAIIMHHOTO OOYYeHMS Ul peIIeHHs MPUKIATHBIX
3a7a4  MH(POPMAIMOHHONW O0€30MacHOCTH, TPeOyrImmuX o0paboTKy OONBIIMX TaHHBIX,
BBIOMPATH TEXHOJIOTUH ¥ METO/IbI aHAJIM3a JAHHBIX, a TAK)KE aAalTUPOBATh 0a30BbIE METOIbI
K PELICHUIO MTPUKJIAJHBIX 3a7a4;

— pa3pabaTbIBaTh MPOTrPaMMBI IS pEIICHUS 3a/1ay aHAJIM3a JaHHBIX U3 Pa3IMYHBIX PEAMETHBIX
obacTeil, aHaIM3UPOBaTh, BEIOMPATh U MPUMEHATh IPOrPaMMHBIE CPEACTBA Ui aHAIU3a
TaHHBIX.

Kparkoe conepxxkanue nucuunanHbl (MoayJst) J{ucuumniria BKIOYaET 7 TEM:



NV hE LD —

Beenenue

[IpeameTHas obmacts Big Data

[TpuHIHIBEI PaOOTHI ¢ OONBITMMH JaHHBIMU
TexHomoruu u TeHaeHIMN paboThl ¢ Big Data
AHanu3 JaHHBIX U MAIIMHHOE 00y4YeHHE
CeMaHTHUYECKUI aHAJIU3 JaHHBIX

MeToabl ¥ TEXHUKH aHaIM3a OOJIBIINX JAaHHBIX



MMHUCTEPCTBO HAYKHU U BBICIIEI'O ObPA3OBAHUA
POCCHNCKOU OEJEPALINN

dezepanbHOE rOCYJapCTBCHHOS aBTOHOMHOE 00pa3oBaTe/IbHOC yIPEHKACHHIE BBICLIECTO 00pa3oBaHus
«TIOMEHCKUU I'OCYAAPCTBEHHbBIN YHUBEPCUTET»

AHHOTALIMSA K PABOYEM ITPOI'PAMME JUCLIAITJIMHBI (MOJIYJIST)
«BBeneHne B TEOPUIO BEPOSITHOCTEH U MAaTEMaTHUECKYIO CTATUCTHKY»
CrnenunanpaocTh: 10.05.01 «KommbroTepHas 6€3011acHOCTEY»
crenranu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETeH»
(cBs13b, HHGOPMAIIMOHHBIE 1 KOMMYHUKAIIMOHHBIC TEXHOJIOTHUH )
¢dbopma oOyueHus ouHast

TpynoeMKOCTh TUCHUIIMHBI: 5 3a4eTHBIX eAUMHUIL, 180 akageMUYeCKUX 4acoB.
DopMa NPOMEKYTOYHON aTTeCTAlUM: 7 CEMECTP - IK3aMEH.

Lenu u 3a1a4n 0CBOEHUS TUCHUILIUHBI

HGHBIO HU3YUCHUA I[aHHOﬁ AUCHUIUINHBL ABJISICTCA 3HAKOMCTBO CTYACHTOB C OCHOBHBIMU
MOHATUSIMHM, METOAAMHM U pe3yJibTaTaMH TEOPUU BEPOSITHOCTEH M MaTeMaTH4YEeCKOW CTaTUCTHKU.
OObexkTamMy HM3y4YeHUS B JaHHOM JUCIMIUIMHE SIBJISIOTCS CIydaiiHble COOBITHS W CilydaiiHble
BennunHbl. C HX TMOMOIIBIO MOTYT OBIThb c(OpPMYIHpPOBaHBl KaK 3aKOHBl MPHUPOABI, TaK U
pa3zHoo0pa3HbIe MPOIECCHI, MPOUCXOAAIINE B IKOHOMUKE, IPpUpoJe, TexHUKe. OTcro1a 00bEeKTUBHAS
BaXHOCTh TEOPUU BEPOSITHOCTEN U MaTeMaTHUECKON CTATUCTUKHU KaK CPEJICTBA U3YUEHHUSI CITydaiHbIX
SBJICHUM M NPOLECCOB. 3aJayaMM SBISETCS M3YYEHHE pPAa3IMYHBIX BEPOSTHOCTHBIX MOJENen
CIIy4alHBIX COOBITHH, CBOWCTB pAaCIpECICHUN CIy4alHBIX BEJIMYUH, NPEICTbHBIX TEOPEM,
OCHOBHBIX 3aJa4 MaTEeMaTUYECKOM CTAaTUCTUKHU. boJpIoe BHHUMAaHHE YACIACTCA BOIpoOCaM
MOCTPOCHUS MAaTEMAaTHYECKUX MOJENel CIy4alHbIX SKCIIEPUMEHTOB, MPOBEPKE CTAaTUCTHUYECKHUX
THIIOTE3, BBISABICHHUIO B3auMOCBSI3el MCKAY HCCICAYCMBIMH IPU3HAKAMU U BBIpa6OTK€ HAaBBbIKOB
MPUMEHEHHUS NU3YYEHHBIX METOJIOB IPU PEIICHUH MPAKTUYECKUX 3a/1a4.

IlnanupyemMsle pe3yabTaThl 0CBOCHHS

B pesymbraTe OCBOEHHMS IUCHMIUIMHBI OOydaloUmMiics  JTOJDKEH O0JaJaTh CIEAYIOIIUMHU
KOMITCTEHIHSIMU:
OIIK-3: cmocobeH Ha OCHOBAaHMHM COBOKYMHOCTH MaTeMaTHYEeCKUX METOJOB pa3padarhiBaTh,
000CHOBBIBATh 1 PEATM30BBIBATH MPOIETYPHI PEIICHNS 3a/1a4 Po(eCcCHOHATBHON AeATETLHOCTH.

Kpartkoe cogep:xaHue JTUCHHUIIINHBI

BBeneHnue B T€OpuI0 BEPOSTHOCTEH M MATEMaTUYECKYIO CTAaTUCTUKY. OCHOBHBIE NOHATUS TEOPUU
BeposiTHOcTe. CrydaifHple coObiTHs. Kitaccuueckoe, TeOMETPHYECKOe, CTaTUCTHYECKOE U
AKCMOMATHUYECKOE OIpPEJCNICHUs] BEPOSTHOCTH COOBITHS. YCJIOBHAas BEPOATHOCTh. TeopeMsl
CJIO’)KEHUS U YMHOXEHHS BeposTHOocTer. Dopmyina nmonHol BepositHocTu. Dopmyna baiieca. Cxema
bepnynnu. Ciydaiinbie BenuuuHbl. [[UCKpeTHBIE cilydaliHble BeIMYMHbl. HenpeprlBHbIE CilydyaiiHbIe
BesnuuHbL. [Ipumepsl pacnpeneneHnii U3BECTHBIX CITyYalHbIX BEJIMYHH.

3akoHbI pacnpeaeneHusi. YucaoBbIe XapaKTePUCTUKH CIIYYalHbIX BEIMYUH. 3aKOH OOJBIINX YHUCEIL.
IlenTpanpHast mipeAenbHas TeopeMa. [‘eHepaibHas COBOKYMHOCTh. BriOopku. OCHOBHBIC
BBIOOPOYHBIE XapaKTepUCTUKU. CTaTUCTUYECKHE OLEHKU. MeTObl CTAaTUCTHYECKOTO OI[CHUBAHUSI.
CrarucTuyeckasl IpoBepKa TMIOTE3.



MHWHHUCTEPCTBO HAVKU U BBICIIET'O OBPA3OBAHIS POCCUMCKOM ®EJEPALINN
MMHUCTEPCTBO HAYKU U BBICIIEI'O OBPA3OBAHUS
POCCUICKOM ®EJEPALINU
denepanbHOE TOCYAIAPCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEIKICHHE BBICIIIETO 00pa3oBaHuUs
«TFOMEHCKUU T'OCY JAPCTBEHHbBIN YHUBEPCUTET»

AHHOTAIIMA K PABOYEM ITPOT'PAMME JUCLUTIIMHBI (MOJYJIS)
«BsIcIas MaTemMaTuKa
CrnenuansHocTh: 10.05.01 «KommnbroTepHas 6€301acHOCTb)
crieranu3anus: «be30macHoCTh KOMIBIOTEPHBIX CUCTEM H CETEi»
(cBs3b, HH(OPMAIIMOHHBIE U KOMMYHHKAIIHOHHBIE TEXHOJIOTUH)
dhopma oOyueHust ouHas

TpynoeMKoOCTh TUCHUIJIMHBI: 16 3aUeTHBIX eMHULL, 576 akaIeMUUECKUX YacoB.

®opmMa NPOMeKYTOYHOM ATTECTANMM: 2 CEMECTP — K3aMEH, 3 CEMECTp — IK3aMeH, 4 CEMECTp —
9K3aMeEH, 5 ceMecTp — 3K3aMeH.

e 1 3a1a4M 0CBOEHUS AU CHUILTUHBI
HGHHMI/I npenoaaBaHvsl AUCHUILIMHEL SABJIAIOTCA:
* (dopMmupoBaHue u pa3BUTHE HaBBIKOB MaTEeMaTHYeCKOTO  MBIIIICHHS,
HAaBBbIKOB HUCITOJIb30BaHUA MaTEMATHYCCKUX MECTOOO0B u OCHOB MaTeMaTn4dYCCKOro
MOJICITUPOBAHMSI, MATEMAaTHIECKOH KYJIBTYpPBI Y 00yUYaIOIIHXCS;
+ oOecrieyeHHEe BBICOKOTO YpOBHS (hyHIAMEHTaIbHOH MaTeMaTHYECKOW MOATrOTOBKU CTYIEHTOB,
HEOOXO0AMMOTO IS TajTbHEUIIEr0 00yYeHHS U YCIICIITHOTO YCBOCHHS CIICIIHATBHBIX JUCIUTUINH;
° an06peTeHHe HaBBIKOB CaMOCTOATCIIBHOI'O U3YYCHUS OTACIbHBIX TEM JUCHUIUIMHBI U PCHICHUA
TUTIOBBIX 3a71a4;
* YCBOCHHME NOJYYCHHBIX 3HAHUU CTYAEHTaMH, a Takke (OPMHUPOBAHHE y HUX MOTHBAIMU K
camMo00pa30BaHMIO 32 CYET AKTUBU3AIIUH WX ITO3HABATEIHHOHN IEATEILHOCTH.
3az[aq1/1 HU3YUCHUSA JUCHUIIIINHBI:
* (¢$opMHpPOBaHHE Y CTYICHTOB 0a30BBIX 3HAHMK 00 OCHOBHBIX MAaTEMaTHYECKUX OOBEKTaX H
CTPYKTypax,
*  OCBOCHHE METOJIOB pabOTHI C YKa3aHHBIMH O0BEKTAMH;
° N3YUCHUC AJITOPUTMOB PCHICHUS TUITOBBIX 3a1a4;
* 0030p BO3MOXHOCTEH NMPUMEHEHUsI M3YyYCHHBIX MOEICH W METOJIOB K PEIICHHIO Pa3IMYHBIX
3amad.

Il1anupyemMble pe3yabTaThl 0CBOCHHS

B pesynbraTe OCBOCHMS IMCLUMIUIMHBI OOYYarOIIMMCS  JOJDKEH oO0NajgaTh CIEAYIOIUMU
KOMITCTEHIHSMHU:
OIIK-3: crmocobeH Ha OCHOBaHMM COBOKYITHOCTH MAaT€MaTHYECKHUX METO/I0B pa3paldaThiBaTh,
000CHOBBIBATh U PEATM30BBIBATH MPOIIETYPHI PEIICHNS 3a/1a4 NPO(eCCHOHATBHON AEATETLHOCTH.

Kparkoe conepxxkanne 1ucuunJanHbl MaTpuibl U ONPEaCIIUTENH.
CucreMbl TMHENHBIX YPaBHEHUN U HEPABEHCTB.
OcHOBHBIE aNIreOpandecKue CTPYKTYPHI.
Konpmo nenwix amcen. Konbiia BEIYETOB.
ITone KOMIJIEKCHBIX YHCE.
Koap1o MHOrO4JICHOB.



EBKIINIOBBI M YHUTapHBIE IPOCTPAHCTBA.

JIuHeitHbpIe onepaTopsl.

’KopnanoBa HopManbHasi popMa MaTPUIIBL.

JIuHeitHbpIe onepaTopbl B MPOCTPAHCTBAX.

KBagparuunbie (OpMBI.

I'pynmsi. Kosbiia. [Toss.

[Tpsimast Ha mockoctu. [IpsiMast ¥ ITOCKOCTH B MPOCTPAHCTBE DILIHIIC, Tapaboa, runepooia.
JIuHNM ¥ MOBEPXHOCTH BTOPOTO MOPSAKA.

KBagparuunbie (GOpMBI.

[IpuBeneHue kBagpaTHUHBIX (HOPM K IJIABHBIM OCSM.



MHHHUCTEPCTBO HAYKU U BBICIIEI'O ObPA3OBAHIMA
POCCHUNCKOU OEJJEPALINN

dezepanbHOE roCy1apCTBCHHOE aBTOHOMHOE 00pa3oBaTe/IbHOS yUPEKACHUE BBICIIECTO 00pa3soBaHus
«TIOMEHCKHWU I'OCY JAPCTBEHHBIN YHUBEPCUTET»

AHHOTALIMS K PABOYEM ITPOI'PAMME JUCLIMITJIMHBI (MOY J15T)
«JlonoTHUTEBHBIE TI1aBbl HH(OPMAIIMOHHON 0€30IacHOCTI
CrnemmmansHocTh: 10.05.01 «KommnbroTepHast 6€301MacHOCThY

cnenuanu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETEH»
(cBs13b, HTHGOPMAIIMOHHBIE 1 KOMMYHUKAITHOHHBIC TEXHOJIOTHH )
dbopma oOyueHus: ouHast

O0bem qucHUNJINHBI (MOAYJIs1): S 3aueTHbIC equHUIBI, 180 akam.yac.

dopMa NpPoMeKyTOUYHOM aTTecTamum: 3a4et (A cemectp).

Henau n 321244 0CBOeHMS TN CHUIIIHHBI (MOIYJIA)

[lenpto mucHUIUIMHBL  «JlOTIONHUTENbHBIE TJaBbl HMHQPOPMAIIMOHHOM O€30MacHOCTH»  SABISETCS
TEOpETUYECKasl U MPAKTUYECKasi MOATOTOBKA CIEIUAIKMCTOB K JIEATEIBHOCTH, CBA3aHHON C 3alUTON
uH(pOpMallMK; CHCTeMaTu3allyds 3HaHUM, a TaKKe COBEpIICHCTBOBAHME YMEHHUH U HaBBIKOB,
HEOOXOAUMBIX JUIS TOCTPOCHHS 3((HEKTUBHON CHCTEMBI 3aIIUTHI HHPOPMALIUH.

3amauv  IUCUUIUIMHBL  «JlomoTHUTENbHbIE TJaBbl HMHQOPMAIMOHHON O0€30MacHOCTH»: ONHMCAHUE
pa3IMYHBIX TOAXOJOB K OpraHM3alMHd TMpolecca MPOBEPKH  TMOUIMHHOCTH  CYIIHOCTEH
nH(pOpMAITMOHHOW  0€30MacHOCTH; TEOpeTHYEeCKas M MpaKTHYecKas mpopaboTka Mojeieu
pasrpaHWYCHHs] TpaB JOCTYyINa; W3YYCHHE METOAUK TMPOBEACHUS ayauTa WHQPOPMAIMOHHON
0e30MacHOCT W TecTa Ha MPOHUKHOBEHHE; OCBOCHHE METOJIOB YydeTa M aHaiu3a JeHCTBUI
MoJIb30BaTeseii B MHPOPMAIIMOHHON cucTeMe; 00yUeHHe HaBbIKAM PEIICHUS 3a71a4 WHHOPMaIMOHHON
0€30MacHOCTH C ITOMOIILI0 BO3MOKHOCTEH MAIlTMHHOTO O0Y4CHHUS.

Ilnanupyemsle pe3y/ibTaThbl OCBOCHUS
B pesynpTare OCBOEHUS AUCHUIUIMHBI OOYYarOIIMIiCS  JOJDKEH 001alaTh CIEAYIOUTUMHU
KOMITETEHIIUSIMU:
OIIK-5. CriocobeH mpUMEeHSATh HOPMATUBHBIE MTPABOBBIE aKThl, HOPMATUBHBIC U METOTUIECKIE
JOKYMEHTBI, PETIIaMEHTUPYIOIINE ACSITEIbHOCTD M0 3alluTe HHPOpMaIUH.

B pe3ynbrare uzyueHus: JUCHUILIUHBI CTYACHT JIO0KEH:

3HaTh:

* pa3iIMyYHbIE MOAXOAbl K OpraHU3alMU TMpolecca MPOBEPKH MOJJIUHHOCTH CYIIHOCTEH
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;

*  TEOpeTHYECKYI0 0azy MoJeneil pa3rpaHUdCHHsI IPaB JOCTYIA;

*  METOJMKH MPOBEACHUS ayIuTa NHHOPMAIMOHHON 0€30MacCHOCTH U TeCTa Ha IPOHUKHOBEHUE

*  METOJBI yueTa M aHaIHu3a JACHCTBUHU MOIb30BaTesei B MH(OOPMAITMOHHOW CHCTEME;

* METOABI pEIIeHUs 3a7ad HWHQPOPMAIMOHHON OE30MacHOCTH C TMOMOIIBI0 BO3MOXKHOCTEH
MAIIMHHOTO O0y4YeHUSI.

YMmern:

* INPUMEHATH Pa3IM4YHBIC IOAXOABI K OPTraHU3ALNH ITPOLECCa IPOBEPKHU MOAINHHOCTHU CYIITHOCTEH
nH(pOpMaIMOHHOM 0€30MMacHOCTH;

* [PUMEHATH MOJENHN pasrpaHUYEHHUs [IpaB 0CTYIA Ha IPAKTUKE;

* [PUMEHATh METOJUKU INPOBEJIEHHsS ayauTa HH(OPMAIMOHHONW O€30macHOCTH M TecTa Ha
IIPOHUKHOBEHHUE;

* IPUMEHSATh METOJIbI yUeTa U aHaIM3a JeHCTBUH MOb30BaTeNeill B MH()OPMAIIMOHHON CHCTEME;

* PUMEHATh METOJbl PpELIeHUs 3ahady HMH(OPMAIMOHHONM O€30IaCHOCTH C  IOMOIIBIO
BO3MOXXHOCTEH MAIIMHHOTO O0yYEeHHUS.



Kpatkoe cogep:xanue TUCHUIIMHBI (MOZYJIs1)

Jlexms 1. Beenenue B undopmarmonHyro 6e3omacHoCcTb. OCHOBHBIC TTOHSATHUS U OIPEICTICHUSI.
Omnpenenenne nHopmannoHHou 6e3omacHocT. OnpenencHue KOHPUACHIIMATHPHOCTH, IETOCTHOCTH U
nocTyrmHOCTH nHpopManuu. OnpeneneHue yrpo3bl, yI3BUMOCTH U dKcIuioiTa. ClIoBapu ys3BUMOCTEH.
OcHoBHBIE cTIOCOOBI 0OecTieueHus: THPOPMAIMOHHON 0€30MIaCHOCTH.

Jlexuus 2. Knaccudukanus yrpo3 nHpopMamoHHoH 6€30MaCHOCTH.

Knaccudukanus yrpo3 nadopmaimoHHou 6e30macHOCTH HHGOPMAIIMOHHBIX CUCTEM T10 Py 0a30BBIX
NPU3HAKOB: [0 TPHUPOJE BO3HUKHOBEHHUS, IO CTENEHU NPEIHAMEPEHHOCTU TMOSBICHHS, I10
HETOCPEACTBEHHOMY UCTOYHHKY YTPO3, T10 MOJIOKEHUIO HCTOYHHUKA YTPO3, IO CTETIEHN 3aBUCUMOCTH OT
AKTUBHOCTH MH(POPMAIIMOHHON CHUCTEMBI, IO CTENEHU BO3JEHCTBUSA Ha WH(POPMALMOHHYIO CUCTEMY H
T.JI.

Jlexuwmst 3. AyreHTH(HKALKA: TPOBEPKA MOUIMHHOCTH MOJIb30BaTeNeH.

Onpenenenne ayTeHTUGHUKAIIMHA KaK MpoIiecca MPOBEPKH TMOMTUHHOCTH CyOBeKTa. AyTeHTHU(UKAIUS
BUaa «KIUCHT-CUCTCMaA)», CCTCBAsid aYTeHTI/Iq)I/IKaHI/IH. BI/IOMeTpI/I‘IeCKI/Ie METOAbI ayTeHTI/I(l)I/IKaI_[I/II/I.
AyTeHTH(UKAIMS C TOMOMIBIO JIEKTPOHHO-IU(POBOH moAnucH. AyTeHTU(UKALUS C TTIOMOIIBIO MaphI
«orus/mapoiby. [Ipotokon Radius, Kerberos.

Jlexuus 4. ABropu3anus: pa3rpaHuyeHue Mpas JOCTYIA.

ABTOpHM3anMs Kak OCHOBHOW MEXaHM3M pasrpaHMueHMss mpaB jgoctyna. OCHOBHBIE MOJENIU
pasrpaHUYeHMs [IpaB JOCTyIA: TUCKPELMOHHAs MOJIENb, MAaHAATHAs MOJIENb, POJIEBask MOAEIb JOCTYIIA,
MO/JIEJIb N30JIMPOBAaHHOM IPOrpaMMHOM CpeJibl, MOJIeNIb O€30MaCHOCTH HH(POPMALIMOHHBIX TTOTOKOB.

Jlexmms 5. O630p oTeuecTBeHHBIX cTaHAapToB b 1 nx cpaBHeHUE ¢ 3apy0eKHBIMU CTaHAAPTAMH.
OOBEKTHI MPABOBOTO PETYIUPOBAHUS MPU CO3TAHUH M KCIUTYaTAIlMM CUCTEMBI 3alIUThl HHPOPMAIIHH.
Hcnonp30BaHre CYIIECTBYIOIIMX HOPMATHUBHBIX aKTOB JUISl CO3JAaHUSI CHCTEMbl HH(pOPMAIMOHHOMN
0e3omacHOCTH. OCHOBHBIE TMOJOXKEHUS PYKOBOISIIUX IPABOBBIX JOKYMEHTOB. McTopus co3maHus
TCSEC («OpanxeBast kauray). OcHoBHBIE Moj1okeHust Pykoomsmux nokymeHnToB @CTOK B obmactu
3autel uHGopMmanuuu. Ctannapt 'OCT P UCO/M3K 15408 (na ocnoBe Tekcrta ctannapra ISO 15408),
0030p crangaptoB rpymnnsel MCO/MOK 27000 (ra ocaoBe cepuu ctangaptoB ISO/IEC 27000).

Jlexust 6. CTpyKTypa CUCTEMBI 3aIlUThl HHPOPMALIUH.

KoMmriekcHblii monxon K oOecnedeHuio WHGOpMAMOHHONW Oe3omacHocTh. [loHATHE TONMUTHKA
0€30MacHOCTH, MOJENH TOJUTUKUA Oe30macHOCTU. JIMCKpeIMOHHAs TOMUTHKA 0e30MacHOCTH.
MagnaTtHasg  moJuTHKAa — Oe3omacHocTy. MaHpmarHas — [OJWTHUKA  I(eJocTHOCTH.  IlomuTuka
uH(GOPMAIIMOHHONW O0€30IMacHOCTH KaK OCHOBAa OpraHU3alMOHHBIX Meponpustuii. KoHTpons u
MOJIEJTMPOBAaHUE KaK OCHOBHBIE (DOPMBI OpraHU3aLMOHHBIX JACHCTBHUI IpU MPOBEPKE AEHCTBEHHOCTH
cuctemMbl WH(GOPMAMOHHOW 0e30macHOCTH. PasrpanudeHue mpaB JOCTyNMa Kak OCHOBOIOJAraroiiee
TpeOOBaHUE OPraHU3ALMOHHBIX MEPOTIPUATUIN U UX MPAaKTUUYECKas peaan3alus Ha O0bEKTe 3alIUTHI.

Jlexuust 7. OCHOBHBIE AJIEMEHTBI CUCTEMBI 3allIUTHl HH(POPMAITUH.
Onucanne OCHOBHBIX 3JIEMEHTOB cucTeMbl 3anuThl nHopmaruu (IDS/IPS, SIEM, DLP, 6pannmaysp
U T.J.).

Jlexuwmst 8. Ayaut nH(pOpMaMOHHOH 0€30MacHOCTH.

Aymut cucrembl uH(popManuoHHON  Oe3omacHocT. OmpeneneHue  ypOBHS — 3aIMIIEHHOCTH
UH(POPMALIMOHHON CUCTEMBL. AYAMT CHCTEMbl HH()OPMAIMOHHOW O€30macHOCTH Ha OOBEKTEe Kak
OCHOBaHMeE JUIsl HOJATOTOBKH OPTaHM3AalMOHHBIX M MPABOBBIX Meponpuatuil. Ero kpurepun, Gopmsl n
METOMBbI. AJTOPUTM MIPOBEACHUS ayAUTa HHPOPMALMOHHOM O€30MMacHOCTH.

Jlexuust 9. AHaJIU3 U OLICHKA PUCKOB WH(POPMAIIMOHHOI 0€301MacHOCTH.
KonmuecTBeHHass W KaueCTBEHHAs OICHKM PHUCKOB. MeETONMKM aHamM3a W OIEHKHM PHCKOB
UH(POPMALIMOHHOM 0€30MacHOCTH.



[ImaHbl NpakTUYECKUX 3aHATUN

[IpakTuueckoe 3ausTHEe 1. OOBEKTH U CYOBEKTH HHPOPMALIMOHHON O€30MacCHOCTH.
Omnpenenenne 00bEKTOB U CyOBEKTOB HHPOPMAIIMOHHON 0€301aCHOCTH B MH(GOPMAITHOHHON CHCTEME.

[IpakTuueckoe 3ausaTHE 2. YTPO3bl HHOOPMAIIMOHHON 0€30MaCHOCTH.
[IpoBenenue knaccupukauy yrpo3 HHOOPMAITMOHHOW 0€301MacHOCTH B HH(POPMAITMOHHOM CHCTEME.

[TpakTuueckoe 3ansaTue 3. AyTeHTU(DUKAIHUA.
Peanuzanus ayreHTH(UKALIUY TTOJIB30BaTENEH ¢ UCTIOIB30BAHUEM TAPHI «JIOTUH/TIAPOIIBY.

[IpakTuueckoe 3anarue 4. ABTopusarus.
CpaBHUTENBHBIN aHATIU3 U pealTi3alusl JUCKPEIIMOHHOM, MaHJATHOM U POJIEBOM MOJENIEN N0CTYyIa.

[Ipaktuuyeckoe 3austue 5. OreuecTBeHHble cTaHAapTbl b u uX cpaBHeHHE ¢ 3apyOeKHBIMU
CTaHJapTaAMH.

Obecnieuenne Oe3onacHOCTH MH(DOPMAIMOHHOW CHUCTEMBI B cOOTBeTCTBUU co crangaprom ['OCT P
NCO/MDBK 15408 u crangapramu rpynmsl MCO/M3K 27000.

[Ipaktrueckoe 3anstue 6. [loctpoeHne cucTeMsl 3aUTH HHGOPMAIIIH.

Pa3zpaboTka 1 000CHOBaHUE MOJUTUKHM OE30MACHOCTH sl MH(OPMAIIMOHHON cucTeMbl. Peanmzarus
NPUHIUIA TITyOOKOH SIIETOHUPOBAHHOCTH OOOPOHBI B COOTBETCTBUU C KOMIUIEKCHBIM TIOJXOJIOM K
obecrnieueHnI0 HHPOPMAIIMOHHON 0€30IacCHOCTH.

[IpakTrueckoe 3aHsaTHE 7. DIEMEHTHI CUCTEMBI 3alUTHI HH(MOopMaruu. Hactpoiika 6paramayspa u IDS.

[IpakTrueckoe 3ansaTue 8. AyauT nHGOPMAIIMOHHONH O€30MaCHOCTH.
[MonroroBka makera JOKyMEHTOB B paMKaX MPOBEACHUS ayAuTa HHPOPMAITMOHHOW OE30MaCHOCTH.

[IpakTuueckoe 3ansATHE 9. AHATU3 TEKYLIEr0 YPOBHS 3aLIUIIEHHOCTH WH()OPMAIIMOHHOW CHUCTEMBI.
AHanu3 3alMIEHHOCTH cucTeMbl 1o MeTogy CRAMM.



MHHHUCTEPCTBO HAYKU U BBICIIEI'O ObPA3OBAHIMA
POCCHUNCKOU OEJJEPALINN

dezepanbHOE roCy1apCTBCHHOE aBTOHOMHOE 00pa3oBaTe/IbHOS yUPEKACHUE BBICIIECTO 00pa3soBaHus
«TIOMEHCKHWU I'OCY JAPCTBEHHBIN YHUBEPCUTET»

AHHOTALIMS K PABOYEM ITPOI'PAMME JUCLIMITJIMHBI (MOY J15T)
«3ammTa KOPImopaTUBHBIX CHCTEM»

CrnemmmansHocTh: 10.05.01 «KommnbroTepHast 6€301MacHOCThY
cnenuanu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETEH»
(cBs13b, HTHGOPMAIIMOHHBIE 1 KOMMYHUKAITHOHHBIC TEXHOJIOTHH )
dbopma oOyueHus: ouHast

O0bem qucuUNJIMHBI (MOAYJIs1): 4 3a4eTHBIC €AUHUIBI, 144 akaleMUYECKUX Yaca.
dopma NpoMeKyTOUYHOI aTTecTalMM: dKk3aMeH (9 cemecTtp).

Llesn v 32724 0CBOEHMA AUCHMIIIHHBI

JucuurumHa «3amuTa KOPIopaTUBHBIX CHCTEM» 00ecreunBaeT MpuoOpeTeHre 3HAHUN |
YMEHHH B COOTBETCTBHHM C TOCYAapCTBEHHBIM 00pa30BaTEeIbHBIM CTaHAAPTOM, COACHCTBYET
(GopMHPOBAHNIO MUPOBO33PEHUS U CUCTEMHOTO MBILIICHHUSL.

Llens aucnMIUIMHBL «3anIUTa KOPHOPATHBHBIX CHCTEM» SIBIISCTCS M3y4CHHE MPOTPAMMHBIX
CIOCO0OB M METOJIOB 3aLIUTHl COBPEMEHHBIX CETEBBIX CEPBHCOB M MPOTOKOJIOB MapUIpyTHU3aLUHU, a
TaKKe - M3Y4EHHE OCHOBHBIX MOAXOJOB K OSKCIUTyaTallMd TEXHOJIOTHH 3allUThl IpH Mepeaade
UHOpPMALIUU B CETH MPEANPUATHS. 3a/1a4u Kypca:

* AHamu3 TpUHIMNOB  (QYHKIMOHUPOBAHWS ¥ 3AIIUTHl  COBPEMEHHBIX  IPOTOKOJIOB
MapUIpyTU3ALUU B CETH MPEATIPHUSITHUS;

*  Opranmusanus 06e30macHbIX 0a30BBIX CEPBUCOB B CETH MPEATIPHATHS CPEICTBAMH COBPEMEHHOTO
TEJIEKOMMYHHUKAI[HOHHOTO 000PY/I0BaHUS;

* l3yueHue (hyHKIMOHANBHBIX BO3MOXHOCTEH COBPEMEHHBIX TEXHOJIOTHH 3allUTHl Heperadn
UH(POPMALIUU B CETH MPEATIPUATHUS.

ILi1anupyemMsle pe3yIbTaThl 0CBOEHHS

B pesynbraTe OCBOGHHS JUCHMIUIMHBI OOy4aromMHCS JOJDKEH 00JanaTh — CIEAYIOUIMMU
KOMITCTEHIHSIMHU:

OIIK-11. Crocoben pa3zpalaTbiBaTh MOJUTHKH O€30MAaCHOCTH, MOJUTUKH YIIPABICHHS JOCTYIIOM U
MH()OPMAIIMOHHBIMH TOTOKAMH B KOMIIBIOTEPHBIX CHCTEMax C YYETOM Yrpo3 Oe30MacHOCTH
uHpOpMaLKU U TpeOOBAaHUH 110 3aIUTe HHPOPMALIHH.

OIIK-4.2 CnocobeH aHaMM3WpOBaTh 3AIIUIIEHHOCTh, IPOBOJUTH MOHUTOPHHT, ayAUT W
KOHTPOJIbHBIE TPOBEPKH pabOTOCIIOCOOHOCTH U 3alUIIIEHHOCTH KOMITBIOTEPHBIX CUCTEM U ceTel (1o
00J1aCTSIM MPUMEHEHHS ).

B PE3YIbTATC U3YUCHUS JUCHUIIIMHBI CTYJCHT NOJIKCH: 3HATDL:

e Yrpo3sl HapymieHusI HHGOPMAIIMOHHON O€30MaCHOCTH KOMITBIOTEPHBIX CeTeH
[TpuHIMIIBI GYHKIIMOHUPOBAHUS 3AIIUIIEHHBIX CETEBBIX IPOTOKOJIOB

CpencTBa MOHUTOPUHIA U aHAJIN3a KOMIIBIOTEPHBIX CETEH;

OcHoBHbIE KpUNTOrpaduuecKrue METO bl 3aIUThI HH(OpMaLIUN

ApPXUTEKTYPY U (QYHKIIMH CUCTEM YIIPABICHUS CETSIMH, CTAaHJAPThI CUCTEM YIIPABICHUS
MeTobl ycTpaHEeHHUS! HEUCTIPABHOCTEN B TEXHUYECKUX CHCTEMAX;

YMETh:

e [IpuMeHATH  OCHOBHBIE IIPOTOKOJIBI U TEXHOJIOTUM o0ecredeHnus 0e30MacHOCTH
KOMIIBIOTEPHBIX CeTeH

® BhINOJHATP MOHUTOPMHI M aHauu3 paOOThl JIOKAJIbHOM CETH C IMOMOUIbIO IPOrPaMMHO-
aImnapaTHbIX CPEICTB



® DBrINoIHATE JEHCTBUA 110 YCTPAHEHUIO HEUCIIPABHOCTEU
e OcymecTBIATh JUaTHOCTUKY U TOMCK HEMCIIPABHOCTEN BCEX KOMIIOHEHTOB CETH.

Kpartkoe conep:xaHue 1MCHMILTHHBI

Tema 1. 3amura KOpIOPaTUBHBIX CUCTEM B KOMIBIOTEpHOU ceTH. Tema 2. MapuipyTusanus B c€TU
npeanpustus. Tema 3. Crarunueckue Mmapuipytsl miist [Pv4 / IPv6 Tema 4. 3amura nmporokona RIP.
Tema 5. 3amura nporokosna EIGRP.

Tema 6. 3amura npotokona OSPF.

Tema 7. IlogkatoueHue ceTy npeanpuaTus K cetu MHTepHeT ¢ ncnosnb3oBanueM nporokona BGP.
Tema 8. 3ammTa OCHOBHBIX CEPBUCOB ceTH mpeanpusatus Tema 9. 3amura nepenaBaeMbIX MO CETH
JAHHBIX.



MHHHUCTEPCTBO HAYKU U BBICIIEI'O ObPA3OBAHIMA
POCCHUNCKOU OEJJEPALINN

dezepanbHOE roCy1apCTBCHHOE aBTOHOMHOE 00pa3oBaTe/IbHOS yUPEKACHUE BBICIIECTO 00pa3soBaHus
«TIOMEHCKHWU I'OCY JAPCTBEHHBIN YHUBEPCUTET»

AHHOTALIMS K PABOYEM ITPOI'PAMME JUCLIMITJIMHBI (MOY J15T)
«TexHonoruu U METOABI IIPOrPAMMUPOBAHUS
CrnemmmansHocTh: 10.05.01 «KommnbroTepHast 6€301MacHOCThY
cnenuanu3anus: «be3onacHocTh KOMIBIOTEPHBIX CHCTEM U CETEH»
(cBs13b, HTHGOPMAIIMOHHBIE 1 KOMMYHUKAITHOHHBIC TEXHOJIOTHH )
dbopma oOyueHus: ouHast

O0bem quCHUNJIMHBI (MOAYJIs1): 8 3a4ETHBIX €AUHUIL, 288 aKaj.yac.
dopMa NPoMeKYTOUYHOM aTTecTalum: 3a4et (3 cemecTp), FK3ameH (4 cemectp).
Hesan 1 33124 0CBOEHM S JUCUMILIIMHBI (MOXYJIS)

VYyeOnass gucnuruiiHa «TeXHONIOTMM Y METOAbl TPOrPaMMHUPOBAHUS» OOECIEUYUBACT

npuoOpeTeHne 3HAaHWM W YMEHHH B COOTBETCTBHHM C TOCYAAPCTBEHHBIM OOpa30BaTEIbHBIM
CTaH/IapTOM.
OCHOBHOIl 1eJbK JUCHUIUIMHBI «TEXHOJOTMM W METOABl MPOTPAMMHUPOBAHUS»  SBISACTCS
U3JI0’KEHUE OCHOBOTIONATAIOIIUX IPUHIIUIIOB Pa3padOTKH MPOrPaMMHOTO 00ECTICUeHUS B PA3TUIHBIX
cpemax ¢ HCIOJb30BAaHUEM pA3IMYHBIX HMH(POPMAIMOHHBIX TEXHOJOTUHW TPU  PEUICHUU
pa3Ho00Pa3HBIX MPUKIIAJIHBIX 3a/1a4.

3apaun gucIUIUIMHBL « T€XHOIOTHH U METOIBI TPOTrPAMMHUPOBAHUS»

* IaTh MPEJICTABICHUE O KOMIBIOTEPHBIX TEXHOJOTHSIX U METOJIaX MPOTrPAMMHUPOBAHMS; .
HAy4UTh MCIOJb30BaTh KOMIBIOTEPHBIE TEXHOJOTUH M METOJIbI MPOTPAMMHUPOBAHUS JIJIsI PEIICHUS
pa3HoO00pa3HBIX MPUKIIAJIHBIX 3a/1a4.

I[Inanupyemsble pe3yabTaThbl OCBOCHHS

B pesynbrare OCBOGHHS OUCHUIUIMHBI OOYy4aroluiics JIOJKeH 005afaTh ClEAYyIoIUMU
KOMIICTCHIIUSIMU .

OIIK-7 - crmocobeH co3maBaTh MPOrpaMMbl Ha SI3bIKaX BBHICOKOTO M HHM3KOT'O YPOBHS, MIPUMEHSATH
METO/Abl M MHCTPYMEHTAJbHBIE CPEICTBA MPOTPAMMHUPOBAHUS JAJS PELICHUs MPO(pEecCHOHATBHBIX
3aJa4, OCYILECTBISATh OOOCHOBaHHBIA BBIOOP MHCTPYMEHTapus MPOrpaMMHUPOBAHUS U CIIOCOOOB
OpraHH3aluy IIPOrPaMM.

B PE3YIbTATC U3YUCHUS JUCHUIIIMHBI CTYJCHT NOJIKCH: 3HATDL:
° OCHOBHBIC SA3bIKU U CUCTCMBI ITPOTrpaMMUPOBaHUs, CPCAbI paBpa6OTKI/I 1 KOMIIBIOTCPHBIC TCXHOJIOTHUH;
° CITIOCOOBI MOCTPOCHM, aHAJIN3a U pCain3aliu aJilrOPUTMOB.

YMETh:
* MPUMEHATH OCHOBHBIC S3BIKH U CHCTEMBI POTPAMMUPOBAHUS, CPEJIbI Pa3pa0OTKU U KOMITBIOTEPHBIC
TEXHOIIOTHH B TIPO(ecCHOHANBLHON NIesITeIhHOCTH;
* MPOBOAWTH MOCTPOEHHE, aHANW3 W pPEaTU3alUI0 AITOPUTMOB B COBPEMEHHBIX IMPOTPAMMHBIX
KOMILJIEKCAX.

Kparkoe conepxkanue 1ucuunJInHbI (MOIYJIs1)

BBenenue B qucHMILIIUHY

Pa3paboTka ¢ uCnoab30BaHUEM CKPUIITOBBIX S3bIKOB IIPOrPaMMUPOBAHUS.
Pazpabotka Win32 npunoxxenuit u 6u0am1oTex

Pa3paboTka KOHCOTBHBIX MTPUIIOKEHU

Pa3zpaboTka OKOHHBIX TPUIIOKEHUH

[TapannensHOE MPOrpaMMHUPOBAHHE

Pa3paboTtka u ucnons3zoBanue COM 00BEKTOB

Pa3zpaboTka u ucnons3zoBanue ActiveX 0ObEKTOB

Pa3paboTka ceTeBBIX MPUIOKECHHH

WX R WD —



10. Pa3paboTka cepBHCHBIX MPUITOKEHUI

11. Pa3pabotka .NET-npunoxxennit

12. Pa3paboTka BHEUTHUX XPAHUMBIX NMPOLIEAYP AJIsi CepBEpOB 0a3 JaHHBIX
13. VBA npuiioxeHus

14. Web npunoxxenus



MUHUCTEPCTBO HAYKU U BBICIIEI'O OBPA30OBAHUS
POCCHUMCKOI ®EJIEPALTUN
denepanbHOE rocy1apCTBEHHOE aBTOHOMHOE 00pa30BaTeNIbHOE YUPEKIEHUE BBICILIETO 00pa30BaHUS
«TFIOMEHCKUI T'OCY IAPCTBEHHBIN YHUBEPCUTET»

AHHOTALIMA K PABOYEN ITPOI'PAMME JUCLMITIUHBI (MOY JIST)
«JlOTIOTHUTEIIHHBIE TJIaBbl MATEMATUYECKOTO aHATH3a
IU1s1 0OYHArOIIUXCS 110 CHEHAIBHOCTH
CrermansHocth: 10.05.01 «KommbrorepHas 6€30MaCHOCTbY
crieruanu3anus: «be3omnacHoCTh KOMIBIOTEPHBIX CUCTEM H CEeTei»
(cBAA3b, HH(OPMAIIMOHHBIE 1 KOMMYHHKAIIHOHHBIC TEXHOJIOTHN)
dbopma oOyueHust ouHas

O0beM QMCUMILTUHBL: 4 3.€.
dopMa NPOMeKYTOYHOM aTTecTalum: 3a4eT (4 cemecTp)

I[InanupyemMsble pe3yabTaThl OCBOCHUS:
B pesynpTaTe OCBOEHHS JTUCHUIUIMHBI OO0YyYarOUUHACS JOJDKEH 00JaaaTh CIEAYIOINIMMHI

KOMIICTCHIIUSIMU .
OIIK-3. CrmocobeH Ha OCHOBAaHMHM COBOKYITHOCTH MaTE€MaTHYECKUX METOJOB pa3palaThIBaTh,

00OCHOBBIBATh U PEATM30BHIBATh MPOLEAYPHI PELICHHS 3a1a4 IPOPEeCCUOHATHLHOM 1A TebHOCTH

3HaTh:

*  COBOKYMHOCTH MaTE€MaTH4YE€CKHUX METOJIOB.
YMers:

* pa3pabarbIBaTh, 0OOCHOBBIBATH U PEATM30BBIBATH MPOLIEAYPHI PELICHUS 3a/1a4 MPO(ecCHOHATBHOM
NeSITeIbHOCTH;

* cmoco0eH UCHONb30BaTh MAaTEMAaTUYECKHUE METOJbl, HEOOXOIMMBIE JJIs pElIeHUS 3aaad
npodhecCuoHaNbHOM NeSTeIbHOCTH.



