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BBEJAEHUE

Henbro mucuuminHbl «be30MmacHOCTh CETel 3JIEKTPOHHO-BBIYUCIUTEIBHBIX
MalIuH» SIBJISETCS HW3JI0KEHHE OCHOBOIOJIAraloluX MPUHIIMIIOB pa3pabOTKu
CETEBOT0 MPOrpaMMHOr0 OOECIEYeHHUs] B Pa3IUYHBIX CPelax C MCHOJb30BaHUEM
pa3IMYHBIX HMHQPOPMALMOHHBIX TEXHOJOTMM TIPU PEIICHUH Pa3HOOOPa3HBIX
MPUKJIAJHBIX 33/1a4.

3amadeil Kypca sIBIsI€TCS:

® OCHOBHBIX IPUHIIUIIOB Pa3pabOTKU CETEBBIX MPOTOKOJIOB;

® OCHOBHBIX [TPUHIHIIOB aHAIN3a CETEBBIX MPOTOKOJIOB;

® [IPUHIUIIOB pa3pabOTKU CETEBBIX MPOTrpaMM M BHIOOpA TEXHOJIOTUU U
MPOTOKOJIA IEPEAAYN JAHHBIX.

N3ydyeHnne kypca OCHOBAHO Ha CIECAYIOUIMX IUCHUILIMHAX: «OpraHnuzanus
AIEKTPOHHO-BBIYUCIUTENBHBIX MAIIUH U BBIYUCIUTEIBHBIX CUCTEM», K CTPYKTYpBI
U QJITOPUTMbI KOMITBIOTEPHON 00paOO0TKH TaHHBIX», «SI3BIKH MPOTPAMMUPOBAHUS

B pesynprare nzydeHus TUCIHUILIAHBI CTYICHTHI JOJDKHBI 3HATh:

® Cojiep)KaHuE TMPOIECCOB CaMOOPTaHU3AIMK U CaMOOOpa30BaHUS, UX
OCOOEHHOCTEW W TEXHOJOTMH peaau3alud, HUCXOAs W3 Ielel
COBEPIIEHCTBOBaHUS MPO(HECCUOHATBHOM I€SITETLHOCTH.

e npuHIUIBL (QyHKIHOHUpOoBaHus mnpotokosoB FTP, HTTP, SMTP u
POP3, crangapTHbie KOMaHIbl IPOTOKOJIOB.

e Basic, Digest, NTLM u aBTopu3aIuio ¢ moMoiibo GopM.

YMETB:

® CaMOCTOSITEILHO CTPOUTH TPOLIECC OBJaJeHUs HUHPOpMAIUEH,
OTOOpaHHOMU u CTPYKTYPHUPOBAHHOM U1 BBINIOJIHCHUS
npodeccHoHanbHON  JESITENbHOCTH;  IJIAHUPOBAaTh  IEMH |
yCTaHABIMBATh MPUOPHUTETHl TPU BHIOOpPE CIOCOO0B TMPUHATUS
pPELICHUM C YYETOM yCJIOBUM, CPEACTB, JUYHOCTHBIX BO3MOXKHOCTEUN U
BPEMEHHOW MEPCIEKTUBBI TOCTUKEHUS.

® TIPOU3BOJAUTH OCHOBHBIC JIeMCTBUS ¢ npoTokoiaamu FTP, HTTP,
SMTP nmn POP3 nporpamMmmHoO.

e HacTtpauBath Basic, Digest, NTLM u aBTopu3anuo ¢ moMoiso Gopm.



Tema 1. OCHOBHBIE IOHATHUA

[Mpotokon TCP (Transmission Control Protocol) — 3To cereBoit mpoToko,
KOTOPBIM «3aTOYEH» MOJ coeluHEeHHE. VIHBIMU ClOBamu, MPEXIE, YeM HayaTh
OOMEH JTaHHBIMU, JaHHOMY MPOTOKOJY TpeOyeTCsl YyCTAaHOBUTh COSTUHEHUE MEKITY
JBYMSI XOCTaMH. J{aHHBIA MPOTOKOJ MMEET BBICOKYIO HAJEKHOCTb, MOCKOJIBKY
MO3BOJISIET HE TEPATh JAaHHbIE NPH Iepefade, 3ampalidBacT MOATBEPKICHUS O
MOJIYYeHUH OT MPUHUMAIONIEH CTOPOHBI U B CIy4yae HEOOXOIUMOCTH OTIPABISET
JaHHBIE MOBTOPHO. [TpHu 3TOM OTIpaBiisieMble NaKEThI TaHHBIX COXPAHSIOT HOPSIOK
OTIIPABKH, TO €CTh MOYKHO CKa3aTh, YTO IIEpeIada JaHHBIX YIIOpsaoYeHa. MUHycoM
JAHHOTO IPOTOKOJIA ABJISIETCSI OTHOCUTEIIBHO HU3Kasl CKOPOCTh IepeJadyu JaHHbIX,
3a CUET TOTO YTO BBINOJIHEHUE HAJECKHOM M YHOPSAJOUYECHHON Mepeaadynd 3aHUMaEeT
0oJIbllIe BpEMEHU, YEM B ajlbTepHATUBHOM IipoTokosie UDP.

[Tpotoxon UDP (User Datagram Protocol), B cBoto ouepenn, 6ojiee mpocT.
Jlia mepenadn TaHHBIX €My HE 00s3aTENIbHO yCTAHABIMBATh COCIMHEHUE MEXIY
OTIIpaBUTENeM M noiyuyaTteneM. MHopmanus nepenaercs 0e3 mpenBapUTEIbHOM
MPOBEPKU TOTOBHOCTH NPHHUMAIOUIEH CTOPOHBL. DTO JI€JAeT MPOTOKOJ MEHee
HAJIeKHBIM — TIPU Teperaye HEKOTOpble (PparMeHThl JaHHBIX MOTYT TEPSATHCA.
Kpome TOro, ymnopsgouye€HHOCTh JaHHBIX HE COOMIOJAeTCss — BO3MOXKEH
HEIMOCJIeI0OBAaTEIbHbI NPUEM JaHHBIX MOJy4yaTeiaeM. 3aTO CKOPOCTh Meperayu
JAHHBIX 110 TaHHOMY TPAHCIIOPTHOMY IIPOTOKOJTY OyieT 60s1ee BHICOKOM.

CpaBHEHHE 110 OCHOBHBIM ITyHTKaM:

OCHOBHBIX ITYHKTOB:

. Hape:xxHocTb: B 3TOM cCilydae MNpeAnoYTUTEIbHEe OyneT MpOTOKOJ
TCP, 3a cueT NOATBEPKACHUS MTOTYUYEHHS JaHHBIX, IOBTOPHON OTIIPABKH B CIIy4ae
HEOOXOJMMOCTH, a TaK)Ke HCIOJIb30BAaHUIO TAKOrO0 MHCTPYMEHTa Kak TalM-ayT.
IIporokos UDP Takoro MHCTpyMEHTapus HE UMEET, a IIOTOMY I[PU IOJYyYECHUU

OTHPABJICHHBLIC TAHHBIC MOT'YT IIPUXOANTH HC ITOJTHOCTBIO,



. YnopsiaoueHHoCTh: o1siTh OyaeT npeanoururesbee TCP, mockoabky
3TOT MPOTOKOJI TAPAHTUPYET Mepeady MaKeTOB JAHHBIX UMEHHO B TOM MOPSJIKE, B
KOTOpOM OHU ObLTH oTIpaBiieHsl. B ciiydae ¢ UDP Takoii nopsiiok He coOmtoaaeTcs;

. Cxkopoctb: 31ech yxe auaupoBatb Oyner UDP, tak kak Oonee
TsoxenoBecHoMy TCP-mpotokony Oyner TpeOoBaThesi OoJibllle BpEMEHH AJis
YCTAHOBKHA COEIWHEHUs, TOATBEPKICHHUS IOJy4EHMS, IIOBTOPHOM OTIPABKU
JAHHBIX U T.J.;

. Merox nmepenaun aaHHbix: B ciydae ¢ TCP nganHble nepenarorcs
MIOTOKOBO, T'PaHUIIbl ()PArMEeHTOB JAHHBIX HE UMEIOT 0003HaueHus. B cinyyae ¢ UDP
JTaHHBIE TEpEeAaroTCs B BUJAE JaTrarpaMM — IPOBEpKa MAKETOB Ha LEJIOCTHOCTH
OCYLIECTBJISIETCS IPUHUMAIOLIEH CTOPOHOM TOJBKO B CiIy4Yae IOJyYCHHMS

COO6H.[CHI/I$I. Taxxe makeTnl AaHHBIX UMCIOT OIMPCACIICHHLIC 0003HaUYCHUS T'paHuIL;

Bonpocel 1151 10ATOTOBKHU
1. TIporokonst TCP u UDP.
2. CeTeBble MPOTOKOJIBI YPOBHS TIPHIIOKCHHUS.

3. Ilonsatue crangapTa Ha MPOTOKOI.

4. Crangaptel RFC u IETF.



Tema 2. TIPOTOKOJI HTTP

HTTP — mmpoko pacnpocTpaHEHHBIM MPOTOKON Tepeaadyd JaHHBIX,
W3HAYaJbHO MPEJHA3HAYEHHBIN NI Nepeladyd TMIIEPTEKCTOBBIX JOKYMEHTOB (TO
€CTh JOKYMEHTOB, KOTOpPbIE MOTYT COAEPKAaThb CCBUIKH, IO3BOJISIOIINE
OpraHu30BaTh MEPEXO] K APYTHUM JOKYMEHTAM).

Ao66pesuarypa HTTP pacmdpossiaetcs kak HyperText Transfer Protocol,
«IPOTOKOJI Tiepeaaun runeprekcra». B coorBerctBum co crnenuduxanuen OSI,
HTTP siBnsieTcst NpOTOKOIOM MPUKIAAHOTO (BEPXHETO, /-r0) YPOBHS. AKTyalibHas
Ha  JaHHbBIK  MOMEHT Bepcuss  nporokona, HTTP 1.1, omnmcana B
cnenudukaruu RFC 2616.

[Iporokon HTTP mnpenmonaraeT WCMIOAB30BaHUE  KIMEHT-CEPBEPHOU
CTPYKTYpbI mepenaun gaHHbIX. KimeHtckoe mpuiiokeHue (HopMUpYET 3ampoc U
OTIPABIISIET €r0 Ha CEpBEp, MOCJE YEero CEpBEPHOE MPOrpaMMHOE OOecreueHue
oOpalaThIBaeT JaHHBIM 3ampoc, (GopMHpyeT OTBET U Mepeaaér ero oOpaTHO
KJIMeHTy. [locie 3Toro KIMEeHTCKOE MPUIIOKEHUE MOKET IPOJOJKUTD OTIIPABIAThH
JpYTHUE 3aMpochl, KOTOpble OyayT 00paboTaHbl aHAJIOTMYHBIM 00pPa30M.

3ajaya, KOTOpas TPaJULUUOHHO pEIIAeTCs C MOMOIIBI0 IPOTOKOJIA
HTTP — oOmen JAHHBIMM  MEXIY  [OJb30BATCIBCKUM  IPUII0KEHUEM,
OCYIIECTBIISIIOIIUM JIOCTYIl K BeO-pecypcaM (0OBIUHO 3TO BeO-Opaysep) U BeO-
cepepoM. Ha nmaHHbIi MOMEHT uWMeHHO Onaromapsi mnpotokony HTTP
oOecrnieunBaercsa pabora BcemupHoi nayTHHBI.

Taxoxe HTTP wacto ucnomnbs3yeTcst Kak MpOTOKOJI epeayn HHGOOPMAITIH JJIs
JIPYTUX MPOTOKOJOB MNpHUKIAAHOTO YpoBHs, Takux kak SOAP, XML-RPC wu
WebDAV. B Takom ciywae roBopst, yto npotokol HTTP ucnons3yercs kak
«TPAHCHOPT».

APl MHOTMX  OpOrpaMMHBIX  TPOAYKTOB  TaKXKe  IOJpa3zyMeBaeT
ucnosibzoBanue HTTP na nmepenaun naHHBIX — CaMu JTAHHBIE MPH 3TOM MOTYT

UMETh T000i dbopmar, Harpumep, XML WJIn JSON.


http://en.wikipedia.org/wiki/OSI_model
http://tools.ietf.org/html/rfc2616

Kak mpaBwmiio, nepemada nanHelx no nporokony HTTP ocymectBisieTcs depes
TCP/IP-coemuuenus. CepBepHoe MPOrpaMMHOE OOECIICUCHUE TPHU 3TOM OOBITHO
ucnoaszyer TCP-mmopT 80 (1, eciu mOpT HE yKazaH SBHO, TO OOBIYHO KJIMEHTCKOE
nporpaMMHOe 00ecredeHre MO yMOIYaHUIO0 UCHOJb3yeT uMeHHO 80-if mopT auis
otkpbiBaeMblx HTTP-coennHenuit), XOTss MOXKET UCIOIb30BaTh U JIFOOOM APYTOM.

Cam mo cebe mnporokon HTTP we mnpeamonaraeT uCIOIb30BaHUE
mmdpoBanus g nepeaaun uHpopmanuu. Tem He wmenee, miusi HTTP ectsb
pacrnpocTpaHEHHOE pAaCIIMPEHHUE, KOTOPOE PEATU3YyEeT YHAKOBKY IE€pelaBacMbIX
JTaHHBIX B Kpuntorpapudeckuii mporokon SSL wimm TLS.

Haspanme storo pacmmupenns — HTTPS (HyperText Transfer Protocol
Secure). J{nst HTTPS-coenunennii o6pr4a0 ucnonbdyercs TCP-niopt 443. HTTPS
HIMPOKO HMCHOJB3YyeTCA JJIA 3allUThl MH(OpPMAIMU OT IEepexBaTa, a Takke, Kak
NpaBUjIo, oOOecleyrBaeT 3alUTy OT aTak Buaa man-in-the-middle —B Ttom
ciiydae, eclid cepTu(duKaT IpoBepsAeTCS Ha KIUEHTE, U MPU TOM MPUBATHBIN KITIOY
cepruukara He OBUI CKOMIIPOMETHPOBAH, I0OJb30BAaTEIb HE MOATBEPKIal
UCIIOJIb30BaHUE HEMOJIMUCAHHOTO cepTH(HKaATa, U HA KOMIIbIOTEpPE MOJIb30BATENs
He ObLIIM BHEJPEHBI CEPTU(PUKATHI LIEHTPA cepTU(HUKAIIMH 3710YMBIILJIEHHUKA.

IIpotokon HTTP mnpeamonaraer moctaTroyHo OOJBIIOE KOJWYECTBO
BO3MOXKHOCTEH 11 pacumupenus. B wactHoctH, cneuudukanus HTTP 1.1
npeanojaraerT  BO3MOXKHOCTh — MCHOJIb30BaHWs — 3arosioBka  Upgrade s
NEPEKIIIOUEHUsT Ha OOMEH JaHHBIMU MO JAPYroMy HpPOTOKOJY. 3ampoc ¢ TaKuM
3aroJIOBKOM OTIIpaBisieTcss KIMeHTOM. Ecnm cepBepy TpeOyeTcss MpoU3BECTU
nepexoJ Ha OOMEH JaHHBIMHU IO JAPYTOMY MNPOTOKOJY, TO OH MOXET BEPHYThH
KJIMEHTY OTBET co cratycoM «426 Upgrade Required», u B 3TOM ciyyae KJIMEHT
MOKET OTIPaBUTh HOBBIM 3ampoc, yxke ¢ 3arosoBkoMm Upgrade.

Taxast BO3SMOXHOCTb HUCIIOJIb3YETCS, B YACTHOCTH, JUIsl OpraHU3alii oOMeHa
JaHHBIMH 10  mpotokony  WebSocket  (mpoTokos, — OomuMcaHHBIA B
cnenudukanu RFC 6455, no3Bosstoniuii 00erM CTOpOHAM Nepe/iaBaTh JaHHbIE B
HY>KHBIA MOMEHT, 0e3 oTnpaBku nonoiHutensHbix HTTP-3ampocoB): cranmapTHOe

«pykonoxarue» (handshake) cronurcs x ornpaske HTTP-3anpoca ¢ 3aroioBkom
7


http://tools.ietf.org/html/rfc6455

Upgrade, nmerorium 3Hauenue «websocket», Ha KOTOpBI cepBep BO3BPAILAET OTBET
c cocrosinueM «101 Switching Protocols», u ganee mo0as cTopoHa MOKET HauyaTh

nepeaaBaTh JaHHbIE yke 1o mpoTokony WebSocket.

Bomnpocs! AJis1 TOATOTOBKHU
Hcropus npoTtokona.
Bepcun nporokora.
Crpykrypa 3ampoca.
Crpykrypa oTBeTA.
[Tons.

KOI[I-;I OTBCTOB U UX 3HAYCHUA.

N o g Bk Wb

Aytentudukanus B nporokosie HTTP.

JlaGopaTopHas padora Nel ""Pazpabdorka yara AJs JIOKAJLHOM ceTH''
Pa3zpaboTaTh yat j1st TIOKaJIBLHOM CETH C UCIIOIB30BaHUEM MTPOTOKOJIA

UDP. 3amnperniaeTcst HICMOIb30BaTh TOTOBbIE CTOPOHHUE OMOINOTEKH.



Tema 3. IPOTOKOJI FTP

FTP pacmudposrsiBaetcs kak File Transfer Protocol — mpoTtokon nepenauun
¢aitnoB. OH oTiAMYaeTcs OT APYTUX MPOTOKOJOB TEM, YTO €CIM B Ipolecce
nepeaaur BO3HUKAET KaKas-TO OIKMOKa, TO MPOIIECC OCTAHABIMBACTCS U BHIBOJIUTCS
coobiienue g mnojbp3oBaTensd. Eciau ommbok He ObLI0, 3HAYUT, MOJB30BATENb
MOJIYYHJI UMEHHO TOT (paiii, KOTOPBIA HYKEH, B IEJIOCTH U 0€3 HEJOCTAIOIINX
AJIEMEHTOB.

[To FTP-mpoTokoily MOXHO CKauyuBaTh UYTO YTOAHO: (DUIBMBI, MY3BIKY,
JIOKYMEHTBI, IPOrpaMMBbl, IpaliBepbl U KapTUHKU. Celuac MHOTHE MPOU3BOAUTENH
JKese3a BBIKIIABIBAIOT ApaiBepsl OT ycTpoiicTB Ha FTP-cepBepshl, 4TOOBI X MOTIIH
CKA4aTh BCE YKEJAIOIIHNE.

B xopnoparusHou cpene FTP ucnones3yercs s opraHusanuu JIOKaJIbHOTO
XpaHWIUIa BHYTPEHHUX JOKYMEHTOB U (hailioB st pabotsl. Hampumep, Tam
MOTYT XPaHUTHCS BUICOJICKIUH WM apXUBHbIE CKaHbl TOKyMeHTOB. Emé FTP
MO3BOJISIET 3arpykatb CBoW (hallibl Ha cepBep, YTOOBI MX MOT CKayaTh JIFOOOU
YKEITAFOIIHM.

[IporpaMMuCTBI MHOT/IA UCTIONB3YIOT TaKHE CepBEPHI JJisi oOMeHa (aitnamu
u juis 69KamnoB Koja, XoTs MHorue it 3toro npeanouutatoT GIT. IIpo Hero emé
MIOTOBOPHUM OTIENBHO.

Kauenr u cepsep

st pabotel o FTP nyxubl nsoe: FTP-cepsep u FTP-knmuent. Uto nenaet
cepsep:

e oOecmeunBaeT MOCTYII 0 JIOTHHY W MApOJII0 K HYXKHBIM (aiiiam;

® [I0Ka3bIBACT IOJH30BATEIIO TOJBKO T€ (ailibl M Manku, KOTOpblE OH
MOKET TPOCMaTPUBATh UJIU 3arpykaTh B HUX;

® CJEAWT 3a KAYECTBOM TEpe/ladyu M CMOTPUT, UTOOBI HE OBLIIO OMIHOOK;

® yIpaBIIECT NapamMeTpaMu COEUHEHHUS B TACCUBHOM PEXKUME.

Tak xak FTP npumén k nam u3 spemén UNIX-cucrem, To m1000€ coeIMHEHHE

TpeOyeT oruHa u naposisi. Eciu y mosib3oBartens ero HeT, CEpBep €ro He MPOIYCTHT.

9



Ho u4to0nl cnenath (ailapl JOCTYMHBIMH MJII BCEX, HMCMONb3YIOT AHOHMMHBIN
pexuM. B HEM noruHOM OyJeT CJIOBO anonymous, a mapojieM — JIFo0oi ajpec
ANEKTPOHHOM 1ouThl. COBpeMEHHbIE Opay3epbl YMEIOT caMu 3aXOAUTh Ha
anoHuMHble FTP-cepBepsl u nmoactaBisiTh nouty. Co CTOPOHBI 3TO BBITJISIUT Tak,
KaK OyJITO HUKaKOT'O JIOTUHA U TapOoJisi HET, HO OHU €CTh.

Kornma 3anyckaerca FTP-cepBep, emy TroBopsT: «YBakaeMbli cepBep, BOT
cnucoK (haiyIoB M Marok, KOTOpbIe HY>KHO TMOKa3bIBaTh Ha cepBepe. Ecnu k Tebe
MOCTYYHTCS TMOJIB30BATENb C TAKUM-TO JIOTHHOM U MApOJIEM, TO MOKAXKHU €MY BCE,
a €CJIM C BOT TAKMM JIOTHHOM — TO JIJall EMY OJIHY TOJIBKO 3Ty IankKy. AHOHUMOB HE
nyckatby». EmE oamH 00s3aTelbHBIN MapaMeTp — ajpec cepBepa M MOpT, MO
KOTOpoMY OyzAeT UATH nepenaya Qailyios.

Jlns FTP He HyXeH caliT, To ecTh BeO-untepdeiic. He HyxHO 3amyckath BeO-
CepBep, HACTpauBaTh 1IA0JIOHBI BHIBOJIA CIMCKA (aliIOB U MOJHUMAThH OTIEIBHYIO
mporpamMmy, Kotopasi OyJeT HaM OT/aaBaTh 3TH (aiinsl (Tuna Bopanpecca). FTP —
3TO KaK JOCTYN K YJAJ€HHOW Mamke: Thl cpa3y BUAMUIIL (Dailibl U MOXKEHb HX
KauaTh, 0€3 TOCpEeTHUKOB. A B BeOe HyXHa Kakas-TO Iporpamma, KoTopas
«Hapucyet» Tede (HailioByr0 CUCTEMY U MOCTABUT CCHUIKU Ha (Dailibl.

B FTP yxe peanu3zoBanbl BOMPOCH aBTOPU3ALIUU U TIPaB. A B BeOE UX HYKHO
CO3/1aBaTh. HANPUMEp, CTaBUTh TOT K€ Bopampecc U K HEMY HNPUKPYUYHUBATH
MJIaruHbl ¢ cucTeMoil noctyna. Mnu HactpaumBath Apache, reHepupoBaTh KIOUU
JIOCTYTIA, PACKJIabIBaTh KOH(PUTYpAIIMOHHBIC (aiiibl MO MamkaM — 3TO TOpas3zo
MEHee 3JIeraHTHO, YeM HacTpoiika FTP.

B FTP MoOXHO paspeminth WA 3alpETUTh OTACIBHBIM I10Jb30BaTEIISIM
3arpyxath (aitnier Ha FTP-cepBep. B BeOe 3arpys3ka ¢aiijioB oT moiap30BaTess Ha
CepBep — 3TO Ha MOPAIOK OoJiee ClokKHas 3aaya.

Cam 1o cebe FTP-mmporokon HanéxeH U rapaHTUPOBAHHO JOCTABIISCT
M0JIb30BATENIO HYKHbIE (DailiIbl, €CIIU C COEMHEHUEM BCE B MOPSIKE.

[IpoGiema B TOM, 4YTO TPOTOKOJ H3HAYaJbHO OBUI HE3AIUIIEHHBIN,

U MIPEIO0JIArajoch, 4YTO KaHaJ Nepeladyn JaHHbIX Bceraa HaaexeH. [Toatomy B FTP

10



BCE mepenaércsi B OTKPBHITOM BUJIE: (ailibl, Mapoiv, UMeHa OJIb30BaTeNe! U JTH00bIe

JTaHHBIC.

Bonpocsl 1J1 MOATOTOBKH
Hcropus npoTtokona.
Bepcun nporokona.
KoMaHn b1 mpoTOKOIIa.
CrpykTypa oTBeETA.

KOI[BI OTBCTOB M X 3HAYCHU.

o ok w DB

AyteHTudukanms.

Jladoparopnasi pa6ora Ne2 ""Pa3padorka npocteiimero HT TP-cepBepa’

Pa3pabGorates mnpocreiimuii  HTTP-cepBep. 3ampemiaercss HCHOJIb30BaTh
rOTOBBbIE CTOpOHHUE OumbOnmoreku. [IponemoHcTpupoBaTh paboOTy cepBepa Npu

oMoy Be0-opaysepa.
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Tema 4. ITIPOTOKOJI POP3

POP3 (1mpoToK0JI MOYTOBOIO OTJICJICHUSI BepCcUsl 3) 4acTO MUCIOIb3YETCS IS
CBS3M C YJAJIEHHBIM CEPBEPOM AJIEKTPOHHON MOYTHI M 3arpy3Kd COOOIIEHWI Ha
JIOKaJIbHBI TIOYTOBBI KJIMEHT C IMOCIEAYIOUIMM YyIAJICHHEM €ro Ha CepBepe, K
npumepy Outlook, Thunderbird, Windows Mail, Mac Mail u t. 1. Ogaako 00br9HO
MOYTOBBIE KJIIMEHTHI MPEJIaraloT BEIOOP — OCTABIISTH MM HET KOMUU COOOIICHUN
Ha cepBepe. Eciam Bl UCHONB3yeTE€ HECKOJIBKO YCTPOMCTB ISl OTIPABKHU
COOOIIEHUI, TO PEKOMEHAYETCS OCTaBIATH ATy (YHKUMIO BKIIOYCHHOH, B
IPOTUBHOM CJy4yae, Ha JApYyroM YCTpPOHCTBE Yy Bac He OyaeT [nocTyma K
OTIIPABJICHHBIM COOOIICHUSAM, KOTOpbIe HE OBUIM COXPAaHEHbl Ha YJAJIEHHOM
cepBepe. Taxxe cTouT oTMeTUTh, YT0 POP3 — mpoTokoJ1, paboTaromuii TOJIbKO B
OJTHOM HAIIpaBJIECHMUHU, ITO O3HAYAET, YTO JaHHbIE OEPYTCs C YJAIEHHOTO cepBepa U
OTHPABJISAIOTCS HA JOKAIbHBIN KIIMEHT.

[Toptel POP3, 10 yMOMYaHUIO SIBIAIOTCSA TAKUMU:

[Topt 110 — mopt 6e3 mudpoBanus

[Topt 995 — mopt SSL/TLS, Takxe uzBectHolii kak POP3S

IMAP (ipoToK0JI TPUKIIATHOTO YPOBHS JIJIS IOCTYyTA K DJIEKTPOHHOM MOYTE),
Takke kak 1 POP3 ucnosnb3yercs 1uisi NOay4YeHUs COOOLIEHUHM JIEKTPOHHOM MOYTHI
HAa JIOKAJIbHBIN KIUEHT, OJHAKO, OH UMEET CYLIECTBEHHOE OTINYNE — 3arpyKaAr0TCA
TOJIBKO JIMIIb 3aT0JIOBKH JIEKTPOHHBIX COOOIIEHNH, CaM TEKCT MUCbMa OCTAETCs Ha
cepBepe. JlaHHBIN TIPOTOKOJI CBsI3UM pabOTaeT B JIBE CTOPOHBI, €CJIM MPOUCXOIST
W3MEHEHHMs Ha JIOKAJIbHOM KIIMEHTE, OHM MEPENAITCA U Ha cepBep. B mocinennee
Bpemst IMAP cran 6osee momyssipHbIM, Tak KaK TAKUE TUTAHTHI-IIPOBAiiiephl yCIyT
AIIEKTPOHHOM MoUThI, Kak Gmail, cranu peKkoMeH0BaTh UCIIOJIb30BATh €r0 BMECTO
POPS.

[TopTel IMAP, 10 yMOSTYaHUIO SBIISIOTCSA TAKUMU:

[Topt 143 — mopt 6e3 mudpoBanus

ITopT 993 — mopt SSL/TLS, Taxxe m3BecTHbIN Kak IMAPS

Bonpocs! 1J1 MOAT0TOBKH
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1. Hcropus npoToOKOJa.
2. Komanmpl mpoTokora.
3. Kozpbl 0TBETOB U MX 3HAYEHUS.

4. AyteHTuUKAIHSL.

JlaGopaTopHasi padora Ne3 ""Pa3paborka npocreiiinero FTP-cepBepa’
Pa3zpabotate mnpocteitimii FTP-cepBep. 3ampeniaercs HCMIONIb30BaTh
TOTOBBIE CTOpOHHUE OubOmuoTeku. [l meMoHcTpammm paboThl cepBepa
COCTaBUTh KJIMEHTCKOE NPUIOKEHHE C METOJaMH CO3JIaHusl, YAAJICHUS U
MPOCMOTpa KaTajora, Mmepexojia MEXIy KaTaJoramu, 3arpy3KH, BBITPY3KH U

yaaneHus (aitnos.
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Tema 5. ITPOTOKOJI SMTP

SMTP (aurn. Simple Mail Transfer Protocol — mpocroii mpoTokoi epenayuu
MOYThI) — HTO CETEBOM MPOTOKOJ, MPEAHAZHAYCHHBIN JJIsI TIepejauu dIEKTPOHHOU
MOYTHl MEXJYy CEpBEpOM OTIPABUTENS W TOYTOBBIM KJIMEHTOM/CEpBEPOM
NoJIyqaTelis

SMTP-cepBep BbITIONHSET 1BE (PYHKIUU:

e JlpoBepsieT NpPaBWIBHOCTH HACTPOEK U  BBIJAECT pa3pelICHUE
KOMITBIOTEPY, MBITAIOLIEMYCsl OTIIPAaBUTH email-coolreHue.

e OtnpaBisieT HUCXOAsIIee COOOIIEHHEe Ha YKa3aHHBIM aJapec U
yIIOCTOBEpSIeTCSl B YCIEIIHOW JocTaBke coobmenus. Ecmu ero
HEBO3MOKHO JIOCTaBUTb, OTIPABUTEIIO HAMPABIIAECTCS cOOOIIEHnE 00
3TOM.

N B cnydae ¢ Oecrataeimu SMTP cepBepamu, u cepBepamu, KOTOPBIE BBI
apeHJlyeTe, OCHOBHBIE MapaMeTPbl — 3TO JIOTUH U NapOoJib MOJIb30BATEIS.

JloruH ¥ MapoJib — 3TO JaHHBIE, YTO HCIOJIb30BAJIMCH MPHU PETUCTPALINH B
cucreme Toro ceppuca, SMTP cepBep koTtoporo OyaeT ucnonb3oBarbes. Ha ocHOBe
JaHHOUM MH(pOopMaLMK OyIeT MPOBOAUTHCS ayTeHTU(UKAIUS OTIIPABUTEIIS.

Hampumep, muist 6ecrutarnoro SMTP cepepa Gmail, Yandex, Mail.ru, Yahoo
U T.J. B KQUECTBE JIOTMHA U MapOJisl BEICTYMAIOT NEPCOHANIbHBIE JAHHBIE JJI BXOJa
B nouty. B cnyuyae pyunoit Hactpoitku SMTP, nanpumep, B nporpamme ePochta
Mailer, Hy>)KHO JTOTIOJIHUTENLHO YKa3bIBaTh UM CepBEpa, MOPT U mr(poBaHue.

JletanpHee o HacTpoitkax SMTP cepsepa mis ePochta Mailer moxHO
MIPOYUTATH B CIIPABKE K MPOrpamMMe.

25 mopT — 3TO CTAHJAAPTHBIN MOPT, KOTOPBIA MO YMOJIYAHHUIO UCIIOJIb3YETCS
11t pabotsl SMTP npotokona. MIHorja MHTEpHET-TIpoBaiiiephl 3aKPhIBAIOT K HEMY
JIOCTYT C LEbI0 OJJOKUPOBKH CIIaM-PACCHUIOK.

B TakoM cityyae MOYHO MCIIOIb30BaTh OJIMH U3 JIOMOJIHUTEIbHBIX TOPTOB, HA
KOTOPBIX MOXET paboTaTh MPOTOKO:

465 — mopt TpebyeT 3anumieaHoro SSL coenquHenus,
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587 — nOMOTHUTENBHBIA TOPT, MPHU HCIOIB30BAHUH KOTOPOTO TpedyeTcs
ayTeHTU(UKAINS MOIh30BaTeNs (TIPOBEPKA MOITMHHOCTH JAHHBIX OTIIPABUTEIIS).

Kak yxxe ynomunanocb, SMTP npoTokon oTBedaer 3a OTIPaBKy MOYTHL. DTa
omepaiys  COMPOBOXKIACTCS  BBIMIOJIHGHWEM  psjla  KOMaHI, B BHUJC
MOCIIEI0BATEIHLHOCTEH KOMaHT M OTBETOB.

OcHOBHBIE MTapaMeTphl, KOTOPBIC TIEPEIAAIOTCS CEPBEPY COOTBETCTBYIOITUMHU
KOMaHJIaMU:

MAIL FROM — snekTpoHHBIN agpec OTHpaBUTEIsS

RCPT TO — email momyuatens

DATA — 3aroJyioBOK H T€JIO MUCbMAa

Bonpocs! 1J1s1 IOATOTOBKHU
1. HcTtopus npoToOKoOa.
2. KoMmanzapsl npoToKoJa.

3. Kojbl OTBETOB 1 UX 3HAYCHUSI.
JlabopaTtopHnasi padora Ned "Pa3paboTka mouToBoro ceppepa Ha oaze POP3"

Pa3zpaboTaTh mpocTeiimii MOYTOBBIN CepBEp C MPUMEHEHHUEM MPOTOKOJIA

POP3. 3ampemniaercs HCIOIB30BaTh TOTOBBIE CTOPOHHUE OMOIMOTEKH.
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Tema 6. YA3BUMOCTHU CETEBBIX ITPOTOKOJIOB

[Iporokon HTTP paGotaer B ceaHCOBOM pexuMe. ITO 03HAYAET, UTO CBS3b
pa3phIBaeTCs cpasy ke MOocie MoaydeHus HeoOxoauMon nadpopMmanuu. JlericTByer
ATO CIEAYIOMUM 00pa30M: Bbl BBOJUTE a/ipec HEOOXOIUMOMN CTPAHUIIBI B aPECHOMN
CTpoke Opay3epa, HOajbllle Ball KOMITBIOTEp YCTaHABIMBACT COCAWMHCHHE C
CEpBEpOM, Ha KOTOPOM paclojaraercs 3Ta cTpaHuia. bpaysep mocpeacTBom
pPOTOKONa 3arpy»kaet html-koq u oToOpa)kaeT ero Ha MOHUTOpPE C Y4E€TOM BCel
uHdopmaruu. Ecam BApyr B KOJE€ WMEIOTCS CHOCKM Ha JIPYroe COACPKUMOE
(rpaduka, 3ByK), TO Opay3ep OMSATh YCTAaHABIMBACT COCAMHEHHE C CEPBEPOM, Ha
KOTOPOM JIEKAT JaHHBbIE OOBEKTHI, U 3arpy’kaeT WX Ha KOMIIBIOTEP, MOCIE Yero
COCIMHECHHUE Pa3phIBAETCSA, U HA MOHUTOP BCE BBIBOJHUTCS HETIOCPEIACTBEHHO C
KOMITbIOTEpa Tosib3oBaTenst (puc.l). Ilpu >TOM KaXaplii U3 JOKYMEHTOB
O0TOOpakaeTcs HE3aBUCHUMO OT Apyroro. MiMeHHO mo3TOMYy B Opay3epax HMeeTcs
BO3MOKHOCTh OTKJIFOUEHHSI M300paskeHuit u T.11. [Ipu BiITOYEHUHN 3TOW (PYHKITUU
Opay3ep HIpOCTO HE IOTPY)KACT IOMOJIHHUTEIbHBbIE OOBEKTHI (HM300paskeHMs).
AKTHBHBIE 3JIEMEHTbI

AKTUBHBIMHU DJIEMEHTAMHU SIBJISIOTCS TIPOTPpaMMbl HEOOJBIIOTO pa3zMepa,
UCIOJB3YIoNMe http-mpoTokon u padbortaronue apromatudecku. Cpeau TaKOBBIX
MO>XHO BBIICNIUTH Java-ammuieTsl, YIPaBISIOMUe IeMEHTHl ActiveX ¥ KOMaHIbl
javascript. IMeHHO 3TH 3JIEMEHTHI U SBIJISIFOTCS HanboJiee ysI3BUMBIMH MECTaMH B
MIPOTOKOJIE, TaK KaK HAJTMYHUE TOTO WJIM MHOTO 3JIEMEHTA Ha 3arpyKaecMou CTpaHUIIe
Cpasy K€ BBI3BIBAET €TI0 3aIyCK, U, €CJIU Y BaC HE CTOUT AaHTHBUPYC C BO3MOXKHOCTBHIO
MMOCTOSTHHOTO CKaHUPOBAHUS CETEBBIX TPOTOKOJIOB, 3TOT AKTUBHBIN 3JIEMEHT MOKET
3arpy3uTh Ha Ball KOMIBIOTEp BpemoHocHoe 110, mpu 3ToM HE M0JIaB HHKAKHX
npu3zHakoB. Ecioum ke KOMIBIOTEp OCHAIIEH HEOOXOAMMBIMU CPEACTBAMU
0€30MacHOCTH, TO OH Cpa3y JIe CpearupyeT Ha MOMBITKY 3arpy3KH BUpYyca.

FTP - 5To mpoToko01, KOTOPHKIH TO3BOJISIET 0OMEHUBATHCA (halijlaMu B PEKUME
Menemxkepa (aitmoB. Kak on pabotaer? CHayana KJIMEHT (TIOJIb30BATENIbCKUI

KOMITBIOTEP) € JIF00OT0 MOpTa yCTAaHABIMBAET COEAMHEHUE ¢ mopToM 21 cepsepa.
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[Tocne cepBep ycTaHaBIMBaeT KaHa oOMeHa JaHHBIME Yepe3 mopT 20. ImeHHo 310
U SIBISIETCS YSI3BUMBIM MECTOM JTOro NpoTOKoJia. BMmecto cepBepa Moxer
BBICTYIIUTH 3JIOYMBIIUICHHUK W OTIIPABUTh HAa KOMIBIOTEP XKEPTBBI BPEAOHOCHOE
porpaMMHOE OOecredeHne, KOTopoe OyAeT BOCHPHUHSITO CHCTEMOW Kak (haid,
3anpalrBacMblid Mojab30BaTeneM. OJHUM W3 METOJOB MPOTHUBOCTOSIHUS TaKOIO
poaa artakaM SIBIIIETCS TAK HA3bIBAEMBIM MACCUBHBIA METOM, KOrJa KOMIIBIOTED
MOJIb30BaTEINsl CaM JaeT KOMaHy Ha YCTaHOBKY coenuHeHus (puc. 2). [TaccuBHbIi
FTP Obu1 nmoGaBiaeH K OCHOBHOMY OOJBIIEH YacThl0O HE H3-3a BOJHEHUH O
0€30MacHOCTH TOJIb30BaTENEH, a M3-3a TOTO, UTO MOJIb30BATEIN CTaTU OECIIOKOUTCS
0 cBoell Oe3omacHocTu. IIpuMeHeHre OpaHIMay>p-CUCTEM IMPHUBEIO K TOMY, YTO
CEpBEPbl HE MOTJIM YCTAHOBUTH COEAMHEHUE ¢ KIMEHTOM. [loaToMy OHHM nepenuin
Ha MACCUBHBIA PEXKHUM, YTOOBI KJIMEHT CaM MOI WHHUIMUPOBATH MOJKIIOUYEHUE

KOMaHJI0u port

Bonpocs! 1J1s1 MOATOTOBKHU
1. Vsa3Bumoctu npotokosnia HTTP.
2. YsazBumoctu mpotokoia FTP.
3. ¥Ys3Bumoctu nporokona POP3.

4. Ysa3zsumoctu mpotokoia SMTP.

JlabopaTropnasi pa6ora Ne5 ""Pa3padoTka mouroBoro cepsepa Ha 6aze SMTP"

PazpaboTaTh mpocTeiimii MOYTOBBIN CcepBEp C MPUMEHEHHEM MPOTOKOJIA

SMTP. 3anpemaercst UCMONIb30BATh TOTOBbIE CTOPOHHHUE OMOIMOTEKH.
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Tema 7. Ob30P COBPEMEHHBIX CETEBBIX ITPOTOKOJIOB

Ha kanansHoM ypoBHe (Data Link) BaM HY>KHO COE€IMHUTD YCTPOMCTBA
Mexay coboi. OHM MOTYT HaXOAMUTHCA KaK HENAlIeKo, HalmpuMep, B JIOKAJIbHBIX
ceTsx (local networks) Tak 1 Ha GOJIBIIOM PACCTOSHUU APYT OT JIPyTa: B TOPOJCKUX
(metropolitan area networks) u rmo6ansHBIX ceTsx (wide area networks).

B nacTosmee Bpemst Ha ’TOM ypoBHE B momartHuX u opucHbIx ceTsax (LAN)
ucnonb3ytorcst Ethernet 1 Wi-Fi, a B mo6unsabix (WAN) — 3G / 4G. OnHako
MHorue loT-ycTpoiicTBa ManoOMOIIHbBIE, HAIPUMED, JaTYUKU, U TUTAOTCSA TOJIBKO
ot 6arapeit. B atux cinyuasx Ethernet He moaxoauT, HO MOKHO KCIIOIB30BATH low
powered Wi-Fi u low powered Bluetooth.

XoTs I TOAKITIOYECHHS OTHX  YCTPOWCTB  MO-TIPSKHEMY  OyIyT
UCIIOJIB30BaThCS CylIecTByomue OecnpoBoaubie TexHoiorun (Wi-Fi, Bluetooth,
3G / 4G), cTouT Takke OOpaTUTh BHUMAHUE Ha HOBBIE TEXHOJIOTHH, CIICIIUATBHO
paspaborannble ans  loT-mpuiiokeHui!, TOMYJISIPHOCTh KOTOPBIX, IO BCEH
BEPOATHOCTH, OYJET pacTH.

Cpenu Hux:

e BLE - Bluetooth Low Energy

e LoRaWAN - Long Range WAN
e SigFox

e LTE-M

CerteBoil ypOBeHb

Ha cereBom ypomue (Networking) B MONTOCpPOYHON TEpPCIEKTHUBE OyaeT
JOMUHUPOBATH MpoToKoJa [Pv6. ManoBeposiTHO, uTo OyneT ucnonb3oBarbes [Pv4,
HO OH MOJXKET WrpaTh ONPENEICHHYIO POJIb Ha HAYaJIbHBIX 3Tamax. boJbITMHCTBO
loT-ycTpoiicTB mns jpoMa, HampuMmep, YMHBIE JAMIIOYKH, B HACTOSIIEE BpeMs
ucnoap3yroT [Pv4.

TpaHcnopTHBIN YPOBEHD
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Ha Ttpancnoptaom yposHe (Transport) B MuTepHere u BeGe AOMUHUpPYET
TCP. OH ucnons3yercs kak B HTTP, Tak u BO MHOTrHX ApPYrux MOITYJISPHBIX
nporokonax Uurepuera (SMTP, POP3, IMAP4 u T. 1.).

MQTT, koTopslii, Kak s 0KUJal0, CTAHET OJHUM U3 OCHOBHBIX MPOTOKOJIOB
MPUKIIAAHOTO YPOBHS JJisi OOMEHa COOOIIEHUSIMU, B HACTOAILEE BPEMS UCIIOIb3YET
TCP.

Opnnako B OyaymeM u3-3a 0osee HU3KUX HAKJIaAHBIX PacXoJlOB, S OKUIALO,
yro UDP Oyaer Oonee mnomynspen it loT. BepositHo, Oojnee mmpokoe
pacnpoctpanenue moxydut MQTT-SN, paboratomuii moBepx UDP. Cu. crathio o
cpaBaenuu TCP vs UDP.

IIpukiaaxHoi YypOBeHb H MPOTOKOJIbI 00MeHa COOOIICHUSIMH

BaxxHpie XapaKTEpUCTUKH 1J1s1 MPOTOKOIOB [0T:

e (CKOpPOCTh — KOJIMYECTBO MEPEJABAEMBIX IAHHBIX B CEKYH]Y.
e 3anepikka — BpeMsi, HEOOXOAUMOE JJIsl IEpeaun COOOIIEHNUS.
e [lorpebnsieMas MOIIHOCTb.

e be3omacHOCTb.

e Hanuumue nporpaMMHBIX CPEICTB.

B Hacrosiee BpeMsl Ha 3TOM YPOBHE aKTHBHO HMCIIOJIb3YIOTCS J1BA OCHOBHBIX
npotokosia: HTTP u MQTT.

HTTP, BeposiTHO, caMblii U3BECTHBIM MPOTOKOJ 3TOTO YPOBHS, JIKAIIUMN B
ocHoBe BeOa (WWW). On no-npexkHemy OyzieT uMeTh BakHOE 3HaueHue I 0T,
nockoyibky wucnons3yercs mina  REST APl — ocHOBHOro MexaHusma
B3aMMOJCHCTBUS BEO-IpUIO)KEHUNM u  cepBUcOB. OpHAaKo, H3-3a BBICOKHX
HakJIagHbIX pacxonoB, HTTP Bpsx nu craneT ocHOBHBIM NPOTOKOJIOM [0T, x0T BCe

paBHO OyJeT MHUPOKO UCOJIb30BaThecsl B UHTEpHETE.

BOHpOCbI AJIA MMOAT0TOBKH

1. O630p HambosIEE CYIECTBEHHBIX COBPEMEHHBIX CETEBBIX MPOTOKOIIOB.

JIaGopaTopuas padora Ne6 "'TlepexBar coOOIIEH I
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PazpaboTaTh mporpammy nijist iepexBata COOOIIEHUN MEX Ty Opay3epoM u
Web-cepBepom.

W3yunth pe3ynbTaThl TiepexBaTa. lIpoaHanm3upoBaTh 3alIUIICHHBIC
3arpockl kK Web-cepsepy ¢ ucronb3oBanrem BASIC aBropuzanuu. [Iponssectn
3anpockl kK Web-cepBepy, ucrnonbs3ys telnet. V3Biedbr mMs mosb3oBatens U

BpCM:, ITOJIYYCHHOC B OTBCTC.

20



Tema 8. PASPABOTKA CETEBBIX ITPMJIOKEHWHN HA BA3E
ITPOTOKOJIA TCP

Co3naHue KOMIIBIOTEPHBIX  CETe  TMPEACTaBISIET COOOM  CIOXKHYIO
OpraHU3alMOHHYIO 33/1a4y.

Bo MHOTHX CIIyvasx ObIBaeT HEO00XO0IUMO OpraHu30BaTh
B3aMMOJICHCTBUE MEXKIY KOMIIBIOTEPAMH PA3JIMYHBIX aPXUTEKTYP, ONEPAIUOHHBIM
CUCTEMaMHU W TPUKIAJAHBIM OOECIIEUYEHHUEM Pa3HBIX BEPCUM W MPOU3BOJUTEICH.
Cpena nepenaud JaHHBIX TOXKE MOXKET ObITh KpalHE pa3sHOPOJHOW —ONTHUYECKUE
KaHajbl, cetu Ethernet m npyrue cnienmanu3upoBaHHbIe KaOCIbHBIC CETH, MOICMBI
JUISL CBSI3M 4epe3 TeNeQOHHbIE CETH M PazlIMnyHble OCCIPOBOJHBIE TEXHOJIOTHH,
JehcTBylonMe OT MacmTaba «pabouero crona» (Bluetooth) mo Bceit mmaneTs
(crlyTHHKOBasi CBSI3b). YCICIIHAs OPraHU3alds CBS3W B TaKUX Pa3HOPOIHBIX
YCIJIOBUSIX BO3MOYKHA TOJIBKO 32 CUET UCIOJIb30BaHUS OOIIECIPUHSITHIX CTAHIapTOB U
CTPYKTYPHOT'O TOAXOJa K pEeHIeHUuI0 3Toi 3amauu. J[Jisi paboThl B pa3HOPOIHOM
anmapatHod  cpefe  OOBIYHO  CO3Jal0T  MNPOrpaMMHOE  OOECHeYeHHe C
MHOTOYPOBHEBOM CTPYKTypoH. Kaxkapli ypOBE€Hb pELIAET CBOK) KOHKPETHYIO
3a/1auy ¥ B3aUMOJIEHCTBYET TOJBKO C COCEIHUMH YpOBHAMH. CaMbIM HIKHUM
YPOBHEM B ClTydae CETEBOTO B3aUMOICHCTBUS OYIET SBISATHCSA YPOBEHB, HA KOTOPOM
OyZneT  ocCymIecTBIAThCA  (pu3uMyeckas  CBSI3b  MEXKIYy  HEMOCPEICTBEHHO
COCIMHEHHBIMU Yy3JIaMH CETH (KOMIIbIOTEpAMHU WM CHEHUATbHBIMU CETEBBIMU
ycrpoiicTBamu). Ha camMmoM BepxHEM ypoBHE OyyT HAXOIUTHCS MOJb30BATEIbCKUE
MPOIIECCHI. [IpoMexxyTOuHBIE YPOBHU JOJDKHBI «CIYCTUTB» JaHHbIC OT
MOJI30BATEILCKOTO TIpoliecca 70 (pu3Mdeckoro ypoBHs, a 3areM (Ha JApyrom
KOMIIBIOTEPE) «MOJHSATH» HX OISTh 10 YPOBHS IMOJIB30BATEILCKOrO MpOIECCa.
BeptukanbHoe B3aUMO/ICHCTBUE MEXIYy  YPOBHSAMH obecrieunBaeTCs
CTaHapTU3aIMeil CrIOCOOOB Tepeaaun JaHHBIX MEXIY YPOBHSMH, Ha3bIBAEMBIMU
unrepdeiicamu. Criyckasi TaHHBIE 10 CaMOTI'0 HIKHETO YpOBHS, U MOJAHUMAs HX
oOpaTHO Ha APYroM KOMIIBIOTEPE, HMXKHHE CJIOU O0ECreyrBalOT CBOEOOpa3HbIN
BUPTYaJIbHBIN KaHaJ JAaHHBIX MEXKY CJIOSMH, HAXOSAIIMMHUCS HA OTHOM YPOBHE Ha

pa3HbIX KoMIbloTepax. Kak mnpaBuiio, KaxkIblii ypoBEHb J100aBIsET K
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nepeaBaeMbIM JJAaHHBIM CBOIO CITyKeOHYI0 HH(POpPMAIMIO, KOTOpasi aHAIU3UPYETCs
aHAJIOTUYHBIM YpOBHEM Jpyroi cucreMbl @opManbHbIE HaOOp MpaBHi,
ONPENETAIOUMX IOCIEI0BATENbHOCT UM (opMaT COOOLIEHUH, KOTOPBIMU
OOMEHUBAIOTCSA CETEBble KOMIIOHEHTHI PA3UYHBIX BBIYMCIUTENBHBIX CHCTEM,
HaXOJAIIMXCS Ha OJHOM YPOBHE, HA3bIBAIOT CETEBBIM IIPOTOKOJIOM. Takke 3TOT
TEPMHH  HCIOJB3YIOT Uil  O0O3HA4Y€HHs  IPOrpaMMHOTO  0OeCHedeHHs,
pean3yIOEro 3T0 HabOp NPABUIL

CoBOKYyNHOCT, ~ MHTEp(ENHCOB M  NIPOTOKOJOB, AOCTATOYHYIO IS
OpraHM3allid B3aUMOJECHCTBHUS YIAJEHHBIX IPOLECCOB, HA3bIBAIOT CEMENCTBOM
IIPOTOKOJIOB WJIX CTEKOM IIPOTOKOJIOB.

Cpenn  CylIeCcTBYIOIIMX  METOJOB  IIOCTPOEHHUS  ceTed, Hauboiee
pPacIpOCTPaHEHHBIMU SABJISIOTCS JBA METO/1A, N3BECTHBIE KAK KOMMYTAIIMs KAHAJIOB
¥ KOMMYTallusl TakeToB. B ciyyae KOMMyTalMy KaHaJlIoOB Mepes OOMEHOM JIaHHBIX
MEXKy KIMEHTaMHU CETU CO3AAETCSA COCTABHOM KaHall, UCIIOJIb3YEMBIH JU1s Iepeiadn
JAHHBIX TOJIBKO 3THUMH KiueHTamu. [IpemmyiecTBoM Takoro criocoba siBIsieTcs
IIPEJOCTABICHNE KIMEHTAM TapaHTUPOBAHHOIO KauyecTBa CBSA3U: IIPOITYCKHAas
CIIOCOOHOCTB U 33JIEP’KKH B KAHAJIE U3BECTHBI 3apaHee U HE U3MEHSIOTCS B IIPOLIECCe
pabotbl. Takoi cnocod KOMMyTalMK XOPOILU JAJIsl IEpeaul HEMPEPHIBHOTO MOTOKA

JTaHHBIX, HATPUMEP BUJIEO WIIM 3BYKa

Bonpocs! Aj1s1 IOATOTOBKHU
[Toxxobl K pa3pabOTKe CETEBBIX MPUITOKCHUH.
Cereas oubnuorexka WinSock.
Pa3paboTka ceTeBoro npuioKeHus Ha 6a3e OKOHHBIX COOOIIESHUM.
Pa3zpaboTka ceTeBoro mpmioxeHus: Ha 6a3ze COObITHIA.

Pa3paboTka ceTeBoro mpuiioxkeHus: B OJOKUPYIOLIEM PEXKHUME.

o ok~ w0 D e

Pa3zpaboTka ceTeBOro mpuiIoKeHus: B peKIUMe aCHHXPOHHOTO 3aBEPIICHUS

OTepaIvi.

JlabopaTopHasi padora Ne/

PeanuzoBats coocTBeHHBIN SOCKS4 mpokcu-ceprep.
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Tema 9. AHOHUMHBIE U UMEHOBAHHBIE KAHAJIBI CBSA3HN

B cpene onepanmonHoit cuctembl Microsoft Windows NT Bam jgocTymHO
Takoe yZ0OHOE CPEICTBO Mepeaavyr JaHHBIX MEXAY MapauiebHO paboTaromyuMu
nmpolieccaMu, Kak KaHanbl Tumna Pipe. DTo cpelncTBO MO3BOJISIET OPraHU30BaTh
nepeaady TaHHBIX MEXTY JIOKATBHBIMU MIPOIIECCAMH, a TAK)KE MEKIY IMPOIECCaMH,
3aIyIIEHHBIMHI Ha Pa3IMYHBIX PA00OYUX CTAHIIUSIX B CETH.

Kananer tuma Pipe Oosbiie Bcero moxoxku Ha Qailyibl, MOSTOMY OHH
JIOCTaTOYHO MPOCTHI B UCIIOTH30BAHNUM.

Yepes kaHa1 MOKHO TIepeIaBaTh IaHHbBIE TOJIBKO MEXTY IBYMs IPOIIECCaMHU.
OauH W3 TPOLIECCOB CO3/1aeT KaHaj, APYrod oTkpeiBaeT ero. Ilocime storo oba
mporecca MOTYT TIepelaBaTh JaHHBIC Yepe3 KaHal B OJHY WJIM 00€ CTOPOHBI,
UCIIOJIb3YsI NI ATOTO XOPOIIO 3HAKOMbIE BaM (DYHKIIMH, MpEAHA3HAYCHHBIC IS
paboTsl ¢ (aitnamu, Takue kak ReadFile u WriteFile. 3ameTum, uto npunoxxeHus
MOTYT BBITIOJIHATH HaJl KaHaiamMu Pipe CHHXpOHHbBIC WJIM aCUHXPOHHBIE OMEpaIlnH,
aHAJIOTUYHO TOMY, KaK 3TO MOKHO jenath ¢ (aitnamu. B ciiydae rcnonab3oBanus
ACUHXPOHHBIX OTepaInii HEOOXOUMO OTACITHEHO MOOECITOKOUTRLCS 00 OpraHU3aAINH
CUHXPOHU3AIIHH.

Cy1iecTBYIOT J1B€ pa3HOBHAHOCTH KaHaynoB Pipe - mMmenoBanHbie (Named
Pipes) u anonumHbie (Anonymous Pipes).

Kak BumHO w3 Ha3BaHMs, WMEHOBAaHHBIM KaHajaM TIPH CO3JIaHUH
MIPUCBANBACTCS UMS, KOTOPOE JTOCTYITHO JIJISL IPYTUX MPOIIECCOB. 3HASI UM KaKOM-
60 paboyeil CTaHIIMM B CETH, MPOIECC MOXKET IMOJYYUTh JOCTYI K KaHay,
CO3JaHHOMY Ha 3TOU paboueil CTaHIUH.

AHOHUMHBIC KaHAJIbI OOBIYHO MCIIOJB3YIOTCS I OpPTaHHM3alldd Tepeaavn
JAHHBIX MEXAY POAUTEIbCKUMU M JOYEPHUMHU TPOIECCaMU, 3aMyIICHHBIMA Ha
OJIHOM paboyell CTaHIIMU UITK Ha “OTACIBHO CTOSIIEM KOMITBIOTEpE.

Hmena kaHanoB B o0LIEM clTyyae UMEIOT CIEAYIOLIUN BU:

\\MmsCeprepa\pipe\UmsKanana
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Ecnu mpornecc oTKpbIBaeT KaHaj, CO3JaHHBIN HA Jpyroi paboueil craHuuwy,
OH JIOJDKEH yKa3aTh UM cepBepa. Eciu ke mpoliece co3/1aeT KaHall WIH OTKPBIBAET
KaHaJl Ha CBOEH padoyeil CTaHIIUK, BMECTO UMEHHU YKa3bIBACTCSI CUMBOJI TOUKHU:

\\.\pipe\NmsaKanana

B m106om ciydae mpoliecc MOKET co37aTh KaHal TOJIBKO Ha ToW paboueit
CTaHIUH, TJE€ OH 3aIlyIIeH, TOATOMY MPHU CO3/IJaHUU KaHalla UMsI CepBEpa HUKOTAA
HE YKa3bIBAETCS.

B mpocreiiiieM ciydae OJUMH CEpBEPHBIM MpOLIECC CO3AA€T OJIMH KaHal
(TOuHEe TOBOps, OJHY peaNM3alMI0 KaHala) JJjIsi padOThl C OAHUM KIUEHTCKUM
IIPOLIECCOM.

Opnako wyacto TpeOyercs OpraHU30BaThb B3aUMOJEUCTBUE  OJIHOTO
CEpPBEPHOI0 MpoIlecca ¢ HECKOJbKUMH KIMEHTCKUMH. Hampumep, cepep 0a3bl
JTAHHBIX MOKET MPUHUMATH OT KJIMEHTOB 3aMPOCHl U pacChUIaTh OTBETHI HA HUX.

B cinyuae Takoifi HEOOXOIMMOCTH CEpPBEPHBIM MPOLIECC MOXKET CO3/1aTh
HECKOJIbKO peanu3aluid KaHaja, 10 OJHOM pean3aiuu sl KaKJI0T0 KIMEHTCKOrO
nporecca.

B sTom paznene mbl onumeM HanbOosee BaKHbIE (PYHKIUU MPOrPaMMHOIO
untepdeiica Microsoft Windows NT, npeaHaznaueHHbie Jjisi pabOThI C KaHATaAMH
Pipes. Bonee mompoOHyo MHGOPMAIIKMIO BbI HaileTe B JOKYMEHTAIMH, KOTOpas
MOCTaBJIACTCS B cocTaBe OuOIMOTEekH paspadotunka Microsoft Development
Library (MSDN).

Jlist co3qaHusl MMEHOBAHHBIX M aHOHMMHBIX KaHAJIOB Pipes MCIob3yroTcs

¢bynkuuu CreatePipe u CreateNamedPipe.

Bonpocel 17151 NOAT0TOBKH
1. Tlousatue xaHana.
2. Bo3MoXHOCTH ¥ Ha3HAYEHWE KaHaJA.
3. AHOHUMHBIC U UIMEHOBAHHbIE KaHAJIbI CBSI3H.

4. Tlepenaua udopmalyu yepe3 KaHall.
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JlaGopaTopnas padota Ne8
Hcnone3yst 1000# SI3bIK MPOrpaMMUPOBAHUS, pa3paboOTaTh CUCTEMY
MTHOBEHHBIX cooOmieHue Ha mnpotokoinax SMTP u POP3. Hcnonb3oBath
MOYTOBBIE CEPBEPHI, pa3pabOTAHHBIE B XOJE BBIIOIHEHUS MPEABIIYIINX

PAKTUYECKUX padoT.
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