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Henbto auctuminHel «OCHOBBI TOCTPOEHUS 3alllMIICHHBIX 0a3 JaHHBIX»
sBIsieTCs (POPMUPOBAHUE y CTYACHTOB KOMIUIEKCAa MPOPECCHOHATIbHBIX KAauyeCTB,
o0eCreynBaOIINX  pEelIeHre  3ajay, CBSA3aHHBIX C  HCIOJIb30BAHUEM WU
IPOEKTUPOBAaHWEM ©0a3 JaHHBIX T[OJ] YOPABIECHUEM COBPEMEHHBIX CHUCTEM
ynpasienust 0azamu naHHbiX (CYB/I), a Takke CBsI3aHHBIX C OO€ClEeYeHUEM
Oe3omacHoCcTH HH(POPMAIIMKA B aBTOMATU3UPOBAHHBIX WH(GOPMAIITMOHHBIX CHCTEMaX
(AUC), B ocHoBe koTOpbiXx JexaT 0Oa3bl naHHbiX (BJl), HaBBIKM pabOTHI €O
BCTPOCHHBIMHU CPEACTBAMU O€30MAaCHOCTH CUCTEM YIpaBlieHUs Oa3aMu JaHHBIX
(CYBL).

3anauel Kypca sIBISeTCS:
* 00yyeHuEe CTYACHTOB MpHUHLMMNAM pPAOOThl COBPEMEHHBIX CHUCTEM
yrpaBiieHus: 6a3aMH JaHHBIX;
* TpUBHUBAHHUE CTYJCHTaM HaBBIKOB MPOEKTUPOBAHUS U peanusanuu 0as3

JIAHHBIX



* mpuoOpeTeHHue CHCTEMHOr0 TMOAX0Aa K mpoOjemMe  3alluThI
unpopmanuu B CYB/];

N3yuyeHune Kypca OCHOBaHO Ha CIEAYIOIIMX JUCUUIUIMHAX: «ba3bl JaHHBIX,
«MHpOopMaLIMOHHBIE TEXHOJIOTUNY, «SI3bIKH MpOrpaMMUpPOBaHUsD», « TeXHOIOruu 1
METO/Ibl IPOrPAMMHUPOBAHUS.

B pe3ynbraTe n3ydeHus: AUCUUTUINHBI CTYJACHTHI TOJDKHBI 3HATH:
* CYNIIHOCTH W MOHsTHE WHGOpMAIH, HHHOPMAITMOHHON 0€301TaCHOCTH
M XapaKTEPUCTUKY €€ COCTABJIAIOIINX;
* cpencTBa M criocoObl obecniedeHrss MHGOPMAIMOHHON O€30MacHOCTH,
MIPUHITUIIBI IIOCTPOCHUS CHCTEM 3alIUThl HHPOPMAIIHH;
* COBpPEMEHHBIC KPUTEPUH U CTAaHIAAPTHI ISl aHajdu3a Oe30MacCHOCTU
nH(popmanmoHHbIx cucteM Ha 0aze CYB/;
YMETh:
*  aHaJM3MPOBATH U OIICHUBATH YIPO3bl MH(GOPMAIIMOHHOM O€30MacHOCTU
00BEKTa;
* MPUMEHATH JECUCTBYIONIYIO 3aKOHOJATENbHYIO 0azy B oOiactu
oOecnieueHns 0€30IMaCHOCTH CHCTEM 0a3 JaHHBIX;

* TMPUMEHSATH OTEYECTBEHHBIE U  3apyOekKHBbIE CTAaHAAPTHl IS
POEKTUPOBAHUS, Pa3pa0OTKHU U OLIEHUBAHUS 3alTUIIICHHOCTU

KOMITBIOTEPHOU CUCTEMBI;
Tema 1. BE3OITACHOCTD B/, YIT'PO3bI, 3AIIIUTA

CTpyKTypUpOBaHHasl U CHCTEeMaTU3MpOBaHHast HH(POpMALIKs, pa3MeIleHHas B
ynpasisiembix 6a3ax nanabix (CYB]L), pacnoyioxkeHHBIX Ha BBIICTIEHHBIX cepBepax,
jerye o0padaThIBa€TCs M aHAIM3UPYETCS, a TAKXKE UCIOJIb3YeTCS IPU MOCTPOEHUU
ouzHec-npoueccoB. st kubepnpecTyTHUKOB OHA MPECTaBIsAET 00BN HHTEPEC,
YeM HECTPYKTypupoBaHHas uWH(poOpMalus B  pa3po3HEHHBIX (ailmax wu
KpaTKOBpeMEeHHOM mnamsATu. [103ToMy OCHOBHBIMH 3ajjladyaMu MO OOECHEeUYEeHHIO

0€30MaCHOCTH SABJISAIOTCH:
e 3amuTa WHQOpPMANMM  OT  HECAHKIIMOHUPOBAHHOTO  JOCTYyIa

HHC&fIJIGpOB NJIM BHCHIIHUX 3aWMHTCPECOBAHHBIX CTOPOH;



* MpeAOTBpALICHUE YHUYTOXKEHUS NAaHHBIX. MeXaHU3Mbl COBPEMEHHOM
CYBJl (Database Management System) CcrnocoOHBI BBIYHCIISTH
YaCTUYHO CTEPTYI0O U TOBPEXKACHHYIO WHPOPMAIMIO U HCIPABIATH
omuOKy, MO3TOMY pedb HAeT 00 obecrneueHUH O€30MacHOCTU OT

PHUCKOB ITOJHOT'O YHUYTOKCHUA COACPKUMOI'O 0a3ml JaHHBIX

* 3ammTa OT MPOTPaAaMMHBIX W amMapaTHBIX OIMMOOK, TPYIHOCTEH C
JOCTYyIIOM K CepBepy, KOTOpble 3aTPyAHSIOT WIM JIEJaroT
HEBO3MOHBIM 00paboOTKy  MOJIb30BATEISIMU uHdopMaIu,
cojieprkalleiics B 0a3ax JaHHBIX.

[Toctpoenue 3¢ pexTrBHOM crcTEMBI 0€30MaCHOCTH 0a3bl TaHHBIX TOTPEeOyeT
OIICHKH YTPO3 Ha OCHOBE IIEHHOCTH WH(GOPMAIMH W TMPAKTHKHA KPUMHUHAIHHOTO
MOCATaTENbCTBA HA TAHHBIC, CIIOKUBIIEHCS B cepe ee pacnpocTpaneHus. Tak, oqHu
WHCTPYMEHTHI UCIIONB3YIOTCS M1 0a3bl nanueix HUU, a apyrue - mist 6a3 maHHBIX
WHTEpHET-TpoBaiiepoB. Cpeli OCHOBHBIX:

* HECaHKIMOHMPOBAHHOE MCMOJIb30BaHHEe MHPOpMaIMK B 06a3e JaHHBIX
CUCTEMHBIMU aJIMUHUCTPATOPAMHU, MOJIH30BATEISIMU, XaKEPaMU;

* BHUPYCHBIC aTaK¥ C PA3IMYHBIMH MOCIEACTBUSIMU;

* SQL-uHBEKIIMH, KOTOpHIE TMPOU3BOJIBLHO U3MEHSIOT KOJ WJU
nepedpopMaTUpyroT 6a3y JTaHHBIX;

* TEXHUYECKHE MPOOJIEMBbl, CHUKEHUE MPOU3BOJUTEIHLHOCTH, OTKa3 B
J0CTyIIe, UCKITI0OUEHNE BO3MOXHOCTH MCITIOIh30BaHUS MH(POPMAIIUK;

* (usnyeckuii ymepo, HaHECEHHBIN 000PYTIOBAHUIO UIIH KaHAJIAM CBSI3H;

* omuOKH, HeIopaOOTKH, HECAaHKIMOHUPOBAaHHbIE (QYHKIUU B
mporpamMmax, yrpaBJIsSIOIuX 0a3aMu JaHHBIX U JPYTHUM IPOTPaMMHBIM
o0OecrieueHreM, ONEpallMOHHBIE CHUCTEMBI SBJISIOTCS  HamOomee
ySI3BUMBIMH.

D10 HauboJiee pacrnpoCTpaHEHHBIE YIPO3bl, C KOTOPBHIMU HEOOXOIUMO

O00pOThCA, YTOOBI 0OECTIEYUTh HHPOPMAITMOHHYIO O€30MMaCHOCTh 0a3 JaHHBIX.
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[TepBoit 3amaueii Mo obecrneueHnI0 OE30MaCHOCTH 0a3bl JAHHBIX SBIISETCS
pasrpaHUYCHUE TPAB JOCTYIA W OMPEICICHUE MPUBUIICTUNH, KOTOPHIE TTO3BOJISIIOT
CUCTEMHBIM aJIMHHHCTPATOPAM OCYIIECTBIATh KOHTPOJb, a TOJb30BATEISAM -

IoJIydaTb JOCTYII K JaHHBIM.

EcTtp nBa THma NpUBWIETUH: ©

CUCTCMHBIC ITPUBUJICTHUH,

*  OOBEKTHBIC IMPUBUJICTHH.

CucteMHbIE MO3BOJSIOT AIMHUHHUCTPATOPY BBINOJHATh YIPABICHYECKUE
JEHCTBUS B OTHOIICHUHU 0a3bl JaHHBIX U COAECPIKAIIMXCS B HEM MH(DOPMALIMOHHBIX
00bekToB. Tak, Hanpumep, ykazano st CYBJ[ SQL Server, coznanue:

* Mpoleaypsl pa3rpaHUueHUs Wi 00pabOTKN MHPOPMALIHH;
* IpEACTABIICHMUS;
* pesepBHOM B/I;

* TaOJuLBL; * TPUTTEPA.
Bomnpocs! 1151 IOAr0TOBKHU

[Tonsitue 6e3onacHocTu B/,
VYrpo3ssl 6e3onacHoct B/I: 06mme u cneunduyuHble.

TpeboBanus 6e3onacHoctu BJI.
Hcrtopust pa3BuTHsi, HA3HaYEHUE U POJIb 0a3 TaHHBIX.

Mopenn naHHBIX.

o 0 Ao D

MaremaTndeckre OCHOBBI MOCTpOoeHUs pensiunoHHbix CYB/I.

JlaGopaTopHnas padora Nel

[TocTpouTts pensiironnyto bJl. Hanmucate 3anpockl Ha coegrHeHUe TaOIuL.

Co3znath KIMEHTCKOE MPUIIOKEHUE I paOdO0ThI ¢ 0a30ii JaHHBIX.



Tema 2. KPUTEPUU 3AIIUMILIEHHOCTHU B/]

3ammura wuHGoOpMAUMH — DOSTO KOMIUIEKC MEp, HalpaBJICHHBIX Ha
oOecrnieyeHue NHGHOPMAIIMOHHON 0€30NacCHOCTH (II€JI0CTHOCTD, TOCTYITHOCTD U, TIPH
HE0OXOAMMOCTH, KOHPUACHIIUATBHOCTh HH(OPMAIIUU U PECYPCOB, UCIIOJIb3yEMbIX
JUTsl BBOZIA, XpaHEHUs, 00pabOTKU U Nepeaun JaHHBIX).

3ammumennas wuHpopMmanusa (KoHpuaeHuuaabHass uHpopmanms) -
uHpOpMaIs, KOTOpas ABISETCS IPEIMETOM COOCTBEHHOCTH U TOJJICKUT 3aIIUTE B
COOTBETCTBUM C TpPEeOOBAaHUSMH TMPABOBBIX JOKYMEHTOB WM TPEOOBAHUSIMH,
YCTaHOBJICHHBIMU BIaJienblieM uHbopmaimu. O4eHb 4acTo Hapsiay ¢ TEPMUHOM
«3anuiieHHas “HGopMaIus» UCIOIb3YETCS TaKkKe TEPMUH «KOH(UCHIIMATbHAS
uHdopmarus» - uHPopMalus, JOCTYIl K KOTOPOW OrpaHUYEH B COOTBETCTBUU C
3aKOHOJaTEIbCTBOM HJIM TPEOOBAHUSIMU BIIaIE€IIbLA.

KonpuaeHumanabHOCTh — 3TO CBOWCTBO KOTOPOE ONpPENENseT, YTO
uHpopMalus J0JKHA OBITh U3BECTHA TOJIBKO aBTOPU30BAHHBIM U MPOBEPEHHBIM

CyOBbEKTaM CUCTEMBI.

3ammeHHas MHPOPMALMOHHAS CHUCTeMA - CUCTEMa, NpeJAHa3HaueHHas
Uit 00pabOTKM  3allMIIEHHOM HHpOpMauud C TpeOyeMbIM ypOBHEM €€
0€30I1aCHOCTH.

Cucrema cuurtaercsi 0€30MaCHOM, €ClAM OHa, HCIOJb3ys COOTBETCTBYIOLIEE
o0opyloBaHHME U TpPOrpaMMHOE oOOecrieueHue, KOHTPOJUPYEeT JOCTYN K
uHPOpPMAIIMH, TaK YTO TOJIHKO JOJDKHBIM 00pa3oM YHOJTHOMOYEHHBIM JIMIIAM WJIH
mporeccaMm, JACUCTBYIONIMM OT WX HWMEHH, pa3pelieH0 4YuTaTh, 3alHChIBaTh,
CO3/1aBaTh U yAauaTh uHpopmanuo. Cuctema CUuTaeTCsl HaZSKHOM (B MPOTUBHOM
cllyyae - JIOBEPEHHOIl), €Clii OHa, MCIOJIb3YS JOCTaTOuYHOE O0OpylOBaHHE U
nporpaMmMHoe  o0ecriedeHue, OOecrneyruBaeT  OJHOBPEMEHHYI0  00palboTKy
uHGOpMallMK PaA3IUYHON CTEMEHU CEKPEeTHOCTU TPYIION IMoyib3oBareneil 0e3

HapyILIEHUs MpaB AOCTyIa.



OCHOBHBIMH KPUTEPHUSIMH OIICHKH HAJACKHOCTH SIBIISIOTCS TOJUTHKA
0€30MacHOCTU U FapaHTHUH.

IMomuTHKa 0€30MACHOCTH — 53TO KA4YeCTBCHHOE ONMHMCAHHE KOMILICKCa
OpPTaHW3alMOHHBIX, TEXHOJIOTHYECKUX W NPOrPAMMHO-AMIIAPATHBIX MeEp IO
oOecCITeueHUI0 3alUThl JAaHHBIX, BKJIIOYas aHaJu3 BO3MOXKHBIX YIpo3 M BBIOOD
COOTBETCTBYIOIIUX Mep NPOTUBOACHCTBUA. [lommuThka OE30MacHOCTH, SBISACH
aKTUBHBIM KOMIIOHCHTOM 3alllUThl, OTPa)KaeT COBOKYITHOCTh 3aKOHOB, TPABWI H
HOPM TIOBEICHMS, KOTOPhIE KOHKPETHAS OpTaHU3aIlis UCIIOIb3YeT MPU 00padoTKe,
3alATe W PACIPOCTpaHCHWHM WHGOpMaIMu. BBIOOp KOHKPETHBIX MEXaHH3MOB
obecricueHus: 0€30MaCHOCTH CHCTEMBbI IPOM3BOJUTCS B  COOTBETCTBUHU C
c(hopMyJIHMPOBAaHHOMN MOJIUTUKON OE30MTaCHOCTH.

I'apanTusi, SBISACH TACCUBHBIM D3JIEMEHTOM 3alllUThI, OTPa)kaeT MeEpPY
JOBEPHSI, KOTOPYIO MOKHO MPUIATh APXUTEKTYPE U PeaTU3aI[UN CUCTEMBI (IPYTUMHU
CJIOBaMH, OHAa TIOKa3bIBA€T, HACKOJHKO MPABUIHHO BBIOPAaHBI MEXaHU3MBI IS
obecrieueHuss 0€30IaCHOCTH CHCTEMBI).

dopManpHOE  (MaTEeMaTH4YeCKOe, aITOPUTMHUYECKOE, CXEMaTHYECKOE)
BBEIpOKECHHE W (POPMYJIHPOBKA TOJTHTHKHA OE30MMaCHOCTH HA3bIBACTCS MO/EIbI0
0e30macHOCTH. bonpImMHCTBO  Mojaelne  0e30MacHOCTM  OCHOBaHBI  Ha
CyOBEKTHOOOBEKTHON MOJCIIH KOMITBIOTEPHBIX CUCTEM, BKITtOUasi 0a3bl IAHHBIX KaK
SIPO AaBTOMATHU3UPOBAHHBIX MH(POPMAIMOHHBIX CHUCTEM. PaszmnuaroTcss cyOBEKTHI
(cyOBekThl) 0a3bl NaHHBIX (AaKTUBHBIC CYITHOCTH), OOBEKTHI (OOBEKTHI) Oa3bl
JTaHHBIX (TIACCHUBHBIC CYITHOCTH) M IPOIECCH, TOPOXKIaeMble JACHCTBUAMU

CyOBEKTOB HaJl 00 BEKTaAMH.

Takum 00pa3oM, Cy0ObeKT J0CTYyNa — 3TO aKTHBHBIA KOMITOHCHT CHUCTEMBI,
KOTOPBI MOJKET BBI3BaTh HMHHUIMAIM3AINI0 HH(POPMAIMOHHOTO IOTOKA HJIH
U3MEHEHHUE COCTOSIHHS cucTeMbl. Cy0ObeKT — 3TO YEIIOBEK WIIH MTPOIIECC, ICHCTBUS

KOTOPBIX PETYJUPYIOTCS NPABUIAMUA KOHTPOJIS JOCTYIIA.



O0beKT 10cTYNIAa — 3TO MACCUBHBIM KOMIIOHEHT CUCTEMBI, KOTOPBIM XpaHHUT,
OPUHUMAET WM TepefaeT HHPOpMAIUIo, AOCTYIl K KOTOPOM peryaupyercs
npaBUJIaMu KOHTPOJs goctyma. OObeKTaMu JOoCTyrla B 0a3e JaHHBIX SBISIOTCS
IOYTH BCE, YTO COJEPKUT OKOHYATEIbHYI0 HHPOpMAIMIO: Ta0uuLbl (0a30BbIE WU

BI/IpTyaJIBHBIe), MMpCACTABJICHHUA, a4 TAKIKC 0o0J1e€e MEIKHE DIIEMEHTBI JaHHBIX:

CTOJIOLIBI U CTPOKHU TaOIUII, U AaXKE OTJICIbHbIC TOJIS.

Bonpocsl 1151 NOArOTOBKHU
1. Kpurepuu onieHKH Haies)kHbIX KoMIbloTepHBIX cucteM (TCSEC).
2. llonsarue monuTUKU 6€30MACHOCTH.
3. CoBMeCTHOE TPUMEHEHUE Pa3TUYHBIX IMOJUTUK O€30MacCHOCTH B paMKax
€AMHOU MOJIEIIH.

4. Nurepnperanus TCSEC mis nanexusix CYB/ (TDI).

5. Onenka HagexxHocty CYB ]l kak KOMIIOHEHTHI BEIYUCIIMTSIIBHON CHCTEMEL.

JlabopaTopHas padora Ne2
[TocTpouThs MOJENb JAAaHHBIX, pa3padOTaTh OTPAHUYCHHS IEIOCTHOCTH IS
noctpoeHHou mozenu. [IpuBectn k SH®. PaccMoTpeTh COOTBETCTBHE OTHOLICHUM

B SH® TpeboBaHusiM 6€30MaCHOCTU B BEIOPAHHOM MPEIMETHOM 001acTH.



Tema 3. MOJAEJIN BESOITACHOCTHU B CYB/]

Meron QopmanpHOM pa3pabOTKHM CHUCTEMBI ONMUPACTCS HA  MOJENb
0e30MacHOCTH (MOJIeIb YNIPABJICHUS HOCTYIIOM, MOJIENIb MOJUTUKU 0€30MTaCHOCTH).
[{ens 9TO¥ MOJIEH - BBIPA3UTh CYITHOCTh TPEOOBAHMI O€30MACHOCTH JIJIS TAaHHON
cuctembl. OH ompeneisieT MOTOKA HH(POpPMAIUH, Pa3peuicHHbIE B CHUCTEME, U
IpaBuia KOHTPOJIS JOCTYyMa K MH(POpMAIIHH.

Mopenb m03BOMISET aHATM3UPOBATH CBOMCTBA CUCTEMBI, HO HE HAKJIaJbIBacT
OTpaHUYCHHUIN Ha peau3alvio ONpe/eICHHBIX MEXaHU3MOB 3aIIUTHL. [lOCKOIBKY
3TO (hOpMaIbHO, MOKHO JJOKa3aTh Pa3IMYHbIE CBOMCTBA 0€30aCHOCTU CUCTEMBI.

Xopomiasg Mozenb 0e30macHOCTH o0JanaeT CcBOMCTBaMH aOCTPaKTHOCTH,
IPOCTOTHI U aJIEKBATHOCTH MOJIETTUPYEMON CUCTEMBI.

OcCHOBHBIE KOHIICTIIINH, UCIOJIb3YEeMbIE€ B MOJEISIX YIPABICHUS JOCTYIIOM,
CJIEIyOLIHE.

Joctyn k nHgopManmu - 03HaKOMJIEHHE ¢ uHpopMaluel, ee o0padoTka, B
YACTHOCTH KOIMPOBAHNE, U3MEHEHUE WM YHUUTOXKEHHE HH()OPMALIUH.

O0bekT jgocTtyma — 3TO e€IMHHALA HMHGPOPMALMOHHOTO pecypca
aBTOMATHU3MPOBAHHOW CHCTEMBI, JIOCTYI K KOTOPOW pETyIupyeTcs MpaBUIaMH
KOHTpOJIsl JOCTyIaA.

Cy0BbeKkT mocTyma — D3TO YEIOBEK WA TMPOIECC, JIEUCTBUA KOTOPBIX
PETyIUPYIOTCS MPaBUIIAMHA KOHTPOJISI TOCTYTIA.

IIpaBusa pasrpaHuyeHus J0CTyNa — 3TO HAOOP MPaBUJI, PETYITHPYIOIIUX
paBa JoCTyla CyObeKTOB JJOCTyNa K 00bEKTaM JI0CTyIa.

Mogeab TUCKPELMOHHOI0 JOCTYIA
JIckpennoHHasi MOJIeNIb KOHTPOJIHUPYET AOCTYI CyOBEKTOB (MOJIb30BaTeNeH
WIN TIPWIOXKEHUH) K 00BEKTaM, MPEACTABISAIONINM pa3InyHble WH(HOPMALMOHHbIE

pecypchl: daiibl, TPUIOKEHHUS, YCTPOMCTBA BBIBOIA U T. /1.



Jlist kaxknmoro oObeKTa CYHIECTBYET CYOBEKT-BIaJenell, KOTOpPbId cam
OTIpEeIeISIET, KTO MMEET JOCTYH K OOBEKTy, a TaKXKe pa3pelICHHBIC ONepariu
noctyna. OCHOBHbIMU onepanusamu aocryna sisisitorcs READ (urenne), WRITE
(3armucs) 1 EXECUTE (BbImosHEHHE, UMEET CMBICT TOJIBKO ISl TIporpamMm). B
MOJICNIA JTUCKPEIIMOHHOTO JIOCTyNa HaOOop pa3pelieHHbIX ONepaluii J0ocTyna
yCTaHaBIMBACTCA JUIsl KaXA0U Mapbl CyObEeKT-00BEKT.

Mogaeas 0e3onacHoctu bemia-Jlallagyabi

OnHa W3 caMbIX H3BECTHBIX MoOjeNeil 0e30MacHOCTH — 3TO MOJETh
bennallallanynsl (Mogenb o0s3aTeNIbHOTO KOHTpOJsl Aoctyna). OHa ompenesnser
MHOYKECTBO KOHIICTIIMI, CBSI3aHHBIX C KOHTpoJieM aoctyna. [[aHbl ompeaeneHus
cyOBeKTa, 00BEKTa U OTlepaluu TOCTYIIa, a TAK)Ke MaTEMaTUYECKUM anmnapar Jist uX
onmucaHus. JTa MOJEIb B OCHOBHOM H3BECTHA JBYMSI OCHOBHBIMHU IpaBUJIAMU

6C3OHaCHOCTI/I, OJITHO OTHOCHUTCS K UTCHHIO, a IPYTOC - K 3aIlIMCHU JaHHbIX.

» CexpeTnsii npouecc |

CexperHslii|  yrenue aanmch HecekpeTnbii

baitn | S¢ .7 HecekpeTHbii npouecc | ¢aiin

KoHTpoJb 10cTyna HA OCHOBE poJiei

PosieBoil KOHTpOJIb JOCTyna KOHTPOJIUPYET JOCTYI TMOJIb30BATEIEH K
uH(pOpMAaIMU Ha OCHOBE THIOB MX JAecTBUl B cucteme. [log ponbio moHuMaercs
HAa0Op JeMcTBUM © OO0SI3aHHOCTEHW, CBSA3aHHBIX C ONPEACICHHBIM BHJIOM
nearenbHoCcTH. [lpuMepsl posieit: anMuHUCTpaTOp ©0a3bl JaHHBIX, MEHEIXKEp,
PYKOBOJHWTEIb OTAENA.

B poneBoil mMomenu Kaxablii OOBEKT CBA3aH C HAOOPOM pa3pellIeHHBIX
omnepauni JOCTyIa sl KaXKJI0M POJId, a HE I KaXA0ro noJib3osarens. Kaxnomy
IIOJIb30BATEIII0 HA3HAYAKOTCS POJIU, KOTOPBIE OH MOXET BBINOJHATh. B HEKOTOPBIX
CUCTEMAX ITOJIb30BATEINI0 PA3PEUIEHO BBINOJIHATH HECKOIBKO POJIEH OJHOBPEMEHHO,
B JIPYTUX CYIIECTBYET OTPAaHUUYCHHE HA OJIHY WJIM HECKOJIbKO HEKOH(IMKTYIOIIHNX
pOJIEN OJHOBPEMEHHO.
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CucreMbl KOHTPOJIS 10CTYyNA

KoHkpeTHBIN BapuaHT peaiu3aliyd MOJAETH YNPaBJICHUS TOCTYIIOM MOKHO
HaiiTh B cucreMe ymnpasiaeHuss poctynoM (CYM). CYIA — »sto Habop
peaM30BaHHbIX MpPaBWJ [ pa3TpaHUYeHUs JOCTyna B KOMIIBIOTEPHBIX

TCXHOJIOTHAX UJINM aBTOMATH3UPOBAHHBIX CUCTCMaAX.

Bonpocsl 1J1 MOAT0TOBKH
1. MuckpernmonHas (u3OuparenbHas) M MaHjaTHas (ITOJTHOMOYHAS) MOJEIU
0€30MacHOCTH.
2. Kmaccudukammst Mmoaenei.

3. AcnekTsl UCClIeI0BaHUA MOJeeil 0€30aCHOCTH.

4. Ocobennoctu nmpuMeHneHus: Mmozeneit oezonacnoctu B CYB/I.

JlabopaTopHas padora Ne3
PaccmoTpeTs  AMCKpenMOHHYIO — (M30uUpaTenbHYl)) UM MAaHAATHYIO
(momHOMOYHYI0) Mozenu Oe3omacHocTu. HcecnenoBaTh NpUMEHEHUE MOJENeH

6e3onacHoctu. [IpuMeHUTH MO/IENTH OE30MIACHOCTH 1J1s1 pazpaboTanHoil b]]
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Tema 4. CPEJICTBA UAEHTUPUKAIIUNU U AYTEHTUOUKALIUN

IpaBuaa pasrpanmyenuss gocryma (Security policy) - coBOKymHOCTB
NpaBUJj, PETIAMECHTHPYIONIMX TpaBa CYOBEKTOB JOCTyHa K OOBEKTaM JOCTYIIA.
Joctyn  k  uHbOpMAlMM  Pa3leisAOT  HA  CAHKIMOHUPOBAHHBIA |
HECAHKLIMOHUPOBAHHBIN:

CanknmoHupoBaHHbIi gocTyn (authorized access to information) - moctyn
K MHQOPMALMU, KOTOPBIA HE HApyIIaeT YCTAHOBJICHHBIX MPaBWJI Pa3rpaHUYCHUS
JOCTyIIa, a HeCAHKIIMOHUPOBaHHBII qocTyn (Unauthorized access to information)
- JOCTYn K WH(OpMAIMK, KOTOPBIA HAPYIIAET YCTAHOBICHHBIC MPaBUIIA
pa3rpaHUYCHHSI.

Kontpons moctyma 00s3aTelnbHO  BKJIIOYACT HMAEHTHPUKALUIO H
ayTeHTH(PUKAIHNIO BCEX CYyOHEKTOB U UX MPOLIECCOB U Pa3rpaHUYCHHE TOTHOMOYNH
CyOBEKTOB 10 OTHOLLIEHUIO K 00BbEKTaM C MOCIEAYIOMIEeH 00s3aTeNbHON MPOBEPKOI
BBE/ICHHBIX TIOJTHOMOYHH.

Nnenrudpuxanus (identification) - mpucBoenune o0ObeKTaM M CyOBEKTam
nocTyna uaeHTudukaTopa u (HiM) CpaBHEHUE MPEAbABISIEMOT0 UICHTU(UKATOPA C
NepeYHeM IPUCBOCHHBIX HIEHTH()UKATOPOB.

HNnentuduxarop nocryma (access identifier) - yHuKanbHBIH NpU3HAK
00BEKTa U CyOBEKTa JOCTYIIA.

Ayrentudukanus (authentication) - mpoBepka MpUHAIICKHOCTH CYOBEKTY
JIOCTyTa TMPEIbSIBICHHOTO MM WACHTHU(PHUKATOPA, MOATBEPKICHHUE ITOMTUHHOCTH.
Tem cambiM, 3a7a4a uneHTU(UKAIIMA — OTBETUTH HAa BOIIPOC «KTO 3TO?», a 3aj1ada
ayTeHTU(DUKALIMU — «a OH JIM 3TO Ha caMoM jeiney. [lociie uaeHTH(UKaAuu u
MPOBEPKHU TOJJIMHHOCTH yCTaHaBiMBaeTcss cdepa gedcTBUil cyObekTa. OTy
IpOIeTypy HA3bIBAIOT MTPEIOCTABICHUEM ITOJIHOMOYHH (aBTOpU3AIIUEH ).

ABTopu3anusi (authorization) — 9310 mnpemocTaBieHHe mpaB (WM

HpHBHJ’ICFHﬁ), MO3BOJIOIINX HUX BJIAACIIbIY UMCTb 3aKOHHBIN AOCTYII K CHCTCMC
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i ee o0bekTaM. MHoraa B mporiecc aBTOpHU3aIiuy BKIIOYAET U UACHTU(DUKAIIHIO,
U ayTCHTU(PUKAIUIO CYOBEKTOB, TPEOYIOITUX MOTYYEHHUS JOCTyIa K 00ObEKTaM.
IpuBuierust nocryna (ypoBeHb MOJHOMOYMI CyObeKTa jocTyna) (subject

privilege) - cOBOKYITHOCTH IpaB JA0CTYIa CYyObEKTa JOCTYIIA.
Bonipoch! Uisi MOATOTOBKH

1. OO6ume cBenenus. Unentuduxamms u ayreHTUDUKAIHS.
2. COBMECTHOE NPUMEHEHHUE CPEICTB HIECHTU(UKALUU U ayTeHTHU(UKALUH,

BcTpoeHHbIX B CYB/[ u B OC.

JlaGopaTopnasi padora Ne4

Aytentudukanus Ha yposae OC u Ha ypoBHe CYB/I. Co3naTe uMeHa BXO U
MoJib30BaTeNel 0a3bl JaHHBIX. M3yunTh OIUIIeTBOpEHHE.

1. Jas nocryna k SQL Server co3naiite 4 yueTHbIe 3an1MCH (JIOTHUHBI):
«Aamunucrparop b/I», «Corpyanuk otnena kaapoy», « COTpyIHUK
oTaelna npoaax», «COTpyaHUK OTAEIa TOCTAaBOKY;

2. Y4eTHYI0 3aUCh «AIMHUHHUCTPATOP)» HaJAeJUTe NPUBUJIETUIMU
CHCTEMHOI0 AAMUHHUCTPATOPA (C MOMOIIBLIO CHCTEMHOM POJIN);

3. Hanummure  SQL-ckpunThl s MOJYy4YeHHs cJieayromei
uHopmanmu:

e CekpeTHbld MACHTHUPUKATOP, UMS, X3II Hapojs OMpPEeAeSIEHHON Y4YeTHOU
3aMucH;
* (Cnmcok BceX YUYETHBIX 3aIUCEN cepBepa;
* Cnucok BCEX YYETHBIX  3amuceld  cepBepa,  OOJIamaroIIux
MpaBaMu aJIMUHUCTPATOPA;
4. Hanummure SQL-CKpUNTHI AJi51 BLINOJHEHNSI CJIeXYIONIUX JeCTBUH C

yueTHoii 3anuchi0 SQL-cepBepa:
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* brnokupoBka yueTHON 3anucH (BpeMEHHOE TPUOCTAHOBJIEHUE ICUCTBUS);
* Pa30nokupoBKa y4eTHOM 3aIllCH;

e l3MeHeHue naposist yYeTHOM 3alUCH;

* HU3menenue b/l no ymonuanuro;

* VYjaneHue y4eTHOM 3aIuCH;
5. Hanmumute SQL-cKpUNTHI 1Jisl BHINOJHEHHS CJIeTYIOMUX AelCTBHH ¢

YUYeTHOM 3anuchI0 onepaunnoHHoi cucremsl (OC):

* Perucrpamnus ydernoit 3anucu OC B kaduecTBe ydyeTHOH 3amucu B MS SQL

Server;

* OrtmeHa peructpanuu yuetHo# 3anucu OC B KauecTBe yUeTHOI 3anucu B MS

SQL Server,

e 3anper noakaoueHu yuetHoi 3anncu OC B KaueCTBE yUETHOM 3anucu B MS

SQL Server;

6. Jlast kaxmaoii ydyeTHO# 3anmucu, co31aHHO# B 1 myHKTe, Kpome

«Aamunucrparop b/l»  nob0aBpre  moJgb30oBaTedss B Bally ||

(AdventureWorks2008R2);
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Tema 5. CPEACTBA YIIPABJIEHUSA JOCTYIIOM

praBHCHHe AOCTYIIOM C€CTb MCTOA  3allIHUThI I/IH(i)OpMaHI/II/I ITyTEM

peryaupoBaHus UCTIOIb30BaHUS PECYPCOB CUCTEMBI (371eMeHTOB b/, mporpaMMHbIX

U TEXHUYECKHUX CpelicTB). BximouaeT cienyromue GyHKIIMU 3alIUTHI:

° I/II[eHTI/I(bI/IKaHI/IH I10JIb30BaTEIICH U PECYPCOB CUCTCMBI,

¢ YCTAHOBJICHHUC IOJJIMHHOCTH 00BEKTa HIIN CY6’BCKT3. 10 IIpCABABIICHHOMY HM

uaeHtudukaTopy (ayreHTUUKALNSA);

* pasrpaHHyYCHUE W TPOBepKa mojgHoMmouui (aBTopuzaius). Co3gaHue YCIOBHUM

pa6OTI>I B IIPCACiIaX YCTAHOBJICHHOI'O PCTIIAMCHTA,

* peructpaius OOpallleHUd K 3aluiaeMbiM pecypcaMm (IIPOTOKOJIMPOBAHUE U

ayJuT);

¢ p€arupoBaHHUC IIPH IOIIBITKAX HCCAHKIIMOHHUPOBAHHOI'O AOCTYIIA.

o~ DN

BOHpOCLI AJIF IIOATOTOBKHU

OcCHOBHbBIE TOHSTHS: CYOBEKTBI M OOBEKTHI, TPYMIbI [OJIb30BATENEH,
NPUBUIIETUH, POJIU U MPEICTABICHUS.

Byl npuBuieruii: npuBUieru 0€30MacHOCTH U 10CTyIA.

Hcnonb3oBaHue posnel U NPUBWIETHI MOJIb30BATEIICH.

CootHomenue npaB goctyna, onpeaensieMsix OC u CYB/I.

Hcnonp3oBaHue mpeAcTaBieHUN A oOecreueHus: KOH(PHUACHLUUATbHOCTH
unpopmaruu B CYB/I.

Cpencta peanu3anid MaHIaTHOW moauTuku Oe3onacHoctn B CYB/I.

JlaGoparTopHasi pabora NeS

N3yunTh BCTpOECHHBIE POJM YPOBHSI cepBepa W 0a3bl naHHbIX. Co3marthb

IMOJIB30BATCIIbCKHUC POJIM U IIPUBUIICTHUHU M0JIb30BaTeJICH. COSI[aTB npcacTaBJICHUC

1151 obecrnieueHus KoHpuaeHnuanpbHocTH nHbopmaiuu B CYBJI. Micnonp3oBath

cpencTBa peanu3anuu nmoyutuk 6e3omacHoctu B CYB/]
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Tema 6. IEJJOCTHOCTD B/l U CHOBOCHI EE OBECIIEYUEHUS

[Tox 1ENOCTHOCTHIO JAHHBIX MOHUMAIOT COOTBETCTBHE HH(POPMAITMOHHON
MOJIeNIA MPEAMETHOM 00J1acTH, T. €. JaHHBIX, XPAHUMBIX B 0a3e JaHHBIX, 00bEKTaM
peabHOTO MHpa W WX B3aWMOCBS3SM B KaXJbli MOMEHT BpemeHH. Jlroboe
W3MEHEHHUE B MPEIMETHON 00J1aCTH, 3HAUUMOE JIJIsl TIOCTPOESHHON MOJEIH, TOJKHO
oTpaxaThCsi B 0aze JaHHBIX, U TPH ATOM JOJIKHA COXPAHATHCS OJMHO3HAYHAS
UHTEpHpeTanus WHGOPMAIIMOHHONW MOJENH B TEPMHUHAX MPEAMETHOW 00JacTH.
[lenoctHocte b/l He rapaHTUpyeT [IOCTOBEPHOCTH COJEPKAIIEUCA B HEH
uHpopmMariuu, HO oOecreurnBaeT MO KpaillHe Mepe MpaBaoNog0OHOCTh 3TOU
uH(popMaIuu, OTBEpras 3aBeJIOMO HEBEPOSITHBIC, HEBO3MOKHbIE 3HAUCHUS. Takum
oOpa3oM, He cileayeT NyTaTb UEIOCTHOCTh bJ/[ ¢ J0CTOBEpHOCTBHIO JaHHBIX.
JlocToBEpHOCTH (MJIM UCTUHHOCTH) €CTh COOTBETCTBUE (PaKkTOB, xpaHsimmxcsa B b1,
peaJbHOMY MUDPY.

KonTpoab meaocTHOCTH AaHHBIX — 3TO crmocoOHocTs CYBJ[ B menom
o0ecrneunTh HEU3MEHHOCTh JAHHBIX (JaHHBIE, XpaHslMecs B CUCTEME, He
OTJINYAIOTCS B CEMAaHTUYECKOM OTHOIIEHUHU OT IAaHHBIX B UCXOAHBIX JOKYMEHTaX) B
YCIIOBUSIX CIYyYalHOTO M (WUJK) MPEeTHAMEPEHHOTO MCKAXEHUS (pa3pylIeHUs) UK,
MHA4e, TOJ LEJIOCTHOCTBhIO JAHHBIX IMOJPa3yMEBAET OTCYTCTBUE HEHAJICKAIINX
W3MEHEHUM.

OmnpeneneHsl eBITh A0CTPAKTHBIX TEOPETUYECKUX MPUHIIUIIOB, BHITIOJHEHNE
KOTOPBIX MO3BOJIUT O0ECIIEUUTh 1IEJIOCTHOCTD JIAaHHBIX:

* KOPPEKTHOCTb TPAH3AKLIUM;

* aBTOpH3aLHUs MOJb30BATEIEH;

* MHUHUMMU3ALUS TPUBUIICTUH;

* pasrpaHnueHHe QYHKIIMOHAIBHBIX 00S3aHHOCTEH;
*  QyJWT MPOU3ONICININX COOBITU;

* 0OBEKTUBHBIN KOHTPOJIb;

* YIPABJIECHHE NEpeIavyeii NPUBUIIETHM;
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* 3ddexTuBHOE TPUMEHEHNE MEXAHN3MOB 3aIIUTHI;
* TIPOCTOTA UCTIOJIH30BAHUS 3AIIUTHBIX MEXaHH3MOB.

BOHpOCLI AJIF ITIOATOTOBKHU

OCHOBHBIE BU/IbI Y IPUYHUHBI BOSHUKHOBEHMSI YTPO3 LIETIOCTHOCTH.
Croco0b1 IPOTHUBOEHCTBUAI.

L{enn ncnonp30BaHus TPUTTEPOB.

Crioco0bl 3a/1aHusI, MOMEHTHI BBITIOJTHEHHSL.

JlexnapaTuBHas ¥ MPOLETypHask CChIJIOYHBIE LETOCTHOCTH.

Buemaut ximroy.

N o o~ L Dd e

CriocoObl MMOAACPKaHU A CCBIJIOYHOM 1I€JIOCTHOCTH.

JlaGoparopHasi pabora Ne6
Cnocobsl  obecnieuenust 1enoctHoctd bJl. Mcnosb3oBanue TpUTTEPOB.
[IpuMeHeHue neKIapaTUBHON U MPOLETYPHOU CChUTOUYHBIC IETO0CTHOCTU. CrIOCOObI
NOAJCPKAHUS ~ CCBUIOYHOM  LEJIOCTHOCTH.  Pe3epBHOE  KONMUpOBaHUWE U
BOCCTaHOBJICHHE 0a3bl JaHHBIX. "OrpaHUYeHHs] IETOCTHOCTH ©0a3bl JIaHHBIX'.
PazpaboTtath pazinuHbie BUbI MEXaHU3MOB OIPAHUYECHUS IIEJIOCTHOCTH: CTPYKTYpa
0a3bl JAaHHBIX, TUIIBI, CBSI3U, KIIFOYH, YHUKAIBHOCTb, OOIITNE OTPAaHUYCHUS, SHAUCHHUSI

110 YMOJIYAHHUIO, TPUITEPHI.

Tema 7. KIACCU®UKALUSA YTPO3 KOHOUJEHIMAJIBHOCTHU
CYBJ

Kondupenunansnocts (confidentiality mmm secrecy) — 3TO CBONCTBO
nH(popMaIuu OBITh M3BECTHOM TOJIBKO JOMYIICHHBIM M IPOIICIIINM TPOBEPKY
CyOBbEKTaM CUCTEMBI.

K yrpozam kxoH(®uIEHIHATLHOCTH HWHGOPMAIIMK MOXXHO  OTHECTH

CJIeTyIOUIHE.
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1. Nuabveknus SQL. Bo MHOrmx nOpWIOKEHHSIX HUCIOIb3YyETCS
muHamuueckuii SQL — ¢popmupoBanne SQL — dhopmupoBanne SQL-mipennoxxenuit
KOJIOM
MIPOTrPaMMBbI ITyTEM KOHKATEHAI[MU CTPOK U 3HAUYCHUI apaMeTpoB. 3HAsl CTPYKTYPy
0a3bl TaHHBIX, 3JIOYMBIIIJICHHUK MOXET JIMOO BHITIOJHUTH XPAHUMYIO IIPOTPAMMY B
3ampoce, 1100 3aKOMMEHTHUPOBATh «JIeTalibHbIey» dparMerTsl SQL-koaa, BHEIPUB,
HanpuMmep, KOHCTPYKLIHIO UNION, 3aI1poc KOTOpOW BO3BpallacT
KOH(UIEHIIUAJIbHBIC JaHHbIe. B TmocienHee BpeMsi 3JIOYMBIINLICHHUK MOYXKET
UCIIOJB30BaTh  CHEUUAJIbHBIE  IPOTrpaMMbl, AaBTOMATHU3UPYIOIIUME  MPOILIECC

peanu3aiuy mogo0OHBIX yIpo3.

2. Jlornyecknii BbIBOJ HA OCHOBE (P)YHKIMOHAJIbHBIX 3aBUCUMOCTEM.
[lycTh nana cxema oTHoOmeHUS: (, ...,). R Al An. Ilycte U = {Al, ..., An}, X, Y —
noamMHoOkecTBa U3 U. X PyHKIMOHAIBHO ONpeIeiseT Y, €CJIU B JI000M OTHOLICHUH
r co cxeMoi) (, ...,) R A1 An He MOTyT cojiep)KaThCs J1Ba KOPTEKA C OJJMHAKOBBIMH
3HAYCHUAMH aTpUOyTOB M3 X U C pa3nu4HbBIMU U3 Y. B 3TOM ciiyyae umeeT MecTo
byHKIIMOHATBHAS 3aBHCUMOCTh, 0Oo3Hauaemass X —Y. B peansusix bJ[ npu
HaJIMYUU CBEICHUN O (PYHKIMOHAJIBHBIX 3aBUCUMOCTSIX 3JIOYMBIIUICHHUK MOKET
BBIBECTH KOH(UICHIIMATbHYIO UHGOPMAIIUIO TPY HAJTMYKUH JOCTYIIA TOJIHKO K YaCTH
OTHOUIEHUM, COCTABIIAIOIINX JIEKOMIIO3UPOBAHHOE OTHOIICHHE.

3. Jlornyeckni BBHIBOJ HA OCHOBE OTPAHMYEHUU LEJOCTHOCTH. [
KOPTEXKEM OTHOIIEHWM B PEJISIMIUOHHOW MOJIEIM JIAHHBIX MOXHO 3a1aTh
OTPAHUYEHUS] ILEJTOCTHOCTH — JIOTUYECKHUE YCIOBHS, KOTOPBIM  JIOJKHBI
YAOBJIETBOPATH aTpuOyThl KopTekel. [Ipu 3TOM orpaHndeHue 1eJI0CTHOCTH MOXKET
OBITh 33J1aHO B BUJIC MpENKaTa Ha BCEM MHOXKECTBE aTpuOyTOB KOopTexka. B ciydae
MONBITKA HM3MEHHUTHh JaHHble B Tabmmie, CYBJ| aBTOMaTH4YeCKH BBIYHCIISICT
3HQYEHHWE O3TOr0 NpEeAuKaTa, U B 3aBUCUMOCTH OT €ro HCTUHHOCTH ONEpalus
paspemaercss Ui OTBepraeTcsa. MHOTOKpPAaTHO HM3MEHSAS HAHHBIE U aHAIU3UPYS

pC€aKiuno CUCTCMBbI, 3JIOYMbBIIIJICHHUK MOXKCT IOJYYUTh TC CBCACHHA, K KOTOPBIM Y
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HEro HET HEMOCPEACTBEHHOT0 JocTyna. K aToMy BUAy yrpo3 MOKHO OTHECTH TAKKE
aHaJIN3 3HaYCHUN NEPBUYHBIX/BTOPUYHBIX KITFOUEH.

4, HUcnoab3zoBanue omeparopa UPDATE juasa  nosaydyeHus
KOHpuIeHUMANbHOH uHPopmanuu. B Hekoropbix  cranmaprax  SQL
M0JIb30BaTENb, HE 00J1a/1as1 puBWIerueil Ha BeimosiHenue oneparopa SELECT, mor
BbINTONHUTE onepartop UPDATE co ClOXHBIM JIOTMYECKUM YCIOBHEM. Tak Kak
nocie BeimonHeHUs omeparopa UPDATE cooOmiaercsi, CKOIBKO CTPOK OH
oOpaboran, (pakTUYeCKH MOJb30BaTellb MOT y3HaTh, CYIIECTBYIOT JIM JIaHHBIE,

YAOBJIETBOPSIONIME 3TOMY YCIOBHIO.
Bomnpocsl AJis1 1OAT0TOBKHU

1. IlpuuuHbl, BUABI, OCHOBHBIE METO/IbI HAPYIIEHUS KOH(DUIECHIIMATBHOCTH.

2. Tunbl yreukn koH(uueHnuanbHoH uHbopManmu u3 CYBJl, uwacTudHOoe
pasriamicHue.

3. IlomyuyeHne HECAHKIIMOHUPOBAHHOTO JIOCTyHna K KOH(HIEHIMAIbHON
MH(pOpMaAUU yTEM JIOTUYECKUX BBIBOJIOB.

4. MeToabl NPOTUBOJEHCTBUSI.

5. OcoOGeHHOCTH MPUMEHEHHUS KPUITOIrPAPUIECKUX METOIOB

JlaGoparopHasi pabora Ne7
VYnopasnenue poctynoM K 0Oa3e naHHbIX. HacTpouth pasperienust nmis
MOJIb30BATENE U UMEH BXOAOB. llonmyueHne HeCaHKIIMOHMPOBAHHOTO JOCTyNa K
KOH(UIEHIMANBbHON HMHPOpPMAllMM TyTeM JIOTMYECKUX BBIBOJAOB. MeToabl
IIPOTUBOICUCTBUS.

1. Ucnoab3ys poJi U NPUBWIETHH KAKIOMY 10JIb30BATEI0 HA3HAYbTE

cJeayriue nmpasa:

1.1. «CoTpyaHuK OTa€JIa IPOJAN»:
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a. paspernieHue Ha n00aBJICHHE, W3MEHEHHWE, yJaJeHUE ITaHHBIX O
corpyanukax kommnanuu Adventure Works Cycles;
b. 3anper Ha IPOCMOTP, U3MECHCHHE U YAAJICHUE JTAHHBIX MPOYKIIHH,
MPOJIaX ¥ MOCTABOK;
1.2. «CoTpyaHHUK 0TAeJa MPOAAK»):
a. paspeiieHHMe Ha A00aBJICHHE, W3MEHEHHE, yIajeHHE ITaHHBIX O
3aKa3yrKax W MpoJiaxax;
b. pa3spemieHre Ha IPOCMOTP JAHHBIX O MPOIYKIIMH, MOCTABIIUKAX M
MOCTaBKaXx;
C. 3ampeT Ha W3MEHEHHWE W YyJaJeHUEe [aHHBIX O MPOIYKIIUH,
MOCTABIIIMKAX M MIOCTAaBKaX;
1.3. «CoTpyaHUK 0T/€eJIa OCTABOK:
a. paspenieHue Ha J00aBJICHHE, U3MEHEHHUE, YyJaJCHUE IaHHBIX O
MOCTABIINKAX U MOCTABKaX;
b. paspemicHue Ha H3MEHEHHE HHPOPMAIUK O KOJTHUYECTBE MPOTYyKIIUU
Ha CKJIaJic KOMIIaHUH;
C. JUIsl JAHHBIX O MPOAYKIIMH - pa3pelleHre Ha MPOCMOTP U 3arpeT Ha
W3MEHEHUE U YJaJICHHE;
d. 3amper Ha TPOCMOTP, H3MEHECHHUE U YyJAJICHHE JAaHHBIX O

COTPYIHHUKAX U MPOJAXKAX;

2. Hanumure SQL-ckpuntel sl NOJyYeHUs! cJieayrouei
uHpopMaLMU:
* Bce nonb30BaTeny U Bce NPUBUIIETUN TeKyLIEeH b/;
e CHOucok Bcex poJied U MOJIb30BaTENEM, KOTOPBIM IPUCBOEHBI 3TH POJIN;

* Crimcok Bcex pOJ'ICfI, Ha3HAYCHHLIX TCKYIIEMY ITIOJIb30BATCIIIO,
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* CHOuCOK MNPUBUJIETHM, aCCOLMUPOBAHHBIX C KaKOW-TO KOHKPETHOU
POJIbIO;

e CHOucok Bcex NPUBWIETUN TEKYIIETO NOJb30BaTEIS;

Hanmnmmure kox 3ampoca c ucnosibzoBannem koHCTpykunu EXECUTE AS,

B X0J1¢ KOTOporo « COTpyAHHUK OTJIeNa MOCTaBOK» CMOT Obl BBIIOJIHSTH 3aIPOCHI OT
MMEHU 10J1b30BaTeNs « COTpYIHHUK OTAENa MPOJAK.

IIpuMmenenue kpunrorpapuyeckux meroaos (mudpposanue B b/).

W3yunTh 1 NpUMEHUTH pa3iinyHble BUAbI mu@ppoBanus B CYB/I.
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Tema 8. AYIUT U IIOAOTYHETHOCTD

Aynut (peructpaius Bcex oOpalieHui K 3amuiaeMoil nnpopmammn). s
OIpe/IeNIeHUs] aKTUBHOCTH UCTIONb30BaHus b/l aHanu3upytoTcs ee ¢aiisl )xypHaia.
OTH e UCTOYHUKU MOTYT OBITh HCIIOIB30BaHbI JIJISI BHISIBJICHHS JTIOOBIX HEOOBIYHBIX
neiictBuii B cucteme. PerymspHoe mpoBeaeHHE AayAMTOPCKUX TMPOBEPOK,
JIOTIOJTHEHHOE TIOCTOSIHHBIM KOHTPOJIEM COJEPKUMOTo (hailioB )KypHaja C IeIbI0
BBISIBJICHUSI AHOMAaJbHOW AaKTUBHOCTH B CHCTEME, OYEHb 4YacTO TIO3BOJISIET

CBOCBPCMCHHO O6H3pY)KI/ITI> H IIPpCCCUb JIOOBIE TTONBITKH HapYHOICHUS 3alIUTHI.

Bonpocsl AJ151 IOATOTOBKHU
1. TlomoT4eTHOCTh JAECUCTBUI  TOJIB30OBATENISI W AyJAWT CBSI3aHHBIX C
0€30MacHOCTbIO COOBITHH.
2. Peructpanus neiicTBU OJIb30BATEINS.

3. Ympasnenue HaOOPOM PETUCTPUPYEMBIX COOBITHIA.

4. Ananu3 perucTpalMoHHON UH(pOpMaIu.

JlaGopaTopHasi paGora Ne§

Tpurrepsr 6e3onacuoctu. XKypnampoBanue B CYBJI. Pazpaborats Tpurrep

BXOzJa. I/I3y‘-II/ITI> MCXaHH3M ayauTa.

Tema 9. TPAH3AIIUU U BJIOKUPOBKHN

Tpan3akuum - aromapHoe aerictue Hajg bJl, mepeBoasdiero ee u3 0JJHOroO
LEJOCTHOTO COCTOSIHUSL B JIPYTO€ UEJIOCTHOE COCTOsIHUE. JlpyruMu cloBamy,
TpaH3aKIUsl — 3TO MOCJEI0BATEILHOCTh ONEpaluid, KOTOPbIE€ JOJKHBI ObITh WU
BCE BBITIOJIHEHBI WJIM BCE HE BBIMOJIHEHBI (BCE UM HUYETO).

MeronomM KOHTpOJIS 3a TpaH3aKUWAMHU SIBJISIETCS BEIACHUE JKypHana, B
KOTOPOM (pUKCHUPYIOTCS BCE M3MEHEHHUs, coBepiaeMble Tpan3akiuei B bJ1. Ecnu Bo
BpeMsi 00pabOTKM TPaH3aKIUKU MPOUCXOJUT COOM, TpaH3aKIMs OTKAThIBACTCS - U3

KXypHalia BOCCTaHaBJIMBACTCs COCTOSHHC BI[ Ha MOMCHT Ha4daJia TPaH3aKIIHUH.
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B CYB/l pa3nmnuHbIX MOCTAaBIIMKOB HAYaJIO TPAH3AKLIUU MOXKET 3aaBaThCS
sBHO (Hampumep, komangoit BEGIN TRANSACTION), mu6o mnpeamnonaratbes
HESIBHBIM (Tak ompeneneHo B cranaapte SQL), T. e. ouepenHas TpaH3aKIus
OTKpPBIBAETCSI ABTOMATHUYECKM Cpa3zy XKe II0CiI€ YIA4YHOrO WIM HEYJadyHOro
3aBepllIeHus npeablaymend. g 3aBeplieHHus] TpaH3aKUUMU OOBIYHO HCHOJIb3YIOT
komaH bl SQL:

« COMMIT - ycrienrHo 3aBepiInTh TPaH3AKIHUIO
* ROLLBACK - oTkaTuTh TpaH3aKIIMIO, T. €. BepHYTh bJ[ B cocTosiHumeE,
B KOTOPOM OHa HaXOJWJIaCh HA MOMEHT Hayvajla TPaH3aKIIUH.

Cranmapt SQL omnpenenser, 4TO TpaH3aKLMs HAYMHAETCA C IIEPBOIO
SQLoneparopa, HWHULOUUPYEMOIO MOJB30BATEIEM WIA COJEPXKAIIErocs B
IpUKIaaHON mporpamme. Bee nocnenyronme SQL-omepaTtopsl COCTABISIIOT TEJIO
TpaH3akuuu. TpaH3akuus 3aBeplIacTCsl OAHUM U3 BO3MOXHBIX CIIOCOOOB:

* omnepatop COMMIT o3HauaeT ycnemHoe 3aBEpIICHUE TpaH3aKIUU,
BCE U3MEHEHUs1, BHECEHHBIE B 0a3y IaHHBIX, J€Iat0TCs MOCTOSIHHBIMU

* oneparop ROLLBACK mpepbiBaeT TpaH3aKIUIO U OTMEHSET BCE
BHECEHHBIE €10 U3MEHEHUS

* YCIIEIIHOE 3aBEPIICHHUE MPOTrpaMMBbl, MHUIIMMPOBABIIEH TPAaH3AKIIUIO,

03Ha4aeT yCIEIIHOE 3aBEPIICHUE TPAaH3aKINUH (KaK

ucnonb3zoBanue COMMIT)
* ommOOYHOE 3aBepIleHHE MPOrpaMMbl MPEPHIBACT TPaH3AKIUIO (Kak
ROLLBACK)
[Ipumep sIBHO 3a1aHHOM TPaH3aKLIUMU:
BEGIN TRANSACTION; /* HauaTb TpaH3axkuumo */
DELETE ...; /* W3meneHus */
UPDATE ...; /* HOaHHHX */ if
(obHapyxeHa ommbOka) ROLLBACK; else COMMIT; /*
S3aBepuMTh TPaH3aKLUD *:HpHMep}mHBHOBaﬂaHHOﬁTmeMKHHH:
COMMIT; /* OKOHUaHME MNpelbnyler TpaHs3akumm */
DELETE ...; /* VIsmeHeHusa */
UPDATE ...; /* IOaHHBIX */ if
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(obunapyxena ommbra) ROLLBACK; else COMMIT; /*
3aBepmnTh TpaH3akuuo */

[TpuHYAUTETEHOE YIOPSAIOUYECHUE TPAH3AKIINN 00ECTIeUnBaeTCsl C TOMOIIBIO
MexaHu3ma OJokupoBOoK. CyThb 3TOr0 MeXaHHM3Ma B CIEAYIOIMIEM: €CJIH IS
BBITIOJTHEHHSI HEKOTOPOHU TpaH3aKIIMKA HEOOXOIMMO, YTOOBI HEKOTOPBI 00BEKT 0a3bl
JaHHBIX (KOpTEX, HAOOp KOPTEXKE, OTHOIIIEHUE, HAOOP OTHOIIICHHUH, ) HE U3MEHSIJICS
HemnpeackasyeMo W 0e3 BeaoMa 3TOM TpaH3aKIMU, TaKOoW OOBEKT OJIOKUPYETCs.
OCHOBHBIMU BUIaMH OJIOKUPOBOK SIBIISTFOTCSL:

* OIIOKMpPOBKAa CO B3aUMHBIM JIOCTYIIOM, Ha3plBaeMmas  TaKXKe
S6snokupoBkoit (oT Shared locks) u 6;10KUPOBKOI MO YTEHUIO.

* MOHOIIOJIbHAs OJOKMpOBKa (0€3 B3aUMHOIO JIOCTYIIA), Ha3blBacMmasi
takxe X-0mokupoBkoi ot (eXclusive locks) mnu GmokupoBKoO# MO
3amucu. OJTOT PEKUM HCIIONB3YeTCS TMPHU OMepanusx H3MEHEHUs,

n00aBJICHUS U yAAICHUS 00BEKTOB.

Bomnpocs! 1151 IOArOTOBKHU
TpaH3akuu Kak CpeJICTBO U30JIMPOBAHHOCTH MOJIb30BATEIICH.
Cepuanuzanys TpaH3aKIHUH.
Metonbl cepranu3anuy TPAH3AKIHM.
PexxrmMbl OJTOKMPOBOK.

[TpaBuia corimacoBaHust OJIOKUPOBOK.
JIByx(da3HbIit IPOTOKOJI CHHXPOHU3AITMOHHBIX OJIOKUPOBOK.

N oo B~ L0 b -

TyHI/IKOBBIG CUTyalluy, UuX pacCrio3HaBaHHUC U Ppa3pyHICHHC.

JlaGopaTopnasi paGora Ne9
[IpuMeHnTh TpaH3aKIWUKA KaK CPEACTBA HM30JIMPOBAHHOCTH IOJIB30BATEIICH.
Pexxumbr  OmokupoBok. [lpaBmma cormacoBanus OJOKUPOBOK. JIByxdasHbIit
MPOTOKOJN  CHHXPOHU3AIIMOHHBIX  OJOKUPOBOK. TYNHMKOBBIE CHUTyallud, WX

pacrio3HaBaHKE U pa3pyllICHHE.
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InterBase/FireBird, MySQL, Oracle, SQL Postgre.

26



