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MCTOYHMKM

UHdpopmaLmu

B peKoMeHO4aUMAX ANnd BblAENEHUNA HEKOTOPbIX 3/1IEMEHTOB TEKCTA (anMeanMﬁ n
CCbIJ'IOK) MCNOoNb3YyeTCA paa YC/TOBHbIX o603HaveHn .

BHYTpeHHVIe CCbIIKN 06bI4HO coAepXXaT yKasaHne Ha HOMep CTpaHWuubl C HY>XXHbIMU
ceseaeHnaMun. CCblikM Ha Apyrme AOKyMeEHTbl W1 NCTOYHUKU VIHCbOpMaLI,VIVI pa3Mella-
IOTCA B TEKCTE anMeanMﬁ U1 Ha nonsax.

Ba)xHasa v gononHutenbHas MHq)OpMaLI,Mﬂ OQJODMHEHa B Bnae anMeanMﬁ. CreneHb
Ba>XXHOCTU coaepXalunxca B HUX cBeAeHUN OTOGpa)KaIOT MUKTOrpaMMbl Ha nongax.

e Tak o603HauvaeTcsl AoOMoSHMTENbHas MHMOpMauusl, KoTopass MOXET coaepXaTb
NpMMepbl, CCbUIKWU Ha Apyrue AOKYMEHTbI UKW Apyrue 4acTu 3Toro nocobus.

e Takol MMKTOrpaMMon BbiAENSeTcs BaXKHas MHMOPMaLMs, KOTOPYH HeobxoamMMo
NPWHATL BO BHUMAHME.

e DTa NUKTOrpaMMa COMNpoBOXAAET MHMOPMaLUIO NpefoCTeperaloLWero xapakrepa.
WckntoueHus. Hekotopble NpyMeYaHisi MOryT 1 He COMpPOBOXAATLCA MMKTOrpamMMamu. A Ha nonsix, no-

MUMO MUKTOrpamMm npmmeanMVl, MoryT ObITb npueedeHbl 1 opyrue rpa(bmqecme ANEMEHTbI, Hanpuvep,
VI306pa)KeHVIF| KHOMOK, AeNCTBMS C KOTOPbIMM YNOMAHYTbI B TEKCTE PACMNONOXEHHOro pAaoM aGsaua.

Cailt B UHTepHeTe. Bbl MOXeTe noceTuTb calT komnaHum "Koa BesonacHocTn"
(http://www.securitycode.ru/)
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[naBa 1
NMpuHUuMnbl nocTpoeHnsa cuctembl Secret Net
Studio u cnocoObl ee pa3BepTbIBaHUA

HasHauyeHue, npumepbl UCNONb30BaHNA U NpeMMyLLecTBa
cuctembl 3awnTtbl Secret Net Studio

YTeUukn WHPOPMALMOHHbBIX PECYpPCOB, MEPCOHasbHbLIX AaHHbIX OrpaHUYeHHOro A0-
CTyna wim Apyrmux KoHduaeHUMaNbHbIX CBEAEHUIN MOMYT UMETb A/t KOMMEPYECKNX U
roCyAapCTBEHHbIX OpraHmM3aunin camble HeraTuBHble nocneacTsus. lMNpsambie ybbITKM
n3-3a CTaBWMX AOCTYMHbIMA LUMPOKOWN ayAUTOPUM HOBEMLUMX TEXHOSOrMYECcKMxX pe-
LUEHWI, 3aKPbITbIX KOMMEPYECKUX CBEAEHWUI UM UHOW CEKPeTHOM nHdopMaLmMm MoryT
yCyrybnsatbcsa Ans KOMnaHumM MMUAXKEBbLIMU NOTEPSMU, @ B Cly4ae yTeueK nepcoHasb-
HbIX J@HHbIX — WTpadamMm CO CTOPOHbI PErynsTopos MHGOpPMaLMOHHOM 6e30nacHoCTH
N KOMMNeHcaumnsiMm no cyaebHbIM ncKkaMm.

B cBaA3uM ¢ 3TMM Ansa obecnedeHnss B KOMMeEpPYECKMX N FrOCYyAapPCTBEHHbIX CTPYKTypax
nHdopMaumoHHo 6e3onacHoctn O, obpabaTbiBaeMbiX AaHHbIX, MNEepPCOHAaNbHbIX
OAHHbIX COTPYAHMKOB U K/TIMEHTOB, @ TakXXe KOHdMAeHUManbHON nHdopmMauum Heob-
XOAMM KOMIMIEKCHbIN NOAX0A, KOTOPbIM AO/MKEH NpeayCcMaTpmBaTh:

e  3alUMTYy OT BUPYCOB U BPEAOHOCHbIX MPOrpamMm;

e  3alMTY OT CeTeBbIX aTak;

e  3aWMTYy OT NOAAESNKM W NepexBaTa CETEBOro Tpadunka BHYTPU JIOKAsIbHOM CETU;
o 3aLL|,I/ILL|,eHHbII7I obMeH AaHHbIMU C yAaNE€HHbIMU paGOLIVIMVI CTaHumnamMmn n 1.4.,

e 3aWMTYy MHPOPMaUNM OT HECAHKLIMOHMPOBAHHOMO AOCTYNa;

e  KOHTpPOJIb YyTEUEK M KaHasoB pacrpoCTpaHeHus 3almwaemMon nigopmaumu;

e  3alUMTY OT AENCTBUIA MHCAAEPOB;

e  3aWMTY OT Kpaxu nHdopMauum Npu ytepe Hocutenem mn T.4.

Cpeacrso 3awmnTbl MHGopMaumm Secret Net Studio npegHasHadeHo ans obecneyeHus
6e3onacHocTn IC n npepocraBnsieT cieaytoLlmne BO3MOXHOCTH:

e 3awwuTta oT HCA K nHMOopMaLMOHHbIM pecypcamM KOMMbIOTEPOB;

e  KOHTPO/b MOAK/IOYAEMBIX K KOMMbIOTEPAM YCTPOWNCTB;

e 0bBHapyxeHune BTOpPXEHUM B MHMOpMaunoHHyto cuctemy (NIPS);

e  AHTMBMpYCHas 3anTa;

e  MeXCeTeBOe 3KpaHMpoBaHMe CeTeBOro Tpadhuka;

e  aBTOPM3aLMS CETEBbIX COEANHEHWIA;

e  LEHTpasiM30BaHHOE ynpaB/ieHMe KOMMNOHEHTAMM 3alUnTbl 1 NOJSIb30BaTENSMU.

OAHMM 13 KpUTEepMEB Bbibopa TOrM0 UM MHOMO CPeACTBa 3alMTbl BHYTPEHHMX KOPMO-
paTMBHbIX PECYPCOB SIB/ISIETCS COOTBETCTBME TPEOOBAHMAM PeryasTopoB MHbOpMaLm-
OHHOM 6e3onacHoctn. CoctaB Mep M TpeboBaHW Mo 3awute uHbOpMauun u
NepcoHasnbHbIX AAHHbIX B MHMOPMaLMOHHbLIX CUCTEMAxX roCyAapCTBEHHbLIX MU KOM-
MEepPYECKUX CTPYKTYpP OMNpeaeneH cneayowmMm HOpMaTUBHBIMU LOKYMEHTaMM:

e ®depepanbHbI 3aKOH 0T 27.07.2006 N2152-®3 "O nepcoHasnbHbIX AaHHbIX" (C n3-
MEHEHUSAMU);

e ®MepepanbHbIi 3aKOH OT 29.07.2004 N998-®3 (pea. oT 12.03.2014) "O komMep-
yeckon TanHe";

e 3akoH PO ot 21.07.1993 N° 5485-1 (pea. ot 08.03.2015) "O rocyaapcrBeHHOMN
TanHe";

e [lpukas OCTIK Poccmm ot 18.02.2013 N221 "O6 yTtBepxaeHun CoctaBa u coaep-
XXaHUS1 OPraHU3aUMOHHbIX U TEXHUYECKUX Mep Mo obecnedeHuto 6e3onacHoOCTU
nepcoHanbHbIX AAHHBIX NPy nx 06paboTke B MHPOPMALIMOHHBIX CUCTEMAX MNepCo-
HanbHbIX AaHHbIX";

e [lpukas ®CTIK Poccmm N917 ot 11.02.2013 "O6 yTBEpXAeHun TpeboBaHWi 0O 3a-
wmTe MHdopMaLMn, He COCTaBNSAIOLWEN rOCyAapCTBEHHYO TaHy, coaepXallencs
B rOCYAApCTBEHHbLIX MHPOPMALMOHHbLIX cucTteMax";



e [Mpukas OCTIK Poccum N931 ot 14.03.2014 "O6 ytBepxaeHun TpeboBaHUN K
obecneyeHuto 3almTbl MHGOPMaLMM B @aBTOMAaTU3UPOBaHHbIX CUCTEMax yrnpase-
HMS NPOU3BOACTBEHHbLIMU N TEXHOTOMMYECKMMM MPOLLECCAaMUN Ha KPUTUYECKN BaX-
HbiX 06bekTax, MOTeHUManbHO oOnacHbiX ob6bekTax, a Takxe obbekTax,
NpeACcTaBASOLWLMX NOBLILEHHYH OMNAacHOCTb ANS XU3HM W 340pOBbS Nt0AeN 1 Ans
OKpY>KaloLLen NnpupoaHon cpeabl”;

e MeTtoanuecknii gokyMmeHT ®CTIK Poccum ot 11.02.2014 "Mepbl 3awwmTbl MHDOP-
Mauuun B rocyaapCTBeHHbIX MHDOPMALMOHHbIX cucTtemMax";

e PexomeHgauumn B obnactm ctaHaaptmsaumm baHka Poccum PC BP UBBC-2.8-2015
o1 01.05.2015 "ObecneyeHune nHhopMaLMoOHHON 6€30MacHOCTU NpU NCMOb30Ba-
HUM TEXHOMOMMI BUPTYyanusauumn'.

C3U Secret Net Studio ceptndmumposaHo ®CTIK Poccum Ha cooTBeTCTBUE TpeboBa-
HUSIM 3aLLMThI:

e AC po knacca 3awumuieHHoctn 1b BkiaountenbHo (rocraHa c rpudgom "cosep-
LUEHHO CeKpeTHOo");

e [UNC po 1 knacca 3awmuieHHocTn BraouuTenbHo n NCMNAH Ao 1 ypoBHSA 3alim-
LLEHHOCTU BKOUUTENBHO;

e ACY TN po 1 knacca 3alULLLEHHOCTU BKIHOYNTENBHO.

SNS moxeT paboTtaTb noa ynpasneHuem cneaytowmx OC:

e MS Windows 10/8.1/8/7 SP1/Vista SP2;

e MS Windows Server 2012/2012 R2/2008 SP2/2008 R2 SP1.
MNMpuBeneM HekoTOpble BapmaHTbl ucnonb3oBaHua Secret Net Studio.

3awmTta punmanbHom cetu. Secret Net Studio nogaepxmBaeT NnocTpoeHne nepap-
X1K cepBepoB 6e3onacHocTu. Mpu 3TOM aaMUHUCTpaTop aovepHero Cb umeeT nosHo-
MOUMA ynpaBfieHUs 3awmTon Tonbko "cBomx" paboumx craHuuin. B dunuanax
opraHusaunmn obecneunBaeTcs penankauus AaHHbIX Mexay cepsepamu 6e30nacHoOCTU
N BO3MOXHOCTb 4SS MTaBHOMO aAMMHUCTPATOpPa LeHTPasIM30BaHHOIO MOHUTOPUHIA U
ynpaBJieHUs1 BCEM CUCTEMO 3alLUUTbl.

ObecneunBaeTtca 6e3onacHOCTb paboTbl OTAENbHbLIX NOApPAa3AeNeHUiA opraHusaumm C
COOTBETCTBYOWEN KOHDMAeHUManbHoM mMHbopMaumein (byxrantepusi, ¢uHaHcoBas
cnyx6a, Bl KnnMeHToB, MHTENNEeKTyanbHass CoO6CTBEHHOCTb, 6aHKOBCKas TailHa, Meaun-
LMHCKNE N NepcoHasibHble AaHHble). KoMnoHeHTbl 3awmTbl Secret Net Studio nosso-
NS0T pasBepHyTb:

e  3allMTYy Ha YPOBHE AaHHbIX. XpaHeHWe KOoHdUAeHUMaNbHbIX AOKYMEHTOB B 3a-
WndpoBaHHbIX KOHTEMHepax npeaoTBpallaeT yTeuku MHdopMaumun npu ytparte
HOCUTENS! WM HEeCAaHKLUMOHMPOBAHHOM (DU3MYECKOM AOCTYyMNe K HEMY, a TEHEBOE
KOMNMpoBaHMe No6bIX BbIBOAMMBIX Ha MeyaTb WIM CbeMHbIA HOCUTENb CBEAEHWUI
MOXET MCMNOSb30BaTbCA ANS paccnefoBaHUsi BO3SMOXHbIX MHUWAEHTOB, CBA3aH-
HbIX C yTeYKaMu;

e  3aLUUTY Ha YPOBHE MPUSIOXKEHWNA. 3aMKHyTasi MporpaMMHas cpeaa No3BoNseT 3a-
nyckaTb TO/IbKO pabouve NpuioxeHus, obecrneunBas 3alunUTy oT HeAOBEPEHHbIX
N BPelOHOCHbIX MPorpamm;

e  3alUUTY Ha YPOBHE CETU. MeXCETeBOW 3KpaH 3anpellaer HernpeayCMOTPeHHble
MapLIpyTbl ABWXEHUSA ceTEBOro Tpadwuka. ABTOpM3aLMA CETEBbIX COEAMHEHWUI
obecneymBaeT 3alUTy OT NOAMEHbI CEPBEPOB M HACTPOIKY MpaBM MEXCETEBOMO
3KpaHa A5 KOHKPETHbIX MoJib30BaTesNeil, a Takxe 6/T0KMPOBKY CETU MPU HECaHK-
LMOHMPOBAHHOM JOCTyne K KoMmbioTepy. OB6HapyXeHWe W npeaoTBpalleHue
BTOPXXEHUI OT HEJOBEPEHHbIX KOMMbLIOTEPOB M BHELLUHUX MCTOYHUKOB;

e  3alUUTY Ha YPOBHE OMeEpPaLIMOHHOM CUCTEMbI, KOTOpas NpeaycMaTpUBaET:

- YCWNEHHbI BXOA B CUCTEMY C MCMO/Ib30BaHMEM annapaTHbIX MAEHTUdMKaTO-
poB AN NpeaoTBPaLLEHMS HECAaHKLMOHMPOBAHHOW ayTeHTUdMKaumMm u [o-
CcTyna K KOHdwuaeHuuanbHo nHdopMauun. Mpu mn3wvatnn naeHtndmnkarTopa
ANS1 UCKIOYEHUST AOCTYNa B MOMEHT OTCYTCTBMS COTPYAHMKA Ha paboyeM Me-
CTe KoMMbloTep 61oKnpyeTcs;

- aHTMBMPYC, KOTOPbIN obecneynT HaZeXHYIo 3aluTy oT nboro Tuna Bpeao-
HOCHbIX MPOrpaMM, BKJ/IlO4Masi BUPYCbl, KOTOPble He OCYLLECTBASIOT 3anycK 1
BbINOJIHAIOTCA B 06X04 3aMKHYTON NPOrpaMMHON cpeabl;

- ,U,VICeru,VIOHHbIVI WA MaHAATHbIN KOHTPOJIb A0CTYyNa ANSA pa3rpaHn4yeHnsa 0o-
CTyna pa3HbIX COTPYAHUKOB TOJIbKO K CBOUM KOHCI)VI,D,EHLI,VIaﬂbeIM AdHHbIM N
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NCKNKOYEHNA NOJTHOIo AO0CTyna KO BCen KOHCDM,D,EHLI,MaﬂbHOﬁ MHCbOpMaLI,MM
ANna CHMXEHNA PUCKa YyTEYEK;,

- 3aTupaHue y,qanﬂeMoM VIHCI)OpMaLI,MM Ana NCKTIOYEHUA BO3MOXXHOCTU A0CTYyNa
K KOHd)M,U,eHLlMaﬂbHOVI VIHCbOpMaLI,VIVI, OCTaBLUeNCsa B NAMATU UM Ha BpeEMEHHO
MCMNOJ1Ib3YEMbIX HOCUTENAX;

- KOHTpOJSIb YCTpOWCTB - 6/510KMpoBKa paboTbl C N06bIMU HeaoBEPEHHbLIMU
BHELUHUMWN YCTPOMCTBaMM, paspeLleHme UCNoJib30BaTb TOJIbKO NMPOBEPEHHbIE
M 3alUMLLEHHbIE CbEMHbIE AWUCKW, @ TaKXe YCTpaHEHME BO3MOXHbLIX KaHasnoB
OCYLLECTBJIEHUS YTEUKMN MHDOPMaLUK;

- KOHTPOSb NeyaTu — BbiAesIeHME TONIbKO pa3peLLeHHbIX MPUHTEPOB AN neyaTtu
KOHbMAeHUManbHOM MHGOopMaLnMmn 1 ycTpaHeHne BO3MOXHbIX KaHal0B YTeUKHN
nHdopMauuu.

O6ecneyeHne 6e30MNacHOCTU yAaNleHHbIX pabounx MecT Ans COTPYAHUKOB,
pa6oTalowmx BHe oduca, HanpvMep, B KOMaHAMPOBKAX, Ha Bble3HbIX COBeLUa-
HUAX, C TEPPUTOPUM KOHTpareHta nnmbo ¢ MobunbHoro paboyero mecrta. SNS nosso-
NSIeT NOCTPOUTb KaHan CBA3M C BHYTPEHHEN CETb, KOTOPbIM 3alUMLLEH OT nepexsaTta
n noaaenku. I'Ile 3TOM KOMMNbKOTEP HAAEXHO 3aulluueH OT BHELWHUX BTOp)l(eHMVI n
BpefnoHocHoro MO n obecneyeHa 3awmTta MHGpOpPMaLUK Ha Ciyyan Kpaxu obopyao-
BaHUs. KOMMNOHEHTbI 3awnThbl obecneynBatoT:

e  3alMTY Ha YPOBHE AaHHbIX. XpaHeHue KoHduAeHUMaNnbHbIX AOKYMEHTOB B 3a-
WKhPOBAHHOM KOHTENHepe Ana npeaoTBpalleHns yTedek WHdbopmaumm npu
yTpaTte Win Kpaxe KOMMbioTepa;

e  3aLUUTY Ha YPOBHE MPUSIOXKEHUIN — 3aMKHyTasi MporpaMMHas cpeaa no3BoJuT 3a-
nyckaTb TONbKO paboune NpunoXeHns ;

e  3aWMTY Ha YPOBHEe ceTn. MeXCeTeBOW 3KpaH YCTaHaB/IMBAET KOHTPOJSib BXOAs-
wero Tpadmka 1 3aWnTy OT Nepeaaym KoHbduaeHUnanbHon nHdopmauunm B o6xoa
3awmueHHoro VPN-coeamHerus. O6HapyXeHne 1 npeaoTBpalLleHNe BTOPXEHWNM
Mo CeTU OT HeLOBEepPEHHbIX KOMMbIOTEPOB UM BHELHUX UCTOYHUKOB. VPN-KNUEHT
OopraHmsyeT 3aWwndpoBaHHOE NOAKIIOUYEHME K JIOKASIbHOW CETU Yepe3 UHTEPHET.
Mpu 3TOM 06ecneunBaeTcs 3alumTa A060ro TMNa NOAKIIOUYEHU, BKKOYAsh OTKpPbI-
Tble Wi-Fi-ceTn, noaBep>XeHHble aTakaM Ha nepexsaT M nogMeHy Tpadwuka, a
TakXXe BO3MOXHOCTb VPN-nogkntoveHmnsa 4o asTopusaumm ansa Bxoaa B 4OMEH;

e  3alMTY Ha YpPOBHE OMepauMoOHHON CUCTEMbl. AHTUBUPYC 06ecneyvnT HaAEeXHYHo
3aWwmTy OT 1t0HOro TMNa BPeAOHOCHbLIX MPOrpaMM, BKJOYas BUMPYCbl, KOTOPbIE He
OCYLLECTBNSAIOT 3aMyCK U BbIMNOAHATCA B 06X04 3aMKHYTOW NPOrpamMMHON cpeabl.
KpoMe Toro, ocyLecTBiseTcs 3aTupaHue yaanseMmon nHdopmaunmn ans nckioye-
HMSA BO3MOXHOCTW AOCTyNa K KOHdMAeHUnanbHon nHdopMaumm, oCTaBLUENCs B
NnamaTV WM Ha BPEMEHHO MCMOJIb3YEeMbIX HOCUTENSIX.

3awmra TepMUHaNBbHOro cepBepa. OpraHm3aums HaAEXHOro pasrpaHuUYeHns 4o-
CTyna K TeEpMMHaNbHOMY CepBepyY C pa3aesieHneM AN Nnonb30oBaTenel npasuna ceTe-
BOro A0CTyna K KOH(MUAEHUMANbHOW W HEKOHdMAeHUWanbHOW WHMOpMauuMm Ha
naHHOM cepBepe. Cucrtema 3awmTbl Secret Net Studio no3BonseT NOAHOCTbLIO N30N-
poBaTb MOJib30BaTENEN APYT OT Apyra U NPUMEHUTb AN KaXaoro u3 Hux "ceoun" npa-
BW/a ceTeBon mnbTpaummn, NpeaocraBms AOCTYN TObKO K HEO6X0AMMbIM Ans paboThl
OaHHbIM. B faHHOM cny4dae KoMnoHeHTbl SNS MoryT obecneuunTb:

e  3aWUMTY Ha YPOBHE AaHHbIX C OpraHu3aumen TEHEBOro KONMPOBaHUs 060l Bbl-
BOAMMOW MHDOPpMaLMK ANs paccnenoBaHMsi BO3MOXHbIX MHLUWMAEHTOB, CBSI3aHHbIX
C yTeUKaMMn, N OTCIEXMBAHUEM AENCTBUI OTAENbHbIX MOSb30BaTeNnen Ha OAHOM
KoMMbloTepe;

e  3aWMTY Ha ypoBHe npwunoxeHun — 3MC npeaoTBpaTuUT 3anyCcK HECAHKLWMOHUPO-
BaHHoro MO Ha TepMMHanNbLHOM cepBepe KeM-TM60 M3 Nonb3oBaTeNen;

e 3allMTYy Ha YypOBHe ceTW. MexCeTeBOol 3KpaH 3anpeTuT HenpeayCMOTPEHHble
MapLpyTbl ABMXEHUA CETEBOr0 Tpaduka. ABTOpPM3aLMsS CETEBbIX COEANHEHWI
obecneunT HaCTpoOKKY pasHbIX MpaBun GunbTpaunM 3KpaHa Aas Nosb30BaTesen
cepBepa. O6bHapy»XeH1e N NpeaoTBpaLLeHNE BTOPXXEHUIN OT HEAOBEPEHHbLIX KOM-
NbOTEPOB W BHELUHUX UCTOYHUKOB;

e  3aWUTY Ha YPOBHE OMEpPaLMOHHOW CUCTEMbI, KOTOpas NpesycMaTpuBaeT:

- YCWNEHHbIA BXOM B CMUCTEMY, B TOM YMC/E C UCMOMb30BaHMEM annapaTHbIX
NAEHTUPUKATOPOB AN YNPOLLEHUS AOCTYNa M 3aliuUTbl OT HECAHKLMOHMPO-
BaHHbIX MOAK/IIOUEHUIA;



- aQHTMBMPYC, KOTOpbI 06ecneynT HaZexHy 3aluTy oT Nboro Tuna Bpeao-
HOCHbIX MPOrpaMM, BKJ/IlOYas BMPYCbl, KOTOpblE HE OCYLLECTBASIOT 3aMyck U
BbIMOJIHAKTCS B 06X0A4 3aMKHYTOM NPOrpaMMHON cpeapl;

- ,D,VICerLI,VIOHHbIVI WNM MaHAATHbIN KOHTPOJ1Ib A0CTYNa ANA pa3rpaHnNyeHnsa 0o-
cTtyna nosib3oBartesien cepBepa TOJIbKO K CBOUM KOHCbMLI,eHLI,MaJ'IbeIM AaHHbIM
N UCKNHYEHNA NOIHOMo AO0CTyna KO BCEWN KOHCI)M,CI,GHLI,ME])']I:HOVI MHCI)OpMaLI,MM
ANna CHMXEHNA PUCKa YyTEYEK;

- KOHTPOJIb YCTPOWCTB, KOTOPbIE MOSIb30BATENN MOMYT MOAK/IUUTL K TEPMU-
HanbHOMY cepBepy (Npobpoc yaaneHHbIX YCTPONCTB) 1 KOHTponb bydepa 06-
MeHa C 3anpeToM Ha nepeHoc 6ydepa Ha nonb3oBaTeNbCKylo pabouyto
CTaHUMIO;

- M30M15UMI0O MOAyJieil — 3anpeT B3aMMOAEWCTBUSI MeXAy MpoLeccaMn pasHbIX
nosnb3oBaTesnei, GyHKUMOHMPYIOLLUMX Ha OAHOM CEpBEpE.

B ka»xaoM 13 npuBeAeHHbIX Bblle BapuMaHTOB UCMOMb30BaHMs cucteMbl Secret Net
Studio npeaycMOTpeH LEeHTpann3oBaHHbIA MOHUTOPUHI 3aLUMULLEHHOCTM MHDOpMaLm-
OHHOW CUCTEMbI, 3allMLaeMbIX Py KOMMbOTEPOB MO CTENEHU MX BAXXHOCTU U KpU-
TUYHOCTM obpabaTbiBaeMon Ha HUX MHDOPMAUUK, YTO OAET BO3MOXHOCTb yAENsiTb
ocoboe BHMMaHWe TpeBoraM Ha Hambonee NpuopuTeTHbIX paboumnx Mectax (pyKkoBoa-
CTBO, (pMHaAHCOBaa AMpEKLMA U T.4.), @ TakXKe nonydatb yBeAOMNEHMs 0 Hambonee
BaXHbIX COBbITUAX MO 3MEKTPOHHOM No4yTe AN8 MaKCMManbHO OrnepaTUBHOMO pearu-
poBaHus.

Takum o6pa30M, CTaHOBATCA o4eBNAHbIMKU OCHOBHbIE NpenMyLlecTBa NpUMEHEHNA CN-
cteMbl Secret Net Studio:

e  NCMOMb30BaHME Ha BCeX 3alMLIaeMbIX KOMMbIOTEPax OpraHmMsaunn enuHoro
areHTa 6e30MacHOCTM, YTO NpeAoTBpaLlaeT KOHMDINKTLI MeXAy pPa3fnMyHbIMK 3a-
LWUMTHBIMW KOMMOHEHTaMM U NPUBOANT K CHKEHUIO 06LLEel Harpy3kuy Ha 3alma-
€MbI KOMMbIOTEP 3@ CYET OTCYTCTBMA Ayb6nnpoBaHns yHKLMNA 3alLmThbl;

e  CHMXXEHME CNOXHOCTM 3alunLaemon cmcrtembl (HeT "3oonapka"” 3awmnTtHoro MO ot
pa3HbIX BEHAOPOB) M NPOCTOTa obecneyeHmsa CornacoBaHHoOM paboTbl KOMMOHEH-
TOB 3awuThbl. [Mpn 3TOM obecneymBaeTcs BO3MOXHOCTb CO3AaHUS e4UHOMN Nosun-
TUKM 6e30MacHOCTM Ans  BCEeW OpraHusauuMmM  WAn - OTAEeNbHbIX  MOSUTUK
6e3onacHOCTM Mo oTAenaM, ypoBHAM obpabaTbiBaeMon MHpOpMaUnm unmn hunm-
anaM, C aBTOMaTUYECKUM NPUMEHEHMEM MOJIMTUKM A1 BCEX 3alUMLLAEMbIX KOM-
NblOTEPOB;

e  TOBbILWEHNE CKOPOCTU peakLmMn Ha yrpo3bl 6e30MacHOCTM 3a CYET BO3MOXXHOCTU
OnepaTMBHO U3MeHSTb rNo6asbHYH0 NMOMUTUKY U3 OAHON TOUKM, YTOBbI NpU O6Ha-
PY>XEHUN UHUMAEHTOB CBOEBPEMEHHO MPOTUBOCTOATh BO3HUKAIOLWWMM Yrpo3aM;

e 3KOHOMMYecKasi cocTaBnatowas. EanHas apxutekTypa n eanHas KOHConb Secret
Net Studio obneryatoT OCBOEHME HOBbIX 3aALLUUTHBIX MOACUCTEM U CMOCO6CTBYIOT
CHWXEHMIO 3aTpaT Ha obyyeHue nepcoHana. ApXMTEKTypa CUCTEMbI 3aLluTbl 40-
nyCcKaeT NOKOMMOHEHTHOE JIMLLEH3MPOBAHME N BO3MOXHOCTb NMOKYMKMW/ A03aKyMKK
TOJIbKO HY>XHbIX 3aLUMTHBIX MEXaHWU3MOB.

MmMeeTca psag orpaHMYeHMn Ha ucnonb3oBaHue cncrembl Secret Net Studio, cBaszaH-
HbIX C MOJSIUTUKOW ee NIMUEH3npoBaHms. NpuobpeTteHmne nuueHsnn Ha SNS npegycmoT-
PEHO MO 3aWMUTHbLIM KOMIJIEKCaM cuctemsl (CM. puc. 1):

e 3awwmTa oT HC[ (KOHTpONb YCTPOWCTB, 3aTUPaHNE AaHHbIX, NOJTHOMOYHOE yrnpaB-
NeHue AOCTynoM, ANCKPEeLUOHHOe pa3srpaHunyeHue gocryna, 3MC, KOHTposb ne-
yaTtmn);

e  KOHTpPOJIb YCTPOMCTB (KOHTPOJIb YCTPOWMCTB, KOHTPOJIb NMeYaTn) — MOXET npuobpe-
TaTbCA BMECTO SIMLEH3UM Ha 3awmnTy oT HCA;

e  3aluTa AMCKOB M WNDOPOBAHNE KOHTENHEPOB;

e MepcoHanbHbIM MexceTeBol akpaH (MMM, aBTopu3aumst CETEBbLIX COEANHEHUN U
CerMeHTOoB CceTu);

e  aHTUBWPYC;
e cpeacTtso obHapyxeHus sTopxkeHuin (NIPS);
e wWundpoBaHme Tpaduka VPN.
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ba3oBas 3awmTa Ha C3U ot HCA, Ha NMM3

ot HC/,
(BXO4MT BO BCE
NMueH3nm) Ha KOHTpPO b YCTPOWCTB Ha wudposaHme Tpaduka

Ha 3awmTy Anckos n
WwndpoBaHMEe KOHTEMHEPOB

Ha aHTMBMPYC Ha COB

Ha yCTaHOBO‘-IHbIlZ KOMNNEeKT

Puc. 1. Cxema nuueH3upoBaHusna Secret Net Studio

LleHTpanu13oBaHHoe ynpaeneHue — He NuueHaupyeTes (GecnnaTHo). PasaeneHist Ha aBTOHOMHYHO 1 ce-
TEBYI0 BEPCUM He [eNnaeTcs,

KomnoHeHTbl 6a3oeoi sawmtel o HCI (cM. crnegylowmii pasgen) BXOAST BO BCE NULEH3MPYeMble
Habopbl.

CpOuHble N1LEH3MM — CTaHAAPTHO Ha 1 rof, TEXHUYECKM JonyCTUM NHoBOM CPok; BECCPOUHbIE — [0 OKOH-
YaHWS XM3HEHHOTO Ly Kna NpoaykTa.

ApxuTtektypa Secret Net Studio

Cucrema Secret Net Studio cocTout us cneayroWwmx NPoOrpamMMHbIX MAKeTOB:

knmeHT "Secret Net Studio" (mnanee — KAWEHT) nMpeAHa3HadYeH AMS peanusauum
3aLMTbl KOMMbIOTEPA, HAa KOTOPOM OH YCTaHOBJIEH, MyTEM MPUMEHEHNS 3aLUNTHbIX
MEXaHM3MOB, pacLUMPAOWMX M AONONHSAKWMX cpeacrtsa 6esonacHoctm OC
Windows. 3aWuTHble MeXaHW3Mbl — 3TO COBOKYMHOCTb HacTpauMBaeMbIX Mpo-
rPAaMMHbIX CPeACTB, BXOAALWMX B COCTaB KAMeHTa n obecneumsatowmx 6esonac-
HOe WCMOo/b30BaHMe pPecypCoB;

"Secret Net Studio — CepBep 6e3onacHocTn" (aanee — cepeep 6€30MacHOCTN UK
CBb) obecneumBaeT XpaHeHMe AAaHHbIX LLEHTPASIM30BaHHOMO yrpaBieHns, KOopau-
Hauuo paboTbl APYrMX KOMMOHEHTOB 3alUMTbl B MpoLecce LeHTpasIM30BaHHOMO
yrnpaBneHNs CUCTEMOMN, MOSTyHYEHUE OT KJIMEHTOB M 06paboTky nHdopMaumm o co-
CTOSIHMM 3aLUMLLAEMbIX KOMMbIOTEPOB, YNpaBieHne Noab3oBaTensiMm 1 aBTopmsa-
UMEen ceTeBbiX COEAMHEHWNM, @ TaKXe LEeHTpasn30BaHHbIN cHbop, XpaHeHune u
apXuBUPOBaHME XXYpPHaJOB;

"Secret Net Studio — LeHTp ynpasneHua" (ganee — nporpamMmma ynpasieHUs Un
MY) obecneunBaeT ynpassieHne napameTpamm ob6bekToB, oTobpaxkeHne nHdop-
MauMn O COCTOSIHUM 3alUMLLAEMbIX KOMMbIOTEPOB M MPOM3OLUEALIMX COBbITUSX
TpeBOrn, 3arpysKy >XypHasioB COObITWI, OnepaTMBHOE YMNpaBfi€HUE KOMMblOTe-
paMu 1 LIeHTpPaIM30BaHHOE MOJSlyYEHNE OTHETOB.

PaccmoTpuM cTpyKTypy KnmeHTta cuctembl Secret Net Studio — coctaB n pyHKUMKM ero
KOMMOHEHTOB, MOCKO/IbKY MMEHHO OH obecrneumBaeT BeCb KOMMIeKC NHPOPMaLNOH-
HOM 3alUNTbl KOMMNbIOTEPA.

KnueHT coaepxut cnepytowme dyHKUNOHAIbHbIE KOMMOHEHTbI (CM. puc. 2):
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Noaktouaemble GyHKLMOHANbHbIE KOMMOHEHTbI

C3u ot HCA

KOHTENHepoB
3alTa AUCKOB ) :

( 3aTupaHue faHHbIX ) (

: <:> (”CWHOMOHHOG VﬂpaBﬂeHMEAOCT‘/”‘JM)f *.(C__Winpposarme KorTelirepos ).
i LindposaHue Tpaduka .
VPN-KkAneHT )

;( TIiCRPEL/AORHOE Pasr PanAdenne ):
: A0CTyna

( 3amKHyTas NporpamMmHasn cpeaa ) ........................... A3
o nms

M3 )

J
Moacucrema : o ; "._(Asropmaau,m CeTeBbIX COBAMHEHNN ) -
NoKanbHOM i B ( KoHTposb neyarn R oo =
VIEHTUOUKLIAN KoHTpo b ycTpoiicTa oy
ez Mogcucrema KoHTpona | - b B ik i
NIOKaNbHOro e ———— :
ynpasneHus <:> AHTUBMPYC )

Moacucrema paboTbi € - (
annapaTHo :
NoANEPKKOW

COB (NIPS) )

Puc. 2. O606LeHHas CTPYKTypHasa cXeMa KJ/IMeHTa

e 6asoBas 3aliMTa — 06bEAMHSIET OCHOBHbIE NPOrpaMMHbIe CNy»6bl, MOAYN U 3a-
LWMTHbIE MNOACUCTEMBI;

e [OMOSIHUTENBbHO NoAKIYaeMble MYHKUMOHAIbHblE KOMMOHEHTbI pasfeneHbl Co-
rMacHO CxeMe NUUEeH3npoBaHms npoaykta (cMm. puc. 1):

- CPeAcCTBO 3aluTbl MHDOPMaLUMM OT HECAHKLMOHWMPOBAHHOIO AOCTYNa;
- KOHTPOSb YCTPOWCTB;

- 3awWuTa AMCKOB U WndpoBaHME KOHTENHEPOB;

- aHTMBMPYC;

- CcpeacTBo 06HapyxeHusa BTopxxeHui (NIPS);

- wudposBaHune Tpadmka;

- NepCoHabHbIN MEXCETEBOWN 3KPaH.

B rpynny 6a30B0M 3awmTbl (BXOAUT BO BCE NULEH3UPYEMble HAbOopbl — CM. ONKUCcaHue
CXEeMbl NNLEH3MPOBaHUS B NpeablayLieM pasgene) BKIOUEHbI CrieayoLme nporpamm-
Hble CNy»X6bl, MOAYNN U 3alWMTHbIE NOACUCTEMbI (CM. pUC. 2):

e AP0 - aBTOMaTUYeCKM 3anycKaeTcs Ha 3allMLiaeMOM KOMMbloTepe Mnpu ero
BKJIIOUEHMU U (DYHKLMOHUPYET Ha MPOTSXEHUM BCErOo BpeMeHW paboTbl KOMMbIo-
Tepa. dTa cNy>6a OCyLLEeCTBNSET yrpaB/ieHue noacmcreMaMm u o6ecneumBaeT mx
B3anmogencrene. OyHKUUN sapa cneayowme:

- obecneunBaeTr 06MeH AaHHbIMKM MeXAYy NOACUCTEMaMM KNMeHTa u obpaboTky
NOCTyMNalLWmnX KOMaHA;

- obecneumBaer AoCTyn APYrMX KOMMOHEHTOB K MHMOPMaLUun, XpaHsWencs B
nokanbHom 6ase aaHHbix Secret Net Studio;

- obpabaTbiBaeT NocTynawLyo MHpopMaunio 0 CobbiTMsX, CBA3aHHbIX C 6e3-
OMNaCHOCTbLIO CUCTEMBI, U PETUCTPUPYET MX B XypHane Secret Net Studio.

B cnyx6e sapa ecTb NoACUCTEMA pErncTpaLmn, KOTopasi pErMCTPUPYET B XXypHane
Secret Net Studio cBsizaHHble ¢ paboToi noacncrem 3awmnTbl CobbITUSA. Mpn 3TOM
nepeyeHb Noanexalumx peructpaumm cobbiTuin yCTaHaBIMBAETCS aAMUHNCTPATO-
poM 6e3onacHoCTw.

NokanbHasa B[] Secret Net Studio pasmeluaertca B peectpe OC Windows un cneum-
anbHbIX darnax. OHa XpaHUT MHGOPMALMIO O HAaCTPOMKaX CUCTEMbI 3aLUMTbl, HE-
06xoaMMbIX A1t paboThl 3aWMLLIAEMOr0 KOMMbIOTEPA;

e areHT - MporpamMMHbLIA MOAY/lb B COCTaBe K/MeHTa, obecrneumBarolLnii B3anMo-
AencTBme c cepBepoM 6e30nacHOCTU. AreHT npnHuMaeT oT Cb KoMaHAbl U OTMpaB-
NSIET €My AaHHble 0 COCTOSIHWMM KOMMbIOTEPa;

e CpeacTBa /IOKanbHOro ynpasfieHusi obecneymBaloT ynpasrieHue obbekTamu 3a-
wntel (yctponctesamu, darnamum, Kkatanoramm), napameTpamMm nosb3oBaTenien m
3alUMUTHBIX MEXaHW3MOB. B YacTHOCTM, aaMMHUCTpATOP MOXeT dhopMMpoBaTh 3a-
AaHVS Ha KOHTPOJ/b LENTOCTHOCTU PECypCcoB M paboTaTb C JIOKasbHbIMU XYypHa-
namu cobbITuid;

e noacucTeMa NoKasabHON ayTeHTUdUKaLUM UCMOMb3YETCS B MEXaHWU3Me 3alumThbl
BX0A4a B cucteMy u coBMectHo ¢ OC Windows obecneumnBaeT:
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- NMPOBEPKY BO3MOXHOCTWM BXOAa MNoJjib30BaTend B CUCTEMY,

- OnoBelleHWe oCTaNbHbIX MOAYJIEN O Hayane Wix 3aBeplueHnn paboTbl Nosb-
3oBarens;

- 610KMpOBKY paboTbl Nob30BaTeNSs;
- 3arpysKy JaHHbIX C NepcoHasbHbIX MAEHTUHDWMKATOPOB MOMb30BaTeNs ;
- YCW/IEHHYIO ayTeHTUDMKALMIO NOSIb30BATENS MPU BXOAE B CUCTEMY.

Mpu 0bpaboTke BXoAa Nonb30oBaTesNsi B CUCTEMY OCyLlecTBAsieTcst hopMMpoBaHue
KOHTEKCTa NoNb30BaTeNs: onpeaesieHne ero NpMBUIernin, ypoBHs Aonycka v T.4.
[JOoMNoNHUTENBHO C MOMOLLLIO MOAY/S BXOAa B CUCTEMY peanu3ayeTcs dyHKUMO-
HanbHbI KOHTPONb paboTtocnocobHocTu cuctembl Secret Net Studio;

e MOACUCTEMA KOHTPONS LIe/IOCTHOCTU obecneynBaeT NpoBEPKY HEU3MEHHOCTU pe-
CypcoB KOMMbtoTepa: KaTanoros, dannos, KKYEN U 3HadeHU peecTtpa. B co-
CTaBe MexaHu3Ma KOHTPONs LEeNoCTHOCTM MoAcuCTEMa peanusyeT 3awuTy oT
NOAMEHbI PECYPCOB, CpaBHUBAsA MX C onpeaenieHHbIMW 3TallOHHbIMY 3HAYEHUAMM.
[aHHas noacmcTeMa BbINOAHSAET KOHTpoAupyowme yHKLMKU He npu obpalleHumn
Nnonb30BaTesNst K pecypcaM, a npu HacTyrnjieHUn onpeaeseHHbIX cobbiTuii B Cu-
cTteMe (3arpyska, BXoA Nnosib30BaTessl, KOHTPOJb MO pacnucaHuio);

e noacuctema paboThbl C annapaTHOM NOAAEPXKKOW MUCMOSIb3YyeTCs B MEXaHM3Me 3a-
WMTbl BXoA4a B CUCTEMY AN paboTbl C yCTPOWCTBaAMM anmnapaTHOW MOAAEPXKU.
OHa obecneunBaeT B3anmMoaencTeme cuctemsl Secret Net Studio c onpeaeneHHbIM
HabopoM YCTPOMNCTB M COCTOUT U3 CrIeAyoLWmMX MoayJen:

- Moaynb, obecneuymBalOWnin eanHbIN MHTEpdENC obpalleHns Ko BCeEM noaaep-
XKMBaeMbIM yCTPOMCTBaM annapaTHOW NOAAEPXKKM;

- Moaynu paboTbl C yCcTponcTBaMu (Kaxkablii Moaynb obecneumBaeT paboTy C
KOHKPETHbIM YCTPONCTBOM);

- ApavBepbl YCTPOMCTB annapaTHOW NoaaepXxku (ecnm oHWM Heobxoaumel).

MepeuncnnM nNoaknoYaeMble COr/laCHO CXeMe JNNUEH3MPOBaHUS (yHKLWOHaNbHbIe
KOMMOHeHTbI kneHTa Secret Net Studio (cM. Bbiwe puc. 2).

KomnoHeHT "C3U ot HCA" BktoyaeT B cebs crneaytowme noacUCTeMbI:

e  KOHTpPOJIb YCTPOICTB (COAEPXUT B3aUMOCBA3aHHbIE MEXaHU3M KOHTPOJISi MOAKIH0-
YEHUS] N UBMEHEHMUSI YCTPOWCTB M MEXaHU3M pa3rpaHMYeHUs AOCTyna K YCTpOW-
CcTBaM);

e  KOHTPO/b ne4vaTtu (COAEPXUT MeXaHM3M pasrpaHuyeHuns 4oCTyna K NpuHTepaMm, a
TaKXXe MexaHW3Mbl HAaCTPOMKWM MapKMpPOBKM AOKYMEHTOB M HACTPOMKW TEHEBOrO
KONMpoBaHus);

e 3aMKHyTas NporpaMMHasl cpesa (npeAHasHayeHa Ans orpaHUYeHus NCrnob30Ba-
HMa MO Ha KOMMNbIOTEPE M pa3pelleHns A0CTymna TOSbKO K TeM Mporpammam, Ko-
TOpble Heo6xoanMbI nosib3oBaTensam Ansa pabotbl);

e MOJIHOMOYHOE YyrpaBfieHne AocTynoM (obecneuvBaeT pasrpaHuyeHue A0CTyna
nosnb3oBaTesnieit K KoHPUAeHUNaNbHbIM pecypcam U CoaepXUT MeXaHU3M MoJiHO-
MOYHOrO pa3rpaHuyeHust AoCTyna);

e  [OMCKPELWMOHHOE ynpaB/ieHne AO0CTYNOM K pecypcaM dhalinioBol cmctemol (BKIHO-
YyaeT MexXaHW3M AUCKPELMOHHOrO pasrpaHUYeHus A0CTyMNa, KOTOPbIA MO3BOASET
NpefoCcTaBNsATb MPUBUAENMW yMNpaBneHUs AOCTynoM K alinoBbiM pecypcam,
Ha3Ha4yaTb aZAMMHMUCTPATOPOB PECYPCOB, a TaKXe MPOBOAUTL HAaCTPOWKWM ayauTa
onepauunmn c pecypcamm);

e 3aTMpaHue AaHHbIX (MOACUCTEMA COAEPXUT MEXAHM3MbI 3aTUPaHUS MHDOPMaLMK,
KoTopble obecneymBaloT 6€30MacHOCTb MOBTOPHOMO MCMO/Ib30BaHWUSI ANCKOBOIO
MpOCTpPaHCTBa M ONepPaTMBHOM NMaMsaTH).

KoMnoHeHT "KOHTpO/sb YCTPOMCTB" COAEPXWUT MOACUCTEMbl KOHTPOSS YCTPOWCTB WU
KOHTPONS nevaTtn, KoTopble Takxe BxoasaTt v B "C3U ot HCA". Mo3ToMy AaHHbIM KOM-
NMOHEHT MOXET NpuobpeTaTbCsl TOIbKO BMECTO JINLEH3MN Ha 3awmnTy oT HC/A.

KoMnoHeHT "3awuTta ANCKOB U WndpoBaHMe KOHTEMHEPOB" COAEPXUT MOACUCTEMDI
3alWnTbl MHDOPMALUMM Ha IOKaNbHbIX ANCKAX U LUINGMPOBaHUSA AaHHbIX B KPUMTOKOH-
TenHepax.

KomnoHeHT "MM3" coaep>XuT NOACUCTEMbI, peann3ytowme npMMeHeHne cneayowmx
MEeXaHM3MOB 3allM1Tbl:

. I'IepCOHaﬂbeIVI MeXXceTeBow 3KpaH,;
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. aBTOpU3aumna CETEBbIX COefMHEHWN.

KOMMOHEHT "AHTUBUPYC" COAEPXKUT MEXaHMU3MbI 3aLUMTLI OT BUPYCOB U BPEAOHOCHOMO
Mno.

KomnoHeHT "COB" BkstovaeT B cebs MexaHu3Mbl 06HapyXeHUs 1 npeaocTepalleHus
BTOpXeHun (NIPS).

KomnoHeHT "LLUndposaHue Tpaduka" cogepxuTt nogcmcreMy VPN-knneHT, KoTopas
peanusyeT 6e3onacHyo nepepadvy AaHHbIX vepe3 obwenoCTyrnHble He3alMLEeHHble
cetn. [na opraHmMsaumun nepeaaym AaHHbIX MCNOAb3YETCS TEXHOMOMUS "BUPTYanbHOM
yactHom cetn" (Virtual Private Network — VPN), peanusyemasi annapaTHO-NporpamMMm-
HbIM KoMnnekcoM wndposaHua (AMKLL) "KoHTuHeHT". MNpn ycTaHOBKe coeauHeHUs C
cepsepom pgocrtyna AMKLL "KoHTuHeHT" noacuctema wndpoBaHms Tpaduka BbICTy-
naet B poau VPN-knueHTa.

MexaHunsmbl 3awmTtbl Secret Net Studio n npnHUMNBLI X paboTbI

MexaHu3Mbl 3aWnTbl, KOTOpble obecneunBaloT paboTy OMMCaHHbIX B MNpeablayLiem
pasgene koMnoHeHToB Secret Net Studio, nogpobHoO onucaHbl B AOKYMEHTAUUW CU-
cteMbl (CM. pyKOBOACTBO aAMWHMUCTpaTopa MO MpUHUMMNAM MocTpoeHus). osTomy
30eCb NpnBeaeEM TOJIbKO OCHOBHbIE UX XapaKTEPUCTUKN. I'IpaKTquCKoe NMpUMEHeEHUE
AadHHbIX MEXaHWN3MOB Mbl PpaCCMOTPMUM MpWU BbINOTHEHUN COOTBETCTBYHOLLNX na60pa-
TOPHbIX paborT.

3awuTta BXoAa B CMCTEMY

[aHHbIi MexaHu3M obecrnedmBaeT NpeaoTBpalleHre AO0CTyna MOCTOPOHHUX NN K
KOMMbIOTEPY U COAEPXUT Cneaytowme CpeacTea:

e unaeHTUdUKaUUA M ayTeHTMdMKaLMA Nosb30BaTeNen — 3Ta npoueaypa BbiNoaHs-
eTCs Npu KaxxaoMm Bxoge B cuctemy. LUTtaTHbI BXxoa ans OC Windows npeagycmaT-
pVBaEeT BBOA4 WMEHM M Mapons Nosb30BaTeNst UM UCMONb30BaHWE annapaTHbIX
CpeacTs, NOAAEPXXMBAEMbIX OMNepaLMOHHON cucTeMon. MaeHTudurkaumsa nonb3o-
BaTene B SNS MOXeT BbINOAHATLCA: "NO MMEHU" — C BBOAOM MMEHU M Naposs
nonb3oBartens; "TONbKO No maeHTudmKaTopy" — ¢ MCNONb30BaHMEM NepcoHanb-
HOro wmaeHTudukaTopa, KoTopbin noaaepxuBaetca SNS; nubo "cmelaHHbIM"
CnocoboM — C BBOAOM CBOMX YYETHbIX AaHHbIX (MMEHM WU Naposis) UAM C UCMOSb-
30BaHWEM MepcoHanbHOro naeHTudmKaTopa, KoTopbii nogaepxmsaetrcsd SNS. B
cucreme 3awmTbl Secret Net Studio MOryT npuMeHSATbLCA annapaTtHble naeHTUdn-
kaTtopbl eToken, iKey, Rutoken, JaCarta, ESMART unu iButton;

e MexaHu3M 610KMPOBKM KOMMbloTEpa (B AOMOSHEHME K CTaHAAPTHbIM BO3MOXHO-
ctam OC Windows) anst npenoTBpalleHnsi HECaHKLMOHMPOBAHHOIO €ro UCrnoJsb-
30BaHMS MOXET MPUMEHATLCA B C/IEAYHOLIMX CyYasnX:

- nocne onpefeneHHoro KonyecTsa HeyaadHblX NOMbITOK BXOAa NoJib30BaTenNs
B cucTteMy. Pa3bnokmMpoBaHMe KOMMbHOTEPA B 3TOWM CUTYaLIMM OCYLLECTB/ISAETCS
aAMUHUCTPATOpPOM,;

- eC/IM Nonb30BaTesib BbIMOJHWA CTaHAAPTHOE AeNCTBME AN 6110KMpOBaHUS pa-
6o4en craHumm nnMbo n3bSN CBOM mMaeHTudmkaTtop. Kpome Toro, BpeMmeHHas
6n10KMpOBKa MOXET aKTMBMPOBATbCS, €CNIN UCTEK 3aAaHHbIN MHTEepBan Bpe-
MEHM MPOCTOS KOMMblOTEPa. B 3TUX Ciiyyasix Ans CHATUS BpeMeHHoW 6/10Ku-
POBKM MOMb30BaTE/NO AOCTAaTOYHO BBECTW CBOWM Mapofib WMAM MNpeabsBUTbL
naeHTudunKaTop;

- B pe3synbrarte paboTbl noacucrtem 3awmTbl Secret Net Studio: npm nameHeHusx
annapaTHoM KOHpUIrypaummn KoMnboTepa, Npyv HapyLeHNM LeOCTHOCTY KOH-
TPONMPYEMbIX 06BEKTOB MU PYHKLMOHANBbHON LETOCTHOCTU CUCTEMBbI Secret
Net Studio. B Takux cuTyaumnsx pasbriokMpoBaTb KOMMNbIOTEDP MOXET TONbKO
aAMUHUCTpaTop;

- 6/I0KMPOBKa yAaneHHo Mo KOMaHAe aAMMHMCTpaTopa onepaTUBHOMO ynpas-
NeHus;

e annapaTHble CpeAcTBa 3awmThbl OT 3arpy3kn OC CO CbEMHbIX HOCUTENEN — CM.
CTpOKM 2 1 3 B Tabn. 1.
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Ta6n. 1. AnnapaTHble CpeAcTBa, noaaep>kusBaemblie B Secret Net Studio

AnnapaTtHble cpeacrTea

OcHOBHbIe peluaeMblie 3aa4um

CpeacrBa naeHTudmKaumm n ayteHTudu-
Kaumu:

- USB- kntoum Rutoken S, Rutoken 3LM,
Rutoken Lite, JaCarta PKI, JaCarta PKI
Flash, JaCarta 'OCT, JaCarta OCT Flash,
eToken PRO*, ESMART Token, ESMART
Token INOCT;

- KOHTaKTHble cMapT-kapTbl Rutoken DLIM,
Rutoken Lite, JaCarta PKI, JaCarta NOCT,
eToken PRO (Java), ESMART Token,

NaoeHTndukaumsa n ayteHTudmkKaums
BO BpeMsl BXo4a MnoJib3oBaTens nocne
3arpy3ku OC.

NaoeHTndukaumsa n ayteHTudmkaums
BO BpeMsl BXoAa Nonb3oBaTens c yaa-
JIEHHOro KOMMbtoTepa.

CHATME BpeMeHHON 610KMPOBKU KOM-
nbtoTepa.

XpaHeHue B naeHTuduKaTope napons

M Kpuntorpadnyeckoro Katoua
ESMART Token OCT c ntobbiMu coBMe- P pacp

cTMMbiMmn USB-cuntbiBaTENamMm

YcrpoiictBo Secret Net Card** Te xe (cM. 1-t0 cTpoKy Tabnuubl).

3anpert 3arpy3kn OC €O CbeMHbIX HO-
cutenemn

MporpaMMHO-annapaTHbIN
(MAK) "Cobonb" Bepcumn 3.0**

komnnekc | Te xe (CM. 2-10 CTPOKY Tabnuubl).

NaeHTndukaumsa n ayteHTUdmkaums
nonb3oBaTtesnien Ao 3arpysku OC.

KOHTpONb LeNoCTHOCTU MPOrpaMMHON
Ccpeabl KoMnbloTepa Ao 3arpysku OC

* B Secret Net Studio 8.2 nommumo eToken PRO (Java) Bo3BpalleHa noaaepxka ycra-
peBwux ycrponcts eToken PRO (6e3 npucrtaBku “Java”) No NpuymMHE UX LLUMPOKOW
pacnpoCTpaHEHHOCTH.

** K pasbeMy nnatbl MAK "Cobonb" nnn Secret Net Card MoryT noaknto4aTbCst CUm-
TbiBalOWME YCTpouCTBa umaeHTudumkartopos iButton (nogaepxmBaemble Tunbl
DS1992 - DS1996).

DYHKLUMNOHA/IbHbIN KOHTPOJIb NOACUCTEM

®DYHKLUMOHASbHbBIM KOHTPOJSIb MPOBEPSIET 3arpy3Ky U YHKUMOHUPOBAHME BCEX KO-
YeBbIX 3aLUMUTHbIX MOACUCTEM K MOMEHTY BxoAa nosib3oBaTtens B OC (T.e. K MOMEHTY
Hayana ero paboThl).

YcnewHoe 3aBepLlieHMe KOHTPO/ISi OTPaXkaeTCsl COOTBETCTBYIOWMM COBbITUEM B XYyp-
Hane Secret Net Studio. Ecnu e 6binn BbiSiBNEHbI HAPYLWEHWS, TO B XypHasne perun-
CTPUPYHOTCS COBLITUSI C AE€TallbHbIMU CBEAEHUAMW MO AaHHbIM HapyleHusMm (3To
BO3MOXHO npwu ycrnosuun pabotocnocobHoctm sapa Secret Net Studio). MNpu 3TOM BX0oA,
B CUCTEMY pa3peLlaeTcs TOIbKO MoJsib30BaTENsAM, BXOASLWMM B rPyMny JIOKasbHbIX aj-
MWHUCTPATOPOB KOMMbIOTEpPaA.

OaHOM M3 BaXkKHbIX 3a4ay PYHKUMOHANbHOIrO KOHTpOns siBnsieTcs obecneyeHune 3a-
LWNTbI pecypcoB KoMnbtoTepa npu 3anycke OC B 6e3onacHoM pexunme (Safe mode).
DTOT peXuM 3anycka He SIBASIeTCS WTaTHbIM Ans GyHKUMOHMPOBaHNS cucTeMbl Secret
Net Studio. OgHako nMpn HEObXOAMMOCTN aAMUHUCTPATOP MOXET €ro MCMnosib30BaTb
ANs yCTpaHeHMst Henosaaok.

MockonbKy B 6€30MacHOM pexuMe He AENCTBYIOT HEKOTOpble PYHKLMM CUCTEMbI 3a-
WNTbI, PYHKLMOHANbHbIM KOHTPOJIb B 3TUX YCIOBMSX 3aBEpLUAETCs C owmnbkoin. B pe-
3ynbTate 6noKMpyeTcss BXxoa Nobbix Monb3oBaTenein, KpoMe aaMMHUCTPaTOpOB.
MosToMy nMpu Hagnexawem cobnoaeHM NpaBu NOUTUKKM 6€30MacHOCTM, Koraa HU-
KTO 13 06bIYHbIX Monb3oBaTenen He obnagaeTt NoOJHOMOYNAAMM aAMUHUCTpaTopa, AO-
CTYN K pecypcam KOoMnbtoTepa B 06X04 MEXaHWU3MOB 3aLUUTbl HEBO3MOXEH.

Perncrpauusa cobbiTnii

Mo ymonuanutio B xypHane Secret Net Studio pernctpmpytoTcs BCce BO3MOXHble CObbl-
TUSI, KPOME HEKOTOPbIX CObbITUIN KaTeropmn "KoHTpoAb NPUNOXEHNIA", @ TaKXKe HEeKO-
TOpbIX COb6bITUI KaTeropuii "KoHTponb uenoctHoctn" n "AnckpeumoHHbln goctyn”.
OTaenbHble KaTeropum cobbiTuii (HanpuMep, cobbiTna Kateropum "Perncrpaums') pe-
rMCTPUpPYHOTCS B 0653aTelbHOM MOpSAKE U UX PerncTpaumio oTKAUUTb Henb3s. Co-
AepiKallmnecs B XypHane cBeAeHns cogepxaT nogpobHyto nHdopMaumio Ans aHanusa

cobbITIN 1 NO3BONAKOT KOHTPOSIMPOBATb pa60Ty MEXaHM3MOB 3alUnThI.
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B npouecce paboTbl Secret Net Studio nponcxoasalme Ha KoMnbloTepe cobbITUs, CBS-
3aHHble ¢ 6e30MacHOCTLI0 CUCTEMBI, PEFUCTPUPYIOTCS B XypHane SNS, KoTopbIf Xpa-
HUTCA Ha CUCTEMHOM pAucke B dainle Takoro e dopmata, Kak W KypHan
6e3zonacHoct OC Windows. lpu 3TOM Yy agMuMHUCTpaTopa eCTb BO3MOXHOCTb
HACTPOMKM NepeYHs perncTtpmpyembix cobbiTuii M NapaMeTpoB UX XPaHEHUS, YTO MNO3-
BonseT obecneuntb NOAXOASALUNI YPOBEHb MOSHOTbLI ONMCaHUSA cobblTUiA ayauTa Ans
paccnefoBaHUs MHUWAEHTOB, @ TakXKe ONTMMasbHbI 06BbEM COXPaHSEMbIX CBEAEHUMN
C YYETOM pa3Mepa XypHana u Harpy3skm Ha CUCTEMY.

KOHTpOﬂ b L€JIOCTHOCTH

MexaHM3M KOHTPONS LLesIOCTHOCTU aBTOMaTMYeCKM CneauT 3a HEUM3MEHHOCTbIO KOH-
TPOSIMPYEMbIX 06BHEKTOB: (PalinioB, KaTasoros, CUCTEMHOIO peecTpa U CEKTOPOB AMC-
KOB (nmocnegHux - Tonbko npu wucnonb3oBaHum MAK "Cobonb"). Kaxabin Tvn
06BbEKTOB MMeeT CBOM Habop KOHTpPoNupyeMbix napameTpoB. Hanpumep, dannbl Mo-
ryT KOHTPOIMPOBATLCA Ha LIeNOCTHOCTb COAEPXUMOro, Npas A0CTyNa, aTpubyToB 1 Ha
CBOE CyLLEeCTBOBaHMWeE, T.€. Ha Hasnm4me No 3a4aHHOMY NyTU. Takxe B CUCTEME Npeay-
CMOTPEeHa BO3MOXHOCTb Bblbopa BpeMeHW KOHTpons: npwu 3arpy3ke OC, npu Bxoae
nonb3oBaTens B CUCTEMY, MO 3aaHHOMY PacrnnCaHuio U T.A4.

Mpu o6Hapy>XeHUN HECOOTBETCTBUIN MOMYT NPUMEHSTLCS Pas3/fiMyHble BapuaHTbl peak-
UMK Ha BblAB/1IEHHbIE HapyLlleHNAa LUEeSTIOCTHOCTN, HanpuMmep, perncrpauusa cobbITU B
XypHane Secret Net Studio n 6nokupoBka KomMnbloTeEpa.

Bcsa nHdbopMaumsa 06 obbekTax, MeTogax M pacnmcaHUsX KOHTPONS COCpeaoTo4eHa B
MoAenu AaHHbIX, KOTopasi XpaHuTCS B nokanbHon B cuctembl SNS 1 npeacrasnsier
cobo nepapxmyecKmnini CNMCoKk 06 LEKTOB C ONMMCAHMEM CBS3EN Mexay HUMU. Mcnonb-
3yl0TCS cneayrowme Kateropum o6bekToB (B NOpsSiAKe OT HM3LIEro YPOBHS Mepapxum
K BbICLUEMY):

e  pecypchl;
e pynmnbl pecypcos;
e 3ajauu;

e  33faHus;

e CybbekTbl aKTUMBHOCTM (KOMMNbKOTEPbLI, MOJIb30BAaTENM, TPYMMbl KOMMLIOTEPOB U
nonb3oBarenen).

Mogaenb AaHHbIX ABASeTCs 06Leln 451 MEXaHU3MOB KOHTPONS LEeNOCTHOCTM M 3aMKHY-
TOM NMPOrpamMmMHoOM cpeapl (CM. HUXKE).

YnpaBneHue nokaabHbIMW MOAENSIMU AaHHbIX Ha 3alMLaeMbiX KOMMbOTEPaxX MOXHO
OCYLLEeCTBNATb LLeHTPaAn30BaHHO. [ns 3Toro B robanbHOM KaTanore co3aatoTcs ABe
MOAENN AAHHbIX — A/ KOMMNbIOTEPOB MoA ynpasreHnem 32-pa3psigHbix Bepcuin OC
Windows 1 ans KoMmnbioTepoB ¢ 64-pa3spsaHbiMm Bepcnamm OC. Takoe pasgeneHue
NO3BOJIAET YUUTbIBaTb Creumdmky mcnonbsyemoro MO Ha 3awmaeMbiX KOMMboTe-
pax C pasfnyHbIMK NnaTdopMamMm.

Kaxxaasi U3 LeHTpanmn3oBaHHbIX MOAENen AaHHbIX SBNsieTcs oblien Ans BCex 3alim-
LaeMbIX KOMMNbOTEPOB oA ynpasneHnem Bepcui OC Windows COOTBETCTBYHOLLEN
paspsgHocTu (32- nnun 64-pa3spsigHbie BEPCUN).

PepnakTnpoBaHuMe LeHTpann3oBaHHbIX MoAesiel AaHHbIX OCYLLECTBSETCA CO ceayto-
UMMM 0COBEHHOCTAMU: ANSt UBMEHEHMSI AOCTYMHa Ta MoAesb AaHHbIX, KOTopas COOT-
BeTcTBYET paspsaHoctn OC Windows Ha paboyeM mecte agMuHucTpaTopa. Mpu 3ToM
MOAENb AAHHbIX APYrOi pa3psiAHOCTM AOCTYMHa TOMbKO ANS YTeHUst (HO MOXHO 3KC-
MOpTUPOBAaTh AaHHbIE U3 3TO MOAENN B APYIYIO).

Takum o6pasom, ecnm B CUCTEME MMEDTCS 3allMLiaeMble KOMMboTepPbI € Bepcuamm OC
pPas3NMYHON paspsaHOCTM, AN LEeHTPanM30BaHHOMO ynpaBieHus MoAensMm AaHHbIX
AaAMUHNCTPATOPY C/ieAyeT OpraHmM3oBaTh ABa paboumx Mecrta — Ha KoMnbloTepax c 32-
n 64-paspsgHbiMn Bepcmsammn OC Windows.

3aMKHyTaAa nporpamMMHas cpega

MexaHW3M 3aMKHYTOlM MporpaMMHoOi cpeabl MO3BOMSET ONpefenuTb Ans Joboro
Nosb30BaTeNsl KOMMbOTEPa MHAMBUAYa/bHbIN NepeyeHb paspeLleHHOro A1 UCMosib-
30BaHus MO. CucTeMa 3alMTbl KOHTPOSIMPYET U o6ecrneymnBaeT 3anpeT UCNosb30Ba-
HWSA CrefyoLWmMX pecypCcoB:

e (hannos 3anycka nporpamMMm n 6nbnuortek, He BXOASALWMX B NepeyveHb paspeLleH-
HbIX AN19 3anycKa 1 He yA0BNEeTBOPSOLWNX ONpeaeneHHbIM YC/I0BUAM;
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e cueHapueB (CKpUMTOB, CO3ZlaHHbIX MO TexHonormu Active Scripts), He BxoasALmMX
B NepeyeHb pa3spelleHHbIX A5 3anycka WU He 3aperncTpuMpoBaHHbix B B/.

MonbITKM 3anycka Hepa3peLleHHbIX peCypCcoB PerncTpupyroTcs B XypHane cobbiTu-
aMun "ayauT oTkasos", KoTopble onpeaenstoTcs B SNS Kak cobbiTns TpeBoru.

Ha aTane HacTpoVikn MexaHW3Ma COCTaBASIETCS CMUCOK PECYpPCOB, pa3peLUeHHbIX Asi
3anycka u BbINosiHeHMs. CrMCoK MOXeT 6biTb cchopMMPOBaH aBTOMaTUYECKM: Ha OC-
HOBaHMU CBEAEHMUI 06 YCTAaHOB/IEHHbIX HAa KOMMbIOTEPE NMPOrpaMMax Wiam rno 3anucsam
XKYpHanoB, coaepXallmMx CBeAeHMs O 3amnyckax nporpamm, 6M6nnoTek 1 CLEeHapVEB.
Takxe nNpefycMoTpeHa BO3MOXHOCTb py4HOro hopMmMpoBaHuUs crivcka.

Ona dainoB us cnucka 3MC MOXHO BKIOUNUTL PEXMM KOHTPOSS LIENIOCTHOCTH, Mo-
CKOJbKY 3TW MexaHu3Mbl (3MNC 1 KL) ncnonb3yloT eanHyto Moaesnb AaHHbIX. MNpu 3a-
MyCcKe paspelleHHbIX MPOorpaMM MOXHO AOMOSIHUTENbHO aKTMBUPOBATb MEXaHWU3M
NMpOBEPKM 3aro/IoBKOB MCMOJSHAEMbIX MOAYJIENM, UTO MOBbLIWAET HAAEXHOCTb pasaene-
HWSi PECYPCOB Ha WCMOJIHAEMbIE WU HEUCMNOJTHAEMble (ainbl, T.e. Nognexalume u He
noanexalume npoBepke.

MexaHn3M 3aMKHYTOlM NpOrpaMMHON cpeabl He 6NOKMpYeT 3anyck nporpamMm, 6ubnuo-
TeK M CLEeHapueB B Crieayowmnx cny4vasnx:

e Y3 nonb3oBaTtens BKJOYEHA B rpynny "YUYeTHble 3anucu, Ha KOTOpble He aei-
CTBYIOT NpaBusia 3aMKHYTOM NporpaMMHon cpeabl” (Mo YMOAYaHUIO COAEPXUT S10-
KanbHyl rpynny "AgMUHUCTPATOpbI"), KOTOpas BXOAMT B COCTaB HaCTpoOek
nonutuk 3MC;

e BKJIHOYEH MSITKUI peXnM paboTbl MOACUCTEMbI 3aMKHYTON NMpOrpaMMHoOn cpeabl. B
3TOM peXuMe KOHTPONIMPYHOTCSA MOMbITKW 3amnycka nporpamMm, 6ubnuotek u cue-
HapueB, HO pa3peLLaeTcs ncrnonb3oBaHme nbdoro NO (06bIYHO MCNONBb3YETCS Ha
3Tane HaCTpPorKN MexaHu3Mma).

MexaHU3M U30sALMUMN NpoLeccos

MexaHM3M M30/5UMM1 NPOLECCOB MO3BOMISIET 06ecneunTb N30IMPOBaHHYO cpeay Ans
onpeaeneHHbIX nNpoueccoB (3anpetuTe 06MeH AaHHbIMKM C APYTMMM MpoLeccamMmn) u
MOXET aKTUBMPOBATbCA HE3aBMCMMO OT MexaHm3Mma 3IC, xoTa u ucnonbdyet b KLi-
3MC, rae 3awmLaeMoMy 06bEKTY UCMOHAEMOIO NMpoLecca CTaBUTCA NMpU3HaK U30/n-
pPOBAHHOCTWN. TeM camMbIM A5 3TOro npouecca 3anpewaeTcs nepeHoc AaHHbIX B ApY-
rme M30/NPOBAHHbLIE WM HEU30/MPOBaHHbIE Mnpouecchl. Mo NepeHOCOM AaHHbIX
34eCb NOHMMAETCA NepeHoc Yepes bydep obMeHa unm cpeacteammn Drag-and-Drop, a
TakXXe onepaumn NporpaMMHOro B3aMMOAEWCTBUSI C OKHOM, HanpuMmep, nosy4YyeHue
TekcTa 06beKTOB OKHa WM 3arosloBKa OKHa.

AMCKpeunoHHoe yrpassieHne QOCTYMNoM K pecypcam ¢aiifioBoit cuctembl

MexaHu3M AMCKPELMOHHOro yrpaB/eHuUs AOCTYNOM K pecypcaM pannoBon CUCTEMDI
obecneunBaert:

e pasrpaHuyeHue AO0CTyrna Nosib30BaTesien K KaTtasoraMm n danniaM Ha JIoKaabHbIX
AMCKax Ha OCHOBe MaTpuubl gocTyna cybbekToB (nosb3oBaTtesnien, rpynn) K 06b-
eKTaM 4oCTyna;

e  KOHTPO/b AOCTYyNa K 06bekTaM nNpu SIOKaNbHbIX UK CETEBbLIX 0OpaLLeHUsIX, BKIIO-
yasa obpaweHns OT MIMEHU CUCTEMHOM YYETHOW 3arnuncu;

e  HEBO3MOXHOCTb AOCTyna K obbekTaM B 06X0A4 YCTAHOBMEHHbLIX MpaB AOCTyna
(ecnu mcnonb3yoTca ctaHaapTHble cpeactBa OC mnu NpuknagHblie NporpamMMbl
6e3 cobcTBEHHbIX ApalriBepoB Ans paboTbl ¢ (alinoBON CUCTEMON, MOCKONbKY B
SNS auncnetuep gocryna K dannam n ampektopuam paboTtaeT Hag CTaHAAPTHbBIM
ancnetyepom Windows);

e  HE3aBMCMMOCTb AENCTBMS OT BCTPOEHHOrO MexaHu3Ma M3bmpaTenbHOro pasrpa-
HundyeHmsa goctyna OC Windows: yctaHoBneHHble B cucrteme Secret Net Studio
npasa 40CTyna K hainnoBbiM 06bEKTAM HE 3aBMCAT OT aHaNorMMYHbIX NpaB AOCTYyna
B OC Windows 1 HaobopoT.

AHanormnyHo peanmsaunm B OC Windows mMaTpuua goctyna B SNS npeacraBnsieT co-
6011 cnucku dalnoBbiX 06BEKTOB, A1 KOTOPbIX YKa3aHbl YYETHbIE 3anncn C npaBaMm
[O0CTyna. 3TV NpaBa pa3peLlatoT Win 3anpeLLatoT BbiNOoSIHEHWE OTAE/bHbIX (halioBbIX
onepauuii. [lns KOppeKTHOro y4yeTta B XypHasie ayauTa cBeAeHuii no cobbituam pas-
peleHns nnu 3anpeta AocTyna K gannosbiM obbekTaM Heob6XoANMO BbINOSHUTL CO-
OTBETCTBYIOLLUME HAaCTPOMKM Ha BKiaake "Ayant" oKHa AOMOSHUTENbHbIX NapaMeTpoB
6e3sonacHoctn ainnosoro obbekta. lNepeveHb NpeayCMOTPEHHbIX MpaB AOCTyna
npeacrasneH B Tabn. 2.

17



Tab6n. 2. NepeueHb nNpaB AocTyna

MpaBo pocrtyna OeicTBue Ana Katasora DeicTtBue ana cdana

Ytenue (R) Pazpewaer wnn 3anpewaet | Paspewaer wnun 3anpewaet
NPOCMOTP WMMeH alnoB W | YTEHUE AaHHbIX
noakaTasoros
PaspelwaeTt unu 3anpewaet npocMoTp aTpubyToB dannosoro
obbekTa

3anuce (W) Paspewaer unu 3anpewaet | Paspewaer wnn 3anpewaer
co3jaHue noakaTanoros u | 3anucb
dannos

PaspelwaeT nnm 3anpeluaet cMeHy atpubyToB ainoBoro 06s-
eKTa

BbinonHeHue (X) | PaspelwaeT wnu 3anpelaet | Paspewaer wiu 3anpelyaer
nepeMeLleHne no CTPyKType | BbINoSHEHUE
nogKartanoros

Ypanenve (D) Paspewaet nnu 3anpewaet yaaneHue darnoBoro obbekTa

N3meHeHne npas | Pa3pellaeT win 3anpellaeT M3MeHeHWe npaB AoCTyna K gan-
nocryna (P) nosoMy o6bekTy. Monb3oBaTeNb, MMEKLWMN pa3peLlleHme Ha
M3MeHeHWe npaB AO0CTyna K pecypcy, YCNOBHO cuuUTaeTcs aj-
MWHUCTPATOPOM pecypca

MpaBa agoctyna ans gainoBoro obbekta MoOryT 6biTb 3agaHbl SBHO WM Hacneno-
BaTbCS OT BbILLECTOSILLErO 3/1IeMEHTa Mepapxumn. BHO 3aAaHHbIE NpaBa MMELOT bosee
BbICOKWI MPUOPUTET NO CPaBHEHUIO C HacneayembiMu. MpaBa A0CTyNa CYMTaKOTCA 3a-
OAHHbIMU SIBHO, eCnn ANsl 06beKTa OTK/IIOUEH PEeXMM HaC/1e0BaHMS Npas.

Mo ymonyaHuio NnpuBuierven Ha yrnpasaeHue npasamMmm Aoctyna obnagatoT nosb3oBa-
Tenn, Bxoasawmne B rpynny soKasbHbIX agMUHUCTPATOPOB. |_|pI/I 3TOM AN BCeX ,qeﬁ—
CTBYIOT pa3spelualolime npaBa [oCTyna K 0bbIM pecypcaM Ha YTeHMe, 3anuchb,
BbinonHeHne n yaanenme (RWXD). 3Tu npaBa HacneayrTcs OT KOPHEBbIX KaTasioros
fornyeckmnx pasaeno. Bo nsbexaHue HenpeaHamepeHHol 610knpoBkn paboTbl OC
Henb3s WM3MEeHATb MpaBa AOCTyna AN KOPHEBOro Kartajsora CUMCTEMHOrO Aucka
(%SystemDrive%%) n Bcero cucremMHoro katanora (%SystemRoot%).

Mpu KonupoBaHuK GainoBoro o6bLEKTa A ero KONUM NPUHYAUTENbHO BKJIOYAETCA
PEeXWM Hac/eAoBaHUs NMpaB AO0CTyNa, AaXe ec/M OpUrMHasbHbI 06bEKT o6naaaeT
AABHO 3aJaHHbIMX MpaBaMu.

MepemelleHmne dannosoro obbekTa B rnpeaenax CBOEro JIOrM4yeckoro pasgena ocy-
LLLeCTB/ISIETCS C COXPaHEHMEM SIBHO 3a4aHHbIX A9 HEro npas Aoctyna. Ecnm ans o06b-
€KTa BKJ/IOYEH PEXMM HacneAoBaHMWs, Nnocne nepeMeLLeHms 3Toro obbekTa BCTynatoT
B AEWNCTBME MpaBa TOro KaTtasiora, B KOTOPbIA OH nepeMelleH. MNpu nepemelleHnn
ob6beKkTa B APYrom JIOrM4eckuin pasaen npuHyanTesbHO BKJIKOYAETCS PEXUM Hacneao-
BaHWs Npas.

Ons dannoBbiXx 06bEKTOB MOXHO AeTasSlbHO HAaCTPOUTb ayAMT BbIMOMHAEMbIX C HUMM
onepauuii. Mpu paboTte MexaHM3Ma AVMCKPELMOHHOIO YrnpaB/ieHus AOCTYMNOM B Xyp-
Hane Secret Net Studio MoryT perncrpmpoBaTbCs COBbITUS YCMELHOro A0CTyna K 06b-
eKTaM, 3anpeTa AOCTyna Win U3MeHeHus npas. Mo yMonyaHuio perncrpaumnst cCobbiTnia
YCMELWHOro A0CTyrna He OCYLLECTB/SIETCSl, @ COObITUS 3anpeTa A0CTyna U U3MEHEHUS
npaB perncTpupyroTcs assi Bcex ainoBbiX 06beKTOB. BKtOUEHME M OTKJIIOUEHME pe-
rMCTpauMn yKasaHHbIX COObITUI OCYLECTBASETCS aAMMHUCTpPATOpoM 6e30macHOCTH
Nnpu HacTpolike napaMeTpoB FPYMNMOBbIX UM NIOKaNbHbLIX MOMUTUK.

3arupaHue yaanaemoi nHpopmauum

3aTupaHue nHdbopMaLmmn Ha Anckax HeobxoanmMo Ana NpeaoTBpalleHMs BOCCTaHOB-
JIEHNST U MOBTOPHOMO MCMNOSb30BaHMA yaansieMor MHbopMaumn. MapaHTUMpoBaHHOE
YHUUTOXEHME AOCTUrAeTCs MyTEM aBTOMaTUYECKOM 3anncK NoCef0BaTeNbHOCTM CIly-
YaMHbIX YMCEST HA MECTO yaaneHHOW nHdopMmaumn. [ns 60nblIen HAAEXHOCTN MOXET
6bITb BbIMOMHEHO HECKOMNBbKO LMK/IOB (MPOXOA0B) 3aTupaHus.

[aHHbI MexaHU3M paboTaeT TakXKe M B OMNepaTMBHOMN MaMaTH, UCKITHoYast BO3MOXK-
HOCTb MOBTOPHOrO WCMONb30BaHUSI KOHdUAeHUManbHOW MHGOpMauMM uim nepco-
HanbHbIX JaHHbIX TOMb30BaTeNeil Moc/ie 3aBeplleHus paboTbl MPOrpaMMHbIX
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npoueccos u npu NobbIX onepauunax ocBoboxaeHus BMpTyaﬂbHOﬁ namaTn, Hanpu-
Mep, Npn 3aBepLUEHNN NMOTOKaA.

BHumanue! Ouuctka (haiina noakauki CTpaHWL, BbINOMHAETCS: CTaHAapTHbIMK cpeacTeami Windows
Mpu BbIKMIOYEHUM KOMMbIOTEPA W, COOTBETCTBEHHO, AOMKHA ObiTh HacTpoeHa B camoit OC. Tombko B
3TOM Criyyae npu Bko4eHum B SNS 3aTupaHus uHopmaLmn Ha nokanbHbIX auckax byaeT ocyLecTs-
NATLCS W 3aTUpaHKe daitna noakadku.

He OCyLLEeCTBNAETCA 3aTupaHme (*)aVIJ'IOB, noMeLlaemMblX B K0p3VIHy, TaK Kak npu 3TOM OHU He yAanATCA
C Aaucka. 3aTVIpaHVIe Takux (*)aVIJ'IOB NPOUCXoAMT Nocne O4YNCTKN COAEPXMMOro KOp3I/IHbI.

KOHTpOﬂb noaokK/alO4YeHna " USMeHeHus YCTpOﬁCTB KOMMNbIOTEPA
MexaHW3M KOHTPONS NOAK/IIOYEHNA N UBMEHEHUA YCTpOI‘/‘ICTB obecneynsaer:

e CBOEBPEMeEHHOEe 06HapYy>XeHWE U3MEHEHWIT B annapaTHON KOHMUIypaLumMm KOMMb-
loTepa M pearMpoBaHue Ha 3TW U3MEHEHUS ;

e roaaepXaHuWe B akTyaslbHOM COCTOSIHWMM CAMCKA YCTPOMCTB KOMMblOTEpa, KOTO-
pbI/i UCMONb3YETCSl MEXAaHM3MOM pasrpaHUYeHust A0CTyna K yCTponcTeBaM, U 3a-
NMpeT MOAK/IYEHUSI K  KOMMbKOTEPY  OMNpPeAeSieHHbIX  YCTPOWCTB  sMbo
He3aperncTpMpoBaHHbIX B CAMCKE YCTPOMNCTB.

HavanbHas annapaTHas KOHMWrypauusl KOMMboTeEpPa OnpeaensieTcs Ha dTane ycra-
HOBKMW CUCTEMbI — 3HaYE€HMSA NapaMeTpoB KOHTPOSS 334al0TCs NO yMon4daHuo. Jane-
HEeMWY  HACTPOMKY MOJIUTUKM  KOHTPONS  YCTPOMCTB  MOXHO  BbIMOMHUTb
WHAMBUAYANbHO ANA KaXA0ro M3 HUX WM NPUMEHATb Hacneayemble napaMeTpbl OT
pOAUTENLCKUX 06BEKTOB — MOAENEN, KNAacCoB UMW Py, K KOTOPbIM 3T YCTPONCTBa
OTHOCATCS.

MN3MeHeHMss annapaTHOW KOHMUrypauun OTCEXMBAKOTCS CUCTEMOM 3aluTbl ANS
YCTPOWCTB C BKJTKOYEHHbBIM PEXMMOM KOHTPOAS "YCTPOMCTBO NOCTOSIHHO MOAKHOYEHO
K KoMnbtoTepy". Mpn 3TOM NCMOMb3YHOTCA CeayoLmne MeToabl KOHTPOS :

e  CTAaTUYECKWA KOHTPONb KOHMUrypaumnun. Kaxkablii pa3 npu 3arpy3ke KoOMMbloTepa
noacmcremMa nony4daet nH@opmauunio 06 akTyasibHOM annapaTHOM KOHMUrypaumm
M CpaBHUMBAET ee C 3Ta/IOHHON;

e  ANHAMWYECKUI KOHTPONb KOHdUrypauuu. Bo Bpemsi paboTbl KomnbioTepa (a
TaKXXe Mpu BbIXOAE U3 CMSILEro pexuMa) apansep-gunbTp YCTPONCTB OTCNEXM-
BaeT aKTbl MOAKIOYEHUS, OTKIIIOYEHNS MU N3MEHEHUSA NapaMeTPOB YCTPOMUCTB
W, eCn Npou3onaeT M3MeHeHne KOHMbUrypauuu, Bbl4aeT onoseLleHne 06 3ToM.

Mpn 06Hapy>XeHUU W3MEHEHM anmnapaTHOW KOHMMUrypauum cUCTEMa OXMAAET WX
yTBEpPXAEHUS aAMUHUCTPATOPOM 6e30MacHOCTU.

PasrpaHuueHue fOCTyna K yCTpoicTtBam

PasrpaHuyeHne 4OCTyNa Nonb3oBaTesiei K yCTPOMCTBAM BbIMOSTHAETCS Ha OCHOBaHUM
CMWUCKOB YCTPOWCTB, KOTOPble (DOPMUPYIOTCA MEXAHM3MOM KOHTPOS MOAK/IIOYEHUS U
n3MeHeHuns yctponcTs (cM. Bbiwe). MNpu aToM cncremon Secret Net Studio npepocras-
NSOTCA CrieayoLme BO3MOXHOCTU:

e yCTaHOBKa CTaHAAPTHbIX pa3peLleHnin U 3anpeToB Ha BbINOJIHEHME Onepauui C
yCTpOWCTBaMu;

e Ha3HayeHWe YCTPOMCTBaAM KaTeropmi KOHMWUAEHUMANBbHOCTU WM A0MNYCTUMbIX
YPOBHEN KOHMDMAEHUMANBHOCTM CECCMI Monb3oBaTenen — 4ytobbl pasrpaHnUUYnTb
AOCTYN C MOMOLLbI0 MeXaHM3Ma MOSIHOMOYHOIO yrpaBneHust 4OCTYMNOM.

BO3MOXHOCTM MO pasrpaHUYeHnNto AOCTYyMNa 3aBUCAT OT TUMOB YCTPOWCTB. PasrpaHu-
YeHne He OCYLLECTBMSIETCS MOMTHOCTBI UM YaCTUYHO A8 YCTPOWNCTB, MMEIOLLNX OCO-
6yt cneumdunKy WCMONb30BaHUSA WM HeobxoauMblX Ans  OYHKLMOHUPOBAHMUS
KOMMbloTepa. Hanpumep, He orpaHM4YMBaEeTCs AOCTYN K MPOLLECccopy M onepaTUBHOM
namsaTi, OrpaHUYeHbl BO3MOXHOCTM pasrpaHUYeHns AOCTyna Aasl NopToB BBOAA/BbI-
BOAA.

[ns yCTPOWCTB C OTK/IFOYEHHBIM PEXMMOM KOHTPOJIS! UM 3anpeLLeHHbIX 415 NOAKITH0-
YeHWs He AeNCTBYeT pasrpaHMuyeHue AOCTYMa MO YCTaHOBJIEHHbIM Pa3spelleHUsM U
3anpeTaM Ha BbIMOSHEHWE onepauuit. MpaBa AocTyna nosib3oBaTeneil K Takum
YCTPOICTBaM He KOHTPOJIMPYHOTCS.

Mpwn yctaHoBke knneHTckoro MO cuctembl Secret Net Studio BbicTaBnstoTCA npasa
A0CTyna Ans BceX obHapy»XeHHbIX YCTPONCTB, NOAAEPXKMBAIOLMX TaKoe pasrpaHuye-
Hue goctyna. Mo ymMonyaHuio NpeaocTaBiseTcs MNOJHbIA AOCTYN TPeM CTaHAapTHbIM
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rpynnam nonb3oBaTenen: "Cucrema", "AamMmHuctpatopbl” 1 "Bce". To ecTb BCeM Nosb-
30BaTeNsaM paspeLlleH 4OCTyN KO BCEM YCTPOMCTBAM, 0O6Hapy>XeHHbIM Ha KOMMNbIOTEpE.
Janee agMuHUcTpaTop 6€30MacHOCTU pasrpaHnUYmMBaeT AOCTYN Nosb3oBaTtesien Heno-
CPeACTBEHHO K YCTPOMCTBAM MM K Knaccam M rpynnam yCTpOUCTB B COOTBETCTBUMU C
TpeboBaHUAMM NOANTUKN 6E30MaCHOCTU.

MonHoMoOuYHOE ynpaB/ieHne AoCcTyrnom
MexaHM3M NOSTHOMOYHOIO yrpaBneHns AocTynom obecneymnBaet:
e  pasrpaHuyeHuWe A0CTyna nosib3oBaTesiel K KoHpuaeHumanbHon nHdopmMaumm;

. KOHTPOJIb NOAKNKOYEHNA U UCNOJIb30BaHUA YCTpOViCTB C Ha3Ha4YeHHbIMK KaTero-
pnamum KOHCbVI,D,eHLI,VIaJ'IbHOCI'M;

. KOHTPOJ1Ib NMOTOKOB KOHCbM,D,EHLlMaﬂbHOVI MHCbOpMaLI,MVI B CUCTEME,

. KOHTPOJIb UCMNOJ1Ib30BaHNA CETEBbIX MHTepq)eﬁCOB, ANna KOTOpbIX YKasaHbl gony-
CTUMblE YPOBHU KOHCbVI,D,EHLI,MaﬂbHOCTM ceccum I'IOJ'lb3OBaTeﬂel71;

e  KOHTPOJIb MevyaTh KoHMAeHUManbHbIX 4OKYMEHTOB, YTO MO3BOMSIET OrPpaHUYNTb
MCrnoJsib3oBaHME NMPUHTEPOB AJ14 NeYaT JOKYMEHTOB, KOTOPbIM NMPUCBOEHbLI Ornpe-
LEeNeHHble KaTeropmm KoHguaeHUanbHOCTW. 10 YMOM4YaHUIO Ha BCeX NpUHTEpPaXx
pa3peLllaeTcs nedatb AOKYMEHTOB C 1t060I kaTeropmein KoOHOUAEHLMANBHOCTU.

Mo yMonuyaHuio B cucTemMe nNpeayCcMOTpeHbl creaytowme Kateropmm KoHbuaeHumans-
HoCTW: "HekoHdMaeHumanbHO" (ANnsa obwenoctynHor nHdbopmaumm), "KoHdbUaeHUM-
anbHo" un  "ctporo KoHdwuaeHuuwanbHo". [lpy HeobXxoAUMOCTM UX  MOXHO
nepemMeHoBaTb, a TakXe yBeNYUTb UX KONNMYecTBo A0 16.

KaTeropmm KoHdUAEHUMANBHOCTU MOTYT Ha3HauaTbCa AN CeayoLW X pecypcos:

e JlOKanbHble pusmyeckme ANCKN (KpoMe AUCKa C CUCTEMHbIM NTOMMYEeCcKUM pasge-
noM) n nobble yCcTponcTBa, BK/IoYaeMble B rpynnbl ycTponcte USB, PCMCIA,
IEEE1394 wnun Secure Digital;

e KkaTtanoru u garnbl Ha anckax (FAT, NTFS).

JocTyn nonb3oBaTens K KoHGMAeHUNANbHON MHGOPMaLUKN OCYLLECTBIAETCS B COOT-
BETCTBMW C €ro YpoBHEM JOMyCKa, KOTOPbIA BbiCTaBnsieTcsa cpeacrBamm Secret Net
Studio. Mo yMonyaHuio Nonb3oBaTeNsAM Ha3Ha4yeH AOCTYN K HeKOHduaeHuManbHOM
nHdopmauun. Ecnn ypoBeHb fomnycka Nosb30BaTeNs HUXe, YeM KaTeropus KoHdbu-
AeHUManbHOCTM pecypca, — cucteMa 610KMpyeT AOCTyn K 3TOMy pecypcy. Mocne no-
nyyeHuns [octyna K KoHMUAEHUMANbLHON MHpopMaumm ypOBeHb
KoHMUAEHUMANbLHOCTN NporpamMmmel (Mpouecca) NoBbIWAaeTcs A0 KaTeropum KOHpu-
AeHUManbHOCTM pecypca. To Heo6xoANMO A8 TOro, YTObbl UCKITHOYNTL BO3MOXHOCTb
COXpaHeHUs KoHMUAEHUMaNbHbIX AaHHbIX B pannax C MeHbLUEN KaTeropmen KoHpu-
AeHUManbHOCTM.

MoNHOMOYHOE pasrpaHMyeHMe AOCTyMNa Ha YPOBHE YyCTPOMCTB OCYLLECTB/ISETCS Cne-
ayowmm obpasom. Ecnm yCTpoicTBO MOAK/IKOYAETCA BO BpeMs ceaHca paboTbl nosb-
30BaTenNs C ypOBHEM AOMycKa HUXe, YeM KaTeropusi yCTpOMCTBa, cmctemMa brokmpyeT
3TO NoAKtoYeHe. Mpu NoAKIIOYEHMN TaKOro yCTPOMCTBA A0 Havana ceaHca paboTbl
nonb3oBaTens — 3anpeLllaeTcs BXoA MNosib3oBaTens B cucteMy. B pexume KoOHTpons
NOTOKOB YPOBEHb KOHMUAEHLNANBHOCTY CECCUM MOSIb30BATENS AO/IKEH COOTBETCTBO-
BaTb KaTeEropmaM BCex MOAK/TOYEHHbIX YCTPOMCTB.

DYHKUMOHMPOBAHME YCTPONCTBA pa3pelleHO HE3aBMCUMO OT YPOBHS A0MycKa Mosb-
30BaTesNisl, €CNM ANS 3TOro YCTPOMCTBA BKIIHOYEH pexXuM "YCTPOMCTBO AOCTyrnHO 6e3
yyeTa Kateropum KoHdbumaeHumnanbHocTn". [JaHHbIA PEXNM BKIIHOUEH MO YMOSTYAHUIO.

[ocTtyn K coaepXuMoMy KoHduaeHumanbHoro danna npegocTaBnsieTcs Mnosib30Ba-
Tesn, ecn KaTeropust anna He NpeBbIlWaeT ypoBeHb Aonycka nonb3osaTtens. Mpu
3TOM KaTeropusi KoHdWAeHUManbHOCTU YCTPOWMCTBA, Ha KOTOPOM pacrnonaraercs
dann, TakxXe aHanM3npyeTcs U MMeeT bonee BbICOKUIM MPUOPUTET MO CPABHEHUIO C
KaTeropuen KoHpunaeHumanbHocTn danna. Ecnmn kateropus danna Huxe Kateropum
KOHMUAEHUMANBbHOCTN YCTPOMCTBA — CUCTEMA CYUTAET KaTeropmo dalinia paBHoM Ka-
Teropum ycrpoincrsa. pu obpaTHOM cuTyauumn, Korga Kkateropmst dainna npesbillaeT
KaTeropuo KoHpMAEHUNANnbHOCTN YCTPONCTBA, Takoe COCTOSIHME pacCLeHMBaeTCs Kak
HEKOPPEKTHOE 1 A0CTYyN K dalny 3anpeulaeTcs.

MpY MCNoONb30BaHMN MEXaHU3Ma B peXUMe KOHTPOJIA MOTOKOB KOHMUAEHLMaNb-
HOM MHGOPpMaUuMM BCEM MnpoueccaM 06paboTKM AaHHbIX B CUCTEME MpPUCBAMBAETCS
€AuHbIA YpOBEHb KOH(MUAEHUMANbHOCTWN, PaBHbIN YPOBHIO CECCMM MOSIb30BaTENS.
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HY)KHbIVI YPOBEHb KOHCbVI,CI,eHLI,MaJ'IbHOCTM M3 4Yncna AOCTYNHbIX NOJZib30BaTEsO BbI6U-
paeTca nepeg Ha4vaaioMm ceccnm pa6OTbI Ha KOMMbKOTEPE N HE MOXET 6bITb N3MEHEH A0
OKOHYaHWSA JAaHHOWN ceccum.

B peXxnme KOHTPO/S MOTOKOB COXpaHeHne MHGOpMauun paspeLleHo ToNbKO C KaTe-
ropuven, paBHOM YPOBHI KOH(MAEHUMaNbHOCTU ceccuun. MoNHOCTbI0 3anpellaeTcs
[OCTYN K AAHHbIM, KaTeropusi KOTOpbIX MpeBbillaeT YPoOBeHb KOH(UAEHLMaNIbHOCTH
ceccum (Laxke ecnm ypoBeHb AOMyCKa nosib3oBaTesNsl No3BonseT AOCTYMN K TaKUM AaH-
HbIM). TakuM 06pa3oM, pexuM KOHTPOJIS NMOTOKOB obecneumBaeT cTporoe cobnoge-
HME MNPMHUMMNOB MOJIHOMOYHOIrO pa3rpaHuM4YeHnss [OCTyna W npefoTBpalaeTr
HECaHKLMOHMPOBAHHOE KOMWPOBAHWE WM MNepeMelleHne KOHpuaeHUManbHOM WH-
dhopmaumm.

B pexxvMe KOHTPOJIsi MOTOKOB 3arpeLuaeTcs MUCrnosib30BaHME YCTPONCTB C KaTeropuemn
KOHMbUAEHUNANbHOCTY, OTIMYatoLWEeNcs OT BbiBpaHHOro YpoBHS ceccun. Ecnmn Ha Mo-
MEHT BXOAa NOMb30BaTessi K KOMMbOTEPY MOAK/OUYEHbI YCTPOUCTBA C PasfIMUHbIMU
KaTeropmMaMm KoHMdUAEHUMANbHOCTM, BXO4 3arnpellaeTcs Mo MnpuunHe KOHGIUKTa
NOAKOYEHHbBIX YCTPOMCTB. Mcnonb30oBaHWe YCTPOWCTB, KOTOPbIM Ha3HaJYeHa KaTero-
pus KOHDUAEHUMANBHOCTM Bblle, YEM YPOBEHb AOMYCKa MO/Sb30BaTeNs, OrpaHuUim-
BaAETCs TaK Xe, KaK 1 Npu OTK/IIOYEHHOM PEXMME KOHTPOJISi MOTOKOB.

B pex1Me KOHTPOsS MOTOKOB 3anpeLleH BTOPUYHbIA BXOA B CMCTEMY (HE3aBMCMMO OT
HACTPOWKWN COOTBETCTBYHOLEN nonuTukn 6esonacHoctn SNS), T.e. obpalleHme K coB-
MECTHO UCMoJib3yeMbIM dhainaM 1 nankam oT UMEHU APYroro Nofb30oBaTesNst U UCNOSb-
30BaHKWe KoMaHabl "3anyck oT uMeHun gpyroro nonb3osaTtens"” (Run as different user).

TakxKe pexunM KOHTPOJS NOTOKOB MO3BOJISIET YCTAHOBUTb OrPaHNYEHNst Ha UCMOJb30-
BaHWe ceTeBbIX MHTepdencoB. [N KaXaoro U3 HUX MOXHO BbibpaTb YPOBHU KOHMU-
AEHUMNANbHOCTN CeCCUIA, B KOTOPbIX 3TOT MHTepdenc byaeT A0OCTyNeH Nosb30BaTento.
Ecnu oTKpbITa ceccusi € ApyrmM ypoBHEM KOHPUAEHUMANBbHOCTU, PYHKLMOHMPOBaHNE
3TOoro uHTepderca 6/10KMpyETCA CUCTEMOM 3aLKUTbI. DTO MO3BOMSIET OpPraHM30BaTb pa-
60Ty nonb3oBaTesnis B pa3/IMyHbIX CETSX B 3aBUCUMOCTU OT BbIOPAHHOIMO YPOBHS KOH-
dnaeHUnanbHOCTN ceccum.

MexaHn3M MNOSIHOMOYHOro ynpaBneHna AOCTYNOM OCYLUECTBNIAET KOHTPOJIb BbiBOAA
KOHbMAeHUNanbHOM MHDOPMaLMM Ha BHELLHME HOCUTENN — CMEHHbIE AUCKW, ANS KO-
TOPbIX BK/IKOYEH peXuM AocTyna "6e3 yyeTa kaTeropmm kKoHduaeHunanbsHoctn". MNpun
KOMMPOBaHUM U NepeMeLLeHnn KOHDUAEHUMANBbHOro pecypca Ha TakoM HocuTene
MOXET HE COXPaHWUTbCS MCXOA4Has KaTeropusi KOHduAeHUManbHOCTM pecypca. [lo-
3TOMYy 4YTOObl OCYLLECTB/ATb BbIBOA KOHPMAEHUMANBbHOW MHMOPMaUMN Ha BHELLHWe
HOCUTENN B peXuMe KOHTPOSS MOTOKOB, MOJib30BaTeNb AO/MKEH 0bnagaTb COOTBET-
CTBYIOLLEN NMPUBUNIErNEN.

KoHTponb neuatmn

MexaHM3M KOHTPONS nevaty No3BONASET NpefoTBpaTUTb HECaHKLNOHMPOBAHHDIN Bbl-
BOA KOHMMAEHUMaNbHbIX AOKYMEHTOB Ha JIOKallbHble N CeTeBbIE NMPUHTEPbLI 1 obecne-
YMBAET:

e  pasrpaHuyeHue AOCTyra nosb30BaTesiei K NpuHTepaM. HacTpoikn cooTBETCTBY-
IOWMX MOSIMTMK TO3BONSAT aAMUHUCTpaTopy 6e3omacHocTM  copMUpOBaTh
CMUCKW AOCTYMHbIX MPUHTEPOB M YCTAHOBUTL AJ1A MOJIb30BaTESSA pa3peLleHne Bbi-
MOSHATL MeYaTh TOMIbKO Ha NMPUHTEPAX M3 3TOMO CMMCKa;

e  peructpaumio cobbiTuii BbiBOAA AOKYMEHTOB Ha MeyaTb B XypHane Secret Net
Studio, KoTOopas OCYyLLECTBASAETCS B 3aBUCMMOCTU OT COCTOSIHUSI COOTBETCTBYHO-
LLLero napaMeTpa nosIMTUKU N 3aBUCUT OT COCTOSIHUSL PEXMMOB MapKUpOBKK (CM.
HWMXXE) Y TEHEBOIO KOMMPOBAHMA (CM. HUXKE) BbIBOAUMBIX Ha NnevyaTb AOKYMEHTOB;

e BbIBOA Ha MevyaTtb AOKYMEHTOB C ONpeaesieHHON KaTeropmen KoHpuaeHumManbHo-
CTW — NpW HacTpoiKe NOIUTUK aAMUHNCTPATOP 6€30MacHOCTN MOXET OrpaHUYnTb
neyaTb Ha AOCTYMHbIX NPUHTEPaxX AOKYMEHTOB BCEX KaTeropmmn KoHdpuaeHunanb-
HOCTW WM YCTaHOBUTb HEO6XoAMMble MpaBa Mosib30BaTeNeN U orpaHNYeHUs ne-
yaTn KOHMUAEHUNANbHbIX AOKYMEHTOB;

e aBTOMaTu4yeckoe aobaBneHue rpuda B pacnevaTbiBaeMble AOKYMEHTbl (MapKu-
poBKa AOKYMEHTOB);

. TEHEBOE KONMMpoBaHMe pacneYyaTbiBaeMbIX AOKYMEHTOB.

Ons peanuzaumu @yHKUMA MapKMPOBKU U/WM TEHEBOrO0 KOMMPOBaHMUs pacrnedatbl-
BaeMbIX JOKYMEHTOB B cucteMy aobasnstoTcsa gpanBepbl "BUPTyasibHbIX MPUHTEPOB".
BupTyanbHble NpUHTEPbI COOTBETCTBYIOT peasibHbIM MpUHTEPaM, YCTAHOB/IEHHbIM Ha
komnbtoTepe. CAMCOK BUPTYasibHbIX MPUHTEPOB aBTOMaTMYeCcKW (OpMUPYeTCs Mpu
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BKJIIOYEHMM KOHTPOSIS neyaTu. MeyaTb B 3TOM C/lydyae paspeLlaeTcsl TO/IbKO Ha BUp-
TyasbHble NPUHTEPSI.

Mpu neyaT Ha BUPTYasnbHbIN NPUHTEP BbIMOHAKTCA AOMNOMHUTENbLHbIE Npeobpaso-
BaHWS ANns nony4veHus obpasa pacnedaTbiBaeMoro AokyMeHTa B ¢opmate XML Paper
Specification (XPS). Janee XPS-A0OKYMEHT KOMUPYETCS B XpPaHUMLLE TEHEBOrO KOMU-
poBaHusa (ecnun Ana NpuHTepa BKAOYeHa YHKUMS TEHEBOrO KOMWPOBAHWSA), MOAM-
duumpyetca HyxHbiIM o6pa3oM UM Mocne 3TOro nepepaeTcs An8 nedyatu Ha
COOTBETCTBYIOLLIEE NneyaTatoLLee yCTPOMUCTBO.

TeHeBOe KONMMpoOBaHWE BbiBOAUMbBIX AaHHbIX

MexaHW3M TEHEBOro KOMMpoBaHus obecneynBaeT co3aaHue B cucTeMe Ay6/MKaToB
(KONWiM) AaHHbIX, BbIBOAMMbIX Ha OTUYXXAAEMble HOCUTENU MHGOPMaLMK. DTN KOMUK
COXPaHAIOTCS B CreumasibHOM XpaHuauLe, AOCTyNn K KOTOPOMY WUMEIOT TOJIbKO YMoJi-
HOMOUYeHHbIE MoJib30BaTeNN. [eiicTBMEe MEXAHW3Ma PacnpOCTPaHSETCS Ha Te YCTpoi-
CTBa, A1 KOTOPbIX BK/IKOYEH PEXMM COXPaHeHMsl KON Npuv 3anuncu nHdopmMaumm.

Mpu BKIKOYEHHOM pEXMME COXPaHEHUsSI KOMUIA BbIBOA AaHHbIX Ha BHELUHEE YCTpoii-
CTBO BO3MOXEH TOJIbKO MPW YC/IOBUM CO3AAHUS KOMWUUM 3TUX Aa@HHbIX B XpaHWiuLie
TEHEBOro KonuvpoBaHus. Ecnn no kaknm-nnbo npuumHaM cospatb Ay6nmnkaT HeBO3-
MOXXHO, orepauust BbIBOAA AaHHbIX 610KupyeTcs.

TeHeBOe KOMMpoBaHWe NoALEPXKMBAETCS ANS YCTPONCTB ClieayoLmnx BUAOB:

e roakJtoyaeMble CMeHHble ancku (Hanpumep, USB-dneww-Hakonutenu). MNpu sToM
B XPaHWIMLLE TEHEBOIO KOMMPOBAHWUSI CO34AKOTCS KOMUW 3anucaHHbIX alnos.
Ecnu daiin oTKpbIT Ans pefakTUpOBaHUS HEMOCPeACTBEHHO CO CMEHHOro HOCU-
Tens, To Npyu CoOXpaHeHUW HOBOWM Bepcuun dalina B xpaHmnuuie 6yaeT co3aaH ero
OTAeNbHbI Aybnukar;

e  JINCKOBOAbI TMMBKNX AUCKOB;

e INCKOBOAbI ONTUYECKUX ANCKOB C DyHKLUMEN 3anncuK. pu 3TOM B XpaHUAuLLe Co-
3paeTca obpa3 aucka, ecnu Ana 3anucu  ucnonb3yetcs uHTepdenc Image
Mastering API (IMAPI), unu konun aiinos, ecnun 3anmcb OCyLLECTBNSETCS B (op-
maTe dannoson cucrtembl Universal Disk Format (UDF);

e npuHTEepbl. [pX 3TOM MUCMONb3YETCA MeXaHM3M KOHTPONS MeyaT U KOMUn BbIBO-
OVMOM Ha ne4yaTb MHQopMaumu coxpaHsitotca B ¢dopmate XPS (XML Paper
Specification) — oTkpbITbIN rpadmyeckmin popMaT PUKCUPOBAHHOM pa3MeTKN Ha
6aze sA3blka XML, pa3paboTaHHbIi koMnaHuelh Microsoft.

BHumanue! HekoTopble nporpamMMHble MakeTbl, UMeroLMe yHKLMIO 3anMch ONTUYECKUX AMCKOB, UC-
Nonb3ytoT COBCTBEHHbIE ApalBeph! YNpaBeHUs yCTPONCTBaMM. Takue ApaniBepbl MOryT OCYLLECTBNNATL
[OCTYN K YCTPOICTBY B 06X0f MexaH13Ma TEHEBOTO KonnpoBaHus. [1ns obecneveHus rapaHTMPOBaHHOMO
KOHTPONS 3anmnch AMCKOB HEODXOAMMO OCYLLECTBINATL TOMBKO C UCMONb30BaHNEM LWTaTHbIX cpeacTs OC
Windows.

3awumta nHopMaL MM Ha NNOKAJIbHbIX AUCKaX

MexaHM3M 3aLmnTbl MHhDOPMaLMK Ha JIOKabHbIX AMCKaX KOMMbloTepa (MexaHu3M 3a-
LWMTbl ANCKOB) NMpeaHasHaveH Ansi 6/10KMpoBaHMA AOCTyMa K XXeCTKMM AMCKaM npwm
HeCaHKLMOHMPOBAHHOM 3arpy3ke KOMMboTepa. 3arpy3ka CYMTaeTCst CaHKLMOHUPO-
BaHHOW, €C/iM OHa BbIMO/IHEHA CPeACTBaMM OMNepaLMOHHOM CUCTEMbI C YCTAHOBJIEH-
HbIM KMeHTckuM MO Secret Net Studio. Bce apyrue cnocobsi 3arpy3kmn OC cuunTtaroTcs
HeCaHKLMOHNPOBAHHbIMK (HanpuMep, 3arpy3ka C BHELWHEro HoOCUTeNs Wan 3arpyska
apyron OC, yCTaHOBNEHHOM Ha KOMMbIOTEpPE).

MexaHu3M obecneuynmBaeT 3alWnTy MHGOpPMaLIMM MPU NOMbITKaxX A0CTyna, OCYyLUECTB-
NIIEMBIX C MOMOLLbIO LUTATHbLIX CPEACTB OMNePaLMOHHON CUCTEMBI.

[elicTBMEe AaHHOro MexaHM3Ma OCHOBAHO Ha MOAMMUKALMKM 3arpy304HbIX CEKTOPOB
(boot-cekTopoB) NoOrMUYecKux pasaenoB Ha XEeCTKMX AUCKaxX KomnbioTepa. Coaepku-
MOE 3arpy304HbIX CEKTOPOB MOAMMDUUMPYETCA MyTEM KOAMPOBAHWUS C UCMOMb30Ba-
HWEM CMeLUmnanbHOro Kya, KoTopblii aBTOMaTUUYECKN FeHEPUPYETCA MPU BKTOUEHUU
MexaHusMa. MoandmrKaLuus No3BoAET CKPbITb MHGOPMALIMIO O IOFMUYECKUX pasaenax
Mpy HECAHKLMOHWPOBAHHOM 3arpy3Ke KOMMblOTEpa — pasfenbl ¢ MoAMdULMPOBaH-
HbIMW 3arpy304HbIMU CeKTopaMun 6yayT BOCMPUHMMATLCA CUCTEMOM Kak HedopMaTu-
pOBaHHbIE UMW MOBPEXAEHHbIE.

MpV CaHKUMOHMPOBAHHOW 3arpy3ke KOMMbHOTEPA OCYLLECTBASETCA aBTOMATUMYeCKoe
pacKoAMpPOBaHME COAEPXKMUMOro boot-CceKTOPOB 3alUMLLEHHbBIX NOMMYECKUX PA3AenoB
npuv o6palLeHnm K HUM.
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Bbi6op norMyecknx pasfgenos, A KOTOPbIX YCTaHaBAMBAETCS PEXWUM 3aliunTbl (TO
eCTb MogmduumnpyroTca boot-cekTophbl), OCyLLeCTBASET af4MUHNUCTPATOP.

[Ona peanunsauunm 3aWnTHbIX PYHKLMIN MeXaHU3Ma PpU3NYeCcKnii ANCK, C KOTOPOro Bbl-
nonHsieTca 3arpy3ka OC, ponxeH 6bITb C OCHOBHOM 3arpy3o4Hon 3anucbto (Master
Boot Record — MBR). lNMpwn BKIOYEHMM MeXaHM3Ma Ha 3TOM AMcKe MoaudpuumpyeTcs
MBR 1 4yacTb OCTaNbHOIro NPOCTPAHCTBA Hy/1€BOM AOPOXKK aMcKka. KpoMe Toro, Yacrb
cny»xebHbIx AaHHbIX Secret Net Studio coxpaHsieTcs B CUCTEMHOM peecTpe.

MexaHun3M obecneumBaeT 3awmTy 40 128 nornyeckux pasaenos npm obuiem konude-
cTBe m3nyeckmx AMCcKkoB A0 32. Jlormyeckme pasaenbl, Ans KOTOPbIX yCTaHaBnuMBa-
€TCS pexuM 3alnTbl, AOKHbI MMeTb dannosyto cuctemy NTFS, FAT32 nnu FAT16.
Pazpenbl mMoryT 6bITb Ha (PU3MYECKUX AMCKAxX C OCHOBHOM 3arpy304HON 3anucbio
(MBR) nnu c Tabnuuen pasgenos Ha naeHtudukaTopax GUID (GUID Partition Table
- GPT). Onckun ¢ apyrmmMm Tvnamm pasbueHns Ha norndeckme pasaenbl He NoaAaepPXu-
BaloTCA (Hanpumep, AMHaAMUYeCKMe ANCKM).

Mpy 1Comnb30BaHUM MexaHU3Ma 3alLuThbl AUCKOB Ha KOMMbOTEPE [OMKHA ObiTb YCTaHOBNEHA TONBKO
0fHa onepawuoHHas cuctema. MHade nocne BKMOYEHUs MexaHu3Ma B OHOM U3 HIUX HE rapaHTUpyeTcs
ycTonumBas pabota ocTanbHeix OC.

Kpome Toro, B HacTpoiikax BIOS komnbtoTepa formkHa ObITb OTKMOYeHa (PYHKLMS NPOBEpPKN 3arpy3ouy-
HbIX BUPYCOB (ecnu TakoBas noaaepxusaercs BIOS).

LUncppoBaHMe AaHHbIX B KPUNTOKOHTENHEpax

Cuctema Secret Net Studio npeaocraBnsieT BO3MOXHOCTb LWMEMPOBAHMS COAEPXKMMOIO
06bekToB (halinoBoi cnctemsbl (hannos 1 Nanok). Ans onepauunii wWndpoBaHUs 1 pac-
WKhPOBAHUA UCMOMNb3YHOTCA CreumanbHble XpaHuauwa — Kpuntorpauyeckmue KoH-
TerHepbl Ui KpunTokoHTelHepbl (KpK) — dunsunyeckn 3to dannbl, KOTOPble MOXHO
NOAK/OYNTL K CUCTEME B KayeCTBe AOMOSHUTENbHbIX ANCKOB.

KpK siBnsieTcs o6pa3om ancka, HO BCe AENCTBMS C HUM BbIMONHAOTCS Yyepe3 ApanBep
MexaHu3Ma LWundpoBaHUsl, KOTopbli obecneumBaeT paboTy C MOMb30BaTENbCKUMU
AAHHbIMU B KOHTEVHEPE B pPEXMME NPO3payHOro WwndpoBaHus. To eCTb NoNb30BaTENb
nocrne MoAK/IYEHUA KPUNTOKOHTENHEPA B KayeCTBe AMCKa BbINOJHSAET onepaunm C
darinamu Ha 3TOM AUCKE TaK Xe, KaK 1 Ha Ntobom Apyrom HocuTene. JononHUTENbHbIX
AencTemn ansa wndpoBaHnsa nnm paclumdpoBaHus gannoB He TpebyeTcs — Bce Kpun-
Torpadunyeckme onepaumm BbINMOSHAOTCA aBToMaTndeckn, "Ha nety", npu obpalweHumn
K 3TUM channam.

KpK MOXHO noAk/o4vaTbh K CUCTEME C JIOKasbHbIX AUCKOB, CMEHHbIX HOCUTENEen unu c
CeTeBbIX pecypcoB. [JOCTyMnHbIN 06beM ANs 3anncu AaHHbIX YKa3blBaeTCs B MOMEHT
co3gaHusa KpunTokoHTenHepa. Pasmep KpK dunkcmpoBaH 1 He U3MEHSETCS nocne co-
3aanHua. MNMpegenbHoe 3HavYeHWe obbeMa onpenensercs ncxoasa M3 ceBob6ogHOro npo-
CTpaHCTBa Ha pecypce M Tuna @annoBon CUCTEMbl. MuHMManNbHbIA pasmep
KoHTelHepa — 1 Mb.

Ons pasrpaHuMyeHus A0CTyna nosb3oBaTeNe K KPUMTOKOHTEMHepaM B CUCTEMe
Secret Net Studio npegycmoTpeHbl cneaytowme npasa:

e  YTeHue AaHHbIX — NPeAoCTaBsSET BO3MOXHOCTb TOMbKO UTeHus dainos B KpK;

e  MMOJHbIA AOCTYN K AA@HHbBIM — NPeaoCcTaBasieT BO3MOXHOCTb YTEHUS 1 3anmcu dai-
nos B KpK;

e ynpasneHue KpK — npeaocrtaBnsieT BO3MOXHOCTb YNPaB/I€HUS CMMCKOM MOJ1b30-
BaTenen, nmerowmnx goctyn Kk KpK, a Takxe yreHus n 3anmcu ¢annos.

Co3gaHne KpUMNTOKOHTEMHEPOB AOCTYMHO MOJSIb30BaTENSIM C COOTBETCTBYHIOLLENA MpU-
Bunernen (No yMmonyaHuio npeaoctaBsieHa YYeTHbIM 3aMnmncaM, BKKOYEHHbIM B J10-
KasbHYO rpynny aaMUHUCTPaTOPOB W NIOKaAbHYO FPymnny Mnosib30oBaTesien), KoTopble
MMELOT KJ1oY WwndpoBaHus. Mpu atoM coszaaswumnii KpK nonb3osatesnib noay4vaeT npaso
Ha ynpasfiieHVe UM 1 B AaSIbHENLLEM MOXET AenernmposaTb (MpeaoCcTaBuTb) 3TO NpaBo
[O0CTyna ApyroMy nosib3oBaTento.

Onsa paboTbl C WK@dPOBaHHLIMM pecypcaMu MNOJSIb30BaTENMN AO/MKHbI MMETb KJIHO4MU
wndposBaHma. MNMpoueaypbl reHepaunn 1 BblAaun KNKYeEN BbINOSHATCS aAMUHUCTPa-
TOpOM 6e3onacHocTu. [N nonb3oBaTeNnen Co3AalTCsa K/IUYEBbIE Napbl, KaXaas u3
KOTOPbIX COCTOMT U3 OTKPbITOrO M 3aKpbITOro Kitoven. OTKpbITble KHUYM XPaHATCA B
obwem xpaHunuue (418 KIo4Yen TIoKanbHbIX NOosb30BaTesen UCMob3yeTcs SIoKab-
Hasa B[ Secret Net Studio, Ans AoMeHHbIX — XpaHunuwe rnobanbHoro KaTtanora). 3a-
KPbITble K/IOUM XPaHATCA B K/OYEBbIX HOCUTENSAX, MPUCBOEHHbIX MOSb30BaTEsSM.
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Hocutensamu ana xpaHeHWs 3aKpbITbiX Ko4veln (Kao4veBon MHgopmaunmn) MoryT sB-
NATbCA MAEHTUPUKATOPbI UM CMEHHbIE HOCUTENU, TaKMEe Kak AUCKETbI, (hreLl-KapThbl,
USB-dnew-Hakonutenu v T.n.

Peanunzaums kntoueBon cxembl wndposanms KpK 6asunpyercsa Ha anroputmax FOCT P
34.10-2012, FTOCT P 34.11-2012 n I'OCT 28147-89. Bo BpeMs kKpunTorpadunyeckmx
onepauunii reHepupyrTCS U BbIUMCNAKOTCS onpeaeneHHble Habopbl KNKYen 1 gonon-
HUTENbHbIX 3HAaYEHUIM, NCNOMb3yeMbIX Ana goctyna K KpK.

MepcoHasnibHbIW MeXCeTeBoi 3KpaH

Cucrema Secret Net Studio obecneunBaeT KOHTPO/Ib CETEBOro Tpadumka Ha CETEBOM,
TPaHCMOPTHOM UM MPUKIAAHOM YPOBHSIX Ha OCHOBE (pOpMUpPYyeMbIX NpaBun dunbTpa-
uMm. MoryT mMcnonb3oBaTbCs npaswuna GuabTpaummn, KOTOpble yxe onucaHbl B SNS
WNKn co3faHbl BPYYHYO aAMUHUCTPATOPOM.

MoacucrtemMa MexceTeBOro skpaHupoBaHus SNS peanusyeT cnegylowimMe OCHOBHblE

dyHKUMNU:

e (duibTpaums Ha CETEBOM YPOBHE C HE3ABMCUMbIM MPUHATUEM pPELUEHUNA MO KaX-
AOMy nakeTy;

e (dunbTpaums nakeToB cnyxebHbix npotokonos (ICMP, IGMP u T1.4.), Heobxoan-
MbIX 4719 AMArHOCTUKK U ynpasieHns paboTol ceTeBbIX YCTPOICTB;

e (duibTpaums C y4eTOM BXOAHOIrO M BbIXOAHOrO CETEBOro MHTepderica Ans npo-
BEpPKW NOANMHHOCTW CETEBbIX apeCcoB;

e  (dwibTpaums Ha TPAHCNOPTHOM YPOBHE 3anpoOCOB Ha YCTaHOB/IEHNE BUPTYasibHbIX
coeanHeHmn (TCP-ceccnin);

e (duibTpaums Ha NPUKIAAHOM YPOBHE 3anpocoB K NpukiaaHbiM cepsucam (punb-
Tpauus No CMMBOJIbHOWM MOC/eA0BaTENbHOCTM B NakeTax);

e (uIbTpaums C y4ETOM MoJieN CeTeBbIX NAKETOB;
e (duibTpaums C y4eTOM AaTbl/BPEMEHU CYTOK.

dunbTpauns cetTeBoro Tpaduka OCyLecTBNsSeTcsS Ha MHTepdericax Ethernet (IEEE
802.3) u Wi-Fi (IEEE 802.11b/g/n). CobbiTns, cBsi3aHHble C paboTol MeXceTeBOoro
3KpaHa, perncTpmpytotcs B xypHane Secret Net Studio.

MoapobHee o pabote NMMD cM. B rnase 4.

ABTOpM3aLMA ceTeBbIX cOoeAMHEeHU!

Mpwn OeiCTBYIOWEM MeXaHW3Me aBTOPU3aLnn CETEBLIX COEANHEHMIA OCYLLECTBAETCA
nobaBneHne 3neKTPOHHOM NOAMNMCK K CETEBbLIM MakeTaM, o6ecneymBaeTcs ayTeHTuY-
HOCTb W LIENIOCTHOCTb NnepeaaBaeMblX AaHHbIX.

AyTeHTudWKaumns rnosb3oBaTenen npoBoanUTCA CoO6CTBEHHbLIM anroputMomM Secret Net
Studio, ocHOBaHHbIM Ha nNpoTokorne Kerberos, KOTOpbIN HEYYBCTBUTE/IEH K MOMbITKaAM
nepexsarta naponen n atakam tuna "Man in the Middle". C noMmowbio gaHHOro Mexa-
HM3Ma YAOCTOBEPSAITCA CyObekTbl AOCTYNa M 3alimiiaeMble 06beKTbl — 3TO NpPeaoT-
BpawaeTr HECaHKLMOHNPOBAHHYO NnoAMeHy (MMuTaumto) 3awuwaeMon
MH(OPMaLMOHHOM CUCTEMBI C LIEJTbI0 OCYLLIECTB/IEHNSI HEKOTOPbLIX BUAOB aTak.

Moacmcrema aBTOpM3aUMM CETEBLIX CcoeanHeHu obecneymBaert:

e MOJIyYEHME C CepBepa aBTOPM3aLMM, BXOASLEr0O B COCTaB KOMMOHeHTa "Secret
Net Studio — Cepsep 6e3o0nacHocTn", npaBun aBTopU3auMmn coegmHeHun (CNnMcoK
napameTpoB COeAMHEHUN, KOTOpble HEO6X0AMMO MOAMNMUCLIBATDL);

e MOJIyYEHME C CepBepa aBTOPU3aLMMN CECCUMOHHbBIX AaHHbIX AN8 MoAnMcaHus Tpa-
dukKa;

e pobaBneHue B ceTeBol TpadmK NOANNCK ANSA NAKETOB, YAOBNETBOPSOWMX Npa-
BMNaM aBTopM3aunn. Bo3MoxxHO nosiHoe koamMpoBaHue 610Ka AaHHbIX MakeTa;

e pasbop NoanvcK BXOASLMX MAKETOB W Nepeaavy MHMOPMaLMM O KOHTEKCTE yaa-
JIEHHOrO MO/Mb30BaTeNs B MOACUCTEMY MEXCETEBOIO 3KPaHUPOBAHWS ANs dusb-
Tpauuu no npasuiam.

ABTOpM3aLMS CETEBbIX COEAMHEHUI OCYLLECTBNSAETCS Ha MHTepdencax Ethernet (IEEE
802.3) n Wi-Fi (IEEE 802.11b/g/n). B xypHane Secret Net Studio permncrpupytotca
COOTBETCTBYHOLWME COObLITUS.

MNMoapo6Hee o paboTe MexaHW3Ma aBTOpPM3aLIMM CETEBLIX COEANHEHWNI CM. B rnase 4.
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O6Hapy>xeHue u npeaoTBpalleHne BTOP>KeHUn

SNS peanunsyet obHapyeHune n 610KMpoBaHNE BHELLHMX BTOPXXEHWI, HanpaBieHHbIX
Ha 3awmwaembiii KomnbtoTep. OcylecTBNSeTCsS MNpoBepka ceTeBoro Tpaduka Ha
npeaMeT CceTeBbIX aTakK, 3aperMcTpupoBaHHbIX B 6ase pewatowmx npasun (BPM), n Ha
NPUKIaaHOM yYpoBHe punbTpyeTcs BXOAAWMN TpadumK. ATaKyowmne KoOMNboTepbl MO-
ryT 6710KMpoBaThbCa Ha 3a4aHHbIN MPOMEXYTOK BPEMEHMN.

HaCTpOVIKa napaMeTpoB MeEXaHU3Ma OCYLLeCTBNAETCA aAMUHUCTPATOPOM 6e3onacHo-
CTW C NOMOLLIO FPYMNMNOBbLIX M NTIOKasbHbIX MOANTUK B Nporpamme ynpasseHus SNS.

Mpumeyanue. B coctas SNS Takke BXOAUT KOMNOHEHT "JoKanbHbIN LIEHTP YrpaBneHus”, KOTopbIit nNo3-
BONISIET YNPaBIsiTb MEXaHU3MOM OBHapyeHUs U NpesoTBpaLLeHnst BTOPKEHUA HEMOCPEACTBEHHO Ha
3alUMLLIAEMOM KOMMBLIOTEPE.

Bcs nHdopmaums 06 akTMBHOCTM MexaHn3Ma 06Hapy>XXeHWs U NpesoTBpaLLeHNsl BTOP-
XXEHUIN perncTpupyeTcs B XypHane Secret Net Studio.

DyHKUMA OnucaHue

[eTtektop  ceTe- | ®unbTpaumsa Bxoasiero Tpaduka, ncrnonbayemas ans 61oku-
BbIX aTakK POBKM BHELWHMX aTak. ®PyHKUMs paboTaeT Ha NpUKIaZHOM
ypoBHe Mogenu OSI. AHanus BXOASLWMUX AaHHbIX MPOU3BOAMTCS
C MOMOLLbIO U3YYeHUs NoBeAeHNs. Bo3MoxkHa 6/10KMpoBKa aTa-
KYHOLLLEro XocTa Ha onpeaesieHHbI Nepuos BpeMeHu

CurHaTypHbIn KoHTpOoNb BXOASLLEro 1 ncxoaawero tpaduka Ha Hanudue ane-
aHanus MEHTOB, 3aperMcTpupoBaHHbIX B 6ase peluarowmx npasun ans
npotokona HTTP

AHTUBUpYC

Secret Net Studio no3BonsieT OCyLWeCTBNASTb 3BPUCTUYECKMI aHaNN3 AaHHbIX U aBTO-
MaTU4eCKYy0 NpoBEPKY Ha HaM4mne BpeAOHOCHbLIX NMporpamMMm, 3apermMcTtpmpoBaHHbIX B
6ase curHaTyp. NMpn NpoBepke KoMNbioTeEpa (MO 3a4aHHOMY pacrMCaHUIo UK Mo Ko-
MaHZe nosib30BaTensl) OCyLLECTBAETCS CKAHMPOBaHME XeCTKMX ANCKOB, CETEBbIX Na-
NMOK, BHELUHMX 3arnoOMUMHAKLWMX YCTPONCTB M Ap. IDTO MO3BONSET 06HapyXuTb W
3ab6510kMpoBaTb BHELWIHWE W BHYTPEHHWE aTaku, HamnpaBfieHHble Ha 3allMLiaeMbli
KOMMbtoTEP.

HacTpoika napaMeTpoB aHTUBMPYCA OCYLLECTBASIETCA aAMUHMUCTpATOpoM 6e3onacHo-
CTW C NOMOLbIO FPYNMOBbIX M JIOKa/bHbIX NMOMUTUK B NporpaMme ynpasneHus Secret
Net Studio.

Mpumeuanue. B coctas Secret Net Studio BxoguT Takke KOMMNOHEHT "JlokanbHbIi LIEHTP ynpaBneHus’",
KOTOPbIiA NO3BOMSET YNPABNSTL QHTBMPYCOM HEMOCPEACTBEHHO Ha 3aLUMLLAEMOM KOMMbOTEpE.

Bca nHdopmMaumna 06 akTMBHOCTM MeEXaHU3Ma perucrpupyeTtcs B XypHane SNS.
Ons obecneyeHms aHTMBUPYCHOWM 3alUMTbl NPeayCMOTPEHbI cneaytowme hyHKUMN:

e OCTOSIHHaA 3awuTa — nNpoBepKa GaisioB B pexXunmMe peasnbHOro BpeMeHun, obHa-
PY>XE€HME KOMMbIOTEPHbIX BMPYCOB CUFHATYPHbIMU M 3BPUCTUYECKMMU METO4aMMU
NMpy NOMbITKaxX NONyyYeHUs AOCTyNa K UCMOHAEMbIM (annam, dainam OKyMeH-
TOB, M306paXxxeHuin, apXnMBOB, CKPUMNTOB 1 APYTMX TUMOB NOTEHLMAIbHO OMaCHbIX
dainos;

e  KOHTEKCTHOE CKaHMpoBaHwe — npoBepkKa, 3anyckaemas nosib30BaTesieM U3 KOH-
TEKCTHOro MeHt B npoBogHuke Windows;

e  CKaHWpoBaHMe Mo pacnmcaHuto. MapaMeTpbl NPOBEPKM HAaCTPanBalOTCA aAMUHU-
CTpaTOpOM B MporpaMMe ynpassieHus. ponyLleHHoe CKaHMpOoBaHWe No pacnu-
caHmo (HampuMmep, KoMmnbloTep 6bl BbIKOYEH) MPUHYAUTENBHO 3anyCcKaeTcs
nocsie BOCCTaHOBNEHUS paboTbl KOMMbIOTEPA;

. aBTOMaTU4yecKkas NpoBepKa CbeMHbIX HocuTenen. MNMpoBepka BbIMOMHSAETCA aBToO-
MaTU4eCKn nNpu nx NOAKAKHYEHNN K KOMMbIOTEPY,;

e  CMKMCOK UCKJIIOYEHUN obecneumBaeT co3aaHme cnucka annos, KOTOpbIE UFHOPU-
pytoTCs Npu npoBepke haioB B pexume peasbHOro BpEMEHU U NMpu CKaHMpoBa-
HMM MO pacnucaHuto. CINCOK UCKTIOYEHUI AENCTBYET robanbHO AN BCEX BUAOB
CKaHMpPOBaHWUS U He HacTpaMBaeTCs OTAENbHO AN Pa3HbIX PEXUMOB;
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e BblbOp peakumm Ha obHapyXeHHble BUPYCbl. BO3MOXHbI creaylolme AencTBUs C
3apaXkeHHbIMM 0b6beKkTaMu: yaaneHue, usonuposaHue (NepemelleHne B KapaH-
TUH), 6nokmnpoBka A0CTyna (TOMbKO B pPeXMMe MOCTOSHHOW 3alUMTbl), JIEYEHUe.
Bbibop peakumn Ha obHapy>xeHHble BpeAOHOCHbIE NPOrpaMMbl OCYLLECTBISETCS B
HaCTpoMKax napamMeTpoB aHTUBUPYCA;

e 06HOBNEHME aHTMBUPYCHbIX 6a3 — aBToMaTnyeckoe ob6HoBeHMe 6a3bl C cepBepa
obHoBNeHNI, 3anyckaemoe B (DOHOBOM pexume, unu py4yHoe obHoBneHue 6a3bl
13 BbI6paHHOM AMPEKTOpUK;

e  KOHTpPOJIb LIENIOCTHOCTM CUIrHaTyp — NMpOBEpPKa HEU3MEHHOCTK 6a3bl cMrHaTyp npwu
3arpy3ske cnyxb6bl n npn obHoBneHun. Npu HeCaHKLUNOHMPOBAHHOM M3MEHEHWUMU
6a3bl co3gaeTcs 3annchb B XypHane Secret Net Studio.

LindpoBaHme Tpacdhmka c ucnosnbzosaHneMm VPN-knmeHTa

B cocraB knueHTckoro MO cuctemsl Secret Net Studio BkntouyeH VPN-KInMeHT, npea-
Ha3Ha4eHHbIV AN OpraHM3aunmM 4OCTyNa yAaseHHbIX Nofb3oBaTenel K pecypcam, 3a-
wuwaembiMm  cpeacteamn  AMKL  "KoHTuHeHT". VPN-knueHT obecneumBaet
Kpuntorpaduyeckyo 3awmty Tpadurka, LMPKYIMPYHOLLEro No KaHany cea3u. Ha cro-
poHe cepsepa goctyna AMNKLU "KoHTnHeHT" VPN-knneHT cuctembl Secret Net Studio
paccMaTpMBaETCs KaK OTAeNbHbIM aboHeHTckui nyHKT (All).

Mpu noakntoueHMn aboHEHTCKOro MyHKTa K cepBepy AOCTyrna BbIMOJIHSAETCA npole-
Aypa YCTaHOBKU COeANHEHUsI B COOTBETCTBUM C NpoTokonom TLS. B xoae aTon npo-
ueaypbl OCYLLECTBASETCH B3auMHas ayTeHTudukaumss aboHEHTCKOro mnyHKTa u
cepBepa A0CTyna. 3aBepluaeTcs npoueaypa yYCTaHOBKM COeAMHEHUSI FreHepaunen ce-
@HCOBOIM0 KJltoMa, KOTOPbIN MCNoNb3yeTcs ans wudpoBaHua Tpaduka mexay abo-
HEHTCKMM MYHKTOM M CEpBEpOM A0CTyna.

Mpu ycTaHOBKE CoeANHEHUS MexXAy ABYMS aDOHEHTCKMMUM NMYHKTaMW Ha NepBOM 3Tane
BbINOMHAETCS MX ayTeHTUdUKaumnsa Ha cepsepe AocTyna. [ocne ycnewHon ayTeHTum-
dukaumm obmeH 3awmndpoBaHHbIMK COOBLLEHNAMU Mexay abOHEHTCKUMU MyHKTaMu
BbINOJIHSIETCS HanpsiMyto 6e3 yyacTus cepBepa AocTtyna. [Ans wudpoBaHms cooblue-
HUI NCNONb3YEeTCst CeaHCOBbIN KO,

Onsa ayTeHTudumkaumm ncnonb3yroTcsa ceptudukaTol X.509v3. PacyeT xaw-dyHKUNN
BbinonHsieTcs no anropmutmy FOCT P 34.11-1994 wnn FOCT P 34.11-2012.

dopMUpoBaHMe 1 NpoBepKa 3NEeKTPOHHOM NOAMUCK OCYLLECTBSIOTCS C NPUMEHEHNEM
anroputma NOCT P 34.10-2001 nnu NOCT P 34.10-2012.

Cnoco6bl pa3BepTbiBaHUA KOMNOHeHTOB Secret Net Studio

Cuncrema Secret Net Studio MoXeT ycTaHaBnMBaTbCs U PYHKLMOHMPOBATb B O4HOM U3
crenyLWwmnx pexmMoB:

e B aBTOHOMHOM peXuMe, KOTOPbIN NpeAHa3HayeH A5 3aluTbl OTAENbHbIX pabo-
YMX CTaHLMIA N CepBEPOB N MOMHOCTbIO HACTpaMBaeTCs aAMUHUCTPATOPOM Ha TOM
KOMMbloTepe, rae ycraHasnmBaeTcss SNS. [aHHbIA peXuM UCMNOoNb3yeTcss B TeX
Cflyyasix, Koraa LieHTpanM3oBaHHas yctaHoBKa SNS KOMMOHEHTOB HEBO3MOXHaA
unu HeuenecoobpasHa NO TEM UM MHBIM MPUYUHAM. YMpaBieHWe 3alUTHbIMU
MexaHM3MaMM OCYLLECTBASETCA TOMbKO JIOKASIbHO;

e B CETEBOM pexyuMe (C LeHTPAZIM30BaHHbIM ynpaBsieHneM). [laHHbIl pexunm
MoO3BOJISIET MPUMEHUTb NOANTUMKKN 6e3onacHocTn SNS B MaclwTabax opraHu3aumn.
CeteBoil pexum paboTbl NnogpasyMeBaeT LeHTpasin30BaHHOe ynpas/ieHne mexa-
HM3MaMU 3alWMTbl, @ TaKXe LEHTPasM30BaHHbIN ayauT cobbiTnin 6€30nacHOCTU.

[anee Mbl pacCMOTPUM HEKOTOpPbIE 0COBEHHOCTM pa3BepTbiBaHMS cucTeMbl Secret Net
Studio an151 BbINOSTHEHNS NEPEYNCTIEHHBIX Bblle PYHKLUNI 3almThl.

PaHee B 3710l rnaBe (cM. pasgen "ApxutekTtypa Secret Net Studio") Mbl yxe pa3bu-
panu obwmin cocTtaB ycCTaHaBAMBaeMblXx KOoMnoHeHToB SNS. B cnydae aBTOHOMHOM
yCT@aHOBKMW CUCTeMbl HEO6X0AMMO yCTaHoBUTL Tonbko MO knueHTa Secret Net Studio
W JanbHEeNLWY HAaCTPOMKY KOMMOHEHTOB 3aluTbl NPOBOAUTL SIOKASIbHO C NMOMOLLbIO
nporpammbl "JTIOKasbHbIV LEHTP ynpasieHnsa".

Mpn peanusaunmn ceTeBOro BapmaHTa passepTbiBaHua Secret Net Studio cTpykTypa
cucrembl Secret Net Studio ctpouTca No NpUHUMNY NOAYMHEHUS 3aluMLLaeMbIX KOM-
NbOTEPOB CETU cepBepy 6e30nacHOCTU. N8 3TOro KOMNbIOTEPLI AO/MKHbI 6bITb BKIO-
YeHbl B COCTaB AOMeHa 6e30MacHOCTU, KOTOopbli (dopMUpyeTcs U3 06beKToB
KoHTelHepa AD (opraHusauuoHHoro nogpasgenenus (OU) unu Bcero AoMeHa).
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[JomeH 6e3onacHocTu cuctembl Secret Net Studio — 3To COBOKYNHOCTb KOMMNbIOTEPOB,
nonb3oBarenen, cepeepoB 6€30MacHOCTU N MX HACTPOEK, NOrMYECKM COCTaBASIOLMNX
KOHTelHep AD ansa BblAENEHHONW rpynnbl aaMUMHUCTpaTopoB 6e3onacHoctn SNS. B
Hero BXoaAaT Bce paboume cTaHUMU U cepBepbl, OTHOCALMECS K KOHKPETHOMY KOHTEM-
Hepy cetn Active Directory - AOMeHy WM OpraHv3auuoOHHOMY MOApa3fesieHuto,
BK/ItOYAs 06beKTbl JOYEPHUX KOHTeWHepoB. Mpu 3TOM HECKOosIbKO AOMeHOB 6e3onac-
HocTh (Cco cBoMMM cepBepamMm 6e3onacHoOCTM) MOryT o6pa3oBbiBaTh JleC LOMEHOB.

OpyrvMu crioBaMu, nec AOMeHOB 6€30MacHOCTM — 3TO CTPYKTypa 06bekToB rnobasnb-
Horo kaTasniora SNS, cnpoeuMpoBaHHas Ha CTPYKTYpy AoMeHa Windows, a AfoMeH 6e3-
OMacHOCTM — 3TO 3MIEMEHT CTPYKTYpbl Sleca AOMEHOB 6€30MacHOCTU.

[oMeHbl 6e30MaCHOCTU HyXHbl B OCHOBHOM AJ1s1 pa3rpaHU4eHnst NoJIHOMOYMIA afMK-
HWCTpaTopoB 6€30MacHOCTM MO CYLLECTBYIOLLMM NOAPasAesieHUsIM OpraHnsaumm. Ecnm
HET 3aZlaun pasrpaHUYeHns NpasB — CrieayeT UCMOoMb30BaTh OAMH LOMEH 6e3onacHo-
cTw.

OpraHu13aunoHHbIE NOAPA3AENEHNS ABNAKOTCS JTIOTMYECKUMN KOHTENHEpPaMN, 06bIYHO
NCMNOJIb3YEMbIMU ANS ONpeaeneHns AenapTaMeHToB U Apyrux otaeneHmin. Ncnonb-
3oBaHne OU no3BonsieT 6bICTpO rpynnuMpoBaTb MOMb30BaTENEN M KOMMbOTEPbLI ANS
ynpoLLeHns npouecca agMMHUCTPUPOBaHMUS.

dopmMmpoBaHue nepBoro goMmeHa 6e3onacHocTn B AoMeHe AD npoucxoamt npu ycra-
HOBKE nepBoro cepeepa 6e30nacHOCTM.

B pamkax neca nooMeHOB 6€30MacHOCTM MOXHO OpraHvM3oBaTb (PYHKLMOHMPOBaHME
HEeCKO/bKMX cepBepoB 6€30nacHOCTY C NOAYMHEHMEM MO MEPAPXUYECKOMY MPUHLMMY.
Mpu 3TOM nepapxmsa No4YMHEHUS CEPBEPOB He 0653aTeNIbHO A0/KHA COOTBETCTBOBATb
CTPYKTYype AOMEHOB B siecy. Ha puc. 3 npeacrasnieH npuMep UCMonb30BaHUS He-
CKONbkuMx cepBepoB 6e3onacHocTn Cb1l — Cb4 B cTpyKkTYype aomeHa AD.

CEA1

Puc. 3. NMpuMep opraHnsaumm HECKOJIbKUX AAOMEHOB 6e30nacHOCTH

Cnenyrowmm pucyHok (CM. puc. 4) WintoCTpUpyeT pacluMPEHHbIA NpUMep opraHmsa-
LMK Nleca AOMeHOB 6e30MacHOCTM B CTPYKType neca gomMmeHoB Windows.

CTPYKTYPA ACTIVE DIRECTORY WEPAPXWA CEPBEPOB BE3OMACHOCTH
Ocnosnoi
Cepsep besonacHocTn neca 1

Ocwosmon
Cepeep Besonacnoctw neca 2

Nlec AOMEHOB NPeANnpPUATHR Nec pomenos Gesonacwoctn 2 Nec pomenos GesonacHoctn 1

Puc. 4. Jlec pomeHOB 6e30nMacHOCTH B Jsiecy AoMmeHoB AD

Kaxapblin cepeep KOHTpoAupyeT paboTy CBOei rpynnbl 3amwaeMbiX KOMMbIOTEPOB U
nmeet csoto B[ (3gecb nmeetca B Buay LDS). MNpu 3TOM HekoTopble onepaunn Ao-
CTYMHbl U B OTHOLIEHUN OBBLEKTOB, OTHOCALUMXCHA K MOAYMHEHHbIM cepBepaM. Kak

27



BMAHO M3 pUcyHka (cM. puc. 3), cepsepbl 6e3onacHoctn Cb2 1 CB3 asnswTca noa-
YMHEHHbIMM Mo oTHoweHuto K Cb1, a Cb4 — NnogYNHEHHbIM MO OTHOoWeEHU K CB2.

Cepsep 6e30macHOCTM UCNosnb3yeT 6a3y AaHHbIX CNyx6 obneryeHHoro AocTyna K Ka-
Tanoram Active Directory (Active Directory Lightweight Directory Services, AD LDS).
KOHTpONb Nony4YeHuss M NpUMEHEeHUs MapamMeTpoB Ha 3alUMLLAEMbIX KOMMbOTEpPax
OCyLLEeCTBNSETCS CaMUM cepsepoM 6e30MacHOCTW.

CeTeBylo CTPYKTYpYy cucteMbl Secret Net Studio MoxxHO opMMpoBaTh C y4ETOM pas-
JIMYHBIX 0COBEHHOCTEN MOCTPOEHWNA CETU U pPacrpeaesieHns NoTHOMOYNIA Mexay af-
MUHWCTpaTopamMu. Mpu 3ToM:

e rpynna aAMMHUCTPATOPOB Jieca AOMeHOB 6€30MacHOCTM — CO3AaeTcs AN ynpaBs-
NeHuns rnobanbHbIM KaTasoroM 1 BKIKYaEeT aAMUHUCTPATOPOB C NpaBaMm KOHDHU-
rypvpoBaHus neca;

e B KaXAOM OTAENbHOM AOMeHe 6e30MacHOCTY Co34aeTcs rpynna aaMMHUCTPaTopoB
ANA yNpaB/ieHusl B paMKax 3TOro AoMeHa 6e30MacHOCTy.

KaHanbl B3aMMoaencTBuss KOMMNoHeHToB cucteMbl Secret Net Studio nmokasaHbl Ha
puc. 5.

KonTponnep aomeHa
TCP 3268, 389 Active Directory TCP 3268, 389
TCP 3268, 389
TCP 445 Knuent SNS
Cepsep BesonacHoctu TP 37
LleHTp ynpasneHus TCP 21326

TCp 443
TCP 50000~ | .

KoHTponb nporpamm u u|
P! porp. 50003

AanHbix (KL-3MC)

|

TCP 42100

~—| TCP 42088
TCP 42464
LDs TCP 42200
Hacrpoiiku SNS,

CTPYKTypa NOAUMNHEHNS
Cb

Kerberos
Cepsep ayTeHTUdMKaLUM

Ynpaenenue
nonb3oBateNaMm

TCP 443
TCP 445

| 7cp so000-
50003
CYBJ, SQL CepBep o6HOBNEHUA

curHatyp v 6asbl

XKypHanbl SNS
aHTMBNPYCHBIX NPaBu

Puc. 5. KaHanbl B3aumMoaencTBus KOMMNOHEHTOB cucrtembl Secret Net Studio

O6MeH AaHHbIMK MeXAay KIIMEHTaMU M CEPBEPOM OCYLLECTBIISIETCA B PEXMME CECCUN.
Mpwn nepegave AaHHbIX UCMOb3yeTcs NpoToko https ¢ ncnonb3oBaHnem nopta 443.
Ha cepBepe 6e30nacHOCTM AonXeH 6bITb yCTaHOBNAEH cepTudmkaT ans obecnevyeHus
3alnTbl COEANHEHWUI C CEpBEPOM.

AAMUHUCTPaTOp 6€30MacHOCTM OCYLLECTB/ISAET HACTPOMKY MeXaHM3MOB 3alUnTbl U 06-
paboTKy cBeaeHMI O TpeBOrax B NporpaMmme LIEHTPaIM30BaHHOIO yripaBaeHms Secret
Net Studio. MNMporpamMmma LeHTpPaIM30BaHHOIO yNpaBieHUs NOAKI/IOYAETCS K CeEpBEpPY
6e3onacHocTn no 443 nopTy (SSL) — TOT B CBOO o4vepenb 0bpallaeTcs K XpaHWInLLY
HacTpoek AD LDS.

AaMUMHUCTpaTOp 6€30MacHOCTN TakXKe MOXeT OCYLeCTBNATb HAaCTPOMKYy Mosib3oBaTe-
nen Secret Net Studio, ueHTpanM3oBaHHbIX 3a4aHWUI KOHTPONS LIENIOCTHOCTM U 3a-
MKHYTOW NPOrpaMMHOM Cpeabl Yepe3 A0MNO/HUTENIbHble CPeACTBa LLeHTPasiM30BaHHOO
ynpasneHus (YnpasneHne AOMEHHbIMW Nnonb3oBaTtesnisiMy, KOHTpPoAb NporpaMm 1 gaH-
HbIX (UEHTpanM30BaHHbIN pexum). Mpu 3TUX HACTpoMKax COOTBETCTBYKOLME MNPO-
rpamMMbl B3aUMOAENCTBYHOT C XpaHunuwem Hactpoek AD LDS Hanpsimyto.

Cepep 6e30MacHOCTM COCTOUT U3 HECKOJIbKUX KOMMOHEHTOB, peanunsyrwmx dOyHK-
UMW LeHTpanu3oBaHHoOro B3ammoaencremnsa Secret Net Studio:

e CepBep onepaTUBHOMO yrnpaBfieHus;
e cepBep ayTeHTUdMKaUMK;
e cepBep xpaHeHua HacTtpoek AD LDS.

CepBep onepaTMBHOMO ynpasieHust obecrneumBaeT B3anMOAENCTBUE C MOAUYNHEHHBIMU
K/IMEHTaMKN U NpefocTaBnseT UHTepdeic ans ynpabneHns MM, OCHOBHblE YHKLIMM
3TOro cepBepa creaylolme:

. nonyyeHme VIHCbOpMaLl,VIVI OT areHToB O TEKYLLEM COCTOAHUN pa6qu|x CTaHLI,VIVI;
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e perucrpauusa n obpaboTka Tpesor;
e cbop, nony4deHune, apxmeaumsa nokanbHbIX XypHanos OC n Secret Net Studio;
e OTNpaBKa KOMaHZ ynpaBfeHusl Ha 3awuiLiaemble APM;

e MpUMEHEHMEe NMapaMeTPOB rPynmnoBbIX MOAUTUK, 3aflaHHbIX B NporpaMMme ynpas-
neHus;

e o06paboTka 3anpocos k b/;
e LIeHTpanu3oBaHHas ycraHoBKa KnneHToB Secret Net Studio, yctaHoBka natyen;
e  KOHTpPOJb NnUEH3M koMnoHeHToB Secret Net Studio.

CepBep ayTeHTUdMKaunmn obecneymBaeT MexaHM3M ayTeHTMdUKaLMKN Nosib3oBaTtenen
Secret Net Studio npu ceTeBOM B3auMOAENCTBUM N MEXCETEBOM SKpaHMpPOBaHUKU. Ero
OCHOBHbIMW (DYHKLMAMKN SBISIETCA:

e 06paboTka 3anNpocoB KJIMEHTOB Ha ayTeHTUdUKaLMIo;

. Bblaa4a 6unetoB 6€30MacHOCTM NOJSIb30BATENSAM U KOMMbKOTEPAM C COOTBETCTBY-
IOLLUMM YCTaHOBMEHHbIM KOMMOHEHTOM Secret Net Studio.

CepBep XxpaHeHus HacTpoek AD LDS pennuumpyeT nsmeHeHus u3 AD B AD LDS, a
TakXe C/Y>XWUT OCHOBHbIM MEeCTOM XpaHeHWs HacTpoek M napameTpoB Secret Net
Studio. OcHOBHble hyHKUMKM cepBepa XpaHEHUs HACTPOeEK creaytowme:

. XpaHeHNe HaCTpoeK CUCTEMbI B LIENIOM;

e  pernsinkaumsi HacTpoeK Mexay cepBepaMmn 6€30nacHOCTU B Mepapxmn neca goMe-
HoB 6e30MnacHOCTMW.

Basza aaHHbIX cepBepa 6€30MacHOCTU COAEPXKUT LIEHTPaIM30BaHHbIE XYpHasbl U one-
paTUBHYO MHMOPMaLMIO A1 MOHUTOPUHIA CUCTEMBI.

JlokanbHble xypHanbl ¢ knueHTa Secret Net Studio nepepatotcs Ha cepsep (Mo KO-
MaHZe WM Nno pacnmcaHuio) n xpaHaTtca Tam B b1 MS SQL.

Basza gaHHbIX AOMeHHbIX cny6 AD LDS coaepxut napameTtpbl cucteMbl Secret Net
Studio, oTHOCSIWMECA K KOMMbOTEPAM, MOSb30BaTENSM U FpynmnaM Mosib3oBaTesnien,
CNncKK cepBepoB 6€30MacHOCTW, CMUCKW 3NEKTPOHHbBIX MAEHTUDUKATOPOB U APYrMX
06BEKTOB AN LEHTPann3oBaHHOro ynpasieHns CUCTEMON 3aluThbl.

Mporpammbl KL-3MC n ynpaBneHns nosb3oBaTensiMmM 06pallaloTcs HanpsimMyto B Xpa-
HUWLLIE HAaCTPOEK.

Mpy BbINOAHEHMM NONb30BaTENSAMM AENCTBMIA, HapyLllalowmux NoanTMKKM 6e3onacHo-
CTN, cobbITKA 06 3TOM perucTpupyroTcs 1 nepegatotcs areHTamm Secret Net Studio ¢
3awmuwaembix MK 1 GUKCMpyOTCa B NporpaMme yrnpasneHus Kak cobbiTus TpeBoru.

KOHTpONb NpUMEHEHMUS 1 NOSTyYeHUs NapaMeTpoB 3alnTbl MHMDOPMaL MK Ha 3alumLla-
embix MK B gomeHe Secret Net Stuidio ocyuwecrensieTcs cepsepom 6e30nacHOCTM.

B Tabnuue npuBeaeHbl CBeAEHUS O NPOTOKOax U NopTax, UCMoMb3yEMbIX KOMMOHEH-
TaMun cuctembl Secret Net Studio.

MpoTokon/nopt Ha3HayeHue UcTouHMK/nonyyartenb
TCP / 443 IIS, coepmHeHnue MY c cepBepoM Mporpamma ynpasnenus / Cb
6e3onacHocTn, coeanHenne Knn- | KnueHnt SNS / Cb
eHTa SNS ¢ Cb, nepegaya Ko-
MaHzA ynpaBieHus, nepegaya
XKYpHanoB, NnoslyyeHne noanTmk
TCP / 3268 ObpaweHne k AD: cunTbiBaHME | MporpaMMa ynpasrieHus / KOH-
(389) 13 Al 3HayeHW napamMeTpoB WU Tponnep AoOMeHa
3anuce B AD n3MeHeHwi KnueHT SNS / KOHTpOnnep AoMeHa
TCP / 50000 - O6palueHne Kk AD LDS: cumtbiBa- | C6 / AD LDS
50003 Hue n3 AD LDS 3HaueHur napa- Mporpamma ynpasnenus / AD LDS
meTpoB u 3amucb B AD LDS | whient SNS / AD LDS
M3MEHEHWNN
TCP / 21326 Cnyx6a nogcucrteMbl annapaTt- KnuenTt SNS / Cb
HOWM noAanep X Ku
TCP / 21327 Cnyx6a noacucrtembl KL Mporpamma KL, 3MNC / knneHT SNS
TCP / 1433 SQL-cepBep — xpaHeHue xypHa- | Cb / SQL-cepsep
nos

Ons  dyHkunoHnpoBaHua cepBepa 6e3onacHocTn TpebyeTcs Hanuume CUCTEMbI
ynpasneHus 6asamu gaHHbix (CYB[), peanusyemoli cepsepoM CYB MS SQL. Cepsep
6e3onacHocTn n cepsep CYB[ MoryT 6biTb YCTaHOBMEHbI Ha pa3HbIX KOMMblOTEPaXx
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(pekoMeHayeTcs) unu Ha OfHOM. YCTaHoBKY cepBepa MS SQL HeobxoamMo Bbimnon-
HUTb B COOTBETCTBUM C TpeboBaHmaMM npomsBoauTens (CM. Ha canTe KOMMaHum
Microsoft).

BHumaHue! KoppekTHoe B3auMogencTBue cepsepa 6eszonacHoctu n CYB MS SQL
obecneunBaeTcsa Npu BbIMOSHEHUM Ceaylowmux YC0BMA Ha KOMMblOTEpe cepBepa
MS SQL:

e  BKJIOYEH PEXMM MOAAEPXKKM COPTUPOBKM KUPUAINLbI AN k3eMnnsipa 6a3bl gaH-
HbIX — AJ151 9TOro Npu yCTaHOBKeE 3K3eMrJisipa Heob6xoaMMo B NapaMeTpax CopTu-
poBkM ans kKoMmnoHeHTa Database Engine vykasaTb 3HadeHue Cyrillic_
General_CI_AS;

e BKJ/IIOYEH pexXxuM ayTeHTuduKauum, obecneumsatowmnii NpPoBepKy MNOASMHHOCTU
SQL Server n Windows, — ans atoro Ha cepsepe MS SQL Heo6x0ANMO BKIOUUTL
CMeLlaHHbI pexuM ayTeHTudukauum (mixed mode);

e ecnu cepsep MS SQL ycTaHOBNEH Ha OTAe/IbHOM KOMMbloTepe (He Ha KoMMbloTepe
cepBepa 6e30nacHOCTM) — creayeT BKKUUTbL PEXMM MNOoAAEPXKKW MpOTOKoNa
TCP/IP. Pexx1M No yMONYaHUIO OTK/TKOHYEH NPU MCNOMb30BaHMM cBO6OAHO pacnpo-
CTpaHsiemMoro BapuaHTta SQL Server Express. YnpaBneHue pexXvMoM OCyLeCTBS-
eTcs ¢ nomowbto yTunmTbl SQL Server Configuration Manager 13 cocrasa N0 MS
SQL Server. 3HadyeHuam napameTtpos "TCP Dynamic Ports" n "TCP Ports" ans Bcex
IP-agpecoB f0MKHbI 6bITb NPUCBOEHbI MYyCTOE 3Ha4YeHne 1 3HadveHue "1433" co-
OTBETCTBEHHO;

e ecnu cepBep MS SQL ycTtaHOBNEH Ha OTAENbHOM KOMMbIOTEPE — B BpaHaMayape
[OKHO BbITb paspeLlleHo Mcnonb3oBaHue nopta 1433 ansa coeanHeHus ¢ CYB/.
Mpu aTOM Ha cepBepe MS SQL nopT fonxeH 6biTb OTKPbLIT Ha BXoAsLWMe coean-
HeHus, a Ha cepBepe 6e30MacHOCTU — Ha ucxoasiue.

BapMaHTbl YCTaHOBKWN KOMIMOHEHTOB

YcTaHOBKa W pa3BepTbiBaHWE KOMMOHEHTOB 3awntbl SNS noapobHo onucaHbl B COOT-
BETCTBYHOLLEM PYKOBOACTBE aAMUHUCTpATOpa. 34eCb Mbl MPUBEAEM OCHOBHbIE 3Tarbl
3TOro npouecca, a TakxXe oCTaHOBUMCA Ha HEKOTOPbLIX Ba>XHblIX MOMEHTaX, O KOTOPbIX
cneayeT NOMHUTL NPW NOAroToBKe K pa3BepTbiBaHMIo Secret Net Studio B nto6oi KoH-
dburypaumnn.

KoMnoHeHTbl cnctembl Secret Net Studio MOXXHO ycTaHaBnnBaTb nNpu paboTe Ha KOM-
nbloTEPE JIOKANbHO UM B TEPMUHASIBHBIX CeCCUsIX. Takxke NpefyCMOTPEHbI Creayto-
LuMe MeToAbl aBTOMaTUYECKOM YCTAaHOBKM K/IMEHTA:

e  LIeHTpanmn3oBaHHOE pasBepTbiBaHMe CpeacTBaMmu cepBepa 6e30MacHoCTH;
e  YCTaQHOBKa C MCMOSIb30BaAHMEM MPYMMOBbIX MOSUTMK.

Mepen ycraHoBKOW KOMMNOHEHTOB SNS Heo6XxoAMMO BbINOSHUTL AENCTBUS MO NoAro-
TOBKE K CO3[AHWUI0 CTPYKTYPbl ONEPaTMBHOIO yrnpaBeHns:

1. TMoaroToBUTb OpPraHM3aLMOHHbIE MOAPA3AENEHMSA N BKIIOUYNTD B HUX HYXXHbIE KOM-
NbOTEPbI AN nocneayowero GopMmpoBaHus Ha nx 6ase foMeHoB 6€30MacHOCTU.

2. [Ins kaxgoro sieca AoMeHoB 6e30MmacHOCTU co34aTb Fpynmny nosib30BaTesien, Ko-
Topas byaeT ykasaHa B KayecTBe rpynnbl a4MMHUCTPATOPOB Jleca. DTU MNob30-
BaTenu 6yayT obnagatb NpaBaMM Ha CO34aHME HOBbIX AOMEHOB 6€30MacHOCTM B
COOTBETCTBYHOLLEM JlECy.

3. CosaaTb rpynnbl Nofb30BaTENEN, KOTOpble 6yayT yKasaHbl B Ka4ecTBe rpynn aa-
MWHUCTPaTOPOB AOMEHOB 6€30MacHOCTY.

Mpumeyanue. B kayecTse rpynmbl agMUHACTPATOPOB AOMeHa Be30MmacHOCTV He PeKoMEHAYeTCs M-
nonb30BaTh CTaHAAPTHYIO JOMEHHYIO rpynny agMuHucTparopos (Domain Admins). MHade npu nogkrto-
YeHWU K CepBepy Mporpammb YNpaBeHys, yCTAHOBIEHHOM Ha 3TOM € KOMMbIOTEPE, MOKET BO3HUKATb
owwnbKa n3-3a HeLOCTaTO4HBIX MPUBMIIEMVIA MOMbL30BATENS, ECIN BKITIOYEH MEXaHW3M YNpaBeHNs y4eT-
HbiMu 3anmcamn (User Account Control — UAC). B aTux ycrnosusx nogkmiodeHne bygeT paspeLueHo
TONBKO 1151 MEPBUYHON YYETHOM 3anucu agMuHucTparopa gomeHa Windows. Ytobbl HavaTh ceaHe pa-
BOTbI C MPOrpaMMOi C HyXHbIMI MPaBaMK, MOXHO UCTONb30BaTh KOMaHgy "3amyck OT UMEHW agMUHK-
ctpatopa” ("Run As Administrator") B KOHTEKCTHOM MEHIO SiprbIka MpOrpaMMbl YPaBMEHNS.

[ns agMUHUCTpaTOpOB AOMeHa Be30MacHOCTV PEKOMEHAYETCA UCMOMb30BaTb CreLanbHO CO3AaHHYI0
rpynmny norb3oBarenei.

06w NopaaoK yCTaHOBKM KOMMOHEHTOB cucTteMbl Secret Net Studio cneayrowmin:
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Ha koMnbloTepe, KOTOpbIN 6yAeT NCNOSIb30BaTbCS B Ka4eCTBE KOPHEBOrO cepBepa
6esonacHocTM (He NOAYMHEHHOrO APYrMM cepBepaM), BbIMONHWUTL Cregytowme
[NENCTBUSA:

e  BKJIOYUTb Fpynmny aaAMUHUCTPATOPOB Jieca AOMeHOB 6€30MacHOCTU U rpynny
AAMWHMCTPATOPOB IoMeHa 6e30MacHOCTV B JIOKasIbHYO rpynny aagMUHUCTpa-
TOpPOB KOMMbIOTEPA;

e ycTaHoBMTb MO cepBepa 6€30MacHOCTH.

BHumanme! locrne yctaHoBkM cepBepa 0€30MacHOCTU Hemb3si NeperiMEHOBLIBATb KOMIMLIOTEP.
MHave cepeep Oynet HepaboTocnocobeH M HEAOCTYNEH ANs CBS3W C APYTMU KOMMOHEHTaMK CU-
ctembl Secret Net Studio.

BbINOMHWUTL ONMCaHHbIE B M. 1 AEACTBUSI HA APYTMX KOMMbOTEPaX, KOTopble 6yayT
MCMoMb30BaTbCsl B KAYECTBE MOAYMHEHHbIX CEPBEPOB 6€30MacHOCTH.

Ha pabounx mectax agMuHuUcTpaTopoB Secret Net Studio yctaHOBUTbL NporpaMmy
yrnpasneHus.

Brumanme! O6bekT HoBoro Cb MOXET NosIBUTLCS B CTPYKTYPE ONEPATUBHOIO YNPaBIEHNs C HEKO-
TOPOV 3aiepXKKOi. B nporpamme ynpaeneHusi, NOAKMIOYEHHON K ApyroMy cepeepy 6esonacHocTy,
3arpyaka 0OHOBMEHHOM CTPYKTYpPbI C HOBbIM CEPBEPOM MOXET MPOU3ONTI YEPE3 HECKOMBKO MUHYT
nocne ycraHosku 10 CB (nopsigka 10-15 MuHyT).

YcraHoBuTb MO knneHTa cucrtembl SNS cHavana Ha KoMMbloTepax cepBepoB 6e3-
OMAacHOCTU, a 3aTeM — Ha OCTasIbHbIX KOMMbOTEPaX.

Mpumeyanue. Mpu Hannaum cpeacTsa annapatHon nogaepxku Secret Net Card ans ero ucnonb-
30BaHNs HEODXOAMMO Talke YCTaHOBUTb CrieLuarnbHbIi ApaiBep AONONHUTENLHO K MO knneHTa.

PaccMoTpuM YacTHbIN cyyalt pa3BepTbiBaHMA KOMNoHeHToB Secret Net Studio ¢ ¢dop-
MWPOBaAHMEM OAHOro AoMeHa 6e30nacHOCTM Ha 6a3e opraHn3auMoHHOro nNoapasaene-
Hua AD. lNpu 3TOM BCe 3aliuuiaeMble KOMMbOTEPblI NOAUMHSAKOTCS OAHOMY CepBepy
6e3onacHocTw.

1.

CpeactBamu ynpaBneHust o6bektamm Active Directory cosaaTb opraHM3auuoHHOEe
noapasfesieHne U BKJIOYUTb B HEro KOMMbHTEpbl, Ha KOTOpbIX 6yaeT ycTaHoB-
neHo MO cuctembl SNS.

Co3aaTh AOMEHHbIE FPYMMbl NO/b30BaTeNeN ANS aiMUHUCTPATOPOB Jleca AOMEHOB
6€30MacHOCTM M aAMUHUCTPATOPOB JOMeHa 6€30MacHOCTM, BK/TIIOUMB B HUX Y4eT-
Hble 3arnncKn, KoTopble A0MKHbI 06/134aTb COOTBETCTBYOLWMMU MOSTHOMOUYUSAMM.

Ha koMmnbioTepe, KoTopbIii 6yAeT MCMOMb30BaThCA B KayecTse cepBepa besonac-
HOCTM, BbITMOMHWUTL Crieayolme 4enCTBus

e BKJ/IOYUTb MPynmny aAMMHUCTPATOPOB Sleca AOMEHOB 6&30MacHOCTN U rpynmny
aAMUHNCTPATOPOB AOMeHa 6€30MacHOCTU B JIOKAJIbHYO rpynny aaMUHUCTPa-
TOPOB KOMMbIOTEPA;

e ycrtaHoBuTb 1O cepBepa 6e30nacHOCTW.

BHumanue! Ytobbl 06ecneumnts GecnepeboitHoe yHKLMOHMPOBaHME 3aLLMLLAEMbIX KOMMBIOTEPOB,
CreayeT B 3TOM e JoMeHe 6€30MacHOCTI YCTaHOBUTbL PE3epBHbIA CEpBEP W NPW 3TOM NOAYMHUTD
€0 OCHOBHOMY CepBEpY.

Ha komnbloTepe agMMHUCTpaTopa 6e30MacHOCTM YCTaHOBUTL MpOrpamMMy yrpas-
NeHus.

3anycTuTb NporpaMMy ynpaB/ieHUsl U YCTAHOBUTb COEAMHEHUE C CepBepoM 6e3-
OMNacHOCTMW.

HacTpouTtb ueHTpanmM3oBaHHYy yCTaHOBKY kineHTckoro MO Secret Net Studio Ha
KOMMblOTEpPax OpraHM3auMOHHOro nogpa3sgeneHus. Ona storo aob6aButb KOM-
NAeKT YCTaHOBOYHbIX hafioB KJIMeHTa B CMMUCOK LEeHTPannM30BaHHO yCTaHaBu-
Baemoro MO n chopmmpoBaTb 3a4aHMs pa3BepTbiBaHUS.

OTcnexuBaTb BbINOSIHEHME 3a4aHWNN B MporpaMme ynpasrieHus. [ocne ycTaHOBKM
knneHTtckoro MO n nepe3arpy3kn KOMMNbOTEPOB COOTBETCTBYHOLLME UM areHTbl By-
AYT NOSIBNSITbCS B CTPYKTYpe YMNpaBfieHUs B KayecTBe MOAYMHEHHbIX 06BHEKTOB
cepBepa 6e30nacHoOCTU.
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KpaTkoe onucaHue cteHaa

Onsa BbinonHeHns nabopaTopHbix paboT NoaroToBAeH cneuuvasnbHbi n1abopaTopHbIn
cTeHa Ha nnatdopme VMware vSphere 13 6 BUpPTyasibHbIX MaLLMH C YCTAHOB/IEHHbIMU
onepaunoHHbIMW CUCTEMAMMU.

172.17.111.247

D
.
ServerSN

( 0
@ |192.168.169.202Q |192.1684254.21Q |192.1es.254.22Q

StartSNS Sniffer ARM1 ARM2

Puc. 6. Cxema cteHaa Secret Net Studio

CTeHA CcoAep>XUT BUMPTYasibHYO NIOKanbHYy0 ceTb 192.168.254.X/24, o6beanHSOLLYO
4 BupTyanbHble MawuHbl. BM Sniffer gna nepexsaTta ceteBoro Tpaduka UMeeT ceTte-
BOW UHTepdenc, NOAKNIOYEHHbIN K BUPTYyarbHOMY KOMMYTaTOpy B pexume Promiscu-
ous mode, ¢ IP-agpecom apyrov noaceTtu.

OpHa BM - StartSNS - aBnseTcs 0TAeNbHOM U HE BKKOYEHA B BUPTYasIbHYIO CETb.
Hwxe npmBoanTCA KpaTkoe onncaHune scex BM creHaa.

BM DC-SNS.sn7.local c rocresoit OC Microsoft Windows Server 2008 R2 SP1 BbI-
NonHseT GyHKUMM KOHTpOsIIepa AoMeHa sn7.local. BctpoeHHas Y3 agMuHUcTpaTopa
KOHTpOJIIepa AOMeHa: JIorMH — AAMUHMUCTpaTop, napoib — P@sswOrd. [onoaHu-
TenbHass [AOMeHHas Y3 agMuHuCTpaTtopa AoMeHa 6e30macHOCTU:  NOMUH -
dadminsns1, naponb - P@sswOrd. [Nonb3oBaTenbCKkMe AOMEHHbIE YYETHbIE 3anncm
"userl - MBaHoB VMBaH MBaHoBMY" 1 "user2 — NBaHoBa Mapwusa MiBaHOBHA" ¢ naponem
P@sswOrd.

BM ServerSNS.sn7.local c rocreBoit OC Microsoft Windows Server 2008 R2 SP1
BbINoONHSAET QyHKUMM cepBepa 6e3onacHocTn Secret Net Studio, BkoYeHa B cocTaB
nomMeHa sn7.local. BctpoeHHas Y3 nokanbHOro agMuUHUCTpaTopa: 10rmH — AAMUHMU-
cTpartop, naponb - P@sswoOrd.

BM ARM1.sn7.local c rocteBon OC Microsoft Windows 7 x64 SP1 BbINOMHSET QyHK-
UMM 3aLUMLLAEMOIO K/TIMEHTCKOrO KOMMbloTEpa. BCTpoeHHasa Y3 nokanbHOro agMUHMU-
cTpaTopa: N1orMH — AGMMHMCTpAaTOop, naponb — P@sswOrd.

BM ARM2.sn7.local c rocteBon OC Microsoft Windows 7 x64 SP1 BbINOMHSET QyHK-
UMM paboyero mMecta aaMMHMUCTpaTopa 6e30MacHOCTU, BKJKOYEHa B COCTaB AOMEHa
sn7.local. BctpoeHHas Y3 nokanbHOro agMMHMUCTpaTopa: NorvH — AQMUHUCTparTop,
naponb — P@sswOrd. [JononHutenbHasa Y3 ¢ npaBaMm 10KabHOrO agMMHMUCTpaTopa:
NorvH — user2, naposb — P@ssword.

BM StartSNS c rocresoin OC Microsoft Windows 7 x64 SP1 BbinonHSAeT pyHKLNN OT-
[eNbHOro 3almuaemMoro KomMnbioTepa. BcTpoeHHas Y3 iokanbHOro agMMHUCTpaTopa:
NorvH - AaAMUHUCTpAaTop, naponb — P@sswOrd. [JononHuTtensHas Y3 ¢ npaBamu
JNIoOKanbHOro agMMHMUCTpaTopa: siormi — adminsns, naposb — P@sswOrd. MNonb3oBa-
Tenbckme Y3: norvH - "userl — UBaHoB BaH UBaHoBMY" 1 "user2 — MBaHOBa
Mapusa UBaHoBHA", naponb - P@sswOrd.

BM Sniffer c rocteBon OC Microsoft Windows 7 x64 SP1 BbinonHseT gyHkumn pabo-
yero MecTa Ans rnepexesarta CeTeBoro Tpaduka. BcrpoeHHas Y3 floKanbHOro aaMmHM-
cTpaTopa: NorMH — AgQMMHKUCTparTop, napoib — P@sswOrd. [lononHutenbHasa Y3 ¢
npasamMu 10KasibHOro agMMHUCTpaTopa: I0rMH — user, naposb — P@sswOrd.

Moapo6Hoe onncaHWe CTeHAa C UHCTPYKLUMEN MO ero pa3BepTbiBaHMIO CM. B MPUO-
XKEHUMU.

3aecb 1 aanee B nabopaTopHbIx paboTax npeanonaraeTcs, Yyto Bce BM cTeHaa BktO-
yeHbl 1 paboTatoT.

Mo xoAy BbINOMHEHNS TAaBOpPaTOPHbIX PaboT BCce HEO6X0AMMbIE U3MEHEHUSI Ha CTeHeE
NpoBOASATCS CyLIATENSMU CAMOCTOSITENBHO.
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NabopaTtopHasa pabota Ne1 "CeTeBas yctTaHOBKA KOMMOHEHTOB
Secret Net Studio Ha 3awuLaemMblie KoMnblOTEpPbI™

B pamkax pa3epTtbiBaHusa C3U Secret Net Studio B ceTeBOM BapuaHTe Ha y4yebHOM
CTeHAe BbIMNO/IHEHbI COOTBETCTBYIOLLME MOArOTOBUTESNbHbIE AENCTBUS Ha KOMMbiOTe-
pax KOHTponnepa AoMeHa u cepsepa 6e3onacHocTu. Mocne aTtoro Ha BM ServerSNS
ycTtaHosneHo MNO cepeepa 6e3onacHocTn, a Ha BM ARM2 - nporpamma "LleHTp ynpas-
neHna" (nporpamMma ynpasnenus, MY).

B naHHoli nabopaTtopHon paboTe NMpoBOAMTCS 3aBepLUaloLMA 3Tan pa3BepTbiBaHUS
C3U Secret Net Studio B ceTeBOM BapuaHTe — yYCTaHOBKa Ha 3alluLlaeMble KOMMbHO-
Tepbl knneHTa Secret Net Studio.

1.

2.

C nomoLLblo NporpaMMbl yrnpasieHus cneayeT NoAKIUNTbLCS K cepBepy 6e3onac-
HOCTU 1 copMUMpoBaTb CMNMCOK yCTaHaBnmBaemoro MO 1 3agaHuii pasBepTbiBa-
Hus. Mocne 3Toro Ha Cb 1 KNMEHTCKMX KOMMboTEPax ycTaHoBka MO BbINoIHAETCA
aBTOMaTuyecku B GoHOBOM pexume. Mpu 3TOM MoMb30BaTENM OMOBELLAIOTCS O
Havasne 1 3aBepLUEHMM MPoLecca YCTAHOBKM, @ MNOC/Ie OKOHYaHWS YCTaHOBKM Bbl-
MOJTHSIETCA Nepesarpyska KoMmmnbtoTepa.

Onsa noakntoueHuns k Cb 3anyctute Ha BM ARM2 nporpammy ynpasneHus: "lMyck /
Mporpammbl / Koa 6e3onacHocty / Secret Net Studio / LeHTp ynpasnenusa". Ha
3KpaHe NosIBUTCS CTapTOBOE OKHO MpOrpaMMmel.

(%

EHTP

f SECRET NET STUDIO
(&
T

BbibepuTte cepeep 6e3zonacHoCTU:

—u
-/

Be3 noaxMoueHnA K cepaepy 6e30nacHOCTU OTKDLITE C ANCKa XKyDHAN Mk ADXUB XYDHAN0B

B none "Cepsep 6e3onacHocTn" BBEAUTE MMS cepBepa 6€30nacHOCTU, C KOTOPbIM
6ynet ycraHoBneHo coeanHeHue — ServerSNS.SN7.local, nnn HaxmuTe cnipasa

&
OT MonisA KHoMKy = Ans novcka 3aperncTpupoBaHHbIX cepBepoB 6e30MacHoCTU.

Mpumute K cBegeHuH0. Mporpavma npegycMarpuBaeT BOIMOXHOCTb 3amycka 6e3 NoakioyeHns K
cepaepy 6e30nacHOCTM — Ans NPOCMOTPa COAEPXKMMOTO XXyPHAN0B, COXpaHEHHBIX B dhannax. Ans
3TOO B HIKHEN YaCTW CTAapTOBOrO OKHA UCTIONb3YHOTCA CIEAYIOLLME KOMaHAb!:

* ")KypHan" — ans 3arpysku xypHana u3 canna;

* "ApXuB XypHaroB" — Ang 3arpy3ku apxvea XypHaros u3 canna.

Haxxmute kHonky "lMoakniountbca" M AoXAMTeCb 3aBepLUEHUs Mpoueaypbl Noa-
K/loYeHUs. B OTKPbIBLLIEMCS OKHE MPOrpaMmbl yrpasfieHUss NOSIBUTCS OKHO MOA-

CKa3Kn C npeanoxeHnem HepeVITM K pa3BepTbIBAHNIO KOMMOHEHTOB CUCTEMBbI
3alnThbl.
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4,

Urobel Hauate paboTy € CUCTEMON,
ycTaHosuTe areHToe Secret Net Studio Ha komnbroTepsi.

.
- *
'@' [ina 3TOro HyXHO nepenty Ha sua "PassepToisaHve”
L4 -

Mepeiith Ha "PassepTrisanme” Hauate pabory

Haxmute kHonky "lMNepentn Ha "PasBepTbiBaHue". B naHenu "PassepTbiBaHue"
nepeknouMTeC Ha BKAaaky "Peno3utopuin”, ana pobasnenuns auctpubytmsa
Secret Net Studio HaxxmuTe kHoMKy "[Jo6aBUTL" N yKaxxuTe NyTb K Nanke ycra-
HoBku: "C:\Distrib\SNS_8_2".
@t [obasuts... ﬂ

e —

Mytb k gncrpubytusy: C\Distrib\SNS_8_2

Wms: Secret Net Studio

Tun: O6Hoenenue

Bepcua: 8.2.1156.0

[Nara cbopku: 9 vrong 2017 . 15:13

Onucanue: Auctpnbytus Ana Secret Net Studio

Jobasute Otmena

HaxmuTte kHonky "[Jo6aBuTb" M A0XAUTECH 3aBepLUEeHUst CO34aHUs YCTaHOBOY-
HOro KoMnekTa Ha Bkiaake "Peno3utopuin" nporpaMmbl ynpasieHus (npouecc
oTnpaBku daliinoB Ha cepBep 6e30MaCHOCTM MOXET 3aHSATb MPOAOC/IKUTENbHOE
BpemMs1). o OKOHYaHUKM Mpouecca B CNMCKEe MOSIBUTCS HOBLIN 3/1EMEHT, CoaepKa-
LM CBEAEHMS O 3arpy>KEHHOM KOMIIeKTe.

PA3BEPTHIBAHWME 3ALAHMA JINLIEH3WMPOBAHME PEMO3UTOPUIA

Tun Bepcva Hara ‘ Onucanue |

3 Secret Net Mpoayxr 8.2.1156.0 09.06.2017 1 Oucrpnbyrus

Onucanne

3 14.07.2017 23:34:57 npoc kongurypaumm. Kondurypayma sarpyxesa.
¥ 1407.2017 23:34:57 Ovxpoimve ceccum, Cepeep ServerSNS.SN7 local Ceccua oTkpeiTa.

25 1407.2017 23:34:37 Orkpoine cecenm, Cepsep ServerSNS.SN7.local 3anpoc oTnpasneH Ha cepeep.

Mocne ¢dopMMpoBaHUSA KOMMNAEKTa UeHTpanM30BaHHO YycTaHasnvmsaemoro [10
HeobxoAMMO onpeaenuTb CAMCKU KOMMbIOTEPOB, Ha KOTOPbIX B aBTOMaTUYeCcKoM
pexxvme byaeT BbINONHATLCA YCTaHoBKa kaneHTa SNS. B naHenu "Pa3sepTbiBa-
Hue" nepenauTe Ha BkNaaky "Pa3sepTbiBaHue".
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J

PA3SBEPTbIBAHME SANAHWA NWUEH3MPOBAHWE PENO3UTOPUIA

W sns Mg Bessns Q Yeranosums

Q Komnsrorepol Yposetib 3auum Bepcuna Jocrynno obHos)

—

ARM2.SN7.Ic sn7.loc ¥ 8211560

SERVERSNS. snl.loc 0 8211560

Onucanmne
2017 23:34:57 3anpoc xondurypayun. Kondurypauna sarpyxera,
% 14.07.2017 23:34:57 Omxpeirue ceccum. Cepsep ServerSNS.SN7.local Ceccus oTepeita.
&y 14072017 23:24:37 Omxperrue ceccum. Cepsep ServerSNS.SN7 local 3anpoc onpasnen Ha cepeep.

7. Wcnonb3ys knasuwy [Ctrl], BbibepuTe KOMMbIOTEpPLI, AN KOTOPbIX HYXHO cdop-
MupoBaTtb 3aaaHume: ServerSNS, ARM1 n ARM2. BbI30BUTE KOHTEKCTHOE MEHIO OA-
HOroO M3 BblAE/IEHHbIX KOMMbIOTEPOB U BblbepuTe onuuto "YcTtaHoBUTL". B npaBoi
4YaCTU OKHa MOSIBUTCA MaHeNb HAaCTPOMKM MapaMeTpoB 3a4aHus.

l YctaHoska guctpubyTtusa

Hazsanme 1 ¥cranoexa NO
ESVEDPE]
AuctpubyTtue 8.2.1156.0 v

Moguntetme SERVERSNS.SN7.local

cepsepy
Manka ann ® VCTaHOBHTE B NANKy No yMOAHaHMIO
YCTaHOBKW
YCTaHOBWTE B YKB3aHHYH NanKy:
=
3awurHEIE JobasvTe nuuensuun us daiina BuiBpatb... |
nogCHCTEMbI 3

bazoBan sawmTa »

Tpebyertca anuensua

[AuckpeUuMoHHOE YNpagneHwe JOCTYTIOM

Jatu PaHWe AaHHBIX

Mpumeyanue. OBpaTnTe BHYUMAHWE, YTO B CIUCOK KOMMBIOTEPOB A5 Pa3BEPTLIBAHMS KOMMOHEHTOB
3aLUMTLI He BOLLEN KOHTPOIIep 4OMEHa. OTO MPOM3O0LLIIO MOTOMY, YTO paHee Mbl CIPOeL/poBasy
[JomeH 6e3onacHOCTW He Ha Becb AoMeH "SN7.local", a Tonbko Ha BXOASLLEE B €70 COCTaB OpraHu-
3aLMoHHoe nogpasaeneHue "ou_sns". [ing obecneyeHns B opraHmaaumy 3awmTel yposHs 16 cre-
JyeT BKMoYaTh B JOMEH 6e3onacHocTu BCro CTpykTypy AD.

8. HactpoiTe napamMeTpbl 3agaHus:

o "Aductpmnbytns" n "Manka Ana yCTaHOBKW" — OCTaBbTe MO YMONYAHUIO;

e "3awuTHble noAacuMCTEMBbI" — HaXMuTe KHoOMnKy "BbibpaTb" W Bblibepute ©3
nanku "C:\Distrib\SNS_8_2\lic" ¢aiin ¢ noNHbIM COCTaBOM ANLEH3NIA;

e MPOKPYTUTE NepeyeHb JIMLEH3UIA BHU3 U ANa KOMNOHeHTa "AHTuBMpyc" Bbibe-
pute "AHTUBMpYC (TexHonoruns ESET)...";
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e YyUeTHble AaHHbIE NTIOKaNbHOro agMmHucTpatopa: "Umsa" - dadminsnsl, "Ma-
ponb" - P@sswOrd.

9. B HWXKHEeN YyacTu NaHenn HaxmuTe KHOMKy "YcraHoBuTh". [JoXAUTECH OKOHYaHMUSA
cdhopMupoBaHmsa 3agaHuii. ObpaTtute BHMMaHMe, 4To B OkHe ARM2 B obnactu yee-
OOMIEHMI Ha NaHenu 3a4adv NosiBUIOCh YBEAOMSIEHNE O Havane ycrtaHosku 0.

\ Ha BalweM KoMNbIOTEPE BbINONHAETCA yCcTaHoBKa Secret Net
Studio.

YCTaHoBKa NPOMCXOAUT B SBTOMATUHECKOM PEXMME MO
3aaaHnio, chopMMPOBaHOMY aaMuHUCTPaTopom BesonacHocTy,
Bbl MOXETE NpoA0KaTh paboTy Ha KoMnbloTepe.

BHuMaHue! He BbIKNIOYaTE 1 HE NEpE3arpyXaiTe KoMnbioTep
A0 yBEAOMNEHNA 06 OKOHYaHM YCTaHoBKM!

3aKpbiTe

10.0O3HaKOMbTECb C TEKCTOM YBEAOMJIEHUS, HAXMUTE KHOMKY-CCbIKY "3akpbiTh" n
nepenamTe Ha BKnaaky "3apaHus". 34ecb Bbl MOXETe BUAETb COCTOSIHME Mpo-
uecca ycraHoBku BblbpaHHOro MO Ha ykasaHHble KOMMboTEPbI cnucka. o 3a|3Eeﬁ-

LeHns npouecca B obnactn Tpes 6yaeT muraTb 3Ha4dok Secret Net Studio
Mocne 3aBepLUeHMs yCTaHOBKM B 061acTy yBeaoMeHnin okHa ARM2 nosBuTcs co-
obueHne 06 OKOHYaAHUM YCTaHOBKMW.

< YcTaHoBKa cpeacTsa 3awmThl Secret Net Studio 3asepwena.
= [Ans KoppekTHo paboTel KomMnbtoTepa TpebyeTcsa ero
nepesarpyska.
3aBepwmTe paboTy OTKPLITEIX NPUNOXKEHWIA M NepesarpysuTe
KOMMbIOTED,

Mepesarpysuts  3akpeits

11.03HakoMbTeChb C coobueHneM u nepesarpysnte BM ARM2. O6paTtute BHUMaHue,
yTO 3arpy3ka OC BbIMNOMHAETCS Tenepb Moj KOHTPOJSIEM 3aLUUTHbIX MEXAHU3MOB
SNS.

12. ABTOpM3yKnTECH NMOA Y4YeTHON 3anucebio "dadminsnsl”. Ecnu B coctaBe Secret Net
Studio ycraHaBnmuBancsa KoMmnoHeHT "LudpoBaHne Tpadwuka", Ha 3KpaHe no-
ABUTCSA OKHO MacTepa HakorneHue sHTponun. Cneays ero ykasaHusaM, BbIMONHUTE
HaCTPOWKY B61MONIOrMYecKoro gaTumka cny4danmHbiX Ymcern.

5 Bronornyeckoro aaTuMka
MaTE NEBYIO KHOMKY MBI,

¥y Kopg besonacrocti CSF;_

MponssoanTcs
CAyYaiHbIX YMCen.

BepleHo: 92%

OTtMeHuTb

13.06paTtnte BHMMaHMe, 4yto B 06/71aCTN yBEAOMIEHMI Ha NaHenu 3agay B NMpaBoOM

HWXXHEM YI/ly 9KpaHa nosiBUICS 3Ha4oK cuctembl Secret Net Studio .

14.locneposaTtenbHO, NoAKAKOYasCb K KoHconaMm BM ServerSNS n ARM1, npocne-
AuTe 3a X040M ycTaHoBkM MO 1 No 3aBepLueHnmn 3TOro npoLecca nepesarpysure
BM. Astopusyitecb noa Y3 "dadminsnsl". Ecnu B coctaBe Secret Net Studio
yCTaHaBnmBancst KomnoHeHT "LLndposaHune Tpaduka", no aHanorum (cm. nmn. 11-
13) npoBeauTe HaKOMIEHNE SHTPOMNUK AN HAacTponku 6uonornyeckoro ACH.

) Kon BesonaciocTn CSP. 1 x|

MponssoauT: EHWE SHTPONMM ANS BUONOrMYECKOro AGTHMKE
B MULLIEHD M HAXKUMAITE NIEBYIO KHOMKY MbILUM.

OTMEHUTD
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15.lpoBepbTe paboTy ycTraHOBNEHHbIX HA BM ARM2, ServerSNS n ARM1 KOMnoHeH-
TOB. [Ang 3TOro B okHe BM ARM2 3anycruTte nporpaMmmy yrnpasjieHUs 1 NnoaKto-
ynTechb Kk cepBepy 6esonacHocTn ServerSNS.

o0

SHICOKMIA

ol
NOBLILEHHSIA
MHAMKaTOp TpeBor °2
HU3KAA
3
Bee puexn © 1uac @ @ all

Tun | Aata v spema 'i Coberrne
s 16052017 1805:11  3anpoc konpurypaymu
¥ 16052017 18:05:11 Orxporve ceccun. Cepsep ServerSNS.SN7.local Ceccns oTxpoira,

5 16052017 18:04:55 Orxporve ceccun. Cepsep ServerSNS.SN7 local 3anpoc OTNpaBneH Ha CEPBEP.

Komdurypauma sarpyxena

16.06paTuTe BHMMaHWe, YTO B MporpaMMe ynpaB/ieHusl Mo YMOMUYaHUIO OTKPbliachk

naHenb "Hauyano" — kHonka Ha NaHenu HaBurauum B J1IEBOM YaCTM OKHa OKpa-
LUeHa B 3eJieHbli LBET. 3Ta NaHesb COAEPXXUT CBEAEHMS O COOTHOLLUEHUN CUCTEM-
HbIX COBbITUI TPEBOMM U O COCTOSAHUW FPYNM 06bEKTOB yNpaBieHUs.

(&)
17.Ha naHenn Hasurauumn Haxmmte KHonky "KomnbioTepb!" Ee==ll. [pou3oiaeT ne-
pekitoyeHme Ha naHenb "KoMmnbioTepbl", KOTOpask COAEPXWUT CpeacTBa aAMUHU-
CTPUPOBAHUSI U ynpaBieHust KommnbioTepaMu. Mo yMon4YyaHUO AaHHasi naHenb
OTKpbIBaeTcs c BMAOM "[AuarpamMma" — pexmMoM, oTobparatowmm B rpadpmyeckom
BMAE CBEAEHWSI O CTPYKTYpPE OMNepaTMBHOMO ynpas/ieHusi. Ha avarpamMme Bbl MO-
XeTe yBMAETb crieaytowme Buabl 06beKTOB:

E — JIOMEH WM OpraHM3auMoHHOE NoApasaeneHune;
-
B2 cepBep 6e30nacHOCTH;

M o- KOMMbIOTEP UMW FPyMna KOMMbIOTEPOB.

37



Cepsepbl 6e3onacHOCT | Tpynnbl KOMNbHOT

0 & @&

‘i e p SERVERSNS.SN7
e " Jocal

B o
e

C Onncarune

POC KOHUIyPaLHH KoHurypaums 2arpyxena.
¥ 1605201718:0511 Omxperrne ceccum. Cepaep ServerSNS.SNT local Ceccia orxpera,
p p

4y 16052017 18:04:55 Omxpueimne ceccn. Ceprep ServerSNS.SNT focal 3anpoc ornpasnen na cepeep.

18.06paTtnTe BHMMaHME, YTO B BEPXHENM YaCcTN OKHa NporpaMmbl yrnpas/ieHUs Tenepb
NoSIBUNINCb 3MEMEHTblI NaHenu ynpaeneHus "KomnbtoTepbl". Haxmute KHOMKY

"Tabnuua" *= 1 nepeKktoYnTECh B PEXUM AJ151 BbIBOAA MEPApXMUYECKOro CrmcKa
061bEeKTOB ynpaBneHns B TabM4YHOM BUAE.

Mostiwermei Huswmit oK 2, Cecomm ‘ Moc)

=5 §B SERVERSNS.SN7.local

CJ ARMLSN Jocal o 1 v SN7\dadmins ¢
L) ARM2.SN7.local 0} v L SN7\dadmins

ik ™
L) SERVERSNS.SN7Jocal (O] 2 L SN7\dadmins (O]

19.06paTtuTe BHUMaHWE, YTO MO YMOMYaHMIO 3alUMLLEAEMbIE KOMMbIOTEPLI NMOKa3blBa-
I0TCA B Tabnuvue o6bekTaMun CTPYKTYpbl AoMeHa 6e3onacHocT. B Tabnuue, B YacT-
HOCTM, MOTyT 0TO6paXkaTbCsi CrieayoLmne 3HauKu:

[
(-) o0603HayaeT, YTo 06BLEKT MOAK/IIOYEH K cepBepy 6e3onacHoCTy;

S M < n np. — uudpbl B KonoHkax "Bbicokmn", "MosbiweHHbIn" 1 "Huskmn"
NMOKasbIBalOT KOJIMYECTBO COOTBETCTBYIOLWMX COObITUIA TPEBOMM, Npou3oLles-
WKMX Ha 3alMLLAEMOM KOMMbIOTEPE W OXUAAKLWMX KBUTUPOBaHUS (noaTsep-
XXAeHWe npuema) agMumHuctpatopoMm 6e3onacHoctn (nogpobHee cM. B
rnase 2);

3HAYOK B KOJIOHKe C mn3obpakeHneM 3amka ob603HayaeT, YTO COOTBETCTBYOLNI
KOMMbtoTep 3ab610KMpPOBaH;

" B KonoHke "®K" obo3HavaeT, 4To NponaeH dyHKUMOHaNbHbIA KOHTPOSIb;

SNTVdadmins _ 3paukm B KonoHKe "Ceccum” MokasbiBaloT KpaTkve cBeaeHus
06 OTKPbITbIX CECCUSIX MMM aKTUBHbIX NOMb3oBaTensx. Mpu 3TOM LBET 3HauKa
yKa3blBaeT Ha NPUBMNErVPOBAHHOCTb — aAMUHUCTPATOP UM NOMb30BaTeNb.

20.B BepxHeli YacT! OKHa Ha NaHenu ynpasneHns Haxmute kHonky "Ctpyktypa AD"

< Croypaypa D Tenepb 06beKTbl B Tabnumie MOKa3blBalOTCA B NOAYMHEHUN 06b-
€eKTy aoMeHa AD.

21./ina Toro 4tobbl NPOCMOTPETbL CBOWCTBA Nt06oro obbekTa ynpaBnsieMon CTpyK-
TYpbl, BbIMOMHUTE OAHY M3 Onepauui:

e BbI30BUTE KOHTEKCTHOE MeHI0 obbekTa u Bblbepute onumio "Ceoncrtea”;

38



e Bblaenute o6bEKT 1 B NPaBOl 4YacCTX OKHa HaXxmuTe KHonky "Ceoncrea" Iél .

Bl cocromme  wacronkn NALEHIVN &
= s local ) SERVERSNS.SN7.local ®
cl &ou_sns ¢
8 serverRsNSSNTIocal (D @ @
G ARM1:SN 7 Jocal o ﬁ!
L:| ARM2.SN7Jocal C) JAowmen BesonackocTv SN7.LOCALOU-SNS
i o, O R T MV@LE Bepcun Secret Net Studio: .2.1130.0
Bepcum ycranosnenmbiX NaKeTos ucnpasaeniai
Yposens saxrocTi obvexra ynpasaenns: Hopmanorsiit
Wndposats ynpasasrowmii ceresoi rpadnk: !

v

DyHKUMOHANBHBIA baokuposxa

KOHTPOAS

B

Mpumeyanme. OBpaTuTe BHUAMAHME, YTO YEPE3 COOTBETCTBYHOLLME KHOMKW OKHa CBOMCTB 0GbeKTa
(3aLyLLAEMOr0 KOMMbIOTEPa) MW Yepes ero KOHTEKCTHOE MEHI0 KOMMbIOTEP MOXHO 3abrokvpo-
BaTb, NEPe3arpy3nTb UMK BbIKIKOYUTD.

22.Ha naHenu HaBurauuu HaXXMUTe KHoOMKy "Pa3BepTbiBaHue" M nepenaute Ha
BKNaaky "JlMueHsnpoBaHme", koTopasl npegHa3HavyeHa aAns npocMoTpa U U3MeHe-
HWS1 CBEAEHMI O 3aperuCTpMpOBaHHbIX IMLEH3MAX Ha cepBepe 6e30nacHoOCTH.

PA3BEPTHIBAHUE SANAHVA NVLEH3WPOBAHWE PEMO3UTOPVIA

° Dob6aswre/3amennts

Jinuensumn

Basosas sawmra 1

JAuckpeyunonroe ynpaenenne goctynom 1
3atmpanwe aammeix 1

KowTpose ycrposicts 1

3amkHyTaR nporpamMmMHan cpeaa 1
MoAromMouHOE ynpasaerve gocTynom 1
Konrpons nevamm 1

3a1umTa Ancxoe v wrdpotanne aannbix 1
Mepcomansmeii mexceTesoin sxpan 1

AeTopusauna cetessix coegumenuii 1

¥ Nuuensus | Beero nmuenzwi Ocranoce AMUeH3MA

11700 30 27 3108201

B cucteme Secret Net Studio AeACTBYOT NIMLEH3NOHHbBIE OFPaHUYEHNS Ha UCMOMb-
30BaHue paga NoACUCTEM, peanusyowmx NpUMEHEHNE MEXaHN3MOB 3alumTbl. Pe-
rMCTpaums ANLEH3UI OCYLLECTBASETCS C MOMOLLbLIO CreunanbHbIX (annos.

[JaHHasa BKNagka COAEPXWUT CBEAEHWS O NULEH3USAX, 3aperncTpMpoBaHHbIX Ha
cepBepe noakntoyeHus (cepsepe 6e30NacHOCTU, C KOTOPbIM YCTaHOBIEHO coeau-
HeHWe nporpammbl):

e Ha3Ha4yeHwue NUUEH3N (AN9 Kakux NoACUCTEM NPUMEHSIOTCS);
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e o06bwee KONMYECTBO M TeKyllee KOMM4YeCTBO He3aAelCTBOBaHHbIX (OCTaB-
LWNXCA) INLEH3NIA;

° BpeEMA OKOHYaHUA LEeNCTBUS NMNUEH3NPOBAHHBbIX BO3M0)KHOCTel‘/'1;
e TUNMbI J'IVILI,eH3Ml‘/’I;
e CBe€AEHMA O KOMMaHUW — nony4dyartene JIMUeH3nn.

JIMLLEeH3MM MOXHO 3aperucTpupoBaTh npu hopMUpoBaHUW 3aaaHuii pa3BepTbiBa-
Hus MO. B npouecce aKcn/yaTaumm CUCTEMbI NPU HEOEXOAMMOCTU MOXHO 3ape-
rMCTPMPOBATb HOBbIE JIMLEH3MU, A TaKXXe 3aMEHNUTb WK YAANIUTb MMEIOLLMECS.

3aKpoiiTe OKHO NMPOorpaMMbl ynpasrieHus.

23.B okHe koHconn BM ARM2 u3 rnaBHoro meHto Windows packporite rpynny npo-

rpamm: "lMyck / MNporpammsbl / Kog 6e3onacHocTtu / Secret Net Studio” 1 npocmoT-
puUTe COCTaB YCTaHOB/IEHHbIX KOMMOHEHTOB. O6paTute BHWUMaHWe Ha
yCTaHoBieHHoe MO Ana UeHTpann3oBaHHOro ynpaBieHus:

e nporpamma ynpasnexus ("LleHTp ynpasnenusa");
e nporpamma "YnpasneHue nosb3oBatenamun”;
e nporpamMma "KOHTposib NporpamMM n AaHHbIX".

B pe3ynbTate pa3BepTbiBaHUSA KOMMOHEHTOB 3awwutbl Secret Net Studio 6bino
TaKkXe ycraHossieHo MO Ana NokanbHOro yrnpasieHus.

Mbl 6yaeM ncnonb30BaTh 3TW NPOrpaMMHbIE KOMMOHEHTbI B APYrMX NabopaTopHbIX
paboTax.

. Koa bBesonachocti
Secret Net Studio
(W VPN knuent

§ Koa besonacHocTt CSP

m

& KoHTpons nporpamm u ganHs|

{# KonTpons nporpamm v gaHHs |

(M JflokanbHbIi LEHTP yNpaBneHn
Mporpamma HacTpoiiku Noac

_[?2 Cnpaska

4% Ynpaenenue nonszosatenamu

( LlenTp ynpaenenma e

4 Hasag

KOHTpO.ﬂbeIe BOMPOCHLI

1.

2.

Kakue BO3MOXXHOCTM Mno obecrieyeHnto MHpopMaumoHHoW 6e3onacHoOCTM npeno-
ctasnsetT Secret Net Studio?

Ha cooTBeTcTBME KakmuM TpeboBaHMsM 3awwmTbl cepTndmumposaHo C3U Secret Net
Studio?

Moa ynpaeneHunem kakmx OC pabotaet C3U Secret Net Studio?
KakoBbl OCHOBHblE NMpenMyLLEeCcTBa NpuMeHeHus cuctembl Secret Net Studio?

Mepeuncnunte 3aWwmnTHbIE KOMNOHEHTHLI Secret Net Studio. Kakue ns Hux nuueHsmn-
pYKOTCS @) TO/IbKO CPOYHbIMU NULEH3USAMKU, 6) CPOYHBIMU NULEH3USMU Unn 6ec-
CpPOYHO?

Kakune nporpaMMHbie MOAYNU U 3alMTHblE MEXAHU3Mbl BXOAST B KOMMOHEHT 6a-
30BOM 3aLUMUTbI?

Kakve noacucreMbl 3almTbl BXOAAT B COCTaB KOMMOHEHTOB a) 6a30BOM 3aLUMUThI,
6) "C31 ot HCA"?

KakoBbl 0CO6EHHOCTM MexaHM3Ma naeHTudnKauUMmn n ayTeHTUdmKaumm nonb3oBa-
Tenen B Secret Net Studio?
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9. Kakue annapaTHble MAeHTUDUKATOPbI MOTYT MPUMEHATLCA B CUCTEME 3alUMThbI
Secret Net Studio?

10.Bo3moxHo nun B Secret Net Studio obecneunTtb naeHTndmKaumo n ayteHTndmKa-
LMo nonb3oBaTenen 4o 3arpy3ku OC?

11./n9 yero B Secret Net Studio npeaHasHauyeH MexaHn3M QYHKLMOHANIbHOIO KOH-
Tposs noacucrem?

12. Y710 obecneunBaeT mexaHu3aMm 3awmtbl "3MC"?
13.C KaKnMm yCTpoMNCTBaMM XpaHeHus paboTaeT MexaHM3M "3aTupaHue AaHHbIX"?

14.Kakoe KOJM4YecTBO KaTeropui KOHOUAEHUNANbHOCTU MOXET WUCMOb30BaThCs B
Secret Net Studio? KakmM pecypcam 3Tn KaTeropmmn MoryT Ha3Ha4yaTbCs?

15.B kakoM dopmaTe KONMPYITCA B XpaHunuwie ¢ansbl nevyaTaeMbiX LOKYMEHTOB
npwv BKJKOYEHHOM MeXaHM3Me TEHEBOIro KOMMPOBaHUS MOACUCTEMbl KOHTPONS ne-
yaTtn?

16.KaknM KaTeropusiMm nonb3oBaTeNel cneayeTt npeaocTaBfsTb AOCTYMN Ha YTeHue
[aHHbIX TEHEBOrO XpaHunuwa?

17.Ha kakmx ¢dannoBbIX CUCTEMAX MOXET MPUMEHATLCA MEXaHW3M 3aluTbl UHGOpP-
MauMK Ha NTOKaNbHbIX AMCKaX 4515 6110KMPOBaHUSA AOCTYNa K XeCTKUM ANCKaM npu
HeCaHKLMOHNPOBAHHON 3arpy3ke KOMMbloTepa?

18./1n9 Kaknx BapuaHTOB UCMOIb30BaHNS MOXHO pa3BopaymnBaTth cmctemy Secret Net
Studio?

19. Y710 Takoe gomeH 6e3onacHocTn Secret Net Studio?

20.Kakune pyHKUNM MOrYT BbIMOSHATb OTAE/bHbIE OpraHM3aLUnOHHbIe NMoapa3aeneHns
(Organizational Unit — OU) un3 ctpykTypbl Active Directory npu opraHmnsaumm go-
MeHa 6e3onacHoCcTU?

21.Kakne npoToKOo M NMOpT UCMONb3YHTCA Npn 06MeHe AaHHbIMU MeXay K/IMeHTaMu
Secret Net Studio n cepsepom 6e3onacHocTn?

22.Kakune KoMnoHeHTbl BKoYaeT B cebsa CB? KakoBo nx Ha3zHaueHune?

23.Kakune cpeacrsa LEHTpPanu30BaHHOMO ynpasieHus ucnonb3ytotca B Secret Net
Studio?
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[[naBa 2
Hactpoinka n npumeHeHMe KOMNOHEHTOB
6a3zoBou 3awuTbl Secret Net Studio

B nepsow rnase 6bin npeacTasneH 0630p cocTaBa KOMMOHEHTOB cucTeMbl Secret Net
Studio n npuHuMnoB paboTbl ee MexaHU3MOB 3aluTbl. Janee, npu 6onee AeTanbHOM
paccMOTPEeHUM OTAENbHbIX NOACUCTEM M 3alMTHbIX MexaHn3MoB SNS, 6yaem npuaep-
XKMBATbCS CXeMbl TMLEH3UPOBAHUS 1 0606LLEHHON CTPYKTYPHOM CXeMbl KnneHta C3U
Secret Net Studio (cM. puc. 1 1 2 COOTBETCTBEHHO).

[aHHaga rnasa nocesweHa HaCTpOIZKe M ynpasneHmMo MeXaHM3MaMun 3allnTbl, BXoAA-
LWMMKM B COCTaB KOMMOHEHTa 6a30Boi 3awwmnTbl SNS.

HanoMHWM, 4TO KOMMOHEHTbI 6a30BOW 3aLUNTLI OTAENBHO HE JIMLEH3UPYIOTCS, @ BXO-
[OST BO BCE JIMLEH3MPYEMble Habopbl U 06beAMHSAOT NPOrpaMMHbIe Cly»6bl, MOAYN
M 3alWMUTHbIE NoACKUCTEMbI, 06ecneumBatoLLMe pasiMyHble BO3MOXHOCTU pasrpaHunye-
HWS AOCTYMa K pecypcaM U KOHTPOJb AEWCTBUIA NoSb30BaTeNEN.

OpraHusaumsa ynpaBneHUs CUCTEMOM 3aLlUThbI

[Onsa opraHusauuu ynpasneHus 3awmton B cucreme Secret Net Studio npeaycmort-
peHbl cneayrwme BO3MOXHOCTU:

e JIOKaNbHOE YyMpaB/ieHWe — 3TO YMpaBfiIEHWE MEXaHW3MaMWu 3aliMTbl OTAENbHOMo
KOMMblOTEPA, KOTOPOE OCYLUECTBASIETCA JIOKA/IbHbIM aAMMHUCTPATOPOM Hero-
CpefCTBEHHO Ha 3alluLLaeMoM KoMMbtoTepe. Micnonb3ayercs B Tex ciydasx, koraa
LileHTpaNN30BaHHOE yrpaBieHne ANs AaHHOro KOMMbloTepa HeAOCTYMHO MK He-
uenecoobpasHo. MporpaMMHble CpeACcTBa A5 JIOKA/IbHOIO YNpaBieHnUs BXOAAT B
cocTaB KveHTa SNS, yCTaHaBMMBAKOTCA MO YMOSYAHUIO U MOTYT MPUMEHSTbCS
Nosb30BaTeNAMW, BXOASLUMMU B FPYNMY JIOKaNbHbIX aAMUHUCTPATOPOB KOMMbHO-
Tepa;

e  LIEHTpanun30BaHHOE yrpas/fieHne — OCYLLECTBSETCA aAMUHUCTPAaTOpPOM 6e3onac-
HOCTM CO CBOero paboyero Mecra wiam c Jiloboro KOMMbITEepa CETU C YCTaHOB/EH-
HbIMW CPeACTBaMU LIEHTPaIN30BaHHOro yrpasieHus.

& BHumanue! B cootBetctBIM C KOHLenumen Secret Net Studio ynpaeneHne 6e30nacHOCTbHO B 3alUuLLa-
€MOM [OMeHe PEKOMEHAYETCS OCYLLECTBNSTH LEHTpanu3oBaHHO. LleHTpanu3oBaHHoe ynpasneHue
UMEET NPUOPUTET Nepes NokarbHbIM.

NS ueHTpanmM3oBaHHOW HACTPOWMKKM N MPUMEHEHNS NapaMeTpoB 6e30MacHOCTM Ha 3a-
LWMLLAEeMbIX KOMMbIOTEPAxX MOryT MCMO/Ib30BaTbCsl FPYNMNOBbIE MOAUTUMKK. 0 yMonya-
HUMIO NapaMeTpbl 3aZaHbl TOJIbKO B JIOKA/IbHOW MONNTUKE.

B nononHeHne K HacTpoWKkaM JIoKasibHOM NOSIMTUKK MOryT ObiTb 3aAaHbl NapaMeTpbl
B MOUTUKAX AOMEHOB, OpraHM3auMOHHbIX NMoapasaeneHun U cepeepoB H6e3omnacHo-
CTW. DTN NapaMeTpbl MPUMEHSIOTCS Ha KOMMbIOTEPAX, KOTOPbIE OTHOCSATCS K COOTBET-
CTBYKOWMM OOMEHaM, OpraHu3auMoOHHbIM  MNoApPa3AeNeHusiIM  UNM  cepBepam
6e3onacHOCTM, HE3ABUCMMO OT 334aHHbIX 3HAYEHWUI B JTOKANIbHOM MOJIMTUKE Ka)Xaoro
KoMMbloTepa.

MapaMeTpbl NONUTUK NPUMEHSIIOTCA B C/IeAyHoLLei NocneaoBaTe/lbHOCTH:
e  JlOKanbHas NoNUTUKA;

e MONUTMKA AOMEHa, T.e. MOJINTMKA, Ha3HauyeHHas B pexume "Ctpyktypa AD" Ha
BECb JOMEH;

e NOAUTUKA OPraHM3aLMOHHOrO NoApas3feneHnss — NPUMEHSETCS Ha BCEX KOMMbIO-
Tepax, BXOAALWMX B 3TO OpraHn3aunoHHoe nogpasgenerHue. MNpu Hanmumm nepap-
xun  OU nonutuka, 3ajaHHas Ansg  HWKEeCTOsWero OpraHM3auMOoHHOro
noapasgeneHusi, umeet 6onee BbICOKUIA MpuopuTeT Nepes NOJINTUKONM BbIWECTO-
awero OU;

e MofWTUKa, 3afaHHas Ans cepBepa 6€30MacHOCTU, — MPUMEHSIETCS Ha BCEX KOM-
nbloTepax, NoAYMHEHHbIX 3TOMY cepBepy 6e3onacHoOCTW. Mpu HanMumMm nepapxmum
cepBepoB 6€30MacHOCTM NapaMeTpbl NOJIUTUK Ha HUX MPUMEHSIIOTCS NocneaoBa-
TE/IbHO — HauuMHas OT CepBepa, KOTOPOMY KOMMbIOTEPbI MOAYMHEHLI HEMOCPEA -
CTBEHHO, M pfanee A0 KOPHEBOrO cepBepa B Mepapxuu. Takum o6pas3oM,
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napaMeTpbl, 3agaHHblE B MNOJIUTUKE ANA KOPHEBOIo CepBepa 6e3onacHocTy,
MMEIT HaMBbICLLNIA NMPUOPUTET.

MapamMeTpbl rpynnoBbIX MOMUTMK Ha 3allMLiaeMblX KOMMbOTEPaxX 0OHOBMSOTCS aBTo-
MaTU4ecKu, T.e. 3TOT MexaHM3M paboTaeT aHaNoOrM4YHO MeXaHW3My MpUMEHeHUs Mo-
antnk OC Windows. Mpu HeobxoAMMOCTM agMUHUCTPATOP MOXET WCMosb30BaTb
cpeacTsa NpUHyaAnTeNbHOro 06HOBAEHUS NOAUTUK, UTOBbI YCKOPUTbL NpoLecc npume-
HEHWNSA LEeHTpanM30BaHHO 3aZlaHHbIX NAapaMeTPoB Ha 3alUMLLAEMbIX KOMMbIOTEPaX.

HacTtpounka n npumeHeHue nokanbHOU ayTeHTUdUKauum

LieHTpanu3oBaHHas HaCTpoOKa MexaHuW3Ma 3alMTbl BXOAa B CUCTEMY BbIMOJIHAETCS
MoCpeAcTBOM MporpaMmbl yrpasneHus SNS ¢ paboyero Mecta agMMHUCTpaTopa 6e3-
onacHocTW. PaboTa pexrnMoB aHHOro MexaHusMa onpeaenaeTcs cieayowmmMm napa-
MeTpamu:

"3anpeT BTOPMYHOrO BXOA4A B CUCTEMY" — €C/IN pexXnMm BKJIOYEH, BnokupyeTcs
BO3MOXHOCTb 3amnycka KOMaHz 1 CeTeBbIX MOAKJIHOUYEHUI C BBOAOM YUYETHbIX AaH-
HbIX MOJSIb30BaTeNs, HE BbIMOMHMBLUENO MHTEPAKTUBHbLIN BXOA B CUCTEMY;

"KonnyecrtBo HeyaauHbIX MOMbITOK ayTeHTUdMKaumMmM" — ycrtaHaBnMBaeT OrpaHu-
YeHMe Ha KOMYeCTBO HeyAauHbIX MOMbITOK BXOAA B CUCTEMY MPU BKIHOYEHHOM
pexuMe yCUNeHHOM ayTeHTudmKaumm rno naponto. MNpu AOCTUXEHMM OrpaHude-
HMA KOMMbOTEP GMOKMPYETCS M BXOA pa3pellaeTcs TONbKO aAMUHUCTPATopy.
Ecnn yctaHoBneHo 3HadeHune "0" — orpaHUYeHne He AENCTBYET;

"MakcuManbHbIN Nepuoa HeakTUBHOCTM A0 6/10KMPOBKM 3KpaHa" — ycCTaHaBnu-
BaeT MakCMMasibHO BO3MOXHbIA Mepnoa HEaKTUBHOCTU, NOC/IE KOTOPOr0 KOMIbIO-
Tep aBTOMaTWyecku 6nokupyetcs cpeactBamum cuctembl Secret Net Studio.
CraHgapTtHbiMM cpeactBamMm OC nonb3oBaTesM MOryT yKasaTb ApPYron nepuoj,
BKJItOUEHMs 6/10KMpOBKM (3acTaBkun) KomnbtoTepa. Ecnn B napameTtpe OC 6yaet
yKa3aHo 3Ha4yeHue 6onbliee, 4em B SNS, To napametp OC He 6yaeT AeACTBOBATD,
a bynet npuMeHsTbCcsA 3agaHHoe B Secret Net Studio 3HadeHue. Ecnn ycraHoB-
neHo 3Ha4veHne "0" — 6nokmnpoBka cpeacteaMmm SNS He OCyLLECTBASIETCS;

"PaspelmnTb MHTEepaKTUBHbIN BXOA4 TONbKO AOMEHHbLIM Mosib3oBaTensam" — ecim
AAHHbIN NapaMeTp yCTaHOBMIEH, TO MHTEPAKTMBHO B CUCTEMY MOIYT BOWTW TOSIbKO
nonb30BaTeNn, 3apermcTpupoBaHHbie B AOMeHe. IHTepaKTUBHbI BXO4 B CUCTEMY
JIoKanbHbIX Nofb30BaTenen (BKNYas NoKasibHbIX aAMUHNUCTPATOPOB) 3anpeLleH;

"Peakums Ha nsbsatme naeHtudmkaropa':

"He 6nokupoBatb" — MNpu M3bATUN UAEHTUDUKATOPA W3 CUYMTbIBAKOLLErO
yCTpoincTBa 6710KMPOBKA KOMMbIOTEPA HE BbIMOJTHAETCS;

- "BbnokumpoBaTb CTaHuMio Npu n3bATumM USB-naeHTudunkaTopa" — BbIMOAHAETCS
6n10KMpoOBKa KOMMbIOTEPA MPU U3BATUN N3 CYMTLIBAIOLLErO YCTPONCTBA MAEH-
TudukaTopa Ha 6ase USB-kno4a wam cMapT-KapTbl, UCMOSb30BAaHHOIO Ans
naeHTndurKaunm nonb3osatens B cucreme Secret Net Studio (Hanpumep, eTo-
ken PRO (Java));

- "BNoKMpoBaTb CTaHUMIO NpU U3bATUM NO60ro naeHTudmnkaTopa" — BbINOHS-
eTcs 6nokMpoBKa KOMMbOTEpa MNpU U3bATUN U3 CUUTbIBAKOLLErO YCTPOMCTBa
naeHTudurkaTopa nboro TMna M3 Yncna noaaepXXmuBaeMbix cucrteMom Secret
Net Studio (iButton, eToken un gp.). ®yHKLMS 6BTOKMPOBKM NPU U3BATUN UAEH-
TndurkaTopa AENCTBYET B JIOKANIbHOM ceaHce paboTbl Monb3oBaTeNns, ecnu
naeHTMduKaTop aKkTMBMUpoBaH cpeacteamm Secret Net Studio n nonb3oBartesnb
npeabsaBuna 3TOT uaeHTudurKaTop 4719 BXo4a B CUCTEMY unu pasbnokuposan
CTaHLMIO MO 3N1eKTPOHHOMY MaeHTuduKaTopy;

"PexuM ayTeHTMdDMKaumMmM nonb3oBaTtena":

- "CraHpapTHas ayTeHTuduKauma" — npu BxoAe Mosib30BaTEeNS BbINOSHAETCS
TONbKO CTaHAapTHas ayTeHTUdmkauns OC Windows;

- "YcuneHHas ayTeHTMdMKaLMa No napon” — Nnpu Bxode nosib3oBaTtesisi KpoMe
CcTaHaapTHol ayTeHTudumkaumm OC Windows AOMOAHUTENBHO BbIMOSTHSAETCS
ayTeHTUdmKaUMa No Naposnto nofab3oBaTensa cpeacrsamm cucrembl Secret Net
Studio. B 3TOM pexume nosb30BaTenN, Naposib KOTOPbLIX HE bl COXpPaHEH B
6asze paHHbIX cuctembl Secret Net Studio, He cmoryT BolTKM B cuctemy (npum
3TOM aAMWHUCTPATOP MOXET pa3pelnTb MOoSb30BaTeNto pa3oBbii BXO4 ANs
COXpaHeHus Napons, BKAOUMB napameTp "[JoBepsATb NaposibHOM ayTeHTudhu-
kauum Windows" B Ananore HaCTpOMKW CBOMCTB Monib3oBaTtens);
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e "Pexum ngeHtndukaummn nonb3osatens':

- "o umeHn" — ona BXxoaa B CUCTEMY NOJIb30BaTeNb AO/KEH BBECTU CBOU Y4UeT-
Hble AaHHbIE, UCMONb3ys TONbKO CTaHAapTHble cpeactsa OC Windows;

- "Tonbko No maeHTMdUKaTopy" — Ana BXxoda B CUCTEMY MOMNb30BaTENb AOSIKEH
npeabsBUTbL MPUCBOEHHbIN eMy B cnucteMe SNS naeHTudukatop. AGMUMHUCTpa-
TOp MOXET BOWTM B cucteMy 6e3 npeabsBneHuns naeHtndukatopa TosbKO B
AAMWUHUCTPATUBHOM pexuMme (CM. HUXe);

- "CMewaHHbIN" — Ang BXOA4a B CUCTEMY MOJIb30BaTelb MOXET NpeabsBUTb Mpu-
CBOEHHbIN B cucteme SNS maeHTUdMKATOP WM BBECTU CBOM Y4YETHble AaH-
Hble, NCNoNb3ysa CTaHAapTHble cpeacTea OC Windows.

JlokanbHas HacTpoMka MexaHu3Ma 3alumMTbl BXOAA B CUCTEMY BbINOJSIHAETCS aHaso-
rMYHO B nNporpamMmMe "JlokanbHbIV LEeHTp ynpasneHumsa".

B Secret Net Studio npeaycmoTpeH pexunm nHterpaumm c NAK "Cobonb". NMobpobHble
cBegeHnss 06 3TOM MOXHO HaWTKM B PYKOBOACTBE agMMHUCTpPATOpa MO HACTPOMKE W
akcnnyaTauum Secret Net Studio.

Cucrema 3awmTthbl Secret Net Studio gonyckaeT cMeHy napons nosb3oBaTens Kak ag-
MWHUCTPATOPOM, TaK U CaMMM MnoJsib3oBaTtenem. Npu BKIIOYEHHOM peXnMe yCuUneHHoM
ayTeHTMdMKaLMM NO NAposo nNpoueaypa agMUHUCTPATUBHOM CMEHbI Mapos Nosb30-
BaTeNnsa AO/1XKHA BbIMO/IHATLCA TOJIbKO B NMporpamMMme ynpas/ieHUA nosib3oBaTtenamMu (C
npaBamMn aaMMHUCTpPaTOpa AoMeHa 6e3onacHocTn). Ecnn agMUHUCTPATOp CMEHUT na-
po/ib NOSIb30BAaTENS C MOMOLLbLIO APYIUX CPEACTB, TO HOBbIM Maponb He byaeT coxpa-
HeH B B cucrembl Secret Net Studio, uTO NpuBeAeT K HEBO3MOXHOCTM BXOoAa
Nnosib30oBaTesis No 3TOMy NapoJIo.

Mpu wTaTtHOM pyHKLUMOHMPOBaHUKN cnctembl Secret Net Studio Bxoa no6oro nonb3o-
BaTensa KoOMMbkTEpPA, BKJIKOYad aAMUHUCTPAaTopa, AO/KEH BbINOMHATLCA OAWHAKOBO,
B COOTBETCTBUN C MEXAHU3MaMWN 3alUNUTbl BXOAa B CUCTEMY. Bo BpeMsa 3arpy3km KOM-
NnbrOTEPA Nepea BXoA0M Mnosb3oBaTtend CUCTeMa 3alluUTbl NpoBOAUT MHULMaANN3aUUIO
3aLMTHbIX MOACUCTEM N X PYHKLMOHANbHbIA KOHTPOsIb. [lociie ycnewHoro nposeae-
HWS1 BCEX MPOBEPOK BXOA B CUCTEMY pa3peLlaeTcs.

Korzaa Heo6xoAMMO NoyUnTb AOCTYMN K KOMMbIOTEPY B 06X04 AENCTBYIOLLMX MEXAHWN3-
MOB MMM NpPEepBaTh BbIMNONHEHNE UHULMAIN3ALMM NOACUCTEM, 3AMUHUCTPATOP MOXET
AKTMBUPOBaTb CMeLMabHbIi aAMUHUCTPATUBHbIN PeXXUM BXoaa. 3TO MOXET Mo-
TpeboBaTbCA B CieAyoWmnx cUTyaumax:

e MpW BKJ/IKOYEHHOM pexumMe BXoaa B cucteMy "Tonbko no naeHtudukatopy", ecnm
AAMWHUCTPATOP He MMEET NepCcoHanbHOro naeHTudUKaTopa;

e TMpPWU MOBTOPSIOWMXCS OLWIMBKAX (GYHKUMOHANBHOrO KOHTPOAS, MPUBOAALWMX K
ANUTENBHOMY OXWAQHWUIO MHULMAIM3aLMM 3alUTHBIX MOACUCTEM.

[Ons akTMBaumm aaMMHUCTPATMBHOMO peXuMa BXxoAa CneayeT nepesarpysvTb KOMMb-
OTEP M NpU NOSABIEHUM COO6LEHMN 06 MHMLMaNn3auum CUCTEMHbBIX CepBUCOB Secret
Net Studio HaxaTb 1 yaep»xumBaTb KOMBUHauuo knasuw [Ctri+Shift+Esc] (nnn nepu-
OAMYECKN ee HaXXMMaTb) A0 MOSIBNEHUS SKpaHa NPUBETCTBUS (MpuUrnalleHne Ha BXOA,
B CUCTEMY).

BHMMaHue! AOMVHUCTPATMBHbLIN PEXWM BxoAa CneayeT MCMNosb30BaTb TONbKO B
& KpaHMX cny4dasx Anst BOCCTAHOBIEHUS HOPMasibHOrO (PYHKLMOHMPOBAHWUSI CUCTEMBI.

BbinonHMB BXOA B aAMUMHUCTPATUBHOM peXUME, YCTPaHUTE BO3HUKLLYIO Npobnemy m

nepesarpysuTte KOMMbKTEP, YTOObI BOCCTAHOBUTb OObIYHBLIA PEXNM BXOAA.

HacTpownka annapaTHOM noaaepXkKu

YnpasneHue nepcoHanbHbiMU naeHTUUKaTopamMmm

lMepcoHanbHbIM MAEHTUPWKATOP — 3TO YCTPOMCTBO A/ XpaHeHus MHdopMaumn ans
naeHTUdUKaUnUM 1 ayTeHTMdUKaumMmn nonb3oBaTtens. B HeEM TakXKe MOryT XpaHWUTbCS
KAouM ans paboTbl € 3awndpoBaHHbIMU AaHHBIMU B KPUMTOKOHTEMHEPAX.

MepcoHanbHble MAEHTUMUKATOPLI, KOTOpble MOryT Mcnosib3oBaTbcs B Secret Net
Studio, 6b111 npeacrasneHbl B Tabn. 1 (cM. pasgen "MexaHu3Mmbl 3awmTtbl Secret Net
Studio n npuHUKMNbI X paboTebl" B rnaee 1). [Ans XpaHeHUs Kaouen wmdpoBaHus
OAHHbIX MOryT TaKXe WCMOoNb30BaTbCs CMEHHble HOCUTENWM, TaKuMe KakK AWUCKETHI,
dnew-kapTtbl, USB-dnew-Hakonutenun un 1.n. K HUM Takxxe NpuMeHMM TEPMUH "naeH-
TudmrkaTtop".
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KoHTponb

MNMepcoHanbHbIN MAeHTUDUKATOP BblAAETCA MOMb30BATENO aAMUHUCTPATOPOM. OAMH 1
TOT K€ NepPCoHanbHbIA NAEHTUDUKATOP HE MOXET 6bITb MPUCBOEH HECKOSIbKUM MOJb-
30BaTeNsiM OAHOBPEMEHHO. pn 3TOM 04HOMY MOMb30BATEN0 MOXHO NPUCBOUTb He-
CKONbKO wuaeHTudwukatopos. Ecnm wucnonb3dyetca T[MAK "Cobonb" B pexume
nHTerpaumm ¢ Secret Net Studio, MakcuManbHO BO3MOXHOE KOMMYECTBO MPUCBOEH-
HbIX NAEHTUHUKATOPOB AN OAHOro nonb3oBatens — 32.

AOMUHUCTPaTOp 6€30MacHOCTU MOXET BbIMOMHATL Cleaylolme onepauum C nepco-
HanbHbIMU UAEHTUPMKATOPAMN:

e VHMUManuM3aumsa maeHtundmkatopa - dopmaTupoBaHue, obecnedmBarollee BO3-
MOXHOCTb MCMNOJIb30BaHUsl naeHTudmkaTopa B cucteme Secret Net Studio. Mpwm
3TOM yAansTCs TONbKO AaHHble SNS, HO He nonHas MHUUManm3aums naeHTndm-
KaTopa, NpeaycMOTpeHHasi npoussoauTeneM. JaHHas onepauusa Tpebyetcs, Ko-
raa B MNepcoHanbHOM uAeHTU(dMKaATOpe No KakuM-nMbo npuumHaMm 6bina
HapylleHa WnM OTCYTCTBYET CTPYKTypa AaHHbIX. PopMaTUpoBaHWIO noanexart
TaKXXe WU CMEHHble HOCUTENN, NpeaHa3HaYeHHbIe AN XpaHEHUS KoYen;

e npucBoeHue (OTMeHa NpUCBOEHUS) naeHTudmkaTopa — AobaBneHne B 6asy AaH-
HbiX (yaaneHue un3 B[]) Secret Net Studio cBeaeHuii 0 TOM, 4YTO MOSb30OBaTENIO
NPUHALNEXMUT NepCoHasbHbIA MAEHTUdMKATOP AAHHOIO TUMNA C YHUKaNbHbIM ce-
pUIAHBIM HOMEPOM;

e BKJIOYEHME (OTK/IOYEHME) peXuMMa XpaHeHUsa nNapons B uaeHTudukaTtope — oo-
6aBneHune B 6a3y aaHHbIX (Yaanenue ns bl1) Secret Net Studio cBeaeHuit o Bkto-
YeHUM Ans NOoNb30BaTeNs peXxuma XpaHeHus napons B uaeHTudwukartope.
CoBMECTHO C NPU3HAKOM XPaHEeHUs Napons B naeHTuduKaTope MoxeT 6biTb 3a-
nucaH cam napoJsb nosab3osartens mbo, ecnm naposb He Hbi1 3anMcaH B npouecce
NPUCBOEHUS MaeHTUdUKaToOpa, Nosb30BaTelb MOXET 3anucaTb ero no3xe, npwu
nepBoOM BXOAE B CUCTEMY MO maeHTUdUKaTopy. Ecnm naponb nonb3oBaTtens co-
XpaHeH B uaeHTndukaTope, T0 Npu BXOAE B CUCTEMY OH HE BBOAUTCH C KJlaBua-
TYypbl, @ CYUTLIBAETCA U3 uaeHTUdMKaTopa. Mpn OTKAIOYEHMN PEXMMA XPaHEHMUS
BbIMO/IHAETCS TakXe yAaneHne naposs U3 naMsTm NepcoHanbHOro naeHTudmka-
TOpa, HO NMpu 3TOM NAEHTUHUKATOP OCTAETCA 3aKpersiIeHHbIM 3a MOMb30BaTesEM;

e BKJIlOYEHME M OTK/IOYEHME pexmma paspeleHuns Bxoga B MNAK "Cobonb" - npu
BKJTIOYEHHOM peXxXunMe Nosb30BaTe o pa3peLleHo Ncnosib3osaTh Ans Bxoaa B [MAK
"Cobonb" naeHtTndmkaTop, NPUCBOEHHLIN B cucteMe Secret Net Studio.

MpakTnyeckoe NMpUMEHEHWe NMepCoHasbHbIX WMAEHTUMOUKATOPOB pacCMaTpUBaEeTCs B
cooTBeTcTBYtOWEeN nabopaTtopHon pabote (cM. HMxe). Bonee noapobHble cBeaeHMUs
06 X NPMMEHEHMM CM. B PYKOBOACTBaxX aAMUHUCTPATOpa Mo NpUHLMNAM NOCTPOEHMS
M MO HaCTpOMKe M 3KChlyaTauumn CUCTEMbI.

HesiIoCTHOCTU pecypcoB

Kak y>xe oTMeyanoch B rnaee 1, MexaHmaM KoHTpons uenocrtHoctn (KL) npeaHasHa-
YeH ANS CeXeHUs 3a HEM3MEHHOCTbIO COAEPXXMMOro pecypCcoB KOMMbIOTEpPa, a ero
[EeNCTBME OCHOBAHO Ha CPaBHEHMW TeKYLUMX W 3TanOHHbIX 3HaYE€HWN KOHTponmpye-
MbIX MapaMeTpoB MpoBepsieMblX pecypcoB. lMpn obHapy>XeHWM HeCOOTBETCTBUSA CU-
cTeMa onoseLlaeT aAMMHMUCTPaTopa O HapYLIEHUN LeNoCTHOCTM pecypca W BbIMOSTHAET
334aHHOE Mpu HaCTporike AencTBue, Hanpumep, 610KMpyeT KOMMbIOTEP, HA KOTOPOM
3TO HecooTBeTCTBME 06Hapy>keHo. HacTporika MexaHmnama KL MoXeT ocywecTBnaTbCs
COBMECTHO C MEXaHM3MOM 3aMKHYTOWM NporpaMMHoOn cpeabl (CM. CieaytoLyto rnaBy).
Mpwn 3TOM UCcnonb3yeTcsa eanHas moaenb aaHHbiX (M), KoTopasa npeacraBisieT Co-
6011 nepapxmio 06bEKTOB C ONMMCaAHNEM CBA3EN Mexay HuMn. M1 coaepxuT 5 kartero-
puin 06bEKTOB:

e pecypc - onucaHue dalna unm Katanora, NepeMeHHoON peecTpa Uan Kawya pe-
ectpa Windows. OgHO3HauYyHO onpeaensieT Mecto HaxXOoXAEHUST KOHTPOSIMPYEeMOro
pecypca v ero Tmn;

e rpynna pecypcoB — 06beANHSIET HECKOJIbKO OMMCaHWiA pecypcoB OLHOro Tuna
(dannbl n katanorm unm obbeKTbl CMCTEMHOIO peecTtpa). Hanpumep, ncnonHse-
Mble (alnbl UKW KHOUYU peecTpa, OTHOCSLMECS K KOHKPETHOMY MPUIOXEHMIO.
OAHO3HaYHO ornpejensieTcs TMNOM BXOASLLNX B FPynny pecypcos;

e 3apauva - Habop rpynn pecypcoB OAHOMO U TOrO XE€ WM pa3sHbIX TUMoB. Hanpu-
Mep, 3ajayva MOXET OAHOBPEMEHHO BKJYaTb IPynmny CUCTEMHbIX dannos wu
rpynny o6bekToB cncrtemMHoro peectpa Windows;
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e 3apaHue - onpegenset napameTpbl nposeaeHusa KLU-3MC. Hanpumep, mMeToabl
KOHTPONSA, anropuTMbl pacyeTa KOHTPOJIbHbIX CYMM, pacnucaHue npoBeaeHus
KOHTPONSl, peakunnm CUCTeMbl Ha ObHapyXeHHble owunbku. BkntovaeT B cebs
Habop 3agZay M rpynn pecypcoB, Mogsexawunx KOHTposw. Hanpumep, npu uc-
NosIb30BaHNM 3aMKHYTOW MNPOrpaMMHONM cpeabl MOXET 06beanHATb ONUCaAHUS UC-
nosHsSeMbIX (alnoB, pa3pelleHHbIX AJs 3anycka onpeaeneHHoW rpynne
nosb3oBaTesnien;

e Cyb6beKkT ynpaBneHuUs — UM MOXET 6blTb KOMMbLIOTEP M Ipynna, BKAYaroLwas
nosb3oBaTesien Man KOMMbTEPbI (@ NpW 0KasIbHOM yNpaBieHUn — TakXe U oT-
AenbHble nosnb3oatenn). Onpeaenser KOMMNbOTEPbI, HA KOTOPbIX BbINOJIHAETCS
KOHTPOJIb LIe/IOCTHOCTM B COOTBETCTBUM C HA3HAYEHHbIMW 3a4aHMUSAMUK, N NOb30-
BaTesieil, KOTOPbIM pa3peLleHo 3anyckaTb NPoOrpamMMmbl, 3agaHHble 3a4aHNsMN 3a-
MKHYTOW MpOrpaMMHOM cpeapbl.

O6beKTbl 04HOM KaTeropun ABASKTCA NOAYMHEHHBIMU (BbILLECTOSALWLMMM) NO OTHOLLE-
HUIO K 06beKTaM Apyror Kateropum. Tak, pecypcbl SBASOTCS NOAYNHEHHBIMU MO OT-
HOLUEHMIO K rpynnaM pecypcoB, KOTOpble, B CBOK oyepeab, MOAYMHEHbI 33ajadvaM.
BkntoueHwe pecypcoB B rpynnbl, rpynn — B 3a4a4u, a 3ajay — B 3a4aHNs Ha3blBaeTCs
YCTaQHOBJ/IEHMEM CBA3EN MeXAY HMMU. B KOHEYHOM MUTore 3aaHns Ha3Ha4valTcsa Ccybb-
ektam. M, Bkiovawwas B cebs 06bekTbl BCeX KaTeropui, mexay KOTopbiMK yCTa-
HOBJ/IEHbl BCE HYXHble CBSI3W, — 3TO noAapobHas MHCTpykuua cucteme Secret Net
Studio, onpeaensawwWwasn, YTO N Kak AOMKHO KOHTPOIMPOBATLCS.

Mogaenb AaHHbIX COCTOUT M3 ABYX YacTel: 04Ha — OTHOCUTCS K 3aMKHYTOM NporpamMm-
HOW cpeae, Apyras — K KOHTPOJO LenocTHoCTU. Habop 3aaaHuin ona Kaxaon n3 atux
yacren moaenu ceoi. MNpu 3TOM 3aaayu, rpynnbl PECYpPcoB U Pecypcbl MOTYT BXOAUTb
KaK B OA4HY, TaK U B APYryr 4aCTb MOAESNN.

JlokanbHas 6a3a aaHHbix (J164) KL-3MC opraHM3oBaHa Ha KaXAoM KOMMbHOTEPE B
Bnae Habopa dannos, XpaHAaLWKUXCS B nogkaTanore Karanora ycraHoBku Secret Net
Studio, 1 coaep>XnT OTHOCALLYIOCS K 3TOMY KOMMbIOTEPY MOAENb AaHHbIX.

B ueHTpannsoBaHHOM XpaHunuuwe dhopMupyeTcs LeHTpanbHasa 6a3a gaHHbix (LIBA)
KU-3MNC. Ons opraHuMsaumm LEHTPanmM3oBaHHOIO YrpaBJfieHMs CO34aloTcs ABe OT-
AeNbHO XpaHsLWnecs Moaenu aHHbIX — AN KOMMbIOTEPOB Noj yrnpasneHmeM 32-pas-
pagHbix Bepcuin OC Windows v ans KOMNbloTepoB C 64-pa3psigHbIMU BEPCUSIMU
onepaumnoHHbIX cUCTEM. Kaxaas v3 UeHTpanm3oBaHHbIX M sBnsetca obuwien ans
BCEX 3aluMLiaeMbIX KOMMbOTEPOB nog ynpasneHmneMm sepcuii OC Windows cooTseT-
CTBYHOLWEN pa3psiaHOCTU.

Onsa Hactponkun mexaHmsmoB KL mn 3MC ncnonb3yerca Bxoasiwas B COCTaB K/MEHTA
SNS nporpammMa "KoHTposnb nporpaMM mn aaHHbiX" (ganee — nporpamMma ynpassieHus
KL-3MC), B KOTOPOM MOXXHO MCMNO/Ib30BaTb aBTOMATMYECKUE M PYYHbIe cpeacTBa (op-
MUpPOBaHMSA snemMeHToB M.

Hwuxxe onucaH obwuin nopsiaok HacTporkm mexaHmama KL,

1. NMNoaroToBKa K NOCTPOEHUIO MoAesIM AaHHbIX. Ha 3TOM 3Tane BbINOMHAETCA
aHanms pasmeueHuns NO 1 gaHHbIX Ha 3aWULWAEMbIX KOMMbIOTEPAX W OCYLLECTBASETCS
MOAroTOBKa K MPOBEAEHNIO HACTPOMKM.

Mpwn npoBeaeHnn aHanusa paspabaTbiBatoTcs TpeboBaHus K HacTporike KLU mn 3MC,
BKtOYatoLwme B cebs:

e CBeAEHMS O 3aluMLLaeMbIX KOoMMbloTepax (ycraHoBneHHoe MO, nonb3oBaTenu u
nx PyHKLMOHaNbHbIE 06593aHHOCTHN);

e nepeyeHb PecypCcoB, MOANEXALUMX KOHTPOSIO LIENIOCTHOCTY;

e repeyeHb NMporpamM, C KOTOPbIMW pa3pelleHo paboTaTb pa3HbIM rpynnaM nosb-
30BaTenen.

M3 yncna 3awwmiaeMbiX KOMALIOTEPOB BbIAENSOTCS MPYMMbl KOMALIOTEPOB C MOJHbLIM
COBMaAeHneM, 4YaCTUYHbIM COBMAAEHMEM U C YHUKANbHOM KOHpUrypaumen MO n gaH-
HbIX. OcyLlecTBnseTcs NoAroToBka paboyero Mecta agMMHUCTpaTopa 418 npoBese-
HUSA HacTpolkn. Ha paboyem Mecte Heob6xoAMMO YCTaHOBUTb BCE MNPOrpaMMHoEe
obecneyeHne, onMcaHMe pecypcoB KOTOPOro npeanosiaraeTcs BbINOAHSATL aBTOMaTU-
YecKnMK cpeacTBamMun fobaBneHMsa 3a4a4 B MoAesb AaHHbIX.

2. MNocTpoeHune cpparMeHTa MOAENU AAHHbIX MO YMOJIYaHMIO. DTOT 3Tan BbINoJ-
HAEeTCA TONbKO Npu (popMMPOBaHMM HOBOW MOAENM C HynsA. B M aBTomaTtnyecku 4o-
6aBnsoTCcs onmncaHmMsa Ans BaxkHbix pecypcoB OC Windows, a Takxke onucaHus
pecypcoB HEKOTOPbIX MPUKIAAHbIX MporpamMm.
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3. lo6aBneHme 3agay B Mmoaenb AaHHbIX. B M[] nob6aBnaoTca onvcaHus 3aaad
(npuknagHoe n cuctemHoe MO, Habopbl dhannos AaHHbIX U T.4.) AN KOHTPONs ue-
JNIOCTHOCTM.

Llenbto 4gaHHOro atana HacTpolriku AABAseTcs AononHeHne M dparmMeHTOM, BKIO4Ya-
OLLMM CMMCOK ApYrnx HeobxoamMmbix 3agad (nommmo pecypcos Windows u Secret Net
Studio). ns aToro MoryT 6bITb MCMNOb30BaHbl KaK pydHble MeToAbl, Tak U crneumanb-
HbI MEXaHW3M reHepauuu 3agay. 3ajayn CO3[AK0TCA Ha OCHOBAHMM CBeAeHWun 06
yCTaHOB/IEHHOM Ha koMnbtoTepe MO. [ns 3Toro ncnonb3ytotcsa ceeaeHns MS Installer
n Apnbiku MeHo "Myck" OC Windows. PekoMeHAyeTcs MCnonb30BaTb MEXaHU3M reHe-
pauMm Npu HarnosIHEHUM MOAENN AAHHbIX CIOXHbIMW 33ajayamu, BKJOYAOLWMMU B
cebsa 6onbLIoe KONMYECTBO pecypCcoB.

Mepen HayanoM reHepaumv agMMHUCTPaTOp 6€30MaCHOCTU MOXET NPOCMOTPETL CMu-
CoK ycTaHoBneHHoro MO v BbibpaTb Te NPUIOXKEHUS, AN KOTOPbIX AOSIKHbI 6bITb Ccre-
HepupoBaHbl 3agauu. Mpu 3ToM B 3agaum 6yayT aBTOMaTUYECKM BKIKOYEHbLI PECYpPCh,
CBSI3aHHbIE C UCMOJIHSAEMbIMU MOAYIAMM BblibpaHHoro MO. MoXHO Takxe 3aAaTb AO-
NoSIHUTENIbHOE YCNoBUE UIbTPaLMM 0TEUPaAeMbIX PeCypCoB.

4. flo6aBneHne 3afaHM M BKJIlOYEeHUE B HUX 3agad. Llenb gaHHoro stana -
cchopMMpoBaThb 3a4aHna Ha OCHOBE 3a4ad, CO34aHHbIX Ha MpeabiayweM sTane. Ans
3aaHU KOHTPONS LIESIOCTHOCTU AO/MHKHA ObiTb BbIMOSIHEHA HACTpoOWMKa, B KOTOPOM
yKa3blBaloTCS

e  MeTOoAbl M anropuTMbl KOHTPOMSA 3alUMLL@eMbIX PECYpCOB;
e  peakuus CUCTeMbI B Cllydae HapyLUeHMs LLeTI0CTHOCTU pecypcoB;

e nepeyeHb COObITUI, PErNCTPUPYEMBIX B XXypHane;

e pacnucaHue, B COOTBETCTBMM C KOTOPbIM A0/KHA NPOBOAUTLCA NpOBEpKa.
5. Pacuer aTtanoHoB. [ BCex 3aaHni pacCuUnTbIBAOTCS 3TaslOHbl peCcypCoB.

[aHHbI 3Tan HeobXxoAMM Ana KOHTPOIMPYEMbIX peCypcoB, BXoAsLWMX B 3agaHns KLi-
3MC. Ecnn M[ co3aaeTcs C NOMOLLbIO MacTepa, TO Npoueaypa pacyeTa 6yaeT Bbinon-
HeHa aBToMaTuyeckun. Ecim xe ee NoCTpoeHne OCyLLEeCTBASETCA C MCMNO/b30BaHNEM
reHepartopa 3a4ay Win BPYYHYIO, pacyeT 3TasIOHOB A0MXKEH BbIMOAHATLCS OTAEbHO.

Ha sTane HacTtpoikn MmexaHmnamoB KL n 3IMC uenecoobpa3Ho NpUMEHSTL creaytolne
cnocobbl pacyeTa 3Ta/IOHOB:

e pacyeT 3TaJIOHOB BCEX KOHTPONIMPYEMbIX peCypcoB nokanbHon M/ (B 3TOM ciiyyae
B LIEHTPanNn3oBaHHOM pexmnme paboTbl nporpamMmbl "KOHTpoONb nporpamMmm v AaH-
HbIX" MPOMCXOAMUT pacyeT 3TasloHOB TOJIbKO T€X PeCypCoB, KOTOPbIE OTHOCATCSA K
TUPAXKXMPYEMbIM 3a4aHUSAM);

e  pacyeT 3Ta/IOHOB KOHTPOJIMPYEMbIX PECYPCOB, OTHOCALUMXCS K OnpeaesieHHOMY
3aaHuio.

B nokanbHOM peXuMe pacyeT 3TasloHOB MOXET 6biTb BbIMOMHEH A1 BCEX PECYPCOB
nokanbHoi Ml, KpoMe TeX, KOTOpble BXOASAT B TUPAXMUpyeMble 3aaaHns (3TanoHbl Ta-
KMX PECYpPCOB PaCCUMUTLIBAIOTCS LLEHTPAIN30BAHHO).

B LeHTpann3oBaHHOM pexuMe 3TasnoHbl TUPaXXMpPyeMbIX 3a4aHuii nocne pacyeta 6y-
AYyT nepefaHbl Ha KOMMbIOTEPbI AN CUHXPOHM3aUMn. DTanOHbl peCypcoB AN HOBbIX
HeTUpaXXMpyeMbIX 3a4aHMUIN PacCYMTbIBAOTCA Ha KOMMbOTEpPaxX aBToOMaTUYeCcKM nocne
ux nepeaaumn B JIB npn CMHXpOHU3aUNN.

6. BknroueHmne mexaHmsma KL. YcraHaBnmBatoTCa CBA3M 3a4aHUI KOHTpPONs ue-
NOCTHOCTM € cybbekTamm "KomnbioTep" mnm "Ipynna" (komnbtotepoB). C 3TOro Mo-
MeHTa MexaHu3M KLl HauMHaeT AeNCTBOBATb B LUTATHOM peEXMME.

MexaHun3m KL| Bkto4aeTcsi, Kak TO/bKO KOMMbOTepy 6yaeT Ha3zHavyeHo 3agaHue Ha
KL, ¢ 3agaHHbIM pacnucaHuem (B LeHTPasiM30BaHHOM peXxunuMe BKIIUYeHne MexaHn3sma
Ha KOMMbIOTEPE MPOU3ONAET MNOoC/e CUHXpOHM3aumn JIB[ paHHOro KommbkoTepa C

LBA).

7. MNMpoBepka 3agaHui. Nepea HayanoM akcnayataumm mexaHmama KL MOXHO Bbl-
NOSTHUTb MPOBEPKY KOPPEKTHOCTU HACcTpoeK 3afaHWuii, KOTopas 3ak/4aeTcs B He-
MeAJIeHHOM BbIMO/IHEHUM 3a4aHus He3aBMCMMO OT pacnucaHus. Takas npoBepka
No3BONSIET CBOEBPEMEHHO NUCMPAaBUTb OLUINMOKM, CBA3AHHbIE C HEKOPPEKTHOW HACTpOi-
KOW 3a4aHuin.

MpoBepKa BbIMNOMHAETCA OTAENbHO ANA KaXAoro 3agaHusa. Mpu 3ToM Ana 3aaaHus
[OJKHbI BbITb PAacCUMTaHbl 3TaNoHbl, U OHO AO/IKHO 6biThb CBSA3AHO C CYyObLEKTOM.
MpeaycMoTpeHbl CneaytoliMe PexXnMbl NPoBEPKN:
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e 06neryeHHbIit pexuM — cobbITUS B XXypHane He perncTpupyroTcs, U peakums Ha
OLWNBKM He oTpabaTbiBaeTcs. [0 3aBepLUEHUM MPOBEPKW BbIAAETCS CMUCOK 06Ha-
PY>X€HHbIX OLIM6O0K;

e  PEXMM MOMHOM MMUTALUUKN — COBbITUSE PErMCTPUPYHIOTCS, U cMcTeMa oTpabaTbiBaeT
peakuuio Ha OWwmnbKM.

Mo 3aBepLEHNN NPOBEPKUN BblAAETCA CMNCOK O6Hapy>KeHHbIX owmbok.

B nokanbHOM pexume paﬁOTbI nporpaMmMmbl NpoBEPKY MO>XXHO BbIMNOJTHUTbL ANA nobbix
3a4aHumn KL, cBA3aHHbIX C KOMMbOTEPOM (BKﬂIOLIaFl 3a4aHund, co3gaHHblE LEeHTpann-
BOBaHHO). B ueHTpannsoBaHHOM pexunme BO3MOXHa JIoKanbHas npoBepka TUPaXXupy-
€MbIX 3a,anM171, a TakKXe yaasieHHasa npoBepKa No6bIX LUEHTPa/IN30BaHHbIX 3ajaHun
Ha BKJ/TIOYEHHbIX KOMMbOTEPAX Bbl6paHHbIX CY6'bEKTOB.

MpakTuyeckyo peanmsaumio HaCTPOMKN MexXaHM3Ma KOHTPOS LIeNOCTHOCTU paccMmar-
p1BaloOTCA B COOTBETCTBYOLWEN nabopaTtopHoi paboTe (CM. HUxe).

3apaum, BO3HMKaroLWMe B rnpouecce s3Kcrjiyatauum

Bo Bpems ycTtaHoBKM knneHTckoro MO cucrembl Secret Net Studio nposepsieTcs Hanu-
ymne mogenu gaHHblx B B KU-3MC. Ecnun M oTCcyTCTBYET, aBTOMaTUYECKN BbIMOSHSA-
eTcs ee HOPMMPOBAHME U HaMNOIHEHWE 06 bEeKTaMM N0 YMOMYAHMIO.

Mpu HayanbHOM HOPMUPOBAHUKN B MOoAesb A06aBNAIOTCS Creayolme 3a4aHns:
e "3apaHue ans KoHTponsa pecypcoB Secret Net Studio";

e "3apaHuve ansa kKoHTponsa peecrtpa Windows";

e "3apaHue ans koHTponsa dannos Windows".

3a4aHusa BK/IKOYAOT rOTOBbIE 3a4a4M C pecypcaMm, chopMMpOBaHHbLIMK MO Npeaonpe-
AE€NeHHOMY CNUCKY. ,D,J'IFI 3TUX 3a,anV|17| yCTaHaBIMBaAOTCA CBA3W CO cCneayrwmMum
cybbekTamu:

e C cybbekToM "KoMnbtoTep" — B NOKaNbHON MOAENu;

e C cybbektoMm KL SecretNetICheckDefault (gna 32-paspsgHbix OC) wnu
SecretNetIcheckDefault64 (ans 64-pa3psaHbix OC), KOTOPbIN COAEPXKMUT CANCOK
3almaemMbiX KOMMNbOTEPOB AOMeHa 6e30MacHOCTM C YCTaHOBIEHHOW Bepcuei
OC cooTBeTCTBYIOLWEN pa3psgHOCTU — B LLEHTPANIM30BaAHHOW MOAENN.

Takxxe B Moaesb A06aBNsA0TCA HEKOTOPblE AOMNOHUTENbHbIE 33[a4n, HE CBA3AHHbIE
C 3a4aHuNsaMMU.

B npouecce akcniyaTtauMmM CUCTEMbI MOXET BO3HUKHYTb HEOBXOAMMOCTb KOPPEKTU-
POBKW WM NepecMoTpa MoAenu AaHHbIX. Ecnn npeanonaraeTcs kapanHanbHas nepe-
paboTka Moaenu, TO fydlle BbINONHWUTL ee Cc Hynsa. Ecnu nepepabotke 6yaer
noABeprHyTa Hebosbllas YacTb MOAESM, TO B 3TOM C/lydae MOXHO NPUMEHUTb OTAEb-
Hble npoueaypbl MoanbUKaLUM MOAENMN.

HaCTpOﬁKa ayauTa B cucteme

HacTpoiika perncrpauymm cobbiTUi Ha KOMNbIOTEpPAX

Mo ymonuaHumto B xxypHane Secret Net Studio pernctpumpytoTtcst Bce BO3MOXHble CObbi-
TUSI, KPOME HEKOTOPbIX CObbITUIN KaTeropmn "KoHTpOoAb NPUNOXEHNIA", @ TaKXKe HEKO-
TOpbIX CO6bLITMI KaTeropuii "KoHTponb uenoctHoctn" n "AncKpeunoHHbIn goctyn'.
OTaenbHble KaTeropmmn cobbiTuii (HanpuMep, cobbiTna kateropum "Perncrpaumns') pe-
FMCTPUPYHOTCA B 0693aTeNbHOM MOpsSAKe, U UX PErNCTPaLMIO OTK/TOUYUMTL Henb3s. Co-
Aep Kallnecs B XypHasne CBeAeHMs coaepxaT noapobHyo MHMOopMaLmio 4Ns aHanusa
COBbITMI N NO3BOMISAOT KOHTPOSIMPOBaTb paboTy MEXaHM3MOB 3alMThlI.

B nporpamMme ynpaBfieHUSI MOXHO M3MEHUTb OrpaHMyeHne MakCMManbHOro obbeMa
XXypHana Secret Net Studio n nonutnky nepesanucm xpaHsiwencsa nHgopmaummn. [o-
NyCTUMbIA AMana3oH 3Ha4YeHU NnapaMeTpa, onpeaensowero pa3mMep XypHana cobbi-
T (B kmnobarrtax), — oT 64 no 4 194 240 K6 (c warom 64).

PekoMeHAYEMbI MaKCUManbHbIN pa3Mep AN KaXaoro M3 XYpHaloB — He MeHee
512 K6.

Ons obecneyeHns BOSMOXHOCTU ayauTa OTC/IEXMBAHUS MPOLLECCOB CpeAcTBaMu Cu-
CTeMbI 3alMTbl B XypHane SNS MOXHO HaCTpOUTb perncrpauuio cobbiTuin 3anycka m
3aBepLueHns paboTbl NpUAoXKeHNM (MpoLLeccoB):

° COGbITVIVI, OTHOCALLUMXCA K pa60Te TONbKO TEX HpMﬂO)KEHMVI, 3anyCK KOTOpPbIX Bbl-
MOJIHEH NOJib30BATE/IEM KOMMbIOTEPA,;
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. cobbITni 3anycCka u 3aBeplieHunda angd BcexX npoueccoB CUCTEMbI — HE TOJIbKO MNOJ1b-
30BaTeIbCKNX ﬂpVIJ'IO)KeHVIVI, HO U CUCTEMHDbIX.

Mpumeyanue. Peryctpauums cobbITuin 415 BCEX NPOLECCOB CUCTEMbI MOXET CYLLECTBEHHO YBENUYMUTD
Harpyaky Ha siapo Secret Net Studio  cnoco6cTBoBaTH GbICTPOMY NEPENONHEHMIO XYypHaNa 3an1csmm o
Takux coObITUsAX. B BONbLIMHCTBE CIy4aeB AaHHbIA PEXUM PErucTpauun He SBRSETCA HEODXOaMMbIM,
MO3TOMY NO YMOIYaHWIO BKIKOYEHA PETUCTPALMS COOBITMIA, OTHOCALLMXCS TOMNBKO K MOMb30BaTeNbCKAM
NPUIOKEHUAM.

JlokasnibHble >KypHaJibl perucrpauyum co6biTui

Ha paboumnx CTaHUMAX C yCTaHOBMIEHHBIMU CpeAaCTBaMM 3awmTel SNS npoucxoasiume
B CUCTEME COBbITUS PErNCTPUPYIOTCS B XXypHanax:

e B XYypHane cobbituii Secret Net Studio HakannmBaeTca MHdopMaLma 0 CObbITUSX,
perucTpmpyeMbiX Ha KOMMblOTepe cpeacTBaMM cucTeMbl 3awmTbl. CoCTaB perun-
CTpUpyeMbix cobbITUIA onpeaenseTca napaMeTpamMmm AeUCTBYOLWEN NoNnUTUKN 6e3-
onacHocTtu. XypHan MCnosb3yeT Takon xe dopMaT AaHHbIX M COCTaB Monen
3anmcen, Kak 1 WwraTHble XypHanbl OC Windows;

e B WTaTHbIX XypHanax OC Windows perncrpmpytotcs TofibKo Te cobblTusl, KOTO-
pbleé UMEIOT OTHOLLEHME K ONEPaLMOHHON CUCTEME.

[nsa nokanbHOM paboTbl C XXypHanaMu MOXET UCMOoNb30BaTbCA nporpamma "Jlokanb-
HbIA LLeHTP ynpasfieHuns", KoTopas NO3BOMSET 3arpyXaTb M NpPoCcMaTpuBaTh 3anucu
XypHana SNS 1 wraTtHbIX )ypHanos OC Windows, XpaHSLWMXCS Ha KOMMNbOTEPE J10-
KasibHO.

XpaHeHue U OUUCTKA JIOKaJIbHbIX YXYPHaNoB

Mpu perncrpaumm cobbiTUiA 3aMMcK 0 HUX MOMELLATCS B COOTBETCTBYHOLLME NIOKasb-
Hble XypHanbl (WTaTHble XXypHanbl OC Windows 1 xypHan Secret Net Studio). 3anucu
M3 JIoKasbHbIX >XYPHANOB MOryT 3arpyxaTbCs B nporpamMMmy "JIoKasbHbIM LEHTP
ynpasneHus" unm B Apyryto nporpamMmmy paboTbl C XXypHanamm (Kpome xypHana Secret
Net Studio).

JlokanbHbIe XypHasnbl SNS XpaHSATCA B JIOKASIbHOM XpaHuauLe 40 MOMEHTa X nepe-
[ayn B LEeHTpanM30BaHHOE XpaHunvLe Ha cepBep 6e3onacHocTn. OTnpaBKy foKasb-
HbIX >ypHanoB B B[ CB cneayer npoBoaAuTb CBOEBPEMEHHO, Wu3beras wux
nepenosiHEHMS MY Ype3MepPHOI Harpy3kn Ha Cb 1 KaHasbl CBSA3M MPpU X NOTYYEHUW.
YT06bI M36eXxaTb Npobnem, CBA3aHHbIX C HECBOEBPEMEHHOW NepeAaden AaHHbIX, aa-
MWHUCTPaTOpy 6e30MacHOCTM cneayeT NPoBEpUTb U MpU HEOBXOAMMOCTU OTKOPPEK-
TUpoBaTb NapamMeTpbl c6opa XXypHasoB..

Mocne nepenaumn nokanbHbIX XXypHanos SNS B B/] Cb nponcxoauTt o4ncTKa nx coaep-
XKMMOrO.

Mo Mepe perucrpauum cobbITUIA 3aMUCK XKYPHaNOB B JIOKASIbHOM XpaHWAMULLLE MOryT
3aMeLlaTbCs HOBbIMM 3anncsiMu. NoBeaeHMe CUCTEMbI B YacTy nepe3anuncu nHhopMa-
UMM o cobbiTnax B xxypHane SNS HacTpamBaeTcs oTAeNbHbIMU NapaMeTpaMu.

B nporpaMme ynpaBneHus Nosib30BaTe/lb MOXET 3KCMOPTMPOBaTb 3anmncu XypHanoB
B hannbl. Mpu akcnopTe xypHana SNS akcnopTMpyroTcs Takxke daisibl U3 XpaHmnuwa
TEHEBOro KOMMPOBaHMUS, OTHOCSILLMECS K SKCMOPTMPYEMbIM 3amnncsiM.

Bo3MoxkHa ouncTka xypHana Secret Net Studio, npy KOTOpoOWM U3 NOKaNbHOro XpaHu-
nvwa yaansawoTcsa Bce 3anucu uam BbibpaHHas nx 4yactb. Bmecte ¢ aTuM npomcxoant
OYNCTKaA XpaHWUIULWA TEHEBOrO KOMMPOBAHMA — yAansoTcs dalnibl, KoTopble 6bum
noMeLlleHbl Tyaa Npu perncrpaummn COOTBETCTBYOLWNX COBbITUNA.

Bo3MoXHble AeCTBUSA MoSb30BaTeNEeN Haj XypHanamMu onpeaensioTcs COOTBETCTBY-
OLLNMM MPUBUNETNAMMU.
MNMpenocraBneHne NpPUBWIErnii AOCTyNa K XypHanam

[ocTyn K 3anucaMm XypHasioB NPeaoCTaBsETCA COTPYAHMKaM, OTBETCTBEHHLIM 3a
ynpaBneHne cUcTeMoi 3awwuTbl. MNpaBa Ha 3arpy3Ky 3anuceit 1 ynpaBfieHne coaep-
XWMbIM >XXYPHa/I0B ONpeaensioTca NpuBUIErMsaMuM nonb3oBaTtenei Ana paboTsl C f10-
KaNbHbIMU U C LLEHTPANN30BaHHbIMU XXYpHanaMu.

[na nokanbHoOM paboThl C XypHanamMu NPeaoCcTaBnsaoTCca cleayowme npusmunernm:

e "lMpoCcMOTp XypHana cucrembl 3awuTbl” — MOSb30BaTe/b MOXET 3arpyXaTb AN
npocMoTpa 3anucu nokanbHoro xypHana Secret Net Studio;
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e "YnpaBneHue >XXypHanoM CUCTEMbl 3alWmTbl" — MOMb30BaTes/lb MOXET 3arpyxaTtb
A9 NpOCMOTpa 3anucy flokanbHOro XxypHana Secret Net Studio, a Takxe ocy-
LLEeCTBASATb €ro OUYUCTKY.

Mpumeyanue. MNpreunerns "YnpaeneH1e XypHanom CUCTEMbI 3aLMTbI" BKMOYaeT B cebsi paspeLLermne
Ha npocMoTp xypHana Secret Net Studio. OgHako BO Bcex cryyasix, Kora nonb3oBaTensam HyxXHa npu-
BUIErMs Ha ynpaBreHue XypHaroM, pekOMeHaYyeTCs NPenocTaBnsATb 0be 3TV NpUBMNETUM.

OnoBeleHuns o cobbiTUAX TpeBOrun

CobbITMSAMM TpeBOrM cumuTaloTCs COObITUSA, KOTOpble PErncTtpupyroTcs B >KypHane
Secret Net Studio nnu wraTtHoM xypHane 6esonacHoct OC 1 nmetoT TMn "AyauT oT-
kazos" nnum "Owmnbka". CobblTna TPEBOrM pasnNYaloTCA NO CTeneHM 3Ha4YMMOCTH ca-
MWUX COBbITUI N YPOBHIO BaXXHOCTU 06beKTa, Ha KOTOPOM OHUM MPOM3OLLIIN.

Kputnueckue cobbiTa MOryT MMeTb YPOBEHb TPEBOMN "BbICOKMIA" AN 06BEKTOB C Bbl-
COKMM YPOBHEM BaXXHOCTW UNKM "NoBbiWeHHbIN" — AN 06beKToB C 06bI4YHbIM YPOBHEM
WAL

Ba)>XHOCTU. MeHee 3HauuMble CObbITUS MMEKT YPOBEHb TPEBOMN "MOBbIWEHHbLIA" UIn
"HM3KMN" COOTBETCTBEHHO YPOBHIO BaXXHOCTU O0OBEKTOB.

YpoBeHb ANns CoObbITUN TPEBOMM, 3aperMcTpMpoBaHHbIX HAa AAHHOM KOMMbIOTEpe, onpe-
AensieTcs YpoOBHEM BaXXHOCTWM 3TOr0 KOMMbIOTEPA — €ro MOXHO YKa3aTb B MporpaMmme
ynpasneHust Secret Net Studio, B pasaene HacTpoek "YueTHast nHdopmaumsa" (cm.
nabopatopHyto paboty N23 rnasbl 2). Ecnn ana obbekTa ykasaH BbICOKUA YPOBEHb
BaXKHOCTW, NOCTynawLine yBeaomMaeHns 0 cobbiTusX TpeBOrM Ha 3TOM obbekTe byayT
YUUTbIBATbCA B cuUCTeMe C 6osiee BbICOKUM YPOBHEM. TO €CTb COBbITUS C YPOBHSIMU
TpeBorn "MoBblWeHHbIN" 1 "HOpManbHbIN" 6yayT WHTEpNpeTMpOBaHbl CUCTEMOM C

YPOBHAMM "BbICOKMIA" 1 "NOBbIWEHHbIA" COOTBETCTBEHHO.

CepBep 6e30MacHOCTM HaKarn/MBaeT CBeAEHUS O COBbITUSIX TPEBOrM B OTAE/IbHOM
XypHane. XypHan cobbiTuii TpeBorm hopMmnpyeTcsl U3 yBeAOMSIEHUI, HanpaBAsieMbIX
cepBepy OT 3alLMLLIAEMbIX KOMMbIOTEPOB.

C NoMoLLbIO HAaCTPOMKKN OTAENbHbIX NapaMeTpoB Secret Net Studio MoXxHO ynpasnsite
dunbTpauunen cobbiTuii TPEBOrN AN OrpaHUYeHUs MOCTYNatoWmMX YBEAOMIEHUA OT
3aluMLAaeMbIX KOMMbIOTEPOB, 3@ CYET Yero COKpaTUTb CeTeBor TpadumK 1 obecneuntb
nosyyeHve yBeaoMNEeHUM TONbKO O BaXHbIX COObITUAX.

Mpy BO3HWMKHOBEHWUW Ha KOMMbOTEPE COBLITUIA TPEBOMM CUCTEMA 3aLLUTbl MOXET J10-
Ka/ibHO onoBellaTb 06 3TOM TEKYLLEro rnosb3oBaTeNsl KoMMbloTepa. PexuM nokasnb-
HOro OMoBeLLeHUsI MOXHO BKJOYaTb WM OTKAYaTb AN BCEX MoMb30BaTenei
KoMmnbtoTepa (KOMMbIOTEPOB) MAW MNPeAoCTaBUTb MOSIb30BATENSIM  BO3MOXHOCTb
yNpaBnsiTb 3TUM PEXMMOM CaMOCTOATESNbHO.

HacTpoliky pexuma onoBeLleHMst MOXHO NMPOBOAWUTL C MOMOLLbIO NMPOrpaMMbl ynpas-
JIEHUNS LLeHTPaNNM30BaHHO 160 B JIOKANIbHOM pEXMME.

Mpu pernctpauun cobbITUI TPEBOrM Ha 3aLUMLLAEMbBIX KOMMbIOTEPAx, MOAYMHEHHbIX
cepBepy 6e30MacHOCTK UM ero NoA4YMHEHHbIM cepBepaMm, cuctema Secret Net Studio
MOXET aBTOMaTM4YeCKM onoBelLaTb 06 3TOM MO 3M1EKTPOHHOM MOYTE OTBETCTBEHHbIX
COTPYAHWKOB. Hanpumep, MOXXHO HAaCTPOUTb PacCbIKy YBEAOMIEHUI ClleayoWwmnM 06-
pasomM:

e PV BO3HUKHOBEHUM COObLITUI TpeBOrn karteropum "Bxoa/Bbixoad" Ha 3awmwae-
MbIX KOMMblOTEPax, NOAYMHEHHbIX AaHHOMY cepBepy 6e30macHoOCTH, yBeaoMme-
HMS HanNpaBASOTCS CUCTEMHOMY aAMUHUCTPATOPY;

e PV BO3HMKHOBEHUU COBbITUI TpeBorn kKateropuun "lNosIHOMOYHOE yrpaBieHue
[OCTynoM" Ha KOMMbKOTEpaxX, MOAYMHEHHbIX AAHHOMY cepBepy 6e30macHOCTU n
BXOASLUMX B OTAENIbHOE MoapasAaeneHne, yBeAOMIEHUS HanpaB/saTCa Havasb-
HUKY 3TOr0 NoApasAefeHns ;

e PV BO3HMKHOBEHUW NOBOro cobbITMS TPEBOMM Ha /O60M 3alLMLLLAEMOM KOMMbIO-
Tepe (M3 yncna KOMMNbIOTEPOB, MOAYMHEHHbIX AAHHOMY cepBepy 6e3omacHOCTU
NN ero NoAYMHEHHbIM CepBepaM) yBEAOMIEHMS HAaNpPaBNSOTCA aAMUHUCTPATOPY
6e30MacHoOCTU U ayauTopy.

Kak npaBuno, kaxaoe cobbiTve TpeBoru TpebyeT BbISCHEHUS NMPUUNH €r0 BO3HUKHO-
BEHWS 1 BbINOJIHEHUS 3KCTPEHHbIX AencTBuiA ana obecneveHuns 6esonacHoCcTm nHdop-
MaLMOHHOW cucTeMbl. ocne Toro Kak agMMHUCTpaTop 6e30MacHOCTUM MPUHSAN K
CBELIEHUI0 M NMpoaHanusupoBasn 06CTOSATENbCTBA BO3HUKHOBEHUS! COObITUSI TPEBOIY,
OH [0JIKEH BbIMOHUTL MpoLEeAypY KBUTUPOBaHUSA, T.€. NMOATBEPXAEHUS MONyYEHUS
WHdOpMaLUKN C ONUCAHUEM NPUHATBIX Mep.
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Pe>xnMbl 0TO6pa)keHnsa CBeAeHMU U3 )XypHasioB co6bITUI

[na aHanusa 3arpy>xeHHoi nHdopmMaumm o cobbiTusix Npu paboTe c XypHanamu B
nporpaMme ynpas/ieHusl NpeayCMOTPEHbI ClieayoLme pexunMsbi:

e pexuM "CobblTna" — OCHOBHOM M Hanbonee GyHKUMOHANbHbIA PeXuM AN nNpo-
CMOTpa W ynpaBfeHUs 3arnncsaMm XXypHasnoB, KOTOPbI NO3BOMSET BbINOHATL BCe
HeobxoAuMble AeACTBUSA: KBUTUPOBaHWE, neyatb, 3KCNOpT U np.;

e pexuMm "Yrposbl" oTobpaxaeT NosyyYeHHbIn B pe3ynbTaTe aHann3a 3arpyXeHHbIX
3anmcen CnmMcok CobbITUIN yrpo3 M npeaHasHaveH Ans NpeacTaBieHns aAMUHK-
CTpaTopy Mnun ayautopy Hambonee BaXKHOM AN HUX MHMOPMaLNN U3 XXy pPHANOB.

CobbITMs Yrpo3 NpeacTaBnstoT coboli CKoppenmMpoBaHHbIE WU pasbsCHSOWME CBe-
OEHUS1 0 3aperncTpmpoBaHHbIX COBLITUSIX TPEBOI (HaNpUMep, COBbITUSX C MPU3HaKaMu
noabopa napons).

MpaBuna noucka yrpo3 MOryT COo34aBaThbCs aAMUHUCTPATOPOM NGO BpyYHYy "C
Hyns", nnbo HenocpeaCTBEHHO Npu paboTe C XXypHanaMum Ha OCHOBaHUW OTAENbHbIX
3anucen.

MoapobHee o pexnmax "CobbiTnsa" n "Yrposbl" cM. B nabopaTtopHoi pabote N23 Huxe
B 3TOW rnase.
ApxuBupoBaHue 3anucei >kxypHanos us B[] Cb

Ona obecneveHns COXpaHHOCTU MHMOPMaLMK, @ TakXe ANS BbiBOAA HEAKTyasbHbIX
cBeaeHuit ns Bl n cokpalleHns BpeMeHU BbINO/THEHMS 3anNpoCoB K HEW cneayeT npo-
BOAUTb perynsipHoe apxusupoBaHue (MO pacnucaHuio Nnbo no crneumanbHOW Ko-
maHge w3 MY) uz B CBb 3anucer >XypHanos, MOCTYMMUBLUMX OT MOAYMHEHHbIX
3awmuaemMbix KomnboTepoB. CepBep 6€30MacHOCTM CO34aeT apXMBbl XXYpHasnoB B
darinax cneumansHoro dopmata *.omax. B HekoTopbix Bepcusix CYB[ aencrsytoT
orpaHm4yeHust Ha o6bem Bl n, ecnu pasmep 6asbl X NPEBLICUT, TO COXPaHEHNE HOBOW
nHdopmaumm 6yaet HEBO3MOXHO A0 OUMCTKM B1. ApXMBUPYIOTCS BCE 3anMCu XXypHa-
nos, umerowmecs B bl cepsepa 6€30nacHOCTM Ha MOMEHT Hayasna npouecca apxmBu-
poBaHusa (ans xypHana Cb - apXvBUMpPYHOTCA CBEAEHUS O 3aBepLUEHHbIX CEeCCUSX).
3anucu, noMeLleHHbIe B apXmB, YAANSATCA U3 LEHTPaIM30BaHHOMO XpaHuUamLwa.

BHumanue! UTtobbl BbINOMHATL apXVBUPOBAHME W OYMCTKY XKYPHAroB, MOMb30BaTeNto AomkHa ObiTb
npeaocTaeneHa npusmnenvs "ApxmBnpoBaH1e/BOCCTaHOBIIEHNE XypHamoB'".

JTabopatopHasa pa6ota Ne1 "JlokanbHaa HacTponka

Secret Net Studio B cooTBeTCcTBUM C 3aA4aHHbIMU NapameTpammu™
B coctaB koMnoHeHTOB SNS, ncnonb3yeMmbiX 4SS JIOKAAbHOrO yrnpaBieHusi, BXOAAT
cneayrowme nporpamMmHble CpeacTBa:
e 3Hayok Secret Net Studio B obnactn yBegomneHnii Ha naHenu 3agady Windows;

e pononHutenbHas Bkiaaka "Secret Net Studio" B AnanoroBoM OKHeE HACTPOMKMK
CBOWCTB pecypca (danna, nankum nnm yctpomucrsea);

e MporpamMMma HacTpPOMKU MOACUCTEMbI MOHOMOYHOIO YMNpaB/eHNs AOCTYMOM;

e amanoroBoe OKHO "YnpaBneHuwe Secret Net Studio" B [lMaHenu ynpaBneHus
Windows;

e nporpamMma "JlokanbHbI LEHTP ynpaBneHms" (yCTaHaB/AIMBAETCSA B COCTaBe KJU-
eHTa Secret Net Studio);

e MporpamMMma ynpaBsJ/ieHMs MoSib30BaTeNaMm (A1 HaCTPOMKKN NapaMeTpoB SloKasib-
HbIX MOJSib30BaTeNen);

e nporpamMma "KOHTpOsb MporpamMm u AaHHbIX" B 1OKaSIbHOM pexume paboTbl;

e [lOMOJSIHUTENIbHbIE MPOrpaMMHbIe CPefCTBa, onucaHne paboTbl C KOTOPbIMU MpU-
BOAMTCSA B PYKOBOACTBE aAMUHWUCTpATOpa.

B naHHon nabopatopHoii paboTe 6yayT pacCMOTpeHbl cneayrowme onepauum:

e  M3MEHEeHME 3a/laHHbIX MO YMOSYaHUI0 NapaMeTPOB HEKOTOPbIX JIOKasIbHbIX MON-
TMK 6e3onacHocTu ans 6a3oson 3awnTbl Secret Net Studio;

e V3MEHeHMEe MaKCMMallbHO AOMYCTMMOrO pa3Mepa XypHana CUCTeMbl 3alUMThbl
Secret Net Studio n Bbibopa perncrpmpyemMbix B HeM cobbITUiA;

e MPOCMOTp NOKasbHbIX XYPHaNoB B NporpaMMe ynpasneHus Secret Net Studio.
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Mporpamma "JlIokanbHbIN LEHTP ynpaBneHus" no3BonsieT NpocMaTpuBaTb XPaHSALLM-
€ecsl Ha KoMnbloTepe WTaTHble XypHanbl Windows m xxypHan SNS. MNMocneaHuii MoxeT
npocMaTpuBaTbCs Tofbko cpeactBamu Secret Net Studio.

1. Otkpolite koHconb BM StartSNS u aBTOpusymntech B roctesoit OC nog y4eTHOM
3anuncblo aaMmHuUcTpaTopa "adminsns”.

2. OTkpoliTe NporpaMMy yrnpaefieHus B JsiokanbHOM pexume: "lMyck — Bce npo-
rpammbl — Koa BesonacHoctn — Secret Net Studio — JlokanbHbIN LEHTP ynpas-
neHna". OTKPOETCH OKHO LeHTpa yrnpaBneHus B aBTOHOMHOM pexuMme.

() ©0 0 [Emam
COCTOAHMUE HACTPOVIKM NAUEH3NK

2 startSNS @)

Aowmes GesonacHoctin

Bepcua Secret Net Studio: 8211300
Bepcum yCTaHOEACHHBIX NAKETOB HCNPABACHWN:

Yposers B8%HOCTI O6EKTa yRpasAeHR: Hopmanbrbii

DyragmoransHoi Broxuposxa Bxoa & cucTemy Jcxpeupontoe 3aTuparme aanHbix Kontpons ycrpoicTs
KOHTPOAS ynpagaenwe

c]o) -z
G ~ ‘ &

JamwyTas Moavomounoe KowTposs nesarv " 08 1 Mexceresoi 3xpan O6Hapyxenue
NPOTrPaMMHAR CPEAd ynpaBacHme BTOPRENWA

oM UrypaLmm, Kospurypaums sarpywesa

OTRpRITIE CECTHM B OKANBHOM PEXIME, Ceccns omxpema

OTKPSITHE CECCHI B IOKBABHOM PEXITME. 3anpoc omnpasnen arenty

3. Ha naHenu ynpasneHus "KomnbtoTep" BbibepuTte BkNaaky "Hactpoliku". B npaBow
YyacTu OKHa Bbl YBUAUTE CMMCOK HACTpPOeK Mo pasaenaM. B pasaene "Monutukn /
BbasoBas 3awmTa" BbibepuTe rpynny napaMeTpoB "Bxoa B cuctemy". B LeHTpanb-
HOM 4YaCTW OKHa Bbl YBUAUTE TEKYLUNE NMapaMeTpbl BbIBpaHHOM rpynnbl.

L@ Hasano

COCTCAHVE HACTPOWMKM TNULEH3UU

+ NONUTHUKA

bazosan awmura

P53 -
#%* basosasn 3awmTa Bxoa 8 cucrenry
XKypHan
Bxoa o cucremy Ayanr., [ po——
xonuposanve
Maxcamansubifl NEPUOA HEAKTUEHOCTH 20 10 Myt

BAOKMPOBKN dKpara Knmouu nonslosarens

Onopewenie o
Tpesorax

3anper BTOPUNHOND EXOAS & CUCTEMY Brarouurs E TR ——

pecypcos
Auckpeyuonsce
ynpaenenve
AOCTYNOM

Peaxums Ha NIBATHE MASHTHOUKATOPS He Saokuposars v i

38TVparME ABHHEIX
KonvuecTeo HeyaauHbIX NONBITOK 0 NONSITOK ) Moaxomouroe

ayTeHTUUKAL MM )
Konuuecmeo nonsimox Gymenmuduxoyuu ne o
aocTynom

02pasuEHD
JaukHyTan
NPOrpamMuMHan cpeaa

Pexnm naenmvducauny Nonbsosarens CumewanHsid v
3aumra Anca u

WidposSamve Z3HHEIX

Kowtpone
Pexnm ayrentrdukaunn nosvsosarens ®' CrangapTHar ayTenmidnkaums i npuACKEHnA

Ycunennar ayTenTHduKauns no NAPOAD . 3awmra cerennix

4. O6paTuTe BHMMaHWe Ha 3HAYOK ' CcripaBa OT Kax/oi HacTpoiku. OH no3sonsieT
NPOCMOTPETb OMMCaHWe Kaxaoro napametpa. O3HaKoOMbTeCb C 3TUMW OMUCAHU-

AMU.
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5. [ns nonuTuk rpynnbl "Bxoa B cucteMy" ycTaHOBUTE Crieayiolme 3Ha4YeHus

"MakcuManbHbIi Nepnoa HEeaKTUBHOCTU A0 6/10KMPOBKM 3KpaHa" — 15 MUHYT
(HacTpoiika NpUMeHSseTCa Nocse ceayoLwWwero BXoaa B CUCTEMY);

"3anpeTt BTOpUYHOro Bxoaa B cuctemy" — "Bkntountb" (419 NpUMeHeHns AaH-
HOW HacTponkwn HeobxoaMMa nepesarpyska KoMnbloTepa);

"Peakuns Ha usbATUE naeHTUdMKaTopa" — OCTaBbTE 3HAYEHME MO YMONYAHMIO
"He 6nokupoBatb";

"KonnyecrtBo HeyAauHbIX NOMbITOK ayTeHTUdUKaumn" — 12 (HacTporika npwm-
MEHSIETCA nocne cneayroLero BXoaa B CUCTEMY);

"Pexxum naeHtndmkaumm nonb3osatens” — "Mo nmeHn" (HacTpomka npMMeHs-
eTCcs Nocne creayoLwero BXoaa B CUCTEMY);

Pexxum ayteHTUdumkaumm nonb3osatensa" - "CraHgapTHas ayTeHTudukaums"
(HacTpoiika NpUMeHseTCa Nocne creayLwWwero BXoaa B CUCTEMY).

6. Hactpowte peructpaumio cobbiTuiA, OTHOCAWMXCA K paboTe MNOAUTUK rpynnbl
"Bxoa B cuctemy". [ins aTtoro:

B MpaBoOW YacTu 3arosioBKa rpynnbl HAXMUTE ccbinky "AyanT". ObpaTnte BHU-
MaHue, 4TO B MpaBOM 4YacCTM OKHa Tenepb BbibpaHa rpynna "Bxoa B cucrtemy"
pasgena "Perncrpaums cobbitmin, @ B LEHTpanbHOM 4acTu oTobpaxkatoTcs
HACTPOWKM 3TOWN rpynnbi;

HACTPOVKM NUEH3MK

ynpasnenue
Rarie wsmerere Orvers paizh
= ~ 3aukuyTan
5% Peructpauus cobbitui i
3awmTa Aucka v
Bxoa 8 cucremy WHSPOBIMME ABHHBIX
Kontposs
Bxoa nonssosaTens & cacTemy V' Brawosute npunoxemini
Jawmra cerennx
NOAKMONEHWA

patorsl V| BrarounTe

Mexceresod 3xpan
Kontposs yctpoiicte
3anper BXOAS NOABIOBATENR v Braosnts
KoHtposs neuata
AxTrsapyc
3anper ceTeBoro NOAKAONEHHA NOA ADYTHM VMENeM v BemoswnTe OBmapywenne sTopxemuii
Wedposarwe rpaduca

WaeHTAdUKTOP HE 33perucTprpoBas v Breaounte i ObroeneHre

< PETMCTPALIVA COBBITHY

ARMAHACTPUpOESHIE

KomnpsoTep 30600K4pOBan CHCTEMO 3T V' Braounte

AHTUEAPYC
Bxog 5 cucTemy

Auckpeuponnoe

Komnesotep pazbaoksposan V| BrmounTe i

Ownba EainoAHErs GYHKUMOHAABHOID KORTPONR v Bearounte i YPpaBASHUE A0CTYNOM

Mo YMOMYaHWIO BK/TOYEHA perucrpaums Bcex cobbituii. C NMOMOLLbIO 3HaukKa
"' 03HAKOMbTECH C OMMUCaHMSIMU COBBLITUI. B paMKkax AaHHOI nabopaTopHOii
paboTbl HE BbIKNOYANTE perncrpaunio cobbiTunii.

7. B npaBow yactu okHa B pasgene "Monntukun", B Kateropmm 6a3oBon 3alnThbl Bbl-
6epute rpynny "XXypHan". YcTaHOBUTE Crieaytolime napaMeTpsbl:

"MakcuManbHbIN pasMep XypHana cucrembl 3awmTtbl" — 4096 K6;

"Monutmka nepesanncu cobbimnin” — "3atnpate cobbiTMa MO Mepe Heobxoan-
mMocTun".
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) [2 Havano

CO&T 'OAHUE HACTPOMKM NALEH3MN
2 startSNS

A e R

basosas saumra

s -

% basoBas 3awuTa R
ypas Tewesoe
MakcumansHelid pasmep XypHana cuctems 4096‘ < | KB i KONvposarme
awmTe

Kmoun nonssosarens

Onosewenre o

Tpesorax
Noauruka nepezanncu cobeitmit Mo gocm M3KC P P i JawmTa noxansMbIX
XypHan pecypcos
® 3arnpars cobuiTeA NO MEPE HEOBXOAUMOCTH Auckpeunonnoe
2 ynpaenenmne
3arupars cobeiTva ctapee: | anus Aocrynoum
He satupate coburun (ouncrxa xyprana Jatvipanie AarHbix
EpyuHyo)
Noanomosnoe
ynpasnenmne
YueTHuie 33nMcH € NPUBMNETHEd NPOCMOTPE BUILTIN\AzuumucTparopst i AacTynom
MYPHANa CUCTEMS! 3aMTsl
3amkHyTaR

NPOrpaMMHan cpeaa

8. B paspene "Monutukun", B kateropmmn 6a3oBoin 3alnTbl Bbibepute rpynny "TeHe-
BOE KOMMpoBaHue". YCTaHOBUTE cneaytowue napameTpsbi:
e "Pasmep xpaHunuwa" - 15 %;

e "ABTOMaTWYECKM Nepe3anmncbiBaTb CTapble AaHHbIE..." — ybeanTech, YToO B AaH-
HOM MoJle yCTaHOBNEH (h/1aXkoK.

v REEIE=

COCTORHUE HACTPOVKHN NAUEH3NK
& startsNs
il TR P, + NONUTUKK
‘;‘; - basosan sawmra
*%* ba3oBas 3a wunTa Bxoa s cacteuy
Kypran
Tenesoe xonuposaune Ayawr.. 1.-‘.
Pasuep xpaniunviya YKaMUTE KONAUECTED AUCKOBOTD i Knroun nonssoearenn
NPOCTPANCTES, OTBOAMMOE 417 XPIHUAXLLA OnoseweHie 0
NOACACTEMB! TEHEBOTO KONMPOBIMNA, Tpesorax
Pazmep 3343€TCA B NPOUEHTAX OT pasMepa
Pa32Ena, 43 KOTOPOM PAIMELLENO XPAHWAKLLE. 3awura noxansex
pecypcos
5% 80% Avcxpeunarmoe
15% YrpasAeHine ROCTYNOM
ABTOMATVHECKY NEPE3ANUCHBATE CTapbie Sarvpame Aseninik
ASHHBIE NP NEPENOAHEHIN XPEHWANWS MNonromosHoe
ynpasnesie 20CTynom

9. lcnonb3ys onncaHue n. 6 gaHHon nabopaTopHol paboTbl (CM. BbIlLE), MPOCMOT-

puUTE MEpeYEHb TUMOB PErNCTPUPYEMbBIX COBLITUI rpynnbl "TeHeBOe KOMMpoBa-
Hue".
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|§-}Haum

HACTPOMKM NVUEH3NK

= e “ PETUCTPALMA COBLITUM

AzmumMrcTpUpoBanne

83 o -

Z* Peructpauua cobbitumn Arnaveye
Bxoa & cicTemy

Tenesoe xonnposanne Avcxpeusonnoe ynpasnemne
AoCTynom

3asepwena 3anKcs Ha CMENHSIZ AncK v Brmounte i

3aMKryTan NporpaMMHas
cpesa

3atupanne aanHsix

3asepwena 3anwuce obpasa CD/DVD/BD v Bemosnte
3aumTa AMCKa U WHdPOEaHKE
AaMHBIX

3anper 33anucH M3 CeHMBIFE ANCK V' Brmounts i Knsoun noassosarens
Kourpons newatn

3anper sanuck obpaza CD/DVD/BD v BemosnTe i KouTposs npraoxesmit
Koutposs yctpoiicrs

Hauara 3anucs Ha cremmsii ancx v Bemosnte KouTpons uenoctHocT
ObHapyxerne eTopxenni
O6wme cobumua

Hawara sanucs obpasza CD/DVD/BD v BxmosnTe
MonsomouHoe ynpasneswe
AocTynom

Ownbxa 33nncit Ma cMeMmsiil 2ucK v BxmosnTe i Texesoe xonuposaHwe
Ly KU-3ncC

Owmnbxa sanwcu obpasa CO/DVD/BD v BxmosnTe

10.47106bI aKTMBMPOBATb HOBblE YCTAaHOBSIEHHbIE 3HAYEHWUSI MapamMeTpPoOB MOSIUTUK
6esonacHoCcTM Ha Bknagke "Hactponku", Haxmute KHonky "TpuMeHuTb"

pUMeE . JoxanTecb 3aBeplleHMs onepauum COXpaHEHUS U3MEHEHU K obpa-
TUTE BHMMaHME Ha NOSIBMBLUYOCS 3anncb 06 M3MEHEHUM MOSIUTUK B MaHenun co-
6bITMN. Mepesarpy3uTte BM StartSNS 1 BHOBb 3anyCcTuTe NporpaMmmy yrnpaBiieHus.

11.71pocMOTpUTE COAEPXKMMOE JIOKAJIbHbIX >XYPHANOB B MNporpaMMme ynpaBieHus
Secret Net Studio. Ins 3Toro:

e B OKHe nporpaMMbl ynpaBneHus Secret Net Studio B naHenn HaBUrauum Bbl-
6epute "XypHanbl ctaHuun". Bbl yBUAMUTE MNepedvyeHb AOCTYMHbIX ANs MNpo-
CMOTpa NIOKanbHbIX XXYpHanoB;

XKYPHANBI
ﬁ Secret Net Studio

E besonacnocm

£ cocrevmmin
uun
= E Mpunoxenui
PUNLTPLI

L Bce rpeeore

B Tpesorv noesiwenoro yposka
. Aobpo noxanosats & pasaen xypranoe!

.
BHEWHWE XYPHANbI - -
Sl Haumnre paboty ¢ cosaanms nosoro sanpoca. B cayuae neobxoaumoctn
O5paTVTECH 38 AONONHUTENLHOR NHOOPMALNEH B PASAEA CNPABKN.

Hoeoii Orephits XypHAN ¢ AKCKE

e [n1a TOro Ytobbl MPOCMOTPETL MOSIHOE COAEPXMMOE /T060ro U3 XXypHanos, A0-
CTaTo4HO BbIbpaTh ero ABOMHbLIM LLENYKOM MblWwKn. BbibepuTte xypHan npuno-
>XeHunii. ObpaTuTe BHMMaHMeE, YTO OTKpbIlack BKAaAKa NpoOCMOTpa 3anucen m
B MpaBoOi 4aCTW OKHa MOSBMINCL KHOMKW, MO3BOMSIOWME pacnedataTb WUaun
COXPaHWUTb XXypHan B dalin Ha Ancke;
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L Hossin M Orepurs COBbITUA YrPO3sl
KYPHANBL fo3 ‘ Kypran Karerop.. Vicrousiux @
E Secret Net Studio © 1705.2017.. Mpnacxkenwit 6000 Microsoft-... Start!
B sesonacnocm © 17052017.. Npwnowenwi 4101 Microsoft-..  Start: ~
e, B cuarermii ©® 17052017 Npunoxenwit 1001 Windows Er...  Start! g
E B npmowensii & © 17052017.. nNpwnowenwii 903 Microsoft-..  Start' B
LTS © 17052017.. Npunoxenwii 1000 Microsoft-.. Start!
I S s © 17052017.. Npwaowewsi 1001 Microsoft-..  Start
E Tpeeort NOBLIWEHHOMO YPOBHA
0 17.05.2017.. Mpunoxenuit 8224 Vss Start!
BHEWHMWE XYPHANbI o 17.05.2017.. Mpunoxerwit 902 Microsoft-.. Start*
© 17052017. Npnacxerit 1003 Microsoft-.. Start!
© 17052017.. Npunowewsii 1066 Microsoft-.. Start!
o 17.05.2017.. MNpunoxexwit 1 SecurityCen..  Start!
© 17052017.. Npunoxenui 900 Microsoft-.. Start!
© 17052017.. Npnaowenwii 4202 ™ Microsoft-...  Start!
© 17052017.. Npwnoxenwii 271 VMUpgrad...  Start!
©® 1705207. Mpunoxenuii 1003 Cayxba no... Microsoft-.. Start!
0 17.05.2017.. Npunoxerwit 781 Microsoft-.. Start*
© 17052017.. nNpunowenwit 302 Bestne x..  ESENT Start:
1/2518 ~

B C/lyyae HeobxoaMMOCTM Mony4ymtb 60o5ee KOHKPETHYH BblGOpPKY 3anmcen
XypHana MOXHO COCTaBWTb 3amnpocC Ha chopMMpoBaHMe BbIGOPKKN MO onpeae-

o4

JIEHHbIM yCnoBusaiM. HaxxMuTe B NpaBoOi YacTu OKHa KHomnky "3anpoc” 7]
B PaCKpbIBLLUENCSA NMaHesn C NoMoLLbo KHoMkK "JobaBuTb npaBuno” aobaBbTe
cneaywowne npasuna: "Oata" - "MHTepan" - "3a nocnegHue 24 vaca" un

"AreHT" - "Copmepxut" — "Secret Net Studio";

COBLITHA ¥TPQ3HI

EEEEEEEXEXXX) «

KOHCTPYKTOP ®UNLTPA Mpuacowesusi

17.05.2017... Mpwnooce

* o A "
1705.2017...  Mpuncxe pE Secret Net Studia | T—

BezonacHacme Crcmeninmd
17,05.2017... Mpwnooce

1705.2017..  Mpwnoxe | Tpaswna gunstpa

e £3

17.05.2017... Mpunoocs € Mpaswno COnepatop Yeonoswe
17.05.2017... Mpunoose ¥l fama b Wrrepean ¥ 38 nocnearive 24 yaca o n Wi
17.05.2017... Mpunoosce | Arext b Coaspuet r Secret Net Studio b

17,05.2017... Mprnoses
17.05.2017... Mpunese
17.05.2017.., Mpunose
17.05.2017... Mpnneses

17.05.2017... Mpunese

12518 ~ Q Nowcks pesyasTaTax = Mamysims wypran

HakmMuTe KHOMKy "lMouck B pesynbTatax”, 3akponTe naHenb HACTPOMKMK 3a-

4

npoca, HaxkaB B NPaBON 4acCTu OKHa KHOMKy "3anpoc" , W npocMoTpuTe
MoJly4YeHHbIN pe3ynbTarT;

noacmcremMa 3anpocos nossonsiet dopMmupoBaTb Bbibopku no 6onee passep-
HYTbIM YCNOBUSAM, BKJIOHAs 3anmcy U3 NiobbixX foKanbHbIX XypHanos. Ha na-

HeNM WHCTPYMEHTOB HaXMuTe KHonky "HoBbIiA" I Hoswi , YCTaHOBUWTE
Npoun3BoJbHble Npasuna dunbTpa, HaxXMuTe KHoMky "MMonyuuntb XypHan" wm
NpoCMOTpUTE pe3ysbTarT;

nocrnenoBaTeslbHO NPOCMOTPUTE XypHanbl 6e3onacHocTn u Secret Net Studio.

12. /I3MeHeHbl HEKOTOPbIE JIOKaJIbHbIE MOSUTUKM, YCTAHOB/IEH MaKCUMasbHbIV pasMep

XypHana cuctembl 3awmTtbl Secret Net Studio, nokasaHa BO3MOXHOCTb Bblbopa
perucTpupyeMbix B HeM cobbITUiA U B NporpaMme ynpasneHuns SNS nposeaeH npo-
CMOTP JTOKasIbHbIX >XYpPHas10B.
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OcraHbTech B TekylweM okHe BM StartSNS. BbinosnHeHve nabopatopHoi paboTbl
3aBepLUeHo.

JNlabopaTtopHasa pabota Ne2 "HacTtponka mexaHMama KOHTpons

uernoctHocTun"

MpuHUMNbI paboTbl MEXaHM3Ma KOHTPOASA LIEOCTHOCTU W MOPSAOK €ro HaCTPOWMKM
6bIn onucaHbl B rnaee 2. B gaHHom nabopaTopHol paboTe npoBOAMTCS Ha4vasbHas
HacCTpolKa 3TOro MexaHu3Ma u npoBepsieTca ero pabota Ha nNpuMMepe KOHTpons Le-
JIOCTHOCTM TekcToBOro ¢arnna gopmata Microsoft Word.
1. B okHe BM StartSNS Ha aucke "C:" cosganTte nanky "KoHTponb uenocTtHoctn". B

3ToM nanke cosganTte dain "JokymeHT Microsoft Word.docx" ¢ nponsBosibHbIM

coAepxaHuneM, KOTopbin byaeT KoOHTponupyemsiM pecypcom B M KL.

E‘\HQ'UE

Bcrasute

Bydep obmeHa &

Joxyment Microsoft Word

Pacceinkn

Cebinkm

FnasHas Bcraska PasmeTka cTpaHmnubl PeugHsnp

& Calibri (OcHo ~ 11 AR
X K& Y ~abe x, X

WpupTt

[lokymeHT ana kouTponsjuenocTHocTH

3anyctute nporpamMMy "KOHTponb NporpamM v AaHHbIX" B SIOKaNbHOM pexuMme:

"Myck — Bce nporpammbl — Kog BesonacHoctn — Secret Net Studio — KoHTponb
nporpamMM 1 AaHHbIX" U B OTKPbIBLUEMCS OKHE BblbepuTe kaTeroputo "Pecypcbl”.

 Gailn [paska Bwa Peqpou  Cepenc  Cnipaexa
iH | e8| Q @BE NG

-

Cy6wexra
YIPABALHHR

3apanua

rotos

kasropm L Tpacypa

Crpyxrypa X Hus Mamemen MyTe/Onncamme

ot i WFitter 1003.2016 14:59:58 HKEY_LOCAL MACHINE\SOFTWARE\C...

Pecypen 2’*([5]0 10032016 14:59:58 HKEY_LOCAL_MACHINE\SOFTWARE\C...

P p—— gociso 10032016 14:59:58  HKEY_LOCAL MACHINE\SOFTWARENC...

" n O6vexrei peectpa ;FCLS]D 1003.2016 14:59:58 HKEY_LOCAL_MACHINE\SOFTWARE\C...

£ Wenomsensie cxpunrs g CLSID 10032016 14:59:58 HKEY_LOCAL_MACHINE\SOFTWARE\C...

W Handler 1003.2016 14:59:58 HKEY_LOCAL MACHINE\SOFTWARE\C...
:ﬂCLSID 1003.2016 14:59:58 HKEY_LOCAL_MACHINE\SOFTWARE\C...
;—‘deLS.ID 10032016 14:59:58 HKEY_LOCAL_MACHINE\SOFTWARE\C...
R CLSID 1003.2016 14:59:58 HKEY_LOCAL MACHINE\SOFTWARE\C...
¥nrian NN N 14.60.62  LIVEV | NCAL MACLIMIE SAETWADE
« "
3agnasmocrm

% Peopau [1g roynnm pecypcon [ 3aaaum [£,] 3aaanms [ 1) Cywexmu ynpasnenma |

Twn

O6vext

st [

e —————————————————————————————————————————]

Twn
Kmou

Nepene...
Mepene..
Mepene...
Nepene..

Kmou

Mepeme..
Nepene...
Mepenme..

Manssss

000000 13 000000 [000000] 14:47:31

3. [lloarotoBbTe ONMCaHUE KOHTPOJMPYyeMoro pecypca (co3gaHHoro paHee darina) B
Mmoaenu aaHHbix KU. Ans atoro:

e B none "CTpykTypa" BbI30BUTE KOHTEKCTHOE MeHIo nanku "Pecypcobl” n Bbibe-
pute onumio "Co3aaTtb pecypc(bl) / OANHOYHBIN";
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Cosganue Hosoro pecypca

' Pecypc Windows
" WcnonHsemsiit pecypc
3TOT TUN pecypca SENAETCH 0GLEKTOM ONEPALYIOHHOM CCTEMbI

Windows, TakumM Kak hain, KaTanor, Koy peecTpa unm
nepemMeHHan peecTpa.

OK I OtmeHa I

e B OKHe cO34aHMsa HOBOro pecypca Bblbepute TMn "Pecypc Windows" wn
HaxkmMuTe kHonky "OK" — OoTKpoeTcs crneaytollee AManoroBoe OKHO Co3aaHus
pecypca;

Cosganue pecypca oo - S|

Obwwme:

ve: (TR =] " oo

™ BoinonHseMbiit

WmMa u nyTo:

I O630p... |
OF I OTMeHa l

e B none "Tun" octaBbTe YCTAHOBMEHHbIV MO YMOMYaHUIO Tun pecypca "®ann",
yepes kHonky "O630p" ykaxuTte nyTb K co3gaHHoOMy B n. 1 danny "JoKkyMeHT
Microsoft Word.docx" n Haxmute kHonky "OK". OnucaHune pecypca rotoso, 1
Bbl BEPHYNNCb B OKHO "KOHTpO/ib NporpaMM n AaHHbIX".

4. B okHe "KOHTposb nporpamMm un aaHHbiX" B nosne "CTpykTypa" pa3BepHUTE BETKY
"Pecypcbl / ®annbl u katanoru / C:" 1 B nanke "KOHTpO/b LENOCTHOCTN" HanguTe
3anucb C onMcaHWeM BblbpaHHOroO BaMu daiina ans KOHTpons.

_-_-J' kreropne | il | ————————————————————————

Crpyxmypa X us Wsmenen MyTe/Onucamme Tun Sranomeif
®lellen B £ Aoxyment Mi... 17.05201714:2345  C:\Kowtpons yenoctwocrw\  Qaitn 0

Cy6rextsi £3 Pecypen
ynpasnenna | Daiine: ¥ KaTanorm

=@ C
& ® Program Files (x6)
&/ 3] E Program Files
3apanus - Soft
= B vmT
-8 Windows
{8 Komrpons uenocrnocrn || « | " )
3apaun (=8 O6vexrol peecrpa E——— x
(5] Wcnonusemeie ckpuntsl T 1 5 = -
@ . [ Peapen [ roynns pearpcon [~ 3aanm [ ] 3aaamma [ Cy6nextu ympaenenna |
O6wexT Tun
Mpynne
peqypcos
A
-TOYOB 000000 13 000001 [000000] 14:27:01

5. CornacHo onucanunio M KU, cchopmupyiite rpynny pecypcos u fobasbTe B Hee
NoAroTOBNEHHbIN pecypc. [ns 3Toro:

e B OKHe "KoHTposnb nporpamMMm u aaHHbIx" BblbepuTe kaTeropuio "lpynnbl pe-
cypcos";
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Tpynnst pecypcos
v B Aucxogbie 0BbeKTEI CLUEHapHA

e B Jucxoebie obvextsl cuenapual
v [[8 Aucxosbie o6bexTs! cLeHapual

v B Awncxoesie obbexTl cueHapua3

~ ¢ [ Peectpossie obuextsi cyeraps
- ¢ (i) Peectposbie obexTs! cueHaphal

v n Peectpossie obvexTel cyeHapual

[ Peecrpoesie obextbi...
ﬂﬂncxowe 06vekTsI C...
mﬂu:wule obwexTsi C...
&2 Peectpoesie 06bexThI...
mﬂncmlale obvexTsi C...
ﬂmﬂwuew o6bexTsi C...
[ Peectpoesie obuexthi...

Msmenena

15.05.2017 17:20:49
15.05.2017 17:20:49
15052017 17:21:33
15.05.2017 17:21:07
15.05.2017 17:1:07
15.05.2017 17:21:05
15.05.2017 17:21:05

Onucanmne Tun

Knoun n nepemennsie peectpa.. Obuel
Daiinbl v KaTanorn creHepupoe,.  Dain
Daiinel v katanory crenepnpos...  Qaiin
Kntoum v nepemennble peectpa... OObe|
Qaitael v katanorn crenepnpos...  Daiin
Daiinbl U KaTaNOTN CreHepupoe...  Dain
Knoun n neperenneie peectpa.. Obue

000000 w3 000007 [000000] 14:30:56

e B nose "CTpykTypa" BbI30BUTE KOHTEKCTHOE MeHI0 nanku "pynnbl pecypcos”
1 Bblbepute onuunto "Cosaatb rpynny / BpyuHy" — oTkpoeTcs avanorosoe

OKHO;
Comme prmpeopet T G
—OBwwme:
m;l oBas rpynna pecypcos
Onucanue:
Tun: Ioaﬁnblll(a'ranom ;]
OK l OTtmeHa

e B OkHe "Co3gaHue rpynnbl pecypcoB" 3anonHuTe nons: "Wma" - BBeaute
NPOu3BOJIbHO. HaXMuTe KHOMKY
"OK". B okHe "KOHTpOnb NporpaMM 1 AaHHbIX" NOSIBUTCSA 3anuncCb C HA3BaHWEM
co3aaHHol rpynnbl. O6paTuTe BHUMaHMe, YTO 3Ta rpynna noka nycras;

"pynna pecypcos ans KU", "OnucaHme" -

L v {8 Ancxoesie obv P
e ot u Jucxoesie o6vexTsl cuenapual
v @ o 6 ¢ pus2
v Ancxoeeie 0BBEXTbI CLeHapua3d
i ¢ (B Peectpossie obvexTsi cenaphs
i v (@ Peectposbie 0bbexTo! cuerapual
v 88 Peectpossie obuexTsi cuemapns2

W

[pynne! pecypcoe

~ 1 ({E) Tpynna pecypcoe ans KL|

D Peecrpoebie 06bexTbL..
m Ancroesie obvexTe C...
Bﬂmxowe 06bEXTLI C...

@ r bie 0BBeKTsL...

P

(8 Ancroesie obvexTbi €...

sie obvexThi C...
B8R Peectpoetie obbekThL...
[ Mpynna pecypcoe ana...

Wsmenena

15.05.2017 17:20:49
15052017 17:20:49
15.05.2017 17:21:33
15052017 17:21:07
15052017 17:21:07
15052017 17:21:05
15.05.2017 17:21:05
17.05.2017 14:33:12

Onucanne

Kntoum u nepementbie peectpa... O6be)
Qaitnet u Katanork crewepnpoe... Qain
Dailnbt ¥ KATANOTK CrEHEPUPOE... Dain
Knroum u nepemennsie peecrpa.. Obue
Daiinbt 1 KaTaNOrN CrEHEPNPOE... Daiin
Daitnet n kaTanorn crevepupoe... Qain,
Kntoum n nepemennbie peectpa.. O6be|

Daiin

Tpynna pecypcos ana KU

fovos

000000 w3 000008 [000000] 14:36:06

e B rpynny "l'pynna pecypcos ansa KU" go6aeBbTe co3aaHHbIM paHee pecypc.
[nsa 3Toro Ha 3anucu rpynnbl WeNKHUTE NpaBoi KHOMKOM 1 Bbibepute onumio
"NobaBuTb pecypcbl — Cyliectsytowme";
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[lo6asneHve NOAUMHEHHBIX OBBEKTOB K BBIBPAHHOMY v )
e ——— s — -

BoibepuTe 06beK Tl ANA A0BEBNEHNA:

@ C:\Konpons uenoctHocu\HokymenT Micr...
&) C:\Windows\WinSxS\amd64_microsoft win...
& C:\Windows\WinSxS\amd64_microsoft win...
éﬂ C:\Windows'\win.ini

&) C:\Windows\SYSWOWE\zipfidr i

&) C:\Windows\SYSWOWE4\ewtpw32.dll

&) C:\Windows\SYSWOW6E4\awtpdui dil

&) C:\Windows\SYSWOWE4\xwreg dll

@ C:\Windows\SYSWOW64'xwizards.dl

bk h h b b o [

[ Boinenums sce

O6bexT w [lpuHaanexut Myt

C:\KoHtponb uenoctHocm

il >

C:\Windows\WinSxS\amd64_microsoft windows gdiplus_6...
C:\Windows\WinSxS\amd64_microsoft windows.common-...

C:\Windows\

C:\Windows\SYSWOW64\
C:\Windows\SYSWOW64'\
C:\Windows\SYSWOW64\
C:\Windows\SYSWOW64\
C:AWindows\SYSWOW6E4\

-

0K OmvenHa
I I

e B OTKpPbIBLUEMCS AMANIOrOBOM OKHE BblAeNnTe 3arnuncb NoAroToBMIEHHOMO BaMu
paHee d¢anna pecypca "C:\KoHTponb uenoctHoctu\JokymeHT Microsoft
Word.docx" n HaxmuTe kHonky "OK" — B co3pgaHHyto rpynny aobaesneH gann

pecypca.

Cyérexrs || (B Tpynne: pecypcos
ynpasneHmMs | - Qn pynna pecypcoe ans KU

T e E Jucxossie obvexTsl cuenapus
o (8 Auckosbie obuexTol cuenapual

v B Auckossie 0bbexTsl cueHapusl

3aganua Lot a Aucxosbie obvextsl cuenapus3
&) - ¢ [§@) Peectpossie obbexTsl CUEHAPHS
? v [ Peectpossie obuexte: cyenapual

v [ Peectpossie o6bexmsi cuenapns2

Wns Nsmeriena
8 Peectpoenie obvexei... 15.05.2017 17:20:49
Bllutxowe obvekTol ¢... 15052017 17:20:49
[ Aucxossie obvextsi c... 15.05.2017 17:21:33
n Peectposoie obbexTor,..  15,05.2017 17:21:07
mAuownle obvextsl c... 15052017 17:21:07
@8 Anckosnie obvextsi c...  15.05.2017 17:21:05
B8 Peectpoesie obvexm... 15.05.2017 17:21:05
i1 Fpynna pecypcos ans... | 17.05.2017 14:40:32

Onucanue

Knrouu u nepemenmsie peectpa...
Dainsi W K2TaNOTKH CrEHEPUPOB...
Daiine: i KaTanory CreMepupoe...
Knroum u nepemenHoie peecTpa...
Daiiniel W XaTaNOry CreNepupos...
Daiinbi H KATANOTK CrEHEPUPOB...
Kntoun u nepemenmsie peectpa...

Tun

Obne
Dain
Daiin
Obve
Qaitn
Daiin

O6re

Tpynna pecypcos ana KL | ®aiin|

O6bexr

@ C:\Korrpons yenocrnocrn'\ Jokyment Microsoft Word.docx pecypc

roros

000008 w3 000008 [000001] 14:41:10

6. B okHe "KoHTposnb nporpaMM M AaHHbIX" co3aaiTe HOBYHO 3adadvyy M AobaBbTe B
Hee NoArOTOBJIEHHYIO AJ11 KOHTPOAS FPynny pecypcoB. Ons 3Toro:

e BblbepuTe kaTeroputo "3agauun", BbI3OBUTE KOHTEKCTHOE MeHI nanku "3a-
nauun" u BblbepuTte onuuto "Co3aaTb 3apadvy / BpyuHyto". OTkpoeTcs amano-

roBO€ OKHO;

¢ T W—— -
034aHWE 3343494 B ——_ u
Obwme:

wm:|

Onucanue:

e BBeaute B nosne "Mma" - nma 3agaum "KL B nocobun", B none "OnncaHne" -

NPOWU3BOJIbHbIN TEKCT;

e HaxmuTe KHomky "OK". B ctpykType "3agaun" okHa "KOHTponb nporpamm u
AaHHbIX" NosiBUNacb HOBas 3anuchb;
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I fotos

Kateropuu |

i‘m ! X s Wsmenena Onucanmne
L AZIRRE AN =) | [Z]Kowrpons peectpa Wi... 1505201717:2049  Ochosrbie pecypest MS Windows
Cyvexrn | (M 32a3un | =] Komntpons daiinos Wi... 15.05.2017 17:20:49
FopamneHmaly (- ¢ [Z7] 3MC Secret Net Studio | = Konmpons daiinos Wi... 15.05.2017 17:21:05
2 - ¢ =] Koxtpons peectpa Windows (0cHC| [=] Konrpons peectpa Wi... 15.05.201717:21:05  HauBonee kpiusimiie pecypcsi cncremm
@’ 1 z @ [=] Kowurp peectpa Wind (pm-;i =] Kontpons pecypcos S... 15052017 17:21:07  Pecypchl CHCTEMB! 33LLMTE! HHOOPMALNH
4 ¢ [£] Kontpens pecypcoe Secret Net Stu‘: [313NC Secret Net Studio  15.05.201717:21:33  Pecypcbi cncremss satyns: nHdopmauy
3apanus || - ¢ (=] Kontpons daiinos Windows (ocudi [y | & nocosum 17.05.2017 14:45:26
"‘ - @[] Konrpons daitnoe Windows (pacu|
& 1 =7 KU & nocobum |
LS J
3agaun

n » )

000000 w3 000007 [000000) 14:46:29

e B CO34aHHYI0 3aga4dy aobasbTe rpynny pecypcos ans KU. [ina aToro Bbi3oBuTe
KOHTEKCTHOe MeHK 3agaum "KL B nocobumn" un Bbibepute onuuto "[obaButb
rpynnbl / CywecTteytowme". OTKpoeTCcs ANasioroBOE OKHO;

[Jobasnexne NogYMHEHHBIX OGBHEKTOE K BblBpaHHOMY

BoifepuTe 06beK Tl ANA A0GaBNEHNA:

O6vexT

@ pynna pecypcos ana KL
PeecTposbie 06beKTol CUEHaPUA
@ [nckoBble 06beK Tl CUEHSPUA
@ [ickosble 06beKTb cLEHapUA2
n PeecTtpoBbie 06beKTb! cUEHapUAZ
D Peectposbie 06bekTo! cueHapua 1
@ Dyckosble 06 bex sl cueHapual

MpuHanne... &

SR Sl

™ Boigenums sce 0K OmveHa

e B OKHe "[lobaBneHne NogYMHEHHbIX 06EKTOB K BbibpaHHOMY" BbibepuTe 3a-
nuceb "'pynna pecypcoB ans KU" n Haxxmute kHonky "OK" - 3agava co3paHa
M B Hee gobaBneHa rpynna.

7. B okHe "KoHTposb nporpaMM v AaHHbIX" co3ganTe HoBoe 3agaHune. [ns 3Toro:

e OTKpoMTe KaTeropuio "3agaHmsa" n B KOHTEKCTHOM MeHI0 nanku "3agaHus” Bbl-
6epute onumto "Co3aaTtb 3aaaHue". OTKpPoeTCs AManioroBoe OKHO;

Co3paHune HOBOTO 33a3HMA

e —— e ——— F N

3TOT THN 3348HWA MO3BONAET KOHTPONMPOBATE M3MEHEHUS
Pa3nu4HbIX NapaMETPOB PECYPCOB, @ TaKKe onpeaeneHHbIM ‘
obpazom pearpoBaTh Ha 3TH M3MEHEHWSA, 33AaHWE Ha KOHTPONb

¢ KoHTponb uenoctHocTu (KLL)

(" 3amkHyTas nporpammHas cpeaa (3MC)

LenocTHOCTH MOXeT BbiTb NPUBA3aHO K KOMNbIOTEPY.

OK l OTMeHa
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@ Cozaanue Hosoro 3aaaHua Ha KL

obpatute BHMMaHue, 4To onuus "KoHTponb uenocrtHoctu (KU)" BbibpaHa no
yMo4aHuio u HaxmuTte kHonky "OK". OTkpoeTcs amnanoroBoe okHo "Co3aa-
HMe HOBOro 3aaaHusa Ha KL";

b8

OcHosHsle l Pacrmcarve |

Vima:

Onucanme:

3apanve He 3amyckanoce

-

MeToa KoHTpons pecypcos:

Anroputm:

CywecTsoBaHue

MNapametpsl

= Perwcipaums coboimwii
Yenex saseplieHna
Ownbka sasepleHns
Yenex nposepku
Owwnbka nposepku

Ycnex sasepwerms

L] IHET anroput™Ma _]

3HaveHun

Oa -
Oa

Het

Oa

i

PerncTpupoBaTs yCriewHo 3aBeplueHHoe 3aaaHne.

o |

Omvena I

[ Cosganue HOBOrO 3a4aHua Ha Kl.l

B okHe "Co3gaHune HoBoro 3agaHmsa Ha KL" yctaHoBuTe napameTpsbi: "MeTop,
KOHTpons pecypcoB" — "Coaepxumoe", "AnroputMm" — "MonHoe coBnageHme",
B rpynne "Peakumsa Ha oTkas" ana napametpa "dericteue"” BbibepuTe "Boccra-
HOBUTb C H6nokMpoBKon" (3HauyeHWe KOHTPOSIMPYEMOro napaMeTpa pecypca
BOCCTaHaB/IMBAETCA M3 3TanoHa. KomnbioTep 6nokupyeTcs, U CHATb 610KuM-
POBKY CMOXeT TOJIbKO aAMUHUCTpaTop 6e30nacHOCTK);

Anroputm "MonHoe coBnaaeHne" npeaycmaTprBaeT BO3MOXHOCTb BOCCTAHOBIEHWS KOHTPOIK-
pyemoro o6bekTa B Cryyae HapyLLEeHUs! ero LenoctHocti. OaHaKo npu UCOMb30BaHUM [LaH-
HOrO anropuTMa CYLLECTBEHHO yBenuunBaeTcs 0bbem 6asbl AaHHbIX, MOCKOMbKY STaNOHHbIM
3HAYEHNEM IS KOHTPONSA SBMSAETCA konus obbekTa.

.

OcrosHele | Pacicatie |

Wms:

OnucaHme:

Hosoe 3aaanue Ha KL

3anaHne He 3anyckanocs

B

MeToa KOHTPONs pecypcos: AnropuTM:
Coaepxumoe v ] [nonﬂoe coBnageHue v
MNapameTps! 3Hauenna
B [Perwctpaisn cobuimmi|
Yenex saseplueHns Oa
Ownbka 3aBepleHns Oa
Yenex nposepku Het
Ownbka nposepku Oa

E Peaxumn Ha oTkas

Deictena BoccTaHoBuTs ¢ GnoKMpoBKOi

[ OK ][ OtmMeHa ]

n

nepenaute Ha BkNaaky "Pacnucanuwe" u B Tabnuue "KaneHaapHbiA niaH
yCTaHOBMUTE BCe OTMETKM B BepxHel cTpoke "MH" - "C6";

B none "BpeMeHHble napameTpbl" ycTaHoBUTE dnaxok, B none "YHacbl KOH-
Tpona" Bblbepute "Kaxapln yac" un ykaxute uHTepBan "2 MuH.". MNpoBepka
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LLe/IOCTHOCTM pecypca 6yZ1eT NpoBOAUTLCS B 3aAaHHbIe AHU KaXablii Yac C UH-

TepBasioM 2 MUHYTLI.

MoapoGHee 06 ycTaHOBKE NApaMETPOB PacTCaHMS CM. B PYKOBOLCTBE agMMHMCTpaTopa Mo
HacTpoiike 1 akcnnyarauum Secret Net Studio.

Pacncarne

[T npu sarpyske OC
7] npu sxone
[Inocne sxona

OcHoBHble (HE3aBUCMMO OT KaneHAapHOro NnaHa)

KaneHaapHbiit nnaH
BT Cp Yt Bc
¥ ¥ ¢ 0
fAHBapb v ¥ o
Ddespans v I Il
MapT | | [¥| [¥] [ [
Anpere ] ¥} ] ]
Mait v F I
WroHb v i Il
Wonb V| V| I [¥] BpemenHbIe napameTps!
Asryct vl [ [¥] O
CeHTs6pb 7 7 Yacol koHTpons (0 - 23):
OkTs6pb 7] 7 W K Z
b4 4 KA Yac v
Hoste v 91 vl [v1 {1 [ :
Lexabps ¥ @] ¥ =l AHTepsan: 2 [~ MuH.

8. HaxmuTte kHonky "OK". B naHenu "3aganua" cpopmmpyetcs HoBoe 3agaHune "Ho-
Boe 3aaaHue Ha KL". JobaBbTe B co3aaHHoOe 3aaaHue 3aaady "KL B nocobun".

Ansa aToro:

e B OkHe "KOHTposnb mporpamMm u AaHHbIX" ons sk3emnnspa 3agaHus "Hosoe
3agaHuve Ha KL" BbI30BUTE KOHTEKCTHOE MEHI0 1 BblibepuTe onunio "[obaBuUTb

3agaun/rpynnbl / CywecTsytowme". OTKpoeTCs AManioroBoe OKHO;

[lobasnerne noAuMHer;Hiux 06BEKTOE K BbIGpaHHOMY S

BeiBepuTe 06bexTsl ANA AoGaBNEHUA:

O6vext

KL 8 nocoBim

[E]3NC Secret Net Studio

[ PeccTpossie o6 vexTs! cueHapus
Dyckosble 0GbeK Tl cLeHapua
@ InckoBbie 0GbekTsl cueHapuad
ﬂ Peectposble 06beKTs! cLueHapua2
[ Dicrosbie 06bexTs! cueHapua2
Iyckosble 0GbexTbl cueHapual
n PeecTposbie 06bekTsl cueHapmal
@ pynna pecypcos ans KL

[Z] Kortpons watinos Windows (ocHosHoit)
[=] Konpone peectpa Windows (ocHosHoi)
[==] Kormpone pecypcos Secret Net Studio

Kortpons peectpa Windows (pacwmpenH...
KoTpons daitnos Windows (pacwmpenHsiit)

MpuHaan... a

0
0
0
1
il
1
1
1
1
1
!
0]
3
1
1

[ Boinernums sce

(

0K

][Omena]

e Bblbepute 3agauvy "KL B nocobun" n Haxxmute KHonky "OK". Bbl BEpHYUCH B

OoKkHO "KoHTposnb nporpamMm un aaHHbIX" 1 AobaBunn 3agadvy B 3afaHue.
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ynpasnenus

3aasHna
)

3343HNE ANA KOHTPON...

(8 32p3mms
& ¥ & ] 3aaanme ans xonTpona pecypcos

&) « (3 3aparme 3MNC no ymonuanmo
® Q& Hoeoe 3aganue va KU

"n »

@ ¢ 3] 3agamue ann xouTpons peectpa W)

@~ ¥ ] 3aasrue ans kontpons daitnoe W)

ﬂBwnuem KOHTPO...
€83 3anamme 3MC no ymo...
6]3wmte ANA KOHTPON...

§ Honoe sagzarne ra KU

MameHeHo

15.05.2017 17:20:46
15052017 17:20:46
15.05.2017 17:20:46
15.05.2017 17:20:46
17.05.2017 16:11:02

Onncarmne Meroa
Copepxumoe ...
Cogepxumoe :...
Kortpons npw...
Cogepxmumoe :...
Cogepwmmoe . i

000005 13 000005 [000001] 16:14:31

9. YKaxuTe cybbeKkT ynpaB/ieHusi, Ha KOTOPOM 6YyAEeT BbINONHATLCA KOHTPOSb Le-
JIOCTHOCTM, T.e. Bbibepute KOMNblOTEpP U AobaBbTe K HEMY ChOpPMUPOBaAHHOE 3a-
AaHWe — npu YCTaHOBKE CBSA3W 3aAaHWi KOHTPOS LEIOCTHOCTM C CybbeKTaMu
"KomnbtoTep" mnm "Ipynna" (KOMNbOTEPOB) BKKOYAETCS AEUACTBME MEXaHM3Ma
KU. Ans aToro:

B OkHe "KOHTponb nmporpamMMm W AaHHbIX" BblbepuTe kaTeroputo "CybbekTbl

ynpasneHuns" n ansa komnbtotepa StartSNS 13 KOHTEKCTHOrO MeHKo Bblbepute
onuuto "[obaBuTb 3agaHus / CyuwectBytowme". OTKpOEeTCS AManoroBoe OKHO
nobaBrieHnss 06bEKTOB;

Lo6 oA 06bekTos K EoibpanHomy (RS
Boibepute 06bexTol ana aoGasneHna:
Ofbekt MpuHagne... &
& Hosoe sanaHue Ha KL 0
I™ Boinenum sce OK Omveria |

|8

[ CybuexTei ynpaznerus
@ ¢ § STARTSNS

i &3]“!"":“}!. KOMTPOA...
@3«@-«: 3MC no ymo...
‘ ﬁ."wuuem KOHTPOA...
| mHoloe saganne na KL,

MsmeHero
15.05.2017 17:20:46
15.05.2017 17:20:46
15.05.2017 17:20:46
15052017 17:20:46
17.05.2017 16:11:02

BblbepuTe 3agaHue "HoBoe 3aaaHune Ha KU" n Haxmute kHonky "OK". 3apa-
HWe nobaBneHo cybbeKTy.

Onmcan.. Metoz
Cogepwumoe ;...
Cogepxamoe ...
Komrpons npw...
Cogepxumoe :...

Coaepxumoe ...

B BB®

| Ogverr

a Tun
:' ek yenoctHocT\ Microsoft Word,.doox Ppecypc
[ rpynna pecypcos gna KU L s
[ZZIKU & nocobun 3apava
@ STARTSNS cybre..

000000 w3 000004 [000000] 16:32:08
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10.MpoBeamnTe pacyeT 3TasIOHOB A5 BXOAALMX B 334aHNA KOHTPONMPYEMbIX pecyp-
coB. [Ans 3TOro caenaitte cieaytoLlee:

e B naHenu "CTpykTypa" pasBepHUTe CTPyKTypy Ccybbekta ynpasneHus
"StartSNS", HanguTe n BblaenuTe 3agaHne "HoBoe 3agaHue Ha KL";

Kmnpomnporpmuumrcnt 0'9 - - — == s

&8

AG

pan;

wea X v o
% | 71K & nocobum 30052016 16:37:30 KomTpons LeNocTHOSTI

y6vexTe: ynpasnenns
B¢ 1@ STARTSNS
) v &] 3ananwe ana konTpons peectpa Wil
@ v &] 3asauwe ana kowrpona pecypeoe S
#-v a 3apanue Ana koHrpons daitnos Wi
o & T
= ¢ [ KU e nocobumn
v E Fpynna pecypcos ana KL

fovos 000000 13 000001 [000000] 17:35:45

e B [JTaBHOM MeHI0 BbibepuTe onuuto "CepBuc / DTanoHbl / Pacuet". OTKpoeTcs
AnanoroBoe okHo "PacyeT 3TanioHoB";

Pacsier 3ancros ™ (. |

[~ Pexum:
OcTasnaTh cTapble. Mpu PaCHETE HOBbIX 3HAYEHMWI1 ITaN0HOB pecypca

[ cTapbie sHaueHUA He YAGNSIOTCS, T.€, OCTAIOTCA B CMCKE 3TaNCHOB
BMECTE C HOBbIMA.

r~Peakws Ha owmbiku:

MNapameTpsi 3HayeHna

E Peaxipin Ha owmbkm
He noaaepxwmsaetca WrHopuposats [
Het aoctyna Pecypc cHumaTs ¢ KOHTPONA
Pecypc oTcyTcTBYET Yaanate pecypc

He noasepxmsaercsa

[eiicTenA B CNyyae, KOraa METOA-aNrOPUTM ANA PACCUNTLIBIEMOr0

pecypca He NOANEPXMBAETCA.

(o ] _omes ||

e B pa3gene "Peakuusi Ha OWKNBKK" yCTaHOBUTE ANS BCEX MYHKTOB 3HaYeHue
"BbiBOAMTb 3anpoc" (cuctema 6yaeT BbIBOAUTL COOTBETCTBYOLLIEE COObLLEHME
W 3anpoc Ha BbIMOSIHEHWE NOCEAYOWNX AENCTBUI);

Pacuet 3tancHos I — -
[~ Pexum:
OcTasnaTb cTapbie. Mpi pac4eTe HOBLIX 3HaYEHWIA 3TANOHOB pecypca
[ cTapble sHaYEHUA HE YAANSIOTCR, T.€, OCTAIOTCA B CTIMCKE STANOHOB
BMECTE C HOBBIMA.
(- Peakwisi Ha owwnbku:
|
‘ ‘ MNapameTpsi 3HaueHun
| E Peaxipas Ha owmbikm
He noanepxmsaetcs BeiBoamTs 33npoc
’ Het noctyna BeiBoaT 33npoc
Pecypc otcyTcTeyer Boisoam sanpoc .
l Pecypc orcyrcisyer
[eticTeun B Cnyyae, KOrfia PaCCYUTLIBAEMbIN PECYPC OTCYTCTBYET M0
|| ykasarHomy nym.
oK I OtmeHa
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e HaxmuTe KHonky "OK". B onanoroBoM oKHe MOATBEPXAEHUSI COXPAHEHUS n3-
MEHEeHUN HaxMuTe KHOMKy "[a" n Aoxamtecb OKOHYaHMs npouecca pacyeTa
3TaNOHOB ANl pecypcos;

KoHTponb nporpamm v AaHHbIx l-zhj

‘0" Pacuer 37aN0HOB yCNELLHO 3aBepLUEH 33 22 CEKyHABI

Mpw pacyere yaaneno: 0 pecypcos
Chato ¢ konTpons: 0 pecypcos

e MoOCfe 3aBepLleHns pacyeTa B OKHe MH(POPMALMOHHOIO COOBLLEHNS HaXMUTe
kHonky "OK". Bbl BepHeTeCb B OKHO NporpamMmMbl "KOHTPOsb NporpaMm 1 AaH-
HbIx".

11.KoHTposb LeNI0OCTHOCTU HaCTpOoEH.

Kak 6bl10 onucaHo B obuweM nopsigke HacTpoliku mexaHmsama KLU (cm. pasgen
"KOHTpOsb LEeNoCTHOCTM pecypcoB" rnasbl 2), Nepes HavyasoM 3KCnyaTaummn me-
xaHu3Ma KLl MOXHO BbINOMHUTbL NPOBEPKY KOPPEKTHOCTM NapaMeTpoB 3adaHuin. B
CBSI3N C TEM 4YTO B AaHHOM nabopaTopHoi paboTte 6b10 chopMMpOBaHO AOCTa-
TOYHO MPOCTOE 3aJaHue, Takas NpoBepKa 34eCb NPOBOANTLCS He ByaeT. OTMeTUM
NNWb, YTO ANS ee Hayana UCMoJSib3yeTcs KoManaa "3anyck 3agaHusa" u3 MeHk
"Cepsuc".

[anee npoBepsieTcs paboTta MexaHM3Ma KOHTPOSS LLE/IOCTHOCTU. 3aBepLluunte pa-
60Ty nporpammbl "KOHTpOAb NporpaMM n AaHHbIX", nepesarpysute BM n aBTopu-
3yWTeCh Nnoa yyeTHou 3anuceto "userl" (MBaHoB MBaH UBaHoBMY).

12.0Otkporite daiin "C:\KoHTponb uenoctHoctn\dokyMeHT Microsoft Word.docx",
BHECUTE NMPOUN3BOJIbHbIE NSMEHEHUA, @ 3aTEM COXpPaHUTE U 3aKp0|7|Te JAOKYMEHT.

Wid9-0is Aoxyment Microsoft Word - Microsoft Word RO

m NaBHAR Bcraska PasmeTxa crpanmus

Counxi  Paccwnmkw  Peuewswposamwe  Bug 7}
Calibri (Ocrosroi Tes = 11 o =i [5/ Ad Ty
KK U -abe x, XX & = .
s i Ienpecc-crman Msmennts  PEA3KTHDOBaHMe
4 “W-A-AM AN R-H- (4T - i - -

U

JOKYMEHT AR KOMTPONA L NOCTHOCTH. Mbl CeHYAC BHOCHM MIMEHEHUA

13.lMogoxante yKasaHHOEe B pacrnucaHmmM KOHTPOJISt LEeNOCTHOCTM BpeMs (CM. M. 7,
nocneaHni nNoanyHKT). Komnbotep aomkeH 3abnoknpoBaTbCa CUCTEMON 3aLUUThbI
Secret Net Studio.

14.BoranTe B CUCTEMY NMOA YYETHOM 3anmcbio "adminsns". B AnanoroBoM oKHe o3Ha-
KOMbTECb C 3aMpOCOM Ha CHSTUE BOKMPOBKM.

Secret Net Studio - Baumanune 23

Komnetotep 3a610KMpOBaH CUCTEMON 33LLUTBI.
MpuynHbl Gnokuposku:

Hapywenune uenocTHocT 0BBEKTOB KOHTPONA,
CHate 6nokupoeky paboueit craHumum?

|

(o ][ He |

15. HaxmMuTe kHonky "[a", cHMMUTE 6NOKMPOBKY U AOXANTECH OKOHYAHUS 3arpy3Ku
OcC.
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16.poBepbTe LenocTtHOCTb darna "C:\KoHTponb uenoctHoctu\dokymeHT Microsoft

Word.docx". ins aToro oTkpomTe AaHHbl danin n ybeamtecb, YTO OH BOCCTAHOB-
NeH.

wWEd9-0|s Aoxyment Microsoft Word
m FnasHas Bcraska PasmeTka cTpaHuubl Cepinku Pacceinku PeueHznp
Calibri (Ocro ~ 11 A A | Aav | B ==t
v A L AL I E=== t=. 5
BKTEVEHTb } X K 4 abe X, X° 2 A == == = ]
Bydpep obmeHa & WpndT Ab3ay

,U,OKyMeHTﬂ,ﬂﬂ KOHTpOIIHILLeﬂOCTHOCTM

17.B nporpamMMe ynpaBfeHuUs B JIOKa/lbHOM peXuMe OTKPOMWTEe >XypHan cobbiTui

Secret Net Studio. Hanante n o3HakoMbTeCb € 3anncaMu Kateropum "KOHTponb
LEeNoCTHOCTM" C ypOBHEM yrpo3bl "MoBbIWEHHbIR".

COBbITUA Yreo3bl

m KOHCTPYKTOP ®UNLTPA Secret Net Studio

17.05.2017...  Secret Net St

17.05.2017... Secret Net St Kypnansi Secret Net Studio Mpunoxenni o
17.05.2017... Secret Net S{ oo Suciovo @
17052017..  SecretNetsi Paswna puaetpa &
17.05.2017... SecretNetSt L Mpasuno Oneparop Ycnosne
17.05.2017..  Secret Net St Kareropus v | Copepxaur ¥ | | KoHTposb uenocTHocTw
17.05.2017... Secret Net St Ypoeens yrpo... ¥ Paero v NoebiwerHeA

7.05.2017.. Secret Net St
17.05.2017... Secret Net St

179 ~ Q Mouck & pesynstarax g Monysnre xypHan

18.lpoBeaeHa HavanbHas HacTporka mexaHusma KL n nposepeHa ero pabota Ha

npuMepe KOHTPOJISt LLleNIOCTHOCTM TEKCTOBOIO panna. BeinonHeHne nabopatopHom
paboTbl 3aBEpLUEHO.

NNabopartopHasa pabota Ne3 "LleHTpanu3oBaHHOe BeaeHue
XypHanoB B Secret Net Studio™

B pnaHHon nabopatopHoi paboTe paccMaTpuBaETCs MpPOBEAEHME BaXKHbIX onepauui
no BeAeHuto XypHanoB B SNS (cM. pasgen "HacTtporika ayanta B cucreme" rnasbl 2):

obpaboTka cobbiTnin TpeBorn (KBUTUPOBAHUE);

cbop nokanbHbIX XypHanoB Secret Net Studio ¢ 3awmlaeMbiX KOMNbIOTEPOB B
B4 Cb;

LieHTpann3oBaHHas HacTpolika Ha 3allMLLaeMbIX KOMMblOTEpaxX MapaMeTpoB J1o-
KaJIbHbIX MOMIUTUK U PErUCTPALIMKN ONpeaesieHHbIX CObbITUI B XypHane SNS;

HacTpolKa Noucka yrpo3 n npocMoTpa ceefaeHunii o6 yrposax.

OTkpoiite KoHCconb BM ARM2 1 ybeanTtechb, YTO Bbl aBTOPU30BaHbI B CUCTEME MOA
yyeTHol 3anucbeto "dadminsnsl” (naponb "P@sswOrd").

3anycrtuTe nporpamMmy ynpasnenus: "Myck — Bce nporpammel — Kog BesonacHo-
ctn — Secret Net Studio — LeHTp ynpasneHua" n nogknioumtech K cepsepy 6e3-
onacHoctn ServerSNS.SN7.local. B okHe nporpamMMmbl yrnpaBneHus Bbl yBuauTe
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naHenb "Hauyano", kotopas otobpaxkaeT cBeaeHnss 06 obLieM COCTOSHMM 3aliu-
LLIEHHOCTU CUCTEMBI.

Mporpamma ynpasneHust NnpeaocTaBnsieT BO3MOXHOCTb KOHTPO/IMPOBaThL M ynpas-
NATb COCTOSIHMEM W NapaMeTpaMu paboTbl KOMMbIOTEPOB, Ha KOTOPbIX YCTaHOB-
neHo knuneHtckoe MO cuctembl Secret Net Studio B ceTeBoM pexmme, a Takxe
LleHTPaNM30BaHHO YNpaB/isiTb NapaMeTpamMm rpynmnoBbIiX MOJAUTUK.

MIOBBILLERHBIA

o2

HASKAA

WHavkaTop Tpesor

w

Bce pucxu @ 1uac @ @ llll

Tun ‘ HAava v epemn 7| Cobbitne
8 18.05.2017 11:04:39
%) 18052017 11:04:39 Omxpome ceccmn. Cepaep ServerSNS.SN7 Jocal Ceccus orkpoita.
%F 18052017 11:04:23

3anpoc kondurypaumm. Kondurypaumns sarpyxena.

Orxpurue ceccnn. Cepaep ServerSNS.SN7 local 3anpoc ornpasnen Ha cepeep.

O3HaKOMbTECH C 3/1IeMeHTaMu naHenu "Havano":

e B LIEHTPe NaHenu — KpyroBoi MHAMKATOP TPEBOI, BHYTPEHHSS YaCTb KOTOPOro
OKpalleHa B COOTBETCTBUWM C HAMBbLICLULMM YPOBHEM aKTyasibHbIX Ha [AaHHbIM
MOMEHT Yrpo3 B CUCTEME U COAEPXKUT UMCNIO 3TUX COBbITUI. BHELIHAA YacTb
Kpyra - guarpamma, oTpaxatoLas COOTHOLIEHWE UMEIOLIMXCS COBbITUIA Tpe-
BOMM PasHOro YpOBHS;

e CnpaBa OT MHAMKATOPa OTO6paXaeTCs KOJIMYECTBO MO YPOBHAM Yrpo3 aKTy-
anbHbIX CO6bITUIA TpeBOrn B cucTeMe. Co6bITMSA TPEBOT OT NMOAUYMHEHHbIX KK-
eHToB 1 CB nocTynatoT B peasibHOM BpeMEHH;

e HUWXE MHAMKATOpa TPEBOr PACMOSIOXKEH rpadvK pacrnpeneneHus Ha UHTep-
BaJie BPEMEHM 3apPErnCTPUPOBAHHBIX COBbITUI TpeBOrun. NS Bbibopa HyKHOro

WHTEpBana MCMONb3yiiTe MOMe C PacKpbIBAKOWMMCS CAcKoM 3¢ &l rnpa-
BOM BEpXHeM yrny rpaduka, a Ansi HaCTPolKM oTobpaxeHus cobbITMin Tpe-
BOrM B 3aBMCMMOCTM OT MX YPOBHSI — MOJIE C PacKpbIBAlOLWMMCS CMMUCKOM

Bece pucku @

e UMCSIa Ha KPYrOBOM MHAMKATOPE M B MepeyHe crpaBa OT HEro SIBASTCS M-
nepccbifikamu, HaXxaTue Ha KOTopble MO3BOJISIET NMOCMOTPETb MHMOPMALMIO O
JaHHbIX COBLITUAX B XXypHasie TpeBOT.

B JIEBOM BEPXHEM YIy rpacduka;

O6paTtuTte BHMMaHWe Ha naHenb "CobbITns cucTeMbl”, paCnoNoXEHHYIO B HUMXKHEN
YacTu OKHa nporpammbl ynpaeneHus. OHa oTobpaxkaeT MHpopMaLnio 0 NPOMCX0-
AAWmMX cobbITUSAX, O BbIMOHAEMbIX KOMaHAax Wau 3anpocax nonb3oBaTens u np.

|

Tun [ava v spema 7| Coberme | Onncanmne o
: 18.05.2017 11:04:39  3anpoc koHdurypauun, Kondurypauus sarpyxena,
E§ 18.05.201711:04:39 Orxpoitne ceccum. Cepeep ServerSNS.SN7.local Ceccua oTkpbiTa,
®F 18.052017 11:04:23 Omxpermme ceccum. Cepeep ServerSNS.SN7.local 3anpoc oTnpasnex Ha cepeep.
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5.

LLlenkHuTe Ha noboM unciosom MHAUKATOpPE — Bbl nepeﬁp,eTe B XXYpHan TpeBor.
an 3TOM aBTOMATU4YECKU CCbOpMMpyeTCﬂ 1 BbIMNOJTHUTCA 3anpoC Ha BbiBOA CobbiI-
TUI TpeEBOr Bbl6paHHOFO YPOBHA (BbICOKOFO, MOBbILLEHHOIO NN HVI3KOFO), nocne
yero B NaHesnmn cobbITU NOSABUTCS 3anucb O NnosTly4YeHUN XXypHaia TpeBOr.

£ tosws M Oncpoms COBLITUA Yreo3sl

CTAHAAPTHBIE 3ANPOCHI | Cobuve Karerop.. Wcrounmx | & Kowmn...
P 3ascespems 8 16052017 Heyaauxas no.. Bxoa/seixon NetworkPro.,.  ServerSNS.SN..,
l’t 3auac B 1605.2017.. Otkas 8 ayren...  AyreHtudu.. AuthServer ServerSNS.SN... (=)
£ o @
rz 3a7 gyrok B

'j Bce seicoxoro yposHa
rt Bce noseiwennoro ypo..

T Bce nuskoro yposma X
3ANPOCHI

BHEWHWE XYPHA/IbI

Mpu nonyyeHUn yBeAOMIEHUIN O MPOM3OLIEALNX COBbITUAX TPEBOrM MporpaMmMa
ynpasfieHust MyTEM MoAauM pasNYHbIX BU3YyasibHbIX CUrHANIOB HE3aMeaIMTesIbHO
onoBewaeT 06 3TOM agMUHUCTpaTopa 6e3onacHoOCTy.

Bbigenute nto6oe cobbiTue B XypHane TPEBOrM, BbI30OBUTE €ro KOHTEKCTHOE MEHIO
NpaBoit KHOMKOM MbIWW M 03HAKOMbTECh C HEKOTOPbIMU BO3MOXHbIMU Onepauu-
AMU HaA COBbITUSIMU:

COBbITUA YTPO3bl

OCECT—- %

16.05.2017... Heyaa4Has no.. Bxoa/Emixoa NetworkPro...  ServerSNS.SN...

@ 16.05.2017... Otkas s avres AvrerTadua AuthSencer ServerSNS.SN...

v Keutuposate Tpesoru...

()
©
42 Konuposats B

Meuats...

B 3xcnopr...

O

Packpacka cobrimuit

€. Vickams & 6aszax sHaHUi 4

[Jo6asuts Npas¥no NOUCKa yrpossl

O AetancHo

2/2 (»

e "[eTanbHo" — oTob6paxkeHme NnoapobHOro onmcaHms cobbITnin.
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COBbITUA YrPO3bl

O S T

16.05.2017... HeyaauHas no...  Bxoa/swixog NetworkPro...  ServerSNS.SN...

16.05.2017... Orkas 6 ayteH..  Aytentudwn..  AuthServer ServerSNS.SN...

0 e

AETANIbHO OBLLEE MAPAMETPSI KBUTWPOBAHWE 172 ~

Onucanune

HeyAaUHaRA NONLITK3 BXOA3 B CUCTEMY.
Moacucrema: JIoKansHbIA BXOA

VIma nonbzoeatens: dadminsns1@SN7.LOCAL.OU-SNS
Yzen kavexta: SERVERSNS

Yzen cepeepa: SERVERSNS

Ceccua: 1

e "KButuposatb Tpeorun". Npn 3TOM aAMMHUCTPATOP MOXET BBECTU TEKCTOBLIN
KOMMEHTapuii C ONMcCaHWeM MPUYUH U MPUHSATLIX Mep, U 3TOT KOMMEHTapui
byaeT coxpaHeH B CUCTEME BMeCTE C NMPU3HAKOM KBUTUPOBaHUSA cobbITus. UH-
dopmMauma o caMoM CobbITUM TPEBOMW He yaansieTca u3 xypHana. B ganbHein-
LWEeM MO XypHany CObbITUIA TPEBOrM MOXHO OMNpeaenuTb, KTO, KOoraa M Kak
oTpearvpoBa’sn Ha npousoweslme cobbiTus. Nocne KBUTMPOBaHUS BCEX MOMy-
YeHHbIX OT KOMMbIOTepa CobbITUIM ANa 3TOro KOMMblOTEpa cbpacbiBaeTcs npu-
3HaK TpeBOru.

(ampoveperor e

KBI/ITIApOBaHMe TpeBor

B none KOMMEHTapMﬁ YK&XKUTE pE3YyNbTaT aHaausa Tpesoru

Bribpara 1 tpesora

l KommenTapuit:

Keutuposats | Ormena |

KBUTMpOBaTb MOXHO OTAe/nbHOE cobbiTMe wmnu rpynny cobbiTniA TpeBory,
npeaBapuTENbHO BbIAENMB UX C NoMoLllbto knasuw [Ctrl] nnu [Shift].

Mpumeyanue. MoMUMO KBUTUPOBaHMS COBLITUI TPEBOMM C 0Bsi3aTeNbHBIM BBOLOM KOMMEHTa-
pust aAMUHUCTPATOPOM GE30MacHoOCTH, B MporpaMme NpesycMOTpeHa BOSMOXHOCTb cOpoca
CYETUMKOB COObLITUIA. JTa Mpouedypa npeaHasHayeHa TOrbko Ars Cryvaes, CBA3aHHbIX C
HaCTPOWKOIA CUCTEMbI 3aLLMTI, 1 He JOTKHA MPUMEHSITLCS B LUTATHOM PEXMME (YHKLIMOHMPO-
BaHUA.

e "DkcrnopT". M03BONSET 3KCMOPTUPOBATL (COXPaHATb) 3aNUCKU TEKYLLEero 3a-
npoca B hannbl cneumanbHbiXx GOpMaToB: *.snua — 3anucu XXypHana cobbiTui
TpeBoru; *.snlog - 3anmMcuK XXypHana CTaHuun; *.snsrv — 3anucum XypHana
cepBepa 6e30MacHOCTM. DTa onepaumsi MOXET TakXe BbIMOSHATLCS C MOMO-

Wbl KHOMKKM "DKcnopT »(ypHana"E, pacrnonoXeHHON B MpaBON 4acTu
OKHa;

70



COBbITUA YTPO3bl
2| fea v | Cotumie ORI XypHana O3
o 16052017. Heyaaunas r

1605.2017.. Orxas & ayre Myte x gaiiny C:\Users\dadminsns1\Documents\Bce Hu3Koro yposnsa.snua

g

-
C

Konuuecrso sanucei ® Bce cTpokmn
Bupenennsie
Awanason: or A0

Becs wypran

2/2 ~ xcnopt

7. B naHenu HaBuraumm HaXXxmmute KHonky ">XypHan craHumn" , chopmupyinte
0o6LwmMin 3anpocC Ha Nnokas 3anuncen 13 BCeX XypHasoB 1 ybeanuTecb, YTo pe3ynbTtaTt
ero 6yaer nycrbiM.

B Hoeswii I Onpums COBLITUA YIPO3bl

3ANIPOCHI KOHCTPYKTOP 3AMPOCA | Hoswiii 3anpoc

* I Hoswii sanpoc B C %

Kypranst v Secret Net Studio v TMpunoxennit

™
BHEWIHUE XYPHANbI V| BesonacrocTu V' Cocremssid =
Mpasuna zanpoca B
@ Aobaguts npasuno ¥
Konanuecrso @' Bce coburtua
NOCNEAHUX COBBITHA ”
YxasaTte KOAUNECTEO!
=] Z‘ cepsepa SERVERSNS.SN7.Jocal .
m 30NACHOCTH
Lo srcolt [ Q Mowck & pesyns... = BuinoaxuTe 33npoc K...

XXypHan crtaHuui — 310 06beAMHEHHbIM XYPHan KOMMbIOTEPOB, KOTOPbIM NMpeaHa-
3Ha4YeH ANsl LEeHTPasIM30BaHHOMO XpaHEeHMS COAEPXKMMOro JIOKabHbIX XXYpPHanoB
(>xypHan Secret Net Studio n wrtaTtHble xypHanbl OC Windows), noCTynuBLIKX C
3alMLaeMbiX KOMMbIOTEPOB.

MycTon pe3ynbTaTt 3anpoca 03Ha4aeT, uTo B H6a3e AaHHbIX cepBepa 6e30nacHOCTH
HeT MOJTyYEeHHbIX C 3allMLiaeMblX KOMMbIOTEPOB 3amnucei, KOTopble YAOBNETBO-
pSIOT 3aZaHHbIM B 3anpoce npasuiaM oTbopa.

) &)
8. B naHenu Hasuraumm otkpoiTe naHenb "KomnbioTepb!" M=, OHa coOepXuT
cpeacTBa aAMMHUCTPUPOBAHMS U yrpaB/ieHUss KOMMbloTepaMu. B TekylleM npea-
CTaBJIEHUN Ha AMarpaMMe O0TO6paXkatoTCs AOMEHbI, OpraHn3auMOoHHble noapasae-

NeHuns, cepBepbl 6@30MacHOCTU U rPyNMbl KOMMNbIOTEPOB, NOAUYNHEHHbIE CEpBEpaM
6€30MacHOCTM B COOTBETCTBYHOLLMX NOAPA3AENEHUAX.

9. O3HaKOMbTECb C HEKOTOPbIMW 3HAYKaMU B AnarpamMe yrnpasiieHUs:

Q. cepBep 6e30MacHOCTU, C KOTOPbIM YCTAaHOBJ/IEHO coeanHeHmne (cepBep noa-
KJtO4YEHMNS);

L

B o o
[ 1 [ KOJTMYECTBO OTKPbITbIX Ha KOMMbOTEPAX CECCUN pa6OTbI nosib3oBaTenNen.
LiBeTHOM CbOH o603HavaeT ceccmo NOKaNbHOro aAMUHUCTPpATOopa,
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.f
— CYETUYMK 3aperncTpupoBaHHbIX COObITUI, OXMAAKLWUX KBUTUPOBAHUS
(noaTeepxaeHue npuvema) aaMMHUCTpaTopoM 6e3onacHOCTU. MakcuManbHoe
YMC/I0BOE 3HayeHue cyeTdyuka — 999. B cnyyae npesbilleHUs OrpaHUdeHus
cYeTumK oTobpakaeT 3HaveHue "99+";

Y Ha KoMMbtoTepe (KOMMbloTepax) AencTByeT dunbTp CobbITUN TPEBOTN;
P 3admkcmpoBaHa ownbka npu NpoBepKe JINLEH3NN;

5
- B/l cepepa 6e30nacHOCTV NnepenosiHeHa;

@ — YYETHaaA 3annCb KOMMbOTEPA OTKJTHOYEHA.

Cepsepbl 6e3onacHOCT | [pynnbl KOMMAbHOT

—]

£2

< | 2]

10.MpoBeanTe npouenypy cbopa XypHanoB c koMnbioTepa ARM1. [1nsa 3Toro:

e B AvarpamMe ynpasfieHWUsi paCcKpoiTe ABOMHbIM LLEMYKOM Fpyrny KOMMbloTe-
poB. O6paTnuTe BHUMaHWe, YTO NpU 3TOM BbibUpatoTcs (NoMeyvaloTcs) BCe Co-
AepXalinecs B AaHHOW rpynne KOMMbTEpPb;

e  BblbepuTe NANTKy KoMmnbtoTepa ARM1. [paBoli KHOMKOWM MbIlUW BbI30BUTE ee
KOHTEKCTHOE MeHI0 U Bblbepute onuuto: "XKypHanbl / CobpaTb »XypHanbl C
KoMnbloTepa / Bece";

@ Keutuposare v &5 XKypwany

\ E = E" Her v Q 100 v ®0Mnrp HE 3828H v " Nayza 88 Noapasgenemin

B & &

SERVERSNS.SN7.

Xypwman Tpesor 4
Komarmas

Kypransi xomnsiorepos uz 5]

»
Hab. ¥ 1
- Cobpars xypHans: © xomnkioTepa ‘I Secret Net Studio

Ceoiicea..,
BesonackocTn

Cucrensinii

7| CoBbitne

3anpoc xypHana cobbmui Npuacxenuit

ORI COTRTIR. Secret Net Studio » Bezonackoctu
3anpoc xyprana cobbimwit,

18.05.201713
18.05.201713

201711:21.48 _ 3aonoc

Bee

e ob6paTuTe BHMMaHWe Ha cooblieHne o cbope xypHana B NnaHean cobbITuin cu-
CTeMbl U AOXAMTECh 3aBepLueHns onepaumm cbopa;
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Tun ‘ [Java n spems 7| Cobuir Onucanne 15 &

a 18.05.2017 16:00:31 CBop xyprana. Arext(si) ARML.SN7.local; sxypran(er) Se... Oxmganne...

e rocse 3aBeplleHuns onepaunn cbopa B none "OnucaHune" aToro cobbITna no-
ABUTCA oTMeTka "KoMaHza BbiNosiHEHa ycnewHo". Ha naHenn HaBurauuu

HaXxMuTe KHonky "XypHan craHumn" { M NOBTOpUTE BbINOSIHEHME 3a-
npoca, KOTopblii Bbl CpOpMMpoBanu B n. 7 gaHHol nabopatopHon paboTbl (CM.
Bbile);

e [OXANTECb 3aBEpLUEHNS OMepauum M O3HaAKOMbTECb C pesyfbTaTamu. [o-
CKOJIbKY Mbl NMpoBenu npoueaypy cbopa xypHanoe, B B} cepeepa 6e3onac-

HOCTU TEeNnepb €CTb 3anncun, Noay4vyeHHble C 3alinlaeMbiX KOMMNbIOTEPOB.

B Hosor I Orepore COBbITUA ¥rPO3b!

3AMPOCHI B | fre Slsall  KOHCTPYKTOP 3AMIPOCA | Hossif sanpoc o3

@, 18052017..  SecretNe *
X
x @ Do o B c XKypwansi v Secret NetStudio v Tpusoxemuit

© 18052017..  SecretNe @
BHELWWHMWE XYPHANbI v besonacHocmv v CucremHbii

Q, 18052017..  SecretNe
@, 18052017..  SecretNe Mpasuaa sanpoca E
@, 18052017..  SecretNe @) Bobamins rpssmiio. v
@, 18052017..  SecretNe
@, 18052017..  SecretNe

Konmuecreo ® Bce cobutua

18/ 17... ecret Ne nocaegHnx cobbITMIA
Q, 18052017 S 6
Yxasars xosusecTso:

@, 18052017..  SecretNe
@, 1805.2017..  SecretNe BA cepacpa SERVERSNS.SN7Jocal

6GesonacHocTn
Q

18.05.2017... Secret Ne

1/531 ~ Q Mowuck & pesyn... = BuinoanuTe 3anpoc...

ne | Onncarme 4/18
a 18.05.201716:07:54 3anpoc xypHana cobemmil. XKypHan nonyuen.
z 18,05.2017 16:07:33 C6op xypHana, Arenv(sl) ARMIL.SN7 local; xypran(bi) Sec... Komanaz binoNHEHS YCNEWHO,

0 g0 z0 3appoc oupiana cofen KunMan oo ouaen

11.03HaKOMbTECH C BO3MOXHOCTbIO LIEHTPann30BaHHOM HAaCTPONKM NapaMeTpoB ne-
peaaydu nokasnbHbIX XypHanos B B[] Cb. [Ins 3Toro B NaHenu HaBurauum oTKpomTe
naHenb "KomnbtoTepb!" M=, B AMarpaMMe ynpasfieHus BbibepUTe 31eMeHT
cepBepa 6e30nmacHoOCTN U, Ucrnonb3ys onuuto "CBOMNCTBA" M3 KOHTEKCTHOIO MEHIO

cepsepa nnu kHonky "Ceomncrea” @ B MpaBOi YacTn OKHa, PaCKpoOWTE OKHO ero
CBOWCTB.

& B » SERVERSNSSNT.local

QOO

- E’( Her v Q 100 v ®°‘”‘5’P Be 3a0aH v " Maysa 88 Noapasaenenus @ Keurvposats v 5 X

[Lomen Bezonacnocty SN7.LOCALOU-SNS
Bepcna Secret Net Studio: 8211300

AaMUHCTPaTOPL! AOMEeHa GezonacHocT: SN7\snsadmin

Agsmucpatopsl neca gomeros Sesonacwoct:  SN7\snsadmin_forest
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12.B OTKpbIBLUENCSA NaHeNM CBOWCTB 3/ieMeHTa cepBepa 6e30MacHOCTM NepeKksoYn-
Tecb Ha Bkaaky "Hactponku". Ecnn Ha 3ToM BKNaake nosBUTCSA KHonka "3arpy-
3UTb HACTpOMKK", HaxmuTe ee, 4TOOblI 3arpy3uvTb NapaMeTpbl HaCTpoek
Bbl6paHHOro obbLekTa.

B npaBoi yacTu okHa packpowTe pasgen "lMapameTpbl” 1 BbibepuTte rpynny napa-
MeTpoB "C6op XypHanoB", KOTOpasi COAEPXMUT NnapamMeTpbl Nepeaayum oKaabHbIX
XXypHasnoBs Ha cepsep 6e3onacHoCTu.

| cocromsme  mactPoitku oy
& SERVERSNS.SN7.local
Aarrbie nosyvens: 16:17:38 ObHosuTs Kotvpose neuata ¢
rams AnTnempyc [
v\ rl a p a M eTp bl ObrHapyxenne sTopxeHnit g

Wrdposarue Tpaduka

Obmosnenne

Cbop xypHanos

PETMICTPALIVA COBLITUY
MAPAMETPbI

Mpoussoanrs c6op xypHanos:

ﬂp.' NOAKAOUEHMM AreHTa K CepEepy BGezonacHocv
Cetesme nactpoiikn

Cbop xypranoe

ApxuBMpOEaHME XyPHANOE

Mpwn sanonnemny xypuasa na 80% n Gonee

& cGop cneay YP!
) Mourosasn paccouka o

v Npunoxerui Tpesorax

V| Cucremmsin n

Ipnenaenan

v Besonacroctv nosssosaTeneit

DunsTp TPEBOr OT
Konum xypnanos na arenve: NOZNMHEHHEIX CepEepos

l COXpaHATb KONKUK XYPHANOE HA S3WMLLAEMOM KOMNLIOTEPE Ynpasnenne Tpaccnposkoi

13.MapaMeTpbl c6opa loKanbHbIX XypHaNoB, 3aZlaHHble ANs cepBepa 6e30MacHOCTH,
OTHOCSITCS KO BCEM KOMMbOTEPAM, KOTOPbIE NMOAYMHEHBI 3TOMY cepBepy. Kak oT-
MeYasiocb B rnaBe 2, Ha OTAENbHbIX KOMMbOTEPAX MOXHO HACTPOUTb UHAMBUAY-
anbHble MapaMeTpbl, KoTopble 6yayT WMeTb 6o5ee BbICOKWIA MPUOPUTET MO
CpaBHEHMIO C 3agaHHbIMKM Ha CB napameTpamu. YCTaHOBUTE crieaylolme napa-
MeTpbl c6opa NoKanbHbIX XypPHanoB:

e B rpynne "Mpon3soanTb cbop XypHanoB" ycTtaHoBuTe ¢naxkok B none "Mpu
NOAK/IOYEHNN areHTa K cepBepy 6e3onacHocTn";

e 0b6paTtuTe BHMMaHMe Ha none "CoxpaHaTb KOMUWU XXYpPHasioB Ha 3aliuLiaeMoM
KOMMbloTepe" — ero cneayeT UCnonb30BaTh, €CiiM TpebyeTcs ocTaBnATb Ha pa-
604X CTaHUMAX KOMUM COAEPXKMMOTO JIOKaNbHbLIX XXYPHANI0B nocsie ux nepe-
Aayn Ha cepBep 6€30MacHOCTM. DTU KOMUM COXPAHSAITCS Ha KOMMbOTEPE B
Buae evt-darinos B nogkatanore \OmsAgentEvtCopy, pacnosioXXeHHOM B Ka-
Tanore yCraHoBKU KnneHTta. ObpaboTka u yaaneHme aaHHbIX pannos A0KHA
BbIMNOMHATLCA aAMUHUCTPATOPOM;

e B rpynne "BknounTb B cbop creayowme xypHanbl" cCHUMMTE (hnaxok B none
"CucremHbIn".

14.HaxmMute KHONKY "MpUMEHnTL" 1M A0XAUTECH 3aBepLUEHMs Npoueaypbl COXpaHe-
HMSA napameTpoB. O6paTuTe BHMMAHME, YTO B NaHenu cobbiTnin CUCTEMbI NOSIBU-
lacb COOTBETCTBYHOLANA 3anmncb O COXPaHEHUN KOHMDUIypaLuum.

| Onucaqne x

Kongurypauma coxpamena.

&
15.Ha naHenu "KomnbtoTepb!" B===M BbibepuTE MAUTKY KOMMbloTEepa ARM1, Ha
Bknaake "Hacrtpomnka" packpointe pasgen "MapameTpbl" 1 BbibepuTte rpynny na-
pameTpoB "C6op xxypHanoB". B 4aHHOM peXmnMme MOXXHO HaCTpOUTb UHAMBUAYAIIb-
Hble JIOKasibHble HACTPOWMKK cbopa XXypHanoB Anst KoMmrnbioTtepa ARM1, KoTopble
6yayT umeTb 6onee BbICOKMI NPUOPUTET NO CPaBHEHUIO C 3agaHHbIMM Ha Cb na-
pameTpamu.

Ybeautecb, 4TO B pacKpbiBaloLEMCsl CrMCKe Bblbopa pacnncaHus yCTaHOBIEHO
"He 3agaHo" n BbibepuTte ccbinky "lNepenTn Ha Aencreyowee pacnnucaHne poau-
Tenbckoro obbekTa". Bbl CHOBa BepHeTech K YCTaHOBNEHHbIM Ans Cb HacTporikam
cbopa xypHanos.
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2!  COCTORHME HACTPOWKN NALEH3NN
Cepsepb! 6esonact | = = 8O3
’ | & ARM1.5N7Jocal =
Obnapyxenwe sTopxensi
Bannsie nonysens:: 93407 06
— e Wndposanve Tpaduxa
= o3
S rl a pa M eTp bl Ofnoenene (@]

PEFMCTPALIUA COBLITUA

Cbop xypHanos
! DN ) neepou 6e3 « NAPAMETPHI

CJ ARM1.SN7.Jocal

L1

YuerHan undopmauns

Ceregnie HacTpoOin
Konum KYypHanos na arente:

Cosp e——— o p C6op xypHance

He sagano v

MNepedTn Ha AedcTEyrOWEe PACNACANME POAMTENLIKOTO 0bbexTa, SWEMABTHI MOALI0BaTENE
‘ vl ’ Ynoasnesue ToacCHOOEKONH

16.Vicnonb3ys kHonky "Ceoncrea" {é} , 3aKpoKTe naHeslb CBOWCTB U BEPHUTECH K
nHTepdency amarpaMmbl ynpasneHus. Bbi3oBUTE KOHTEKCTHOE MEHIO KOMMbOTEpa
ARM1 u BbIbepuTe onuuto "KomaHabl / MNepesarpysuTtb". B AManoroBom okHe noa-
TBEPXAEHWNS Nepe3arpy3kn HaxmuTe KHonky "Aa". Joxautecb 3aBepLlueHus ne-
pe3arpy3km n aBTopuayitecb Ha BM komnbioTepa ARM1 nop y4eTHOM 3anucbio

"dadminsns1".

Cepsepbl 6€30MacHOCTY U KOMMNbIOTEPbI 8O3
™
=

SERVERSNS.SN7.
= jocal
A
[ 2]

3abnoxunposars

Habaogenve »

Csoiicrsa...
—

Mepesarpysuts
Buikntosuts

MNpumeruTs rpynnoseie noaw kK

17.06patnte BHMMaHWe, 4YTO B MaHesn COBbITU CUCTEMbI MOSABUAUCL 3anucu o6
YCMeLwHOoW nepesarpysKke 1 aBTopM3aumn Nosib30BaTessl B CUCTEME.

18./icnonb3ys onucaHue n. 7 aaHHoW nabopaTopHoi paboTbl (CM. Bbille), packponTe
")XypHan ctaHumii", ccopMnpyinTe COOTBETCTBYIOLLMIA 3anpoc 1 ybeantecb, 4to
rnocse nepesarpysku sawmaemMoro komnototepa ARM1 1 nogkItoyeHms areHTa K
CBb coaep)XMMoe /0KasbHbIX XXYPHaNoB, KPpOMe CUCTEMHOro, 6bis10 nepeaaHo C
ARM1 B B[] Cb. Ob6paTtnTe BHMMaHWe Ha mMaHenb CobbITUI CUCTEMBbI, B KOTOPOM
OTpaxkeHbl cobbITMSA 0 3anpoce XypHasa C MOMETKOW O nony4vyeHun B nosne "Onu-
caHve".

Mpumeuanue. MapameTpbl pacnucanmsi, 3afaHHble 41 cepeepa 6e30MacHOCTH, HE MPUMEHSOTCS
Ha 3aLLyLLaeMbIX KOMMbHOTEPaX C MHAMBUAYANbHO HACTPOEHHBIMM PACTIMCAHUSMI NEPeaaYn Xyp-
HaroB.
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£ Horwi M Omepeme COBBITUA YIPO38!

1805201717:33:30  SecretN JonacHocTH

18052017 17:33:29  SecretN

= ¥
Hoswi sanpoc

JANPOCHI ol HCTPYKTOP 3ANPOCA

@, 1805201717:3400  SecretN
* p E o E c % . ‘pHansi V| Secret Net Studic Npuaowernmit

© 1805201717:3356  SecretN ~
BHELIHMWE XYPHANB BesonacHocT Cocremmsiii (<]

@,  1805201717:3343  SecretN

@, 1805201717:3341 SecretN | 38Wra3anpoca E

2 17:3341 ecret passno epatop Ycnoswe
18052017 17:33 Secret N n On

Q, 1805201717:3340  SecretN Komnssorep v | Copepwnr * | ARML

@ 1805201717:3333  SecretN

Q  1805201717:3333  SecretN | nrvecrmo T S

Q, 1805201717:3331  SecretN £y ol ¥Ka2aTh KONAUECTED:

Q, 1805201717:3330  SecretN

Q cepoepa SERVERSNS.SN7.local -

i)

i}

18052017 17:33:29  SecretN _

1/355 ~ Q Mowck & pesyastarax s BuinoaHuTe sanpoc k BA

& 1805201717:5039 3anpoc xypHana cobeimmii.

19.Mepekntountecs B okHo BM ARM1, 3anycrute nporpamMmy "JIOKanbHbI LEHTP
ynpasneHunsa", oTkponte naHenb "XypHan cTaHuMin" n C NOMOLLbIO COOTBETCTBYHO-
lWMX 3anpocoB ybeamnTecb, YTO nocne nepesanycka 6bian nepegarbl B B Cb m
COOTBETCTBEHHO OYMLLEHbI BCE SIOKANIbHbIE XYPHasbl, KPOME CUCTEMHOrO.

o

[ v REeIe ' '

C] E Hosoi I Orepaims COBbITUA
N KYPHAbI & | fara Cobuve | Karerop. @
E Secret Net Studio X | @, 19052017 Secret NetSt..  3anycknpo.. Komtposen.. LocalProtec.. amml. ~
tu E Besonackoctw @, 10052017.. SecretNetSt.. 3asepwemn.. Komrposen.. LocalProtec.. arml [
wn E’ Cucrenmeis Q; 19,05.2017... Secret Net St..  3asepwewn.. Kowtposen.. LocalProtec.. arml. w
E E Npinoxernwii Q, 19.052017.. Secret NetSt..  3asepwemn.. Komtposen.. LocalProtec.. arml. B
SANRITH @, 190052017.. Secret NetSt..  3asepweru.. Kowtposen.. LocalProtec.. arml
EJ fce Tpemons Q, 19052017... Secret NetSt..  3anycknpo.. Komtposen.. LocalProtec.. arml
E Tpesorn NOELIWEeHHO...
@, 19052017..  SecretNetSt.. 3anycknpo.. Kowtposen.. LocalProtec.. amml
BHEWHWE XXYPHA/bI Q,  19052017... Secret Net St..  3asepwemu.. Komrposen.. LocalProtec.. arml
@, 19052017..  SecretNetSt.. 3asepwewn.. Kowposbn.. LocalProtec. arml.
Q@  19.05.2017... Secret NetSt..  3anycknpo.. Kowtposen.. LocalProtec.. arml.
Q,  1905.2017.. Secret NetSt..  3anycknpo... Kowtposen.. LocalProtec.. arml
Q. 19052017.. Secret Net St..  3anvcknoo..  Kowtoosen.. LocalProtec.. amml. *
1733 ~

B Hoswi I Oncpars

XYPHANBI Kypwan SuTHE Ki OH M @
B secret Net Studio © 18052017.. Cucremmmiz 7036 Service Con..  armLSN7.k
9 Besonacroctv © 1s052017. Cucremmnid 7036 Service Con...  arm1.SN7.kc (=)
B cucremnsit X @ 18052017.. Cucremwsiii 7036 Service Con...  arm1.SN7.k ®
B Nownoxenai © 18052017..  Cucremmui 7001 {1101) Microsoft-..  arm1.SN7.k B
SUNBITH © 18052017.. Cucrewmii 7036 Service Con...  armLSN7k
B ce rpesor © 18052017..  Cucremwnii 7036 Service Con..  arm1SNT.k
£ Yoemom nossemen. © 18052017..  Cucremmuii 7036 Service Con..  armLSN7.k
BHELUIHUE XYPHA/bI © 18052017..  Cucremmwii 7036 Service Con...  arm1.SN7.i¢

Aara w spema
§

18.05.2017 17:45:42

3anpoc xyprana cobuimwit

MoapobHee 06 0bpaboTke cobLITMIA XXypHana TPEBOT W APYTUX KyPHAIOB CM. B PYKOBOACTBE agMu-
HWUCTpaTopa Mo LEHTPaNM30BaHHOMY YNpaBMEHU, MOHUTOPUHTY 1 ayauTy.
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20.0nepaumn KBUTMPOBaHMSA TpeBor M cbopa NoKanbHbIX XXYPHanoB pacCMOTPEHbI.
[anee 6ynet nponnniCTpMpoBaH NpMMep LEeHTPasM30BaHHOM HAaCTPOMKK Ha 3a-
LWMLLAEeMbIX KOMMbIOTEPAX NapaMeTpPOoB I0KasibHbIX NOSIUTUK U perncrpaumm onpe-
AeneHHbIX cobbiTuii B XXypHane Secret Net Studio. B okHe koHconn BM ARM2, B
nporpamMmme ynpasfiieHust Ha nNaHenu "KoMmnbtoTepbl" ¢ NOMOLbIO KHOMkK "CBoM-

cTea" @ OTKpONTE NaHenb CBONCTB KoMnbtoTepa ARM1 u BbibepuTe BKIaAKY

"Hacrporikun".
S e : i
GIOIQ) @3 » SERVERSNSSN7local |
B v Quor @owmpressn Bl 11 rore 83 nowsanesess: | @ Kewmposns v &5 aimamie B Kousyor v Bl Ao
CepBepbi 6e30MacH [oaett = HACTPORKN B AERRN o3
P CERVERSNGSNT | _ ARM1.SN7 local
Jocal Zaanse nomyuerer: 103106 Obroeurs  + | MOMATHKA <
2!_: 5 Barosas raumra a
' ba3oBad 3aluUTa Broa & cncrenty
Kypran
Bxoa B cucTemy Mcroum Ayasr Tenesoe

L3 arm1snN7iocal KonmMposasme

Makcumarssmbiit NepHoa 10 -y Noxansswid :

HEATHBHOCTH 20 SAOKMPOBKM Kaous nosssosarenn

o Onosewienie 0
Tpesorax

JaUgMTa NOKANRIIX
L anm2.5N750cal f::f:\' eropmeioro exos & Brmounts Noxanmsmit ; o
y pecype

R Bwcxpeuncmnoe
[ 1] ympagaene
Peakiian ua useatve He 6rokuposaTs - Noxamwmiit i
UaeHTHIKATOPS Jamaparme Aanreix
SERVERSNSSN?.
il ympataenie
i ¥ ; soctynou
Ba Konwwecreo meyaaumsx nonsitox 0 noABTOK Noxanssw i
ayTerTISHKALM 3auyTan
Konuwecmeo noneimos NPOTPIMMIAR CORAR
= A v
I K 3awwra ascea

21.B nabopaTtopHoii pabote N°1 gaHHOW rnaBbl yXe paccMaTpvBasiacb aBTOHOMHas
HaCTpoliKa Ha oTAe/IbHOM KOMMbloTepe NapaMeTpoB pa3aena "Perncrpaums cobbl-
TUIi" n rpynnel "Monutnkn / basoBas 3awmTta". Tenepb 6yaeT nokas3aHo ynpas-
JIeHME 3TUMM HaCTpPOKaMmM B CETEBOM pexxmme. B rpynne "Perncrpaums cobbituin /
AAMUHUCTPUPOBaHKWE" HanauTe n oTKI4YMTE napamMeTpbl "Owmnbka CMHXPOHM3a-
LMW YUYETHOM MHDOPMaLMK C MeXCeTeBbIM 3KpaHOM" U "CUHXPOHM3aAUNS YYETHON
MHMOPMaLMM C MEXCETEBLIM 3KpaHOM".

Cepgepbl be3onact

LIl SERVERSNSSN?
Jocal

2| COCTOAHME HACTPOAKM MALER3AN
& ARM1SN7 local
A s O

Lot &

m 5 +  PEFMCTPALIMA COBLITUP
%% Peructpauma cobbitni JR—
Asrrammpyc
Aasmmcrpuposanme SN,
3 ARMLSNTMocal Brog 8 cucTeny
& Cuwnbica npruesenna nosmv V' Bamownrs Noxanwrid P —

ynpasnerie gocTynom

c Jsunomy7as nporpaummas
Cuuinbia CArpPONUILAA YSeTnod MHDOPMALK C Braowms Noxassweiin premt g
MexceTzEEM SKDINOM

Jariparine SanHmx

3 arm2snziocal

awmra giecxa
2% FOAMTINI YCNeWMO NpUsErenst ¥ Bumouwnte Noxansrait widpoesHite Adrbix
[ 1]

Kmoun nosssoearens

TIpaAyPEXARHIAE MpH NPHMEHEHIH FOANTIG ¥ Braouars Noxanswsiit Kowrpans nears

Q S;VERSNS.SN'L Kosmpase npracocenmi
|

Kontpos yerpoiicts

Y =l yuemmon c Benowm Noramwi
1] Scparcu Kowpons uenccmocti
Obnapyxenme eTopwenidt
—j » \: Obugne cobures

22.Ha naHenm UHCTPYMEHTOB HaXMUTE KHOMKY "MpuMermnTb" BRI  noxaunTech
nosiBNeHus B naHenun cobbITnin cuctembl 3anncen 06 ycnewHoM BbIMOSHEHUN KO-
MaHAbl U USMEHEHWUM NTOKAJIbHbIX MOJIMTUK HA areHTe.

- | NP
Tun | Jara uepems 7| Cobuitne Onucanne

: 22052017 10:43:08 Tpumerenne nonutuk Ana arerralos) 'ARMLSN7 local'.  Komanaa seinonnera ycnewro.
8 2205201710:30:51 3anpoc kondurypaumu. Kondurypauns sarpyxena.

23.0T1Kpolite KOoHcolb BM ARM1 noj ydeTHon 3anucbio "dadminsnsl” u 3anycrute
nporpamMy "JlokanbHbIN LeHTp ynpasneHusa". Ha naHenn "KomnbioTep" nepein-
AuTe Ha BkNagky "HacTpoiku", pa3sBepHuTe rpynny napameTpos "Perucrpauus
cobbitnin / AaMuHucTpupoBaHue" un ybeauTtecb, 4TO perucrpaums cobbiTui
"OwmnbKa CUHXPOHM3ALUUM YyYETHON MHDOPMaLMKM C MEXCETEBbIM 3KpaHoM" U
"CUHXpOHM3aLMA YYETHON MHPOPMALMKM C MEXCETEBbLIM 3KPAHOM" OTKIOYEHa.
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b Toxansro pexum

l V @ [ C% Hauano
COCTORHME HACTPOWKM ANUEH3MN
) ARM1.SN7.local
Orvera
Céuoenenne
P BbITHi
-~
N = Peructpauus cobbitn 4
ﬁ AZMARACTPUPOBaHNE
= M Aammnucrpnposanne Wcrounmk
AHTHEMpyC
" Bxoa & cuctemy
Owmwbua cnHxp U 7 NHpOpMALIN C BratounTs Noxansresit
MEXCETEEBIM IKDAHOM Auckpeyuorroe
YNPaEneHne SOCTyNoM
35MKNYTB.I nporpaMmHan
MoAMTHIN YCNISWHO NpUMEREHs! v Braounts Noxansruit i cpeas
3atvpanve aarHbix
MNp HUe Npu Np) noanTK V' Brarownts Noxansmeit : 3aumra AvCKS 1
WhpoEaMMe A3HMBIX
Knrouw nons3zosarens
CuHXpOHN3aLMA YHeTHOA HOOPMALNN C MEXCETEEbIM Brarounts Noxanoroit i KokTposs neuats
SKPAHOM
KonTposs npunoxenui
KoHTpoas ycTpoiicrs
Yaanew nonszceatens v Bxawosuts NoxansHsit i
KoHTposb uenocTHocTv
NAsanirwamin Kranwamu

24.Tenepb U3MEHUM AaHHblE MapaMeTpbl AN BCEro AOoMeHa 6e30MacHOCTU, T.e. B
HalweMm cny4dae gna nogpasaenenms "ou_sns":

e MepeKIynTeCb B OKHO KoHconm BM ARM2, B nporpaMme il‘lpaBJ'IeHVIﬂ Ha na-

Henu "KomnbloTepb!" ¢ noMoLbio kKHornku "CBoncrea” CBEpHUTE NaHenb
CBOMCTB KOMMbioTEpPa ARM1 1 BEpPHUTECH K AnarpaMMe yrnpaBJieHUsl B pexmme
oTo6paXkeHMsa CNMCKOB KOMMbIOTEPOB;

e B MaHEeNM HaBMrauum B BEPXHEN YaCTM OKHA HaXXMUTe KHOoMKy "BeBepx Ha oauH

ypoBeHb" @ N nepenauTe B pexum obLuei HavyanbHOW CTpyKTypbl. O6pa-
TUTE BHMUMaHWE, YTO B AaHHOM pexnMe oTobpaxkaloTcs JOMEHbI, OpraHu3aum-
OHHble noapasaesieHunsl, cepBepbl 6€30MacHOCTM U FPyMnbl KOMMbIOTEPOB,
NnoAYMHEHHble cepBepaM 6e30MacHOCTM B COOTBETCTBYHOLIMX MoApasaene-

HUAX;

Cepgepbl 6e3onacHOCT | [pynnbl KOMMbHOT]

(O SERVERSNS.SN7 g =

3

Jocal

e BblbepuTe opraHusauMoHHOe noapasgeneHue "ou_sns", Ha KkoTopoe 6bin

crnpoeunpoBaH AoMeH 6e30nNacHOCTH, 1 € NoMoLbio KHornku "Ceoicrea” @
OTKpOWTE NaHenb CBOWCTB. Ecnn mosaBuTCA KHOMKa "3arpy3utb HacTporkun",
HaXxmuTe ee, 4yTobbl 3arpy3nTb NapamMeTpbl HACTPOeK BblIbpaHHOro 06beKTa;

e Ha Bknagke "HacTtpoirika" ¢ NOMOLbIO 3HauKa a» BK/IlOUMTE B rpynne "Pe-
rmcTpaums coboitnin / AGMUHUCTpUpoBaHue" napameTpbl "OWwWnbKa CUHXPOHU-
3aunn yyeTHoM MHdOpMaLUM C MexXceTeBbiM 3kpaHoM" U "CUHXpOHU3aUMS
YYeTHOM MHpOPMaLUKN C MEXCETEBLIM 3KpaHoM";
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ServersNSSNTiocal

oQ COCTORHME HACTPOMKN ﬁ
(&= B/Nbl KOMNbIOTEPOB
pewy
RO JCTDOMCTE ¢
[E— [
&~ e ~ i Axtvenp: S
o e
% Peructpaumsa cobbitum w
Obrapywenise sTopwenui
cD . ApMunucTpuponanue Wedpoeasue rpadics
o [ r— T | Corenseme
E
- 5
ER + PETMCTPALIA COBLITHY
3 @) Oumbxa yueTrod ¢ v Bemo
[} xpanom AmaomcTRuposae.
o] Antagmpyc
- Bxog B cucTemy
( n ) v
J, \) 0TI YCNEWHO NDRMENENS Bemo T —
ynpasaerate A0CTyNOM
(D Npeaynpexaese npit DEMMEHENAA NOATUK v Bemo 3auKMyTaR NPOTPIMMIIA
cpeas
JaTmparee Aarnmix
pa Qg g = oy ¥! Beno 3awmra gucka v
wnpotanie Aanmx
o} (@ BV T mm— 2 o KArowist NoAsIoeaTens

e Ha MaHenmn MHCTPYMEHTOB HaXXMUTe KHOMKY "MpuMeHUTs" m, AOXAN-
TeCb MOSIBIEHNS B MaHENN COBbITUIA CUCTEMbI 3anMcK 06 YCNEeLHOM COXpaHe-
HUW KOHMbUIypaumum U NPUMEHEHUN MONUTUK.

Tun Aata v spema 7| Cobpitne | Onucanne
8 22.05.2017 11:28:22 MMpumesieHue NOAUTHK AN] ‘ou_sns', Kordurypauus coxparena.
s 22052017 11:22:14 3anpoc KoH$urypaumn. Kongurypauus sarpyxena.

25.C nomouwbto KHonku "CeolictBa" 3aKpoMUTe OKHO CBOWCTB OpraHu3auMoH-
HOro noAapasfeneHus, B AvarpaMmme ynpassieHMs ABOMHbIM LLeNYKoM Bbibepute
rpynny KOMMbOTEPOB, paCKponTe KOHTEKCTHOE MeHI0 KoMmbioTepa ARM1 u BbI-
6epute onumto "KomaHabl / MpuMeHUTb FrpynnoBble NOANTUKK".

CepBepbl 6€30MacHOCTY ¥ KOMMbIOTEpb 203

SERVERSNS.SN7.

2 ¥

XKypransi

i
[— | _|= Koksstas it 3aBnoknposats

Habnopenve

&J Csoiicrea.. Mepesarpysvms
—

Buxaouure

Mpymenute rpynnoEsie noswTuki

26.06paTtute BHMMaHWe Ha coobuleHre B naHenm cobbiTuin 06 ycnewHoM npmMeHe-
HWUW TPYNMNOBbIX MOMUTUK.

Tun | Jaramepemn 7| Cobbitue

: 2205.201711:33:20 Komanaa Tlpumenurs rpynnossie nonwtiku' oTnpasnema gna arewra(os) '‘ARML.SN7 local’. Komawaa ssinonmena ycnewmo.

27.Meperiante B OKHO KOHCOMM BM ARM1 1 B nporpamMmme ynpasfieHns B JIOKaSIbHOM
pexumMe ybeantechb, 4To permcrpaums coboitnin "Owmnbka CMHXPOHM3ALUN yYeT-
HON MHpOopMaLUNKN C MexceTeBbIM 3KpaHOM" 1 "CUHXPOHU3aUMa yYETHOM UHMOpP-
MaumMn C MeXCEeTeBblM 3KPaHOM" BK/OYEHA Ha YPOBHE OPraHM3auMoOHHOro
noApasfeneHuns 1 B JIOKa/IbHOM peXxuMe He U3MeHseTCs.
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v @ I L?:! Havano

COCTOAHWUE HACTPOVIKM NALEH3AN

&3 ARM1.SN7.local

i o Obnoenenne

5 Pernctpaums cobbitui

w +  PETUCTPALIAA COBBLITUY
ﬁ AgmusncTpuposarine
=3 AnamuHncrpuposanne Wcrounnx

AHTUBMPYC
Bxoa 8 cucremy
Ownbxa CHXpOHNSALMM YHeTHOR MHOOPMALNA C v Brarosste ou_sns
MEMCETEERIM 3KP3HOM Avcxpeuvionnoe
ynpasneHue A0CTYyNOM
3amMKHYTaR NPOrpaMMHan
TIOAMTIAKIA YENEWHO NDUMEHEHE v Brarosnms Jloxansmsiit i cpeaa
3atvpanme ZaHHsix
TipeaynpexasH4e Npi NPAMEHEHNN NOAKTUK V| Brarousrs JNoxanomwi i Jawmra avcxa v
WwndpPosaHe ABHHDIX
Kmouu nosssoearens
CrmxpoMn3aLma yHeTHOM MMOOPMALIAK C MEXCTETESEIM v Bxmounts ou_sns i

Komtpone nesatm
3KPAHOM

KOHTpONE NprncxeHni

KoHTpone ycTpoiicte
Yaaneu nonssosatent v/ Brnowurs Noxanowsili i
KoHTpons uenocrHocTv

DAMAMAwsmas mTANW A

MapaMeTpbl MNONUTUK, 3aAaHHble AN KOPHEBOro cepBepa 6e30MacHOCTN, UMEIDT
HaMBbICLUWIA NPUOPUTET M NMPUMEHSIIOTCA Ha BCEX KOMMbIOTEPAxX, KOTOpble HaXo-
ASTCS B HEMOCPEACTBEHHOM UM TPAH3UTUBHOM MOAYNHEHWUN.

Mo yMon4YaHuo napameTpbl 3aflaHbl TOMbKO B JIOKaNbHOW noautuke. Ona 6onb-
LUMHCTBA NapaMeTPoB JI0KasIbHOM MOSIUTUKM U3MEHEHMWE 3HAUYEHMNI BO3MOXHO Kak
LEHTPa/I30BaHHO B MpoOrpaMMe ynpaBfieHUsl, TaK W JIOKa/llbHO Ha 3allULIAaeMOM
KoMmnbtoTepe. MNpu 3TOM U3MEHUTb B JIOKA/IbHOW MOSIUTMKE 3HAYEHWe, 3afaHHoe
NONIMTUKOWN APYroro ypoBHS, HEBO3MOXHO. CBeleHNsI O MONUTUKE, Onpeaensio-
el 3HaYeHMe MNapaMeTpa, NpeAcTaBfieHbl B JIOKA/IbHOW MOSIUTUKE B KOJIOHKE
"McTOYHMK".

28.03HaKOMbTECb C HACTPOMKaMM Moucka cobbITUA Yyrpo3 M npoBeauTe MNPOCMOTP
crnucka yrpos, nosly4eHHOro B pe3ysibTaTe aHanusa 3arpyXeHHbIX 3arnuncem xyp-
HanoB. Euwle pa3 OTMETUM, 4YTO PEeXMM MPOCMOTPa Yrpo3 npeaHasHadeH Ans
NnpeaocTaBfieHUs aAMUHUCTPATOPY MM ayaUMTOpy Hanbosnee BaXXHOW Ansl HUX WH-
dhopMaumm 13 XypHanoB, a caMn cobbiTUs yrpo3 NpeactaBasitoT cobon oxaTble
NN PasbsCHSIOLWME CBEAEHUS O 3aPErncTpMpOBaHHbIX COBbITUSIX (HanpuMep, co-
6bITMSIX C Npu3HakamMn noabopa napons).

[na HacTpoliky noucka cobbITuiA yrpo3 BbIMOHUTE Crieaytowme AencTBus:

&3

e B MNaHenn HaBuraumm Haxxxmmte KHonky ">XypHan Tpesor" ., B obnactu
0TObpaXkeHnsi CBeAEHWUI Nepek/touYnTeCh Ha BKNaaky "Yrpo3bl" U B BEpXHEN
YyacTu NaHenn HacTpOlKK BbiBOAA CBeAEHMI (cnpaBa OT obnactu otobpaxe-

HUS CBEAEHWUI) HaXMmuTe KHonKy "3anpoc” '@} . Ha akpaHe nosiButCsa na-
Henb HaCTPOWMKM napaMmeTpoB noncka yrpos, coaepxalias
npeayCTaHOBJ/IEHHbIE MO YMOSTYaHUIO NpaBmna obLlero xapakrepa, KoTopble
Henb3s yaansitb, HO MOXHO U3MEHSITb;
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[

£ voowi I Oncpumy COBLITUA YIPO3b!

s wovocs I %
B 325ce spews Her pesyawtaton NOUCK YTPO3
£ 32w 7 Tk e o
B 2aomn 7 o (<]
B cyToK

v @ Noaxmoverse yerporicrsa

F 8ce enicocoro ypoenn X
v @ Ownbra dyrxunomammoro xontposn Secret Net
B e nosmwenvoro y..
v o Ouwnbra pabore Secret Net Studio
I Ece Hnzkoro ypoess

v @ Konrpons uerccrrocte sseepuien ¢ owsBram

3ANPOCHI v @ Cobons: xomtpens uencctHocTy sagepuien ¢ oulr
BHEWHWE XYPHANBI v o KonTpons annaparHod KoHOUrypaumss sasepuen
v ) MSSQL: Moabop napoas
v 0 MSSQL: Npofiaemes C NPOXIBOAVTEARMCCTSIO
v o MSSQL: CSoi pesepsHoro KONUPOBINKA
v @ C607 cosaamus Toukm soccTanosAeniA

MAPAMETPE! Har samicaii (Y ! i Nopospurensnss axrasnocrs DNS-cepeeps

KBUTHPOBAHWME

AETANLHO OBlLEE @ @ @

Onuncanne

Q Monck

e MPOCMOTPUTE MOJSTYUYEHHbIN CINCOK. YbeauTech, UYTo BbIGpaHO NpaBuIo nomcka
"Mop6op naponsa" 1 nog CNMCKOM NpaBwW ClpaBa HaXXMUTe KHOMKY "PeaakTu-

©

poBaTb MpaBuo yrpo3bl” . OTKpoeTcs AnManorosoe okHO "PepakTupoBa-
Hue npaBwuna: ...", r4e MOXHO M3MEHUTb CMNCOK YCNOBWIA, KOTOPbIM AOMKHbI
YAOBNETBOPATb 3anNncK AS1S COOTBETCTBUS JAHHOMY COBbLITUIO YIPO3bl;

(&' Pepaktuposanue npasuna: MoaGop napona | B S
PeAaKTVIpOBaTb npaswuio Nnoucka yrposbl
PepakTop BuipaxeHus
Ycnosua npasuna:
{ Mpasuno Oneparop Ycnoewe
¥ | Cobsitve v Pagno v 529 b n nam @ v
Tun v  Paewo ¥  Ayaur otxasos y n nwwm| @~ >
Napamerp: Um... ¥ Koncranthoe... ¥ n m @ v >
X | Cobeitne v  Paevo v 4625 v n mwm ®r >
Tun v Pagro ¥  Ayaur orxasoe v n nan @ )
Mapamerp: Um... ¥ KoHcrawTHoe... ¥ n mwm ®- >
Mapamerp: Ko.. ¥  Paeno v  0xCOO0006A v ®~ >
Mo ymonuaruo < Hasag Bnepea > Ormena

e MpPOCMOTPUTE CMMNCOK YCNoBWUI BbibpaHHOro npasuna. O6bbIMHO CNMCOK coaep-
XXUT HECKONbKO CBSI3aHHbIX Mexay cobomn BbipaxkeHunii. CBA3b hopMupyeTcs C
NOMOLLbIO siornyeckm onepatopos U / WIN vnn 3Havka rpynnmMpoBkM (KHOMNKa
c durypHom ckobkon Haa cnnckom). MpynnuposBka no3BonsieT 3agaTb 065a3a-
TenbHOe coBMnaZeHue 3aaHHbIX 3HaveHnii ana nonen (Hanpumep, "Tun", "Co-
6biTne" un '"Mapametrp: WMa nonb3oBaTtensa"), 4ytobbl MNpu aHanuse He
paccMaTpuBannChb 3anucn, Yy KOTOpbIX XOTS 6bl O4HO U3 3HAYEHWU B yKasaH-
HbIX NOMSIX HE COBMAJAET C 3a4aHHbIM;

e HaxmuTe KHomMky "Bnepea". Ha AaHHOM Lwlare Mactepa MOXHO YCTaHOBUTb A0-
NONHUTENbHbIE NapaMeTpbl NpaBwia: BblbpaTb XypHanbl, 3anMcU KOTOPbIX
6yayT paccmaTpuBaTbCa NpW aHanuse, AN8 OTCNeXMBaHUA MOBTOPSIOLLMXCA
cobbITUIN yKasaTb KOTMYECTBO MOBTOPOB B MHTEpPBasie BPEMEHU, a@ TaKXe Bbl-
6paTb pexum coxatusa B none "dukcuposaTb O4HY TPEBOry 3a CECCUIO MOJSb-
3oBaTens", 4tobbl NpU BbISBIIEHUN HECKOSIbKUX OAWHAKOBLIX COObITUI 3a
ceaHc paboTbl Nonb3oBaTens B XypHane ¢dopMUPOBaTb TOIbKO OAHY 3anuchb;
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@ Pepaktuposanue npasuna: Nogbop napons

)

PeAaKTMpOBaTb npaBuIo NMOUCKa Yyrpo3bl

AOﬂOJ‘I HATENBHBIE N3pPaMETPLI

XKypnansi:

Konuuecrso
nosTopos cobbiTns:

Hassanue npaswna:

Onucanue:

Secret Net Studio V' besonacHocTu Mpunoxeruin

3 passa |120 cex

¢m<cwposarb OAHY TPEBOrY 3a CECCUMIO NONB30BaTENA

v | Moabop napona

Cucremubii

Peructpauua 3-x cobeiTwit 3anpeTa BX0Aa C NPUHUHOI "HEBEPHOE MMA NONB30BATENA AW Nap:

Mo ymonuaruio < Hasag loTo0 Ortmena

obpaTtute BHMMaHMe, 4YTO MO YMONYaHuo Ana hopMUpoBaHns cobbiTus Tpe-
BOMM W COOTBETCTBYOLLENM YrpO3bl 334aH0 3 MOMbITKM BBOAA Napons. Haxmute
KHoMKy "OTMeHa", 4Tobbl HE COXpaHSATb M3MEHEHWUIA B BbIBpaHHOM npaBune.
CaMocTosATeIbHO MPOCMOTPUTE YCITIOBUSA M MapaMeTpbl MOMCKa APYTrUX NpasBus,
Hanpumep, "KOHTpoNb LENOCTHOCTM 3aBepLUEH C owmnbkamn".

29.lepen NpoOCMOTPOM CrMCKa Yrpo3 O3HAaKOMbTECb C BO3MOXHOCTbIO YCTAHOBKM
HenocpeACTBEHHO Ha 3allMLiaeMbIX KOMAbOTepax GunbTpa nepesaym yseaomne-
HUI 0 cobbITMAX TpeBorn. [ns 3Toro:

COCTOAHUE

B MaHesn HaBurauum nepekntoumMTeck Ha naHenb "KomnbioTepbl”, BbibepuTe
kKoMmnbioTep ARM1, packpoiTe naHesb ero CBOMCTB U Ha Bkaake "Hacrpoiikn"
passepHuTe rpynny "Monutukn / basosas 3awmta / OnosBeweHne 0 TpeBO-
rax", mapameTpbl KOTOPOW MO3BONSAOT OrpaHUYNTb HEMNOCPEACTBEHHO Ha 3a-
WwMaeMblX KOMMbloTepax nepepadyy Ha CBb yBedOMAeHM O cobbiTusaX

TpeBoru;

HACTPOVKA NUEH3VA

) ARM1.SN7.local

s
‘%* ba3oBas 3awuTa

Dbt NONUTHKMA

Dannwie nonysens: 16:10:21
bazosans zawmra

Bxoa s cuctemy

Kypwan
Onoseuenne o Tpesorax Wcrounnx T
Tenesce
Nokansmoe onosewenne o Tpesorax Onpegensercs nonssosatrenem ¥ Nokanersit Kxonuposarme
Kmoun nonesoearens
Onotewetne o
Dunorp rpesor. Mpasnuna GrabTpauMK COOBILENNA, OTNPABAREMBIX HA Cepeep Nokanorit Tpesorax
BezonacnocTi
3awmra NOKANBHBIX
® He nponyckaTs Ha cepeep CobbITA 13 NPasuA pecypcos
MNponyckarts Ha cepeep TONLKO COBBITUR U3 NPaBkA Lucxpeyunonnoe
ynpasnenne
Vima npaswn Wcrousmx Kareropus Coberrua AOCTYNOM
E . 3atwparme anmsix
Ormeaounts Tpe  Microsoft-Windows-S¢
NonromosHoe
ynpasnenie
AOCTynoM
3amyTan
@ NPOrPaMMHaR Cpeaa

OmxmouuTs dunstp

3awwmra gucka u
WHODOBAHME AaHHLIX

C MOMOLLbI0 3HAYKa—KHOMKM 03HaKOMbTeCb C OMMCaHMEM MapaMeTpoB
BbI6GpaHHOM NONUTUKM M 06paTUTE BHUMAHMKE, YTO MO YMOTYaHUIO 3a/laHbl 3Ha-
yeHus: "JlokanbHOe onoselleHne o Tpesorax" — "OnpeaenseTcs noab3oBaTe-
nem", "®unbtp Tpesor. [llpasBuna dwunbTpaunm coobweHun ..." - "He
nponyckaTb Ha cepeep cobbiTus 13 Npasun". B 3agaHHbIX HACTpOMKax puUibTp
He nponyckKaeT yBeLOM/IeHUs1 O COBbITUSIX TPEBOIY, KOTOPbIE YAOBNETBOPSIOT

yCnoBu4aM npasun B Ta6}'IVILI,e;

82




ecnu B Tabnuue NpucyTCTBYET 3anucb OT UCTo4YHMKa "Microsoft-Windows-
Security-Auditing", Bbibepute ee n nog Tabnuuen HaxmuTe KHOMKY "Pepak-

TupoBaTb" . OTKpOETCS AManoroBoe OKHO AAsi HAaCTpOWMKM NapaMeTpoB
Bbl6paHHOro NpaBuna;

Mpaswno drAbTpaLme - @
[Mpasuao puasTpaLmm
Werounuk: Microsoft-Windows-Security-Auditing >

Kateropua:
Cobeitna:

Ecnu 5 cnivcke HET HEOBXOAMMOI KBTEMOpPWM, BNMWMTE €€ KoA &
crpoky. Ecnm & cnincke HeT HeoBXoaMMOro coBaiTWA, BNMILMTE €r0 KOg
yepes Todky ¢ sanatoii: 1045; 2045. Yrobel 3aaaTe Atobyro kareropwio
nw coBbiTE, OCTABLTE MOAS MYCTBIM.

Wmsa npaswna: | OtkirounTe Tpesori uz xyprana Windows
p P P!

Mpumenuts Crmena

NpUMUTE K CBEAEHWIO, YTO NapaMeTpbl NpaBua hunbTpauum yBeaomMaeHnin no-
ApOo6HO onMcaHbl B PyKOBOACTBE aAMWMHUCTpaATopa Mo LEHTPasIM30BaHHOMY
yMNpaBneHU0, MOHUTOPUHIY U ayamTy SNS:

- "MCTOYHUK" — MMS KOMMOHEHTA/NOACUCTEMbI-UCTOUYHMUKA COBbITUS ]
"KaTteropus" — 4ncnoBoW KO4 KaTeropum cobbITuii;
"CobbiTne" — uncnoBble MaeHTUMOUKATOPbI COOLITUIA;

B AManoroBoMm okHe "lMpaBuno dunbTpauymmn" HaxmuTte KHonky "OTmeHa". B
napameTpax rpynnsl nonutmnk "OnoBewieHne o Tpesorax" ycTtaHOBUTE nepe-
kntouatenb "OTKAoUnUTb GUnbTp" M B BEpXHEN Yactu Bkiaakm "Hactpomkn"
HaXXMuUTEe KHoMKy "MpuMeHnTL".

MpumeyaHue. He BKntovaiTe MHBEPCHBINA pexim "Tponyckatb Ha cepBep TONbKO CobbITUS 13
npasun" Npy NyCToM crcke npasui. MHave unbTp He NPOMyCTUT Hit 04HO COObITME TPEBOTH.

30.pocMoTpuTe CHPOPMUPOBAHHLIA Ha OCHOBE CAEeNaHHbIX HacTpoek (nn. 27-29)
CMKUCOK yrpo3. Ang aToro:

NCcrnonb3ys onucaHue n. 6, NpoBeAnTE KBUTUPOBaHWE BCEX MMELMXCS CO-
6bITnIA TpeBoru 1 ybeamTteck, YTo XXypHan TpeBOr Tenepb NycrT;

ybeauntechb, 4TO C MOMEHTa COXPaHEHUS CAEMNAHHbIX B M. 45 HAaCTpPOeK MpoLusio
HeobxoanMoe BpeMsa AN UX MPUMEHEHUS Ha 3aluMLLaeMOM KoMnmbioTepe (4-
6 MUH.);

nepeknumntTecb B o0kHo BM ARM1 n nepeaBtopusyiTtech nog ¥Y3 dadminsnsi,
yKasaB TpY pa3a HenpaBWbHbI Naposb;
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N
SECRET NET STUDIO
22J Kop GESOMNACHOCTN

Aemosepcus [oerano it: 78]

® HeBepHoe AR MONB30BaTEN N/

s

o ybeauTech, YTO C MOMEHTA COXpaHeHUs caenaHHbIX B M. 45 HacTpoek npoLsio
HeobxoAuMoe BpeMsa AN UX NMPUMEHEHUS Ha 3alUMLLAeMOM KoMnbloTepe (4-
6 MUH.);

e nepektountTecb B 0kHO ARM2. ObpaTnTe BHMMaHWE Ha M3MEHUBLLUUNCS YnC-
JI0BOV MoOKasaTenb MHAMKATOPa TPEBOr B JIEBOM BEPXHEM Yr/ly OKHa — OH Mo-
Ka3sblBaeT KOIMYECTBO 3apermcTpMpoBaHHbIX COBbITUI TpeBOry;

] ©0O

= Ex Her v Q 100 v @ QuneTp He 3agaH v “ Maysa 88 Moapasaenenus

|§)g » SERVERSNS.SN7.local

e LLIEIKHMUTE Ha 3TOM YNCI0BOM MHAMKaTope. OTkpoeTtcsa naHenb "XypHan Tpe-
BOr", B KOTOpPOW Bbl YBUAUTE 3apeErnCTpUpOBaHHbIE COBbLITUS TPEBOMM, MOMY-
YeHHble ¢ KkoMmnbtoTepa ARM1;

" B Hoewdi M Orcpurs COBLITUA YrPO3sl

SELIN CTAH/IAPTHBIE 3ATIPOCHI & Wctourm

L,DJ T 2aecespenn ) 15062017 17:01:09  YuetHOd 3NiCH He YARAOCH BHINOAHMTS BXOA..  Bxog BCwcre..  Microsoft-...

Al ﬁ 3auac ) 15062017 17:01:02  YuerHoil 38NKCH HE YAACCH BOINOAHNTS BXOA...  BXOA 8 cvcTe.. Microsoft-...
B 32 cmen £ 15062017 17:00:56  Yuerro 3anucH He yABAOCH BHNOAMMTD 8X04..  Bxoa s cucte..  Microsoft-..,

Zf B 3a7qrox

& Bce suicoxoro ypoens

i E Bce NoBLILeHHOT Y...

B Bee mskoroyposns X
1 g 3ANPOCHI

e NepeknounTechk Ha Bknaaky "Yrposbl" n ybegurtecb, YTO Ha OCHOBaHWUM 3ape-
TMCTPUPOBaHHbLIX cobbiTnin 6bina copmupoBaHa odHa yrposa "Moabop na-
pona";
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COBbITUA YrPO3bl

I S

] n MA&PW arml.SN? Ioul
ﬁ, YUETHOM 3anucK He YA... 15.06.2017 17:00:56 bezonacHocTr Bxoa B cuctemy Microsoft-Windows.
(1 Y4eTHOM 33nKcK He Ya... 15.06.2017 17:01:02 besonacHocTr Bxoa B cuctemy Microsoft-Windows.
L’r YYETHON 3aMucK He YA... 15.06.2017 17:01:09 besonacHocTn Bxoa s cuctemy Microscft-Windows.

31.Ha naHenu "KomnbioTepbl" Boibepute B AvarpaMMe yrnpasieHUs 31eMeHT KOMIMb-
toTepa ARM1, packpolitTe naHenb ero CBONCTB M Ha BKaake "HacTponkun" passep-
HuTe rpynny "MapameTpbl / YueTHas nHgopMaumnsa", KoTopas COAEPXKMUT CBeAEHUS
0 KOMMbIOTEpPE, KOTOPbIE MOryT UCMO/Ib30BaTbCS aAMUHUCTPATOPOM AN UAEHTU-
dukaumm agaHHOro KommnbloTepa npu pabote ¢ cucrtemon Secret Net Studio.

= TORHI u
Cepeepb! 6e3onact COCTORHME HACTPORKM NUEH3N
T & ARM1.5N7 focal
Danwwe nonysense 1242:12 ObnosnTe
MoAnamosnoe ynpataeie
oy n AocTynom
For Y
< | lapamMeTpbl Tesesoe kanuposarme

y ¢ Ly Ku-3nc
YeTHan MHOOpMauuna
G ARM1.SNTJocal P
Yposews BaxmocTv oSbexTa ynpasnesma:  ® HopuansHii « TNAPAMETPbI
Bucocnit YueTHAR MHGOpMaLMA
Hasearue nogpassenenms: Ceresnie nacTpoitcn
Chop xypuanos
2 arm2sN7docal Hassamie 8ETOMETHSMDOERHOR CHETEUS

L Y%
]

SERVERSNS.SN7.

Pabouee mecto

Homep cucTeunoro Gaoea:

CeTesble HaCTPOKMN

5 Ynpasnenie Tpaccrposxaid
ObpaTtnTe BHUMaHWE, YTO MNpU pPeaaKTUPOBAHUM YYETHOW MHMOPMaLMN MOXHO
yKa3aTb YPOBEHb BaXXHOCTM 06beKTa, KOTOPbI ONpeaensieT NpUCBaMBaEMbIN ypo-
BEHb A1 COBbITUIN TPEBOMM, a TakXe BBECTU AaHHblE O KOMMbIOTEPE, KOTOPbIE
6yayT MUCMOSIb30BaTbCsl NMPU MOCTPOEHUN OTYETOB. DTU AaHHbIE MOXHO pefaKTu-
poBaTb KakK LIEHTpasn30BaHHO, Tak M STIOKasbHO Ha 3alMLLAEMOM KOMMbOTEPE.

YcTtaHoBUTEe Ans KoMmnbtoTepa ARM2 ypoBeHb BaXXHOCTU "BbICOKUI" N NPpUMEHUTE
N3MEHEHMUS.

32.Ha Bknaake "Hactpolikn" oTkpoiTe rpynny "lMNapameTpsbl / MpuBunernn nosb3o-
BaTenen", Kotopass AOCTynHa Tonbko npu Bblbope CE n npegHasHadeHa Aans
HaCTPOMKW NpUBUNErMA NoJSib30BaTeNel Ans paboTbl C NPOrpamMMoN ynpaBneHus.
i

C NOMOLLIO KHOMKMW 0O3HAKOMbTECb C KpaTKMM ONucaHneM npuBuneruin.

COCTORHUE HACTPORKM

Cepsepb! bezonack

=
(), SERVERSNS.SN7 & SERVERSNS.SN7.local
Laveisie nonyusrs: 1142:48 Obmoemn OSrapymenue sTopaeri
o Obume cobumn
% [Napametpbl AP
aocTynou
MNpuBuaeruu nonsloBatenen i Tewesce xonvposanwe
uy Ku-3nc
e ¥ TTpocuoTp nopuaumm
B SNTsnsadmin ¥ Pesakuposasue nepapuat w napauerpos obvexy | ©  MAPAMETPHI
V' BiNOAEHIE ONEPATHENSIX KOMBHA ?
Cereswe nacTpoikn
¥ Pezscruposssue noanmie
Céoy arce
¥ Kewmaposamse cosbienil o TpeBorax P
Aporsuposanme xyprance
v CS0p XypHanos No KoManae
MouTosas paccwnxa o
v Apuneaps CTaHOBAEHME XyD TpeBoraK
ool Npusireri
@ nasssosaresei
F 2 s pedaemuposcems nomumux pa30end «30uiuma Cemessa noderovenids donamumes K npueL OwasTp Tpesor oT
2] nosumuKe mp uepaguL U <cepsepos
oSvermasn -
~| Ynpatserue rpaccaposKoi
| E

O6paTtnTe BHMMaHME, 4YTO MO YMOSYAHWIO BCE MepeuvYuCsIEHHble npuBUNernu
npeaocTaBieHbl Nob30BaTeNAM, BXOASAWMM B Fpynny aAMMHUCTPaTOpPOB AOMeHa
6e3zonacHocTn. MNpu HeobXxoAWMOCTU MPUBUAETMN MOXHO Ha3HauYUTb U APYruM
YYETHbIM 3anncsM, UCKoYasa npusuiernio "PegakTmposaHme nepapxmm n napa-
MeTpoB 06beKkTOoB" — AaHHas npueunierus B obs3aTenbHOM nopsiake npeaocraBs-
nseTcsa ToAbKO ANS rpynnbl agMUMHUCTPATOPOB AOMeHa 6e30MacHoCTH.
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33.PaccMoTpeH pag BaXkHbIX onepaumii No BegeHuto xypHanos B Secret Net Studio.

OcTaHbTecb B TEKYLLEM OKHE.
BbinonHeHne nabopatopHoi paboTbl 3aBEpLUEHO.

NNabopaTtopHas pabota Ne4 "YnpaBneHue nogymMHeHMeMm
3awmLlaeMbiX KOMNbIOTEPOB cepBepy 6e3onacHocTn SNS™

B aTolh nabopatopHoii paboTe paccMaTpuBaeTcs:

BHECEHME NU3MEHEHUN B CTPYKTYpYy OMepaTMBHOMO YrpaBieHUs Ha NpuUMepe Bbl-
BefeHus (pobaBneHuns) 3awmaemMoro KoMnbotlotepa U3 (B) NOAYMHEHMS CcepBepy
6e3onacHocTy;

BO3MOXHOCTb CMEHbl pexuMa (PYyHKUMOHMPOBAHUSA KIMEHTA — U3 aBTOHOMHOIO
pexuMma B ceTeBoi u obpaTHo.

PaccMoOTpuM NpuMep BHECEHUS M3MEHEHUN B CTPYKTYPY ONepaTMBHOro ynpasne-
HuA. MNeperanTe B OKHO KOHCONM BM ARM2, B nporpaMme ynpasfieHUs Ha naHenu

.. = — u
KomnbioTepb!" B2l HaxxMuTe KHOMKY "CBONCTBa . MaHenb cBOMCTB KOM-
nototepa ARM1 cBepHeTCs, 1 Bbl BEpHETeCh K AnarpaMmme ynpasrneHusa. Obpatute
BHMUMaHWe, 4YTO B AAHHOM MpPeACTaBIeHUN BEPXHSS 4acTb AMarpamMMbl COAEPKUT
Bbl6paHHbIN Cb (C ero nogYnMHEeHHbIMN cepBepamMm, €C/IM OHU €CTb), @ HMXKHASA —
KOMMbIOTEPLI, HEMOCPEACTBEHHO NOAYMHEHHbIE BbIBPAHHOMY CepBepy.

Cepeepbl 6e30MacHOCTH ¥ KOMIMbIOTEPDI
Ol SERVERSNS.SN7

Ecnu npu ycTtaHoBKe cepBepoB 6€30MacHOCTU M KJIIMEHTOB BbINOJIHSAIOCH MX NOA-
ymHeHne CB, 3TM KOMNbOTEPbl ByAyT BKJ/IOYEHbl B CTPYKTYpy OMepaTMBHOIO
ynpasnexHusa (OY). Crpyktypa OY cuutaetcd chopMMPOBAHHOM Ha AOCTaTOYHOM
YPOBHe, €Cnu BCe 3alumiiaeMble KOMMbIOTEPbI MPUCYTCTBYIOT B HEN U MOAYMHEHDI
cepsepaM 6e3onacHoOCTy.

N3meHeHuns B cTpykType QY (aobaBneHne nnm UCKIYEHNE U3 Hee 3allnLLaeMbIX
06bEeKTOB) MOryT BbINOHATECSH aBTOMaTUYECKU, NPU YCTaHOBKE WM yAaneHuu
MO cucrembl Secret Net Studio Ha komnbitoTepax. Npn HeobxoauMocTn B Npo-
rpaMMe ynpasfieHUst MOXXHO BPY4YHYO BHOCUTb HY>Hble U3MeHeHns B cchopMmupo-
BaHHY0 CcTpykTypy QY. Hanpumep, n3MeHsATb OTHOLWIEHNS nogynHeHns mexay Cb
WM NOAYMHSATL 3alLMLLaeMble KOMMbIOTEPbI APYrMM cepsepaM. NepenogymnHeHve
o6bekToB (HanpuMep, Npu NepecMoTpe CETEBON CTPYKTYpbl) TpebyeT npeasapu-
TeNbHOro BbiBOAA MX U3 nogymHeHuns Tekywmm Cb.

B kauecTtBe npuMepa nposBeaeHUs n3MeHeHun B cTpykTtype OY BbiBeauTe KOMMb-
totep ARM1 13 nogunHeHunsa cepeepy ServerSNS. [ins aToro:

e B HWXHEN yacTu NaHenu HaBuraumm (cneeBa B OCHOBHOM OKHE) HaXMmute

KHonky "Hacrpoiikn" .l:i Ha skpaHe nosiBUTCA NaHesb WHCTPYMEHTOB
HaCTPOMKN U KOHDUIypUpOBaHUs;
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i SERVERSN.SN7Jocal : S

‘l— & MoaknroueHue k cepsepy 6ezonacHoCTu
(8

¥npaeneHne NOAKNOUEHWEM NPOrpaMiel Kk cepeepy Ge3sonacHocTy,
MpocmoTp cepeepos, ADCTYNHGIX ANA NOAKAOWEHAA.

)

SERVERSN.5N7.local 3akpaiTe ceccuio ( :.-

28 KoHdurypuposaHue

PegaxTuposanie MepapxiMy ONepaTHEROro ynpasnexins. Onepauuy, CEATaHHBIE C NOAYHHEHNEM CEpEEpOS
Be30NAcHOCTI 1 AFEHTOR ONepaTHBHOND YyNpasAeH A,

PepakmvposaHue wepapxma OY...

wee
wec
w00

JlononHutTenbHo

DBHoBeHNE KoHPUIYPAULMK DNEPATMEHOMD YTIPABASHKMA NO KOMaHIE

0 OBHOBHTE KOHGUIYPALLAKD NPOTPanMb

o))  YnpaEneHiE 38YKOBLIM ONOSELLEHWMEN O TPEEOTaX:

l:) OnoBeilieHke BhikAOUSHD

ﬂ UCTEHOBMTE TEKYILEE SEYKOBOS DNOBEUIEHAS

e B pasgene "KoHdurypmpoBaHmne" Haxmmnte KHOMKy "PeaakTupoBaHue nepap-

xuyu Q" FPeasxvposanne vepapen OV Ha srpaHe NOSIBUTCS AWMANoroBOe OKHO,
B JIEBOM YaCTW KOTOPOro NpeACTaBneHa TeKyLLas CTPyKTypa 06beKToB yrnpas-
NEeHnsl, a B NpaBoi — CMMCOK 3allMLLAEMbIX KOMMbIOTEPOB W cepeBepoB 6e3-
OMNacHOCTW, AOCTYMNHbIX AN1S NOAYMHEHUS BbIBPAHHOMY cepBepy;

Pesaxti c > ynpa el

e {2 yip

PepakTupoBaHue uepapxum onepatmBHOro ynpaeneHns

MopunanTe. Bribepute cepsep & NeS0M OKHe, BoibEpHTE NOR4MHASMBIE EMY CEPEEPLI ¥ areHTel B NPasoM okHe 1 Haxmute TogumsnTe',
Buisect w3 nog! Buibepure ¢ WAV BTEHTE B NESOM OKHE U HEXMITE KHOMKY ‘BHSECTY 13 NOAUMHEHNA|

e

Crpyxtypa cetn M Cepeepts Gesonacnocv u ceobopmie arewts OY

@ & SERVERSNS.SN7.local

Orobpaxars xOMNLIOTEPY, Y4YETHAR 33NKCE KOTOPHX OTKAIOUEH

Aobasuts areHTa.. 3axpeite

O6paTtuTe BHUMaHME, 4TO NPK HEOBXOAUMOCTY C MOMOLLbHO KHOMOK 14 TEKCTOBOIO MONs Arsl Mo-
1CKa, PacrnoNoXeHHbIX Haa cnuckamm 0OBLEKTOB, a Takke nepeknodatens "Otobpaxarb Kom-
MboTepbl, YYETHAs 3anKCb KOTOPLIX OTKIHYEHa" MOXHO (hWnbTPOBaTb CMUCKM OOBLEKTOB MO
TUMY, KOHTEKCTY UM MO COCTOSIHWIO YYETHOM 3anncu.
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e cneBa B cnimcke "CTpyKTypa ceTu" pasBepHuUTe CTPYKTypy cepBepa 6e3onac-
HOCTW, BblbepuTe koMnbioTep ARM1 1 HaxxMmnTe KHOMNKY "BbiBECTU U3 NOAUU-

HeHUs" T BESSCTAMSNOAWNSHAT B nogeeliemes [1ManioroBOM OKHe 3anpoca
NnoATBEpPAMUTE BbINOSHEHME onepauunn. BoibpaHHbIi 06beKT nepectaHeT oTob-
paxaTtbcsa B crnincke "CTpykTypa ceTn" 1 6yaet nepemelleH B cnncok ceoboa-
HbIX areHTOB OTHOCUTENbHO Bbl6paHHoro CB.

!jeAam BaHme nepap P > ynp - ' L=l

PeaakTMpoBaHWe nepapxuu ONepaTMBHOIO yNpaBaeHus

MopunnnTte. Bebepute cepeep s AeE0M OKHE, EnIGEPUTE NOAYMHAEMBIE EMY CEPEEPSI ¥ areHTH B NPABOM OKHE ¥ HaxmuTe TlogunkuTe',
Buisectn us noguunenna. BuibepitTe cepsepel nav arexTsl B IESOM OKHE U HaXMATE KHOMKY 'Boisectu vis nogumHenus'.

Crpyxrypa cetn Il Cepsepw 6esonacHocv u ceoboprbie arenTsl OY

© @B SERVERSNSSN7.Jocal O ARM1SNT.ocal
3 ARM2.SN7.local
) SERVERSNS.SN7.local

OToBpaxats KOMNLIOTEP!, YYETHER 33NNCh KOTOPBIX OTKAKUEH

[Aobasute arenTa... 3akpeims

Mpumeyanue. Mpu BoiBoge 0ObekTa U3 NoauMHeHUs Tekylemy CB aToT 06beKT CTaHoBUTCS
¢B00oaHbIM. CBOBOAHbIN KOMMLIOTEP B AarnbHelweM Heobxogumo nogumHuts Chb. Ecnm us
NOAYMHEHIs! BblBeaeH cepep 6e30MacHOCTH, TO OH MOXET NPOAOIKATh (YHKLMOHUPOBATL B
ka4ecTee He3aBMUCHMOro 0ObEeKTa yrpaBneHus.

3. 3akpoliTe AnanoroBoe OKHO "PefakTMpOBaHWE MEpapPXUM OMepaTMBHOMO ynpas-
neHust" n BEPHUTECb B MPOrpamMMy yrnpaBfeHUs K AMarpaMMe yrnpaBieHusl B pe-
XUMe oTobpaxkeHMst CrUCKOB KoMmnbtoTepoB. O6paTute BHMMaHWe, u4TO
BbIBEAEHHbI U3 NMOAUYMHEHWSI KOMMbIOTEP HE NPEeACTaB/IeH B CTPYKType nocne o06-
HOBJ/IEHUSI KOHDUIYPaALMK.

CepBepbl 6€30MacHOCTM U KOMMbIOTEPbI

A ¥ A ¥

4. B HWXKHelr 4yacTu naHenn Haesurauun (cieBa B OCHOBHOM OKHE) HaXXMUTE KHOMKY

"Hactporikun" @ W, UCNOSb3ys onncaHwe n. 2 gaHHon nabopaTopHoin paboThl,
BOCCTaHOBUTE noAvnHeHne KoMmnbtoTepa ARM1 cepeepy ServerSNS.

Y6enutech, 4yto KoMnbioTep ARM1 nosiBunca B AnarpaMMme ynpasieHus.
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Mpumeyanue. B peantHoit pabote MoxHO JobaeuTb B kayecTse obbekta cTpykTypsl QY noboii
KOMMbIOTEP, 3aperncTpupoBaHHblil B Active Directory. Ecrnin omeH Ge3onacHocTv chopMmpoBaH Ha
Base BnoxeHHoro koHTeilHepa Active Directory (B opraHv3aLMoHHOM noapasgeneHuy), nepes Ao-
BaBnenvem B cTpykTypy OY KOMNbOTEpbI CrieLyeT NepeMecTUTb B 3TOT KOHTEHep, NCNomnb3ys
LUTaTHbIE CPELCTBA aAMUHUCTPUpOBaHNS AD.

[anee 6yaet nponnnioCcTpupoBaHa BO3MOXHOCTb CMEHbl pexunMa @yHKLUUOHUPO-
BaHWa knmeHTa Secret Net Studio 13 aBTOHOMHOro B ceTeBol 1 06paTHO Ha Npu-
Mepe KomnbioTepa StartSNS. JaHHasa onepaumst 4OCTYMNHa TOJbKO B JIOKa/lbHOM
pexume paboTbl NporpamMmmbl ynpasaeHus.

Mepen nameHeHneM pexumMa paboTbl knmMeHTa Ha kKoMnbioTepe StartSNS npose-
AWTE Ha HEM HeobxoaMMble HAaCTPOMKU:

e OTKpOWMTE OKHO KOHCONM BM StartSNS u B nporpamme ynpasneHus B rpynne
HacTtpoek "Monutnkn / basoBas 3awmta / "Bxoa B cuctemy" oTKIOUMTE Na-
pameTp "3anpeT BTOPMYHOrO BXOAa B CMCTEMY", a 3aTeEM HaXMUTE KHOMKY
"MpyUMeHUTL" I'Ipuuemm. :

) ABTOHOMHBI pexam : Secret Net Studio - LiewTp ynpasnessn — =10f:

R © BT

COCTORHUE HACTPOWKMN AUUEH3NA

) startsNs
Nannbie nsmeners Ormera « TONUTAKK

p— . basosas sawmra

%% basoBas 3alinTa 8108 8 CucTeMy
Kypran

T, fua Teneece

xonuposarie

MakcvmansHelil NEPHOA HEAKTUSHOCTI 20 15 MyT i

6/0KMpOBKH IXPaHa Knatoun nonssosarens

Onosewenne o

Tpesorax
3anper BTOpP#HHOro BXOAA B CHCTEMY Brarounre 1 3awuTa noxansHbIX

pecypcos

LOucxpeuvonnoe
yNpaBAeHne 40CTYNOM

Peaxuus na nssvatve naentudukaropa He 6aoxuposate y '

e yTO6bI U3MEHEHUSI BCTYNWUAN B cuny, nepesarpy3unte BM StartSNS u aBTopu-
3ynTechb noa y4yeTHow 3anmcbto adminsns / P@sswoOrd;

e uepes lNaHenb ynpasneHusi yCTaHOBUTE C/ieayioLime napaMeTpbl CETEBOro COo-
eIHeHns :

- OoTKNwouuTe npotokon IPv6;
- "IP-appec" - 192.168.254.110;
- "Macka noagcetn" - 255.255.255.0;
- "OcHoBHon wnto3" / "MpeanoynTtaembin DNS-cepeep"” - 192.168.254.1;
CeoiicTBa: NpoTokon MuTeprera sepam 4 (TCP/IPv4) 21|
Ofue |
MapameTps! IP MOryT Ha3Ha4aTbCR BTOMaTMHECKM, ECTM CETh

NOAAEPKUBAET 3TY BO3MOXKHOCTL. B NPOTUBHOM Cly4ae napamMeTpbl
IP MOXHO NONY4UTL Y CETEBOro aAMMHNCTPATOPA.

@ Mony4nTb IP-aapec asTOMaTUHECKH
—{% Ucnonb3oBaTh cneayowmi IP-aapec:

IP-agpec: I 192 . 168 . 254 . 110

Macka noaceT: I 255.255.255. 0
OCHOBHOM LWNtO3: I 192,168 . 254 . 1

£ [ony4nTe aapec DNS-cepeepa asToMaTHHEckH
—{% Wcnonb3sosats cneaytowme aapeca DNS-cepsepos:

MpeanouuTaemsit DNS-cepsep: I 192 . 168 .254 . 1
AnbTepHaTBHbI DNS-cepsep: I : 3 3

™ MNoaTsepauTs napamMeTpsi Npu BoixoAe JoronamTenHo, . I
OK I OtmeHa I
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e yepe3 OKHO CBOWCTB KoMMbloTepa BBeauTe BM StartSNS B fomeH sn7.local,
YyKa3aB peKBM3nNTbl a4MUHUCTPaTopa AoMeHa AgMuHucTpartop / P@sswoOrd,
nepe3sarpysnte OC n aBTopu3ynTEeCh N0 YYETHOM 3anuMcblo agMUHUCTPaTopa

AOMEHa,
X
LononHuTensHo I 3awuTa cucTemsl I YnaneHHsiit gocTyn I
Wms komnbioTepa OBopynosarue I
E;h YiasaHHbIE HIXE CBEAESHNA NCNOMLSYIOTCA ANA
= MOEHTUPUKELIM KOMNBIOTEPE B CETU.
Onucarne: l
Hanpumep: "KomnbioTep & rocmHoR" nnn
"KomnitoTep AHppen”.
MonHoe uma: StartSNS
Paboyas rpynna: WORKGROUP
Y106kl ucnonb30B8aTe MacTep AnA
NPUCOEMMHEHNA KOMMBLIOTEPE K AOMEHY UNK Wnenmiunkalms... I
paboyeit rpynne, HaXMUTE KHOMKY
"WneHmukauma”.
YroBb! NepenmMeHoBaTL KOMMLIOTEP UK WsmernTo...
MPUCOEMMHNTE Ero K AOMEHY unk paboueit
rpynne, HaxmuTe KHonKy “MamernTs".
0K I Omvera | [ pHMEHITE:

MoXHO MSMEHMTE MMA 1 NPUHEANEXHOCTL 3TOr0
KoMnbloTepa. MsMeHEHWA MOryT NOBMMATL Ha AOCTYN K
ceTesbiM pecypcam. [oapobHoci

Wma komnetoTepa:
Start SNS

MonHoe uMa KoMnbloTeEPa:
StatSNS

DononHuTensHo. ..

ABnreTca unexHom
% pomena:
lsn?.locall

" paboyeit rpynnsi:
I‘.’*/ORKGF’.OI_IP

[ o« ]

Omvena ‘

l [Oobpo noxanosaTs B aoMeH SN7.local.

e

BKJIIOUNTE AOMEHHYIO rpynny "snsadmin" B rpynny nokKanbHbIX agMUHUCTPa-

TOpOB KOMMbtoTepa StartSNS, a 3ateM nepeaBTOpU3YMUTECH NOA YYETHOM 3a-

nucbto "dadminsnsl”;

nepekiymMTeCb B OKHO KOHCONWM KoHTpossiepa gomeHa DC, oTkporite

ocHactky "Active Directory Users and Computers" n nepemMectute B nogpas-

nenenuve "ou_sns" komnbtoTep StartSNS.

B Active Directory Users and Computers ={al x|
File Action View Help
e&x | 7m0 HE 82572
: At_:ﬁve Directory Users and Comput | Name I Type | Description
_| Saved Queries 1N ARM1 Computer
&=l & SN7.local 1 ARM2 Computer
| Builtin 2, dadminsns1 User
=i Computers 1/ SERVERSNS Computer
e ’I::)om\.aln;:omr_o":r_s - 2 snsadmin Security Group - Global
—| Foreign ecunty s ~.“"&sns.'admir'b_forest Security Group - Global
| Managed Service Accounts 2
= ¥, MsaHos MBaH MBaHoBu4 User
en 2
&) Users %, Mapwa WsaHosHa VMBaHosa User
1A STARTSNS Computer
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6. M3meHUTe Ha KoMnbtoTepe StartSNS pexxnM pyHKUMOHMpPOBaHUS KNneHTa Secret

Net Studio n3 aBTOHOMHOro B ceTeBon. [s1s 3TOro:

e 3anyCcTuTe SIOKaNbHbIN LEHTp ynpaBieHns 1 OTKpouTe naHesnb "HacTtporiku"

;:E . O6bpaTtuTe BHMMaHMeE, YTO B BEPXHEN YaCTM OTKpPbIBLUENCS NaHenn yka-
3aH TeKyLWMn pexnm paboTbl — "aBTOHOMHbIN";

l Pexum pabotsl :  aBTOHOMHbIN

KOMNEIOTED B CETEBOR pexmM...

c, Tpeoymos nepeapyINs ST orepe

HacTpoiiki uenTpa ynpasnenus

—= Q nporpanme

e HaXMUTe KHOMKY-CCbINKy "lNepeBecTn KOMMNbOTEpP B ceTeBOM pexum". OTKpo-

€TCsA OKHO repexofa B CETEBOI pexunM 1 novcka Cb;

Secret Net Studio

MepeBecTn KOMMbIOTEP B CETEBOV PEXUM

,U,I'IR nepexoaa e ceTesoi PeXwum BEEANTE Ha3BaHWE CEepEEpPa 6ESOHBCHOCTM,
KOTOpOMY 6ya,eT NOAYMHATLCA KOMNBLHOTEP:

4 Mo okoHuaHum komnbioTep ByAeT nepesarpyxeH

3 C

EXNOYUTE 3akpoeiTh

1]
o
m

crnpaBsa OT MoJis BBOAA Ha3BaHWs cepBepa HaXMuTe KHomMky "lMounck cepeepa

6e3onacHocTn" G M rnocne nosiBieHNss B [JaHHOM T[OJlI€é  UMEHMU
"ServerSNS.SN7.local" HaxxMuTe KHOMKY "MNepekniounTs”;

OOXAUTECh 3aBEPLUEHNST HAaCTPOMKK KOMMbloTepa Ans paboTbl B CETEBOM pe-
xume, nepesarpysute OC © aBTOpM3ynTecb NOA YYETHOW 3anucbio
"dadminsns1". Tenepb Ha BM StartSNS knueHT Secret Net Studio paboTaeTt B
ceTeBOM pexume. Ybeautecb B 3TOM — B obnactmn Tpesa Windows packpounTte
KOHTEKCTHOe MeHto 3Hauka Secret Net Studio, Bbibepute onuuto "O cucreme”,
03HaKOMbTECb C NpeAcTaBfieHHOW MHOopMaLVen, a 3aTeM 3aKpomUTe OKHO.
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7. Yb6eputecb, 4TO 3HA4YOK KoMMbloTepa StartSNS nosiBuncs B CTpyKType onepaTmBe-
Horo ynpasneHus Cb ServerSNS. nsa sToro:

e MnepeknyunTecb B OkHO BM ARM2, B OKHe NporpaMMbl yrnpaBneHns B HUXHEN
YacTu naHenu Hasuraumm (cneBa B OCHOBHOM OKHE) HAXMUTE KHOMKY

"Hacrporikn" I:! , B NOSIBUBLLENCS NAHENN HACTPOMKU N KOHMUIYpUpPOBaHUS
B pasgene "KoHdurypupoBaHue" HaxxmuTe KHOMNKY "PefakTupoBaHue nepap-
X Oy" Pepakmvposadue wepapxan OY..

I

e B JIEBOW YaCTW OTKPbIBLLEOCSA AMANIOrOBOr0 OKHa pPa3BEPHUTE CTPYKTYPY 06b-
eKTa cepBepa 6e3onacHocTU U ybeamTechb, YTo B Hee Ao6aBneH KOMMNbIOTEP

StartSNS;
I s .. . =

PepaktuposaHue nepapxuu onepaTmsHOro ynpasaeHus

I'Io‘-cmmru. BNGCPMYQ CepBep 8 NEBOM OKre, au6epwre NOAHYMHAEMBIE EMY CEPEEDLI 1 r€HTbI B NPASOM OKHE ¥ HAXKMUTE nOAHWNVYB'.
Boisecrn us nog Buibepure cepaepsl Uav areHTsl B NEBOM OKHE U HAKMUTE KHONKY 'BoisecTy 13 nogumHenns’,

¢+ HBE =]
Crpyxiypa cetu I Cepsepui 6esonackocTv  caoboaHbie arexTe OY

© & SERVERSNS.SN7.local
J ARM1.5N7.local
3 ARM2.SN7.local
() SERVERSNS.SN7.local
) STARTSNS.SN7.local

Oroépaxam KOMMBIOTEPDI, YUETHAR 33MNCH KOTOPLIX OTKAOWEH3

3akpbiTe

NoBaswuTs areHTa...

e 3aKpouTe AuanoroBoe OKHO "PegakTMpoBaHMe uepapxum OnepaTMBHOMO
ynpasaeHusa" n OTKpoWTe AvarpamMmy ynpasfieHus B pexume oTobpakeHus
CMUCKOB KOMMbloTepoB. O6paTtute BHMMaHue, 4To KoMnbtoTep StartSNS Takxe
npeacraBieH B CTPYKType.

= §B SERVERSNS.SN7Jocal [0} @
) ARM1SN7Jocal 0] v L SNT\dadminsns fewo sn7.q ¢
! ARM2,SN7local 0} v X SN7\dadminsns Lewo SN7.14
) SERVERSNSSNTJocal () v L SNT\dadminsns lewo SN7.4 @
Do O i e s
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Tenepb Ana AaHHOrO KoMMbloTepa 6yayT AeNCTBOBaTb LIEHTPaM30BaHHO 3a4aH-
Hble alMMHUCTPATOPOM 6€30MaCHOCTMN HaCTPOMKU U NONUTUKM 3alLnTbl Secret Net
Studio.

CamocrosTenbHo. Ncnonb3ysa onucaHue nn. 5-6 BbiBeauTe KoMnbloTep StartSNS
U3 noayvMHeHuns cepsBepy 6e30nacHOCTM, MepeksIloUYMB CETEBON pexuMm paboThbl
knneHta SNS obpaTHO B aBTOHOMHbIN, B ocHacTke "Active Directory Users and
Computers" nepemectute B nanky "Computers" komnbtotep StartSNS u BbiBeante
ero u3 gomeHa SN7.local, a 3aTeM OTK/IOUMTE HA HEM CETEBOM UHTEpPdENC.

Mbl paccMoOTpenun BO3MOXHOCTM yNpaB/eHUs NoAYNHEHMEM 3aLLMLLAEMbIX KOMMb-
toTepoB cepBepy 6e3zonacHoct SNS. OcTaHbTECh B TEKYLLEM OKHeE.

BbinonHeHne nabopatopHoi paboTbl 3aBepLUEHO.

JNTabopaTtopHas pabota Ne5 "PaboTa ¢ aneKTpOHHbLIMU
naeHTudpumkaropammu”

B naHHoM nabopaTopHol paboTe paccMaTpMBaeTcs Nopsaok paboTbl C 31EKTPOHHBIMM
naeHTuduKaTopamMm B LLeHTpanu3oBaHHOM pexume Secret Net Studio. Mockonbky Ha
nabopaTtopHOM cTeHAe He ycTaHoBneH MAK "Cobonb" nnu gpyroi Bua naeHtndbunka-
TOpa, 6byaet ncnonb3oBatbcs USB-dnew-HakonuTeNnb B Ka4yecTBe npuMepa WAEHTU-
dukatopa DS199x m gna [ocTyna K AMAnNoroBbiM OKHaM WMHTepderica reHepaumu
kntoyen LY MAK "Co6onb".

1.

2.

Ha BM ARM2 noa y4eTHow 3anucbio "dadminsnsl" nogkntoumte USB-dnew-
HaKoMNUTENb.

3anycTtuTe nporpammy "YnpasneHue nonb3oBatensamm”: "lMyck / Bce nporpammel /
Koa 6e3onacHoctn / Secret Net Studio/ Ynpasnenume nonb3oBatensmmu'. OHa
npeaHasHadeHa Ans HacCTpoWKKW napaMeTpoB paboTbl Monb3oBaTeNnen B cuctemMe
3aWunTbl N NO3BONAET BbIMNONTHATb AGVICI’BI/IH KaK C AOMEHHbIMW NOJIb30BaTENSAMMU,
TakK U C OKaJIbHbIMA.

’3_'- Ynpasnenue napametpamy 6&30NacHOCTY NOALSOBATENSH ﬂg
Aeiicrene  Tonssosatens Cepsuc
Fo & £ 4 o = T8
-:9] ARM2 Wus Twn Onwucakue YpoBeHb donyka MaeHTudukatop Koy
[ ;5’ ou_sns "”BJM rm BCIWQI«-
mAﬂ)A"HH(TDBYOpr lpynna Adpunn...
m Focm Tpynna Focrun...
m Kpunrorpadpuueckne onepatope:  [pynna Unenam ...
m Onepartopei apxuea Tpynna Onepar...
: m Oneparopsl HACTPOMKK CETH Fpynna UYnenel 3...
m OnbiTHbie NONB30BaTENM Fpynna Karerop...
m Monesosarenn Tpynna Moneso...
m Monszoearenn DCOM Fpynna Unensi 3.,
m Mons3oeatenu xypHanos npouss... Mpynna Unensl 3..,
€7 Nonssoeatenn cucremmoro MoH...  Tpynna YneHo! 4.,
l m Monesoeatenu yaanentoro pato... lpynna YneHel 3.,
m Pennuxarop Fpynna Moazep...
m Yurarenn xyprana coburuii Tpynna Unens! 3.,
€ User2 Monssosarens Hexonpuaenum... Otcyrcreyer OrcyTcreyer
i L 54 AmpanHncTparop Monssosatens Bcrpoen... Hexondmaewum... Otcytcreyer Orcyrcreyer
' € rocrs Monbzosarens  Berpoen... Hexondmaenum... Orcyrersyer Orcyrersyer
< m »
I

O6paTuTte BHMMaHue, YTo uHTEpdEC NporpamMmmbl peasin3oBaH aHaIorMYHO CTaH-
naptHoi ocHactke OC Windows "Active Directory — nonb3oBaTenn M KOMIbIO-
Tepbl". B neBo yactm oKHa OTOOpaXkaeTCs CNUCOK KOHTEMHEPOB (TEKYLUMN
KOMMbIOTEP WM CTPYKTYpa pasfesioB M OpraHM3auMOHHbIX MoApasAesieHunii ao-
MeHa), a B NpaBoi — CMMCOK Mosib3oBaTtesie B BblIbpaHHOM KOHTenHepe, npea-
CTaBfieHHbIN B Buae Tabnuubl CO cBeAeHMsIMM 06 YpOBHAX Aonycka
nosib3oBaTtesien, HaAnUUmM NAeHTUMHUKATOPOB U KITOUEN ANS YCUNEHHOM ayTeHTu-
dukaumm. Ons LeHTpasnM30BaHHOMO YNpaB/ieHMs No YMOSYaHUIO B MporpaMMy 3a-
rpy>aeTcsl CTpyKTypa TeKyLero AoMeHa.

B rnaBHOM MeHI0 BblbepuTe onuuto "Cepsuc / UHmymanusaums naeHtndukatopa”
— OTKPOETCS AManoroBoe OKHO.
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5.

6.

Mpenvssute ngeHTudvkatop (S|

Buibop naeHTudMKaTopa
J MpeavssuTe naeHTUdMKATOP, BoibepuTe ero B cMcke U HaxmuTe OK
c

WaeHtudmkaTop YcTpoicTso

[Ans paboThl C AMCKETEMM M CHEMHBIMIM AMCKEMIA HEKMUTE
KHoNKy “Auck”.

[¥] Micnonb3osaTh nepssiit npeabSBNEHHbIN MAEHTUDUKATOP

OTtmMeHa

[aHHasa onepauns npeanonaraet dopmaTupoBaHue, obecneymBatoLLiee BO3MOXK-
HOCTb MCMNONb30BaHUsA naeHTudmkaTopa B cucteme Secret Net Studio. MHmuma-
nunsaumsa TpebyeTcs, korga B NepcoHaNbHOM MAeHTUdMKaTope Mo KaknuM-imnbo
npMYmnHam 6bina HapyLleHa Waun OTCYTCTBYET CTPYKTypa AaHHbIX.

Haxmute KHonky "[WcK" M AoXauTecb MosiIBNEHMS B CAMCKE HOBOW 3amnucu C
HaMMeHOBaHMEM CMEHHOro HocuTens co ctatycoM "He obpabotaH".

MpeavasvTe naeHTMdukatop (S|

OXuaaH1e MaeHTUOMKATOPOB

ﬂpenbﬁswre YKasaHHbIE B (NMUCKE NepCoHanbHbIie MeHTMWKaTprI ansa
C 3anUcH AaHHbIX.

WaexTuduxkaTtop CraTtyc
“a CheMHbIM AncK 77-7D2AAEG87CAA-OC He obpabotaH

[nga paboTbl C AUCKETEMM W CHEMHBIMIM ANMCKAMIA HEXKMUTE
KHOMKY “Auck”.
OTtmeHa

Bbibepute B Cnucke 3anMcb HEOH6paboTaHHOro HOCUTENS M Elle pa3 HaXmuTe
KHonky "Ounck". Joxantecb nosiBneHuns cratyca "O6pabotaH".

MpeavssuTe uaeHTUdMkatop I e S|

OxuaaH1e MaeHTUPUKaTOPoB

MpeabsABUTE YKa3aHHLIE B CNUCKE NEPCOHANbHLIE MAEHTUDMKATOPE! ANS
C 3an1cH AaHHbIX.

WaeHTudukaTop Cratyc
“@¥ CbemHblit AncK 77-7D2AAE687CAA-OC OfpaboTaH

Ans paboTbl C AMCKETAMM M CHEMHBIMWA AUCKAMN HEKMUTE
KHOMKY “Auck™,

3aKpbITh

Haxxmute kHonky "3akpbITh". O3HaKOMbTECH C COO6LLIEHMEM B MHPOPMALIMOHHOM
OManoroBoM okHe M Haxmmute kHonky "OK". NHuumnanmsaums maeHTudumkaTopa
npousBeaeHa.

OnucaHHbIN Bbille NOPSAOK AENCTBUIM aHaNOrM4yeH Ans Bcex BUAOB naeHTudmnka-
TOpOB.

Tenepb paccMOTpVM anroputM co3gaHus koder LY MAK "Co6onb". B rnaBHOM
MeHI0 OKkHa "YnpasneHue napameTpamm 6e3onacHoCTu nosb3oBaTtenen” Boibepute

94



onuumto "Cepsuc / NeHepauwns kntoden LY MAK "Cobonb". OTKpoeTcs yxe 3Hako-

MO€E OKHO NMpeabdaBEHUA M,Cl,eHTMCbMKaTOpa.

Haxmute kHonky "Anck", BbibepuTe 3anncb CbEMHOMO ANCKa CO CTaTycoM "He 06-
paboTtaH" n ewe pas HaxxmMuTe KHonky "[Auck". Y6éeautecb, uto B none "Crartyc"

3Ha4vYeHne n3MeHMNochb Ha "O6paboTtaH".

Mpegbasute naeHTUdrKaTOP @

OxuaaHue MAEHTUDUKETOPOB

s MpeabsBuTE yKasaHHbIE B CIMCKE MEPCOHaNbHBLIE MAEHTUOMKETOPL! ANS
C 3anMc AaHHbIX.

MaeHTudmkaTop Cratyc
“#* ChemHblit Anck 77-7D2AAE687CAA-0C OBpaboTaH

[Ans paboTel C AUCKETEMM M CHEMHBIMU ANCKEMW HEXXMUTE
KHOMKY “Anck”.

3aKpbITh

9. Haxmute kHOMKy "3akpbITh". O6paTnte BHUMaHWE, YTO B AMANOroBoM okHe "Co-
obLeHmne" MoXXHO cpa3y caenaTtb Konuto Kitodein LY n 3anmcatbh ux Ha elle oauH

naeHTudunkatop. Haxmmre kHonky "Het".

=

«
f
i

Coobuexune

% Kntoun LeHTPannsoBaHHOrO YNPaBNEeHNa YCNELLHO 3aNNCaHbl Ha
' naeHTUdUKaTop.

3BI'II/1CBTb KpunTorpad)MuecKue KNH4YW UEHTPANN30B3HHOIO
YNpaeneHna
MAK "CoBone" Ha cneayrolnii naentTudukatop?

(g [t ]

10.B okHe "YnpaBneHue napameTpamu 6e30nacHOCTM nosb3oBaTesnien”" B raBHOM
MeHIo BblbepuTe onumto "Cepsuc" n obpatute BHUMaHWE, YTO B MEHIO CTasl AOCTY-
neH NyHKT "Yaanenue kaoden LY MAK "Cobonb". JaHHas onepaunst npmMBoauT K
HeobpaTUMbIM NOCNEACTBMAM, MOCIE KOTOPbIX BCE NMpoueaypbl, CBA3aHHbIE C UHK-
uManusaumen, NpuaeTcs NpoaesbiBaTb 3aHOBO Ha BCEX KOMMbIOTEPAX CUCTEMBbI.

fz‘ anas/lerme napameTpamu 6e30nacHoCT NoAb30BaTenei

[Jeicrene [MonbsoBatens Cepauc\

!ﬁAAMM FeHepauma knwoyen LYY MAK «Co6onbs
ﬁzrom E 3arpysa kntoueii LY MAK «Co6onb»
pr"" KonuposaHue knoueit LIY MAK «Co6onb»

&5 @ ey “ WNHuumanuzayma ngeHtudukaTopa
B ARM2 s fio Mposepka ugeHTudukaTopa
;E"@ ouSns KonupogsaHue ngeHtudukatopa agmuHucrpatopa NAK «Co6onb»

mOnep YaaneHwe kaoyein LY MAK «Co6one»
mOnep

m OnbiTHBIE NONL30BATENN Tpynna Karerop...

nycka

11.B rnaBHOM MeHO Bblbepute onunto "Cepsuc / Yoanenue knwoden LY MAK "Co-

60nb" M BHMMaTENbHO NpOYMTaNTE TEKCT CoObLIeHus.
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Coobuwenne [z >em]

Yaanenue knroyeit ueHTpannzoearHoro ynpaenenna MNAK "Cobone”
NPWBEAET K HEOBPaTUMBIM NOCNEACTBMAM OYUCTKM BCEX NAPAMETPOB
TEKYLLEH CXEMBI LIEHTpann3oBaHHoro ynpaenenna MNMAK "Cobons" &
AOMEHE.

[aHHan onepauna NoAPasyMEBAET CNEAYHOLLIEE:

- YABNEHWNE TEKYLLINX KNHOYEN LIEHTPANN30BaHHOTO YNPaBAEHNS;

- OTK/IOYEHNE PEXKMM3E MHTErPALIMK BCEX 3NEKTPOHHBIX
naeHTdpukatopos ¢ MAK "Cobons”;

- OYMCTKE BCEX PAa3PELLIEHHBIX CMMCKOB KOMMBIOTEPOB ) BCEX
NONb30BaTENEN;

- YA3NEHWE KNHOYEI U A3HHBIX CUHXPOHW3aLWN Y BCEX KOMMBIOTEPOB,
YHACTBYHOLLMX B CXEME YNPaBAEHUA.

DakTu4ECKN pesynbTaTom onepauun ByAeT NoAHbIA 0TKas oT
WCMNONB30BAHMA MEXAHM3MA LEHTPaNN30BaHHOTO ynpasnequa MAK
"Cobonb".

-
|

B AanbHeNLLEM, ECIM BOSHUKHET HEOBXOANMOCTb BEPHYTBCA K
WCNONBE30BAHWIO CXEMbI LEHTPANM30BaHHOro ynpaeneHna MAK
"CoBonb", notpebyerca nonHas

NEPEMHNLMANM3LNA MEXaHWN3MA BO BCEM JOMEHE, KOTOPAA BKIHOYAET
CNEAYFOLLME 3TaMbli- FEHEPALIMA HOBBIX K/TFOYEN LEHTPAIM30BAHHOTO
yNpaBneHus;

- BKJIFOMEHWE ANA 3NEKTPOHHBIX MAEHTUHUKATOPOB PEXKUMA
unterpaumnn ¢ MAK "Cobons";

- HACTPOIiKa A0CTYNa NONB30BATENEN K KOMMbIOTEPAM;

- BbINOMIHEHWE Ha Kaxaom komnetoTepe ¢ MAK "Cobonb" onepauwii
"otkntoueHue MAK "Cobone" n "nogkntouenue MAK "Cobone".

MpoAoKNTE BEINOAHEHNE ONEPALIMN YASNEHNA KNHOYENT

| (ST - |

12.HaxmMute kHonky "HeT". MNocne Toro kak 6ban chopmmpoBaHbl kaoum LY MAK
"Cobonb", oHM aBTOMaTHUecku 3arpyxeHbl B MY Secret Net Studio. Ecnu 3akpbITb
OKHO "YnpaBneHue napaMeTpaMm 6e30nacHOCTU NoJsib30BaTeNen"”, OHM BbIrpyXKa-
HOTCS M AN BO3MOXHOCTM YIpaB/fieHUsi MapamMeTpamMm nosib3oBaTesiel ux Heobxo-
AUMO 3arpy3uTb 3aHOBO.

13.3akponTe nporpammy "YnpasneHue nosb3oBatenssmMu" n 3anycrute ee BHOBb. B
rnaBHOM MeHIo BbibepuTe onumio "Cepsuc / 3arpyska kntoden LY MAK "Cobonb"
— OTKPOETCA AManoroBoe OKHO NpeabsiBNeHus naeHtTudukaTopa.

MpeabasuTe naeHTUVKaTOP - &

Boibop naeHTHdMKaTOpa

. MpeabssuTE MAEHTUAUKATOP, COASPXKALLWIA KNIOHM
C LeHTpanu3oBaHHoro ynpasnerus MAK "Cobonk”, seibepuTe ero B
mcke U HaxmuTe OK

WaeHTuduxaTop YcTpoitcTso

Ang paboTbl € AMCKETEMA M CHEMHBIMA AUCKAMU HEXKMUTE
KHONKY “AAnck™.

[¥]Mcnons308aTh Nepsbiit NpeabABNEHHLI MaeHTHDIKATOP

14.CHunmuTe ranouky B none "Mcnonb3oBaTb NepBbIN MpeabsBiEHHbIA naeHTUdnKa-
TOp", 4TO6bI Mpouecc 6bin "BuaMMbIM". HaxxmnTe kHONKy "Aunck", BbibepuTte naeH-
TMdUKaATOp M Haxmmnte KHonky "OK".
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MpegvasnTe naentndukarop

Boibop uaeHTudmkaTopa
MpeabssnTe MAEHTUOWUKETOP, COAEPKALLMIA KIOHM
e LEHTpanu30BaHHoro yrnpasnerus NAK "Cobonb”, BeibepuTe ero 8

cmcke U Haxmute OK

WaeHTudmkaTop YcTpoitcTso

CbemHbii Anck 84-D46960D7A028-0C E:\

Ans paboTbl C AMCKETEMA U CHEMHBIMA AMCKAMU HBKMUTE
KHOMKY "Anck”.

["1Mcnons308aTh NepebIi NpeABbABREHHLIT MAEHTUDUKATOP

[ OK H OtmeHa j

15.B oManoroBoM OKHE 03HAKOMbTECb C TEKCTOM MH(OPMALMOHHOIO COObLIEHUS O

3arpysKe KJo4en n HaxmmuTe kHonky "OK".

CoobuieHne l&

Kpuntorpaduueckne kntoum yeHTpanusosanHoro ynpasnexus MNAK
"Cobonb"
YCNELLHO 3arpy>KeHbl.

16.Tenepb paccCMOTPMM NMOPSIAOK NPOBEPKM MaeHTUdMKaTopa. B rnaBHOM MeHIO OKHa

"YnpaBneHue napameTpamMm 6e30MacHOCTM MoJsib3oBaTenein" BbibepuTe OMnuuto
"CepBuc / lMposepka wuaeHTudukatopa". B aAnanoroBoM okKHe npeabsBieHUs
noeHTudunKaTopa C nomollblo kHonmkum "Ouck" BblbepuTe wnaeHTUGUKATOP W
HaxkmuTe kHonky "OK". MosiBUTCSt AManoroBoe oKHO C MHAOPMaLMOHHbLIM CO06-
LeHmeM,

Secret Net Studio @

' 0 | Vaentndukatop Coemnbiii guck 77-7D2AAEG87CAA-0C & cucteme He
‘W' sapeructpuposaH

MpeabaBNEHHbIi WAEHTUPUKATOP COAEPKNT AaHHbIE!
- Kntoun uentpanusoeanHore ynpasnenuns [MNAK "Cobons”

17.MpouunTtante coobuieHmne Secret Net Studio o TOM, 4TO MAEHTUDPUKATOP B CUCTEME

He 3aperncTpmpoBaH — 3TO O3HAYAET, YTO OH HE MPUCBOEH HM OAHOMY M3 MOJIb30-
BaTenen gomeHa 6esonacHoctn. Haxxmmte kHonky "OK".

18./lanee paccMOoTpMM MNOPSAOK MPUCBOEHUS mMaeHTUdMKaTopa Nosb3oBaTesno. B

OKHe "YnpaBreHue napameTpamMn 6e30nacHOCTM Monb3oBaTtenen" packponTe
CTPYKTYpy AoMeHa 6e3onacHoctu "ou_sns", BblbepuTe 3anmcb Mosib30BaTens
"dadminsnsl" n n3 ee KOHTEKCTHOro MeHK BbibepuTte onuumio "CBoicTea".

19.B oTKpbIBLLEMCS AMANIOrFOBOM OKHE nepenante Ha Bknaaky "lMapameTpsbl 6e3onac-

HocTn".
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I Obwee ] l-meﬂcraosrpmx] MapameTpe! HesonacHocTn I

=) i YToBbl NOAroTOBUTL 3NEKTPOHHLIN MAEHTUDMKETOP K
ﬂx_s paboTe, HaKMUTE KHOMKY "VIHMLManM3MpoBaTs..,”
s

[ins nony4eHns uHbopMaLIM 0 NPUMHAANEXHOCTH
3NEKTPOHHOTO MAEHTUDMKATOPA, HEXKMUTE KHOMKY

TpoBepuTb..."

SneKTPOHHbIE MAEHTMDMKATOPEI NONb30BaTENs:

MNapameTps!... ‘ [ [LobasuTb... ] ‘ YaamTe,.. ]

I [ OK ] [ OTmMeHa ] ‘ MpumernTs |

20.B kaTteropun HacTpoek "MaeHTudukatop" HaxmmnTe kHonky "[o6aBuTtb". OTKpO-
eTCs AmanoroBoe okHo "lNpucBoOeHNE NepCcoHanbHbIX MaeHTUdMKaTopoB". YcTaHo-

BUTEe dnaxok B none "3anucatb B MAEHTUDUKATOP 3aKpbITblA  KJIHOY
rnonb3oBatensa” n HaxxmuTe KHonky "danee".

TpncBoeHUe NEPCOHANBHBIX MASHTUGUKATOPOS l (s S|
HacTpoiika pe)xuMoB HCNoNb30BaHnA naeHTdHKaTopos e
YKaXUTE ONepaLym, KOTopbie HeobX0AMMO BbINONMHUTL ANS HACTPOIMKI PEXMMOB v
MCONb30BaHNA MEPCOHaNEHEIX MAEHTUGNKATOPOB, NPUCBAMBAEMEIX NONB30BATENIO. e
BKIOYUTL PEXMM XPEHEHNS Napons
[} 3armcaTs napons & uaeHTUdMKaTOD
3anncaTb B MAEHTUOMKATOP 3aKPbITHIN KNY NONL30BaTENA
i
‘ | <Hasan || panee> | [ oOmera |

21.B npouecce 3anvcy AaHHbIX CMCTeMa 3anpoCuUT npeabsasrieHne naeHtudukaropa.
B amnanorosom okHe "lMpeabssute naeHtudukaTop" Haxxmmte KHonky "Auck".
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MpucsoeHue NepcoHanbHbIX MAEHTUOUKATOPOB

.
3annucb AaHHbIX

MpeabssUTE NEPCOHaNLHLIN MAEHTUDMKATOP, NPUCBAMBAEMbII NONb30BATENO.
BK/OYEHWME PEXMMA XPaHEHUS Napons -> He BbiNONHAETCA
3anucb Napons B MaeHTUMKaTop -> He BbinonHAeTCR

R
P e e
Mpes MaeHTUG P — ﬂ

OXuaaHUe MAEHTUPUKETOPOB

MpeabABIUTE YKasaHHbIE B CTMCKE NEPCOHaNLHBIE MAEHTUNKATOPE! ANA
C 3aNUCH AaHHBIX,

WNaeHTudwmkaTop Cratyc

ey CheMHbiil Anas 77-7D2AAEG87CAA-OC He obpaboTaH

[ns paboThl € AMCKETAMU M CHEMHBIMA AMCKaMM HEKMATE
KHOMKY “Aunck”,

22.Bbibepute 3anncb naeHTudmkaTopa co crtatycom "He obpaboTtaH" n ewe pas
HaXXMuTe KHonky "[Auck". MNMocne nameHeHus 3HadyeHus nonsa "Cratyc" Ha "Ob6pa-
60TaH" HaXXMUTE KHOMKY "3aKpbITh" M 03HAKOMbTECH C pe3y/IbTaTOM BbINONHEHUS
npoueaypbl NPUCBOEHUSI NMepPCOoHabHOIO naeHTUdUKaTopa.

MNpucsoerne NepcoHanbHbIX MAEHTUPUKATOPOS
.
Pe3ynbTaT BbINOAHEHNA Npoueaypbl =
Ip1 MPUCBOEHMN NEPCOHANBHOr0 MAEHTUMKATOPE W BbINOAHEHUN 33AaHHbIX ONepaLyit
NoNyYeHs! CNeaYIoLWME Pe3ybTaThl. 5

MepcoHanbHbE MaeHTUdMKaTop ChemHbit AMcK 77-7D2AAES87CAA-O0C NpUCBOEH NONb30BaTENO

SN7\adminsns1.

3anucb Napons B uaeHTUbUKaTop -> He BbinonHAETCH
BrntoyeHne pexvma sxoaa 8 MAK "Cofone™  -> He BoinonHseTcs
FeHepaLya KNio4a Nonb308aTens -> BbinonxHexHo

3anucb 3aKPLITOro KloYa B MAEHTUHUKaTOp -> Boinonnexo
CoxpaHetne uHdopmawm 6 Bl SecretNet  -> Bminonueno

Y7106bI NPUCBOMTL NONMB30BATENIO ElLE 0ANH MAEHTUMKATOP C
33aaHHLIMA NapaMETPaM HEXXMUTE KHOMKY TloBTopuTh...". MosTopUTS. ..

<Hasaa loToso OTMeHa

23.Haxmute kHonky "ToTtoBo". O6paTnuTe BHMMaHMe Ha NOSIBMBLUMECS 3anucy B Nose
"DneKTpoHHble naeHTMdunKaTopbl nonb3osatens”.
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i W il

| Obiwee I ‘-Ineﬂcraoarpymaxl MapameTpe! HesonacHocTi |

=) Y706kl N0ArOTOBUTL 3NEKTPOHHBIN MAEHTUOMKATOP K
ﬂfv‘ paboTe, HaXMUTE KHONKY "VHALManMsMpoBaTh. ..

WaeHTudmkatop

WHuwanusuposaTh. ..

[Ans nony4eHns MHhOPMaLIM O NPUHAANEXHOCTH
3NEKTPOHHOMO MAEHTUDUKATOPA, HAXKMUTE KHOMKY
TpoBepuTb..."

E

SNEeKTPOHHLIE MAEHTUDMKATOPLI NONb30BATENS:

E]’ CobeMHbiit anck D1-7CBE428FCSE3-0C
7 3aKpbIThIt KoY
% Knroun LIY NAK "Cobonb"

MapaMeTpel... | [ LlobasuTb... ] | Yaamre... |

3akpeite | | OTmera | MpimeHnTs

24.Haxmute kHonky "MpoBepuTh". C noMowWbo KHOMKM "[ucK" Bbibepute naeHTU-
dvkaTop 1 nocrie 3aBepLIEHUsI NPOBEPKN 03HAKOMbTECH C MH(OPMALMOHHbIM CO-
obweHnmem Secret Net Studio. WaeHTudwukatop 3aperncrtpupoBaH 3a
nonb3oatesieM "dadminsns1" n coaepxut gaHHble Secret Net Studio u kntoum
LeHTpanmsoBaHHoro ynpaenenus MAK "Co6onb".

Secret Net Studio  —
.

Waentudukarop Coemubiii anck D1-7CBE428FCEE3-0C
LW sapeructpuposaH sa nonssoeatenem SN7\dadminsnsl

MpeabaBneHHbIi WAEHTUPNUKATOP COAEPHKUT AaHHbIE!
- Secret Net Studio
- Kntoun uentpanusosanHoro ynpasnenus MAK "Cobonb"

25.B okHe MHbopMaLMOHHOrNO cooblueHnst HaxxmuTe kHonky "OK". NaeHTudukaTop
NPUCBOEH MOb30BaTENI0 N pe3ysibTaT NPOBEPEH.

26.PaccMOTpMM AENCTBUS aaMUMHUCTpATopa ANs nepenaym AaHHbIX O nofb3oBaTene
n ero naeHtndukatope B MAK "Cobonb" Ha KOHKPETHbIE KOMMbLIOTEPbLI AOMEHA.
Ha Bknaake "lMNapaMeTpbl 6e3onacHocTn" BblbepuTe KaTteropuio Hactpoek "MMAK
"Cobonb".
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| ofwee | Unercreo & rpynnax | Mapamepel GesonacHoctn |

Monb3oBaTento paspelueH sxoa & MNAK "Cobonb” Ha
KOMMbIOTEPAX, NEPEHUCNEHHBIX B AaHHOM CUCKE:

KomnbioTep [fomeH

MAK "Cobonb™

[Ans penaKkTUPOBaHNs CrMCKa KOMNBIOTEPOS RIS

BOCNONL3YHTECL KHONKamn “JobasnTb..."
Yaanute ]

"Yaanute"

[ 3aKpbiTh ] | OtmeHa ‘ | MpuMernTs [

27.Haxmute kKHonky "[o6aButb". B OTKPbIBLLUEMCS ANANOrOBOM OKHe "Bbl6bop KOMMb-
toTepoB" ¢ nomolbto knasuwm [Ctrl] Bbibepute u3 cnmncka komnbioTepbl ARM1 1
ARM2 1 HaxxmuTe kHonky "OK".

”Buﬁop KOMIIBIOTEPOE W . A —

|
‘ BeibepuTe KoMnblOTEPb! U3 CNMcKa U HaxxmuTe "OK™:

Mna B nanke OnmcaHue
. ARM1 SN7.localfou_sns
- ] arm2 SN7.localfou_sns
1§ SERVERSN SN7.localfou_sns

o ] [ omes |

28.Bbl BepHyMCb Ha Bknaaky "lMapameTpbl 6e30nacHOCTM" OKHa CBOMCTB YYETHOW
3anucn "dadminsnsl". O6bpaTuTe BHMMaHWe, YTO BblbpaHHble KOMMbKOTEPLI MO-
SABUMNCb B CMNCKE pa3peLLeHHbIX A1 AaHHOMO Mosib30BaTess.
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SN7\dadminsns1 LM
—

[’66u.lee VHHEHCTBO Brrgmny( ‘ ﬂapamembl BesonacHocTh |

MonbsoBaTento paspelweH sxoa B NAK "Cobonk” Ha

Ig: KOMMbIOTEPaX, NEPEYNCIEHHBIX B AGHHOM CNUCKE:
| KomnbtoTep Aomen
| @ arm1 SN7
1017 & ARM2 SN7
1 !j

MAK "Cofons"

[N\ peaaKkTMPOBaHNS CIMCKa KOMMbIOTEPOB n
BOCNONb3YITECH KHONKaMK “[AobasnTb..." u L______Jﬂoﬁasurb. =5

“Yaanuts"
Yaanutb ]

3aKpbITh OTMeHa [ MNpuMeHUTL

. B okHe cBoNcTB yuyeTHOM 3anuncm "dadminsns1" HaxxmMmTe KHOMK MMeHUTL", a
29 B y Ild d 1II y lll—l n

3aTteM — kHonky "OK". Ecnu 6bl MAK "Cobonb" 6b11 yCTaHOB/IEH HA KOMMbOTEPAX
ARM1 n ARM2, a B ka4yecTBe naeHTudurKkaTopa ncnonb3oancs 6ol naeHTUdMKa-
TOop TMNa DS1995 — BbINOMIHEHHbIE AENCTBUS NpMBENn Bbl K perucrpaumm 4aHHOro
nonb3osatens B MAK "Cobonb" Ha 3TUX KOMMblOTEpPaX.

4% Ynpasnenve napameTpamy 6830N3CHOCTH NOA30BATENEH Iir_‘d_;hj
Aeicrene Moabsosatens Cepsuc
do & 4 o iz @
2 Arm2 Wma /' Tun OnucaHme YpoBeHb gonycka  WaeHTMOM.. Kawou
’3’ msnsadmm Ipynna
msnsadmin‘forest Tpynna
€ dadminsnsl Monezosarens Hexondugenun... [Mpucsoen Bbiaan 23.05.2017 13:13
€2 Viearoe Mean Mearosny Monssosarens Hexouduaenum... Otcyrcreyer Orcytcrsyer
ﬁ Mapua Weanoena Vearosa Monesosarens Hexonduaenuu... Orcyrcreyer Orcyrersyer

30.3aKkpoiiTe OKHO NporpamMmsbl "YnpaeneHue napamMeTpamMmmn 6€3o0nacHOCTU Nob30Ba-

Tenen". BoinonHeHne nabopatopHoi paboTbl 3aBepLUEHO.

KOHTpO.ﬂbeIe BOMPOCHLI

1.

2.

Kakne nporpaMMHbie MOAYNN U 3aLUMTHbIE MEXAHM3Mbl BXOASAT B KOMMOHEHT 6a-
30BOW 3aLlUNTbI?

Kakune cpeacrtsa mcnonb3ytrcsa B Secret Net Studio ans ynpasBneHns mMexaHus-
MaMu 3almMThbl @) B LEHTPaAM30BaHHOM pexunme, 6) B I0OKaSIbHOM pexumMe?

Kakne n3 HacTpoek B COOTBETCTBUM C KOHLUenumen ynpasneHms 6e30nacHOCTbo
Secret Net Studio nmeroT NpnopuTeT — NTIOKanbHbIE UKW FPYNMNOBbIE MNOANUTUKN?

Kakve u3 nonutuk, 3afaHHble A5 3allMLLAEMbIX KOMMbIOTEPOB B Mporpamme
"LleHTp ynpaBneHus", nmeloT 6onee BbICOKMI NPUOPUTET — MONUTUKK ASist 06b-
eKTa AOMeHa B CTPYKType OnepaTMBHOrO yrMpaBfiEHUs WM MNOIUTUKM CepBepa
6e30MacHOCTN, KOTOPOMY MOAYNHEHBI 3TU KOMMbIOTEPDI?

B ueM 3ak/noyaeTcs pasnnume Mexay CTaHAAPTHbIM M YCWIEHHBbIM peXmnMaMu
ayTeHTudunkaumm nonb3osartens B Secret Net Studio?

MoyeMy He pekoMeHAyeTCsS CMeHa aAMWHUCTPATOpPOM Mapofs Nnosb3oBaTens ve-
pe3 cTtaHaapTHble ocHacTkm Windows, ecnu B Secret Net Studio BkIoUueH pexumm
YCWIEHHOW ayTeHTUdMKauMm no naposnto?

[na yero WUCnonb3yeTcs afiMMHUCTPATMBHBIA pexuM Bxofda B cuctemy? Kak OH
AKTUBUPYETCA 1 BbIK/THOYAETCA?

Kakne nepcoHasnbHble uaeHTUdMKATOPbl MOXHO Mcnonb3oBaTb B Secret Net
Studio?
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9. [pu pencTByOWMX MO YMONYAHUIO HAacTpolKkax perncrpaummn B XypHane Secret
Net Studio cobbITuin 3anycka v 3aBepLUEeHNS NPUIOXKEHUNA (NPOLLECCOB) perncTpu-
pYIOTCS TONbKO COBbITUSA, OTHOCAWMECS K paboTe 3anyLleHHbIX Mosb30BaTeNneM
NPUNOXeHUA, b0 perncTpmpyroTca BCe MpoLecChbl CUCTEMbl — Kak MOMb30Ba-
TeNbCKMe, Tak N cucteMHble? MNMouemy?

10. LlenoctHocTb (HEM3MEHHOCTb COoAEpPXXaHWUS) Kakmx pecypCcoB MOXHO KOHTPOANPO-
BaTb MOACMCTEMOM KOHTPONSA LenocTHocTn Secret Net Studio?

11.Kakue kaTteropmm ob6bekToB BKktoYaeT B ceba M KL-3MC? KpaTko onuwmnte mnx
Ha3sHa4veHue.

12.Kakoe MO 1 B Kaknx pexumax ucnosnbsyerca ans nocrpoeHns M4 KU-3MC?

13.Kakoli popMaT AaHHbIX UCMOMb3YETCA ANst XPaHEHUS 3anuceit o cobbITUSX B J10-
KafbHOM XypHane Secret Net Studio?

14.MoryT nu 3awmTHble nogcmcremMbl Secret Net Studio pernctpuposaTb cBeaeHUs 0
CcobbITUAX B WTATHbIX XypHanax OC Windows?

15.B Kakux ciiyyasx NnpoMcxoanT O4YMCTKa JIoKanbHbIX XypHanos Secret Net Studio?

16.Kakune cobbiTusa cumTtaroTcs cobbiTuaMmn TpeBorn? Kak agMMHUCTpaTop A0/KEH 06-
pabaTbiBaTb 3T CO6bLITMA?

17.Kak B Secret Net Studio Ha3biBaeTcs noaTBEpXAEHWE aAMUHUCTPATOPOM 6e3-
0MAaCHOCTM MonyYeHus MHhopMauunm o cobbITUM TPEBOMN C ONMCAHMEM MPUHSTBLIX
mMep?

18. e xpaHATCS 3anmncK XXypHasoB CTaHLUMIA, CObpaHHbIX Ha cepBepe 6e3onacHoCTm
C 3alMLLIAeMbIX KOMMbIOTEPOB?

19.KaknmM obpa3om nocne passBepTbiBaHMA B CETU CpeAcTB 3awmnTbl Secret Net Studio
MO>XHO NMPOWU3BECTM NepenoavymMHeHme 3alumiaeMbiX KOMNbITEPOB OT O4HOMO cep-
Bepa 6e30MacHOCTM K ApyroMy nbo NpocTo BbIBECTM KOMMbIOTEP U3 NOAYMHEHUS
cepBepy 6e3onacHOCTH?

20. Kakune npeasaputenbHble HACTPOVKK CnefyeT BbINMOJHUTD Ha 3alluLLaeMOM KOM-
nbloTeEPE C YCTaHOB/IEHHbIM aBTOHOMHbIM KnneHTOM Secret Net Studio ansa nepe-
KJII0UYEHUs1 ero paboThbl B CETEBOW peXum?
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[naBa 3
HacTtpouka n npumeHeHune KOMNOHEHTOB
nokanbHou 3awmnTthbl Secret Net Studio

KoHTpornb

B 3Toi 1 nocneaylowmx rnaBax nNpuMBoAMTCS 6onee AeTanbHOe onucaHue AOMONHU-
TeSIbHbIX KOMMOHEHTOB 3almnTbl SNS, KOTOpble MOryT MOAK/IOUYATLCS MO OTAENbHOCTU
(CM. cxeMy NIMLEH3MPOBAHNSA Ha pUC. 1 N CTPYKTYpY K/MEHTa Ha puc. 2).

OTa rnasa noceseHa HaCTpOVIKe N NpUMEHEHUNIO HEKOTOPbIX U3 NOACUCTEM 3allnThbl,
BXOoAAWMX B COCTaB OTAENbHO TNUEH3NPYEMbBIX KOMMOHEHTOB:

e ''cpeacrTso 3awWmMThl MHMOPMaUMK OT HeCaHKLUMOHMpoBaHHoro gocryna” (C3U ot
HCA) BkntoyaeT B cebsa cneayowime noacUCTEMbI:

- KOHTPOJb YCTPOWCTB;

- KOHTpOJib NeyaTy;

- 3aMKHyTasi NporpaMMHasi cpeaa;

- MOSIHOMOYHOE yrpaBfieHne A0CTYMOM;

- AUCKPELMOHHOE yrnpaBieHne AOCTYrnoM;
- 3aTUpaHue AaHHbIX;

e "3aWwuTa AMCKOB M WwKndpoBaHMe KOHTeNHepoB" BK/OYAET B cebs cnepyrowime
noaCUCTEMDI.

- 3awuTa MHGOopMaUUM Ha NIOKaNbHbIX AUCKAX;
- WwudpoBaHNe KOHTENHEPOB.

[anee paccMaTpvBaloTCs MOACMCTEMbI 3alUTbl B NMOPSAKE, B KOTOPOM OHUW Mepeyuc-
NIEHbI: CHa4asia OmnMuCbIBalOTCS MOACUCTEMbI JIMLEH3NPYEMOro KoMmnoHeHTa "C3U ot
HCA", a 3aTeM — KOMMOHEHTa "3alnTa ANCKOB U LWUNDPOBaHME KOHTEHepOoB".

YCTPOUCTB

[N 3awWmTbl AOCTYMNa K YCTPOCTBaAM KOMMbIOTEPA UCMOJb3YHOTCA Crieaytoline B3an-
MOCBSI3aHHble MEXAHW3Mbl:

e MexaHW3M KOHTPO/IA MOAK/THOYEHNS U UBMEHEHMS! YCTPONCTB — NpeaHa3HaveH ans
06HapyXXeHUs1 U pearnpoBaHMs Ha U3MEHEHME annapaTHOW KOHMUrypaumm Kom-
nbloTepa, a Takxe A1 NoAAEPXKAHUSA B aKTyaNlbHOM COCTOSIHUM CMMCKA Y CTPOICTB
KOMMblOTEPa;

e  MEXaHM3M pa3rpaHMyeHus AOCTyna K YCTPOMCTBaM — BbIMOJIHSET pasrpaHnyeHme
[OCTyna rosib30BaTesiel K yCTPOMCTBaM U3 aKTyalbHOro Cnucka, copMMpoBaH-
HOrO MEeXaHW3MOM KOHTPOJIS MOAK/TOYEHNS U UBMEHEHUS YCTPONCTB.

CnmnCcoK yCTPOIMCTB NPeACTaBAsSET MHOXECTBO YCTAaHOBJIEHHbIX WMAW NMOAK/IOYAEMbIX K
3alMaemMbiM KOMMNbIOTEPAM YCTPOWCTB, OPraHM30BaHHbIX MO MEPapXMYECKON CXeMe.
OTaenbHble YCTPOMUCTBA MPYNNUPYIOTCS B K1acChbl, KOTOPblE, B CBOKO O4Yepenb, BKJIIO-
yalTcs B rpynnbl. Fpynnbl ABASOTCA 3/1eMEHTaMN 06beANHEHUSI BEPXHENO YPOBHS, U
MX KONIMYecTBo UKCMpOBaHO — CM. Tabn. 3.

Ta6n. 3. Mpynnbl U KJ1acCbl YCTPOMCTB

Fpynna Knacc OnucaHue
JlokanbHble MocnepoBaTtenbHble mnopTbl. [Mapan- | ®MKCMpOBaHHbIE  YCTPOWCTBaA
yCcTponcTBa nenbHble NopTbl. CMeHHble Aucku. On- | KOMMblOTEpPa, A/ KOTOPbIX HE

TMYeckMe AUCKU. Dusnyeckue AMCKU. | mpeanofiaraeTcs  OrpaHuyu-
Mpoueccopbl. OnepaTvBHas MaMATb. | BaTb NOAK/OYEHME

CucteMHass nnaTta. AnnapatHas noa-
Aepkka. MporpaMMHO peann3oBaHHble

ANCKN
YcTpoicTeBa CeTeBble nnatbl U MoaeMbl. UHTep- | YCTpoOWCTBa, nogkntoyaemble K
usB delicHble ycTporcTtBa. CkaHepbl U uMd- | WKHe

posble  doToannapaTbl. [pUHTEpHI.
YcTpolictBa xpaHeHus. Bluetooth-apan-
Tepbl. CoToBble TenedoHbl. DNEKTPOH-
Hble MAeHTUMdUKATOPbl U CUUTbIBATENN.
Mpoune
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Secure Digital

F'pynna Knacc Onucanune
YcTpovicTea MocneposaTenbHble NOPTbl U MOAEMbI. | YCTPOWMCTBa, MOAK/OYaeMble K
PCMCIA MapannenbHble MOpPTbl. YCTPOWCTBA | WIMHE

XpaHeHus. CeTesble nnaTbl. [Mpoyune
YcTpolicTBa YcTpolicTBa xpaHeHus. MpuHTepbl. Cka- | YCTpoKcTBa, NOAKIOYaeMble K
IEEE1394 Hepbl U uMdposble poToannapatbl. Ce- | WKHe

TeBble yCTpOWCTBa. Lndposblie

BuAeokamepsl. [poyne
YcTpolicTBa KapToukn namaTu YcTponcTBa, noakntoyaemble K

lwnHe

CeTb

CoeanHeHne Ethernet. BecnposopHoe
coeinHeHne (WiFi). CoepaunHeHne
Bluetooth. CoeaunHeHne 1394
(FireWire). NHdpakpacHoe coeanHeHne
(IrDA)

YcTpowncTBa, aBnswowmecs ce-
TeBbIMW MHTepdencammn (agan-
Tepbl). Ecnun CceTeBbIM
UHTepdencom sBNseTca He-
dUKCMpOBaHHOE MoAKtoYae-

MO€e YCTPOWCTBO, TO OHO MOXeT
TakXxe npucyTcTBoBaTb U B
Apyrow rpynne. 3ToO AaeT BO3-
MOXHOCTb HaCTpPOUTb peakLuuto
CUCTEMbI Ha noAaKJYeHne
yCTpoOWcTBa A0 ero perucrpa-
LMW B KayecTBe CETEBOro WH-
Tepdeiica

HekoTopble Knaccbl 40MYyCKaoT A40MNONHUTENbHOE pa3bueHne yCTPOMCTB MO MOAENsM,
KOTOpble 06beAMHSIOT YCTPOMCTBaA C OAMHAKOBbLIMU MAEHTUMUKALMOHHBIMX KOAAaMM,
NPUCBOEHHbIMM NpousBoanTeneM. B cnucke yCTpoMCTB NpUCYTCTBYIOT npeaonpeae-
JIeHHble MoAenn, HanpuMep, MOAENWN SNIEKTPOHHbIX MAEHTUMMKATOPOB. Takxe B Cnu-
COK MOXHO [06aBnATb MoOAENM Ha OCHOBE WMELMXCS YCTPOWUCTB, €Cli B 3TUX
YCTPONCTBax npoussoauTeneM 6binm ykasaHbl MaeHTUdMKauMoHHble Koabl. B aanb-
HenweM npm obHapyXeHUM HOBOIO YCTPOMCTBA C TAaKUMU Xe UAEHTUPUKALMOHHbIMU
KoAaMu 3TO YCTPOICTBO aBTOMaTMyecku byaet nobaBneHo B KayecTBe 3K3eMmnsipa K
TOW e Mogenun. 3a CYET 3TOro MOXHO yMnpaBnsTb OAMHAKOBbIMU YCTpONCTBaMun 6e3
Heo6X0A4MMOCTN HACTPOMKKN NapaMeTPOB KaXAoro U3 HUX MO OTAENbHOCTU.

Ona o6bekToB Kaxaoro ypoBHs (Fpymnna, Knacc, MOAEesnb, YCTPOWCTBO) onpeaeneH
Habop NapaMeTpoB, C MOMOLLbIO KOTOPbIX HACTPaMBAKTCA MEXaHW3Mbl KOHTPOJIS MOA-
K/IIOYEHMS N UBMEHEHUSI YCTPOMCTB, pasrpaHMyeHms AOCTyMNa K YCTPOMCTBaM, TeHe-
BOr0 KOMUPOBAHMS M MOSIHOMOYHOIO yNpaBnaeHus 4OCTYMOM.

CnunCcoK YCTPOWCTB Ha KOMMbIKOTEpPe co3haeTcs npu nepsok 3arpy3ke OC cpasy nocne
yCTaHoBkM knmeHTckoro MO cucrembl Secret Net Studio n npnHMMaeTcs Kak 3TasioH-
Hasi KOHdUrypaums KomnbioTepa. OH XpaHUTCSA B NOKanbHOM 6a3e AaHHbIX CUCTEMBI
Secret Net Studio n 3arpy>xaeTtcs B nOKasIbHOW NONIUTUKE.

[ns ueHTpannM3oBaHHOro yrpaB/ieHs MOXHO CO34aTb CMMCOK YCTPOWCTB B MPYNMNoBOM
nonutuke. Mocne co3gaHms CNMCOK YCTPOMCTB COCTOUT M3 FPynn, KJaccoB U npea-
onpeaeneHHbIX Mogenen ycrponcTts. MNMpun Heo6xoaMMOCTN B HEFO MOXHO A06aBuUTb K
KOHKpETHbIE YCTPOWCTBaA.

BapuaHT LeHTpann3oBaHHOIO YynpaB/ieHUs YCTPOMCTBAMM Ha YpPOBHE MX rpynmn u
K/1aCCOB sIBNSIETCS MpeanoyTuTeNnbHbIM, Koraa Tpebyetcs obecneuntb obuimne npuH-
LUMNbl KOHTPONS YCTPOMCTB Ha 3aliMliaeMbiX KOMMbHOTEpax M HET HeobxoaMMOCTH
LLEHTPaNM30BaHHOW HACTPOWKM ANst OTAENIbHbIX YCTPOMCTB. AAMWHUCTpaTopy 6e3-
0MaCHOCTM AOCTaTOYHO HACTPOUTbL NapaMeTpbl UCMOMb30BaHUA ANs TPYNN U K1accoB
(a Takke n mMoaenen yCTpowmcTs, €C/iM OHM NpeayCMOTPEHbI AN Klacca) B HYXHbIX
rpynnoBbIX nonntukax (o0 MpuHUUne HacneaoBaHUs NOUTUK CM. B pasaene "OpraHu-
3auus ynpas/ieHUs CUCTEMOW 3awunTbl" rnaBsbl 2).

B oTMume OT LeHTpann30BaHHOIO JIOKasibHOE yNpaB/ieHNE Ha YPOBHE KOHKPETHbIX
YCTPOICTB NpuUMeHsieTcsl, ecnn TpebyeTcs yCTaHOBUTbL 0CObble NapaMeTpbl UCMOMb30-
BaHWSI KOHKPETHbIX YCTPOWCTB Ha OTAE/IbHOM KOMMbIOTEPE.

B paMkax rpynnoBoi winu nokasbHON NONUTUKK NpaBa AOCTyNa K KaXaoMy o6bekTy,
a TaKke napaMeTpbl KOHTPOS YCTPOWCTB OMPEeAENStOTCS B COOTBETCTBMM C NMpaBu-
JlaMW HacnenoBaHUS UM SIBHOMO 3aAaHusi napaMeTpoB. MapaMeTpbl MOryT 6biTb 3a-
JAaHbl ANg rpynn, K1accoB, MoAesnel WIN KOHKPETHbIX YCTPOMCTB. MNpu 3TOM MOXeT
MCMOJIb30BaTbLCS MPUHUMM HACeA0BaHUS NapaMeTpoB OT BbILIECTOSLLMX 3/1EMEHTOB
nepapxum B cnmcke. SIBHO 3afaHHble NapaMeTpbl UMEKOT NPUOPUTET Nepea Hacneny-
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€MbIMUW OT CTapLUMX 3/1EMEHTOB Uepapxun. Hanpumep, ecnm anst ycTponcTea sIBHO 3a-
[AaHbl ocobble NapaMeTpbl 4OCTyMNa, OHWM ByAyT NPUMEHSITLCA HE3AaBUCMMO OT TOrO, Ka-
Kue napaMeTpbl 3afaHbl A1 Knacca v rpynnbl.

Mo YMO/THaHUIKO Nnocne yCTaHOBKU CUCTEMbI 3allnTbl B JIOKanbHOM MOMUTUKE 3afaHbl
cneayrume npasuia UCNOJ1b30BaHUA YCTp0171CTB, KOTOpbIE PacCnpoCTpaHAKTCA Ha
BCEeX MoJsib3oBaTesiemn KOMMbOTEPA:

e anda rpynn "JlokanbHble ycTponctBa" n "CeTb" BK/OYEH pEeXMM KOHTPONS
"YCTPOMCTBO MOCTOSAHHO MOAKIIOYEHO K KOMMbioTepy". [ONns ocTanbHbIX rpynn
BKJItOUEH pexxnM "ToaktoUYeHme yCTpONCTBa pa3peLleHo”;

e ANs1 BCEX OBHAPYKEHHbIX XKECTKUX AMCKOB, @ TaKXXe CMEHHbIX U ONTUYECKUX ANC-
KOB BKJ/THOUEH PEXUM KOHTPOJIS "YCTPOMNCTBO NOCTOSAHHO MOAKJ/TIOUYEHO K KOMMbHO-
Tepy" C [OMOMHUTENbHLIM MNapaMeTpoM "B/IOKMpoBaTb KOMMbKOTEP MNpU
n3MeHeHnn yctpoiictea". Mpu 3TOM ANS KJ1AaCCOB, K KOTOPbIM OTHOCHATCS Takue
YCTPOWCTBA, BKJIOYEH pexuM "lMoakntoyeHne yCTponCTBa paspeLueHo”;

e  ANS YCTPOWCTB C BO3MOXHOCTbIO pasrpaHuUyeHns A0CTyna npeaocTaBieH MnosHbIN
[OCTYNn TPeM CTaHAapTHbLIM rpynnam nonb3oBaTtenen: "Cucrema", "AaMUHUCTpa-
TopbI" 1 "Bce";

e TeHeBOe KOMMPOBaHME OTKIOYEHO ANS BCEX YCTPOWCTB;

e NS YCTPOWCTB C BO3MOXHOCTbK Ha3Ha4YeHUs KaTeropMm KOHUAEHUNANbHOCTH
BKJIIOUEH pexunMm goctyna "YCTponcTBo AOCTynHO 6e3 yyeTa KaTeropum KOHU-
AeHumnanbHocTn";

e [ONs ceTeBbIX MHTEpdencoB paspeleHo GYHKUMOHMPOBaHME HE3aBUCUMO OT
YPOBHEN KOH(PUAEHUMANBHOCTM CECCUN B PEXMME KOHTPOS NOTOKOB MEXaHM3Ma
NMOSIHOMOYHOrO yrnpaBieHust 4OCTYMNOM;

e peructpupytoTcs Bce cobblTns kateropuii "KoHTponb annapaTHol KoHpurypa-
umn" 1 "PasrpaHuyeHme AocTtyna K yCcTponcTeam";

e  paspellaeTcs MCMoJSIb30BaHWeE JIoKaslbHbIX YCTPOWCTB M pecypcoB B TEPMUHab-
HbIX CECCUSIX.

YT06bl Mosib30BaTElb MOI MOAK/IOYATb K KOMMbIOTEPY TOSMIbKO pa3peLleHHbIe K UC-
MoJIb30BaHMIO YCTPOMCTBA, HAaCTPOIKY CUCTEMbl PEKOMEHAYETCS BbIMOHUTL Cleayto-
WM obpasom:

1. Tocne yCTaHOBKM CUCTEMbI 3alMTbl aAMUHUCTpaToOp 6e30MmacHOCTM nocneaoBa-
TesIbHO MOAK/YAET K KOMMbIOTEPY BCE YCTPOMCTBA, MMaHMpyeMble K UCMOMb30-
BaHM0. Ha 3TOM 3Tane yCTponCcTBa perncrpmpyoTcst B CUCTEME, N AN HUX UK
KOMMPYIOTCA pa3peLuatolimne npaea AOCTyna M NapaMeTpbl KOHTPONS OT BbILECTO-
Awmx 06bekToB (MOAENEN, KNAcCoB U rpynn), WIn HacTpamBatoTcs ocobble napa-
MeTpbl (HampuMep, Ha3Ha4alTCs HYXHble KaTeropum KOHMMAEHUWaNbHOCTH).
Mocne aToro HacneaoBaHWe NpaB Ha 3TU YCTPOMCTBA OTKJIIOYaeTCs.

2. [lo 3aBeplleHnn permcTpaumm yCcTpomicTB agMUHUCTPATOP OTK/IHOYaET pa3speLuato-
lMe npaBa Ans COOTBETCTBYIOLMX MoAesier, KnaccoB M rpynn (HanpuMmep, Ans
rpynnbl "YcTponcrea Secure Digital"). 9To npuBegeT K TOMy, 4TO Mosib3oBaTesb
CMOXET MOAK/oYaTh TONIbKO YCTPOWCTBA, 3aperMcTpMpoBaHHble Ha ware 1. Moa-
KJItO4YEHME ApYrMX YCTPOWNCTB byaeT 3anpeLweHo.

MosicHeHue. Mo 3anpocy nonb3oBatenst 0 HEOBX0AMMOCTY Pa3PELLEHNS UCTIONb30BaHWS UMEIOLLE-
rocs y Hero yctponcTaa (Hanpumep, USB-cbrelu-Hakonutens) agMuHucTpatop 6e3onacHocTv npeg-
naraeT NoAKIUMTL 3TO YCTPOWMCTBO K KOMMbOTEpY Ha paboyem MecTe monb3oBatens. Mocne
MOAKIOYEHUS YCTPOINCTBA, [aXe ECNW OHO ByAET 3anpeLLEHO K MCTIONb30BaHMIO, CBEAEHNS O HEM
MOSBATCA B CTIMCKE YCTPOWCTB JIOKAMbHON MOMMUTUKK. AMUHMCTPATOP Ha CBOEM paboyem MecTe B
nporpamme YnpaBrneHus 3arpyaeT napameTpbl NoKanbHON MOMUTMKM COOTBETCTBYHOLLETO areHTa u
BbINOSHSET HE0OX0aMMble AENCTBUS Ans Pa3peLLEHMs UCMOMb30BaHNS YCTPOACTRA.

DYHKLUMNIO TEHEBOIO KOMMPOBAHNA MOXHO BK/IIOYUTb 411 BCEX YCTPOWUCTB, NMOoAK/IoYa-
€MbIX K CUCTeME B KauecTBe ANCKOB, C/IeAyHoLUX BUAOB:

e  MOAK/IOYAEMbIE CMEHHbIE ANCKMU;

e  [NCKOBOJbI MTMBKMX ANCKOB;

e  NCKOBO/bl ONTUYECKMX ANCKOB C (PyHKLMEN 3anmncu.

MpakTnyeckoe NpMMeHeHne NoACUCTEMbI KOHTPOSS YCTPOWCTB pacCMaTpMBaETCsl B CO-
oTBeTCTBYIOLWEN NnabopaTopHoi paboTe (CM. HuXe).
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KoHTponb neyatu

HacTpolika napamMeTpoB WMCMO/b30BaHUs NMPUHTEPOB OCYLLECTBISETCS B OTAE/IbHOM
cnivcke "MpuHTepbl". ECNv aAMUHUCTPATOP He 3aAaBan A/ NPUHTEPOB HUKAKUX cre-
UManbHbIX NapamMeTpoB, Npw nevyaTtu Ha nbble NpuUHTEpPL! 6yAyT NPUMEHSITLCA YCTa-
HOBKM MO YMOYaHUIo.

MpeacTtaBneHHble B CNUCKE NPUHTEPOB MevaTtarolme YyCTPONCTBa MOryT Takxke npu-
CYTCTBOBaTb M B CMUCKe YCTPONCTB (CM. Mpeabiaylwmi pasgen). 370 AAeT BO3MOX-
HOCTb HacCTpOWUTb peakuMilo CUCTEeMbl Ha MOAK/OYEHWEe YCTpoWCTBa A0 ero
perucrpaumm B KayecTBe NpuHTepa.

Cnncok NpMHTEPOB CO34aETC Ha KOMMbIOTEPE Cpa3y Moc/ie YCTaHOBKM KITMEHTCKOMO
MO cucrembl Secret Net Studio, npeacraBnsieTcs B IOKaNbHOM NOMAUTUKE N XPaHUTCS
B JIOKanbHOM 6a3e gaHHbIX cucteMbl Secret Net Studio. [ns ULeHTpann3oBaHHOIO
yrnpaB/ieHNs1 MOXHO CO3A4aTb CMMCOK NPUHTEPOB B rPyNMnoBOM NOAUTUKE.

MN3HauyanbHO CNMCOK NPUHTEPOB COCTOUT U3 OAHOrO 351ieMeHTa — "HacTpoliku no ymon-
YaHu". 3afaHHble ANa 3TOro 3/EeMeHTa napaMeTpbl UCMONb30BAHUS MPUMEHSAIOTCS
KO BCEM MpUHTEPaM, KpOMe TeX, KOTOpble IBHO MPUCYTCTBYIOT B CMUCKeE.

Mpoueaypbl 3arpy3kn Cnvcka NpuUHTEPOB Npu paboTe C NporpaMMol ynpasneHust B
LeHTPannN30BaHHOM 1 SIOKASIbHOM PEXUMaX BbINOSIHAOTCS aHaN0rmM4HO.

Mocre yCTaHOBKW CUCTEMbI 3aLMThbl B JIOKASIbHOW MNOMMTUKE MO yMOYaHuo 6yayT 3a-
AaHbl crieaytollme npasusia UCrnosib30BaHUsl MPUHTEPOB, KOTOPbIE PACMPOCTPaHSIOTCS
Ha BCeX Mosib3oBaTesieli KoMnbloTepa:

e K MpUHTEpPaAM NpeaocTaBfieH AOCTYN CTaHAApTHbLIM rpynnam nonb3osartenen: "Cn-
ctema", "Bce" n "Bce nakeTbl NpuUaoXeHnn";

. TeHeBoe KornnpoBaHMe OTK/IDYEHO AJ14 BCEX MPUHTEPOB,

e NS NPMHTEPOB pa3pelleHa nevyaTb JOKYMEHTOB /10601 KaTeropmn KoHGUAEeHUN-
anbHOCTW;

. pa3pellaeTca Ucnosib3oBaHMe NoKasbHbIX MPUHTEPOB B TEPMUHAJIbHbLIX CECCUAX.

YTo6bl MOb30BaTENb MO MevaTaTh TOIbKO Ha paspelleHHbIX K MCMOo/Ib30BaHUIo aa-
MMHUCTPATOPOM 6€30MaCHOCTU NPUHTEPAX, HAaCTPONKY CUCTEMbI PEKOMEHIYETCS Bbl-
NOJSTHUTb C/leAyHoLMM 06pasomM:

1. Tlocne ycraHoBKKM cuctembl 3awmTtbl SNS agMUMHUCTpATOp nocienoBaTeNbHO A0-
6aBnsieT Ha KOMMbIOTEP BCE MPUHTEPbI, KOTOPblE MAaHUPYETCS MCMOb30BaThb.
MoaknoyeHne K OGHUM U TEM Xe MPUHTEPaM MOXET BbINOMHATLCA Pa3/iMYyHbIMU
cnocobaMn — HanpuMmep, ecnun npuHTep (pusnyeckoe yCTPOMCTBO) YCTaHOB/IEH
KaK NloKanbHbIN U Kak ceTeBon ¢ IP-agpecoMm. B 3ToM cnyyae Ans KOppPEKTHOM
naeHTndunKaumm n pasrpaHMyeHns 4ocTyna K TakuM npuHTepam, Heobxoammo Bbl-
MOMHUTb Npoueaypy YCTaHoBKM (gobaBneHust) npuHTepa AN KaXxaoro cnocoba
NOAK/TOUEHMUS.

2. [lo 3aBepLUeHNN YCTaHOBKM MPUHTEPOB aAMMHNCTPATOP OPMMPYET CMMCOK NPUH-
TepoB, KOTOPbIA AO/MKEH COAEpXaTb 3/IEMEHTbl, COOTBETCTBYIOLUME WUCMONb3ye-
MbIM MPUHTEPaM, 1N B TOM YMCNE OTAESbHbIE 3N1EMEHTbI A1 Pa3/IMYHbIX CNOco60B
noakntoyveHus. MNMpu aTom ans anemMeHTa "HacTporku no yMon4aHu" Hy>XHO ycTa-
HOBWTb 3aMpeT neyaTu 418 BCEX MOJSIb30BaTeNEN U BKIKOUYUTL OrpaHuYeHue ne-
yaTu [OKYMEHTOB BCEX KaTeropumim KoHpMAeHUMaANbHOCTU. [Nnsi OCTaNnbHbIX
3/1EMEHTOB CMMCKa MPUMHTEPOB YCTaHaB/IMBAKOTCA HeobxoauMble MpaBa AOCTyna
nonb3oBaTenen 1 orpaHNYeHunsl nevyaTm KoHdmaeHUManbHbIX AOKYMeHTOB. ocne
3TOro nosib3oBaTtenu He 6yayT MMEeTb BO3MOXHOCTb pacneyaTbiBaTb AOKYMEHTbI B
06X04 MEXaHW3MOB 3allMTbl Ha TEX MPUHTEPax, KOTOPblE OHW MOryT YCTaHOBUTb
CaMOCTOSITESBHO.

3. B ganbHenweM npm HEO6XO0AMMOCTM paspeLwnTb NeYaTb Ha HOBbIM NpuHTEP (Mnn
Ha TOT e MPUHTep, NoAK/oYaeMblii APYrMM CnocoboM) aAMUHWUCTPaTOp MOXeET
CaM BbINOSIHUTb €ro YCTaHOBKY, NOC/e Yero 06aBnTb B CMTMCOK HY)XHOM MOSIUTUKN
W HaCTpOUTb NMapaMeTpbl NCMOSIb30BaHMUS.

Ons ueHTpanu3oBaHHOrO ynpaB/iieHWs MapaMeTpaMu MPUHTEPOB MOryT WCMOJb30-
BaTbCs rpynnoBble NOSIUTUKM AOMEHOB, OpraHM3aLMoHHbIX NoapasaeneHuin u cepee-
pos 6e3onacHocTu.

Mo yMonuyaHWto B rpynnoBbIX MNOIUTUKAX OTCYTCTBYIOT CMMUCKWU MPUHTEPOB. Mo3ToMy
ANS peanusauuM LEeHTPasIM30BaHHOMO YMpaB/eHuss HeobXoAMMO CO34aThb CMMCOK
NPUHTEPOB B HY>XHOI rpynmnoBoi NosnTUKe.
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Mpy BKIIOYEHHOM peXuMe MapKUPOBKMW B pacredyaTbiBaeMble OKYMEHTbI aBTOMaTu-
yeckn [06aBNAOTCSA cneumanbHble Mapkepbl (rpudbl), coaepXallme yuYeTHble cBeae-
HUS Ans nevyatn. Mapkep — 3To ocobasi opMa CO CBeAEHMAMM O pacrneyaTaHHOM
[OKyMeHTe (HanpuMep, Koraa pacrnedaTaH, KeM, CKOMIbKO CTpaHuL), KOTOpbIA 06bIYHO
pacnosnaraeTcsi B KOJIOHTUTYax Wian Ha Nonsix CTpaHuu. B cucteme mapkep npeacras-
JIeH Kak Habop WabrioHOB, SBASOLUMXCA MaKeTaMu OMNpeaesieHHbIX CTpaHuL AOKY-
MEHTa: MepBOW, MOCNefHel, NPOMEXYTOUYHbIX M Mp. B wabnoHax 3adaHbl o6nactu
pacrnonoXxeHns aTpubyToB CO CBEAEHMUSIMM.

[Mpy neyaTn 4OKYMeHTa NPOUCXOAUT Ha/IOXEeHWe MAKeTOB CTPaHUL, N3 COOTBETCTBYIO-
Wwmx wabnoHoB, U B pe3ynbTtaTte Ha neyataeMblX JINCTaxX BMECTE C COAEPXMNMbIM A0~
KYMEHTa BbIBOAATCA OTHOCALLMECA K MapKepy CBEAEHWUA, KOTOpblE MNe4yaTakoTCd
HE3aBMUCMMO OT PacCroJIOXeEHUA Ha JIUCTE TEKCTa CaMOro AOKyMeHTa.

Mapkepbl MOIYT NPUMEHATLCS ANA NeYaTn LOKYMEHTOB Nto60i KaTeropnm KoHduaeH-
LManbHOCTU, B TOM Yncie HeKOHdUAEHUMaNbHbIX. Mpy 3TOM A0MYCKaeTcs UCMob30o-
BaTb HECKO/IbKO MapKepoB AN OA4HOW KaTeropuu, 4Tobbl MNosb3oBaTeSlb MOr
CaMOCTOSITENbHO BbIGUPATb HYXHbIV U3 YMCa NPeayCMOTPEHHbIX.

Mo ymonuaHuio B cucteme 3agaH Habop Mapkepos C npegonpefeneHHbiMu wabno-
HamMu 1 atpubytamu. MNMpn HeEO6X0AMMOCTU MOXHO HAaCTPOUTb MAapKMPOBKY B COOTBET-
CTBUM C AENCTBYOLWMUMUN B OpraHunsaumnmn tpeboBaHmsaMmn opopMaeHus.

BHumanue! Ha KOMMbOTEPAX OOHOro AOMEHa BesonacHocTu OOJIMKHbI NPUMEHATLCA OANHAKOBbIE Napa-
METpPbI NCMONb30BaHNA MapKepPOoB, KOTOPbIE peKOMeHOYeTCA 3afaTh B O6Ll.lel7| prI'II'IOBOI7I nonnTnKe.

Bonee noapo6Hoe onucaHue NOACUCTEMbI KOHTPOSS NMevyaTu Bbl HalideTe B pyKoBOA-
CTBe aagMUHWCTpaTopa Mo HACTPOWKe W 3KCMyaTaumm NoKabHOM 3aluThbl.

MpakTnyeckoe NpuUMeHeHMe Npoueayp LEHTPanNM30BaHHOM M NOKaJbHOW HAaCTPOMKM
paccMaTpuMBaEeTCs B COOTBETCTBYOLWEeN nabopaTtopHon paboTe.

3aMKHyTasi nporpamMMHas cpega

Kak y»e oTMeyanocb B rnaese 1 (cM. pasgen "MexaHu3mbl 3awmTbl Secret Net Studio
M NpUHUMNbI X paboTbl" / "3aMKHyTas nporpaMMmHas cpeaa"), MexaHM3M 3aMKHYTOWM
nporpamMmmHon cpeabl (3MNC) npegHasHayvyeH ans orpaHnyeHms ncnonb3osaHma MO Ha
KoMMbtoTepe. [JoCcTyn pa3peLllaeTcs TO/IbKO K TeM NporpaMMaM, KoTopble Heo6X0aMMbI
nonb3oBatensm Ans pabotbl. s Kaxaoro nonb3oBaTens onpeaesisieTcs nepeveHb
pecypcoB, B KOTOpbI/ BXOAST pa3pelleHHble Af1s 3anycka nporpaMmbl, 6ubnmoTteku m
cueHapuun. MonbITKM 3anycka ApYyrnx pecypcoB 610KUPYIOTCS, U B XXypHane peru-
CTpupytoTca cobbiTusa TpeBorn. Hactpoiika mexaHmamoB KL, 1 3MC MoXeT oCcyLecTB-
NATbCA COBMECTHO B nporpamme "KOHTponb nporpaMm M AaHHbiX", U Npu 3TOM
NCMob3yeTCcsa eanHas Moaesb AaHHbIX, KoTopas 6bi1a onmcaHa B rnaee 2 (CM. pa3aen
"KoHTposb uenocTtHoctn pecypcos"). MNoaTtomy ans ¢annos, BKIKOYEHHbIX B NEPEYEHb
3MC, MOXHO YyCTaHOBUTb U PEXUM KOHTPOJS LENOCTHOCTMW.

Mogenb AaHHbIX anst MexaHusma 3MNC MoxHO chopMmpoBaTb Ha OCHOBE CBEAEHUIN O
3anycKaBLUIMXCa Nporpammax 13 xypHana Secret Net Studio. MNMpw ueHTpanmsoBaHHOM
ynpasneHnm aaMmHucTpatopy 6esonacHocTu (UM ayauTtopy) € NOMOLLbIO MPOrpamMmel
ynpasneHus Heobxoammo cosgaTb ann XxypHana B evix- unm snlog- ¢opmarte, co-
aepXxawmii BbiI6OpKy 3anmcein 3a MHTEpeCyowWnin nepmoa. 3aTtem 3ToT ¢ann ¢ NomMo-
Wbt NporpaMmbl yripasneHmsa KLU-3MC B LeHTpann3oBaHHOM peXxXnMe MMrnopTmpyeTcs
B 6a3y aaHHbix KLU-3MC. Mpn mncnonb3oBaHun nporpamMmbl "KOHTpoOnb nporpaMM u
OAHHbIX" B NIOKANbHOM pexXuMe CBeAeHMs O 3amnyCKaBLIMXCS NporpaMMax MOXHO 3a-
rpy3unTb HENOCPEACTBEHHO U3 IOKasIbHOro XypHana. [lanee Ha OCHOBaHUWN 3TUX AaH-
HbIx dhopMupytotcsa 3agaHms 3MNC ana cybbekToB.

Mockonbky MoAesnb AaHHbIX, MeToabl ee (HOPMMPOBAHUS M CUHXPOHM3ALUMK Bbln ONK-
CaHbl B COOTBETCTBYHOLLEM pa3aese, NOCBSILLLEHHOM KOHTPOSIIO LIEeOCTHOCTN PeCcypcoB
(cM. rnasy 2), nepengeM K NopsaKy HacTporkm mexaHusma 3l1C. B kayecTtBe OCHOB-
HOroO MeToAa HACTPOMKM MpeasaraeTcs noaxod C MaKCMMasibHbIM WCMOMb30BaHUEM
aBTOMaTUYECKUMX CPeACTB — MacTepa MoAeSIen AaHHbIX M reHepaTopa 3ajau.

MockonbKy NOPSAOK HAaCTPOMKKN MexaHu3Ma 3N C aHanormyeH nopsaKy Hactponku KL,
34eCb OCTAHOBMMCS TO/IbKO Ha OTAINYMSX.

1. MoaroroBkKa K NOCTPOEHUIO MOAENU AaHHbIX. Ha 3TOM 3Tane NpoBOAMTCS aHa-
nn3 pasMelleHuns MO 1 aaHHbIX Ha 3allMLIaEeMbIX KOMMbIOTEPAX, a Takxe paspabathbi-
BatoTcs TpeboBaHmsa K HacTporike KL n 3MMC.
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2. nOCTpOEHMe (pparmeH'ra MoAaeNnu AaHHbIX MO YMOJTHAaHUIO — TOJIbKO Npun q)op-
MUpoBaHuUn HOBOM MoAenu C HynA.

3. o6aBneHue 3apay B Mofesib AaHHbIX. B Moaenb AaHHbIX A06aBns0TCS onu-
caHua 3agad (nNpuknagHoe n cucremHoe MO, Habopbl GalinoB AaHHbIX U T.4.) ANS
ncnonb3osaHus B 3M1C.

Ecnn M 3MNC dopmMmpyeTcs Ha 0CHOBE AaHHbIX XypHana Secret Net Studio, To UTo6bI
cobpaTb HyXHble CBEAEHWsI, NOSIb30BATESISIM pa3peLlaeTcs 3anyckaTb Jitobble Npuio-
XXEHWS, U 3anncKu O 3anyckax perncTpupyroTcsl B XypHane. Ha 3To oTBOAMTCS HEKO-
TOpbIA Nepuoa BPEMEHMW.

Mo OKOHuYaHuM c6opa CBEeAEHUI OCyLLECTBNsSeTCa hopMupoBaHme 3aaady 3MC B Mo-
[enu [aHHbIX.

Mpumeyanue. VctouHmkom npu gobaeneHum sapay 3MC no xypHany B LIEHTpan13oBaHHOM pexuMe
ABNAeTCs evix- Unu snlog-hain ¢ NpeaBapuTENbHO 3KCMNOPTUPOBAHHBIMU CBEAEHUAMM U3 XypHana.

4. lo6aBneHve 3agaHUii U BK/IlOYEHUE B HUX 3aaaud. B Mogenb AaHHbIX Aob6aB-
NA0TCA BCce Heobxoammble 3aaaHns 3MC 1 B HUX BKIHOYAKOTCA 3a4auu.

5. NoarotoBka 3MNC k ncnonb3oBaHuio. CybbekTaM HasHayatoTcs 3aganusa 3MC.
[Ona Toro 4tobbl pecypcbl KOHTPONMPOBANUCb MexaHnamMoM 3MNC, oHM AONXHbI 6bITb
cneumanbHO NOAroTOBNEHbI — MMETL MpPU3HaK "BbINoOsHAeMbIA". Ha gaHHOM 3Tane aa-
MWUHUCTpaATOpy 6€30MacHOCTU HYXXHO BbIMNOJIHUTbL Clieaytowme AeNCTBUS:

e OTKIOUMTL KOHTponb 3MC y npuBuNerMpoBaHHbIX Monb3oBaTenen (Hanpumep,
aAMUWHNCTpPATOpa) — 3TO CHUMET OrpaHn4YeHust B paboTe 3TUX nosb3oBaTenen. B
Secret Net Studio ncnonb3yetcs npuBunerns "YYeTHble 3anmMcn, Ha KOToOpble He
AENCTBYHOT npaBuia 3aMKHYTOW MpOrpaMMHON cpeapbl”, KoTopasi no yMOMYaHUIO
npepocTtasneHa rpynne "AaMuHucTpaTtopsbl”;

e  YCTaHOBUTb CBA3M Cyb6bekToB C 3aaaHusaAMm 3MC (TO eCTb Ha3HauynTb CybbekTam
cchopMUpoOBaHHbIe 3aaHusl). 3aAaHMs HasHadalTca cybbekTaM "KomnbioTep" u
"'pynna" (B nokanbHoM pexume - "KomnbtoTep", "lMonb3oBaTtens" n "lpynna
nonb3oBartenen");

e MoAroToBuTb pecypchl Ans 3MNC. YTobbl pecypCbl KOHTPONPOBASIUCb MEXaHU3MOM
3aMKHYTOM NMpOrpamMMHOMN cpeabl, OHM AO/KHbI UMETb NPU3HaK "BbINOSHAEMbIN" U
BX0AMTb B 3adaHue 3MC. Takxe Heo6XxoAMMO BbINOJHUTE MOUCK 3aBUCUMMbIX MO-
aynen. B aToM criyyae 4na Kaxaoro pecypca, KOTopoMmy 6yaeT yCcTaHOBEeH Npu-
3HaK "BbINONHSIEMbIN", 6yAeT BbINOMHATLCS MOUCK B pecypcax KoMmMbkoTepa
3aBMCUMbIX Moaynen. HalaeHHble 3aBucuMble Moaynm 6yayT nobasneHbl B MO-
Aenb AaHHbIX B T Xe rpynnbl peCypcoB, B KOTOPbIE BXOAST UCXOAHbIE MOAY/N.
MM Takxe byaeT NpuUCBOEH Npu3HaK "BbINONHAEMbIN".

6. Pacuet aTtanoHoB. [11s BCeX 3a4aHNIN pacCUMTbIBAOTCA 3TaNOHbl (KOHTPOJSIbHbIE
3Ha4YeHUs1) pecypcos.

7. Bknirouenume 3IC B >keCTKOM pexxumMme. B xectkom pexnme 3MNC BO3MOXKEH 3a-
MyCK TOJIbKO paspeLlleHHbIX nporpamMm, 6MbnnoTek n cueHapues. 3anyck Apyrux pe-
cypcoB 6nokupyetcs, a B XypHane Secret Net Studio perucrtpupytotcs cobbiTus
Tpesoru. lMapameTpbl MexaHu3Ma 3MC MOXHO 3ajaTb LEHTPasiM30BaHHO WKW J10-
KanbHO. MNMpun 3TOM B UEHTPanM30BaHHOM peXxmme AOCTYMHa BO3MOXHOCTb 3a4aHus
napamMeTpoB KaK A/1s1 OTAE/bHbIX KOMMbIOTEPOB, Tak M ANs rpynn KoMnboTepos. Ecin
3aZaHbl pa3Hble rnapaMeTpbl MexaHmnsma 3IMC ana KoMmnbkoTepa U AN4 rpynnbl, B KO-
TOPYIO OH BXOAMUT, — Ha KOMMbloTepe byayT AeNCTBOBaThb BCE BK/IIOYEHHbIE NapaMeTpsbl
3TUX cybbekToB (MapameTpsbl "cymMmmmpytotcs"). Hanpumep, ecnm ans rpynnbl BKKOYEH
napameTtp "Markuin pexmm", aToT pexuMm byaeT AeNCcTBOBaTb Ha KOMMbOTEpPE, Aaxe
ecnm ToT ke napameTp 6yaeT OTK/IYEH A/ 3TOro KoMMbioTepa.

Ha atane cosganusa M/], a Takke B npouecce akcryataumm Secret Net Studio B Mo-
AeNb MOXXHO BHOCUTb M3MEHeHMUsi, Heob6X0ANMOCTb KOTOpbIX, Kak npasuio, 06ycnios-
NnBaeTcs ceayowmMMm akTopamn:

e MOsIB/IEHME HOBbIX 33434 MO 3alluTe pecypcos;
e 06HOBNEeHMe NporpaMMHOro obecneyeHns KoMnboTepa;
e V3MeHeHusa B 3afadax (pacnucaHuve, METOAbI KOHTPONS);
e MO/IHOE UM BPEMEHHOE CHATUE 3a4a4 C KOHTPOss.

Pecypc MOXET BXOANUTb B HECKOJ1IbKO 3a,anV|17|, N B Ka>XaoM M3 HUX MOXET UCMNOb30-
BaTbCsl CBOM METOZ, KOHTpPONA. KpOMe TOro, B 3aBUCMMOCTU OT TUNa pecypcCa U METOAA
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KOHTPOJIA MOIryT NCNOJIb30BaTbCA pa3Hbl€ allfOPUTMbl pacyeTa KOHTPOJIbHbIX 3Ha4e-
HUA. |-|03TOMy pecypcC MOXET MMETb HECKOJIbKO 3HAYEeHWUI 3TaNIOHOB.

Bonee nogpobHoe onucaHwe Hactpoiku 3MC Bbl HalaeTe B PyKOBOACTBE aAMUHU-
CcTpaTopa No HACTPOMKE M IKCryaTaumm N0KanbHOW 3aLlLmThl.

MpakTnyeckoe npuMeHeHne MexaHmnama 3MNC ¢ NOCTpoeHMeM MoAeNnu AaHHbIX U BHe-
CeHMeM B Hee M3MEHEHUM pacCMaTPUBAETCH B COOTBETCTBYHOLLEN nabopaTopHOM pa-
60oTe (CM. HUXe).

MonHoMo4Hoe ynpaBrieHne [OCTYyNoMm

[aHHbI MexaHM3M obecneumBaeT pasrpaHuveHme 40CTyna nosib3oBaTenein K KoHpu-
AeHunanbHbIM pecypcaM. Ero nepsoHavanbHoe onvcaHne, coctaB UCMOsb3yeMbIX Ka-
Teropuin KOHMOUASHUMANBLHOCTU U MepevYeHb pecypcoB, ANS 3allMTbl KOTOPbIX OH
npeAHasHa4veH, a Takxke 6a3oBble NPUHLMMbI UCMONb30BaHUS Bbl HaaeTe B rnase 1
(cMm. paspen "MexaHusMmbl 3awmTbl Secret Net Studio n npuHumnnel nx pabotel / Mon-
HOMOYHOE ynpaBJsieHne AoCTynoM"). 34ecb NpUBOANTCS psii 0CO6EHHOCTEN NMpUMEHe-
HWS MOTHOMOYHOIO YNpaBeHUsa AOCTYMNOM.

[nsi NPUHTEPOB MOXHO yKaslaTb KaTeropmun KOHGUAEHUNANBbHOCTM JOKYMEHTOB, pas-
pELUEHHbIX A1 neYyaTu.

JocTtyn nonb3oBaTtens K KoOHGUAEHUNANTbHON MHGOPMaLNKN OCYLLECTBAETCS B COOT-
BETCTBMW C €ro YpOBHEM A0MyCKa.

Mocne ycraHoBku knmneHTckoro MO cuctembl Secret Net Studio BceM katanoram u
darinam Ha nokanbHbIX AMCKaxX KOMMbOTepa Ha3Hayvaetcs kateropus "HekoHbuaeH-
umanbHO" (ecnm pecypcbl HE MMEKT paHee MPUCBOEHHbIX KaTeropui KoHbuaeHUmM-
anbHocTh). [lonb3oBaTenn MOryT MOBbIWATb KaTeropun KOHbUASHUMANbHOCTU
HY>XHbIX (DalnoB TONbKO B npeaenax CBOMX ypOBHeWN Aonycka. [pyv 3TOM MOHWXaTb
KaTeropmMm KoHMOUAEHUMANbHOCTM PECYpCoB, @ TakxXe MOBbIWATb KaTeropmmn Katasno-
rOB pa3pelleHO TOJIbKO MOb30BaTesisiM, KOTOPbIM MpeaocTaBfieHa MNpUBWIETUS Ha
yrnpasneHune KaTeropusamMm KoHbuaeHunanbHOCTU.

[ns yCTpONCTB, KOTOPbIM MOXHO Ha3HauWUTb KaTeropuio KOHPUAEHUMANbHOCTU UIn
BbI6bpaTb AOMYCTUMbIE YPOBHU KOH(MUAEHLUMANBHOCTN CECCUIM, MO YMOMYAHMIO BKIIHO-
YeH pexunm gocryna "YCTpoMCTBO AOCTYNHO 6e3 yyeTa KaTteropmm KoHdpuaeHumanb-
HocTn" wnm "ApanTtep gocTtyneH Bcerga". [ns NPUHTEPOB MO YMOSYAHUIO BKIIOYEH
pEXMM paspeLlleHnsl nevyatm AOKYMEHTOB Ntoboi KaTteropum KoOHUAeHUUanbHOCTU.
[aHHble peXxuMbl pa3peLllaroT UCMOoSIb30BaHWe YCTPOMUCTB M MPUHTEPOB HE3aBUCKMMO
OT YPOBHS A0OMyCKa Nonb3oBaTess.

B MexaHW3Me MoSIHOMOYHOro yrpaB/ieHUs1 4OCTYNOM MUCMOMb3YeTCs NPUHLMIM Hacne-
[OBaHUS KaTeropuii KoHdUAEHUNANBLHOCTU. MeToabl HAaceA0BaHUs pasnyaloTcs B
3aBMCMMOCTU OT TUMOB PEeCypCoB.

YCTpOiCTBa HacneayT KaTeropuio KOHMMAEHLMaNbHOCTU OT K1acCoB, K KOTOPbIM
OHM OTHOCATCS. MNpKn 3TOM ANs KNacca paspeLlleHo yKasbiBaTb TO/IbKO KaTeropuio ans
obwenoctynHom nHdopmaumm (Mo ymondaHmoo — "HekoHpmnaeHumanbHo") nnm BKO-
YnTb pexmm gocrtyna "6e3 yuyeta Kateropum KoHdmaeHUManbHOCTM". 3a CYeT 3TOoro
WCKJIH0YAETCH BO3MOXXHOCTb KOMMPOBaHUS KOHMUAEHUMANbHOM MHMOPMaUum Ha He-
pa3pelleHHoe NoAKJIIoYEHHOE YCTPONCTBO (NMpn paboTe MexaHm3Ma B peXuMe KOH-
Tpons MOTOKOB W  OTCYTCTBMM Yy  MOMb30BaTeNs MpUBWIErMW Ha  BbIBOA
KoHMUAEeHUMANbHOM MHpopMaunn).

B cOOTBETCTBUM C NpaBUIaMU HAaCIea0BaHWs, NPW YNpaBieHUM yCTPOCTBaMM IBHO 3a-
[aHHble NapaMeTpbl UMEIOT MNPUOPUTET Nepea HacleayeMbIMU OT CTapLUNX 31EMEHTOB
nepapxmu. NosaToMy ecnu Ans yCTpOMCTBa SIBHO Ha3HaueHa KaTeropusi KoHbUAeHLM-
aNbHOCTM, OHA AENCTBYET HE3ABMCUMO OT TOrO, KaKasl KaTeropus ykasaHa Ans Knacca.

Mexay obbekTamMm hannoBo CUCTEMbI AENCTBYET METOA HacnenoBaHUsS BHYTPU Ka-
Tanoros, MMEKLNX KaTeropu1io, OT/IMYHYIO OT KaTeropum Ans o6LenocTynHom nHgop-
mMauum (no ymonvaHuio - "HekoHduaeHumanbHO"). HacneposaHue KaTeropum
KOH(UAEHUMANbHOCTU 06BEKTOB BHYTPU KaTasnora OCyLLeCTB/SIETCS B COOTBETCTBUM
C yCTaHOBJ/IEHHbIMM NpU3HaKaMu HacnenoBaHUs B aTpubyTax 3Toro KaTasnora.

e B Secret Net Studio genctsytoT cnegytoLLme OrpaHUYeHNst Ha MPUCBOEHNE KaTeropuii KOHUAEHLnanb-
HOCTU KaTasnoram:

®  Henb3A NPUCBOUTL KaTEropuo KOPHEBOMY KaTarnory XXeCTKoro Auncka,
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e  He MpyuCcBaMBalTe KaTeroputo, OTIIMYHYK OT KaTeropuu ns oBLiesocTynHOA WHopmaumm (no
yMon4aHmio "HekoHdhraeHUManbHo"), CUCTEMHbIM KaTaroram, katarioram, B KOTOpbIX pasmeLLaeTcs
npuknagHoe MO, a Tarke katanory "Mow oKyMeHTbI" 1 BceM NOgo0HbLIM eMy;

e He MpucBanBaiTe KaTEroOputo HEMOCPEACTBEHHO HA 0OLUeAOCTYNHbIA KaTanor. Mcnonsayiite ans
3TOrO BOXeHHbIe nognanku. Hanpumep, ecnn Ha dhalin-cepeepe co3aaH 00LLea0CTYNHbIN katanor
"[loKyMeHTbI", TO 41151 HAa3HAYEHWS KaTEropuin KOHDUAEHLMANLHOCTY CneayeT co3fnaTth B HEM nog-
nanku, Hanpumep, "CekpetHo", "[CIM" 1 T.4., KOTOPLIM 3aTeM NpHUCBanBaTL TPEDYEMbIE KATErOpUM.

Monb3oBaTento paspellaeTcs AOCTYN K pecypcy, eCsiM ero ypoBeHb AOMycKa He HuxXe
KaTeropmmn KOHPUAEHUMANbHOCTM 3TOro pecypca. Hanpmmep, Noab30BaTeNto C ypoBHEM
ponycka "KoHduaeHunanbHO" paspellaeTcs BbIMOMHATbL YTeHne dhannos C KaTeropum-
amun "KoHdbunaeHumanbHo" 1 "HekoHdbuaeHUmanbHo", HO 3anpeLLeHO OTKpbIBaTb hansibl
¢ kaTeropuein "CTporo KoHduaeHuManbHo". HamBbICLUNA ypOBEHb A0MYyCcKa NpeaocTaB-
NSEeT BO3MOXHOCTb OTKPbIBaTh danbl ¢ Ntobon KaTeropmein KoHbnaeHUManbLHOCTH.

Mo yMonyaHMo BCEM MOMb30BaTENSIM Ha3HA4YeH ypoBeHb Aonycka "HekoHduaeHum-
anbHo".

B MexaHu3Me NOJIHOMOYHOrO YrpasJfieHUa AOCTYNOM WCMNOMb3YIOTCA cneaylwme
nonb30BaTe/IbCKNE NpuBuUnernn:

e ynpaBJjieHMe KaTeropmsamm koHdbunaeHUManbHOCTU. [1oNb30BaTeNb C AAHHOM
npuBuNerven Moxer:

- W3MeHATb KaTeropum KOHbWAeHUWanbHOCTU KaTanoros u dannos B paMkax
CBOEro ypoBHS AOMNYyCKa;

- YNpaBNsATb PEXMMOM HAC/EeA0BaHUSA KaTeropuin KoHMUAEHUNANbLHOCTU KaTa-
5loros;

. neyaTtb KOHCbVIAeHLlMaanbIX AOKYMEHTOB — pa3pellaeT nosib30BaTesilo Bbl-
BOAWTb Ha NpPpUHTEP KOH(i)I/I,D,eHLI,I/IaJ'IbeIe JAOKYMEHTbI. [JaHHas npuBunerna npu-
MeHAEeTCA Npu BKJIKYEHHOM Me€XaHU3ME KOHTPO14 nevyaTu,;

¢ BbiBOA KOHDMAEHUMANbHOK MHPOPMALIUMK — MPU BKIIHOYEHHOM PEXMME KOH-
TpOJZ1A MOTOKOB pa3pellaeT nosib30oBaTesilo BbIBOAUTb KOHd)M,quumaanyro NH-
dopMaumio Ha BHELUHME HOCUTENW — CMEHHble AUCKW, ANS KOTOPbIX BKHOYEH
pexuM goctyna "6e3 y4yeTta KkaTeropmu KoHbuaeHunanbHocTn" .

Mo yMonyaHUio NMPUBUMErNN HE Ha3HayeHbl M NPeAoCTaBAATCS aAMUHUCTPATOPOM
6€30MacHOCTM MOoMb30BaTENAM, YMOHOMOUYEHHbIM YMpPaBnsaTb KOHMMAEHUMATbHO-
CTblO PECYPCOB, pacrnevyaTbiBaTh M KOMMPOBaTh KOHMUAEHLMANBHYIO MH(OPMaLMIO.

PexXnM KOHTpONS MOTOKOB KOHMUAEHUManbHOM nHdopMaumm (N0 yMOMHaHUIO OTKIHO-
yeH) obecneumBaeT CTporoe cobnoaeHme NPMHUKUNOB NOTHOMOYHOMO pa3rpaHuyeHus
A0CTyna v npeaoTBpallaeT HeCaHKUMOHMPOBAHHOE KOMMPOBaHME UKW NepeMeLLeHne
KoHdUAeHUMaNbHOM MHGpopMaunn. ECim gaHHbIN peXuM BKIIOYEH, TO:

e  BO3MOXHOCTM MCMONb30BaHMsS YCTPONCTB W AOCTYyNa K KOHpuaeHUManbHbIM dai-
NlaM onpeaensitoTcs YpoOBHEM KOHMUAEHLMANbHOCTM CECCUMM, KOTOPbIN yCTaHaB-
NIMBaEeTCs Npu BXoAe Nosib30BaTesNsl B CUCTEMY;

e nosb3oBaTeNn paboTaloT C pecypcaMyM KOMMbIOTEpa B paMKax CBOMX CECCUI C
onpeaeneHHbIM YpoBHEM KOHMUAEHLMANBHOCTW, KOTOPbIA YCTAHAB/IMBAETCS Npu
BXOAE B CUCTEMY U HE U3MEHSIETCA 10 OKOHYAHUS CECCUM.

Mpu BbINOIHEHMK OMNepaLMii C pecypcaMm UX KaTeropmm KoOHpmaeHLManbHOCTN CcpaB-
HMBAOTCS C YPOBHEM Ceccun nosib3oBaTtens. [oCTyn paspellaeTcs, ecsiv KaTeropus
KOHMbMAEHUNANBHOCTM pecypca HMUXe Wan CoBMaaaeT C ypoBHeM ceccun. K pecypcam
c 6onee BbLICOKOW KaTeropuen AOCTyn 3anpewaercsd. Bcem co3pgaBaeMbiM, CKOMUPO-
BaHHbIM WM WU3MEHEHHbIM AOKYMEHTaM aBTOMaTM4YeCKW MpPUCBaMBaETCs KaTeropwus
KOHMbMAEHUNANbHOCTY, paBHas YPOBHIO CECCUM.

O6LWwmnii NOpSAOK HACTPOMKM MOSTHOMOYHOIO YNpaBAeHNS AOCTYNOM CleayoWmii;

1. B nonutukax SNS 3agatoTcsl KOIMYECTBO M Ha3BaHWUSA KaTeropui KoHdunaeHuu-
aNbHOCTW.

BHumaHue! YTobbl 136exaTh KOHIMKTOB B Ha3BaHWUSIX KaTeropuii KOHPUAEHUMANbHOCTY, UX Komnude-
CTBO 1 Ha3BaHWs JOMKHbI ObITb 3aaHbl B OHOV 0DLLE! rpyNMOBOV MONUTUKE, KOTOpast MPUMEHSIETCS Ha
3aLMILAEMBIX KOMMbIOTEPaX (MonuTuke fJomeHa, nonutike OU unm cepeepa be3onacHocTh).

2. KaxaoMy nosib30BaTesio Ha3HayalTCs ypPOBHM AOMycKa M MpUBUIErnn BbiBOAA
KOHbMAeHUNansHoM nHdopMaunn n/vnu ynpasneHns KaTeropusmMm KoHduaeH-
LUManbHOCTU.
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3. Pecypcam (ycrpoicrteam, katasnoram u dainam Ha gmckax) npmceamBatoTcs Kate-
ropuun KoHdUAEeHUMANbHOCTU. py 3TOM KaTeropmum MOXXHO HasHayaTb MHAMBUAY-
aflbHO Ka)xaoMy pecypcy nmbo rpynne, Knaccy Wi Moaenu B CrMcKe YCTPOMNCTB.

4. OI'Ipe,D,eJ'IHeTCH M 3aa€TCA NepeYvYeHb PpErMCTpmnpyembixX CO6bITVIl7I, CBA3aHHbIX C pa-
60TO MexaHn3Ma NOIHOMOYHOrO ynpaBneHna AOCTyrnoMm.

5. HaCTpaMBaech npu Heo6XxoAMMOCTM N BKIIKOHAETCS MapKMUpoOBKa ne4yarTu.

6. HacTtpauBaeTca npu Heo6XoANMOCTM UCMONb30BaHNE MpUHTEPOB. MOXHO OrpaHu-
YNTb MCNONb30BaHWE NPUHTEPOB A4 NevyaTth JOKYMEHTOB, KOTOPbIM MPUCBOEHDI
onpeaeneHHble KaTteropumn KOHCbM,CI,eHLI,MaﬂbHOCTM. Takke npeagycMOTpeHa BO3-
MO>XHOCTb HaCTpOﬁKM npas nosnb3oBaTtesnien ansa neyatm AOKYMEHTOB.

7. BxktoyaeTtcsa npu Heob6xoanMoCTH PEXUM KOHTPOIS NOTOKOB. Mpn 3TOM Tp66YETC$I
BbINOJIHUTb JIOKa/IbHO Ha KOMMNbOTEPE AOMNOJIHUTENbHYIO HaCTpOI‘/‘IKy B OTAENbHOM
nporpamme HaCTpOI‘/‘IKVI noACUCTEMbI MOJTIHOMOYHOIO ynpasJieHNa AOCTynoM And
peXxnMa KOHTPO/14 NOTOKOB.

Bonee AeTa/ibHOe onncaHme HaCTDOI‘/JIKVI M NCNos1b30BaHNA MeXxaHn3Ma NMOJIHOMOYHOIo
yrnpasneHuns AOCTYMNOM Bbl HalAeTe B pyKOBOACTBE aAMMHUCTpaTOpa NO HaCTpoliKe u
SKCnyataunm NoKanbHom 3allnTbl, @ TaKXXe B AOKYMEHTE C KOMMEHTApPUAMU K BblNy-
weHHom Bepcum npoaykTta (Release Notes).

MpakKTuyeckoe NpuUMeHeHNe AAHHOMO MEXAaHW3Ma pacCcMaTpMBAETCS B COOTBETCTBYHO-
wen nabopatopHon paboTe (CM. HUXE).

AuckpeLunoHHOe ynpaBreHue AOCTYNOM K KaTtanoram u cpannam

X

MNepBoHayanbHOE ONUCaAHME U MPUHUMMBI MPUMEHEHUSA 3TOM0 MexaHu3Mma 6binun npu-
BeZeHbl B rnase 1 (CM. COOTBETCTBYIOLWMI Noagpa3aen B pasaene "MexaHn3mbl 3almThbl
Secret Net Studio v npuHUMnbl nx paboTebl"). Mpn HacTpolike ANCKPELMOHHOIO pas-
rpaHMyYeHuns A0CTyna K Katanoram 1 daiinam BbINOSHATCA AENCTBUSA:

1. [lpepocTaBneHne NpuBUIErnn AN U3MEHEHNS Npas A0CTYyNa Ha NtobbiX pecypcax,
YTO [aeT BO3MOXHOCTb MPUBWUIErMPOBAHHBLIM MOMb30BATENAM M3MEHATb Mpasa
[OCTyna Ha Ntobbix KaTanorax 1 gainax nokanbHbIX AUCKOB HE3ABMCMMO OT yCTa-
HOBJIEHHbIX MpaB AOCTyrna K caMuM pecypcaM. OHa, B YacCTHOCTW, MO3BOSSET
Ha3Ha4uTb aAMWHUCTPATOPOB PECYPCOB, KOTOPbIE B AANIbHEWLLEM CMOryT HacTpa-
MBaTb NpaBa AOCTyrna K pecypcamM Ansi 0CTanbHbIX Nosib3oBaTenei. Mo yMonyaHuio
npvBUIErvein Ha ynpasneHve npaBamMu A0CTyna ob6nafatoT nosb3oBaTenu, BXo-
ASlmMe B rpynny SoKabHbIX aAMUHUCTPATOPOB.

2. HasHauyeHMe aAMWMHUCTPATOPOB PecypCoB, KOTOpPble MOryT WU3MeHsSITb NpaBa AO-
CTyna ApYyrux nosnb3oBaTenen K onpeaeneHHblM Katanoram 1 dannam Ha nokanb-
HbIX ANCKaxX. AODMUHUCTPATOPOM pecypca CYMTAETCS Mob30BaTeslb, A1 KOTOPOro
YCTaHOBJ/IEHO pa3pelleHne Ha onepaumio "MiameHeHne npaB AOoCTyna" B NnapaMeT-
pax AoCTyna K pecypcy.

3. Hacrpolika perncrpauum cobbiTuii n ayanmTta onepauui Cc pecypcamm — ans otcne-
XXMBaHMSA Npou3oLeawnx cobbiTuin, CBsI3aHHbIX C paboTon MexaHmM3Ma.

B Secret Net Studio geiicTBytoT criegytoLme orpaHU4eHIs Ha UCMOoMNb30BaHWE AMCKPELMOHHOTO pasrpa-
HUYEHUS JOCTYNa K KaTarnoram:

e HEBO3MOXHO YMpaBrieHIe NapaMeTpaMm UCKPELIMOHHOrO OCTYMNa [1si KOPHEBOMO KaTarora XecT-
KOro [I1CKa;

®  He MPUMEeHSAINTE NapameTpbl AUCKPELIMOHHOMO pasrpaHuyeHns JOCTyNa HeMoCpeaCTBEHHO Ha obLue-
JOCTYMHbIA Katarnor. Vicnonb3yiTe Ans 3Toro BROXeHHble noanankv. Hanpuvep, ecnv TpebyeTtcs
pasrpaHu4uTb AOCTYN NOMb30BaTENEN K CETEBLIM Nankam Ha haitnoBoM cepsepe, cogaite obLue-
JOCTYMHBIA KaTanor (Hanpumep, "users"), B KOTOPOM CO3faiTe ANs Morb3oBaTenei noananku
(Hanpumep, "VBaHoB", "MeTpoB" 1 T.4.) 1 Ha3Ha4bTE UM Tpebyemble NapameTpbl AUCKPELIMOHHOO
pasrpaH1yeHmns ocTyna.

3atupaHue AaHHbIX

MNMepBOHavanbHOE ONUCaAHWE W NMPUHUKMBLI MPUMEHEHMS 3TOrO MEXaHM3Ma Ha AMCKaxX U
B ONepaTMBHOM NamMsAT 6b1m NpuBeaeHsbl B rnase 1 (cM. pa3aen "MexaHM3Mbl 3alnThbI
Secret Net Studio n npuHuMnbl x paboTbl / 3aTnupaHue ygansemon nHdbopmaumm™).
34ecb Mbl NPUBOAMM AOMOSIHUTENbHbIE CBEAEHMS O 3aTMPAHUM AAaHHbIX NpU yaaneHnn
darinos.
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CraHgapTHble cpeactBa OC He obecneumBatoT GU3MYECKOro yaaneHns nHgopMaumm
Nnpu BbINONHEHUM OMNepaunin yaaneHust ¢alinos Ha auckax. MosaToMy mMHdbopMaums,
cofepxaBLuasica B yAaNeHHbIX dalinax, MoxeT 6biTb BOCCTAHOB/IEHA C UCMOJb30Ba-
HMEM CMeumanbHO NpeaHa3HaUYeHHbIX A1 3Toro cpeacTs. Mpu AeACTBMM MexaHM3Ma
3aTMpaHMsa 3anmcbiBaeTCsl NOC/IeAoBaTeIbHOCTb C/lyYaliHbIX Ymcen B obnacrtb Ancka,
rae dumsnyeckun 6bI10 pacnosioXeHo coaepXxumoe yaaneHHoro garina.

Onga ycuneHmsa cTteneHu 3awmTbl 3arnnucb MOXET 6bITb ocyulecrB/ieHa HECKOJIbKO pa3
noapsan (HeCKOﬂbKO npoxoaos 3aTVIpaHl/I9-|). Ha npakTunke 3aBeAOMO AOCTAaTOYHO ABYX
npoxoaoB 3aTupaHnda AaHHbIX.

3aTVIpaHVIe AdHHbIX BbINOTHAETCA aBTOMAaTUYECKU NpU yaaneHnn q)aﬁna C AnCKa nnun
npu yganeHnm obbekTa u3 OI'IepaTMBHOﬁ namMaTunl.

B KoHTekcTHoe MeHto BblbpaHHbIX B [poBoaHuke Windows o6bekToB (halinos mnm
katanoros) aobaeneHa komaHaa "YaanuTtb 6e3B03BpaTHO", KOTOpas obecneuymBaeT
3aTvpaHue yaansemblx AaHHbIX. KpoMe Toro, peanvMsoBaHo 3aTvpaHve UMeH yaanse-
MbIx alrinoB 1 KaTanoros.

LLUndpoBaHue AaHHbIX B KPUNTOKOHTEUHEpPaX

MpefocTaBisieMble STUM MEXaHU3MOM BO3MOXHOCTU 6blIM onucaHbl B rnaee 1 (cM. co-
OTBETCTBYIOLWMI noapa3gen B pasgene "MexaHusmbl 3awmntbl Secret Net Studio wu
NPUHLMNbI MX paboTbl"). 34eCb NPUBOAATCA HEKOTOPbIE 0COHEHHOCTM ero HaCTPOMKMU.

B mMexaHu3Me wndpoBaHnsa AaHHbIX B KPUMTOKOHTENHEpPaxX CO34aHMe KPUMTOKOHTENM-
HepoB AOCTYMHO MOJb30BaTeNsAM, KOTOPbIM npeaocTaBneHa npusunerns "CosgaHune
KPUNTOKOHTENHEpaA" W BblaaH KpunaTtorpaduyeckmini k4. Mo yMonyaHuio AaHHOW
npusunerven obnagatoT Monb3oBaTesiv, BXOAALWME B rPynny JIOKanbHbIX agMUHU-
cTpatopoB u B rpynny "lMonb3oBaTtenn".

Ons paboTbl € 3aWMdpPOBaHHLIMA AAHHBIMU B KPUMTOKOHTEMHEPAX MOJSIb30BATENSM
HeobxoAMMO 3arpyxaTb Kpuntorpaduyeckme knoumn (KNHOYEBYHO MHEMOPMaLUIO) CO
CBOWX KHOYEBbLIX HocuTenel. KrtoueBasi MHGOpMaLms MOXET XPaHUTLCA B MPUCBO-
€HHOM M0/1b30BaTesIl0 NepCcoHaIbHOM UAEHTUDMKATOPE UM CMEHHOM HOCUTENE.

HacTpolika WwndpoBaHUs BbINOIHAETCA B MPOrpaMMe yrnpaB/eHns B LLEHTPan30BaH-
HOM NIM60 B JIOKASIbHOM peXMMe.

AAMUHUCTPATOP MOXET HacTpamBaTb C/ieaylowpne napaMmeTpbl CMEHbI KHOYen, creHe-
pupoBaHHbIX cpeacTBamm cucrtemol Secret Net Studio:

e  MaKCUManbHbIA CPOK AENCTBUS;
e  MUWHMMAsbHbIA CPOK AENCTBUS;
e  BpeMs npeaynpexaeHus o6 ncreyeHnm cpoka AenCcTBmS Kiiova.

[encrBne 3TMX NapaMeTpoB PacnpoCTPaHsIeTCa Ha BCex nosb3oatenen. Mo ncrede-
HMM MaKCMMaNIbHOrO CpoKa AENCTBUS KtouyeBas MHGOpMauus nonb3oBaTens CTaHo-
BUTCSI HEAEWCTBUTENbHON. B 3TOM cny4yae nonb3oBaTesb AO/IKEH CMEHUTb KITHOUYEBYHO
nHdopmaumo. CMeHa KawyeBor WHMOpPMauumM caMmMM MOSb30BaTesieM BO3MOXHA
TO/IbKO MO UCTEYEHUN MUHMMAJIBHOIO CPOKa AEMCTBUSI Ktoya.

MoapobHee 0 MexaHu3Me WNHPOBAHUA KPUMTOKOHTEMHEPOB CM. B PYKOBOACTBE aa-
MWHUCTPaTOpa MO HACcTpoKKe W 3KCMyaTaunmn JIOKaabHOM 3aLnThl.

NNabopaTtopHasa pabota Ne1 "HacTponka nofTHOMOYHOro
ynpasrieHusa goctynom"

B naHHo nabopaTtopHon paboTe, cnenys nopsiaKy HaCTPOMKM MeXaHM3Ma NOSTHOMOY-
HOro ynpaBfieHUs1 AOCTYMNOM, KOTOpbIA Obl1 onmMcaH B COOTBETCTBYIOLLEM pa3aesne
rnaBbl 3, NOKa3blBAETCSl, Kak CUCTEMA 3alUMTbl BbIMOJIHSET NPOBEPKY COOTBETCTBUS
YPOBHS flonycKa Nosib30BaTeNs U KaTeropumn KoHbuaeHUnanbHOCTU 06bekTa A4oCTyna
(kaTanora wnu daiina).

1. Otkpounte koHconb BM StartSNS 1 aBTOpM3yWTeCb MNOA YYETHOW 3anumcbio
"adminsns". 3anycrtute "JlokanbHbIN LEHTP yrnpaBaeHus" n packponTe B NaHesb

"KomnbtoTep"

2. [Ins nepBoHayanbHOM HAaCTPOMKM MeXaHn3Ma MOJIHOMOYHOMO yrnpaB/iieHUs AOCTY-
noM 3ajanTe creaylowme kaTeropmm KoHduaeHumanbHocTn: "HekoHduaeHum-
anbHo", "OCM" (ana cnyxebHoro nonb3oBaHus), "CekpeTHo". Ona 3TOoro B
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nporpamMe ynpasfeHus nepenaute Ha Bknagky "Hacrtpownku", B pasgene "Monu-
TUKK" NpaBoO 4YaCTU OKHa packpouTe rpynny "3awmuTa JIOKaNbHbIX pecypcos /
MonHoMouHOoe ynpasneHue 4OCTYynoM" 1 BbINONHUTE cneaytolme AeACTBUSA:

COCTOAHUE HACTPOVIKW NULEH3MN
Oruens +  NONUTUKK >
s - bazosan zawmura
S S
%% 3awmra noKanbHbIX pecypcos Bxoa = cacremy
L]
= Xypran
=3 Monnomounoe ynpasnenwe gocrynom Aygwr T onesE
KOnWpogamue
Hassanus yp i ™ P M i
Kmosu nonssosarens
Kondugenumansmo Onoeewerue o
Tpesorax
Crporo xosduaesymansHo
JawmTa noKanbHBIX
pecypcos
Awcxpeunonmoe
® @ ynpasnesmve
A0CTYNOM
Pexctm pabortsl ® KoMTpOAs NOTOKOB OTKAIONEH i 3aTvpanie ABHHbIX
Nonxomouroe
KorTpose NoTokos exaoues
C W
TPOMURL KOMTPOM, TEpAaMANHLK nocTynom
NOAKMONEHNA
e 3amxHyTas
Agromarrieckuii stbop nporpawmman cpeaa
MAKCHMANBHOTO YPOBHA CECCum
SaumTa ancka
Wwibposanve 2aHMBIX

e MCMOMb3ys KHOMKW ', 03HAKOMbTECh C MHOpMaLMeln 0 HacTponkax "Ha3sea-
HUSI YPOBHeN KoHduaeHumnanbHocTn" n "Pexunm pabotbl". ObpaTuTe BHUMa-
HWe, YTO NepBble TPW YPOBHS MOXHO TOJ/IbKO NMEpPEMMEHOBATD;

e B none "HasBaHuWs ypoBHeN KOH@MAeHUManbHOCTU" BblibepuTe 3HauyeHue
"KoHduraeHunanbHo" 1 ¢ noMoLbto knaeuwmn [F2] nepemmeHyiite ero B "ACMH"
(ans neperMMeHoBaHUsi MOXXHO TaKXXe WCMOSb30BaTh ABOMHOM LLENYOK);

e aHanormyHo nepeumenyrte "Ctporo KoHduaeHumanbHo" B "CekpeTHO";

e ybeautechb, 4To B none "PexuM paboTbl" BbibpaH nepekntoyaTens "KoHTponb
MOTOKOB OTKJItOUER";

COCTOAHWE HACTPOWVIKMN JMLEH3UA

& startSNS
JlaHHbie u3meHeHb! m VOTMEHB

5% 3almTa IoKaabHbIX pecypcoB

n ynp Aoctynom Ayaw

Haseanua yposHeit KoHbUaeHUMaNbHOCTH HekoHdMAsHUMANSHO

acn

® ®®

Pexxum pabotot ® KoHTpONb NOTOKOS OTKAOUEH i

KOHTpOIIb NOTOKOB EXKAKOMEH

e HaBKnagke "Hactpoinku" HaxmuTe KHonky "MpumeHunTs" = MpoCMOT-
puUTe NOSIBMBLLYIOCS 3anncb B NaHenu cobbITUiA CUCTEMbI.

Ncnonb3ysa onucaHve npeablayLiero nyHKTa, BbiNoaHuTe ¢ paboyero mecta ARM2
noj yyeTHor 3anunceto "dadminsnsl" aHanorMyHyto nepBoHavasbHy0 HaCTPONKY
MexaHMW3Ma NOIHOMOYHOIO YNpaB/ieHns AOCTYNOM B CETEBOM BapuaHTe ans rpyn-
NOBbIX MOMUTUK cepBepa noakdeHns ServerSNS.
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4. [pUHYAUTENbHO NPUMEHUTE U3MEHEHHbIE FPYMMOBbIE MOJINTUKU AN KOMMbloTe-
poB ARM1, ARM2 c NOMOLLbO OMNUMN KOHTEKCTHOIO MeHto "KomaHabl / MNpuMeHnTb
rpynnoBble nonutukn". Obpatute BHMMaHWe Ha cooblieHne B naHenn cobbitui
06 ycnewHoM NpMMeHeHUM rpynnoBbIX NOMAUTUK.
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5. Ybeputecb, YTO HACTPOEHHblE PYMNMOBblE MOJUTUKM YPOBHEN MOMHOMOYHOIO
ynpaBJieEHUs1 AOCTYMNMOM Ternepb AEWUCTBYIOT Ha 3alumuiaeMbix KomnbtoTtepax ARM1
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6. HasHaubTe ypOBHM Aonycka W nNpUBUNErMM MNOSb30BaTefNlen Ha KOMMbioTepe
StartSNS. [ina saToro neperante B KOHCONb ero BM n ybeauTech, 4To Bbl aBTOpU-
30BaHbl NoA y4YeTHoW 3anucblo "adminsns". 3anycrute nporpamMmy "YnpasneHue
nonb3osatenamMn”: "Myck / Bce nporpammel / Koa 6e3onacHoctyn / Secret Net Stu-
dio / YnpaBneHue nonb3oBaTtensmMm" v BbIMOMHUTE ClieAylowme AeNCTBuS:

Ly e napaveTpauy Gesonacrocr L= ) (o
‘ Yngasnem napa v Geso ¥ 1o, o C=duCl
Aeitcrene  MNonbsosatens  Cepeuc
S S Wes B biaT
@ STARTSNS Wmsa /  Tun Onucanune Ypoeens gonycka  Maentuduxarop  Kmowy &

mHS_IUSRS Tpynna BcrpoetHas...
mMMHNMCTp... Tpynna AgMuHUCTP...
@roc‘m Tpynna Foctu no y...
prumorpaq)... Tpynna Ynexam pas...
ﬂOneparopm « Tpynna Oneparopbl...
mOnepmopm . Tpynna Ynerbi 3TOM...
m Onermssie n..  Tpynna Kareropus ...
mnonmure... Tpynna Monssoeare... E
m Monesosate... Tpynna Ynetiot 3TOM...
@ﬂonuou‘re... Tpynna Ynetbl 3T0M...
m Monesoeare... Tpynna Ynewsl AaH...
m Monesoeare... Tpynna Ynesiol 3TOM...
ﬁPennuKaTop Tpynna MoaaepxKa ...
m Yurarenn k... Tpynna Ynerni 3TON...
fid adminsn Mons3osarens Hexondwmaenum... Orcyrcreyer Orcyrcreyer |
€ Test Monbsosatens Hekondugeruyn... Ortcytcreyer Orcytcreyer L
€ Userl Monbzosarens Hekonduaernum... Orcyrcreyer Orcyrcreyer
€ User2 Monb3osatens Hekondugenum... Orcytcreyer Orcytcreyer _
- —_— - P - - -
«| 1" | ’

e  OTKpOWTE OKHO CBOWCTB YYETHOM 3anncm agMMHUcTpaTopa "adminsns" u B oT-
KPbIBLLEMCS OKHE nepenanTe Ha BkNaaky "MapameTpbl 6e3onacHocTn”;

STARTSNS\actirsri L S

| OBwee | Unercrso & rpynnax | MapareTpsi GesonacHocTy |

~= Yrobbl N0Ar0TOBUTE 3NEKTPOHHLIN MAEHTUDMKATOP K
@ﬁ paboTe, HaXMUTE KHOMKY “WHUWAENM3MPOBaTh. ..~

WaeHTuduxatop

WHMuanusuposaTh. ..

[Ans nony4eHns HhOPMALIM O MPUHAANEXHOCTU
3NEKTPOHHOr0 MAEHTUDMKATOPA, HAXKMUTE KHOMKY

TiposepuTb...”

3nEKTPOHHBIE MAEHTUDMKATOPLI NONb30BaTENs:

l‘lapaneprn...‘ Aobasutb... ‘ Yaante... |

[ OK ] [ OtmeHa ] iﬂpnmemrrb |

e Ha Bknagke "lMNapameTpbl 6e30nacHocTn" BbibepuTe KaTeropumo HacTpoek "[o-
cTyn", ycraHoBuTe Ansd agMmuHucTpaTopa "adminsns" camblil BbICOKUIA ypo-
BeHb gonycka "CekpeTHO", BKAOYMTE BCE MPUBUIENMU N HAXKMUTE KHOMKY
IIOK".

!
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STARTSNS\adminsn

| OBwee | Hnericreo & rpynnax | MapaveTpsi GesonacHocTu [

MonHoMoYHOE ynpasneHne 4OCTynoM

WA&"‘EGT op “% YpoBeHb aonycka: [Cegcpe‘mo

MeyaTb KOHOUAEHLMANBHEIX AOKYMEHTOB

YNpaBneHie KaTeropuaMi KOHDMAEHLMANLHOCTI

BbIB0A KOHDMAEHLMANEHOM MHDOPMALIIN

MaponbHas ayTeHTUdMKELMS

[loBepATb NaponbHoit ayTeHTudmMkawm Windows
NpK CNeayioLLem BXO4E B CUCTEMY

[ o

| [_omera | [ nowerums |

e aHanormyHo - ans nonb3oatenen "userl" m "user2" Ha BM StartSNS
Ha3HaubTe YPOBHW AOCTYyMNa COrMlacHo Tabnmue U yCTaHOBUTE BCE MPUBUIIETUMN.

MonbsoBaTtennb | NMonHoe nms Maponb YpoBeHb fonycka
Userl MBaH NeBaHoBWY NBaHOB P@sswOrd CekpeTHO

User2 Mapwus MBaHoBHa VMiBaHOBa P@sswOrd acn

!anluem

PR | N

| Aedicrame Monbsosatens Cepenc

| - BRI

mkpumorpattu.., lpynna
QOn:pnopal ap.. Tpynna
QOneparopbl Ha.. pynna
ﬂOnbmme non.. [pynna
R Nonssosatenn  pynna
€ Nonesosarenn... Tpynna
€ Nonesosarenn... Mpynna
mﬂonmuavmn... Tpynna
mnonnonre.nu.“ lpynna
ﬁ Pennnxarop Tpynna
ﬂ Yurarenn xyp.. [pynna

i b ks B
Wnms /7 Tmn Onucanme Yposens gonycxa Waentuduxatop Kmow &
ml]S_IUSRS Mpynna Bcrpoenman rp...
ﬂAaummtrpam,.. Mpynna ApMnHNCTPaTo...
mrccru lpynna Tocv no ymon...

Ynenam paspe...

Onepartopes ap...

Ynewbl 3TON rp...
Kateropus onbi...
Monsscearenw ...
Ynenbi 370ii rp..,
Ynewebl 3toi rp...
Ynenb! AaHHOM ...
YneHel 3700 rp...
Moaaepxka pe...

Unenel 3toi rp...

ﬂ adminsn Monbsosarens Cexpervo Orcyrcreyer Orcyrereyen
€ Test Monesosatens Hexondugenumane... Otcyrcrayer Orcyrcreyer
€ Usen Monbsosarens Cexpervo Orcyrcrayer Orcyrereyer
€ Usen2 Monesosatens Acn Orcyrcrayer Orcyrcreyer

[ 51 Aamunucrpatop [
“

Berp y4.. F P Wanb.. Ortcyrcreyer Orcyrcreyer
»

m

I'IpumeanMe. HasHaueHHble YPOBHW fonycka W npuBMNeriM BCTYNAT B CUNY Npu cnegyroLliem
BXO[e nonb3oBartens B CUCTEMY.

7. Vicnonb3ys onucaHwe n. 6, BbIMOMHUTE aHaNOrMYHYK HacCTpOWMKY YpOBHel A0-
CTyna v NpuBWAErnin B CETEBOM BapuaHTe nporpammbl "YnpasneHue nonb3osarte-
namn" ¢ pabouvero mecta ARM2 nog ydetHon 3anucbto "dadminsnsl" cornacHo

Tabnuue.

Monb3oBaTtenb | NonHoe nms Naponb YpoBeHb fonycka
dadminsnsl dadminsnsl P@sswOrd CekpeTHO

Userl MBaH UBaHoBMY MBaHOB P@sswOrd CekpeTHO

User2 Mapwus MBaHoBHa MBaHoBa P@sswOrd acn
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Ynp pamerpami 6 HocTH A E=RACN X}

QAenctene Monbsosatens Cepsuc
Foz F W= d s B
@ ARM2 Wma / Twn Onucanmne Yposedb gonycka WaeHtudu... Knwoy
@ AL ﬁsnsadmin Tpynna
@ snsadmin_forest Tpynna
€ dadminsnsl Monszosarens Cexperro Mpucsoen  Boigaw 23.05.2017 13:13
€ Wearoe Nean N n CexperHo Orcyrcreyer  Otcyrereyer
€M pus WeaHosHa U Mo. acn Orcyrcreyer  Otcytcreyer

8. B koHconu BM komnbtoTepa StartSNS nepeaBToOpu3ynTECh NOA YYETHOM 3aNUChIO
"adminsns", yTobbl Ha3Ha4YeHHbIN paHee ypoBeHb AOMyCcKa W NpuUBUNErnn BCTY-
nuAu B CUny, 1 colpanTe Ha aucke "C:" nankun: "CekpetHo", "OCMN" n "HekoHbU-
AeHuunanbHO". Bbibepute Ans Kaxaon U3 HUX B COOTBETCTBMM C Ha3BaHMEM
KaTeropuo KoH®MAEHUNanbHOCTH.

| Cesoicrsa: Cexperro = | . Ceoiicrsa: ACN “
 Oduwe |  Decon | Besonacwen Ofuwe |  Docoyn | Besonacwen |
Mo sepcim ] Hacpoiika Secret Net Studio Mpeasizyuime Bepcis l HacTpoitka I_Secve(NetSh.ldo
ToNHOMONHOE YNPEBNEHIAE AOCTYNOM Mo ¥ Y
‘3 Kareropus: “: CexpetHo v] 13 Kateropua: [L ocn v]
V| ABTOM3TMSECKI NPUCBAVSATL HOBLIM K3TaNoraMm V| AeToMaTuacin NPMCBaNBaTs HOBLIM KATaNOram
V| AsTomaTiuscin NPUCBaVBaTE HOBLIM B3ANaM [V] Asromamuecin npucsansans HOBLIM GaRnam
LMCKPELIAOHHOE YNDEBNEHNE NOCTYNIOM Lieckpelsior+oe ynpaBneHne RoCTyrom
ﬁ 7] HacnenosaTs HaCTROAKM ADCTYNE OT POMUTENSCKOrD m ) Hacnesosam: KacTpoiikn aocTyna ot poaTenscKoro
) obrexra  ofnexra
Yrobie: HACTPONTS Npasa pocTyna Yrofk: HacTpouTS Npasa aocTyna
K NEKE Maw Palny, HaxMuTe Paspewerma X nanke uav Gainy, HaKMuTe Paspewermn
xronky “Paspewesus” xHonKy “Paspewermna”.
[ OK ][Om][m][ﬁm] [ OK ][OMJ[WNJ[QW]

9. B nanke "C:\CekpeTHo" co3palite A[oKyMeHTbl ¢opmaTtoB Microsoft Word,
Microsoft PowerPoint n Microsoft Excel ¢ npou3BONAbHbIM COAEP)KAHUEM:
"Tect.docx", "TecT.pptx" u "Tect.xlsx" cooOTBETCTBEHHO.

®aiin  MNpaska Bug Cepeuc Cnpasxa

Y¥nopsagounts ¥ [obasutb & GubnnoTtexy v OB6umit goctyn v Hogas nanka =y ﬁ] 0

»

L acn = Wma [Jata vamesenng Tun

I Weanoe L e
@ recr.docx 30.03.2016 11:07 Aoxyment Micros,

@] recr.pptx 30.03.2016 11:05 Mpeserrauma Mic)
') recrxdsx 30.03.2016 11:06 Jluer Microsoft Ex|

. Kontpons yenocr

© Mou goxymenTs

)

I

1. HexonduaeHuwmas

L. O6wme

. Merposa

. Monbzosatenn

1. Cekpetro
hﬁ DVD-ancxoeog (D:)
(] KpunokosTeiineps| _

Gh Cem 7

B8 Nawens ynpasnenns '
(59 Bce anemenTbi name

#7) OBopyacsaHue 1 38
oA

’ 3NeMEHTOB: 3

Mouck 3nemenTos... 1 Komnerotep
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[ I = s recr.docx - Word ? B - O X

FNABHASR BCTABKA AN3ANH PASMETKA CTPAHULLGI CCHINKWN PACCHINIKA PE»
Calibri (Ocroeroi Tes ~ |11 JIEER "‘7 v &= A‘ #®
X K Y ~abex, x* A === T, & .
BcraenTs . o - 5 Crunw | Peaaktuposarue
N~ -A-A- A A y- iy A9 "
bydep obmeHa Wpudr 1] AbGsay u Crinm I -~

bTo BOKYMEHT C CEKpeTHo uHbopmaumeit

10.AHanormyHo - B nanke "C:\OCM" co3painte paokymeHTbl "Tectl.docx",
"tectl.pptx" n "tectl.xlsx".

11.4Y7106bI 06ecneunTb yHKLMOHMPOBAHNE MexaHW3Ma MOSIHOMOYHOIO YNnpaB/ieHus
[OCTYMNOM MpWU BKJIIOYEHHOM peXuMe KOHTPONS MOTOKOB, MpOBeAMTE AOMOJHM-
TeNbHYI HACTPOWMKY J/OKasbHO Ha KoMmmnbtoTepe. MoaobHass HacTpolika AO/KHa
BbIMOJIHATLCSA MNepes BKOYEHNEM pEXMMA KOHTPOJISS MOTOKOB, @ TakXe B Mpo-
uecce akcnayatauum cuctembl nNpu AobaBneHuM HOBbIX MONb3OBaTesnel, npo-
rpaMM, NPUHTEPOB A8 ONTUMM3AUMN DYHKLMOHMPOBAHNS MEXaHW3Ma.

B okHe BM StartSNS 3arpy3sute nporpaMMy HacTPOWKW MOACUCTEMbI MOTHOMOY-
HOro ynpasneHust goctynom: "lMyck / Bce nporpammel / Kog 6e3onacHoctu / Se-
cret Net Studio / NporpamMMa HaCTpOWMKK NOACUCTEMbI MOSTHOMOYHOIO YrpaBneHus
nocrtynom".

(% HacTpoiixu NoaCMCTEMBI MONHOMOYHOTO YNPABAEHNA AOCTYNIOM = XS
=3
A
.
ABTOMaTHYECKH = Mo ymonyaHuo
- Bpyunyio ABTOMATU4ECKES HACTPOIIKA CHCTEMI C UCTIONG30B3HNEN
3HAYEHMI MO YMONHEHMIO.
- Obuwve Texywwme sHaqeHns 6yayT chpowersi u HyaeT nposeaeHa
Coobuweris HaCTPOIKa NeYaTH, NEpeHanpaBneHns, NoNL30BaTenen u
CofbiTia I NpOrpaMM B COOTBETCTBIM CO SHAYEHUAMU MO YMONMYEHUIO.

Mepexanpasnety = I E—
BoinonHTL ‘
MeyaTtb

- MNonb3oBaTenn

H Texkywme sHa4eHns
[=- MporpamMme!

ABTOMaTU4ECKAA HACTPOIKA CUCTEMBI C MCTIONb30BaHUEM

MiUOSOft Ofﬁce TEeKywmnx 3Ha‘-|eHl’ﬂ71.

Windows Sidebar [Ins NpoBeAeHNs HACTPOVIKW NeYaTH, NepeHanpasneHs,
Sticky Notes nonb308aTeneit 1 nporpamm ByayT MCNONb30BaHb! TEKYLLME
XPS Viewer 3HaueHuA. Npu HEOBXOAMMOCTH K TEKYLLMM SHAYEHMAM MOXKHO
CD/DVD writer ROBABUTE SHAHEHIUS NO YMONYEHUIO,

Dr.Web = || DoBaBuTb 3Ha4EHWA N0 YMONYaHWIO BbInonHUTL

< [T} )

[ 3aKpbITh I [ Cnpaska }

12.B nporpamMmMe "HacTpolika noacucremMbl MOSIHOMOYHOrO ynpasfeHust AocTyrnom"
peanm3oBaHbl CPeaCTBa KaK A/ aBTOMAaTUYECKOW HACTPOMKU, Tak 1 Anst KoHMU-
rypupoBaHusi Bpy4Hyto. MNpn aBTOMaTMUYECKOM HACTPOMKE BbINONTHSAETCS 6a30BbIn
Habop pencrBuin, nocse KOTopbix obecneumBaeTcss MYHKUMOHUPOBAHME Mexa-
HM3Ma M COBMECTMMOCTb CO CTaHAAPTHbLIM U Hambonee pacnpoCTpaHEHHbIM Npo-
rpaMMHbIM 0becneyeHmeM.

ABTOMaTU4eckas HaCTpoWMKa CO 3HAYEHUSIMU MO YMOJTHaHUIO NPUMEHSIETCS B CNy-
yae HeobXxoAMMOCTU yAANUTb TEKYLLYIO KOH(PUIypaLuio U BEPHYTb UCXOAHbIE 3Ha-
YeHMs napaMeTpoB. DTO MOXeT MnoTpeboBaTbCsl, €Cnn 3HavyeHusl napamMeTpoB
HEKOPPEKTHO 3aAaHbl UK yaaneHsbl, a TakXe Npu NepBUYHOM HAaCTPONKE CUCTEMBI
C MWHMMaNbHO HeobxoauMol KoHdurypaumen ans PyHKUMOHMPOBAHUS Mexa-
HU3Ma B peXuMe KOHTPOS MOTOKOB.
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BapuaHT HacTpoiku "Tekylime 3HayeHus" npeaHasHayeH Ans NOBTOPHOro npu-
MEHEHMS B CUCTeME 3aZaHHbIX 3HAaYeHUI NapaMeTpoB. 3TO NO3BOJSISET BOCCTAHO-
BUTb HACTPOWMKY cCUCTEMbl NMpu c60aX DYHKLMOHMPOBAHUS MeXaHu3Ma Wi npu
AobaBneHnn B CUCTEMY HOBbIX MOSb30BaTesiel, NMporpamMM, NPUHTEPOB U APYruX
06BbeKTOB, 334eNCTBOBAHHbIX B MEXaHU3Me MO/THOMOYHOrO YrpaBneHus AOCTYNoM
N KOHTpoONs neyatw. MNpu Takon HACTporike AOMOMHUTENbHO K TEKYLIMM 3Hade-
HMAM MapaMeTpoB MOXHO A06aBUTb MCXOAHbIE 3HAYEHUS (3HAYEHUS MO yMon4a-
HUMIO). [pn 3TOM TeKyLUMEe 3HaYEeHUS He YAANSATCs.

PyyHas HacTpolika npeaycMoTpeHa ANs BbINOSHEHMSA creundudecknx AencTBui,
HanpuMep, AnA obecrnedeHns COBMeCTHol paboTtbl ¢ MO, KOTOpoe He BXOAUT B
CMUCOK A1 aBTOMATUYECKOM HAaCTPOMKN. MOXHO BPYUHYIO U3MEHSATb NapaMeTpbl
paboTbl MEXaHM3Ma MOJIHOMOYHOMO YMNpaBieHUst AOCTYNOM U KOHTPOJA MevaTtu,
YTO NO3BONSAET ob6ecrneuntb YHKLMOHUPOBAHME C YUYETOM OCOBEHHOCTEN Mpo-
rpamMMHOW Cpeabl KOMMbOTEPA W NMPEeAnoYTEHUI NoNb30BaTeN .

CpeacrtBa Ans py4YHOWN HACTPOWVKM MapaMeTpoB NpeACTaB/ieHbl B CNeAyoWnx oc-
HOBHbIX paszenax:

e "O6wme" — ang HacTpomkm obLmMx NapameTpoB paboTbl Nonb3oBaTeNen n Npu-
JNIOXXEHWI;

e '"MMonb3oBaTenn" — AN HaCTPOMKM MapaMeTpoB, OTHOCALWMXCA K npoduiam
nonb3oBaTene;

e '"TporpamMmbl" — AN HAaCTPOVKM NapaMeTpoB Ass MPUTOXKEHUIA.

3anyctnTte HacTpoiiky ans nporpamm Microsoft Office. [ns sToro B pasaene
HacTpoek BblbepuTe "BpyuHyto / [porpammbl / Microsoft Office" n Haxmute
KHoMKy "Hactpoutb".

(> Hacrpoiikv NOACHCTEMBI NOHOMOYHOTO YNIPABAEHNUS AOCTYTIOM (E=2 L
.7};'.
- ABTOMATHYECKN 4 | Microsoft Office
=l BpyqHyo LUaru HacTpoitku: a
- Obwme
H CooblieHns 1, CozaaHue npasun nepeHanpasneHns
CobbiTia =
= ' 5 i i T =
Meperanpasne = 1.1, \AppData\Roaming\Microsoft\Templates
~MeyaTs 1.2. \AppData\Roaming \Microsoft\[LlabnoHe
MonbsoBaTenu
=) MporpamMs! 1.3, \AppData\Local Microsoft\Windows\Temporary Internet Files\Content.M¢
1.4. \AppData\Local \Microsoft\Windows\Temporary Internet Files\Content.W
Windows Sidebar
Sticky Notes 1.5. \AppData'\Roaming Microsoft\Word &=
XPS Viewer < m ’
CD/DVD writer
e =y

¢ 1] »

[ 3aKpbiTh | [ Cnpaska ]

13.lporpamma npoBeAeT HAaCTPOMKY nepeHanpasneHns dainos. [Joxanutecb 3aBep-
LWeHMa aToro npouecca. lNocne cospaHMs NpaBun NMepeHanpaBieHUs MOsSIBUTCS
OKHO C MHgopMaunen 06 ycnewHoM npoBeaeHnU HaCTPOWKM.
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[»—' Hacrpo?u(m NOACUCTEMBI NOAHOMOYHOIO YNPasneHu| A0CTYyNOM

ABTOMATUYECKN | Microsoft Office
=I-Bpy4Hyto HacTpoiika NporpamMMbl BLINONMHEHA YCNeWwHo., -
=} Obwme
i CooblueHns
CobbiTia = £
H = LUaru HacTponKu:
MNepeHanpasnequ
- MevaTb 1. Co3gaHue Npasun nepeHanpasneHns
- MNonb30BaTenm
= MporpamMs 1.1, \AppData\Roaming\Microsoft\Templates
Microsoft Office 1.2. \AppData\Roaming \Microsoft\LLlabnoHsi
Windows Sidebar
i Sticky Notes 1.3. \AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.M¢  _
i XPS Viewer , 1 »
i CD/DVD writer

i Dr.Web = HacTpouTs

< 1 »

[ 3aKpbiTb ] l Cnpaska ]

14.B okHe "HacTtpoiika noACMCTEMbI MOTHOMOYHOIO YNpaBieHUs A0CTYNOM" HaXxXMuTe
KHoOMKy "3akpbiTb". MNepe3arpy3ante OC Ha BM StartSNS mn aBTopmsyinTech nog
yyeTHOM 3anucbto "user2 - MBaHoBa Mapus MBaHOBHA" C ypoBHEeM Jonycka
II'ElCI-III.

15.Cpenarite nonbITKy OTKpbITUSA ntoboro danna m3 nanku "C:\CekpeTtHo". [o-
CKOJIbKY YPOBEHb A0MYyCKa Nnonb3oBaTtens "user2" HMXe, YeM YpoBEeHb KOHDMAEH-
umanbHOCTM KaTasnora "CekpeTHO" 1 ero coaep>XMMoro, MexaHmaM NosIHOMOYHOr O
ynpasneHus goctynoM Secret Net Studio He MO3BOMUT OTKPbITb AOKYMEHT U CU-
cTeMa BblAacT COOTBETCTBYHOLLEE CoobLieHme.

Microsoft Word LX)
Mpunoxesuo Word He yAanots OTEPLITE ZOKYMEHT, TAK K3k MONL30BaTENb He 06A33ET A0CTATOYHEMM NPaBaMi
' A [C\CexpetHo'TecT. dood

MNMokazaTs (Npasky > >

16.lMepeaBTopumsynTecs Ha BM komnbloTepa StartSNS nog y4YeTHOM 3anucbio Mosib-
3oBaTens "userl - MeaHoB MBaH MBaHoBMY", caenante aHaNoOrMYyHy MNOmMbITKY
oTKpbITUsa ntoboro danna n3 nankm "C:\CekpeTHo" 1 cpaBHUTE pe3ybTarT.

17.MpoBeanTte npoBepKy paboTbl MOTHOMOYHOrO yrnpaBieHUs AOCTYNOM B CETEBOM
BapwvaHTe. [nsa aToro:

e nepeaBTOpM3ymTecb Ha BM ServerSNS nog y4yeTHol 3anmceto "dadminsnsl”
n co3ganTte Ha ancke "C:" obweaoctynHyto nanky "user_files" ¢ MakcumManb-
HbIMW pa3peleHnsaMun (permissions) Ha yposHe OC Windows;

e B nanke "user_files" cozpante nognanku "CekpetHo" n "OACM". Wcnonb3ys
onucaHme nn. 8-10, ycraHoBuUTE ANt HUX COOTBETCTBYIOLWIMA YPOBEHb A0-
nycka un cosganTe B HMX darnbl opmMaTta .rtf ¢ NpoM3BoNbHLIM COAEPXKAHUNEM;

e Ha BM kowmnbtoTtepoB ARM1 1 ARM2 nocnegoBaTenbHO NepeaBTOpPU3YIATECH
noAa yyeTtHow 3anunceto "dadminsnsl" v, ncnonb3ys onmcanme nn. 11-14, npo-
BeAMTE Ha HWUX JIOKANIbHO HAaCTPOWKY MOSIHOMOYHOIO YMpaBaeHUs AOCTYMNOM;

e Ha BM ARM1 nocnepoBaTenibHO NEpeaBTOPU3YMNTECH MOA YYETHBLIMM 3armMcMu
"user2" u "userl", nonpobyriTe OTKPbITL C NoMoLbio Microsoft Word dainnel
n3 obweaoctynHbix nanok "user_files\CekpetHo" u "user_files\JCMN" ¢ kom-
notoTepa ServerSNS mn cpaBHuUTe pesynbTar.

BbinonHeHne nabopaTopHoOi paboThbl 3aBEPLUEHO.

NNabopaTtopHasa pabora Ne2 "HacTtponka mexaHmama
AUCKPEeLUOHHOro ynpasneHusa goctynom”

B sTolt nabopatopHoi paboTe TectupyeTca paboTa MexaHuM3Ma AMCKPELIMOHHOIO
ynpaBAeHus AOCTYNOM Ha NpuUMepe TeKCTOBbIX darinos. JencTsms agMMHUCTpaTopa,
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KOTOpblEe CNeayeT BbINOJIHUTL MpU HaCTpOVIKe AAHHOI0 MHCTPYMEHTa 3allunThbl, 6b1nn
OMNMncCaHbl B COOTBETCTBYHOLLEM pa3aene rnasbl 3.

1. lepeaBTopu3yintecb Ha BM StartSNS noa ydeTHOM 3anucbio agMUHUCTpaTopa
"adminsns".

2. Ha aucke "C:" co3pgavte cnegyowme 3almiaemMble pecypchbi:
e nanky "MBaHOB" 1 B Hel daiin Npom3BoNbHOro cogepxxaHusa "Joknaa.txt";
e nanky "MBaHoBa" u B Hel dann Npon3BoabHOro coaepxaHusa "Mpaduk.txt";
e nanky "O6wume" n B Hel darin Npon3BosbHOro coaepxanus "MnaH.txt".

3. Y6eauTtecb, YTO aAMUHUCTPATOPY MNPEAOCTaBMEHbl MPUBUIErUN AN U3MEHEHUS
npaB AOCTyMa Ha NobbIX pecypcax, a TakKe HacTpoeHa perucrpaums cobbiTui,
CBA3aHHbIX C AOCTYMNOM K pecypcaM. [ns 3Toro:

e 3arpysute nporpammy "JlokanbHbI LeHTp ynpasneHusa", B naHenun "Komnbto-
Tep" BblbepuTe Bknaaky "Hactponkn" n oTkpolite pasgen nonutuk "Monu-
TUKWM /  3awmrta NokKanbHbIX pecypcoB / [AWCKPEUMOHHOE ynpaBfieHue
pocrynom";

l V @ [ &5 Havano
D COCTORHVE HACTPOWKM NUEH3NA
Drasciia + NONUTUKKU
{D o . bazosas samura
%% 3awmTa nokanbHbIX pecypcoB B
lIIIII Wi
| — [l [INCKPEUMOHHOE yNPaBAEHAE AOCTYNOM ByRaT Tenesoe
Konupoeanve
P rei
n;::::: f:;;;: NPHBANEres ynpasaenna BUILTIN\AaMunmcTparops! i e
Onoeewenve o
Tpesorax
3aWMTa NOKANBHBIX
pecypcos
Aucxpeuponnoe
@ YyNpagaeHne
AocTynom
A 3aTvpamne Zaumsix
3armpanne aannbix Ayaur, *
‘ MNonkomousoe

e ybeauTecb, YTO B NapaMeTpe "Y4YeTHble 3annucu C NpuUBUNErNEN yrnpasieHns
npaBamu goctyna" BbibpaHa rno yMonyaHuio rpynna nokaabHbIX agMUHUCTPa-

TOPOB, M C MOMOLLbIO KHOMKM I/ 03HaKOMbTECh C OMMCaHMEM 3TO HaCTPOMKMK.
Ob6paTtuTe BHUMaHWE, YTO MNpU HeobxoAMMOCTU, MUChoAb3ys KHonky "[oba-
BUTBL" @, MOXHO YCTa@HOBUTb MPUBUAEINIO YNpaB/ieHUs NpaBaMu A0CTyna
ANS pecypcoB ApPYroMy Mosb30BaTesIto UK rpynne nosib3oBaTenei;

e HaXMUTe KHOMKY-CCbiKy "AyauT..." — Bbl NepengeTe B pasaen HacTpoek "Pe-
rmcTpaumst cobbiTuii / JUCKpELUMOHHOE yrpaBrieHne AOCTyrnom";

COCTOAHUE HACTPOVKM NALEH3MK

!v!poum«e 'rpa!m:a .
Otmena
g OBHosnexue
-

5 Pernctpaums cobbituia

| ~— [ /luckpeumonHoe ynpasnenue AOCTYNOM

+  PEFUCTPALUA COBLITUY
AaMARNCTPUPOSIHME

AHTHEMPYC

Roctyn x dadiny nam karanory BraounTe ) Bxon & cucTemy

[Lucxpeunonnoe
o - YTPAEnEHME AOCTYNOM

3anpert goctyna x daiay wan Karasory v Bemounte i
33aMKHYTaR NPOrPaMMHAR
cpeas

Vismenenue npas aocTyna v Braoyute i Zatvparue Zanmsx
3awwTa gucka u

e CMOMOLLBIO KHOMKKN I 03HaKOMbTECH C OMMCcCaHMeM cobbiTuii. O6paTuTe BHU-
MaHue, YTO B LensaxX MMHUMU3aunm pa3mepa XypHana cobbituin pakt goctyna
K hainny unu KaTanory He permcrTpupyeTcs.
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4. YcTaHoBUTE npaBa AWCKPELMOHHOro AOCTyna Ans nosb3oBaTenen "userl" wm

"user2" B COOTBETCTBMMU C MaTpULEN A0CTYNa, NpuBeAeHHON B Tabnuue.

Monb3oBarenn [ OKYMEHTbI
C:\MBaHOB\ C:\MBaHoBa\ C:\06wune\
Aoxknan.txt Ipacduk.txt MnaH.txt
Userl rx r MonHbIN gocTyn
User2 - rwx r

raoe r — yteHne, w — SaI'II/ICb/I/I3MeHeHI/Ie, d- yAaneHmne, X — BblMNOJIHEHUE.

[ns yCTaHOBKM MpaB AMCKPELMOHHOMO AOCTYNa CAeNainTe creaytoLlee:

e OTKpOWTe Agnanorosoe okHo "CoicTea" ans nankm, Hanpumep, "C:\MBaHoB",
W nepenanTe Ha Bknaaky Secret Net Studio. B pasgene "[OuckpeunoHHoe
ynpassieHne Aoctynom" cHMMuTEe ranouky B none "Hacnegosathb...". OTKpo-
eTCcs AManorosoe okHO "Paspewenus ans rpynnsl...";

| . Ceoiictsa: Misaxos

[ X |

OBwwme ] Hoctyn I BesonacHocts |
Mpemoiayuve sepcun | Hacrpoica | Secret Net Studio

MonHomouHoe YNpaBneHne aocTynom —

)

ﬁa Kateropua: [El HexoHnaeHumansHo

AsTOMaTHYECKN NpUCBanNBaTL HOBbIM KaTanoram

AsTOMaTMYECKI NPUCBaNBATL HOBLIM Pannam

[1ecKpeLorHoe ynpasnerine AOCTYNIOM -

@ HacnenosaTs HACTPOMKM AOCTYNa OT POAMTENLCKOrO

obbekTa

YroBbl HECTPOMTE NpaBa aocTyna
K Manke unu ®aitny, HaxmiuTe
KHonky "Paspewerns”.

" Paspewenus ans [{aynnm "C:\MEHOB"

vPa3peu1eHm|

Tpynnb! nu nonb3oBaTenu:

[Doﬁasum][ Yaamm ]

Paspewetua ana rpynne "Bee"

Paspewnts 3anpets

Yrerme

3anuce

Boinonxerue

Ynanenue

W3menenme npas aoctyna

[ L[ =
[

B (3
™ [ LS
B B .

NapameTpbl, HEXMUTE KHOMNKY
"[ononHuTensHo .

Yrobl 330aTe ocobbie paspeleHns unu

[LononnuTensHo

lNogpoBHee 06 yNpaBneHn 4OCTYNOM 1 DA3DElISHIAX

[ ok

][ Omvera ] MprmernTs

|

e ncnonb3ys kKHonky "[obaBuTb", AobaBbTe nonb3oBaTenen "userl" un "user2"

N yCTaHOBMWTE MM MNpaBa AO0CTyna B COOTBETCTBUM C Tabnuuei;

|, PaspeweHus ans rpynnel "C:\WsaHos" | =

Paspewenus

T'pynrie! unm nonesoBaTenn:

82, 8ce

& Mapua VeaHosHa WeaHosa (STARTSNS\User2)
8 cvcrema

2 Visaros Wsar Wsarosu (STARTSNS\User1)

Paspewetua ana rpynnsl “VisaHos

WsaH VBarosny” Paspewvms 3anpemm

| Paspewenns gna rpynnsl "C:\Wsaros"

Paspewetns

prnnbl WNK NONb30BaTENN:

82 Bce

8 cucrema

& Mapus MearosHa Mearosa (STARTSNS\User2)

& Vsarios Visan Msarosi (STARTSNS\User1)

Paspewenua ana rpynne! "Mapus
WsaHosria MsaHosa"

T

Paspewnts 3anpemre

NEpaMeTpbI, HEXMUTE KHOMKY
"[ononHuTensHo".

HDMGHEE 06 YNpasneH OCTYMOM W P3SPELUeHUAX
0K l I Omvena ] [ lMpumernTs ]

Urerme ™ N Yrerme [ 7
3anmce B 3amuce | ¥
BoinonHerve ¥ B |5 BoinonHerve | m |5
Yanenue ] L Ynanetie & @ L
Wsmenenve npas aocTyna [ = Mamenerume npas aocTyna [ ® |
Yro6il 333t 0cobbie paspeweHuA unu [lononHuTensHo YroBbl 330aTb 0COBbIE PASPEWEHIA Un oo

NapamMeTpbl, HEXMWUTE KHOMKY
"[ononHutensHo".

[NogpoBtiee 06 ynpasneHu JOCTVNOM i Pa3DEWEHNAX

[ OK

3[ Omvera ][ﬂpmemm]
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e HaxmuTe KHonkKy "lMpuMeHuTs". Mockonbky "userl" u "user2" asnswTcs vne-
HaMu rpynnbl NONb30BaTeNelr KoMMNbloTepa, NosBuTCa coobuieHne Windows,
npeaynpexaatollee, 4TO 33JaHHas MoAUTMKA 3anpeTta MNpuUopuUTETHA.

Haxxmute kHonky "[a". Joctyn ans nanku "C:\MBaHOB" 3agaH.
lm

besonacHocts Windows P —

" Boi 334311 3NEMEHT 3aNpeTa pa3peu.|ermﬁ. 3nemMeHTbI 33NpeTa UMET
Q Bonee BbICOKWI NPUOPUTET, YEM 3NEMEHTBI Pa3PELLEHNA, 3TO
03H3Y3ET, 4TO NO/BL30BATEND, ABNAMOLLNIACA UNEHOM ABYX FPYNM, OAH3
13 KOTOPbIX UMEET PaspeLLEHNE, 3 APYTOil 3TO paspeLLEHNE
3aNpeELLEHD, HE 6yAeT WMETL 3TOr0 PaspeLLEHNA.
MpoacnxkuTe BINCAHEHWE onepauun?

[ J[ tr |

5. Hactpowrte ayauT ans nanku "MiBaHoB" TakmMM 06pa3om, 4To6bl perncTtpnupoBanmchb
TONbKO CO6bITUA OTKas3oB B Agoctyne. [ns 3Toro B OkHe "PaspelleHuss ans
rpynnbl ..." HAXXMUTE KHONKY "[ononHnTtenbHo". B oTKpbiBLIEMCS OKHE "[ononHu-
TenbHble napameTpbl 6e3onacHocTw..." neperauTe Ha Bknagky "Ayaut" n cae-
nNanTe cneaytoulee:

.. JononHuTensHsie napamMeTpel Besonackocti ana "CiiMeaHos” m
| Paspewenis | Ayaut

YTobbl NPOCMOTRETE MMM M3MEHUTE AETANM INEMEHTAE AYANTAE, BLIDEPUTE INEMEHT B CTMCKE M HEMMUTE KHOMKY
"WzmeHmTE"
INEMEHTEl 3YAHTa!

Tun (4 EF] HocTyn YHacneaosaHo oT

Otras Bee Ocofibie

Yinex Bce W3meHeHwe npas 4a...

OobaBnTh... ] [ H3MeHHTb... ] [ Yaanutb

Kakoss! ToEB0EaHMA ANA BLINONHEHWA 3YAWTS AOCTYNE K ofberTam?

[ Ok ][ OTmeHs ] MpHUMEHMTE

e yaanuTe ayauT ycnexa, BblbpaB B Tabnuue "dnemeHTbl ayauta' 3anucb
"Ycnex" n HaxaB KHorMky "Yaoanutb";

e pobasbTe ayauT oTkasa Ang rpynnel "lMonb3oBatenn”. Onsg 3TOro Haxxkmute
kKHomKy "[JobaBuTb", BbibepuTe rpynny "lMonb3oBatenm" n HaXMuUTe KHOMKY
"OK". OTKpoeTCcs crneaytollee AnanoroBoe OKHO "2nemMeHTbl ayauTa ans...";
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. Snement ayauta ans "C:\MsaHos" &

ObbexT ‘

mg: satenm (STARTSNS NonbsosaTtenm)

MpuMeHaTb: | Tonbko ans 3Toro ofbexkTa

LocTyn: Ycnex OTKas
YTeHne ] |
3anucs [ =
BbinonHeHue m ]}
Yaanexue M [
WsMeHeHne Npas aocTyna B

YNpasneHue ayanToM

[ OK ]{ OTmMeHa l

e B KOoHke "OTka3" ycraHoBuTe naXkkm Ana BCeX AENUCTBUN U HaXMuTe
kHonky "OK". Bbl BepHY/IMCb B OKHO "[lononHuTeNbHblE NapamMeTpbl 6e3onac-

HoCTW...";
@m}mﬁe napameTpsl BesonacHocTi Anm "CAMEAHOS” (X}

PaspeleHsa | AYAuT

YTobbl NPOCMOTPETL UMK M3MEHMTL AETANM 3NEMEHTA YANTA, BLIOEDMTE INEMEHT B CTMOKE M HEMMUTE KHOMKY
=0T

JneMeHTEl ayauTa:

Twn 4] HocTyn YHacneAoBaHD oT
OTkas Bre Ocobibie
OTras MNonezosaTend (STARTSMSNanssoE... Ocobbie <HE YHACNE0BaHo =

LobaBnTh. .. WEHEHHMTE. . Yoanute

Kakoss! TQESDEGHHH ONA BEINONHEHWA 3YANTS A0CTYNE K obbexTam?

[ OK ] [ OTmeHa ] [ MpUMEHUTE

e ayauT ans nanku "MeaHoB" HacTpoeH. HaxxmnTe kHonky "OK".

6. B okHe "PaspeweHus ans rpynnbl.." HaxmuTe KHonKy "OK". B OKHe CBOWMCTB
nankun Takxe HaxxmmuTte KHonky "OK".

7. Takum ob6pa3oM, Mbl YCTaHOBWM MapaMeTpbl goctyna K nanke "C:\MBaHoB" u
ayanT cobbiTnin B COOTBETCTBUM C Tabnuuen mns n. 4. Otkponte nanky "C:\MBa-
HOB", BbI30BUTE OKHO cBoncTB danna "Hdoknaa.txt", nepenaute Ha BKNagKy
"Secret Net Studio" mn ybeguTtecb, uTO ycTaHoBneH napameTtp "HacnegosaTb
HaCTPOMKM AOCTYyMa OT poauTenbCcKoro obbekTa".
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| Ceoiictea: [Joxnag.txt L |

| Ofiwme | BezonacHocTe
Secret Net Studio | NMogpotHo Mpeasiayune Bepoim

lMonHaMoYHoE YNPEENEHWME QOCTYTIOM

ﬁ% Kareropua: [E] HexongmasHuwansHo =

LcKpewioHHoe yrpaBneHue A0CTyNoM

|j HacnenosaTs HACTROMAKM NOCTYMA OT POOMTENECKOMO
ofberTa

Y1ofikl HECTPOWTE MPEEA A0CTYNE
K MEMKE WK hafny, HIKMUTE PaspewsHna

kHonky "Pazpewerns’.

[ 0K ][ OmmeHa ] _MpuMeruTs |

8. lcnonb3ys onucaHwe nn. 4—7, yCTaHOBUTE B COOTBETCTBUM C MaTpuUeN pasrpa-

HUYEHWNS AOCTYyMNa NpaBa AOCTyna W HaCTpOWKy ayauTta cobbiTnin ana nanok "Mea-
HoBa" 1 "Obwue".

. Paspewenna ang rpynnei "C\Msanosa” X | PaspeweHus ans rpynAbl E\OE"““" )
PaspeweHnsa PaspeweHrua
Tpynns! Mk Nonb3oBaTeNy: Tpynnbl WM Nonb3oBaTENN:
5{ Bce 52 Bee
2. Visarios Visa Vsarosmy (STARTSNS\User) 2 Visaros MsaH Usarosi (STARTSNS\User1)
; Mapus WeaHosHa Mearosa (STARTSNS\User2) 3, Mapua WeaHosHa VieaHosa (STARTSNS\User2)
8 cucrema 82 cucrema
|

Paspewerua ana rpynnsl "Visaros Paspewenna ans rpynnel “WeaHos

WsaH WsaHosny" Paspewmms 3anpemm WBaH WeaHosny" Paspewnms 3anpemims
Yrerme Ll [ Yrenme ] [/ =
3anmce [ ) 3anuce 7] [}
BoinonHenve [ @ |5 BbinonHerme W] | (3
Ynanerme ] @ L= Yaanerne ¥ e
Wamererme npas aocTyna [ = Wamenerme npae aoctyna ] [

UroBii 5383Tb 0COBbIE PASPEILEHNA MK UYroBbi 3383 0COBbIE PASPELEHNA UM

NapaMeTpbl, HEXMUTE KHOMKY napaMeTPbl, HEXMUTE KHOMKY

"[lononHuTensHo". "[ononHuTensHo".

lNogpobree 06 ynpaBneHUM JOCTVIOM U DA3PEIEHIAX MNogpoBHee 06 ynpasneHit JOCTVTIOM W DESDELEHNAX

[ 0K ] [ Omveta ] [ MpumeHnTs ] [ 0K ] [ Omvena ] [ MpumermnTs ]

9. Ha komnbtoTepe StartSNS 3aBepwmte paboTy noOKanbHOM MporpamMmmbl ynpasne-

HUS U NepeaBTOpM3ynTeChb NoA y4eTHOM 3anuceto "userl". Ybeautecb, 4TO NONb-
3oBatento "userl”, cornacHo Tabnuue B n. 4, AOCTYMNHbI Crieayowme 4eNCTBUS C
pecypcamu: "C:\MBaHoBa\lpadumk.txt" — uteHune, "C:\MeaHos\doknaa.txt" — ure-
Hue u BbinosiHeHne n "C:\Obwwme\MnaH.txt" — noaHbIM gocryn.

OTtkporite xypHan Secret Net Studio n npocmoTpuTte cobbiTna kaTeropumn "Ouc-
KpeuMoHHbIM goctyn" ¢ Tunom "Ayamut oTka3os" 06 oTKase B BbIMOSIHEHUM HE pa3-
pelleHHbIX B COOTBETCTBMM C MaTpuuenh pocryna (cMm. n. 4) onepauuni c
pecypcamu.
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XYPHANb! o KOHCTPYKTOP ®UNBTPA | Secret Net Studio FO3
B secret Net Studio X @ 23052017183333 Secre *
i 9 Bsosachociil 8 2305201718333 s Kyprans v Secret Net Studio Npasoxesmi -
B p Bezonackoce Cocremsit w
T Cocremmsiit B 23052017 18:32:44 Secre
F:. £ Npwroxerne 8 23052017183235 Secre | Mpaswna dunerpa =
TP B8 2305201718321 secre | { Mpasuso Oneparop Yenosue
g Ak znescoy & 23052017 183202 Secre Kareropus v | Coaepwnr ¥ | Duckpeumonnsii gocty!
TPEBOr NOSLILEHHD. . 3
B 23052017 18:31:56 Secre Tun ¥  Paswo ¥  Ayaur omxazoe
BHEWHWE XYPHA/bI @ 23052017 18:31:49 Secre
212~ Q Mowcx & pesysvratax = MNomy<wTe xypran

10.epeaBTOpMU3ynTECh NOA YYETHOM 3anucbto "user". Yb6eamTtecb, 4TO NOMb30OBa-
Tento "user2", cornacHo Tabnuue B N. 4, AOCTYNHbI Cleayowme AencTeusl C pe-
cypcamm: "C:\MBaHoBa\lpaduk.txt" - uTeHMe, 3anncb W BbINOJHEHMUE;
"C:\MBaHoB\[oknaa.txt" — gocryn 3anpewieH n "C:\Obwme\lNnaH.txt" - ureHue.

OTtkpoiite xypHan Secret Net Studio n npocmoTpuTe cobbiTnsa kateropumn "Ouc-
KpeumoHHbI goctyn" 06 0TKase B BbIMOSTHEHMUM HE pa3peLleHHbIX B COOTBETCTBUM
C MaTpuuen goctyna (CM. n. 4) onepaumin ¢ pecypcamu.

11.lpoBeanTe npoBepKy paboTbl ANCKPELMOHHOIO YMNpaBieHNs A4OCTYNOM B CETEBOM
BapwvaHTe. [1ng aToro:

e Ha BM ARM2 oTKpoWTe nporpaMMy yrnpaB/eHUst B CETEBOM pexnme, Bblbepute
06bekT cepBepa 6€30NacHOCTU U, UCMOMb3YS ONMCcaHne N. 3, BKKOUUTE rpyn-
NOBY MOMUTUKY ANCKPELMOHHOIO ynpasfeHus AOCTYyrnoMm, Ao6aBuB npueu-
nlernio Ha ynpasfieHve npasaMum AoCTyna rpynne agMMHUCTPaTOpOB AOMeEHa
6e3onacHocTn "snsadmin", a TakXXe BKJ/OYUTE pernucTpaumnio cobbituin auc-

KpPEUMOHHOro yrnpaBneHus AOCTynoMm;

@O @® [28 » servrsisshrioal
E IZ 0 IX Hervy @00y @ Ownp e seasn v I nepze B nNospesaencrms @ Kewrepoesre v &5 Xyprans v P, Kowswaw v B Aporieposasind
COCTORHWE HACTPOWKM
8 SERVERSNS.SNZ.local
FE— S Tesesce | <4
e —
Z‘E : Kmowt nonssogarens @
o 3aUJ.V|Ta JIOKa/ibHbIX pecypcoB -
Onoeewene o
® =y Tpesorax
JawmTa noxansmno
@) Yuernue sanuck ¢ npremserved BULLTINAaswercrpaTopst i pepae
yPpaBaenus npassum AocTyna Bucxpeumonnoe
SNT\dadminsnsl ynpagsenae
AscTynom
ETSp—
= Moakououoe
ynpagsense
& ' o0 N =
o W G 5 JawonyTan
= H \CTPOI
Cepeepb! Gesonact | SOCTOMVE _ HACTPORKM
B SERVERSNS.SN7.local
Aave wonenenss [T | owens Ctnaanene
& PerMCTan,Vlﬂ cobbITUM . PEFMCTPALIA COBLITUY
) Agmarnctpuposasme
AnTnempyc
@& Accryn x deday waw xaranory Braouyms B%0R B cHCTeNy
Avcrpeuuonnoe
. YIpasAEmAE AOCTYNOM
@ ' 3anper zocryna x daiiny wan katasory v Braounrs
ZamkryTan nporpauMHas
cpera
@ Visuenenve npae aocryna | Braounms 3areparte Asmmsx
3aupra avcka n
| . WSposaHe AavHEX

e Ha 3awmwaemMbix koMmnbioTepax ARM1 1 ARM2 npuHyauTENbHO NpUMEHUTE
HaCTpOeHHble Ha cepBepe 6e30MacHOCTU rpynnoBble MNOAUTUKM C MOMOLLbLIO
ONuUMKN KOHTEKCTHOrO MeHio "KoMaHabl / TpuMeHuTb rpynnoBble nofnTukn®;
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Cepeepbl 6e3onacy

o o
Jocal

4 e

COCTORHME HACTPORKM

. = TOAHM H3NM
CepBepbl bo}onac»“ SEES R HAcTrool ISR O3
LR ¢
~ Joal Rarwse nomywensi: 102003 [ — T
= =3 Knowrt nomssceaTens S
2 o 3aUJMTa JIOKa/lbHbIX pecypcoB R =
noeewens
rpesorax
A y Mcrommms Ay,
3 ArM1LSN7Jocal ;'-;':_"MM
[YueTimie 30nncH ¢ NpuBurerved ALTINAann g SERY
__lynpasneria npassun zocryna SURLTINV\mmsicrpanop Lmcxpeumonmoe
SNT\dadminsns1 ypasaene
RocTynom

TLEH3AW

Davrwe nonysens: 102013

e 3
# Pernctpaums cobbituii

Aocryn k Sainy was xarasory

3anper aoctyna k daday uas karasory
¥ : 4 Y

Vismenenve npas gocryna

Brmownte

Brmownre

v Brasounts

O6roguty

3atuparee ganmsIx

Moanouownoe
yrpaEsenne
aocTynom

Saveryres

Wudposanwe Tpaguea

Obsoanerne

«  PETMCTPALIA COBLITUK
ALMAHNCTPUPOEI e
Awtusupyc

Bxog & cucTemy

N7local ympatsenie aocTymoM

SauryTan nporpaussn
cpeaa

3araparee AaHHEX

Sauunra gacxa v

Ha BM ServerSNS noa ydetHon 3anucbto "dadminsnsl” B obuienoctynHowm
nanke "C:\user_files" cozpaiTe 3awwmiiaemble pecypcbl N0 aHaNorMu C onu-

caHueM B n. 2:

- nanky "MBaHoB" 1 B Hel dalin NpoM3BOIbHOMO coaepxaHus "Joknaa.txt";

- nanky "MBaHoBa" n B Hen dalin Npoun3BONbHOIrO coaepxxaHust "lpa-

duk.txt";

- nanky "O6wme" n B Hel ainn NnponsBonbHOro cogepxanusa "MnaH.txt".

pacrnpeaenuTe Ans HUX MpaBa AWCKPELIMOHHOMO A0CTYNa ANsi Nonb3oBaTesnen
"userl" u "user2" No aHanornu c onMcaHneM B N. 4 COOTBETCTBEHHO MaTpuue
pasrpaHuyeHns gocTyna;

Monb3oBaTtenn | [lOKYMEHTbI
C:\UBaHOB\ C:\MUBaHoBa\ C:\O6wue\
Aoxknan.txt I'pacpuk.txt MnaH.txt
Userl rwx r MonHbIN goctyn
User2 - rwx r

e HacTpoiTe ayauT cobbITUI MO aHanormu c onnucaHuMem B nn. 4-8;

e Ha BM ARM1 nocnepoBaTenibHO NEpeaBTOPU3YMNTECH MOA YYETHBLIMM 3armMcsMun
"user2" n "userl", cgenarTte MNOMbITKY AOCTyMNa K 3allMLIAaeMbIM pecypcam
KoMrbioTepa ServerSNS, KoTopbie Bbl €CO34anvM Ha Mnpeabliayuwem Lware, um
CpaBHWTe pe3ynbTarT;

e Ha BM ServerSNS B nporpamMme "JIOKanbHbIM LEeHTP ynpasnieHus" oTKpouTte
ypHan Secret Net Studio n npocmoTtpuTe cobbiTns Kateropmmn "JMcKpeunoH-
HbI goctyn" ¢ TMnom "AyauTt oTKasos".

BbinonHeHne nabopatopHoin paboTbl 3aBepLUeHO.

JTabopatopHasa pab6ota Ne3 "YnpaBneHme 4OCTYNOM K CbeMHbIM
HocuTenam uHdopmayun”
B naHHon nabopaTtopHon paboTe paccmaTpuBaeTca pabota MexaHu3Ma ynpasiieHus

AOCTYyrnoM K noakntoyaeMbiM USB-dnel-Hakonutensm B paMkKax MOACUCTEMbI KOH-
TpOnsa yCTPOMCTB, KOTOpas onvcaHa B COOTBETCTBYIOLEM pa3jene rnasbl 3.

HacTpoiKy NOANTUKWN KOHTPONS YCTPOMUCTB MOXHO BbINOAHUTL SIM60 MHAUBUAYANLHO
AN KaXaoro yCTpoucTea, Nnbo Ana mMogenu, knacca Wau rpynmnbl YCTPOWUCTB C UC-
Nofb30BaHWEM NPUHLMNA HacnefoBaHWSA NapaMeTpos.
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1. Ha BM StartSNS aBTOpu3yiTeCb MoA YYETHOM 3anucblo agMUHUCTpaTopa
"adminsns".

2. NMopgkntounte kK BM StartSNS USB-dnew-Hakonutenb, KOTopbi 6yaeT ncnosb3o-
BaTbCs B JlabopaTopHOM paboTe B paMkKax WIOCTpauum paboTbl MOACUCTEMBI
KOHTPONS YCTPOWCTB.

(& StartSNS on 172.17.11.130

File

View VM

"mu) 8B GBROP

[ ConnecttoUsBdevice * ||}  APC Back-UPS ES 550G FW:670.03 . USB FW:03
0 Mass Storage Device

3. 3arpy3uTe CNMCOK YCTPOWCTB, MPOCMOTPUTE CBEAEHUS O nopkitoveHHoM USB-
dneLw-HakonuTene 1 HaCTpomTe NOMUTMKM ero KOHTpons. [ns atoro:

B nNporpaMme "JloKanbHbIA LEeHTP ynpaBneHua" Ha naHesm CBONCTB KOMMbHO-
Tepa BblbepuTte B pasgene "Monutnkn" rpynny "KoHTpOnb yCTponcTB" 1 npo-
KpyTuTe coaep>XXMMoe okHa K Tabnuue "YcTponcrea";

AnTomoMInail pexonm : Secret Net Studio - LienTp ynpannems = =101

b © B ]

COCTORHVIE HACTPOMKM TWUEH3NM

OTumera Moanomosmoe
J YTPasAeHIE ROCTYNOM
“
& KoHTponb ycTpoiicTs Sswenyn
IIIIII NPOTPaMMHAR Cpess
jco=-} Yerpoiicrea A 3auwmra aucka u
L Auarts WM POBAHME ASHHBO!
+ A B I} conow rabanu v i Konrpone
NPRACKEHnA
Yerpowcrsa Napaumerpo: korTpons ; ;I —
nogxmosenmni
8 O Y fNoxanswsie ycrpoiicrsa Mocrosnno noaxmoueno (6es Snokwp.. ¥
Mexceresod sxpan
B O Y Nocresosarensmie Mopr Hacregyrorcs (TlocToRmmo nogxmosen... c Kontpons ycporicTs
® ¥ Nocaesosaressmui nopt (COML) TMocTosnno noaxaoueno (6es 6aoknp.. C KonTpons nevarn
Antuenpyc
® ¥ Nocaegosarenste nopr (COM2) NoctosHHo noaxaroueno (Bes Baoknp.. ]
Ofsapywenue sTopxenni
8 O Y Napansersrie Noprai Hacnegywores (Mocrossso nogxaoues. ] UWisppossime Tpaduea
© ¥ Mopr npusmepa (LPT1) MocTosnHo noaxmoweso (Ges Saokwp.. e Obwoenenue
ae ﬁ Cuermmie auckn Toaxmoseswe paspeweno e

PEFUCTPALIUA COBLITUV
MAPAMETDL

NPOCMOTPUTE CANCOK yCTpoicTB. ObpaTnTe BHUMaHME, YTO B HEr0 aBTOMaTu-
yeckn fobaeneHbl BCe 06Hapy>XeHHble YCTpPoMcTBa KoMMbloTepa. OTKOYEH-
Hble B AaHHbI MOMEHT YCTPOICTBa 0TO6pa)katoTCs C 3a4EPKHYTbIMU UMEHAMMU.
[Ons ynobcrea NpocMoTpa Cnmncka 1 onepaTMBHOIO NosTlyYeHUs OCHOBHbIX CBe-
OEHUIA O TeKyLlen KOH(Urypaumm napamMeTpoB YCTPOWCTB MpeayCMOTPEHbI
crneumasnbHble 3HaYKKM cTaTyca:

ﬂ - napaMeTpbl KOHTPONS ANs YCTPOMCTBA HAaCeAyTCs OT BblLLIECTOSILLEro

3/1IEMEHTA CrnCKa YCTPOWCTB;

I:' — PEXMUM KOHTPOAS A4St YCTPOMCTBA OTKIIIOUEH;

= _ siniouen PEXUM KOHTPO/S, MPU KOTOPOM YCTPOMCTBO AO/KHO 6bITb MO-

CTOAHHO NOAKMKYEHO K KOMMbIOTEPY

23 _ Bntouen PEXWUM KOHTPOSISA, NPV KOTOPOM YCTPOWCTBO PaspeLlaeTcs noa-

KHo4YaTbh K KOMMNbIOTEPY U OTK/HOYATh;

& _ siniouen PEXWM KOHTPOSIS, MPY KOTOPOM YCTPOMCTBO 3anpeLlaeTcs noa-

Ko4YaTb K KOMMNbIOTEPY,

B Tabnuue "Ycrponcrea" Bblbepute "YcTponctea USB / YcTpoincTtBa XxpaHe-
HUs / <MOAK/OYEHHOe YCTPOMCTBO>" M packponTe none "lNapameTpbl KOH-
Tpona". Yéeautecb, 4to napameTp "lMoAKnoyeHMe yCTpoKCTBa pa3spelueHo”
yCTaHoB/eH, a "HacnenoBaTb HaCTPOMKWM KOHTPOAS OT POAUTENBLCKOro 06b-
ekTa" - HeT.
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Tekyllee COCTOSsHME YCTPOMCTBa@ O3HA4YaeT, UTO BK/IKOYEH PEXUM KOHTPONS,
Npu KOTOPOM YCTPOWCTBO pa3peLlaeTcs NoAK/IoYaTh K KOMAbIOTEPY M OTKIIO-
yaTb. B cnyyae nmaMeHeHus COCTOSIHUS YCTPOMCTBA B XypHane perncrpupy-
IOTCA COOTBETCTBYHOLWME COObITUSA. YTBEPXAEHME W3MEHEHWI annapaTHoOW
KOHbUrypaumm npu 31oM He Tpebyetcqa. [aHHoe coctosiHne USB-dnew-
HaKonuTens Hac yCcTpauBaerT;

COCTORHME HACTPOVIKM e
& startsNs
Omvena MNosnomosmoe
o R ynpasaexmue 40CTynoM
& KoHTponb ycTpolicTs e
nporpammHas cpeaa
crpoiicTea 3awmTa ancka v
-4 T WAPPOBAHME AIHHBIX
+ &g rD E’ @ "4. Konowxu rabauu A

Hacnegosare HACTPOAKY KOHTPONR OT POAMTENLCKOTO OBLEXTa  wemmit

eTesbiX

NapameTpsl KOHTPOAR YCTPONCTS: 1eHni
8 @ & Yorpoiicrea USE YcTpoiicTeD He KoNTpOAUpyeTca

TesoR 3kpan
o I Cerernie naatsi  Mogems! YCTpoiicTEO NOCTOAHMO NOAKAIONEHO K KOMNEIOTEpPy yerpoiicrs
R BAOKMPOBATL KOMNBIOTEP NPY MIMEHEHIM YCTPOACTES
B O ¥ VinrepbeiicHbie yeTpoiicTea (Mbiws, KASAATY... 2 nevam
® Moaxs YCTPOiicTSa pazp o
e
© 9P Cxaneps ¥ UMOPOSHIE YOTOINNAPATS! Noaxs ycTpoiicTsa 3anp
EHUE BTOPKEHMA
O @ Mpwwrepu iHue Tpaduka
Npumerurs OmnvernTs
B O < Ycrpovicrsa xpanenas ane
@ <o Jetf t i XMK6H v -
etFlash Mass Storage Device 91 6HD Moaxaroyenue paspeleHo e PEMMCTPALIVA COBBITHI

3aKkpoiTe none "MapaMeTpbl KOHTPONS" M CnpaBa OT HEro HaXMUTe KHOMKY

"PaspeLueHuns" 9. OTKpoeTcsl AnanoroBoe okHo "PaspelueHus...", koTopoe
Mo3BOSISIET 3ajaBaTb MapaMeTpbl AOCTyna K 3ToMy ycTpoicTtBy. Cnepyer
UMeTb B BMAY, YTO HACTpoKKa paspelleHunid M 3anpeToB npesycMOTpeHa
TONIbKO AN MOPTOB, AMCKOB M HOCUTENEN AaHHbIX (AN CUCTEMHOMO AWCKa
ynpaBfieHe paspeLleHNsiMU 3anpeLleHo);

B cnuncok "lpynnbl unn nonb3oBaTenun" nobasbTe nonb3oBaTtens "user2" wu
yCTaHOBUTE eMy 3anpeT Ha paboTy C NOAK/OYEHHbIM B AaHHbIA MOMEHT (C
MMeHHOo 3TuM) USB-dnew-Hakonutenem;

Besonactiocte 1 BesonacHocTs
Tpynnsl unu nonb3oBaTent: [pynnisi unu nonb3oBaTenu:
2 Bee 2 Bce
8 cucrema 2 Mapus Vsarostia Msarosa (STARTSNS\User2)
82, ApmincTpaTopst (STARTSNS\AamiukucTpaTops!) 8 cucrema

33, Aamurmnctpatops! (STARTSNS\AgmuHucTpaTops!)

(o) [
Paspewerua ana rpynns! “Bee” Paspewerma ans rpynnel "Mapus
Paspewuts 3anpewms Vsa+osHa Visarosa" Paspewnts 3anpemims
WenonssosaHue yeTpoitcTea [} Wenonb3osaHue yeTpoiicTsa [ ™
Yrerue [ Yrerme [ @
3anmc | 3anmes [ ™
BrinonHerie ™ B Boinonverme @
Ocofibie paspeweHns Ocobble paspewerus
Yrobibl 3303 0COBbIE PASPEWEHIA MNK Yrobl 33maTe 0CoBbIE paspeleHins nin
NapaMEeTPbl, HEXMUTE KHOMKY napameTpbl, HZXMITE KHOMKY
"[ononHuTensHo". "[ononHuTenbHo".
ﬂowoﬁnee of YNpasneHun 40CTYNOM W D3SpelleHUAX nOmO[‘)HBE o6 ANpasneHd 40CTVNOM W PI3PELEHNAX
|
MpuMeHTS [ 0K ] [ Omvera ] [ MpumernTs ]

e NpoBeAuTE HACTPOMKY ayauTta cobbituii paboTbl C YCTPOMCTBOM, YCTaHOBUB
TO/bKO ayauT OTKas3oB. [na 3Toro B AWAnoroBoM oOkHe "PaspeweHus..."
HaXMuTe KHOMKY "JONOAHUTENbHO" M BbIMOAHUTE AENCTBUS, aHaNOrM4YHble
onucaHHbIM B M. 5 npeablaywen nabopatopHoi paboThl;
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il Jononuurenbhbie napamerpol 6esonackoctn gna "JetFlash Mass Storage

Ix

Paspeweis AyawT I

470661 NPOCMOTPETL MK USMEHMTDL AETANM 3NEMEHTA AYANUTA, BbIGEPUTE INEMEHT B CTIUCKE M HIDKMUTE KHOMKY
WMsmeHnTb "
3neMeHTHI ayanTa:
Tun ] WM | Boctyn ] YHacneaosaHo oT ]
OTtkas Bce Ocobbie <HE yHacneaosaHo >
OTkas Monbsosatenm (STARTSNSVlonb3os... Ocobble <HE YHacneaosaHo >
Hobasuts... VISMEHNTE v Y AENTE
[V [loBaBuTh 3nemeHTs! ayauTa, HACKEAYEMbIE OT POANTENLCKUX 0GLEKTOB
Kakosb! BaHUA ANS BbINONHEHNS ayauTa A0cTyna K obbexTam?

OK Immall’bmenuml

e MOMUTUKWN KOHTPONSA MoaKItoYeHHoro USB-dnelu-HakonuTenss HacTPOEHbI.
MocnenoBaTenbHO 3aKponTe AuanoroBble OKHa "[omnonHuTeNnbHble napa-
MeTpbl 6e3onacHocTu..." n "PaspelwieHust..." N BepHUTECb B OKHO MpOrpaMMsl
ynpaB/ieHnsl K nepeyHo napameTtpoB "KOHTponb ycTponcTs".

4. YcraHoBWTE 3anper BCEM MO/b30BATENAM Ha MCMO/b30BaHWE HEe3aperncrpmpo-

BaHHbIX USB-dnelww-HakonuTtenen (Bcex, KpoMe MOAK/IIOYEHHOrO B HAaCTOSILMMN
MOMeHT). [nsa 3Toro:

e B Tabnuue "YcrpouncTtea" Bbibepute: "YcTporictBa USB / YcTpolictBa XpaHe-
Hua" n packpoiite none "MapaMeTpbl KOHTpons";

COCTOAMHME HACTPOVKM NALEH3UM
n m Ormena MosnomouHoe
: YNPasAEHHE AOCTYNOM
£ Y
& KoHTponb ycTpoiicTs Sswosyon
NPOrpaMsKan cpeas
v. & awera gucka u
V| Hacneposark HacTpoiikvi KOHTPONA OT POAUTENsCKOrO obvexta [TAMME AANHBIX
+ B A B |4 Konowsor rabany e
Mapamerpet KOHTPOAR YCTPOACTS: xewHui
. 1eHniA
[cR=} QYcrpoF:vu uss YcrpoiicTEO NOCTOAMMO NOAKAIONEHO K KOMNBIOTERY
) BAoxUpOBaTE KOMNBIOTEP NPV HIMENENIM YCTDORCTER IERONS 2upies
© § Cereesie nnarei v Mogewm:
= * Moaknouenye yCTpORicTEs paspeweno \ycrpoiicrs
@ © 2 VinTeppeiicHsie YCTPOACTES (Mbitb, KAGBHATY... MNoaks ycTpoiicTsa 3anp | TR
3
O 39 Cxanepst v undpossie doroannapars!
enne sTopxenuit
. Mpumennte Otmenurs
© i Npurrepst iHne Tpaduka
B O < YcrpoiicTea xpareria Hacneayrorcs (Moaxaouenue pas.. ¥ @ O6nosnenne
© <o JetFlash Mass Storage Device 91XMK6HD Moaxnosenve paspeweno @ PETVICTPALLAR COBBITHI
} NAPAMETPbI

e yaanute OTMeTKY u3 nons "HacnegoBaTb HACTPOMKWM KOHTPOSA OT POAUTESb-
ckoro obbekTa" M ycraHoBuTe dnaxkok "lMoaknaoveHne yCTponcTBa 3arnpe-
weHo". Haxxmute KHonKy "MpuMeHunTb";

e Ha BKknaake "Hactpoiiku" Haxmute KHonky "MpuMeHuTb" . Takum
06pa3oM, Mbl 3anNpeTunn BCeM MOMb30BaTeNSAM UCMOMb30BaTb HE3aperncTpu-
poBaHHble USB-dnew-Hakonutenu.

5. [ns oTcnexmBaHua npousoLlleawmnx cobbiTui, CBA3aHHbIX C paboTo MexaHu3Ma
pasrpaHuyeHus 4OoCTyna K yCTpOWCTBaM, ClefyeT BbINO/HUTb HaCTPOMKY perun-
cTpaumm cobbitnin. CnpaBa OT 3arosoBka rpynnel nNapameTpos "Ycrpoincrsa"
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6.

HaXXMUTE KHOMKY-CCbinKy "AyauT...". Bbl NnepeknoumnTech B pasgen HacTpoek "Pe-

rmcTpaums cobbituii / KOHTponb yCcTpoicTB". Mcrnonb3ys KHOMKY ', 03HaKOMb-

TeCb C TEKYLLMM BapMaHTOM HAaCTpoeK U USMEHUTE UX Ha CBOE YCMOTPEHME.

COCTORHVE HACTPOVIKMN JMUEH3NN
& startsns
ObHoenerne
=23 A 4 PEMUCTPALIMA COBLITUY
%% Pernctpaums cobbitnm
Agmusuctpuposanne
Kotrpons ycrpoiicrs Autusmpyc
Bxoa & cucremy
BoixOa V3 CNALLErO pexumMa v Brarounte i Auckpeumontoe
YNPABAEHHE ACCTYNOM
Jocryn x ycrpoicsy V' Barounts i 3aMKHYTaR NPOrPaMmMHan
cpeaa
3aTvpamue ganHex
3anpeT A0CTYNa K YCTPORCTEY V' Brawynte i Sawwra avcxa v
WindPOsaHUE AaHHBIX
3anpeT NOAKNOHEHAR YCTPORCTES v Bearounto i ik noRE00RTE RN
Koxtpons newatn
KonTpons npuaoxenuit
Wismenensl napameTpsl yCTpoicrsa V' Barounts i =
Kontpons ycrpoiicrs
Kontpons uesoctmoct
HecankuvoHnpOBAHHOE OTKAOHEHME YCTPORCTES v Bearounto i

Obnapyxerne sTopxeruit

Obuwwe coburvs

Ha BM StartSNS 3akpoiiTe nporpammy ynpaBfieHUsi, nepeaBTOpU3ynTeCb MNog
YUYETHOM 3anncbto nonb3oBaTtens "user2" n caenamte NOMbITKY AOCTyna K noa-
KJ/TIOYEHHOMY B AaHHbI MOMEHT 3aperncTtpupoBaHHoMy USB-dnel-Hakonutento.
Y6eautecb, YTo B AOCTYMNe OTKa3aHo.

Ha BM StartSNS nepeaBTOpu3yinTeCcb MNOA4 YYETHOM 3anucblo MNoJSb30BaTenNs
"userl" u caenanTe NONbITKY AOCTyNa K MNOAKMHOYEHHOMY B AAHHbIA MOMEHT 3a-
perncrtpupoaHHoMy USB-dnew-Hakonutento. Yoeamtech, YTo A0CTYMN pa3peLleH.

MpoTecTnpyiTe BO3MOXHOCTb pasrpaHMUeHUst 4OCTYMNa K YCTPOWCTBY C MOMOLLbIO
MeXaHW13Ma MoJIHOMOYHOro YNpaB/eHNs AOCTYNoM, NPUCBOMB TpebyeMyto KaTero-
puto KoHdMAEHUMANBHOCTM. N8 3Toro:

e Ha BM StartSNS B nporpamMme "JIOKanbHbIM LEHTP yNpaBaeHus" Ha naHenu
CBOMCTB KOMMbloTEpA BbibepuTe B pasaene "Monntnkun" rpynny napamMeTpoB
"KoHTposnb ycTpoicTs / YcTponcTtea";

e B Tabnuue "Yctpoiictea" BbibepuTe "YcTpoirictBa USB / YcTpoictBa XpaHe-
HUSA / <MOAKJIIOYEHHOE YCTPOWCTBO>" M CnpaBa OT HEro HaXXMUTE KHOMKY

"Pa3peweHns" 9. B oTkpbiBLIEMCS AMAnoroBoM OkHe "PaspeweHwus..." B
cnucke "Mpynnbl UnM nonb3oBaTenn" yaanurte 3anpeT Ha paboTy C noaKo-
YEHHbIM B AaHHbI MOMEHT (rielw-HakonuTenem ans nonb3osatens "user2";

[T Paspewenun ana rpynne: “JetFiash Mass Storage Dev... IS
E30I‘IBCHOCTb l

pynnbl unu nonbsoBaTen:

#2 Bce

82 cucrema

82, ApmurncTpatops! (STARTSNS\AamiHucTpaTopsi)

{ Hobasvme... | [ Yaam |

Pazpewenus ansa rpynne: "Bee"
Paspewuts 3anpems

Wcnonbsosatue yctpoiicTsa [
Yrerme # |
3anmce ] ]
BoinonHerme ) ]
Ocofbie paspeleHns
Yro6bl 33aaTE 0cobbie paspeLeHna unu |
NapameTpbl, HEXMWTE KHOMKY
" OononHuTensHo". |

MogpoGHee 06 yNpaBneHum GOCTVTIOM W DE3DEWIeHNAX

0K ][ Omveta ] MpyuMeHnTS
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e packpovTe none "MapameTpbl goctyna". Tekyllee 3HavyeHne "be3 y4yeTa Ka-
Teropuun" o3Ha4vaeT, YTo YCTPOMACTBO AO/MKHO (PYHKLMOHMPOBATL HE3ABUCMMO
OT YPOBHS AoMycKa Nnonb3oBaTens;

COCTOAHUE HACTPOWKM NVUEH3NK

!JIMMYI NOKANbHBIX

e ucis ol  gucroe

e v . [uckpeunonroe

& KoHTtponb ycTponicTs Vrssses Aoy
3aTvpanne AanHbix

Ycrpoicrea Ayaut.. MNonxomouroe
ynpasaenue A0CTyrIoM

+ 0 rD G E I”- Konowxn Tabanus v
[1nR YCTPOACTES MCNONLSYIOTCA CASAYIOLME NAPAMETDEI 4OCTYNA:

BN - o oo

@ & VMware Virtual USB Mouse (VID_OEOF PID... Hexonduaenymansmo <

acn
© 39 Cxarepet v undpPOBHIE HOTOINNAPATH
CexpeTHo
Q 9 Npuwreput

Mpumerurs Ormenuts
B @ < YcrpoiicTsa xpanenus @

@ <o JetFlash Mass Storage Device 91XMKGHD @  5es yuera kareropun v Konrpose yerpoiicrs

BT g% KoHTpons nevatu

Antnenpyc

NAKANAWAHIAS RTANWEHUIE

e BblbepuTe napameTtp "CekpeTHO" M HaxmuTe KHonky "lMpuMeHuTs" B none
"TeHeBOe KoNMpoBaHue" yctaHoBuTe praxok. O3HaKOMbTECH C MOSIBUBLUMMCS
Hag Tabnuuen "YcTponcTea" TEKCTOM NpeaynpexaeHuns;

COCTORHME HACTPOWKMN NALEH3NN
N S Onasiia pecypcos
0 ~ Quckpeunonroe
& KoHTtponb ycTpoicts et Y

BraoueHne TEHEEDTO KONKPOBAHME ANA KOHPUASHUMARBHOTD YCTPONCTEA MOXET NPAEECTH K NOASAEHUIO 8 Samapane Asrr:
¥
XypHane konpuaery

NeHON vrdopMauwd. JocTyn K 42HHOR HOOPMAUKK nonyyaT

BCe NCAB30BaTEN MoaxomouHoe
KOTOPBIM PASPELIEH NPOCMOTP XyPHENA, YNPaBASHHE AOCTYNOM

Samkrytas

Ycrpoicrea NPOrPaMMHaR Cpeaa

+ o E’ =] |”- Konorxu rabanup v

3awwmTa avcka 1
wnbpoeamue sammsIx

|

Kontposs
NPUAOXKEHARA
O 2 Mpurreps ouenne pas.. Hacnegyrotc 3awmra cetessix
NOAKAKYEHHH
B @ < YcrpoiicTea xpaHerns 1eHO e Hacaeayrotc Mexceresoii sxpan
() < JetFlash Mass Storage Device 91XMKSHD  wewo v v @ Cexperno Korirpons ycrpoiicts
~lan o T Korrpons nedara

e Ha Bknagke "Hacrpoiikn" Haxmute KHOMKy "lMpumMeHnTb" . 3a-
KpOMTE NMporpaMMy ynpasJieHUs U NEPEaBTOPU3YMTECH NOA YYETHOM 3aMNunChbIo
nonb3osatens "user2". Yéeautecb, 4TO B aBTOpM3aLnMM OTKasaHoO, NOCKOSIbKY
noaktoveHo ycrponcteso (USB-dnew-Hakonutesnb), K KOTOPOMY Y NoSib30Ba-
Tens OTCYTCTBYET [AOCTYM, MOCKOSIbKY KaTeropusi KOH(MAEHUMANbHOCTH
YCTPOWCTBa Bbille, YeM y MoJsib30oBaTeNs.

MoapobHee 0 NpncBOEHMM KaTeropuin KOHOMAEHUNaNbHOCTU YCTPOCTBAM CM. B py-
KOBOACTBE aAMUHUCTPATOpa MO HaCTpOMKe W KCr/TyaTauu JIOKasbHOWM 3aLuThbI.

9. Otkntoumte oT BM StartSNS 3aperncrpmpoBaHHbii USB-dnelww-Hakonutenb.

10.Mogkntounte Kk BM StartSNS apyroit — HesaperncrpupoBaHHbii — USB-dnelu-
HakonuTenb 1 ybeamrech, YTo NoACMCTEMA KOHTPONS yYCTpolicTB Secret Net Studio
He no3BonsieT paboTaTh C HUM BCEM MOJSIb30BaTENSAM.

11.Ha BM StartSNS nepeaBTopusyiTecb noj y4yeTHow 3anucbio "adminsns". OT-
KpowuTe xypHan Secret Net Studio, npocMoTpuTe 3anucn kaTeropumn "Pa3rpaHu-
YeHWe AOoCTyna K ycTtporcrteaMm" ¢ Tunom "AyauT oTKa3os" 0 cobbITnax 3anpeTa
NOAKOYEHNS K He3aperncTpmposaHHoMy USB-dnell-HakonuTeno.
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ABTONOMHBIH pexom : Secret Net Studio - Lientp ynpasnesma

[@

COBBITHA

B secret Net studio
E BesonacrocTu
£ croenrni

B nowoxeswi
SUNLTPBI

@ Bce Tpesorn

B toesoru nosssesroro.

BHELWHWE XYPHANBI

x

R 24052017 13:47:55
& 2405.2017 13:47:52

YTPO3H

Secret Net St..
Secret Net St..

Secret Net St..

Kyprane:

v Secret Net Studio

BesonacwocTn

MNpasuna $puastpa

€ Npasuso

Katerop#a v

Tun

Oneparop
Copepmnt

¥ | Paeno

Q Mowcx & pesynstarax

KONCTPYXIOP OWAMTPA |Secrt et S

8 24052017 143217
Mpunoxern

Cucremmeit

Yenoeme
Parpasmienne aoct

Ayaw otkasos

S Noryswms xypran

12.Ha BM StartSNS oTMeHuTe BCe 3afiaHHble OrpaHNYeHns Ha ncnosnb3oBaHmne USB-

dneLw-HakonuTenen.

13.Ecin Ha HeckonbKuX KoMMbloTepax TpebyeTcs MpUMEHUTb OAMHAKOBbIE Mapa-
METPbIl UCMOSIb30BaAHUSA KOHKPETHbIX YCTPOWCTB, MOXHO BbINO/HWUTL UX HACTPOMKY
B rpynmnoBOi MOMUTMKE. YCTPOWCTBA, K KOTOPbIM HYXHO HAcCTpOUTb AOCTyM,
OOJKHbI BblTh A06AB/IEHbI B CMMCOK MPYMNMnoBoi MONAUTUKK. [pM 3TOM B CMMCOK
YCTPOWCTB MOXHO A06aBUTb CBeAeHUs 06 YyCTPOMCTBaX, MOAKMOUYEHHbIX K KIK-
€HTCKOMY KOMMbIOTEPY.

MpoBeauTe HaCTPOMKY MexaHu3Ma pasrpaHnyYeHns 4OCTyna K yCTpoiCTBaM B ce-
TEBOM BapuaHTe - cHadyana 3anpeTute noakoyveHne nbbix USB-dneLw-
HaKoMnuTenen Ha 3alMILaeMbIX KOMMbIOTEPAX, @ 3aTEM paspeLunTe NoaK/ItoYeHme
OZIHOMO KOHKPETHOro YCTPOWCTBa:

nepekntymnTecb B OKHO KoHconim BM ARM2. B nporpamMme ynpasneHus B ce-

TeBOM BapuaHTe pAans obbekTta cepBepa 6e30nMacHOCTM Ha

BKNnagke

"HacTpoiikn" BkntounTe rpynnoByto nNonmtnky "KoHTposnb yCTponcTs”;

Bl oo Qur @owpmus

v Il neyss 88 Nospasaenerin

@ Kewrnpossrs v &5 Xyprany v

P, Kousnze v B Apxusupos

Cepsepbl be3onack

3 armLsw7.ncal

F L Y
L2 J T

23 SERVERSNS.SN7.local

*1  COCTORHME HACTPORKM §

& KoHTpons ycTpoiicTs

Ycrpodicoa

MoArTH YCTPOACTS BKAOYENa

Ormera

B 14 Konoww rabnimm v

(I © O ¥ Noanwwe yorpoicrsa

»
»

© ¥ Nocnegosarensrme Nopre
© ¥ Naparnersswe Nopra

@ B Cuermase Ao

Mapamerpe: korrpans

Mocrosmmo nogxaauens (Ge3 6o
Hacnegyrores (Mocrosmmo nogknx
Hacnegywores (Mocroare noskas

NoAKmoNEr#E PaIpeWeHD

SaugnTa gucxa
WAPPOTIME ABNHNIX

Kowtpone
npraCxennA

Kosrpose ycTpodcrs

Kewrpase nevarn
Arrrasupyc

Ofkapyxenie sTopwENMi
Wndposarue tpadmcs

Obnoenerine

+  PETWCTPALMA COBLITUY

0

B Tabnuue "Ycrponcrea" Bkaounte nonmtmky "Ycrponcresa USB / YcTpolicTea
XpaHeHunsa" n NpuMeHuTe caenaHHble U3MEHEHUS;

B Tabnuue "Ycrponcrea" Bbibepute nonutuky "Ycrporictea USB / YcTpoiictea
xpaHeHuns", packporTte none "lMapameTpbl KOHTpoOna", yaanute OTMETKY U3
nonsa "HacnegoBaTbe HACTPOMKM KOHTPOJIS OT poaAnTeNnbCkoro obbekra" n ycra-
HoBuTe hnaxok "MMoakNoYeHne yCTPOMCTBa 3anpeLLeHo”;
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HACTPOVIKM

COCTOAHWUE

& SERVERSNS.SN7.local

JarHbie nonyuens: 10:05:19 O6HosuT

& KoHTponb ycTpolicTs

3awwvTa ancka u
WrPPOBaHME JaHHBIX

KoHTpone
NpUAoKeHA

3awmTa ceTeBbIX

® vorpoiicrsa

NOAKAIOYEHUA
q MNoanTvika yCTPOACTE BRAKOHEHE
Hacneaosats HaCTPOViKA KOHTPOAR OT poAUTEALCKOTS ObbexTa
" = 1 I 2 1
+ T O 0L 8 I
Napamerpsl KOKTPONR yCTpOiicTE:
P yapoics
(I © © & Yopoiicrsa USB YcTpoitCTEO NOCTORHHO NOAKAOHEHO K KOMNSIOTEPY NS
BAOKMPOBaTS KOMMBIOTEP NPV M3MEHEHUN YCTPOACTES c
» © § Cevesoie nnatoi v mogen i N
Nopagks ycTpoiicTsa pasp 10 EHUE ETOPXKEHUIA
a © @5 Vintepdeiicusie ycrpoiic @ Mogxmouerse yeTpoiicrsa sanpeweno |HMe Tpaduka
» © 3 Cxarepsl v undpossie ¢ i
O o&n Mpumeruts OTmenHnTs
W Mpurreput e eemer AUVA COBBITUY
i @ O e YerpoiicTea xpanerwa JAKMOUEHNE paspewe... ¥ AgmuHmcTprposanne
“ AnTusupyc

e MNPUMEHUTE HACTPONKWN. TakMM 06pa3oM Mbl 3aNpeTUIMN BCEM MOMb30BATENAM
noaktoudatb ntobble USB-dnew-Hakonutenu;

HACTPOUKU

COCTOAHME
& SERVERSNS.SN7.local

AarHeie noaysens: 10:05:19 ObHosuTs

& KoHTponb ycTpoiicts

Sawwra avcka n
WAPPOBIHNE AZHHBIX

Konrpons
npuaoxeHnit

3AWNTA CeTesbIX
NOAKNHOYEHWA

e Ycrpoiicrsa i

MoauTrka ycTpoACTE BRMO4EHS

B I“. Kosomxy rabanys v

Ycrpoiicrea

MNapameTpsl koHTPOAR

KoHTpoas ycipoiicTs

g

I © O & Yopoicss USB

ﬂownouewe paspewexo

Kontpose neuarn

Antusnpyc
C’ © § Ceresvie nnare v mogems Hacnegyrotes (Moaxarouenne pasy

OGHapyxenue BTopxeHuit
o © &3 VnTepdedicHbie yoTpoiicTea (Wi, .. Hacnepyrotes (Moakatouenue pasg LWudposasme Tpaduxa
» © 3@ Cxanepst v undpossie oToannapa... Hacneayrotcs (Moaxntonenue pasg Obrosnenme
C) © @ Npurreput Hacneayrotes (Moakatosenne pasy PETVICTPALA COBBITUY
ﬂi @ <o YorpoitcTsa xparenns Noaxnouerue 3anpeweHo AamuHucTpuposatve

I ; - Anrusnpyc

Bxoa & cucTemy

e B MporpamMme yrpasfieHUs MpUMEHUTE TPynnoBble MOAUTUKU Ans obbekTa
ARM1, 3ateM oTkponTe KoHconb BM ARM1, nocnepoBaTesibHO nepeasBTopu-
3ynTecb noj yyeTHbIMM 3anmucammn "userl" mn "user2" u ybegutech, 4YTO Moa-
knoyeHne USB-dnew-Hakonutenenm 3anpeweHo, a CUCTEMOM  3aluTbl
CreHepupoBaHoO cobbIThe TpeBoru;

Tpesora!

B

3anpeT NoAK/IOYEHUS YCTPONCTBaE.

e nepenauTe B OKHO KOHconn BM ARM2 n B nporpaMMe ynpasfieHus OTKponTe
"XXypHanbl Tpesor". B kateropuu "CraHgapTHble 3anpocbl” Bblbepute ABOM-
HbIM LLEMYKOM MbIlKM 3anpoc "Bce NoBbIWEHHOrO YPOBHSA" 1 HanauTe cobbiTne
"3anpeT NoAaKIYeHns yCcTponcTea" kateropum "PasrpaHuMyeHue Aoctyna K
ycTpoicTeaM". PasBepHuUTe U NPOCMOTPUTE AeTallbHble CBEAEHUS 0 CObbITuN;
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Onucanmne
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3anpeT NOAKMOHENIA YCTPORCTEA.
1 JANPOCH K3TErOPHR KOHOMASHLMENLHOCTI 683 YNET3 KITETOPHM KOHOHASHLMANEHOCTH
BHEWHWE XYPHANbI

TIPHUMHa 33NPET: OPHIWEHME NO MP3BaM A0CTYNa

Ycrpoiicrao
JetFlash Mass Storage Device 91XMKGHD

e B MporpamMMe ynpasieHus packporTe naHesnb "KomnbioTepbl", BbiIbepuTe 06b-
ekT ARM1, Ha Bknaake "Hactpolikn" naHenn ero CBOMCTB packponTe pasaen
"KoHTponb ycTtponcTte" n B Tabnuue "Ycrponcrea" Bbibepute 3anunch "YcTpoi-
ctBa USB / YcTponcrBa xpaHeHusi / <3ayepKHYyTOe HauvMeHOBaHWe YCTpoW-
cTBa>" — K 3TOMy YCTPOWUCTBY MOAK/IHOYEHME 3aMnpeLLEHO;

Q0@ [& 8+ srversnssNroal

v Quoov

® Susarp me sazen v |l ropa 88 Nogpaspesenis | @ Kewruposars v &5 Xyprans v P, Kouswau v B Ao

COCTORHME HACTPORKN

& ARM1.5N7.local

Cepgepbl 6e3onact tinaaiintl

&
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)

Aanrwe nosyuens: 16:1504 Obmogums JouwpTs WACKa W
< WrdposInse Admmba
& KoHnTponb ycTpoiicTs PR
NPAAOHEHA

Jaupnra cerensix

Ycrpoiicrea p
NOARNIONEHMA
+ 0T oD G B 114 Kosowo ratmmm v Mexcereeod wpan
ASTOPAIIUMR CeTEBHX
TE——— corammeni
TMogxmouenite pazpewenc

Hacneaporea (Moaxamouenve
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Kortpons nesar

B O ¥ Vinrepdeioisie yCTpOATES (Mbws, KABSHATY..
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©) @ @ Yerpodcres xparesma

@ o JetRash-Mass S Dev my

Hacneayporen (Nogxnoverve

Hacreayorca (Noaxaosenve

Awrupiepyc
Ofuapywenme BTOpxenti
Widposanme rpasuxa

n
Moakmouenme sanpewens

of

«  PEFMCTPALIMA COBLITUY
AaMinacTprposaree
Antrerpyc

Bxoa & cacTemy

e  BbI30OBUTE KOHTEKCTHOE MEHIO 3TOM 3anncu 1 BbibepuTe onumio "KonuposaTb";

COCTOAHUE

HACTPONKW

NVLEH3MK

) ARM1.5N7.local

Aanrie nonyvens: 16:15:04

& KoHtponb ycTpoiicts

Yorpoiictea
+ @ ¢ D[

Yorpoicrsa

a8e QYCIpoﬁcma USBE

O | Ceressie nnatei v Mogem|

¢

I”. Konorxu Tabnnuye ¥

Obroente

MapameTpu xoHTpORA

+ oBasurs yorpoiictes...

D CoxpanuTe..,

pELLIEHO

Loy enmne

(1] lh WHrepdeiichue ‘_.rclpoﬁrrl r'D Konwnpoeats I

0 30 Cxarepul  unbposse o

O g Npurrepe

B @ <o YcrpoiicTea xpanenus

& < letblach Masc Storage Device DLMMKEHD

D Beraswme

LYeHRe

LAroYeHne

& [oBasuts Mosens AnA yerpoiicTes..

LAROYEHIRE

W Yaamwms

PELeHD

MNogxntouerse sanpeweHo
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e B MNporpamMMe YynpaBfieHUs MepenauTe K HacTpolikaM MOJUTUKU KOHTPOS
YCTPONCTB cepBepa 6e3onacHocTn. B Tabnuue "Ycrponcrea" wenkHuTe npa-

BOWM KHOMKOM Mbiwn 1 Bblbepute onuuto "BcraButb";

COCTOAHME HACTPOVKA
= SERVERSNS.SN7.local

Aannbie nosyvers: 10:05:19 ObHoeuts

& KoHTponb ycTpoiicte

3aumra Ancka u
WAPPOBAHME A3HHLIX

Konrpons
NpUACKEHWA
@ Yapoiicrsa Jawmra ceTeBbIxX
NOAKNHOYEHNA
@ MonnTvxa yCTPOACTE BRAKOYEHE
-+ L‘] ’ 4+ Nobasums YCTPOACTEO..
KN © o
()"—_@—@‘i;ﬁrpohmalﬁr % nesaT
”
o JRNNEY PRSI G ;
" & 7 ~Eerue sTopxenuit
Q 9§ nTepdencHbig
a» epecion " Brue Tpaduka
» Q @ Cxariepel v ung ***° Hne
a» © 3 Npwrrepu L o
PETVICTPALIAA COBLITUY
d ® <» YorpoitcTea xpaterna MNoaxaroderve 3anpeuwero AfMUHACTUpOEaHKE

AxTisnpyc

Bxoa & cucremy

e 0bpaTuTe BHMMaHue, YTo B rpynne "YcrpoiictBa USB / YcTpoictBa xpaHeHus"

Tabnuubl "YcTporicTBa" nosiBunacb BblaesieHHas 3eNeHbiM LBETOM 3arnncb C
paHee CKOMWUPOBaHHbIM HAaMMEHOBAHMEM W3 pa3gena HacTtpoek "KOHTposb

ycTponcTB" koMnbtoTepa ARM1;

COCTOAHVE HACTPOWKM

& SERVERSNS.SN7.local

n m Orvmena

& KoHTtponb ycTpoiicTs

Q Ycrpowicrea

@) Noavruka ycrpoiicte sxmouena

+ m o FD D G' "-L Kononxu rabanus ¥

Ycrpoiicrsa MNapamerpol xoHTpONs

I e e S s e e
() o D:‘_’MmepOeﬁcnme ycrpoiicrea (Mbiws, ... Hacnegyrorea (Mogxaouenve
() G 3@ Cxareph v undpostie doroannapa... Hacnegyrorea (Moaxntouenue
() G 3 Npnurepsl Hacnepyrorea (Moaxntouenne
q B @ S YerporicTea xpareHua Noaxnoyerne 3anpewerHo
C, @ e JetFlash Mass Storage Device 91... Noaxnouerue 3anpewero

3awmTa agncka u
wndposanue AaHHbIX

Konrpose
NpUACKEeHWA

Jawmra cerenbix
NOAKMOYEHUA

Kowrposs ycrpoicrs
Ko#Ttpone nevatm
AnTisupyc

ObHapyxerune sTopKEHUA
Wudpoeanue Tpaduxa

OGHoenenne

PETUCTPALIA COBLITUY
Agmnmnctprposanne
AxTusnpyc

Bxoa s cucremy

e 1CMonb3ys onucaHue nn. 3 n 4 nabopatopHon paboTbl, U3MEHMUTE NapaMeTpbl

[ocryna K gobaBneHHOMY YCTPOMCTBY TakuM o06pa3oM, 4Tobbl goctyn 6bin
pa3pelleH BCceM Nosib3oBaTtesniaM, Kpome "user2", a 3ateM nNpuMeHuTe caenaH-
Hble HaCTPOMKM;

B Nporpamme ynpasneHus BblbepuTte 06bekT koMnbioTepa ARM1 1 ¢ nomoLbio
onumn "KomaHabl / TIpUMEHUTb rpynnoBble MOAUTUKN" €ero KOHTEKCTHOro
MEHIO NPUMEHUTE ANS Hero rpynnoBble NOSNTUKK cepBepa 6e30nacHoCTy.

14.Ha BM ARM1 nocnenosaTtesibHO NepeasTOPU3YMTECh MOA YYETHbIMK 3annciMu

"userl" n "user2" n NpoTecTUpyinTe BO3MOXHOCTb noAaknoyeHns USB-dneww-
HakonuTens.

15. Mepexntoumtecs B okHO BM ARM2 1 B nporpaMme ynpasfieHus OTMEHUTE BCe cae-

NaHHble orpaHn4eHns Ha ucnonb3osaHue USB-dneww-Hakonutenen.
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TakuMm 06pa3oM, Mbl paCCMOTPENM MPUMEPbI HACTPOMKN MeXaHM3Ma ynpasBfieHus
OOCTYMNOM K noaknodaemMbiM USB-dnell-HakonuTensM B JIOKaslbHOM U CETEBOM
BapuaHTax. BbinonHeHne nabopaTtopHoii paboTbl 3aBEPLUEHO.

NNabopaTtopHas pab6ota Ne4 "Hactponka mexaHMama 3aMKHYTOMU
nporpamMmmHoun cpeabl”

CTpyKTypa MoAenu AaHHbIX U NOPSAOK HAaCTPOMKK MexaHmama 3IMC 6biam onmcaHbl B
COOTBETCTBYIOWEM pa3aene rnasbl 3. B gaHHon nabopatopHon paboTte npoBoauTcs
Co3aHMe 3aMKHYTOW MporpamMMHON cpeabl A/1si Nosb30oBaTeNien B aBTOHOMHOM U ce-
TEBOM BapuaHTax ucnonb3oBaHusa Secret Net Studio Ha npuMmepe opraHmMsaummn BO3-
MOXHOCTM 3anycka TOJIbKO OrpaHuMyeHHoro Habopa nporpamm: [1pOBOAHMK,
MS Wordpad, MS Word, MS Excel, Internet Explorer, Kop3uHa.

Mogenb 3MC 6ynet co3gaBaTbCs Ha OCHOBE AaHHbIX XypHana Secret Net Studio. B
3TOM cniyyae, 4Tobbl cobpaTb HyXHble CBeAEHUs!, NOJIb30BATENAM pa3peLlaeTcs 3a-
nyckaTb Ntobble NpuioxeHnsa. Ha 3To 0TBOAUTCA HEKOTOpLIA Mepuos BpeMeHu. 3a-
NMyck NPWIOXEHUA perucTpupyeTcs B >ypHane. Ha Bpemsi cbopa cBeaeHumn
Heo6X0AMMO BKJIKOUYUTL PErncTpaumio BCeEX CObbITUI KaTeropum "3aMkHyTas npo-
rpamMMHas cpeaa"” Ha Tex KoMMbioTepax, Ha KoTopbix 3IMC 6yaeT ncnonb3oBaTbCs.

Mo okoHuaHuM cbopa cBeaeHu ocyuectensieTca ¢popMmmpoBaHme 3agady 3MC B Mo-
Aenv AaHHbIX Ha OCHOBE CBEAEHWI 0 3aMycKaeMblX NMporpammax u3 XxypHana Secret
Net Studio. DkcnopT cBeaeHMn B MoAesNb AaHHbIX MOXET BbINOJIHATLCS Henocpes-
CTBEHHO W3 /IOKasbHOro XypHana Secret Net Studio nnu ns gaiina, B KoTopbIit Npea-
BapuUTESIbHO 6binn COXpaHeHbl 3arnncun XypHana.

Mpumeyanue. McTouHnkom gobasnenus 3agad 3MC no xypHany B LEHTPaNU30BaHHOM peXume SBNs-
eT1cs evtx- unm snlog-charirn, B KOTOPbIN NpeaBapuTENLHO Oblnv 3KCNOPTUPOBAHDLI CBEAEHWUS U3 XypHana.

1. B okHe koHconu BM StartSNS yb6eamuTtecb, YTO Bbl aBTOPWM30BaHbl MOA YYETHOM
3anuceto "adminsns”. B okHe nporpammbl ynpaBneHust Boibepute naHenb "Kom-
notoTep"”, neperanTte Ha BkNagky "HacTpoliku" mn packpoiTte pasaen HacTpoek
"MonnTnkn / 3aimnTa NoKanbHbIX pecypcoB / 3aMKHyTas nporpaMmHas cpeaa’.

loix]
V @ I '9_3 Hawano I

COCTOAHME HACTPOMKH AULEH3MN

[ N

enesoe
XONWpoBarMe

Kniouw nosssoearens

&% 3awmTa IoKabHbIX pecypcoB

Onoeewenne o
Tpesorax

3amimyTan nporpaMmnas cpeaa Ayz JawwTa noKanLHLIX

pecypcos

[Awvcxkpeyuonroe
ynpasaenite 40CTyNon

Yuerrnie 3anucH, Ha KOTOPHE HE AEHCTEYIOT BUILTINVAamuHicrpaTops:
NPaskna 3aMKHyTOR NPOTPaMMHOA Cpeas!

3aTMpanve AaHHbIX
Monnomonmoe
ynpasaerue 40CTynom
@ NporpaMmian cpeaa
Sawwmra ancka u

WHPPOBAHUE ABHHBIX
3auwmra gucka u wndposanmne SaNHbIX PP

¥

Kowrposas

2. O6partute BHMUMaHMe, uyTto B Secret Net Studio ncnonb3syercs ogHa npuBunerus,
cBsizaHHas ¢ paborton 3MC, — OHa onpeaensieT rnosb3oBaTenien, Ans KOTOPbIX He
OENCTBYIOT NpaBusa 3aMKHYTOW NMporpaMMHoOn cpeapl. Mo yMonyaHuio 3Ta npusem-
nervs npeaocTraBneHa NlokanbHoM rpynne "AaMuHucTpartopsbl”.

JobaBbTe Cc nomoulbo KHonku "[dobaButb" @ agMuHucTpaTopa "adminsns" B
rpynny npuBUNErnpoBaHHbIX MOSIb30BaTeNeN, a 3aTEM COXPAHUTE BHECEHHbIE B

NONUTUKN U3MEHEHWS, UCMOJb3Ys KHOMKY "MpUMeHnTL" Tpumerns §

138



COCTOAHWE HACTPOVKM NALEH3UN

= enesoe

| Ommena xonuposanve
5% 3alunTa NoKanbHbIX pecypcoB

Kntoun nosssosarens

Onosewenve o
Tpesorax
3amKkHyTasn NporpamMmHan cpeaa Aya 3aUUTa NOKANBHBIX
pecypcos

Auckpeyuonroe
YNpasneHue A0CTynom

YuertHuie 33n1cK, Ha KOTOpHIE HE AERCTEYIOT BUILTIN\AaMmHHCTpaTOpSS i
NPasuAa 3aMKHYTOW# NPOTPaMMHOM Cpeasl
STARTSNS\adminsn
3atvpanve AaHHbIX

Monromouroe
ynpasnexue gocTynom

3awwTa Ancka u
3. [ns HacTtporikn mexaHmsMa 3IC 3anyctute nporpammy "KOHTpOSb MporpamMm u

AaHHbIX": "Myck / Bce nporpammel / Koa BesonacHoctn / Secret Net Studio / KoH-
TPOJiIb MPOrpamMM M AaHHbIX".

3 KOoHTponb NporpamMM u fanHbix _IE]] Xl
¢ Oaitn [paeka Bua Cy6 Cepeuc  Cnp

CICEX IENET Y TRNEC)

LCCIIUN B¢ Cybbexrnl ynpasneHns

‘ T CrpykTypa X | Mms o] Tun Pexum 3... | 3agal
‘1" * !‘; | b ® | E QSTARTSNS Moit KoMIoTEp KomnbtoTep - 5

CyBbekThl - Cyfwexst ynpasnersin
ynpasnenua | F-v @ STARTSNS

33a3Hna <] | Lo
e E— x
y l& Pecypcsl lﬂ Tpynnsi pecypcos L@M\m @ 3apaHus [@ CyBbexTsl yNpasneHna |
3ag3un Obvext [Twn |

{rotos 11000000 u 000001 [000000] |[17:28:11|

4. [ns dopMMpoBaHMs HOBOWM MOAENWN AAHHbLIX B MNT@aBHOM MeHO BbibepuTe onuumio
"®ainn / HoBas Mmogenb AaHHbIX". B OTKpbIBLUEMCS AMANIOrOBOM OKHe "HacTpolika
KOHTPOJIS MO YMON4YaHuK" ycTaHoBuUTe OTMeTKy B nosne "lMpepBaputenbHas
O4YMCTKa MoAaenun AaHHbIX".

Hacrpoitxa koHTpons no aHWIO m
[V HacTpouTh pexiM 3aMKHyTOI NporpasHoil cpeab:
V' NoBasuTe 3anasy "MS Windows™ E
¥ [o6asue sanauy "Secret Net Studio™ OTmesia |
¥ Hobasue sanasy Microsoft.NET™
™ RobasuTe rpynny pecypcos no xyprany Secret Net St

V¥ TMpoussoauTs noaroTosKky ans 31C
[ RoBasuTb apyrwe 3anauwm us cmoka

[V HacTpouTE KOHTPOMS LENOCTHOCTH PECYPCOB KOMNBIOTEDa:
¥ DobasuTe 3ana4y "MS Windows™
V' [ofasuTe 3anavy "Secret Net Studio™
I~ Konrponuposats npn noMowws NAK "Cobonk

™ RobasuTe apyrue 33aaqm us cwmoka

~ AOnOMMTENbHO:
V' MpeasapuTenstan ouMCTKa MOREM ABHHBIX

V¥ PaccuuTeisaTs sTanoHs! P
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5. Haxmute kHonky "OK". B AvanoroBoM OKHe MOATBEPXKAEHUS HAXMUTE KHOIMKY
"Oa". Mpeabliaywas mMoaenb AaHHbIX byaeT yaaneHa, u 3anycrutcsa npoueaypa
NoAroTOBKM pecypcoB Ans ucnonb3oBaHms B 3MC, N0 OKOHYaHUWM KOTOPOM aBTO-
MaTUYeCKWn 3anyCTUTCA pacyeT 3TasIoHOB AN pecypcoB. [JJoxautecb ero 3asep-

weHua.
MasT nograToeka pecypoos Ana ononksosanua & 3MNC &
Pecypc: C:\Windows\SYSWOWa4\assdo.dl
ustbaki o ook e o
]
JononHuTensHas MHbopHaLa:
Tpynnel (1): Auckosele ofBEKTEl CLEHapUA
3agaum (1) KoHTpone daknos Windows (pacuMpeHHEI)
SanaHua (0):
MeTonel (0):

6. [llocne ycnewHoro ¢hbopMMpPOBaHNSA MOAENN AAHHbLIX B OCHOBHOM OKHE MporpamMmbl
ynpasnexus KL-3MNC nosasuTcsa HoBas CTpyKkTypa 06bekToB. ObpaTute BHUMaHue,
4YTO B Hel yxe coaep>XuTcs chopMMpPOBAHHOE MO YMOJIHYAHMIO 3afaHMe, BK/IOYaA-
tolee KOHTponb pecypcoB camoi Secret Net Studio n OC Windows. Co3painte
HoBOe 3agaHue. [ins aToro B kateropmn "Cy6bekTbl ynpaBneHusa" BbI30BUTE KOH-
TEKCTHOE MEHI0 BHOBb CO34aHHOM CTpYKTypbl 06bekToB "BUILTIN\MNonb3oBaTenm"
n BblbepuTte onunto "AobaBuTb 3agaHue / Hosoe".

@ KouTponb nporpaMM # JanibiX - IDL)_(]
: Oain  [lpaska Bua BUILTIN\Nonesosatenu Cepemc Cnpaexa

A e=6/Q @802 0
o fopepi,

Crpyxrypa x Vs [ us | onucan... | Meroa (=
& o | s 3¢ | {-}mc anarpymweiUsers  24.05.2017 17:31:47  3agamm... KowTponb npu ...

Cyévexte || [ CybexTs: ynpasners l
3= & BUILTINYlonssosapex:

ynpasnenns || =

i @-v [ STARTSNS I fobaswte saganms M| %o Cywectsyoupe... Num +
@Tﬁ 8 Yaaaums Del r Hogoe... 1
3apaHuna &E CeoWcrea.., Enter

= il

7. B oTkpbiBLIEMCS AMANOrOBOM OKHE BBeauTe Ha3BaHue 3MC gna nonb3oBaTtesnien
N HaxmuTe KHonky "OK".

CozgaHue HoBOrO 338aHua Ha 3MC u

— Obwwme:

WMra; | 3NC ana I'IOHbBOBaTEHEI:ll

OnucaHmre:

-

oK I CTtmeHa | |

8. O6paTtuTe BHMMaHWe, 4To B OKHe "KOHTposb MporpaMMm v AaHHbIX" B CTPYKType
€034aHHOro paHee obbekTa NosiBUIAch 3anMcb HOBOMO 3aJaHusl.

@Konlpunb NPOrpamMMm 1 AAHNLIX _|D'5_l
: Gaitn [paska Bwa BUILTIN\Monbsosateam Cepeuc Cnpaska

He=>0aASB|N 0

LGCCIINl B« Cybvextn ynpasneuns

3 - X Wma A3 Onucan... | Metog
. .
g b Bo| % % | £S33NC anarpymbiUsers  24.05.2017 17:31:47  3ana... KoHTDOMb npi ...
i {83 31C ans nons3osaTeneil  24.05.2017 17:40:46 KoHTpone npw ...
Cy6meKTbi CyBnexTi ynpasnesis =

ynpaenesms || =¥ W |
2 | B ¢ £83 3NC ang rpynnsi Users |

‘ @ £2# 3NC ans nonbsosareneit ||

(ﬂz ] @ ¢ @ STARTSNS !

9. [nsa HacTtporkn MexaHu3Ma 3MNC Ha ocHoBe AaHHbIX XypHana Secret Net Studio
BK/IIOUMTE MAMKUIA pexnM paboTtbl 3MC, B KOTOPOM MO/Ib30BaTENIO pa3peLlaeTcs
ncnonb3oBaTb Ntobble NporpaMMel. ECnM npu 3TOM 3anycKalTcs NporpaMmbl, He
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BXOAsLLME B NepeyeHb paspelleHHbiX, — B XypHane Secret Net Studio perucrpu-
pytoTcsa cobbITns ayauTa OTKasa. DTO HYXHO Ang Toro, 4tobbl, He BNMsa Ha pa-
60Ty nonb3oBaTenel, B XypHase HaKoMUTb CBEAEHUS O BO3MOXHbIX OLlimbkax,
AONYLLEHHbIX NPY HacTpoike MexaHusma 3MC, n B nocneayowem nx ycrpaHuThb.

B >XeCTKOM peXxnme paspeLuaeTcs 3anyCcK TObKO TeX MporpamMmM, KOTopble BXoAsT
B CMMCOK paspeLUeHHbIX, @ 3anyCcK OCTabHbIX 610KMPYETCS, U B XypHane Secret
Net Studio perncrpumpytotca cobbiTms Tpesoru.

NS BKNOYEHUS MATKOrO pexuMma caenanTte cneaytoLlee:

e B OKHe "KOHTpONb NporpamMmm 1 AaHHbIX" BbI30BUTE KOHTEKCTHOE MEHI0 Cyb6b-
ekTa ynpasneHnus "StartSNS" n Bbibepute onuuto "CBoicTBa" - OTKpoeTcs
ANanoroBoe OKHO;

i} CeoiicTsa cyfbekTa ypasneHus |
. . i ————

OcHOBHBIE ] - ]

T o TARTSNS

Cnmcanme:

Moii komnsoTep -

Tan: | Komnewotep _]

siD: [5-1-00

OK | Omena |

e MepeKkNynTeCh Ha BKIaaKy "Pexumbl" 1 yCTaHOBUTE OTMETKM B nonsix: "Pe-
kM 3MNC BrAoYeH" 1 "MsArknin pexxmm".

L2

N Cooiicrea oYexa Do e

OcHosHble  Pexuml l

3amkHyTan nporpammHas cpeaa (3M1C)

[V Pexum 3MC sxmiover
[V "Markuir" pexim
I MposepaTs LEnOCTHOCTL MoOayNEit NEpea SaMycKom
I Mposepams 3aronosku Moayneit nepea sanyckom
I KoHTponiposaTs MCnonHAEMBIE CKpUNTHI

Wsonsuma npoueccos

[ Wsonaua NPpOUECCOB BKNOYEHa

OK | Omvena |

e HaxmuTe KHonky "OK", coxpaHute Mogenb un nepesarpysute OC Ha BM
StartSNS.

10.AsTopmsyiTeck Ha BM StartSNS nop yyeTHon 3anucbkto "adminsns" n akcnopTu-
pyrTte xypHan Secret Net Studio Bo BHewHui dann, ytobbl ouncTuTb ero. Ans
3TOro:

e 3anycTuTe NMporpaMMmy ynpas/ieHUsl B JIOKa/IbHOM peXuMe 1 B naHenu "Xyp-
Hasnbl cTaHUMN" oTkpomTe xypHan Secret Net Studio;
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) ABTOnOMHLIR pexomm : Secret Net Studio - Lientp ynpasnems =8 -lg]i‘

B ricewis I Ovpems COBbLITHA YIPO3bl

KYPHANbI EO3 Cobuite
D secet Net Studio X @, 25052017 11:47:47  SecretNetSt..  3anyck npouscca. KoHTpons npunox
E BesonacHocTn @, 25052017 11:4602  Secret Net St... 3asepwense npouecca, Kontpone npunox: @
E Cncresmast @, 2505201711:4558 SecretNetSt..  3anycx npouecca. Konrpons npunox
n i
E itz @, 25052017 11:45:57 SecretNetSt.. MMoss3osatens 50306H..  BXOA/EHXOA B
DUNBTPHI
@, 2505201711:1827 SecretNetSt.. [MoAb3osatess NPHOCTa..  BXoa/Ewixon
@ Bce Tpesorm
© 2505201711:1827  SecretNetSt..  Cwcrems vrmummposan.. Bxoa/ewxon
@ TPEBOrH NOSBILERHOIO Y.
@, 25052017 11:0257  Secret Net St... 3asepwenne npouecca. Konrpons npuaox:
JH
SHELRSAE AR Q‘-, 25052017 10:55:19  Secret Net St... 3asepuwenne npouecca. Kontpone npunox
@, 2505201710:55:15  Secret Net St... 3anycx npouecca. KoHrpone npunox
1710944 ~

e B MpaBOM YaCTM OKHA HaXXMUTe KHOMKY "DKCNopT XypHana" E M BbIrpy3uTe
XypHan Secret Net Studio B dhann c Nnpon3BosibHLIM HAMMEHOBaHMEM opMaTa
evix, yCTaHOBMB NpM3HaK O4YMCTKU XXypHana npu aKCrnopTe;

COBbITUA YrPO3ul

Aara Ky

i

3KCNOPT XypHana

25052017 10:55:15  Sec

25.05.2017 10:55:15  Sec JAonoannrensto V| Yaanarb sanucv nocne 3KCnopTa

@, 250520171147:47 Sec”
@,  2505201711:46:02 Sec Tun paiina adin xyprana Windows (evi) o a,
@ 45: 32
Ny |/ BT AR50 | e MyTs k daiiny C:\Users\adminsn\Documents\Secret Net Studio.evix 4
@, 2505017114557 Sec E
q’“ 2505.201711:18:27  Sec Konnuecrso sanuceit ® Bce crpoxu
© 2505201711:1827  Sec BuasneHHbIe
Q., 25.05.2017 11:02:57 Sec Avanason: or 1 Ao | 10944
@, 25052017105519  Sec Becw xypHan
Q
Q
Q

25052017 10:10:42  Sec

1/10944 ~ | Sxcnopt

e ybeauTecb B TOM, YTO XXypHasn OUMLLEH.

E toewsi [ omvpeme COBbITUA ¥IPO3bI
Gas KYPHANBI Cobtne Kateropus @
B secret Net studio X @, 2505201711557:22 SecretNetSt.. Ouncrea xypwasaperw.. Perncrpauus
c B sesonzcocm -
E Crcremmsii g
11 o
h:i Mpunoxeswit
[ | B
OUNLTPHI

11.Mepe3arpy3aute OC Ha BM StartSNS 1 aBTOpu3yihTeCh MOA YYETHOW 3anucblto
"userl - MBaHoB VBaH MBaHoBMY". [ocnenoBaTenbHO 3anycTuTe BCe NporpamMMmsl,
KoTopble 6yayT pa3pelleHbl B AanbHenweM nonb3oBatensam: lNMposoaHuk, Word-
Pad, MS Word, MS Excel, Internet Explorer, Kop3uHa.
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&3 Auocoson (A)
ﬁ TioscaneHiii pic

v DVD-amnocoson |
f;';|— (8 Kpvrrokoreies 2]

InemenToe: 0
bR
o

[2nenenron: o wr.

<

_.{c:\}-&rzm |,:|,nuq-mrw:rm Im-mllﬁuﬂ IEMI-M | Eu”% BN cum

12.MepeaBTopusyintecb Ha BM StartSNS nopg ydetHoi 3anucbto "adminsns" n oT-
KpoTe nporpammy "KoHTposib NporpaMM n AaHHbIX".

13.K co3gaHHOMYy paHee 3aaaHuto 3MC gobaBbTe 3a4aun Ha OCHOBAHMWU AAHHbIX U3
»XypHana Secret Net Studio. ns sToro:

e BblAeNNTE 3annCb CO34AHHOMO BaMu paHee 3aaaHus "3MC ana nonb3oBaTe-
nen" N B KOHTEKCTHOM MeHI0 BblibepuTte onuuto "[obaBuTb 3agaumn/rpynnbl /

HoByto rpynny no »xypHany";

& KoHTponb nporpaMm u faHHbIX _Iﬂlﬂ
: Gain [Mpaska Bua 3NMNCans nonbsosateneit  Cepsuc  Cnpaska

‘Ale=>20 QA @B&BEE|D O

OGOl B« CybbexTbl ynpasnenns

Crorrs ] [ vua 3 o
LA TARER A=)

CybbexTbl ypasneHnsa
ynpasnenna || v @ BUILTINYlonb3oBaTenm
o | [ ¥ 483 3M1C ans rpynnbl Users

5
b2
3
g

RS =T4:H] =1C ans nonb3paas
@ v [ STARTSNS 5a8 ¥ %o Cywecrsyiowme... Num =
PacyeT 3TanoHOB...
3agaHua Hosyto rpynny Bpy4HyI0...
..-\% WekniounTe us 4 Hosylo rpynny no katanory...
: ‘\‘\/’ #®  Yaanute Del HoByio rpynny nNo KN4y peecrtpa...
3agaumn &= csoiicsa.. Enter [T‘iOBle ERYRIY.R0 xypnally...j ——————I’
X
3KCNOPT BLIBPAHHEIX... Haeyo sa0a%y BPYIYO., T
C —— Hosyto 3agavy 4epes 3., yop
O6bekT [Tun

Tpynnsl
pecypcos

e B OTKpbIBLUEMCS AMANOroBOM OKHe BblbepuTe nepekntoyaTesnb "3arpyxaemble
mMoaynun" n HaxmmuTe KHonky "OK".
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CosaaHue HOBOW rpynnbi NO XypHany [

e
~/
.

(% 3arpyxaeMblie MOAYM
" WcnonHsembie ckpunTbl

ByaeT cosaaHa HoBas rpynna ¢ daitnamm, B KOTOPYIO BOMAYT
MOAYNM, 3arpyKaeMbIe Mk 3anpewHHbIE K 3arpysKe B
MPOLIECCE BoINOMHEHNS MPUNOKEHMI,

OK l OTmeHa I

14.B gnanorosom okHe "Co3aaHune rpynnbl N0 XypHany" yCTaHOBUTE crieaytowme na-
pameTpbl:

e "Cnocob" - "3 xypHana Secret Net Studio";
e B none "Monb3oBaTenb" HaxXMuTe KHOMNKy "Hantn" n Boibepute "userl”;

e B none "OTYeTHbI NepuoA" yKaXuTe nepuos 3arycka paspeLleHHbIX Mpo-
rpamMm ansa "userl". lMockonbKy B AaHHOM nabopaTopHon paboTe >XypHan
Secret Net Studio 6bin npeaBapuTenbHO ouulleH, none "OT4yeTHbIM nepuog”
MO>XHO OCTaBUTb 6€3 U3MeHeHUs.

Cosaanve rpynnsl No XypHany —— (|

Obuwe:

CriocoB: |3 yprana Secret Net Studio v |

MyTe K BXoaHOMY daitny:
C:\Program Files\Secret Net Studio\Client\Noname. xml LIOpaT

DUNLTP XKypHana cobbimuit; -

OT4YeTHbIN Nepuoa:

c [31.05.2016 | f10:08:00

MonbsoBaTens:

no: l01.06.2016 LI ]10:08:13+ [sTaRTSNS\User1 ]
[V 3anyck nporpammsi [V 3arpyska 6uBnuoTekn ‘
[V 3anpet 3anycka nporpammel ¥ 3anpert sarpysku GubnuoTexu

OTtmeHa I

15. HaxmMute kHonky "OK" n coxpaHute caenaHHble U3MEHEHUS B MOAENMWN AAHHbIX.

KoHTpoab nporpams ¥ AaHHb i)

| Boino yenewno goBasnero 398 obwbekTos.

16.YcraHoBuTe 3anpeT obMeHa AaHHbIMK Ans npunoxerHus WordPad ¢ apyrumm npo-
Leccamu, HaCTpomMB M30M5LMI0 Npoueccos. 4 3Toro:

e B OKHe "KOHTponb nporpaMMm u aaHHbix" B KaTeropum "CybbekTbl ynpasne-
HMSA" BbI3OBUTE KOHTEKCTHOE MEHI0 KoMMbloTepa StartSNS u Bbibepute onuuto
"CsoricrBa". OTKpOETCSa AnanoroBoe OKHO;
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& Cooifcrsa cyfbexTa ynpasneHna Pr—

OcHoBHbIE 1 Pesxinasl 1

O S TARTSNG

Ormcatne:

Moi kKomnsoTep -

Tun: ] KomnsioTep ﬂ

siD: [S-1-00

OK | Omvera |

e MepeknuuTeCh Ha BKIaaky "Pexumel" n yctaHoBUTE OTMeTKY B none "M3o-
NaumMs npoueccos BkoYeHa". ObpaTuTe BHUMaHME, YTO MEXaHWU3M U30ALMN
nNpoLeccoB MOXeT 6bITb BK/IOUEH He3aBucumo ot 3MMC;

3 Ceoiictaa cybbexta ynpasaetua S — (p2dem)

OcHogHbie  Pexvmbl |

[~ 3amkHyTan nporpammyan cpeaa (3M1C) -
V' Pexum 3MC exnioven
V' "Markuii" pexim
[~ TMposepATs LENOCTHOCTS MOAYNEN NEPeA SaMYCKOM
[ TMposepaT 3aronosku Moayned nepea sanyckom
™ KoHTponmposaTs McnonHAEMbIE CKPMMTS!

- W3onauws npoueccos

[V Wsonawis npoueccos sknioveta

[k ] _omes |

e HaxmuTe KHonky "OK". Pexunm nsonsaumm npoueccoB Ha4yHeT AeNCTBOBATb A1
BblI6paHHOro KOMnbOTEPa;

e BKJOUMTE m3onsumio ana pecypca WordPad. [ns atoro B okHe "KOHTposnb
nporpamMMm u AaHHbIX" BblbepuTe KaTeroputo "Pecypcbl" 1 packpoiite BeTKY
"®arnbl n katanoru / C: / Program files / Windows NT / Accessories". Bbi3o-
BUTE KOHTEKCTHOe MeHi anna "wordpad.exe" n Bbibepute onuuto "CBon-
ctBa". OTKpOETCS ANanoroBoe OKHO;
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@ KOHTpOnb ApOrpamM u QatHbix
: @aitn [paska Bua  Accessories  Cepemc

‘He=>0 | Q @&HE DG

Cnpaexa

=lolx]

s
CrpykTypa X | Mus | MyTs/Onmcarue | Tun
- % %%IB Slwordpad.exe  25.05.201712:26:19  C:\Program Files\Windows NT\A...  ®ai
yenern |8 Pecron X
ynpasnenuna | = @ @anb! U KaTanoru
3 =@ c ~ Obuwe
@ [ mso Tt |®as'm ;| 7 Kowponupoeate
@ = E Program Files (x86) LOnonHUTENSHO. .\ I
e = {3 Program Files Vs w iy
i+ Common Files | C:\Program Files\Windows NT\Accessories \wordpad. exe
a=) Internet Explorer
= - Micosoft Office -~
# Secret Net Studic NSO I Coans I »
3aza4m =] Windows NT opM
({8 Accessories X
= {5 Soft ey
( = [ vmT T
S ({8 Windows L
peqpcos || = {88 OfexTu peectpa yrn...
(i) ViconHsensie axpunTe: naHme
Goe...
[ flegecunTars AyGnb-nepecHeT: l YagmTe I
Pecypesl
[ox ]| _omee |
{rotos :3112]

B AWanoroBoMm okHe "CBoWcCTBa pecypca" HaxXmuTe KHoMky "JononHu-

TenbHO" — OTKPOETCH Creaytolee OKHO. YCTaHOBUTE OTMETKY B none "U3onu-

poBaTb npouecc";

JononHuTensHble CBOMCTBa NpUAOKEHMA

~MapameTpel 3MC:
[ Paspewnts BoNONHATE NioBbie ckpUTE!

[~ PaspewnTb BoNONHATL MOBbIE MOAYNN U3 YKa3EHHBIX

Karanoros:

L]

=

~MapaMeTpbl US0NALYM NPOLIECCOB:
IV MsonuposaTs npougcc

o]

OtMeHa I

nocnenoBaTesibHO Haxkmute kHonky "OK" B okHax "[JononHUTENbHbIE CBOMN-

cTBa npunoxeHusa" n "Csoiictea pecypca”. sonaums ansa pecypca WordPad
BKJItOUYEHa 1 Tenepb 06MeH AaHHbIMK Ang npunoxeHns WordPad ¢ apyrnmm
npoueccamun byaeT HEBO3MOXEH.

17.BkntounTte xectkmi pexxum gna 3MC. Onsa aToro:

B OKHe "KOHTpOnb NporpamMm u AaHHbIX" BbI30BUTE KOHTEKCTHOE MEHI0 Cy6b-

ekTa ynpasneHus "StartSNS" n Bbibepute onuuto "CsorictBa". OTKpoeTcs

AnanoroBoe OKHO,

pexum";

nepexkntoymnTeCb Ha BKAaaKy "PexuMbl" U CHUMUTE OTMETKY B nose "Markum
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W Coolicrsa oyGeexra e

Ocrosreie  Pexumst |

3amkHyTas nporpammHan cpeaa (3M1C)

[V Pexam 3MC sxniove
™ "Markui" pexum
I TMposepaTs LenocTHOCTS Moaynedt Nepea sanyckom
[ Mposepsam 3aronosku Moayneit nepen sanyckom
[ KoHTponuposaTs MCnonHREMbIE CKpUNTS!

Wsonauna npoueccos

[V Wsonawis npoueccos skniovera

0K I Omvera

e HaxmuTe KHonky "OK" n coxpaHuTe Moaenb AaHHbIX.

18.epeaBTopmsyintech Ha BM StartSNS noga y4yeTtHol 3anucbto "userl"” n ybeagurecs,
yTO NOJSIb30BaTENb MOXET 3anycKaTb TOMbKO OrpaHW4YeHHbI Habop nporpamm:
MpoeoaHuk, WordPad, MS Word, MS Excel, Internet Explorer, Kop3auHa. MNonbitku
3anycka Apyrux nporpamm, Hanpumep, Paint, 6nokupytoTcs.

C:A\Windows\system32\mspaint.exe

(0‘\ OTKka3aHO B AOCTYNE K yKasaHHOMY yCTPOICTBY, MyTh unu daiiny. BosmoxHo, y Bac HeT
HY>KHbIX NPaB AOCTYNa K 3TOMY 0BBbexTy.

19.Y6eauntech, uto aAns npunoxeHmns WordPad paboTaeT MexaHu3M M30a58UMM NPO-
LLeCCoB M KOMMpoBaHue Ntobbix AaHHbIX 13 okHa WordPad B apyrme npunoxeHus
HEBO3MOXHO.

20.MNepeaBTOpU3yiiTech Ha BM StartSNS noa ydeTHom 3anuckto "user2" n ybeantecs,
yTo 3IMC paboTaeT 1 AN 3TOro Nosb30BaTeNs TOXeE.

21.lepeaBTopuayitecb Ha BM StartSNS noa y4yeTHol 3anmcbto "adminsns"”, B npo-
rpamme ynpasneHuns oTkporTe xypHan Secret Net Studio n npocmoTpuTte 3anucm
KaTeropun "3aMkHyTasi nporpamMMHasl cpega" mn "Msonaums npoueccos” € TUMNOM
"AyauT oTkasos".

=
Y 0k ] [¥]
£ rocei [ O COBLITUA YTPO3b!
ARTEAN B | fara BIRIR | KOHCTPYKTOP SWALTPA  [Secret Net Stadio n
B secret Net studic X L 25052017 Seiiv.
B sesonscrocm 25.05.2017 e Kypranst Secret Net Studio Mpusoxenuit -
E Crcremmsii S Besonackoce CucTemmpid @
B nowoxermi ecre | Mpaowna guantpa E
DUNLTPHI .
25052017 Secre L Mpaeuso COneparop Yenosue
E:‘ Bce rpesorn
25.05.2017 Secre Kareropus v Coaepmur ¥ orpammman cpead; Msonaur
I vpescon nosswerrore
25,05.2017 Secre Tun ¥ | Pasno ¥ | Ayawr omxasoe
HELHWE XYPHANbI
S 25052017121 Secre
1/581 ~ Q Mowex & pesynsrarax & Nonyuwms wypran

22.01kponTe nporpammy "KOHTpOSb NpPOrpaMM u AaHHbIX", OTKIKYUTE MEXAHWU3MbI
3MNC n umsonaumMm npoueccoB, COXpaHUTE U3MEHEHUs W nepesarpysmte BM
StartSNS.

23.CamocrosAtenbHo. lMpu Hannunm cBob60AHOrO BPEMEHM, PYKOBOACTBYSCb Onumca-
HMeM AaHHOM nabopaTtopHoM paboTbl U UCNONb3ysa B ceTeBoM BapmaHTe N0 "KoH-
TPOSb NporpaMM M AaHHbix" u "LleHTp ynpaBneHus", npoBeauTe aHanoruyHyo
HacTporky MexaHusma 3lC B UeHTpannM30BaHHOM BapuaHTe A/15 nosib30oBaTesnen
"userl" n "user2". NMomHuTe, YTO Nepea AobaBneHneM 3agad No XypHany Heob-
XOAMMO U3 Hero aKCnopTMpoBaTb CBeAeHus B evix- nnu snlog-daiin.

BbinonHeHne nabopaTopHoi paboTbl 3aBepLUEHO.
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NabopaTtopHasa pabota Ne5 "cnonb3oBaHue
KPUNTOKOHTENHepoB"

B naHHoI nabopaTopHoi paboTe NPUBOAUTCS NPUMEP UCMOSIb30BaHUS KPUMTOKOHTEN-
Hepa Ans 3almnTbl MHdopMaLumm.

1. AsTopwusyiTecb Ha BM ARM1 noa y4yeTHon 3anucbio "dadminsns1”.

2. [Ina XpaHeHWUs KPUNTOKOHTEWHepa Ha siokanbHOM amcke "C:\" cos3garte nanky c
NPOU3BO/IbHbIM HAaUMeHOBaHWeM, Hanpumep, "C:\crypto".

3. Moakntounte USB-dnew-HakonuTenb, Ha KOTOPOM paHee 6bi1 co3aaH KpunTorpa-
dunueckuii kntou (cM. nabopatopHyto paboty N25 rnasbi 2).

4. HauHuTe co3aaBaTb KOHTEMHED OAHUM U3 C/IEAYIOWMNX Croco6oB:

OTKpOKMTe nanky "crypto" m B KOHTEKCTHOM MeHK BblbepuTe komanay "Co-
3aaTb / KpuntokoHTenHep Secret Net Studio". OTkpoeTcs AnanoroBoe OKHO;

B OKHe "Moli KoMnbloTep" pacKkporTe CUCTEMHYIO nanky "KpunToKOHTeNHEpbI
Secret Net Studio" n B KOHTEKCTHOM MeHI0 Bblbepute onuuio "Cosgatb”. B
OTKPbIBLUEMCS ANANIOFOBOM OKHE CO3/aHns HOBOro KOHTelHepa, B none "Pac-
NnonoXeHne KoHTeHepa" ykaxute "C:\crypto".

o )
HoBbiif KPHNTOKOHT eifHep
YKaKMTE NapaMeTpbl CO3A3BaEMOr0 KPUMTOKOHTEAHEPa B
.

PacnonoxeHne KpUnTOKOHTEHepa:

C:\crypto l

VMR KpUNTOKOHTEIHEPa:

PasMep KpUNTOKOHTEHEpa, MB:

MaKoManbHbIA PasMep 3TOM0 KPUNTOKOHTEHepa: 42117 M6
| | dopMaTHpoBaTL KPMNTOKOHTEIMHED NOCNE CO3AaHMA

|| aBTOMaTUHECKM NOAKNOYETDL NPU BX0AE NONb30BATENA

|| ucnonb3soBaTe KopropaTHBHLIN KoY

YTo6bl YCTEGHOBMTL NPaBa AOCTYNa K KPUMTOKOHTEWHepY and [ |
YYETHbBIX 38MMCEl, HEXKMUTE KHONKY “Paspelerna” Paspewerns...

5. B AManoroBoM OKHe CO3[aHWsi HOBOrO KOHTEMHepa yKaXute chneaylowme napa-
MEeTpbl:

"NMs KPUATOKOHTEVHEpa" — BBeAUTE NMPOM3BOJIbHO, HanpuMmep, info;
"Pasmep KpunTOoKOHTENHEpPa, M6" — 2048;

"aBTOMaTU4YECKN MOAK/OYaTb MpuM BxoAe Mnosnb3oBatens” — ycraHOBUTE OT-
MeTKY;

"ncnonb30BaTb KOPNOPaTUBHBIN K/TOY" — yCTaHOBUTE OTMETKY. B 3TOM cnyyae
cospaetca "Macrep-knatou", KoTopbii 6yaeT ncnonb3oBaTbCs ANS AOCTyna K
Nt060My KPUMTOKOHTENHEpPY, Y KOTOPOro AaHHOE MoJsie YCTaHOBJ/IEHO;

HakMuTe KHOMKY "PaspeweHuns"”, B OTKpbIBLUEMCS AMAfIOrOBOM OKHe ybeau-
TeCb, YTO AOCTYN K CO3aBaeMOMy KOHTEMHepY npeayCMOTpeH TONbKO AN Te-
Kyliero nonb3osartens "dadminsnsl”, a 3aTem 3aKpoinTe OKHO.

6. Haxmute kHonky "MoTOBO". OTKPOETCS AMaNioroBOe OKHO NMOATBEPXAEHUS Co3Aa-
HUSA KOHTelHepa. O3HaKOMbTECb C TEKCTOM COOBOLLEHMUS.
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Secret Net Studio )

BHumanue!

;!é AOCTyI'I K AGHHOMY KpMI'ITOKOHTeﬁHepy NPEAOCTaBNEH EANHCTEEHHOMY
NO/Ib30BATEN!D, Y KOTOPOTO 33KPbIThIid K/HOY COXPAHEH TONBKO Ha
oAHOM HocuTeNe, HToBbl HE AONYCTUTL NOTEPH 33N POBAHHON
MHGOPMaLMK, PEKOMEHAYETCA BLINONHNTL CIEAYHOLLME A€iCTEMA (XOTA
6bl 0AHO M3 NEPEYNCNEHHBIX):

- CKOMMPYWATE 33KPbITbIA KKOY Ha APYroi KHOYEBON HOCUTEN;
23 AO6BBbTe B CMCOK NONb30BaTENEN KpMnTOKOHTeﬁHepB ELLE OAHY
YHYETHYO 33aNNChb.

MpoaomkuTe NpoUEaypy CO3A3HMA KPUNTOKOHTEHHEpa?

Loz J{ b |

7. Haxmute kHonky "[Ja". O6beKT HOBOro KOHTelHepa nosBMTCca B nanke. Obpaturte
BHMMaHMeE, YTO COCTOSIHWE HOBOIro KOHTelHepa — "OTktoden".

8. [Ins panbHewnwemn paboTbl C KPUNTOKOHTENHEPOM HEOBXOAMMO 3arpy3nTb KpUNTo-
KNy, B obnactn yBeaomMneHuii Ha naHenu 3aaay Bbl30BUTE KOHTEKCTHOE MEHHD

3Hauka Secret Net Studio - n BblbepuTe onumio "3arpy3unTb kntoum". B oTkpbIB-
LeMcs AManoroBOM OKHE CHMMUTE OTMEeTKy B nose "Mcnonb3oBaTb MNepBbii
npeabsB/EHHbIN naeHTudukaTop" 1 yepes kHonky "Anck" Bbibepute Kitou.

ﬁpe.qbuame naerTndMKaTOp ==
Buibop uaeHTudmKkaTopa

MpeabssuTe MASHTUMAUKATOP, COAEPXKALLNIA KO
O LeHTpanu3oBaHHoro ynpasnerus MNAK "Cobonk”, seibepute ero 8
mcke U Haxxmute OK

WaeHTuduxaTop YcTpoitcTso

b ChemHbii anck 84-D46960D7A028-0C E:\

Ans paboTbl C AMCKETaMA M CHEMHBIMA AMCKEMU HEXMUTE
KHOMKY “Anck”.

[T Mcnons308aTH NEpBLI NpEABLAEREHHLIT MAEHTUDUKATOP

[ ok ][ omea |

9. Haxmute kHonky "OK". CocTosiHMe KOHTelHepa M3MeHuTcs Ha "lMoakntoyeH", u
6yaeT Ha3HayeHa bykBa aucka.

Ecnm cocTosiHme HOBOO KpUNTOKOHTEMHEpPa U3MeHUTCS Ha "He gocTyneH", 3akpoite nanky "Kpun-
TokoHTelHepb! Secret Net Studio” v oTkpolTe ee BHOBb.

10. OTtkpoiiTe "Mol KoMnbloTep" U yb6eanTechb, YTo B CUCTEME MOSABUIICS HOBbIN AUCK.

Moucx: Kamnsrornep

Ynopagounts v Ceoiicrsa Ceoiicres cucremst YARANTE MK USMEHNTE NPOTPAMMY » ;:: v zﬂ ‘@

& 3arpyzkn
L. Heaaenne mecta
BB Pabouwii cron

4 Xectkve ancky (2)

Noxanerbiit guek (C:)
-, NokanbHei gnck (B:) ~ o

L g 39,1 6 ceobopno ws 59,8 6
"‘85"6”"""“" 4 YCTpOICTBA CO ChEMHBIMM HOCUTeASMM (3)
Bugeo
- \\ DVD-auckosog (D:)
& Aokymerter = & L.—J Aucxosoa (A:) WIN7_ULT_MAY 64
&/ Vzobpaxerns ’!’y ¢ 0 GawT ceoboaro us 4,20 I'b

o' Myzsixa Transcend (E:)
C em———
Y pe—— S’ 7,83 15 crobogno v 299 16
cu Noxanwmuiii gncx — 4 [lpyrve (1)

&L Nokanwmsii ancr = Kpuntokontedineps: Secret Net
= }
i DVD-amnckosoa (I Studio

- Transcend (E) Cucremsan nanka

'h Cem ¥
JlokaneHeiil aunck (8:)

rjy" NoxansHbii auck
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11.OtdopmMaTnpymTe NOSBMBLUNIACA HOBbIV AMCK B opmaTe NTFS ¢ napameTpamu no
yMon4yaHuio. Tenepb CO3AaHHbIA KPUNTOKOHTEMHEP MOXET UCMOSIb30BaTbCA Kak
oTAeNbHbIN anck. Co3panTe Ha HOBOM AUCKE NarnKy C NPOU3BOJIbHbIM HaUMEHOBa-
HueM (HanpumMep, "my docs"), a B nanke — 4OKYMEHT NPOM3BO/IbHOr0 COAEPXKaHMUSA
¢ nobbIM HanMeHoBaHWeM, Hanpumep, "report".

12.Ha komnbtotepe ARM1 oTkntounTe USB-dneww-Hakonutenb n nepeaBTopusyinTech
noa ydeTHol 3anucbto "userl”. OTkporite "Mon komnbtoTep" n ybeauTechb, 4TO
ONA AAHHOMo Mnosib3oBaTenss AWMCK KPUMTOKOHTEWHepa He CMOHTWMPOBAsCs, U B
nanke "C:\crypto" gocryn Kk 06beKkTy KpMNTOKOHTEMHEPA HEBO3MOXEH.

MokasaHa npoueaypa Co3a4aHUs KPUNTOKOHTEMHEpPa U ero npuMeHeHue. Bbinon-
HeHne nabopaTopHol paboThbl 3aBEpPLUEHO.

NNabopaTtopHasa pabota Ne6 "HacTtpoinka TeHeBOro KonmpoBaHus
M MapKUpPOBKU NPU KOHTpoOsne ne4yatn"”

B naHHoI nabopaTopHol paboTe paccMaTpmBatoTCS BO3MOXHOCTW LIEHTPasiM30BaHHOM
HACTPOMKM MEXaHN3MOB TEHEBOIO KOMMPOBAHNSA 1 MapKMPOBKM B paMKax NOACUCTEMbI
KOHTpons nedatu Secret Net Studio ans BbIBOAMMBIX Ha NeYvaTb AJOKYMEHTOB.

1. OrtkpotiTe kKOHCONb BM ARM2 1 B OKHe nporpaMMbl ynpaBieHusl B CETEBOM pe-
»XMMe Ha naHenn "KomnbtoTepbl" Bbibepute 06bEKT cepBepa 6e30nacHOCTy.

2. HacTpoliTe CnMCOK NPUHTEPOB B rpynnoBoi nonutuke. [ns 3Toro oTkponte na-
Henb CBONCTB 06bekTa ServerSNS, Bbibepute Bknaaky "Hactpoiikn" n packpoiite
pasgen "Monutukn / KoHTponb neyatun".

- §

S » SERVERSNSSN7Jocal

v Quov @ Owmtp ne saaan v I nepse B8 fospesaesenis @ Kewwpossrs v &5 Myprans v B Kowarazs v Bl Apwneuporams

2| cocosME  HACTPOWKM
B SERVERSNS.SN7.local

ADCTyOM

Barvsie nonyves: 132743 Obroeurs
Jawoyman

NPOrPAMUMAR CPEAS

e < gol

& KoHTponb neyaty

Jaupma ancxa
LondposarAe A

© | Haarpoiion Aya Koerpons

npuAOKERIE

WD Maprupoexa aceymesoe

Bug wapaposk M0 yMananme

Kowrposs ycrposicrs

(D  Tenesce conmposare : Koropom nevan
Anmmsnpyc
(WD Depensnpassenve npesrepoe & RDP- . i Ofmapy=ere sTopmeni
Vo Wndpoearve Tpsduxs
Ofmosrenme
® [ Nprerrepn A PEFUCTPALIAA COBBITHY

NAPAMETPHI

3. O6paTuTte BHMMaHue, 4To B rpynne "MpuHTepb!" rpynnoBas noanTmka npuHTEpPOB
MO YMOJTYAHMIO BbIK/IHOYEHA, N CAMCOK NPUHTEPOB MNYCT. BkAounTe 3Ty NOSUTUKY
— HMXe B Tabnuue nosiBUTCS CMUCOK MPUHTEPOB, COAEpPXKALLNM €OUHCTBEHHDIN
anemMeHT "HacTtponku no ymondaHuio". NapaMeTpbl UCNONb30BaHUS MPUHTEPOB,
3aflaHHble ANsl 3TOro 3/IeMeHTa, NPUMEHSIIOTCS KO BCEM MPUHTEpPaM, KpoMe TeX,
KOTOpble B SBHOM BMAe NPUCYTCTBYIOT B CMINCKE MPUHTEPOB. SIBHO 33AaHHble Ma-
paMeTpbl AN KOHKPETHbIX MPUHTEPOB UMEKT MNPUOPUTET Nepes napaMeTpamu
anemMeHTa "HacTpolikn no ymonyaHuto".

U

Mcnonb3ya KHOMKY , BHMMATE/IbHO 03HAaKOMbTECh C OMWCAaHWEM MapaMeTpoB

crnvcka nNpuHTepoB.
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COCTORHUE HACTPOVIKMN
& SERVERSNS.SN7.local
AOCTyNOM
NanHbie usmeHeHs! Ommena

3amxHyTaa
™
= KOHTpOﬂ b rneyartu

NpOrpaMMHan Cpeas

3awmra ancka u
WHPPOBaHUE A3HHBIX

0 Hacrpoiikun Aya Konrposs
npuACKeHuH
O Teneeoe xonnposamve OTimoHeHD Ans BCeX NPUNTEPOS i 3awmra ceresbix
MOAKMOMENUA
a MNeperanpasnesdue npuHTepos 8 RDP- npeassreTCs nonuTMEaMn Wind
NOAKAIOHEHARX
Kontpons ycrpoiicrs
Npunreps! Aya KowTposns neuarv

AHTHENpPYC

Obuapyxerue sTopxesui

01 MNonuTvka npuHTepos BKAONEHA i
+

Wudposarue Tpapuka
Vs npunrepa Vi xounsiorepa Kareropun xonduaernupa | @ | i Oovbsaeime
D *ecmcimamym.. 5604 Fareropis @ PETUCTPALIVIA COBBITUY
" nAPAMETPL

4. BknouuTe NOAUTUKY AN9 NpUHTEpa "HacTpoliki no ymondaHuio". Yéeaurtechb, 4To
B rpade "KaTteropmm KoHbMAEHLMANbHOCTM" MO YMONYaHUIO yKasaHo "JTiobon ka-
Teropmn" n yCtaHOBUTE OTMETKY B MNosie "TeHeBoe KonupoBaHue" — ansi coxpaHe-
HMSA KOMWIA pacrneyaTbiBaeMbIX JOKYMEHTOB.

O6paTnTe BHUMaHME, YTO NpPM HEOBXOAMMOCTM B SiYEKe KONOHKK "PaspelueHns”

@ MOIyT YCTaHaBMMBaTbCS MpaBa MNonb3oBaTesiein Ansl neyaTm AOKYMEHTOB A1s
KOHKPETHbIX NPUHTEPOB WK ANs 3nemMeHTa "HacTponkn no ymondanuo".

COCTORHUE HACTPOUKM
& SERVERSNS.SN7.local

Dantibie nsmenennt Ormena :::::‘;:,
L)
& KoHTposb NevyaTn

NPOrpaMmMKasn cpeaa
3awmra Ancka v
wudposanve ganHsix
0 Hacrpoiikn Aya KoHTpose
NpuACKenni

(I Teneroe konuporanue OTKMOHEHO ANR BCEX NDAHTEPOR i 3awmuTa ceTesnIx
NOAKMOMEHNIA

a» MNepenanpasaexue npurTepos & RDP- npeasnReTcR noavTkamu Wind i
NOAKNONEHARX

Kontpons ycrpoiicrs
() Npunrepst Ava KonTpons neyaty
Antusupyc
a MNonnTvka NPUHTEPOE BKAKOYEHS i
Obnapyxerine BTOPKEHUA
-+

Wudposanue Tpaduka

| @ | i Obroenerne

Wus npunrepa Wma xomnsiorepa Kareropun xonduaenuma

PETUCTPALIUA COBLITUV
MAPAMETPbI

5. Cnuncok NpuvHTEPOB B rPynnoBOM MOMUTUKE HAacTpoeH. Haxmute kHonky "Mpume-
HUTL" MNpumennms

6. Hactponte ana npuHTEpPOB MYHKLUMIO TEHEBOIO KONMMPOBaHus. s 3Toro:
e B pasgene nonutuk "Monutmkm / KoHTpoab neyaTn" BKAKOYMUTE rpynnoByto Mno-

1

IMTNKYy "TeHeBoe KonMupoBaHWE" M C MOMOLLbIO KHOMKMW BHMMaTENbHO
03HaKOMbTECb C ee OnncaHuem;

e U3MEHWTEe YCTaHOB/IEHHOE MO YyMON4YaHWo 3HaveHne Ha "OnpegenseTcs
HacTpoMkaMun npuHTepa" — HacTpamBaeMas dyHKUMS ByaeT BbINOMHATLCA AN
NPUHTEPOB C BKJTIOYEHHBLIM PEXMMOM TEHEBOIO KOMMUPOBAaHWS;
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COCTORHUE HACTPOWKW

& SERVERSNS.SN7.local

AOCTynoM
Aantbie u3merenbt m Omvena
3amknyTan
™ K . nporpaMmHan cpesa
= OHTPOJIb rNe4yaTu Saiigrs W
wndposaHne AaHHbIX
0 Hacrpoiixu Aya Kowurpons
NpUAOXeHnRA
‘u Texesoe konvposaHue Onpegenretcs HacTpoikamy npu.. ¥ i Baga e
NOAKAOYEeHUM
a Mepenanpasnerue npuHrepoe & RDP- Cnpeaeaserca noantvikamn Wind i
NOAKAONEHHRX
Kontpose yctpoiicrs
Kortposs neuatw
Ay
©  Npwrepn s Antusapyc
f! MoAnTiKa NPUHTEPOE BXAtONEH | ObHapyxeHue BTOpXEHM
L garne Tpaduka
& dpo pad
OfHoBneHme
Vima npuHTepa Mus xomnsioTepa Kateropuu konduastuma | (D H e
| M PETMCTPALLMA COBBLITUY

HaXMUTEe KHOMKY "lMpumMeHnTs" m .

7. HactpoliTe ans npuHTEPoB YHKLMIO MapKMPOBKM AOKYMEHTOB. sl 3TOro:

B pasaene nonutuk "Monutmnkn / KoHTponb nedaTu" BKAOYUTE rPynmnoByto No-

nnTuKy "MapKupoBKa AOKYMEHTOB" M C MOMOLLLI KHOMKWU BHMMATENbHO

O3HAaKOMbTECb C OnNMCaHMEM €€ NapaMeTpPoOB,

M3MEHMTE YCTaHOBJIEHHOE MO YMOMYaHMIO 3HadyeHue Ha "CTtaHaapTHas obpa-
60TKa" — 3TOT peXnM MOXET UCMONb30BATLCS BO BCEX NOAAEPXKXMBAEMbIX NPU-
NoXeHuax. B JaHHOM pexuMe npeanoyTuTesnibHee nedyataTb [AOKYMEHTbI
uenvkoM. MNpu neyaTtn pparmeHTa AOKYMEHTa Mapkep 6yaeT coaepxaTb CBe-
AeHWs TONbKO O pacrnedyaTaHHbIX CTpaHuuax 6e3 ydyeta obLiero KonmyecTsa
CTpaHuL AOKyMeHTa (Tak KakK pacrnedaTaHHbli parMeHT BOCNpUHUMAETCS
KaK oTAesNbHbIA OKYMEHT);

ncnonb3ya KHonky "PepakTtupoBaTth" , 03HaKOMbTECb C BO3MOXHOCTbHO
peaakTMpoBaHUA 3aAaHHbIX rpUdOB MapKUpOBKU. Bbibepute kpaTkuin rpud
ansa wabnoHa "Tpudg No1";

(' - Peaaxtop mapkuposion ESFE X
! s an; KomnonoBka .@
Wrea Tpugp NE1 Hma PeKBAIWTH BHUIY CTPAHMLE
ﬂ Hoswii mapkep ] Hopuri waBaon
2 YAanWTE MApKEp 2 YaannTh WasnoH
Maprep Watno
Mapxepsl S
L. PexawawTe sHiay ¢ & S —

KaTeropum KoHGHAEHUMAALHO T

7] Jenonxutensto
P
b
i D Ha nocneaweid crpann

=[] Ha xaxgoi crpannue

[ Ha gonoarurensHoi ¢ =
4[] denenxurensho

e

-] Ha aononsmrensroi o

Mpiad N1

Ha nepsoi cxpannue

.} Kparewii rpnds

L. Kparawii rped

i »

ATPHEYTE

LWaGaoHe cTpaHmny,

100%

000000:000000 e —1b @

obpaTtute BHMMaHWe, YTO ecnu B nonuTuke "MapkupoBKa AOKYMEHTOB" Bbl-
6paH napameTp "PacwwupeHHasi obpaboTka", TO C NOMOLLbID KHOMKWU-CCbISTIKM
"MpunoxeHns, BKAIOYEHHbIE B pacLUMpeHHY0 06paboTky" MOXHO ynpasBnsaTb
nepeyvyHeM NpUIOXeHU, KoTopble 6yayT noaaepXnBaTb MapKMPOBKY nevata-
€MbIX JOKYMEHTOB;
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COCTOAHWE

HACTPOVIKA

& SERVERSNS.SN7.local

AOCTYTIOM

Aannbie

™
@& KoHTposib neyatu

Hacrpoiixu

Omvena

@
.. @)

@ ) Tewesoe konuposarue

Mapkupoexa AoxymenTos

Cranpaprras obpaborka

Aya

v

Bua mapxuposxy:  Moabsosarensexuit

©)

DUAOKEHUA

BXMOUEHHBIE 8 DACLUNDE

OnpeaenreTca HACTPOWKAMY MPH...

() Mepenanpasaexue npuxtepoe 8 RDP- Crpeaesserca noanT
NOAKAIONEHARX
© nNpunrepn
@& ) Mommxa npuntepos exaovera

e HaXMuTe KHOMKy "lMpumMeHnTs" .

3amkryTan
NPOrpaMMHasn Cpeaa

Sawwmra gvcka u
WWOPOBAHME AaHHDBIX

Konrpons
NPUAOKEHNA

3awmra ceresbix
NOAKAOYEHUA

Konrpons yctpoiicrs
Kownrposns nevatm
Antnenpyc

OBHapyxenue eETopXeHuit
Wwdposarue Tpaduxa

CbrosneHue

PETVICTPALLVA COBLITUV
NAPAMETPBI

Mpumeyanue. Ecrv pexum MapkupoBKY OTKITOYEH, PETUCTpaLs COBbITMIA neYaTy B XXypHane
Secret Net Studio ocyLLecTBnsieTcs B 3aBUCUMOCTY OT COCTOSIHS MapameTpa rpynnoBoi nomnu-
TUKM, KOTOPbIV ONpeaensieT AeicTBme (YHKLMW TEHEBOTO KONMPOBAHWS ANs BCEX MPUHTEPOB.

Ecrm gns napameTpa "TeHeBoe KonupoBaHKe" ykasaHo 3HadeHue "OnpeaenseTcs HacTpom-
kamu NpuHTEPa", PETUCTPUPYOTCS COBBITMS Havarna U OKOHYaHMS nevaTy AokyMeHTa. Mpu geit-
cTByloLlEM 3HaueHUM "OTKIMIOYEHO ANs BCEX MPUHTEPOB" — B XXypHane pPerncTpupyoTcs
TONbKO CoObITUS "TleyaTb LJOKyMeHTa".

8. B OKHe nporpaMMmbl yrnpaB/ieHUs B CETEBOM pexuMe Ha naHenu "KomnbtoTepbl"
BblbepuTte 06bekT ARM1, Ha Bknaake "Hactponkun" packpoiTte pasagen "Monu-
TUkKM / KoHTponb nevatn" n ybeanTtechb, 4To Ha KomnbioTepe ARM1 npumeHsitoTcs

rpynmnoBble MoJIMTUKM, 3alaHHble Ana cepBepa 6e30nacHOCTy.

Y6eauTecb, YTO TO e caMoe CnpaBeaMBO U Ans KoMmnbioTepa ARM2.

COCTOAHWUE
| & ARM1.SN7.local

Hacrpoitkm

Mapxiposxa AOKyMEHTOE

Texesoe Konuposanwe

MepenanpasaeHue NPUHTEPOE &
RDP-nogxmosenmnax

Mpunreps:

HACTPOVKM

NALEH3NN

Aanrue nonyuens: 1529:28

™
& KoHTponb neyatn

Bua mapxuposxu: Monbsosa...

OnpeaenseTcs NOAKTHKA... ¥

WUctounmx

SERVERSNS.SN7 jocal

SERVERSNS SN7.jocal

TNoxanshsiit

O6rosurs

Ayan

AOCTYNIOM

amkHyTas
NPOrpaMmMan cpeaa

3awnTa pvcka v
wnbposanue garmmnix

Koktpons
npuaoXeHni

3awmTa cetesbIx
NOAKNHOYEHNH

Mexceresoit 3kpam

AsTopM3aumMA CeTEBbIX
coepnHenni

KoHTpoak ycTpoiicTs
Korrpons nevara
AxTusnpyc

OGHapyxenue BTOpKeHNA
Wudposamnne Tpaduka

O6HoBneHne

PETMICTPALIMA COBLITUY
NAPAMETPbI

MpoBepbTe paboTy MeEXaHW3MOB TEHEBOIO KOMMPOBAHMA U MapKUPOBKW AOKYMEH-
TOB MNpw nedvatu. Onsa atoro Ha BM komnbioTepa ARM1 nop yyeTHOM 3anucblo
"dadminsns1" oTkpowiTte noboi n3 AOKYMeHTOB, KOTOpPble Bbl CO34aBajaun Npw Bbl-
nonHeHnn nabopatopHori paboTbl 1 AaHHOM rNaBsbl.
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E] n > el 4 TecT [Pesxnm orpaHnueHHO dyHKUwoHansHocTn] - Word ?
FNABHAR BCTABKA JM3ANAH  PAIMETKA CTPAHWMLIE CChIMKM  PACCBUIKM  PELIEH3VPOBAHME  BMA

i, | Calibri - |11 =
1Y g WK Ho-amex, | fe AabBBalt, AaB6Ber, AabOB
BcrasuTe o aty . A~ Aa- Py T OBbwrsiii| T Bes wHte.. Jaronoso.. |+ Pe
Bydep obMesa WpndT F] ] Crnn T

[LOKYMEHT € CeKPeTHOI nHbopmaLmed|

10.BbinonHWTE nevatb AOKYMEHTA Ha YCTaHOBIEHHOM MO YMOSYaHUIO BUPTYasibHOM
npuHTepe. B NpoMeXXyTo4YHOM AMaNoroBoM okHe "ATpubyTbl AOKYMEHTa" CUCTEMBI
Secret Net Studio BBeanTe NpOM3BOSbHbIN YYETHbIA HOMED, @ 3aTEM COXpaHUTE C
nobbIM nMeHeM dainn neyaTn .xps.

®©

Sa— [Teyatb

Tect [Pexxum orpannuentoit gpyrkunonansHoctm] - Word

Cospate

- Konum: |1 =i
=
OTkpbith =]
MNeuats . =

Coxpamnts
Coxpanuts Kax ﬂpMHTep ™l

@/ Virtual Microsoft XPS Doc...
Mevats = .74 >

<%, [loroso

O6Lumii gocTyn CeolicTea NnpuHTEpa

Hactpowika

Jxkcnopt
‘—[—it] Haneuarats sce cTpannubl
-

3akpuite

Bce cpasy
Crpanuus:

OAHO(TOPOHH“R ne4ate

J

Yyetnan

MeuataTh TONBKO Ha OAHO.
3annce

]

Pazobpatb no konuam

Mapamerpei 123 1,23 123

—L’ KHuxnan OpueHTaumns v
i 4
/] Letter .
‘ 21,59 cm x 27,94 cm | = 1 jmsl b 0% =
ATpuByTl AoKyMEHTa @

KaTeropHa KosiaeHLMansHoCTI: Femzemo

MADKED: |y ot ~|
—ATpubyTEl AoKyMeHTa
ATpubyT | SHaueHre |
Jata nevatm 25.05.2017

Whn daiina Aok yHeHTa

YposeHe KoHbuasHLMansHoCTH  CerpeTHo
YuETHBIR HOMED

DAC MCNOAHKUTENS dadminsns1

123 Mamerums

.
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[5» Bubanorexn » fokymenTe: » - !6, "[ Mouck: HoxyreHms pe)

¥nopsgounte ¥ Hozas nanka = 0

{& Visbpanroe Z Bubavoreka "[loKyMeHTb!"

Ynopagouurs: [anxz ¥
8 3arpyzen Brmouaer: 2 mecra

-~

il Hegashme mecra Wms [laTa MEMEHEHUA Tun

Bl PaBouwiicron E
Her IEMENTOS, YAOBAETEOPRIOWMNX YCNOBMAM NONCKA,
4 BuBnnorexn
B Buaeo
i] Hoxymeriret
&= Vobpaxernsa

J\ Mysbika

™ Komnstotep v 4 n »

W daitna: | testixps b
Tun daiina: [ﬂ.oxynem XPS (*xps) ']

4 Cxpurs nanku [ CoxpaHnTe ] | Ortmesa ]

11.OTKkpoliTe nanky, B KOTOpYyt 6bin coxpaHeH Xps-dalin, npocMoTpuTE pacneva-
TaHHbIA AOKYMEHT 1 ybeamTech B HAaIM4YMKM HAaCTPOEHHOIO BaMu paHee rpuda map-
KMpPOBKW. TaknM 06pa3oM, MapKMpoBKa AOKYMEHTOB NPOBOAUTCS B COOTBETCTBUMU
C 3aaHHbIMX paHee napamMeTpaMm rpynnoBon MOIUTUKN.

A testxps - Cpeacteo npocvotpa XPS i . @EH
GO ®aiin v Paspewenns v [loanwcn v . . &’-:j - [H.';Grru pel - e
CexveTno
HoKYMeHT: [
Dara: 25.05.2017 Jmer: 1 (1)
Hcnonaurens: dadminsnsl Per A i & =

D OoKyMeHT € cekpeTHoi uHbopmaumein

“ [ n | »

Crpammya 1 usl € d U 100%

12.Tenepb npoBepbTe pe3ynbTaT TEHEBOro konmvposaHuss. Ha BM ARM1 oTtkponte
nporpamMMmy ynpasJieHUsI B JIOKASIbHOM pexume n B naHenn "XXypHanbl" cpopmm-
pyiTe 3anpoc ans otbopa 3anucen xypHana Secret Net Studio kateropumn "KoH-
Tposib neyatn".

8 Nloxanbrwi pexsm : Secret Net Studio - Lientp ynpasaenns

l ) ©0[ ]
B roewin M Onepars COBbITUA yrPo3bl
IKYPHAAbI | Lo (LAl KOHCTPYKTOP ®UNBTPA  Secret Net Studio
I Secret Net Studio X @ 25052017.. SecretNetSt
tD 1D sesenacroc Q. 25052007,  SecretNets{ YIPT  ¥ Seqrethet Studio fpaemeie) ~
B¢ = Besonacrocti Cuecremmsiit T
1. TN @, 25052017..  SecretNetSt
= A @, 25052017  SecretNets: MPaswnagunstpa )
ki Q,  25052017... Secret Netst € Mpasuso Oneparop Ycnosuwe
0 e ity Kareropua ¥ | Conepxanr ¥ Kourposs neuars
E Tpeeork nossiwenHo. .
BHELUIHWE XYPHANbI
s A Q Mowex & pesyastarax & Nonyuwrs wyprian

13.pocMoTpUTE NoOMy4YeHHble 3anucK. Bolaenute 3anumce "CoxpaHeHne Konumm Hane-
YaTaHHOro AokyMeHTa". OTKpoKTE AeTasbHble CBEAEHMSA ITOM 3anMcn U HanaguTe
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cTpoky "MaeHTudwukatop Konum B XpaHunuwe" - no 3ToMy uaeHtudukatopy
MOXHO HaNTWU COXpPAHEHHYI0 TEHEBYIO KOMUIO AOKYMeHTa. Haxmure CCbiiky B
cTpoke "MaeHTudgukatop Konum B XpaHunuwe". Ecnm cucremHas nanka "System
Volume Information\SnCloneVault\Temp" oTkpblnacb, To neperaute K n. 15, B
NPOTUBHOM Cflyyae — BbINOAHUTE N. 14,

B Hosuii [ Orepoins COBbITUA YIrPO3bI
XKYPHATbI v Karerop... Wcrourmx
E Secret Net Studio X | @ 25052017.. Secret Net St...  Ycnewwoe zasepwenne nedam 4. Kowtpons n...  LocalProte
EJ BesonacHocti Q@ 25052017 Secret Net St.., Ycnewsioe 3asepweHve neqam 3k..  Kowtpose n..  LocalProte
@ Crcremuuii @, 2505.2017... Secret Net St...  Hauano nedaru sksemnnapa goky.. Kowtposs n.. LocalProte
@ Mpnnoxenuii @, 25052017 Secret Net St..  Hawano nevatu gokymenTa. Kowtpons n...  LocalProte
PRI @, 25052017.. SecretNetSt.. Coxp KONWA Hary ... Kowtpons n.. LocalProte
@ Bee Tpesoru
El Tpesory nossiweHHo...
AETANIbHO OBLUEE TAPAMETPb! 5/5 (v
BHELIHWE XXYPHA/IbI Onucanmne

COXpPIHEHNE KON HANSUSTIHHONO AOKYMEHT3,
Wma npouecca: CAmso\OfficelS\WINWORD.EXE
ID npouecca: 3028
MNpunTep: \\ARM1\Microsoft XPS Document Writer
3aaanue: 2
Hazpanue aokymerTa: Microsoft Word - Tect
Kareropva KOHOWASHUMaNLHOCTA: CEKPeTHO

Wms ¢aitna:
NaeHTouKaTop Konuu B xpakuauwe: 2017-05-25-2013682E00000000
Aannbie

14.Ecnum cuctemHbin katanor "System Volume Information\SnCloneVault\Temp" He
OTKpbUICS, cAesnainTe npeaBapuTesibHblE CUCTEMHbIE HACTPOMNKMK:

e YCTaHOBWUTE MapaMeTpbl MPOCMOTPa CKPbITbIX U CUCTEMHBIX Manok u ¢alinos
Ha nokanbHOM aucke komnbtotepa ARM1 ("MaHenb ynpaenernus / MapameTpsbl
nanok");

MapameTpi nanok [+ ]

| Oduve | Bua | Nowex

MpeacTasnexmne nanok

MoxHo npumenmnTs Bua, Bbibpar-si ana 310
".: B naniu, Hanpumep, “Tabnuua" umi “3Haukn”,
s KO BCEM Nankam 370ro TMna.

[ Mpmmersims k narwam | [ Copoc enaa nanox |

DononHuTensHble NapameTps:
[V] Orofipaxams cxamie nm saumbposarenie daitns NT| »
Mpw BBOAE TexcTa B pexyme "Crncox”
) AsTOMaTMNECKM BBOGMTL TEKCT B NONE MOMCKa
© BoigensTs B8€NEHHLIA 3NEMEHT B CrMCKe
[] Crposams sawmuenHbie cveTemHbie Gadnb! (Dexomen,
[] CxpeiBats nycToie ancku & nanke "Komnsiotep”
[¥] CrpoiBas pacusiperns Ans 3apervcTPHpOBaHHLD THIE
CxpeiTbie painsi 1 nanku r
") He nokasssams ckpbitsie Gaitns!, Nanku U pMokn |
@ MMoKasbIBaTs CKPLITHIE @3NbI, NEMKM 1 AMCKK |8

< | m | »

| Boccrarosuts ymonuarua

[ ok ][ Omena || Momen

e ans katanora "C:\System Volume Information" oTkpolite okHo "CBolicTBa" n
Ha Bknaake "be3onacHocTb" AobaBbTe B rpynny nonb3oBaTtenein agMMHUCTpa-
Topa "dadminsnsl" n ykaxuTe ansa Hero paspelleHue "lMonHbin goctyn”;
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Wl Pazpewequa ans rP!nnm "System Voline_ Informatio... ﬂ

BesonacHocTs

WMmR ofibexTa: C:4System Volume Information

pyMMEl MMM NoNbS0BaTENN:

82, cvcrema

z adminsns1 {adminsns 1@SN7 local)

E.oﬁaaum][ ¥aanute ]

Paspewerna ana rpynns "adminsns1"
Pazpewwte 3anpemits

MonHei gocTyn

Wamenerne

YTeHME W BRINONHEHWE
CrncoK coaspkaMora nankm
Yrenme

nUﬂDOaHBB ofi NMPEENEHA ICTYTIOM W DSSPELEHN A

e e e

e B NporpamMe yrnpaBfiEHUS B JIOKAJIbHOM peXMMe HaXMUTE CCbIIKY B CTpOKe
"MpeHTndukatop konum B xpaHunuuwe". OTKpoeTcs CcuUcTeMHas narnka
"System Volume Information\SnCloneVault\Temp".

15.OTkpoliTe nanky ¢ naeHTMdUKaTOpoOM KON U NPOCMOTPUTE AOKYMEHT TEHEBOIO
KOMMpPOBaHMS.
| —— L=

@Ovl I, « TEMP » 2017-05-25-2013682E000000... 'l‘f” Mouck: 2017-05-25-2013682600000000 P |
 —— ——— v

¥nopagounte ¥ LobasuTs B Gubnnotexy v O6wwmii goctyn v Hogas nanka g= » [ @ l

-

¢ VisGpantioe pa WNma [ata nsmeHeHus Tun Pasmep
& 3arpysku || 01D2D554970258BC xjb 25.05.2017 15:47 ®aiin "XJB" 29 Kb
| Hepasnue mecta ’ 4 01D2D554970258BC 25.05.2017 15:47 JDokyment XPS 93 KB‘ I

Bl Pabounii cron

16.CobbITMA NeyaTn 1 TEHEBOr0 KOMMPOBAHUS MOXHO YBUAETb M B CETEBOM peXunme
NporpamMMbl ynpas/ieHusi, eC/in NMPoBeCTM CH0p XXypHaNoB C 3alumLLaeMbiX KOMMb-
IOTEPOB.
Mepenante B KOHCONb BM ARM2. B naHenn "KomnbioTepbl" BbI30BUTE KOH-
TEKCTHoe MeHl 06bekTa ARM1 n Bbibepute onunto "XXypHanbl / CobpaTtb Xyp-
Hanbl ¢ KoMnbloTepos / Secret Net Studio".

=1 COCTORHWE HACTPOWKW JNHLEH3MK
CepBep bl bezonact L
(., T &) ARM1.SN7.local
* Jocal Aannsie nosyders: 154541 OfnosuTs
o3
1 &3 KoHTposb neyatu
Hacrpoiikn Werounme Ayaw
i I.mon AT A Ty SERVERSNS.SNTJocal ;
Y Xypwan Tpesor Y
’ Xypwans xomnelotepos w3 B 4
o |8 ¥raEpaNT BNNBPATHYIO KOKGHIYDALIMIO-. I 'W%MU‘WW M E;ecrel T j
3
_Jrne ONpeaEnseTcr HacTpd BezonacHocTA
Cucrenstisl i
(=] ISOECJ::'ERSNS.SN?. :;E:;:z:;te:hﬁ‘:lwmepos = OnpegenseTca noamT MpunoxeHud
; Y Secret Net Studio w besonacrocm
Bee
NpuHTeps! a2
4| v
4 I b
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17.06paTtuTe BHMMaHWe, YTo B MaHeNMN CO6bITUIM NOSABMTCS 3anmcb 06 YCMNELHOM Bbl-

MosIHEHMM KOMaHAabl. HanoMHMM, yTo nocne nepefauv B B[ cepeepa 6e3onacHo-
CTW aBTOMATUYECKMN NPOBOAMUTCS OYMCTKA JIOKASIbHbIX >XYPHasI0B.

a 2505.2017 16:10:16  C6op xypHana. Arent(sl) ARML.SN7.local; xypHan(er) Secret Net St... Komanaa epinonHena ycnewwHo.

18.|-|pOCMOTpVITe Nnosly4YeHHblE 3anuncu, CBUAETENLCTBYHOLWLME O BbINOJIHEHUWN TEHE-

BOro konuposaHus. [nsa atoro Bbibepute naHens ">XypHanbl ctaHumn", copmu-
pynTe 3anpoc Ha otbop 3anucenn >xypHana Secret Net Studio kaTeropum
"KoHTponb neyatn" n npocMoTpuTe pesysbTar.

OpHako B pexnMme UEHTPaIN30BaHHOIO YynpaBieHUA HENb3d MNPOCMaTpuBaTb
d)aﬁﬂbl U3 XpaHunuLia TeEHEBOro KonnupoBaHus. NpocMoTp TEHEBbLIX KOMumn AOoCTy-
NMeH TOJZIbKO JIOKaJ1bHO.

B Hoewi I Oripeme COELITAA VIPO3sl
JANPOCH KOHCTPYKTOP 3ANPOCA | Hoswii sanpoc
-, 23052017.. Secret Net 5t.  Yone
: 3 HoBud 3 *
I Hont aanpoc Bl G i 2 Wypranst |+ Seerst Net Studi Mprascmesed
- Secret Net 5t Yones (=)
BHEWIHWE XYPHANbI Besonachocn Chetenud =
Secret Net5t.,  Haua
Q. Secret Net 5t.. Hawa npa!“’ TR0y B
Sacret Net St.. Coup. { nNpasusa Oneparap Yenogue
dara ¥ Wurepean * | | 3a nocneared wac
Kameropws - Cogepuer = KoHtposs newat
Konwsecrao ® Bee cobumes
nocReaHnx CoBEITHA v
Yiasars konmuecTso
B copocpa SERVERSNG.SNTJocal .
BEICNACHOCTH
|
i
15 (- Q Mowex B pesyneTaTax 8 Beinoaswre 3anpoc x B

BbinonHeHne nabopaTopHoi paboThbl 3aBEpLUEHO.

KOHTpOHbeIe BOMPOCHLI

1.
2.

3.

5.

6.

7.

8.
9.

Kakune noacmucrembl BXOAAT B COCTaB KoMnoHeHTa "C3M ot HCAO"?

YTto Takoe "cnmcok yctpoincTte"? Mo KakoMy NMPUHUKUMY OPraHM30BaHO XpaHeHne
06BbEKTOB B 3TOM crnucke?

Kak co3gaeTtcs n rae CoOXpaHseTcsl CNUCOK YCTPOWCTB Ha 3aliULLaeMOM KOMMbIo-
Tepe?

NS Kakux BMOOB YCTPOWCTB XpaHeHus Hpopmaummn B SNS BO3MOXXHO MCMOMb30-
BaTb TEHEBOE KOMMpoOBaHue?

Kakol MHCTpyMeHTapun ucnonb3dyetcs B SNS ans ynpaeneHumss obbektamm ums
CrmcKa yCTpOnCTB?

B KakoM XypHarsie permcTpmpyrTcsa cobbiTns kateropum "PasrpaHnyeHune gocryna
K ycTporcream"?

Kakune orpaHnyeHus cywectsytoT B SNS Ha npuMeHeHMe napaMeTpoB MOSHOMOY-
HOro M ANCKPELMOHHOro yrnpasaeHnsa AOCTYMNOM K KaTanoram?

Kak cospaetcs n rae XpaHUTcs CMMCOK NPUHTEPOB Ha 3aliuLLaeMOM KOMMbloTepe?

Bo3MOXHO nu B cucteMe 3awwmnTbl SNS LeHTpanmM3oBaHHOe ynpaBieHue napameT-
paMn MPUHTEPOB B paMKax AOMEHOB, OPraHW3auMOHHbIX MoApa3feneHun unm
cepBepoB H6e3onacHoCTU?

10.Kakune cBegeHunst 6yayT A06aBnsSiTbCA Ha NUCTbI NevyaTaeMoro AOKYMEHTa npu

BKJIIOYEHHOM peXxnMe MapkmnpoBku? Kakmm 06pa3oM MOXHO HacTpouUTb coaepa-
Hue u dopmaT 3TUX CBEAEHWUN B COOTBETCTBUM C AENCTBYIOWMMN B OpraHu3auum
TpeboBaHuasMN odbopmieHnsa?

11./1n5 AOKYMEHTOB KaKMX KaTeropunin KoHbUaeHLNanbHOCTU BO3MOXHO NPpUMEHEHUE

MapKepoB rpu neyaTu?

12./lonycTMo N NpUMEHEHWE PAa3/IMUYHbLIX MNApaMeTpoB WCMOMb30BaHUSA MapKepoB

Ha KOMMbIOTEPAX B paMKaxX OAHOIro AOMEHa 6ezonacHocTn?
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13./1na Kakux NnpuHTEepoB byayT NpMMEHATbCA NapaMeTpbl, 3aaHHble B J1IOKabHOM
WNu rpynnoBoi nonntuke "HacTporiku no ymonyaHui" pasaena Hactpoek "lMonu-
Tukn / KoHTponb neyaTtun / MNpuHTepbl"?

14.B KakoM KaTanore n B Kakom CbOpMaTe COXpPaHAKTCA Cbaﬁ)'lbl TEHEBOro Konmnpoea-
HUA Npn nedaTun ,CI,OKYMeHTOB?

15. KakmmM cnocoboM MOXXHO MPOCMOTPETb palinbl TEHEBOro KOMMPOBAHMUS @) NpU LIEH-
TpannsoBaHHOM paboTe uvepes "LleHTp ynpaBneHusa", 6) npu nokanbHon pabote
yepes "JlokanbHbIA LEHTP ynpasneHma"?

16.B KaKux XypHanax 1 C KaKoi KaTeropuein permcTpmpyoTcs cobbiTus, CBUAETENb-
CTBYIOLLME O BbIMOSIHEHMM MEeYaTh JOKYMEHTOB U TEHEBOIO KOMMPOBAHWUSA?

17.Kakaa npwuBuneruns, ceasaHHas ¢ paboton 3MC, npepocraBneHa B Secret Net
Studio rpynne "AaMMHUCTpaTOpbI" NO yMONYaHUIO?

18.KoMy - cybbekTam nnm pecypcam — HasHavyaloTCa 3a4aHusl Npy NoAroToBKE K UC-
nonb30BaHMl MexaHusma KL-3MC?

19.B ueM pasnuumne Mexay MSArkuMm u xectkum pexumamm 3MC? Ecnm gna rpynnbl
KOMMbIOTEPOB YCTAHOBJIEH MATKUIA PEXWM, @ Ha OTAE/bHOM KOMMbIOTEPE U3 STON
rpynnbl napameTp "MArkui pexmm" OTKIOYEH, TO Kakol pexuMm npu 3Ttom byaer
AenCcTBOBaTb Ha 3TOM KOMMbloTepe?

20. ®annbl kakoro dopMaTta SIBASKOTCA MCTOYHUKOM AaHHbIX nMpu AobasneHun 3aaad
3MC no XypHany B LLeHTpasn30BaHHOM pexunme?

21.Kakoe KOMM4ecTBO LMKIIOB 3aTUpaHMs YCTAaHOBIEHO MO yMon4daHuio B Secret Net
Studio ana mexaHM3Ma 3aTUPaHUS AAHHbIX?
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[ naBa 4
lNepcoHanbHbIN MeXCceTeBOU IKpaH

B 3Tol rnaese Mbl paCCMOTPUM JIULLEH3UPYEMbIN KOMMOHEHT "NepCcoHasnbHbIn MexceTe-
Bol akpaH" (MMM3), koTopbI o6ecneunBaeT CETEBYIO 3aLUUTY U BKJIOYaeT B cebs cne-
AytoLme NoACUCTEMDI:

. I'IepCOHafIbeIVI MeXXCeTEeBOW 3KpaH — npeaHa3sHa4deH angd 3allTbl CEPBEPOB U pa-
604ynx CTaHUMn NOKaNbHOW CeTU OT HeECaHKUNOHMPOBAHHOIO A0OCTyrMNa U3 CeETU U
pa3rpaHn4yeHna ceTeBoro AocCryrna B MHq)OpMaLI,MOHHbIX cucremax,

e aBTOpPM3aUMSA CETEBbIX COEAMHEHMA N CErMEHTOB CETM — obecrneymBaeT 3alumTy
CeTeBOro B3aMMOAENCTBMS MexAy aBTOpPM30BaHHbIMM aboHeHTamMu mn 6e3onac-
HOCTb 06MeHa AaHHbIMK. BasnpyeTcs Ha OTKpPbITbIX CTaHAapTaX MNPOTOKOJIOB ce-
memncrea IPsec.

MepcoHanbHbIN MeXceTeBOM 3KpaH

Ncnonb3oBaHMe MexceTeBbiX 3kpaHoB (M) aBnseTca BecbMa 3(PhEKTUBHBIM Cpea-
CTBOM 3alUNTbl BHYyTPEHHEro nepnuMeTpa KOpPrnopaTUBHOM CETU N ee MHDOPMaLIMOHHbIX
pecypcoB. B oTnuume oT TpaaWUMOHHbLIX, "nepuMeTpoBbix" M, peanv3oBaHHbIA B
SNS pacnpeneneHHbIn MexceTeBOM 3KpaH npeAHasHavyeH UMEHHO ANS 3alMTbl UH-
dopmMaumm BHYTpU CETU OopraHusaumm, GyHKLUMOHUPYET HEMOCPEACTBEHHO Ha ee 3a-
wmwaembix obbekTax (cepsep b, paboune Mecta pykoBoauTeNen Uim CoOTpyaHUKOB
n T.4.) 1 obecneunBaeT Mx 3amUTy OT CETEBbIX YrPO3 CO CTOPOHbI BHELUHErO N BHYT-
pPEHHEro HapyLwuTenen.

MexaHu3M 3awmTbl M3 obecneuymBaeT punbTpaunio CETEBOro Tpaduka Ha CETEBOM,
TPaHCMOPTHOM M NPUKNAAHOM YPOBHAX. [ns 3Toro gopMmpyoTcs cneuuarnbHble npa-
BWNa, KoTopble 06/1a4atoT WMPOKUM AMANa3oHOM HAaCTPOeK M MO3BOJISOT OrpaHUYn-
BaTb CETEBbIE COEANHEHUNA Ha CleayoWwnX ypoOBHAX:

e MoNb30OBaTeNM;
e KOMMbOTEPHI;
e rpynnbl Nonb3oBaTenen (KOMNbIOTEPOB);

e MapaMeTpbl coefMHeHUs — cyxebHble U NpUKIAAHbIE MPOTOKOSbI, NMOPThI, CeTe-
Bble MHTEPENCHI, NMPUNOXKEHMUS, AHN HEAENU, BPEMS CYTOK;

e Macka GunbTpa — BO3MOXHOCTb MOUCKA MO pparMeHTy COAEPXXMMOro MnakeTa.

[nsa Bxopasulero Tpacdvka NpoBepka NpaBui NPoOU3BOAUTCS areHTaMyM M3 Ha KOMIMb-
loTepax - nosnydartensax IP-nakeToB, ANs UCXOAAWEro — Ha KOMMbHOTEPE-OTMNpaBu-
Tene. PeanusoBaHbl cieayowme rpynnbl Npasun:

e npasBwaa AOCTyna — npaswuia 3TOW rpynnbl UCMONb3YKOTCA ANS OrpaHUYeHus Ao-
CTyna K CETEBbIM CEPBMCAM 3alLMLLAEMOro KOMMboTepa. Mpn 3TOM NpomsBoanTCS
npoueaypa ayteHTudumkKaumm Y3 oTnpasutenen n nonydartenen IP-nakertos, OT-
C/ieXXMBaeTCsa OTBETHbIV TpadumK (T.€. NpaBwia y4MTbiBalOT HanpaBneHne coegn-
HEeHUs, @ He OTAENbHO B3SITbIX MAKETOB, HaNMpuMep, coeaMHeHMEe OT KMeHTa K
cepBepy, a NakeT MOXeT uATK B 06paTHYI0 CTOPOHY, TakK Kak 3TO OTBET cepBepa
Ha 3anpoc KAneHTa). [N HaCTpOMKK NpaBuil UCMOSb3YHOTCS AaHHbIE O NapaMeT-
pax CoeAVHEeHWs! C 3alMlaeMblM KOMMbIOTEPOM (HaUMEHOBaHUS MPOTOKOJ0B,
noptoB TCP/IP n T.n.). B cnyyae Heo6xoAMMOCTM B HaCTpOMKax COeaUMHEHUS
MOX>XHO YCTaHOBWTb NapameTp "TpeboBaTtb 3allMLLIEHHOe coeanHeHne", n ceTeBoe
coeauHEeHMe Mo He3alUMLWEHHOMY KaHaly yCTaHaBIMBaTbCs He byaeT (Npu Hanu-
UMM TULEH3UN Ha MEXAHW3M aBTOPU3aLMM CETEBbLIX COEANHEHUI);

e NpUKNagHbIe NMpaBwuia — NUCNOJb3YITCA Ans obecneyeHms GuibTpaummn 4ocTyna
K 06WKMM MankaM 3alMLaeMoro KOMMNboTepa CO BCEM UX COAEPXKMMbIM (Hanpu-
mep, \\server\share), a Takxe ceTeBbIx coegnHeHM no npotokoay Named Pipes.
paHynsipHOe pasrpaHuyeHne A0CTyna K nognankam obwmx nanok (Hanpumep,
\\server\share\folder) gaHHOM rpynnon npaBwun He obecneuymBaetcs. MNpu uc-
NoNb30BaHUK 3TUX MpaBWi NPOU3BOAMTCA NMpoueaypa ayTeHTudukauum Y3, oT-
C/ieXXMBaeTCsa OTBETHbIN TpaduK. Mpn co3gaHnm NpUKNagHbIX NpaBmn Ms obLuen
nankun BBoanTCs 6€3 MMeHN KOMMbIoTepa, Ha KOTOPOM OHa HaxoauTtcsa (T.e. ecnu
ceTeBol NyTb K nanke — \\server\share, To B npaBune cneayeT ykasaTtb share).
Mpn 5TOM B UMEHU MOXHO MCMO/b30BaTb MOACTAHOBOYHbIE 3HAKN: ? — OAUNH CUM-
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BOM U * (3Be3404Ka) — HECKOMbKO CMMBOMOB. Ecnu co3aath 3anpelatollee npa-
BWO AN YYETHOM 3anmcn everyone, B KOTOPOM B KayecTBe MMeHM obLuein nankum
BBECTU CMMBON *, TO ANS BCEX NONb30BaTenen 40CTyn K 06WMM nankam AaHHOro
KomnbtloTepa 6yaeT 3anpeweH. B aToMm cnyyae ana Toro, Utobbl Nonb3oBaTenu
UMenn BO3MOXHOCTb MPOCMaTpuBaTb CNMCOK O6LMX NanoK Ha AAaHHOM KOMMbHO-
Tepe, Heob6x0AMMO CcOo34aTb pa3pellatrollee npasuio ans obwen nankun IPC$;

e  CUCTEMHble NpaBwWia — UCMOAb3YHTCA AN OrpaHUYeHnsl 4OCTYyMNa K 3aliuiiaeMbiM
KOMMbOTEPAM MO CETEBLIM MPOTOKO/IAM, NepeyvyeHb KOTOpPbIX onpeaeneH B AOKY-
mMeHTe RFC 1700 (nopgaepxumBatotcs Bce IP-based npotokonsl). Mpu ncnonb3osa-
HUW JAHHOrO BMAa npaBwi ayTeHTUdUKaums oTnpasutenen n nonydatenen IP-
NakeToB HE NPOU3BOAUTCS, OTBETHbIN TPa(dMK HE OTCNEXMBAETCS;

e ceTeBble MPOTOKONAbl — HACTPOWMKM CETEBbIX MPOTOKOMNOB MWCMONb3YKTCA ANA
yrpas/ieHns COeAVHEHUSIMWU Ha ceTeBOM ypoBHe. C rnomoubio 3TUX HACTpoek
MOXHO pa3pelunTb WK 3anpeTuTb CeTeBble COeAUHEHNS C 3allULaeMbIMU KOM-
nbtoTeEpamMn No cneayrowmm npotokonam — IPv4, IPv6, Novell IPX, a Takxe Heko-
TOpbIM MPOTOKONAM C ycrtapeBwuMm ¢opmatoM Ethernet-kagpa (LLC, IPX). Mo
yMon4aHuio paboTa 3TMX NPOTOKOMOB 3aMpeLlaeTcs, 3a UCKIIOYEHMEM NPOTOKONA
IPv4. He pekomeHayeTcs pa3speLuaTb A4OCTYN MO OCTasibHbIM MPOTOKOAM, TaK KakK
ceTeBoOl TpadmK MO HUM HE KOHTPONMPYETCSA MeXceTeBblM 3KpaHoM Secret Net
Studio. 3K HacTponkn UMeroT bonee BbICOKMI MPUOPUTET, YEM NpaBuia 40CTyna
K CeTeBbIM CepBWCaM, MpUKIaAHble U CUCTEMHble npaBwia. [ogpobHee o
HaCTpoOMKe Mo CeTeBbiM MPOTOKOSAM CM. B PYKOBOACTBE aAMMHMUCTpaTopa Mo
HaCTpOMKe 1 aKCnyaTaunm CETEBOW 3aLLUThI.

MpaBuna aocryna peryampyroT AOCTYN ayTeHTUPMUMPOBAHHbBIX M @HOHMMHbIX MOSb-
30BaTesiel K CEeTEBbIM CepBMCaM 3alMAEMOro KomnbioTepa. [aHHble npaBuna
MMetoT 6onee BbICOKMIA MPUOPUTET, YeM NPUKIAAHbIE, M MO YMOSTYAHMIO MPUMEHSIOTCS
ONA BCEX CETEBbIX MHTEpP(hENCOB KOMMbIOTEPA.

Mo yMonuaHuio npaBuia AocTyna K o6bekTaM obpabaTbiBatoTCs B NOpsSiAKe UX co3aa-
HUS U pacnonoXxeHus B Tabnuue npaBun. HamBbICLIMM NpUoOpUTETOM 06n1aaatoT npa-
BWNa, pacrnoJioXXeHHble B Ha4dalJlbHbIX CTPOKax T86}'IVILI,bI.

CuCTeMHbIE NpaBuia KOHTPONMPYHOT COeANHEHUS! C AaHHbIM KOMMbIOTEPOM MO MNPOTO-
konam cemencrtea TCP/IP 1 nmetot 60siee BbICOKUIA MPUOPUTET, YEM NpaBuia A40CTynNa
K CeTeBbIM CepBMCaM M NpuKIagHbie npasuna.

MpuknagHble nNpaBuna peryavpytoT AOCTYN ayTeHTUMUUMPOBAHHBLIX M aHOHMMHbIX
nonb3oBartenen kK o6WMM Nankam U MMeHOBaHHbIM KaHasiaM Ha 4aHHOM KOMIMbloTepe.
DT NpaBuia MMeET MUHUMANbHbIA NPUOPUTET.

B HacTpolikax M3 npeayCMOTpeHa TakxXe BO3MOXHOCTb 3alunTbl npoTokona ICMP ans
opraHmsaumm obmMeHa coobweHnsaMM No AaHHOMY NPOTOKOMY (MO YMOYaHUIO OTKIKO-
yeHa).

[Mpu M3MeHeHW NpaBK M UX NapaMeTPOB HOBbIE HACTPOMKM BCTYNAIOT B CUMY B TeveHne 4—6 MuHYT
Nocrne COXPaHEHNs! M3MEHEHNI.

Ha sTane BBOAa CMUCTEMbI 3alUUTbl B 3KCrUlyaTauMilo PeKOMEHAYETCS MCMNOoJSib30BaTb
peXnM 0by4yeHns, KOTOPbIN MO3BOJIIET COCTAaBUTb HA OCHOBE MHMOPMaLINMM O CETEBOM
AKTUBHOCTW NMpuoXeHu 6a3oBbin HAbop npaBmn focTyna, HeobxoanMbin ana MyHK-
LMOHMPOBaHUS 3alUMLLAEMOro KOMMbloTepa. ECnn AaHHbIA peXUM BKKOYEH, TO pas-
pellaeTcsa Becb CeTeBOM TpaduK. s Kaxaoro MNakeTa MNpOBEPSETCS Haanuune
npaesuna ¢unbTpauun (NpaBuna C peakumen "Mo yMonyaHuw" He NpoBepstoTcs).
Ecnu npaBuna HeT, OHO A06aBNsIETCA Kak pa3peluatollee Asl KaXxaoro M3 npunoxe-
HWI. MpK 3TOM OAHOTUMHbBIE NMPaBUIa 3aMEHSIIOTCS OAHWM MPaBUIOM, BK/IOYAOL MM B
cebss Bce obbeanHeHHble. NMoapobHee 06 MCNONbL30BaHUM pexmma obydyeHust CM. B
COOTBETCTBYOLLEM pasfene pyKoBOACTBA aAMMHUCTPATOpPa Mo HacTpoKKe 1 aKkcnnya-
Tauum CeTEeBOW 3aLMThbl.

ABTOpU3aLus ceTeBbIX COeANHEHUMN

AyTeHTudUKaumsa nonb3oBartenen B Secret Net Studio npoBoanTca cob6CTBEHHbIM an-
rOpMTMOM, OCHOBaHHbIM Ha NpoTokose Kerberos, KOTOPbIN HEYYBCTBUTENEH K NOMbIT-
KaM nepexBaTa naposien n atakam tuna "Man in the Middle". C noMowbio gaHHOro
MexaHM3Ma YAOCTOBEPSIOTCA CyObekTbl AOCTyna M 3awumuiaeMble 06beKTbl — 3TO
npeaoTBpaLllaeT HeCaHKLUNOHMPOBAHHYO NogMeHy (MMUTaumio) 3alumnwaemMorn nHdop-
MaLUMOHHON CUCTEMbBI C LiefIbl0 OCYLLEeCTB/IEHMA HEKOTOPbIX BUAOB aTak.

MexaHu3M aYTEHTVIdJVIKaLI,VIVI ceTeBbIX COeANHEHUIN BbIMONHAET cneaywowme CDYHKLI,VIVIZ
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. aBTOpU3auUna CETEBbLIX coefMHeHun — fobaBnsaeT NoanucK Ans ceTeBbix NakeTos,
YAOBJIETBOPAOLWMNX NpaBuiaM, NONTy4YEHHbIM C CEpBEpPa ynpaBieHNA N aBTOPU3a-
unn. OCYLLI,eCTBJ'IFleT aHanM3 noanucen BXOASLWMX NMAKeTOB U nepeaadvy MHCI)Op-
Malunn B MOAY/1b MEXCETEBOIO 3KpaHMpOBaHUA AN OCYyLWECTBJIEHUA CbMJ'IpraLI,MM
no npaswunam,

e  KOHTpOJSb HEM3MEHHOCTU NepeaaBaeMblX CETEBbIX MAaKETOB — MO3BOJISET KOHTPO-
JINPOBAaTb ayTEHTUUYHOCTb, LE/IOCTHOCTb U KOHMUAEHLMANBHOCTL NepeiaBaeMbIX
OaHHbIX;

e lWundpoBaHMe TpaduKa — MEXAHWU3M ayTEHTUDMKALMM CETEBLIX COEANHEHWNI Bbl-
MOJIHSIET KoAMpoBaHue Tpaduka.

B Secret Net Studio peanv3oBaH MexaHW3M 3aLLUTbl CETEBOr0 B3aMMOAENCTBUS MeXAY
aBTOPWU30BaHHbLIMW abOHEHTaMK, KOTOPbIV HasmMpyeTcs Ha OTKPbITbIX CTaHAapTax npo-
TOKONOB ceMelicTBa IPsec n obecneunBaeT 6e30nacHOCTb 06MeHa AaHHbIMU. B Teky-
e BEpCUMM NCMONb3YHOTCA Crieaytolme NpoToKObl:

e npotokon AH (Authentication Header) - no3BonsieT rapaHTMpoBaTb ayTeHTWUY-
HOCTb W LLeSIOCTHOCTb nepeAaBaeMblX AaHHbIX Kaxaoro IP- naketa n, Kak cnea-
cTBue, obecnedmnBaeT 3aWnTy OT aTak Tvna "Man in the Middle";

e npotokon ESP (Encapsulating Security Payload) - ncnone3syerca ans wudposa-
HUNA N KOHTPOJ1A LENTOCTHOCTU nepeaaBaeMbIX AaHHbIX;

e npotokon ISAKMP (Internet Security Association and Key Management
Protocol) - npeagHa3HauyeH ans obMeHa K/O4aMM M COrflacoBaHUA MapaMeTpoB
coegunHeHu4d.

Peann3oBaHO HECKOJSIBKO PEXMMOB HAaCTPOMKK. AAMUHUCTPATOP MOXET AN KaXKAoro
3alUMLLLAEMOro KOMMboTepa yKasaTb MHAMBUAYASbHbIA PEXUM 3aLUUThI.

Mo ymMOnyaHuWIo napamMeTpbl MEXaHW3Ma aBTOpM3aunKn CETEBbIX COeAMHEHUI HacTpo-
€Hbl crieayowmM obpasom:

e  BKJIHOYEH PEXWUM MOAMUCK MAKETOB C YPOBHEM noanucu "MakeTt uenukom";
e  BKJIIOYEH PEXWUM 3almThl OT replay-aTak;

e CLUeHapui onpeaeneHusa nonb3oBatens SMB-coeAnMHEHUS — OT MMEHU YYETHOM
3anMcu Nonb3oBaTens.

3allmMTa U LefloCTHOCTb nepeaaBaeMblx AaHHbIX o6ecneymBaoTcs:

e  PEXMMOM MOAMUCK MAKETOB — NPOTOKO/ AH B TpaHCMOPTHOM peXuMe, anropuTtMm
xawwupoBaHus HMAC-MD5;

e PEXMMOM LWNGPOBAHNSA U KOHTPOMS LENOCTHOCTM — NpoTokon ESP B TpaHcnopT-
HOM pexume, anropuTMm koamposaHusa — AES CBC 128, anropmtm X3WKMpOBaHUSA
HMAC-SHA;

e  pEexumMmoM 3awmTbl OT replay-atak — ISAKMP-accoumauyms.

MpumeyaHue. B TekyLen Bepcun CUCTEMbI OSHOBPEMEHHOE MCTONb30BaHWe NpoTokonoB AH 1 ESP He
npeaycMoTPEHo.

B HacTtpomkax MexaHu3ma aBTopu3auum Ansl onpeaeneHms nonb3oBatens SMB-
COeHEHMNS peanu3oBaHbl cefyolne CLeHapum:

e OT MMEHM YUYETHOI 3anuncun KoMmnboTepa;

e  OT MIMEHM YYETHOM 3anucu Noab3oBaTens — nHuymatopa coegmHeHus. Npuy aTom
0N OCTanbHbIX MOSIb30BaTENEN MOXHO NMbo paspewuntb, NMbo 6510KMpoBaTb
yCTaHoBfieHHoe SMB-coeagnHeHue.

[eartenbHOCTb BCEX MOSb30BaTeNeN, KOTOPbIM pas3pellaeTcs ucnonb3oBatb SMB-
coeAnHeHne, OCyLLeCTBAsSeTCs OT MMEeHW MHMUMATopa AaHHOro coeauHeHus. Ecnum
MHUUKMaTop HeakTuBeH 6onee 30 cekyHA, TO NOSb30BAaTE/IEM COEAMHEHUS CUMUTAETCS
cneayownin No NopsiAKy nonb3oBaTeflb WM CeEPBUC, KOTOpOMy TpebyeTca gaHHoe
SMB-coeanHeHue. MNMpn 3TOM AeNCTBYET C/ieayoWwnii NpUopUTET NpeaoCcTaBeHnsl co-
eMHEeHn (OT HM3LEro K BbICLIEMY): aHOHUMHbIE NOSIb30BaTENN, CEPBUCHI, aBTOpPU-
30BaHHble nosib3oBatenn Secret Net Studio.

Mpwn peanuzaumn cueHapus, B KOTOPOM MNOJIb30BaTesieM COeAVMHEHUS CUUTAETCH ero
MHMUMATOP, OCTaJIbHbIM MOJIb30BATENAM!

. pa3pellaeTcd nosnb3oBaTbcsa SMB-coegnHeHMEM — AeATeNbHOCTb BCEX HU3KOMpPU-
OPUTETHbIX aboHeHTOB OCyLLEeCTBAETCA OT MMEHU BbICOKOMNMPUOPUTETHOI O,
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e 3anpellaeTcs Nonb3oBaTbCd SMB-coeaMHeHMEM — Npu 3anpoce CoOeAUHEHUS Bbl-
COKOMPUOPUTETHLIM @abOHEHTOM OHO 3anpeLaeTcs AN HU3KOMPUOPUTETHbIX.

HacTpoiika napameTpoB nonydeHus IP-agpecoB KOMMbiOTEpPA MO3BONSET CPeAcTBaM
ceteBol 3awmTbl Secret Net Studio nageHTMdMUMPOBaTbL KOMMNbIOTEP HE TONbLKO MO
UMeHW, HO 1 no ero IP-aapecy. 3Ta BO3MOXHOCTb MOXET 6bITb UCMOMb30BaHa, Hanpu-
Mep, B C/lyyae, eciv UMsl KOMMbOTepa No KakMM-1nbo npuymMHaM aBTOMaTUYECKU He
npeobpa3syetcs B IP-agpec.

I'Io.u.po6Hee (0] Hacrp0|7||<e M nCcnonb3oBaHMMN MEXaHN3Ma aBTOpU3aLUnM CETEBbLIX Ccoean-
HEHMI CM. B pyKoBoACTBE aAMUHUCTPATOpPa no HaCTpOViKe M aKCrnnyatauunum ceTeBOW
3alnThbl.

JNlabopaTtopHasa pab6ota Ne1 "lMepcoHanbHbLIN MeXceTeBOU 3KpaH"

HacTponka MeXCeTeBOro 3KpaHa OCYLLECTBASIETCS LEHTPasIM30BaHHO B Mporpamme
ynpasrieHnsl Ha ypoBHe 06bekToB "KomnbioTep" Mo oTAeNbHOCTU A4J151 KaXKA0ro m3 3a-
LWMLLAeMbIX KOMMNbOTepOoB. [MporpaMMa ynpaBneHus B JIOKaSIbHOM peXxXnMe Henocpea-
CTBEHHO Ha 3alMAEMOM KOMMbKOTEPE MO3BOMASET TOJNIbKO MNpOCMaTpuBaTh
LIEHTPaNM30BaHHO 3aZlaHHble HAaCTPOMKMN.

B COOTBETCTBYOLWEM pasfenie rnasBbl 4 onwucaHbl rpynnbl npaBwi, NCNOJb3YHOLWNXCA
AN ynpasneHus 40CTyNoM, a B AaHHOM nabopaTopHoi paboTe paccMaTpuBaloTCs He-
KOTOpble NpakTn4eckne npuMepbl X NnpuMeHeEHuaA.

1. O3HakoMbTEChb C MapaMeTpaMm HaCTPOMKKM NonuTtnk M. [ns 3Toro:

e B OKHe KOHconn BM ARM2 oTkpoiTe nporpamMmMy yrpaBieHUs B CETEBOM pe-
Xume;

e B naHenu "Komnbiotepbl" BoibepuTe 06beKkT ServerSNS, KOTOpbIl He NOMeYeH
3HAYKOM o N pacKpownTe naHesnb ero CBOWCTB;

e Ha Bknaake "Hactponkun" Bbibepute pasgen "Monutukm / 3awmta ceTeBbIX
noaktodeHnin / MexceteBol akpaH" — B cpeaHeln 4acTh aKpaHa nosiBuTcs 0b6-
NacTb HAaCTPOMKM BbIOpaHHbLIX NapaMeTpoB.

ocal - Secre S~ e ye =
. v @ @ (8 » SERVERSH Joca!
m I OIX Herv @Quo0v | @ Onretp e sazan v Il oy 88 Nosposserewns @& v &5 Xyprasa v P Kouaran v &
Cepsepi ()UJOHGUJ COCTORHME MCIPOM IVLEH3INA -
o g SERVERSNS.SN7.local
Jocal Barmse nosyuesne 1008:18 fore——. b » ¢
u:‘] g =z > 2 ]
, 5 3au4ma ceTeBbIX NOAKNAHOYEHUN s
npagnena
& pocynou
= MexceTesoi akpaH “eeli
awmry
ABMLSNT Jocal nporpaumias cpeaa
n Aocry
® 1V S Sauwrra amcea o
LA L MpaRuss, PerAIMENTHRYOWME AOCTYN K Caresmns cepauscan (TCP/IP v4) AaHWOro KouRMOTERa. wnppoane zanmsix

Kowtpans

< ! ner Yaanesneii MNpracoxe
Tun gocryna | Hanpasaerme | Yaanesoeid af | Mpwacoee: MR

Paspewen Vcwogswee o = 3awmmra cerensix
NOAKMOUEHWA

Mexzerezoh sepan

Parpewen Saoasuee
n Paspewen Vooaswee
ASTODVIaUMS CeTesnx

NetBIOS {cny:  Paspewen Brogswee = o coeammenni

105 2 Kowtpoms ycTpodcn
v everyoneSec  NetBlOS {cny:  Paspewen  Buoaswee OHTpOsS yeTpOscTS

KonTpons ne<ats

Chrapymenne 8Topxeammi

Wedpoeare Tpaguea

2. O6patute BHMMaHME, YTO MNEPBbLIMM B MNEpeYHe MNOJIUTUK CNneayloT npaswunia Ao-
CTyna, KOTopble, KaK ye 0TMeYasiocb B rnaBe 4, perynvpytoT 4OCTYN Nosb30Ba-
Tenewn K CETEBbIM CEPBMCAM 3aluMaeMoro Komnbtotepa. C NOMOLLbIO KHOMKKN

03HAaKOMbTECb C ONMCAHMEM 3TOW FPYMnbl NOSIMTUK, @ 3aTEM HaXXMUTe Hazg Tabnu-

Lel nNpaBua CCbISIKY CETEBbIX CEPBUCOB — OTKPOETCS AManoroBoe okHo "CeTeBble

cepBuchbl”.
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4.

Certesbie cepsucot i @
CeTteBble cepBuChbl
¥npaenesvie wabaoHamy HACTPOEK CETEBLIX NPOTOKOAOB
Cnucok ceTessix CepBUCOS: Bcero obvektos: 29
' DHCP-sanpoc Moopsuwee  UDP 67 Yaanams
| DHCP-otser Bxopsuwes uDP 68 Cooicrea
DNS-3anpoc Vioxoaswee TCP, UDP 53
Obrosure
| DNS-orser na sakpuiToiit nopr Bxoasuiee ubP
| DNS-cepsep (TCP) Bxopsuee TCP 53
DNS-cepsep (UDP) Bxoasuiee uUDP 53
HTTPS-cepeep Bxoasuwee TCP 443
HTTP-cepsep Sxoaruee TCP 80
IMAP4-cepsep Bxoasuiee TCP 143
I IMAPS-cepeep Bxopsuwes Tce 983
| Kerberos Bxopsuwee TCP, UDP 88
| LDAP (MnoBanbHbii katanor) Sxonsuee TCP 3268
LDAP-cepsep Bxoasuiee TCP, UDP 389
' MpumernTs OmmeHa

MpocMOTpUTE CNNCOK CETEBbLIX CEPBUCOB — 3TO WabnoHbl Hanbonee pacnpocTpa-
HEHHbIX HACTPOEK CETEBLIX MPOTOKO/0B. [Jo6aBbTe HOBbLIN CETEBOWN CEPBUC AJ1S
noctyna k cepsepy IIS no nopty 8090 (B kayecTBe 3TOro cepsepa byaeT BbICTY-
naTb cepBep 6e3onacHocTH). [ns 3Toro HaXkmuTe KHonky "[obaBuTb" 1 B OTKPbIB-
LUeMCSl AMANoroBOM OKHE 3aMosiHUTe cneaylowme napameTpbl:

e "Twun npotokona" - TCP;
e "Hanpasnenue" - "Bxoasiiee";

e "MopT Ha3HauyeHua" — BeeanTe 8090. Npn HEOEXOANMOCTN MOXHO UCMOSb30-
BaTb cmmBon "*" — ons Bcex NMOpPTOB MM yKa3aTb ANAanNa3oH 3HaYeHUNn;

e "TpeboBaTb 3alMLIEHHOE COEAMHEHNE" — OCTaBbTe MyCTbIM, YTOObI CoeanHe-
HMe yCTaHaBMBaa0Ch MO He3aWMLEHHOMY KaHany;

e "Nmsa cepBuca" - seegute "IIS-cepsep 8090".

CeTesoi cepeuc @

CeTeBOM CepBUC

Tun npotokona: Tce Y.
Hanpasnexue: ® Bxoaswee
Wexoaawee

TpebosaTk 3auWuLEeHHOE COeanHEHNE

Mopt HasHa4enus: | 8090 JonoaxutensHo

Wms cepeunca: 1 IIS-cepsep EOQd

Mpumesnute | Ormena

Haxmute kHonky "lMpuMeHuTh". 3anmcb HOBOrO CETEBOro cepBMca MOSBUTCS B
ananoroBom okHe "CeteBble cepBuchl". [lanee aons co34aHHOro cepsBuca MOXHO
nponucaTb npaswna duabTpaumm goctyna (CM. HMXe).

3akpoiiTe okHO "CeTeBble CepBUCHI" N BEPHUTECH K MEPEYUHIO MOJIMTUK MEXCeTe-
BOro skpaHa. [lobasmmM 3anpet RDP-nogkntoveHns Kk cepeepy ServerSNS ¢ KoM-
notoTepa ARM1 (192.168.254.21).

Ona panbHelwero BbiNOHeHMs nabopatopHon paboTbl ybeamtecb, 4to RDP-
noakntoveHne Kk ServerSNS gocTtynHo ansa Bcex nonb3osaTtenen ¢ BM ARM1 wu
ARM2. Ecnu 370 He TaK, HacTpoOWTe yaaneHHOoe NOoAK/IYEeHNe Ha cepBepe.

164



6. YT06bLI fO6aBUTL HOBOE NpaBwno, nog Tabnuuen "lMpaBuna gocrtyna" HaxmuTe

KHonky "Jo6aButb" @ OTKpOEeTCa OKHO MacTepa co3aaHus npasuna.

O6paTMTe BHMMaHWE, 4TO B CNNCKE CETEBbLIX CEPBNCOB 0To6pa>|(a}0Tc;| 3a4aHHblEe
Mo yMOJT4aHUIO U nobaBneHHble adAMUHUCTPATOPOM BPY4HYIO CEPBUCHI.

Macrep cosgarus np Aoctyna [E

Tun goctyna

Ykaxwure Tun AaocTyna A EbIGEDMTe /CﬂOanyeMbl;l ceTeEon cepsuc

foctyn: '@ Paspewwrts

3anpetuts

Cetesoii cepsuc

POP3S-cepeep
POP3-cepeep
RDP-cepeep
RPC-cepeep
SMB-cepeep
SMTPS-cepeep
SMTP-cepeep
Telnet-cepsep
WINS-penauxaums
Bce sxoaswwe (UDP, TCP)
IS cepsep 8090

}334 lanee > Ormena

7. YcraHoBuTe napametpbl: "“Hdoctyn" - "3anpetutb", "CeteBon cepsuc" - "RDP-
cepsep". Haxxmnte kHoNKy "[danee". Ha cnepgyoweM ware macrepa 3agatotcs na-
paMeTpbl coeamnHeHUs. X 3HaYeHUs1 No YMOJSTYaHMIO COOTBETCTBYIOT BbiIGpaHHOMY
Ha npeaplayLleM ware CeTeBoOMy CEpBUCY.

Macrep co3a; np fAoctyna =]

MapameTpbl npasuna

‘ ¥kaxwuTe TUN NPOTOKOAA, HANPABAEHNE COEAVNHEHNA, YAANEHHSIN NOPT ¥
NPUAOKEHME, ANA KOTOPOrO ByaeT AeACTEOBATS NPABMNO.

Tvn npotokoaa: Tcp v
Hanpasnexwe ® Bxoasuee
WNoxopruwee

Tpebosath sawnwennoe coeavterne
Mopt nasHauenus: 3389 LonoaxutensHo

.

Mpunoxerue:

< Hasap [fanee > Ormena

Ecnn HeobxoaMMO M3MEHUTb MOPT, TO MOXHO yKa3aTb HYXHbIA HOMep nopTa uu
3a4aTb Anana3oH HoMepoB NMbo ncnonb3osaTb cuMeon "*" (cM. n. 3).

B none "MpunoxeHune" MOXHO yKasaTb MNyTb K UCNOAHAEMOMY danny, Ans KoTo-
poro AencTByeT npaBwuo. Mpu 3TOM MOXHO UCMONb30BaTb CUCTEMHbIE MEPEMEH-
Hble Windows. CuMBon "*" (3Be3gouka) 3agaeTt AencTeue 415 BCeX MPUSIOXEHWUIA.
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9.

Co3aaHHoe npasuno 6yaeT aHanu3upoBaTb CeTeBOM TpaduKk ANS NPUIOXeEHUS,
paboTatoLiero HenocpeACTBEHHO Ha 3alUMLLAEMOM KOMMbIOTEpE.

BHumanme! [1ns koppekTHoit paboTbl npaBun JOCTyNa PeKOMEHAYETCS ykasblBaTb NOMHbINA NYTb K
“cnomnHaemomy dainy npunoxeHus.

OcTaBbTe 3agaHHbIE MO YMOSTYaHMIO MapaMeTpbl MpaBuia n HaxMUTe kKHonky "[da-
nee". Ha cneaytoweM wware MOXHO Bbl6paTb NMoAb30BaTENS AW TPynny MNosb3o-
BaTesieil, 4OCTYN K KOTOPOKN 6yAeT KOHTPOMPOBATbLCS.

[aHHas BO3MOXHOCTb €CTb TOMbKO NPW HaNWUYWUK OTAENBHON NALEH3WUM Ha UCTOMNb30BaHWE Mexa-
HW3Ma aBTOpM3aLM CETEBbIX COEAMHEHMIA. Be3 Takol M1LEH3UW B KaYeCTBe Nonb3osartens byaet
3adaH “everyone’, T.e. unbTpauus Tpaduka byaet B pexiume obbivHoro MO.

=

Macrep CO3AaHVA Npaeuna AOCTYﬂa

CybvekT goctyna

BuibepuTe yueTHyto 3anMch MAK TPYNNy, AOCTYN KOTOPO# SyAeT KoHTpoAupoBaTe
CO3pag3eMOe NPasnno,

Cybwext goctyna: | everyone Secret Net Studio v Buibpate

< Hazag Lanee > OrmeHa

HaxmuTe kHonky "Janee". Ha 3ToM ware macrepa MOXHO HacTpouTb yBedoMsie-
HNda O cpa6a'rb|BaHv||/| npasuna.

Mone "BbinonHnTbL KoMaHAy" octaBbTe NycTbiM. OHO WUCMONb3YETCH, €CIN Ha 3a-
LWMLLLAeMOM KOMMbIOTEpPe Npu cpabaTbiBaHWM NpaBuia TpebyeTcsa aBTOMaTUYECKM
3anyckaTtb ucnonHsaembln dann. Toraa HUXe, B TEKCTOBOM MoJsie CrieayeT yKasaTb
MOMAHbLIA MyTb K uWCnonHaemoMmy danny (C  napaMeTpoMm), Hanpumep,
C:\windows\notepad.exe 1.txt.

. —
Macrep cosaanus npasuaa focTyna @

Hactpovika yBegomneHni

Ykaxwvre cnocobel cursaninsaumm o cpabareisanuu npasuna

Mpw HacTynaexnn cobeitna:
BkarounTs ayaut
3eyxoBas CUrHaNMIaUMA
BuinoanuTe komanay
B NONb30BATENLCKON CECCHM:

3anycTiTb ¢ NOBBILLEHHbIMK NPABAMA

< Hazaa Nanee > Ormera

10.YT06bI hMKCMPOBaTb B XypHasie BO3HUKatoWwee Npu cpabaTbiBaHWM NpaBuia co-

6bITHE, yCTaHOBUTE OTMETKY B Mone "BKIUUTb ayauT" 1 HaXXMuTe KHonky "[da-
nee". Ha cneaytoweM ware HaCTpoinTe AONONHUTENbHbIE NapaMeTpbl NpaBuna:
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MBCI'GP CO3A3HMR Npasuna Aocryna

[lononHutenbHble Kputepun

YkaxuTe JONOAHUTENLHBIE N3PAaMETPLI NPABANS, TaKUE KaK 3APECa Y3N0B ¥ Macka
PuabTpa

Macka dunstpa:
YaanenHbivi agpec:

Jlokanswelii anpec:

Orxkarounte npaswno

Yeeaomnare OTNPasTENR O 5IIOK-NPOBKC nakera

< Hazap Aanee > Ormena

e "Macka dunbTpa" - ocraBbTe NycCTbiM. [py HEOH6XOAMMOCTU 34eCb yKa3biBa-
€TCA KOHTEeKCT ans noucka IP-naketos. lMpaBunom 6yayT obpabaTbiBaThCs
Tonbko IP-nakeTsbl, B Tene KOTOPbIX COAEPXUTCS BBEAEHHOE 3HaJeHue;

e "YpaneHHbn appec" - BBeaute IP-agpec komnbioTepa ARM1 -
192.168.254.21. Cumon "*" 3apaeT AelicTBME NpaBuia A/s BCEX aApeCcoB.
Pazgenutens ";" ncnonb3yeTcs, eCn HYXHO yKa3aTb HECKOJIbKO AMana3oHoB
aApecoB WK NoACeTeN, a caMy AnanasoHbl 3a4at0Tcsa Yepes aeduc;

o "YBeaomnsaTb oTnpaBuTenss o 6nokmposke IP-nakeTta" - oCTaBbTE MyCTbIM.
Mone AOCTYNHO ANA M3MEHEHMUI B NMpaBuiax ¢ TUNOM AocTyna "3anpetuts" n
HanpaBneHneM Tpaduka "Bxoasiee". Ecnm oTMeTKa ycTraHoB/IeHa, TO OTMpa-
BUTEsb MOSyYaeT yBeAoM/IeHns 0 61oKnpoBke nakeToB. B cnyyae cpabatbi-
BaHWsA npaBuna ans nportokona TCP 6yayT reHepupoBaTbcsi RST-nakeTbl, Ans
BCEX OCTasibHbIX nMpoTokonos (kpome ICMP, AH, ESP) - nakeTtbl ICMP (Tun
Destination Unreachable).

11.HaxmMuTe kHonky "[anee". Ha 3aBepliatolleM ware Macrepa MOXHO HacTpouTb
pacnucaHue paboTel npasuna. Mpu 3ToM BpeMsa paboTbl AN npaBuna onpeaens-
€TCS YacoBbIM MOSICOM 3aLlMLLAEMOro KoMMbloTepa.

Macrep cosaanun rpanura socrr I

Pacnucaxue pabotbl npaBuna

Hacrpoiite vace: pabotei cosaasaemoro npasina. [lns MHOXeCTBEHHOTO Eaifopa
 Bbib6Opa Heckonbkvix oBnacTedt ncnoabsyiite knasmwn CTRL v SHIFT,

3apats pacnucamme

Mpasuno: 3KTUEHO HE 3KTMEHO

< Haszag Fotoso Ormena
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12.HaxmMute kHonky "TotoBo". MNpaBuno 6yaeT co3gaHo M 0TO6pasuTCa B CnvcKe

npaswn. Ha Bknagke "HacTtponku" HaxmuTe KHoOMKy "lMpuMeHuTb" .
Kak ynoMmnHanoce B rnaee 4, HOBble HAaCTPOMKW BCTYNAOT B CU/Y B TedeHne 4-6
MWHYT MOC/ie COXPaHeHUs U3MEHEHUW, WU HaMBbLICLLIMM MNpuoputeToM obnagatoT
npasuna, pacnosioXeHHblE B HaYalbHbIX CTPOKax Tabnuubl.

COCTOAHME HACTPONKMN JMUEH3M
& SERVERSNS.SN7.local
Jannsie noayvense: 11:31:42 O6HosuTs e i
3arvpanve aanmsix
T v :
o 3au_w|Ta ceTeBbIX NMOAKIHOYEHUN TIOMIGM 68
ynpaenenue
- AocTynom
MexceteBon 3KpaH 3
AMKHyTaR
nporpaMmMas cpesa
Npasuna gocryna
Saupmra gucxa u
Mpaswna, peraamentupy aoctyn k cetestim cepaucam (TCP/IP vd) gaumoro xomnsiotepa i AUPORRYN AR
Kowtpons
Ceresoit ¢« Tun goctyna | Hanpaanenne | Yaanewnwmii az | Mpunoxen NPpUACKEHNA
v everyone Seci  RDP-cepsep  3anpewen Bxoasuee 1921682542 * 3awwra R
NOAKAIOYEHNA
v everyone Seci  DNS-zanpoc  Paspewes Woxoaswee * M i
v everyone Sec DHCP-oteer  Paspewer Bxoaswee " P AsTopusauus cetessix
v everyone Seci  DHCP-zanpot  Paspewes Woxogawee 5 i i
KoHrpons yctpoiicts

v everyone Seci  NetBIOS (cny:  Paspewen Bxoasuiee

KoHtpons nevatm

v everyoneSect NetBIOS (cny:  Paspewen Bxopauee N AxTasupyc

@ ObHapyxenue sTopxeHuiA
3 Wudposatue tpadpuxa

13./icnonb3ys onucanue nn. 6-12, nob6aBbTe cneayrowme npasmna dunbTpaummn 4o-
CTyna Ans co3aaHHOro BaMu paHee ceteBoro cepsuca "IIS-cepsep 8090":

e 3anpeTuTb AOCTYN K nopTy 8090 knueHTam rpynnbl Everyone (ans Bcex nosb-
30BaTesiein) c NpomsBosbHbIMK IP-agpecamu;

e pa3spewuntb goctyn K nopty 8090 knneHTam rpynnbl Everyone TonbKo C o4-
Horo komnbtoTepa ARM2 c IP-agpecom 192.168.254.22.

14.C noMoLbio pacnonioXeHHbIX nogd Tabnuuen KHOMoK "BHVI3"® n "Beepx" ®
yCTaHOBUTE NMPMOPUTET paspeLlatoLLlero npasuia Bbille, YeM 3anpeLlatoLlero.

15.Ha Bknagke "Hactponkn" Haxmute KHonky "lMpumeHnTb" m Teneps,
ecnu Ha IIS-cepBepe co3aaTth http Beb6-y3en gns nopta 8090, gocTyn K HEMY 6Yy-
OET BO3MOXEH TONbKO C KoMmnbioTepa ARM2. B »xypHane cobbituii Secret Net
Studio 6yayT peructpmpoBaTbCs NOMbITKM A0CTyna ¢ IP-aapecamMmun oTnpaBuTens u
nonyvaTenst NakeToB.

16.03HaKoMbTECb C HAaCTpOMKaMn AOMOSIHUTENbHbBIX KaTteropui npaswn. Ansa 3Toro
noa Tabnuuen "MpaBuna AoCTyna" HaXMUTe KHOMKY-Cccbinky "MMoka3aTb cneuma-
NM3MpOBaHHbIE MpaBuaa A0CTyna" M NPOKpPYyTUTE NepevyeHb HAaCTPOeK MOMUTUK
BHM3, 4TOObI yBMAETb Tabnuuy "CucrteMHble npaBuna’.

COCTORHUE HACTPONKM AVLEH3AU
&) SERVERSNS.SN7.local
Lannsie namenens Ormena AOCTYTIENS x
3atvpanne AaHHbIX
253 -~ :
“&* 5alllTa ceTeBbIX NOAK/IFOYEHNA Flanhoyiolirioe
ynpasnetune
< AocTynom
Mexcereson 3xpaH 5
aMKHyTaR
NpOrpaMMmKan cpeaa
Mpasuna gocryna
Sawmra gucka u
Cucremubie NPaBNAa, KOHTPONVPYIOT COBA CA KO POM MO NPOTOKOAZM i winbposanme ganmsix
cemevictea TCP/IP vd. VimeroT 6onee BLICOKMI NPUOPUTET, M NPABUAA SOCTYNA K CEPEMCAM ¥
npUKnaguee Npasuna. Konpons
NPHACKEHUA
Bxn | Mporoxon Tun goctyna | Yaanemmoii aapec 3auwmTa ceTeBbix
NOAKMOUSHNIA
Mexceresoit 3xpan

AHTOPMSBMHH ceTesnix
coeanrernii

Korirpone ycrpoiicrs
@ KoHTpons nesatn
Axtnsupyc
Mprxnagnbie NPaBNNA, PErABMEHTADYIOT A0CTYN CYGBEKTOS K OBLUMM NANKSM W MMEHOBAHHBIM i
xananam (TCP/IP v4) parHoro xomn pa. Fimetor w: 7 npuopurer. Obmapyxenue sTopkenni
Wudposarme tpaduxa
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17.CucreMHble nNpasuna asnstoTcs 6onee o6WwmMM NO CpaBHEHUIO C NpaBuiamMmu 4o-
CcTyna. Hmxe Ha puCyHKe nokasaH npuMMep HacTPOMKM paCcCMOTPEHHOrO Bhille 3a-
npeta aoctyna K cepsepy ServerSNS no RDP-npoTtokony.

{:CIBAEHHE CUCTEMHONC Npasuna @

CwucremHoe npaByvno

¥xkaxuTe TUN 4oCTyNa W A4pYrie NapameTpol.,

Jocryn: Paspewuts MpoTokon: RDP il

® 3anpetuts Homep npotokona: | 2

Macka dunsTpa:

YaanenHwd agpec: | 192.168.254.21

NokansHsld agpec:

MpaBuno gefcTByeT Ha BCex ajanTepax
Intel(R) PRO/1000 MT Metwork Connection Pepaxvposats
Intel(R) PRO/1000 MT Metwork Connection #2

Continent Virtual Ethernet Adapter (NDIS 6.0)

| BraroumTs ayaut

CniounTh Npasmno

MNpymennTs Crmena

CaMoCTosATeNIbHO OMNULUNTE B KayeCTBE NMpuMMepa CUCTEMHbIX NMpaBu/l CO3AaHHble
Bamu B Nn. 13-14 npasuna.

18.Co3ganTe npuknagHoe npaswio, 3anpeuwatollee Aoctyn ¢ komnbtotepa ARM1
(192.168.254.21) k obwenoctynHon nanke "user_files", pacnonoxeHHol Ha cep-
Bepe ServerSNS. [na storo noa Tabnuuen "MpuknagHble npaBuna" Haxmute

KHonky "[o6aBuTtb" @ M B OKHE MacTepa Co34aHus NpaBuia BbIMOAHUTE Cneay-
fowme HaCTPOMKMN:

Macrep CO3A43HMA NPUKA3ZHOTO Npasuaa al

Bbibop npuknagHoro cepsuca

‘ BbléEp/T& anKﬂaAHOJ CEPEMC, NPaBMA0 ANR KOTOPOrO Bbl XOTWUTE CO3AaTs

Mankwu o6uero gocryna

ByaeT cosgano npaswao, peryavpytouee 4octyn K obuwed nanke Ha
A3HHOM KOMNLIOTEPE.

WmeHoBaHHbIe KaHanbl

ByAeT CO32aHHO NPABMAD, PETYAVPYIOLEE AOCTYN K MMEHOB3HHOMY
xanany (named pipe)

Danee > Ormena ‘

e Ha HayanbHOM wWare BblbepuTe cepsuc "Manku obLiero 4ocTyna" n HaxmuTe
KHonky "danee";
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| Macrep cosaanus npukaagHoro npaswsa

Twun goctyna

‘ ¥kaxuTe TN gocTyna v uMa obuiei nanku.

Doctyn: '@ Paspewwrs

‘ 3anpetums

Wma obwei nanku:

< Hasap

Nanee >

Ormena

e Ha c/eaytowemM ware ycraHosute: "Tun gocryna" - "3anpetuth"”, "IMs obien
nankn" — seeauTte user_files;

e HaxmuTe KHoMky "[anee". Ha cnepyrowem wware macrepa MOXHO BblbpaTb
YYETHbIE 3anncu, NS KOTOPbIX AENCTBYET NpaBusio;

Macrep cospaHus NpUKAaZHOTO Npasnaa

=]

CybbekT goctyna

CO3aaeaemoOe Npasnno.

BribepuTe yueTHytO 3anKUCh WAK FPYNNY, AOCTYN KOTOPOW ByAeT KOHTPOAUPOBaTL

Cy6uvexr goctyna: | everyone Secret Net Studio

< Hasag

Banee >

Buibpate

Ormena

e HaxmuTe KHonky "[anee". Ha cneayowem ware Hy>KHO HacTpoOUTb yBEAOM-
JleHus o cpabaTbiBaHUKM nNpaBuna. Beibepute none "BkaounTb ayant";

Macrep cosganus npukaagHoro npasuna

=l

Hactpovika yBeagomneHui

Ykaxwute cnocobbl curHanusauum o cpabatsiBatvi Npasuaa.

Mpw HacTynneHnn cobeiTns:
r | Brarounte aygut

38yKOBaR CUrHAAM3ALMS
‘ Bunonnuts komanay

B MONb30BATENBCKON CECCUM:  Ccrammod

' 3anycrvm: C MNOEbIWEHHBIMK NPDaBEaMA

< Hasap

Danee >

Ormena
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e HaxmuTe KHonky "[anee". Ha cnepyoweM Liare HacTpavBaloTCa AOMOMHU-
TenbHble NapameTpbl. B none "YaaneHHbin agpec” seeante 192.168.254.21
- agpec komnbtoTepa ARM1;

MacTep cosaaHus NnpukAagHoro nNpasvna x|

[ononHutenbHbie Kputepun

Ykaxute A0NOAHUTEABHBIE NapPaMETPbl NPasnAa.

YpanesHwy agpec:  192,168.25421

OmxnrounTs Npasvno

< Hazag Nanee > Ormena

e HaxmuTe KHonky "Janee". Ha npegnocneaHeMm Liare MOXHO HacTpOUTb pac-
nucaHuve. Ewe pas Haxmmute KHOMKY "[danee" - OTKpoeTcs 3aBepluaroLiee
OKHO A1 co3a4aHunA A0ONOJTHUTENBHOIO NpaBuia A0CTyna,

Macrep cosgaHus NpukAaZHOTO Npasuaa ]

[lononHutensHoe npaswio gocryna

Ha 370M Ware sl MOXETE HACTPOUTE HEOBXOAMMOE AONONHUTENLHOE NPABANO
A0CTyna.

Mpvmesarue: [ing opraHnsaumv 4oCTyna K AaHHOM obuueil nanke Heobxogumo
TAKKE CO343aTE NPABUAA, Peryaupylowee 40CTyn K cepeepy no nportokony SMB,

Cosgats npasuno goctyna no npotokony SMB
Tun goctyna: Paspewen

Cevesoit cepsnc:  SMB-cepsep

Cybuext goctyna:  everyone Secret Net Studio
Ayaur: EKNIONEH

YpanenHo agpec: 192.168.254.21

< Hazap loroso QOrmera

e yCTaHOBWUTe OTMeTKY B nosie "Co3aaTb NnpaBumio AoCTyrna no npotokony SMB",
yTob6bI CO34aTb NMpaBWIO AOCTYyNa, pa3pellalLllee NpoxXoxaeHne NakeTosB no
npotokony TCP Ha nopT 445 (n/vnn 139) ans ydeTHom 3anncm (Mnv rpynnbi),
YKasaHHOW B NpUKaAHOM npaswuse. 3T1o TpebyeTcsl, NOCKONbKY A1 KOPPEKT-
HOM paboTbl NPUKIaAHbIX NMpaBui HEO6X0AMMO HACTPOUTbL MpaBua MpPOXoX-
neHuns IP-nakeToB Ha TPaHCMNOPTHOM YPOBHe — Mo npoTokony SMB;

Brumanue! Ecniv npoxoxzaeHne naketos no npotokony SMB 3anpeLlaeTtcs CMCTEMHbIMM Mpa-
BUIaMK UMW MpaBuammn JOCTyna, TO MPpUKNagHble npasuna He paboTatoT, Tak kak Ha TpaHC-
MOPTHOM ypoBHe IP-nakeTbl 6roKMpyoTCS.

e HaXMmuTe KHorky "loToBO". B cnncok npuknagHbix npaswn 6yaet nobaBneHo
HoBoe npaswno. Kpome Toro, B cnmcok npaswn gocryna éyaet nobasneHo Ao-
NMOMHUTENbHOE MpaBW/IO, pa3pellaloliee nucnonb3oBaHne SMB ans ydeTHoun
3anucuy (rpynnbl), yKa3aHHOM B NPMKIaAHOM MpaBune.
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COCTOAHWE HACTPOWKW JLEH3WA
) SERVERSNS.SN7.local
Nannvie nsmenens: Ormena ARCHROM

3aTvpanne AaHHLIX

5% 3awmTta ceTeBbIX MOAKAOUYEHUN Momonounoe

ynpaeneHne
AocTynom

MexceTeBov 3KkpaH g
AMKHYTaR

NporpaMMKas cpeaa

Npasuna gocryna
3awwTa ancka u

WnppoBaHKE AaHHbIX

p P PErABMEHTAPYIOT AOCTYN CyOBEKTOB X OBLIMM NANKAM ¥ UMEHOBAHHSIM i
kananam (TCP/IP vd) gannoro komneiotepa. VimeoT MuHimantsHeil npruopuTeT, KoHtpoas
NPUACKEHA

Bkn | CyGoexr Mpuknagron ceps | O6nexr goctyna Tun gocryna | Yaanentsii ag

3awmra ceTeBbix
NOAKNOYEHNA

Mexcetesoii 3kpan
Aavopusaunn Ceresnix
coeaumenit

v everyone Secret N OBwwwme nanxu user_files 3anpewen 192.168.25421

KowTpons ycrpoiicrs
@ Koutpons newatn
Anrusupyc
CKOBTD CNEUMANVIMPOBAHDIE NPABUAS
OBHapyxerne sTopxerui

Wudposanue rpaduka

19.Ha Bknaake "Hactporikn" Haxmute KHonky "MpumMeHnTb" m Moa Tabnu-
uen "MpuknagHble npaBmna" HaXXMUTE KHOMKY-CCbiKy "CKpbITb Ccneunannsnpo-
BaHHble npaBmna".

20.B rpynne HacTtpoek "lMpoTokosbl" ybeamtech, YTo Mo YMONYaHMIO AOCTYN K 3aLm-
LWaeMbIM KOMMbOTEPAM paspeLleH ToNbKO Mo npoTtokony IPv4. Kak yka3sbiBasiocb
B rnaBe 4, 3T HACTPOIKM nMetoT 6onee BbICOKUI NPUOPUTET, YEM BCE pacCcMOT-
peHHble BbiLle NpaBuna.

COCTOAHME HACTPONKMN NMLEH3MN
& SERVERSNS.SN7.local
RAanrisie nonyuens: 13:15:50 O6rosuTe AICTIT =
3atvparvie AaHHbIX

= A :
%* 3almTa ceTeBbIX MOAKNHOUYEHNN omoecong

& AocTynom
MexceTeBon 3kpaH i

yTan

nporpaMmeas cpeaa

Hacrpoiiku
3awmTa ancka v
Mporoxonst i WndPOBAHME ABNHBIX
MNpoTtoxkon Mo yMonsarmo KowHtpose
G NPUAOKEHUA
Internet Protocol, version 4{IPv4) v 3awmTa ceTeBbIX
NOAKMOYEHNA
Internet Protocol, version S5{IPv6) “wm
Novell IPX ABTOPH3ALMA CETEEbIX
COBAMHENNIA
MpoToxons ¢ ycrapeswum dopmatom Ethemet-kagpa KowTpons yerpoiicts
KoxTpons neuatn
ICMP-3awura F Antusupyc

Brarounts ICMP-zauyury OBHapyxeHue BTOpKEHUA

Wudposanme rpaduxa

“ »

21.03HakoMbTeCb C rpynnoi Hactpoek "ICMP-3awmTa”, KoTopas ucnonb3yeTcs ans
opraHusaumnn obMeHa coobleHnssMm No AaHHOMY NpoToKoNy. Mo yMonyaHuio pe-
XXWUM yrnpasneHus naketamm npotokona ICMP BbikAtOYeH.
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COCTORHME HACTPOWKM NUEH3NKN
) SERVERSNS.SN7.local

AROCTYNOM

Bannbie noayversr: 13:15:50 O6HoeuTe
3aTvpatme AaHHbBIX
=3 = =
%% 3almTa ceTeBbIX NOAKIOYEHNI oo
o
P AOCTYnOM
MexceTtesown 3KpaH 3
aMKHyTas
NPOrpaMmMHas cpeaa
- 3
aWMTa ANCKa 1
ICMP-sawmra i WwudpoBarue AanHbIX

Koxtposne

Brarownrs ICMP-sawury
NPAACKEHAA

Paspewwuts creayrowme Tunet ICMP-coobuiesnii:
3awuTa ceTesbix
_- E:- Monysese. - NOAKNOYEHNA
MexceTescit axpan

ABTOPU3ALMA CETEBLIX
cosanHeHnin

KoHTpons ycrpoiicrs
KowTpons neuatn
Axtnsupyc

OBHapyxerine sTopkeruiA

Wudposanue rpaduxa

22.Y6eauntechb, 4YTO Npu BbIKIOYEHHOM ans cepeepa ServerSNS ICMP-3awmrte ¢ KOM-
netotepos ARM1 1 ARM2 koMaHaa ping 192.168.254.2 npoxoaut icneu.lHo, 3a-
TeM BrmtoumTe ICMP-3alimMTy, Haxmute KHoMky "MpumennTs" BEEEENEN 1
NoAOXANTE OKONO 4-6 MUHYT, NOKa HAaCTPONKM NPUMEHATCA. NMOBTOPHO MCMNONb-
3yiTe KoMaHAay ping W CpaBHUTe pe3ynbTar.

23.MpoTtecTtnpynte paboTy cO3AaHHbIX BaMuM paHee npaBun - 3anpeta RDP-
noakntoveHnst k cepeepy ServerSNS c komnbtoTepa ARM1 1 3anpeTta obpalueHus
K obwepocTtynHoi nanke "user_files" ¢ komnbtoTepa ARM1. NpocMoTpuUTE COOT-
BETCTBYlOWME cobbITa B NnokasnbHOM XypHane Secret Net Studio komnbioTepa
ServerSNS (cobbiTus kateropum "Mposepka MPA" ¢ Tunom "Ayant otkasos").

24.B nporpamMme ynpaBneHust Ha KoMnbioTepe ARM2 Ha nmaHenn CBOWCTB cepBepa
ServerSNS oTtkpoinTe Bknaaky "CocrtosiHve" u BblbepuTe MANMTKY KOMMOHEHTA
"MexceTeBoM 3kpaH".

COCTOAHWE HACTPOWKN NVLEH3WN

Cepgepbl bezonacr

(Db SERVERSNS.SN7
Jocal

) SERVERSNS.SN7.local

®©e 0o

L3 ARMLSN7 local

1%
. B

| @ amzswzioa! | @& MexceTeBoit 3kpaH
v
I&] @ BrmounTe obyvenne

Obyenne BukmONEND

CETentX COEAMHEHNA

O: MepeiTy X H3CTDORKE TOACHCTEV

4 !lnupnsnu axriens, zpnx oxoHuanus 31.082017

NepedTy £ UbOPMBLIAM O AuyeHIWN

Y uj—

O6paTtuTe BHMMaHWe, 4TO AaHHas BKaAKa MO3BOMSET BK/OYATL/OTKAKOYATL Ha
3awmaemMom KoMmnbotoTepe paboTy KOMMOHeHTa "MexceTeBon 3KpaH", a Takxe
ynpasnsaTb paboton pexnma obyveHunss. Kpome Toro, ¢ MOMOLLbIO KHOMKM-CCbISTKM
"MepenTn K HaCTPOMKE NOACUCTEMbI" MOXHO NEPENTU K HACTPONKE NONUTUK MeX-
CeTeBOro aKpaHa, C KOTOpPbIMMU Mbl MO3HAKOMWINCL B AaHHOM nabopaTopHOM pa-
6orte.

BbinonHeHne nabopatopHoi paboTbl 3aBepLUEHO.

NNabopaTtopHasa pabota Ne2 "ABTOopM3auusa ceTeBbiX coeaUHEHUN"

B naHHom nabopatopHoli paboTe paccMaTpuBaloTCa HEKOTOPble NpMMepbl NpUMeEHe-
HMS MexaHM3Ma aBTOpW3aLMM CETEBbIX COEANHEHUN Ans obecneyeHus 3alnLLEHHOro
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B3aMMOAENCTBMS MeXAYy aBTOpPU30BaHHbIMKM Ha cepBepe 6e3onacHoctn Secret Net
Studio aboHeHTaMu (Nonb30oBaTENSAMM U KOMMbIOTEPAMU).

ana YCTaHOBKW 3alUNLWLEHHOIo0 CoeEANHEHNA Heobxoanmo:

e  HaCTpoOWTb ANS yAANIEHHOIO KOMMblOTEPa-MNosyyaTens npasuna aocryna, Heobxo-
AnMble Ans o6MeHa JaHHbIMU C KOMMbIOTEPOM-OTNpaBuTeNeM (aBTopmusaums ce-
TEBbIX COEAWHEHMI paboTaeT B HEMNOCPEACTBEHHOM B3auMMOAENCTBUM C
npaBuIaMn MeXCETEBOr0 3KPaHNPOBaHNS);

. BKJTOUYUTb pEXNM noanncun nnun LIJI/ICprBaHVIS-l IP-nakeToB Ha KOMNbIOTEpPE-OTMNpa-
BUTENE.

[Mpy HEBbINO/IHEHUWN OA4HOM0 U3 3TUX YCHOBMI‘;I YCTaHOBUTb 3allULLEHHOE COeaANHEHUE
HEBO3MOXXHO.

HacTpoiika MexaHn3Ma aBTopM3aLMn CETEBbLIX COEAUHEHWNI OCYLLECTBAAETCA LiEHTpa-
NIN30BaHHO B nporpamme "LleHTp ynpasneHus". MporpaMma ynpas/ieHMs B JIOKa/IbHOM
pEXUME HEMOCPEACTBEHHO Ha 3alLMLIAEMOM KOMMbIOTEPE MO3BOJIAET TOMbKO MpO-
CMaTpuMBaTh LEHTPANIM30BaHHO 3alaHHble NapaMeTpbl.

BHumanme! lNepen Hauanom BINOMHeHUs nabopaTopHoit paboThl Ans NpoBeAeHNs aHanuaa CETeBOro
Tpadvka Bkmoumte BM Sniffer n ybeautecs, Uto ee ceTeBOI MHTEPDENC NOAKTIOYEH K BUPTYaNbHOMY
KommyTaTopy B pexuMe Promiscouos mode 1 Ha Helt ycTaHoBneHa nporpamma Wireshark.

1. Ha BM ARM2 B nporpaMMe yrnpas/ieHUs B CETEBOM peXWUMe OTK/ounUTe BCe 3a-
npeLlaroLine npaBuna, yCTaHOBEHHbIe MPY BbINOSIHEHUW MpeaplayLlen nabopa-
TOpHOM paboThbl.

2. Yb6eauTecb, YTO MpU OTK/IHOYEHHOM MexXaHM3Me aBTOpM3aLMK CeTEBbIX COoeauHe-
HUI Mexay knveHTamm Secret Net Studio nepepaetcs oTKpbITbIN Tpaduk. Ons
3TOro:

e Ha BM ARM1 oTkpoiTe OT UMEHM agMUHUCTPATOPa KOMaHAHYK CTPOKY M
HayHUTe noakntoyeHune no telnet kK BM ARM2: telnet 192.168.254.22 (Ha
3anpoc nepegadn Napons BBeauTe n);

Telnet 192.168.254.22 (=[S

floepo noxasoBate B nporpammy—-kameHt Microsoft Telnet

CumBoa nepexkawuyeHua pexuma: ’CTRL+1’

Bn HamMepeHo nNepefarb WHOOPMALMKN O MapoAe HA YHadeHHHW KomnbwTep B 30He HHTepHer.
370
rMoxeT 6wTb Heee3onacHo. [locaarb B awsom cayyae(y/nd: n

e nepekstounTecb B OkHO BM Sniffer, 3anyctute ytunuty Wireshark n HauHute
nepexsaT Tpaduka, ykasaB B rose "Apply a display filter" ctpoky dunbTpa
ip.addr==192.168.254.21;

ﬂCapturingfrom MoaxntoueHne No NOKanbHOM cetw 2 ??‘ = @
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

| WO XE Re=s=F sEEHaaaH
[ M |ip.addr==192.168.254.21 [X] ~ | Expression +
fNo. Time Source Destination Protocol  Length Info

e nepeknoumTtecb Ha BM ARM1 u B telnet-ceccun nocnepoBatenbHO BBEAUTE:
norvH sn7\dadminsns1, napons P@sswOrd, a 3atem — hostname, 4To6bI
y6eaunTbcst B yCnewHoM nogknoyeHnm kK ARM2;

EX Telnet 192.168.254.22 E=RR=l X"

C:sUserssdadminsnsl>_ I

e nepeknunTecb B o0kHO BM Sniffer, B okHe Wireshark ocraHoBute nepexsat
Tpadwuka, Hangute 3anmcu npotokona telnet n yéeantech, uto npu BBOAE NO-
rMHa W napons OT MuCcTodHmka (192.168.254.21) K nonayyatento
(192.168.254.22) cumBonbl nepenaBanncb OTKPbITbIM TEKCTOM.
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A Mo e no i cemn 2 fo o=

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 0 LBRE ===TiFEQQQN

(W |ip.addr==192.168.254.21 [X] ~| Expression...  +
No. Time Source Destination Protocol  Length Info e
i 150 1092.894243 192.168.254.21 192.168.254.1 DNS 89 Standard query @xafbf A vortex-win.
151 102.684474 192.168.254.21 192.168.254.22 TELNET 6@ Telnet Data ...
152 102.684475 192.168.254.22 192.168.254.21 TELNET 6@ Telnet Data ...

4

153 102.884220 192.168.254.21 192.168.254.22 TCP 68 62314 » 23 [ACK] Seq=89 Ack=117 Wi..

154 102,940564 192.168.254.21 192.168.254.22 TELNET 6@ Telnet Data ...

155 102.940924 192.168.254.22 192.168.254.21 TELNET 6@ Telnet Data ...

156 103.144204 192.168.254.21 192.168.254.22 TCP 60 62314 > 23 [ACK] Seq=90 Ack=113 Wi..

157 103.179662 192.168.254.21 192.168.254.22 TELNET 6@ Telnet Data ...

158 103.1808514 192.168.254.22 192.168.254.21 TELNET 6@ Telnet Data ...

159 103.384504 192.168.254.21 192.168.254.22 TCP 6@ 62314 » 23 [ACK] Sea=91 Ack=119 Wi..
Frame 154: 6@ bytes on wire (48@ bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, Src: Vmware_89:33:56 (00:50:56:89:33:56), Dst: Vmware_89:4d:c@ (00:50:56:89:4d:c0)
Internet Protocol Version 4, Src: 192.168.254.21, Dst: 192.168.254.22
Transmission Control Protocol, Src Port: 62314 (62314), Dst Port: 23 (23), Seq: 89, Ack: 117, Len: 1
Telnet

"

[

Data: a

98 50 56 89 4d cO 00 S0 56 89 33 56 08 00 45 00 PV.M..P V.3V..E.
1 @@ 29 76 94 40 00 80 06 ©6 bd c@ a8 fe 15 c@ a8

fe 16 f3 6a @@ 17 de 40 61 69 Sa d7 c9 cl 5@ 18

91 00 86 83 00 00 61 00 00 00 20 00

TakuM 06pas3oM, MOXHO KOHCTaTUPOBaTb, YTO NPU OTK/IKOYEHHOM MeXaHu3Me aB-
TOpU3aUWUKN CETEBLIX COEAMHEHUI Mexay knneHTamm Secret Net Studio nepeaa-
€TCS He 3alMLIEeHHbIN TpaduK.

MNMepen yCTaHOBKOM 3aLUULLEHHOIO COeAMHEHNS A1 B3aUMOAEACTBUS MeXAy KOM-
nbloTEpamMu oTnpasuTens n nonydarensa Ha BM ARM2 B nporpamme ynpasneHus
B CETEBOM pexXuMe HacTpoinTe npasuna Aoctyna. [ns aToro:

e B naHenu "KomnbtoTepbl" packpoiTe naHesnb o6bekta ARM2;

e Ha Bknaake "Hactponkun" Bbibepute pasgen "Monutuky / 3awmta ceTeBbIX
noaK/to4eHNn / MexceTeBol 3KpaH" UM, WUCMONb3ys onucaHue nn. 6-12
npeabiaywen nabopaTopHoli paboTbl, co3panTe ANs KJAWMEHTOB rpynnbl
Everyone paspelatowiee npasuno gns TCP /UDP - Tpaduka Ha ntobon nopt
c ntoboro yaaneHHoro nopra.

Monb3oBa- | UCTOYHUK MpoTtokon/nopT | Monyyatensb MpoTo- [eiictBne

TeNb Kon/nopTt

everyone * TCP, UDP / any | * any / any allow
Macrep cozaatua npam ﬂ_ ""

Tvn goctyna

YkaxuTe TUn 40CTyna  EbiBEpUTE MCNOAB3YEMbIA CETEBOM CEPENC.

Docryn: '@ Paspewwts

Ceteso# cepsuc Obrosuts

3anpetuts

<nycro>

All incoming (UDP, TCP)
DHCP reply

DHCP-request

DNS reply to the closed port
DNS request

DNS server (TCP)

DNS server (UDP)

HTTP server

HTTPS server

IS cepeep 8090

< Hasaa lanee > Ormena
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MapameTpbl Npasuna

YkauTe TUN NPOTOKOA3, HANPABNEHNE COEANHEHNR, yAanermuﬁ nopr ¥
npuaoxXeHve, AnR KOTOPOro ﬁyAﬂ AEViCTEOBATL NP3BMNO.

Tun npotokona: TCP, UDP T‘
Hanpasaenve: ® Bxopswee
Wexoaswee

Tpebosate 3aMIEHHOE COSAVHEHNE

* ' { AononxyTensHo

ﬂopv Ha3HaYeHUA:

Mpunoxenve: i x I

< Hasag H BAanee > I Ormena

Hactpoiika ysegomnerunii

Yxawwmre cnocobel curt mu 0 cpaf r

Mpu HacrynaeHnn cobomms:
V| BarounTs ayant
3ByKOBaR CUrHANMIAUMA
__| Bunonnute komanay

B MONL30BATENBCKON CECCUM:  Cpucrenmoit

3aﬂyCTVlTb C NOEbIWEHHBIMW NPABAMA

|<Ha3ag||£|,anee>||0mma|

[lononHuTenbHble KpUTepun

dunbrpa.

YkaxuTe gononHuUTENbHbIE napamMeTpsl Npasung, TaKWUe KaKk aApeca Y3108 U Macka

Macka dunetpa: |

*

YaanenHuin agpec:

JlokansHblif agpec:

OTtkatoumnTs Npasvno

Yeeagomnate otn pagvTens o 6noku POEKE NakeTa

< Hasag H Janee > H Otmena
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= H Z H3WW
Cepgepbi 6@3onacr“ COCTORHME ~ HACTPOWKW DALEH3VI

= usre
Jocal | Darmeie nonywens: 16:16:44

WADPOEAHME AasbiX

Obmoswme
L] 2 Koutpons
LA ] :'::'3 3 I M ‘A NPHACKEHUA
2 &' SallTa ceTeBbIX MOAKAHYEeHUN
Jaumra ceresmix
M e NOAXAKOYEHNA
eXCeTeBoun 3KpaH
[ ARM1LSN7 Jocal P Mexcerenod separ
* * ‘ Npaeuna gocryna ABTOPUIIUNR CeTEBBX
| Ax B conanmenni
Npasuns, Py A0cTyn K ceressam cepaucam (TCP/IP vd) garmoro xomnboTepa. KowTposs ycTpoicTs
B C a Tun goctyna | Hanpasnexue #ag | Npws KouTpose nevars
3 ARMZSN7 local AnTrenpyc
v yone Sea  All g Paspe B < *
— OSHapyxenne sTopwenvi
v everyone Seo  DNS request  Paspewen Vicxogrwee . p
Wudposanue rpadua
v everyone Sea  DHCP reply Paspewen Bxogruwee ” " ObHosacsne
=) SERVERSNS.SN7. v everyone Sec  DHCP-reques  Paspewen Vicogawee e .
loat o] | 2 | o | Ralaemi | pecanll Avnasies . = & PETUCTPALIMA COBLITUY
Ll—J ._'_] 2 . 4 MAPAMETDLL

I'Ipumeqal-me. prnna Everyone BKItoYaeT B cebsi Nonb3oBatenei 1 KOMNbIOTEPbI, KOTOPbIE:

e npownu ayteHTuukaumio Ha Cb Secret Net Studio (authenticated Secret Net Studio), T.€. ¢
YCTaHOBMEHHbIM KrneHToM SNS;

e He npoLunm ayteHTUdmkaLmio Ha Cb SNS (anonymous), T.e. b0 He ycTaHoBMeH knueHT SNS,
nmbo nmeeTcs npobriema ceTeBOro B3aMMOAENCTBUS MeXAY kKeHTom u CB.

HacTpoiiTe pexuM 3aliunTbl CETEBLIX COEAMHEHUIA MEXAY aBTOPU30BAHHbLIMU KJTN-
eHTamu Secret Net Studio. Ons sToro:

e ans obbekTa ARM2 Ha Bknaake "Hacrtpoiikn" Bbibepute pasgen "Monutuku /
3awmTa ceTeBbIX NOAKIOUYEHNI / ABTOpM3aUMs CETEBbLIX COeANHEHNI";

e B rpynne HacTpoek "3awwuTa Ans rpynnbl everyone" yCTaHOBUTE OTMETKY B
none "BKIOUYnTb 3alnTy coeanHeHnin";

e B rpynne Hactpoek "O6paboTka ceTeBbiXx MakeToB" yCTaHOBUTE OTMETKY B
none "lndposarHune" n ybeantecb, YTo oTMeYEHbI onumn "KOHTPOsb LesoCT-
HocTM" 1 "3awmTa oT replay-aTtak";

e OCTajbHble MapaMeTpbl OCTaBbTe MO YMOSYaHMIO, MPUMEHUTE CAeNaHHbIE
HaCTPOWMKN 1 noaoXauTe npuHaToe B SNS Bpems (4-6 MUHYT) Ans UX akTUBaLMW.

COCTOAHWE HACTPOWKMN NVLEH3NK

J ARM2.SN7.local

Jannbie namenens! i Ommena | WwnppoBaHIE A3HHLIX

e 5 g KonTpons )
i 3almTa ceTeBblX NOAKJHOYEHNN 33:’”“”"‘“"““
NOAKAHYEHKA

ABTOpHSaLI,HH CeTeBbIX COEAMHQHHﬁ .
Mescereeoi skpan

Hactpoiikm ABTOpWZAUMA CETEBRIX
CcoegMHEHMA

33aWMTa CoeAMHEHWIA INA TPYNNBl eVeryone

Kontpone yerpaiicts
¥| BrAMYMTE 3AWMTY COEAMHERNI

Kotmpons neuatw

Asm
O6paboTka ceTeBLIX NaKETOB Mo

ObHapy=eHWe BTOpXEHWA
MNapameTpul 05paboTki CETEELIX NaKETOB:

Wudposanve Tpadixa

Moanwcs MakeT yennkom

ObHosnerme
¢ |llwppoearne
' KoHTpOAE UENOCTHOCTE PETMCTPALIMA COBbITAK
v JawwTa ot replay-aTax 4 TNAPAMETPbI

YueTHar wHbOpMaLMA
C puii ana onpep, SMB-c

CeTeErle HACTPONKK

’ Chop xypHanos

Yb6eautechb, UTO Nocne BKKOYEHUS MexaHM3Ma aBTOpu3auMu CEeTEBbIX COeAWHe-
HUI Mexay knveHTamm SNS nepegaeTcs 3aWmLleHHbIA Tpaduk. [na 3Toro:

e Ha BM ARM1 3akpowTe OTKpbITOe paHee noakntoyeHue no telnet kK BM ARM2,
ncnonb3ysa kombuHauuo knasuw [Ctri+]] n komaHay quit:

e HayHuTe HoBoe telnet-noakntouyeHme kK BM ARM2: telnet 192.168.254.22
(Ha 3anpoc nepepayun naposns seeauTe n);
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Telnet 192.168.254.22 e R S

flospo noxasosate B nporpammy—-kKaueHT Microsoft Telnet

ICumBoa nepekawyeHun pexuma: ’CTRL+1’

Boi HaMeEpeHH Nepefarb WHOOPMAUMK O NapoAe Ha YAadeHHHW KomnbwTep B 30He HHTepHeT.
370
MoxeT 6wmTb Heee3onacHo. [locaarb B aweom cayuaely/nd: n

e nepeknuuTechb B 0kHO BM Sniffer u B okHe Wireshark HauHuTe nepexBaThbi-
BaTb Tpaduk, ybeamswmnce, uto B none "Apply a display filter" 3apan dpunbTp
ip.addr==192.168.254.21;

e nepekntountecb Ha BM ARM1 u B telnet-ceccun nocnepoBaTenbHO BBEAMUTE:
nornH sn7\dadminsns1, napons P@sswOrd, a 3atem - hostname, 4To6bI
yb6eantbca B ycnewHoM noaknoyeHnm k ARM2;

@8 Telnet 192.168.254.22 = 1= ]

C:sUserssdadminsnsl > I

e nepeknuuTeCh B OKHO BM Sniffer, B ytunute Wireshark ocraHoBute nepe-
XBaT Tpaduka 1 ybeamtecb, YTO NMocne BK/IOYEHUS 3alUMTbl COEANHEHWUI OT
ncroyHmnka (192.168.254.21) k nonyyatento (192.168.254.22) BmecTo OT-
KpbITOro npotokona telnet nepeaatoTcs naketsl No ESP-NpoTOKONY, KOTOPbLIN
He CoAep>XUT He3awundpoBaHHbIX AaHHbIX.

M *Moaxnouenne no noxansmoii cetn 2 = \—'?7
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm 0 sBRBRe==FTaEEaaan

[ ip.addr==192.168.254.21 [X] ~| Expression...  +

No. Tme Source Destination Protocol  Lengtt Info &
329 27.937470 192.168.254.22 192.168.254.21 ESP 670 ESP (SPI=0xb64113f@) ‘
331 28.134300 192.168.254.21 192.168.254.22 ESP 110 ESP (SPI=0x0184c012) ‘
332 30.406671 192.168.254.21 192.168.254.22 ESP 110 ESP (SPI=0x0184c@12) Gl
333 30.507805 192.168.254.22 192.168.254.21 ESP 110 ESP (SPI=@xb64118f@) | .
334 30.638582 192.168.254.21 192.168.254.22 ESP 110 ESP (SPI=8x0184c@12) ‘
335 30.745178 192.168.254.22 192.168.254.21 ESP 110 ESP (SPI=exb64118f@) ‘
336 30.945883 192.168.254.21 192.168.254.22 ESP 110 ESP (SPI=0x0184c012) |
337 31.542638 192.168.254.21 192.168.254.22 ESP 110 ESP (SPI=08x0184c012) ‘
338 31.644086 192.168.254.22 192.168.254.21 ESP 110 ESP (SPI=@xb64118fe)
339 31.654144 192.168.254.21 192.168.254,22 ESP 119 FSP (SPI=0x0184c012) 7

Frame 333: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface @
Ethernet II, Src: Vmware_89:4d:c@ (00:50:56:89:4d:c@), Dst: Vmware_89:33:56 (00:50:56:89:33:56)
Internet Protocol Version 4, Src: 192.168.254.22, Dst: 192.168.254.21
4 Encapsulating Security Payload
ESP SPI: @xb64118f@ (3057719536)
ESP Sequence: 31

90 50 56 89 33 56 00 50 56 89 4d co 08 00 45 00 .PV.3V.P V.M...E.
00 60 4c 90 40 0@ 30 32 3@ ee c@ a3 fe 16 c@ a8 s ksfes
fe 15 b6 41 18 fo 60 @0 @@ 1f 33 @b 59 ac 4b 23 R
7c 3b 99 1c 25 1a 85 24 2a 13 cb 24 5b 5d 9e cc |
@d cd 93 83 aa f6 ca 24 20 7b f4 @b db al 7a 6d 2 s z
4b c7 9@ 63 17 S aa eb 46 14 fb fd 77 c4 d9 @2 KeeCoown FovoMeow
d6 62 61 c7 bf d7 6a 6@ ©c 5a dc 8d f2 65 DB eons? oo ra®

Takum o6pa3oM, MOXKHO KOHCTaTUPOBaTb, YTO NMPWU BKIKOYEHHOM MEXaHM3Me aBTO-
pu3aumun CETEBLIX COEAMHEHUIM MexXay knueHTamu Secret Net Studio nepenaetcs
3alUMLLEHHbIA TpadWK, KOTOPbIA HE COAEPXUT OTKPbITON MHMOPMaUNN.

Mepekntountecb Ha BM ARM1 un 3aKkpoinTe OTKPbITOE paHee MoAK/OYEHME MO
telnet k BM ARM2, ncnonb3ys kombmnHaumto knasmw [Ctri+]] n komaHay quit.

AHaNOrn4yHbIM NOAXOA4 MOXET MPUMeHATbCS Ana obecnedeHns 6e30MacHOCTU He
TONbKO telnet-noakntoyYeHnin, HO U APYruX CETEBbIX CEPBUCOB, KOTOPbIE UCMONb-
3yl0TCa 1 NepegatoT nHdopmaLumio B OTKpbITOM BUae, Hanpumep, http (obecneuve-
Hue 6e30MacHOro NOAKIOYEHNS KIIMEHTOB K pa3BEpHYTOMY B opraHm3auunn Beb-
cepsepy).

Kak y>xe oTMeyanoco Bbllle, MEXaHU3M aBTOpU3auun CeTEBLIX COeANHEHNN obec-
neymBaeT 3almMTy B3aMMOAENCTBUSA TOIbKO MeXAy aBTOpM30BaHHbIMKN Ha CB knun-
eHTamMn Secret Net Studio. Ecnu Ha KoMnbloTepe Monb3oBaTeNns He yCTaHOBMEeH
Secret Net Studio wnu nonb3oBaTenb MO KakMM-IM60 MpUYMHAM He npollen
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ayTteHTudumkaumo Ha Cb SNS (anonymous), To Tpaduk Mexay HUM U aBTOpPU30-

BaHHbIM kKnneHToM SNS He byaeT 3awmuaTbes.

OaHaKo € NOMOLLbKO COOTBETCTBYHOLLMX MPaBWUIT MEXCETEBOINO 3KPaHMPOBAHMSA aa-
MUHUCTPATOP MOXET HAaCTPOUTb 6J'IOKMpOBKy coefuNHeHun ans HEABTOPU30BAHHbIX

Ha Cb nonb3oBaTtenen (anonymous). [ns 3Toro:

e [epek/ilounTecb B OKHO MporpaMmbl ynpasrneHus Ha BM ARM2, B naHenu
"KomnbtoTepbl" Bbibepute 06bekT ARM2 1 packpoiTe naHesb ero CBOMCTB;

e Ha Bknaake "Hactponkun" Bbibepute pasgen "Monutukum / 3awmta ceTeBbIX
noakno4veHn / MexceTteBol 3kpaH" W, UcCnonb3ysa onucaHve nn. 6-12
npeabiaywen nabopatopHon paboTbl, co3aanTe AN KIMEHTOB Fpynnbl anon-
ymous 3anpellatowiee npasmno ansa TCP /UDP-tpadmka Ha nwoboi nopt C

noboro yaaneHHoro nopra.

Monb3oBa- NCTOYHMK MpoTtokon/nopT | Mony4yatensb

TENb

MpoTo-
Kon/nopTt

[OenictBne

anonymous | * TCP, UDP / any | *

any / any

deny

MECTGP C0343HKA Npaswna gocryna

Tun poctyna

YxaxuTe TUN S0CTyna ¥ BbIGepuUTe NCNONb3YEMbIA CETEEOI CEPEMC.

HAocryn: Paspewuts

® 3anpetute
Certesov cepsuc O6HosuTs

<nycro>
‘ All incoming (UDP, TCP)
DHCP reply

DHCP-request

DNS reply to the closed port
‘ DNS request

DNS server (TCP)

DNS server (UDP)

HTTP server

‘ HTTPS server

IS cepeep 8020

TAADA raniar

Hasag Lanee > Ormena

Macrep cosaanus npaswaa goctyna

MapameTpbl Nnpasuna

YKaxuTe TUN NPOTOKOAS, HaNPABAEHVE COEAMHEHWA, YABREHHSIN MOPT U
‘ npuaoXexue, AnA KOTOPOro HyAeT 4ecTE08aTh NPAEKAC.

Tun npotoxona: TCP, UDP v
‘ Hanpasnenue: ® Bxoaswee
Wexoanwee

Tpebosate 3awmieHHOE COeanHEHUE

MopT HasHayenus: ~ Jononnutensso

‘ Mpunoxenue:

< Hasaa Lanee > Ormena
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’Macrep co3paHua npaswa bﬁa:\"—

)

CybbekT goctyna

Buibepute yueTHyto 3anuce uau rpynny, Aoctyn poit Byaer kKoHTpoAup
CO343BaEMOe NpPasuno.

Cy6wvexr goctyna: | anonymous Secret Net Studio v {7816”75

Hactpoiika ysegomneHunii

YkaxatTe cnocobel cure 4K O Cp vu Np

Mpu HacrynaeHun cobomns:

V| BarounTs ayaut
3eyxoBan CUrHaAM3auMa
BunoanuTte komaray

B NONL30BATENBCKOM CECCUM:  Cjacran-oit

3anycTuTs C NOBBIWEHHEIMIA NPABAMA

|<Hasag||.0,anee>||0meua|

[lononHuTenbHble Kputepuu

YKaxuTe LOMNONHUTENbHLIE NapaMETPLI NPABNAE, TaKUE KaK AAPECa Y3108 U Macka
dunbrpa.

Macxa dunetpa: | |
: |

H |

YaanenHui agpec:

JlokansHblif agpec:

OTkAtO4MTE NPaBUAO

YBEAOMII ATb OTNP3BMTENS O 6IIOKVIPOBKE naketa

< Hazag H fanee > H Ormena
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8.

CCPBC‘pb! 6030“3(':’ COCTORHWVE HACTPOWKW NNLEH3NMA

0 s |
- e

- n 5% 3awmTa ceTeBbIX NOAKAOYEHUN

Nannsie wamenenst Orvena 3aTuparse AanHbIX

Moamomosmoe
ynpasnexne
AocTynom
Jsuryran
NPOrPAMMHAR CPesd

MexceTeBou 3kpaH

® 1 Y
| AX B 1

SaupTa ancxa u

Mpaeuna pocryna
wrbposanme aaNHbX

Kowrpone
npesoxesHi

MNpasuna, peraauenmupyrowme KocTyn K cetenvem ceppucaw (TCP/IP wd) panmoro xomnprotepa.

Cybwexr Cerenon ot Tun goctyna | Hanpasserme | Yasnereai az | Npw

3awmra cetessix

anonymous S Allincoming | 3anpewen Bxogruee TOREmcmm
3Kpar
v everyoneSea  Allincoming| Paspewew  Bxogsuiee
AsTopusauss ceressix
v everyone Sea  DNS request Paspewen HMowoaswee CoeanHErA
E SERVERSNS.SN7. v everyone Sea  DHCP reply Pazpewen Bxogsuwee Konrpone yerpoiicTs
focal o
® 4L Y v everyone Sea  DHCP-reques  Paspewex Mexopawes KorTpose newam
! il " Antusnpyc
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Obroenesne

< | o
MNMocne npuMeHeHMsa caenaHHbIX U3MEHEHU ceTeBoe B3ammoaencreme ¢ ARM2 by-
AeT BO3MOXHbIM TOIbKO A1 aBTOPM30BaHHbIX Ha Cb aboHeHTOoB.

Ecnn pacnpocTpaHuTb AaHHbIN MOAXO4 Ha BCH CETEBYH MHMPACTPYKTYpY, BECb
Tpadumk 6yaeT n3onmMpoBaH TOIbKO Mexay knneHtamm Secret Net Studio.

Bbikntounte BM Sniffer. BoinonHeHne nabopaTtopHoi paboThbl 3aBepLUEHO.

KOHTpOﬂbeIe BOMPOCHLI

1.

2.

3.

4.

5.

6.

7.

8.

9.

B uem 3akntovaeTcs ocobeHHOCTb PyHKUMOHMpoBaHusa NMM3 B Secret Net Studio,
oT/iMyYalowasn ero oT TpaanLMOHHbIX, "nepmmeTpoBbix" M3?

Kakue rpynnbl NpaBun NpoBepKM ceTeBoro Tpaduka peanmnsoBaHbl B M3 Secret
Net Studio?

Kakas u3 rpynn npaswn npoBepkn ceteBoro Tpadumka B MM Secret Net Studio
MMEET HaMBbICLLUMIM NPUOPUTET? YTO pernamMeHTUpyeTCcs npasuiaamMmm 3TON rpynnbi?

Mo Kak1MM MPOTOKOJIAM MOXET OrpaHNYMBaTLCA A4OCTYN K 3alUMLLAEMbIM pecypcam
C MOMOLLbIO CUCTEMHBIX MpaBun?

Kakas u3 rpynn npaswun npoBepkn ceteBoro Tpadumka B MM Secret Net Studio
MMEET MUWHUMAsbHbIA NPUOPUTET? YTO pernamMeHTUpyeTcs npasuiaMu 3TOM
rpynnbi?

KakoB nopsigok 06paboTku 3agaHHbIX B napameTtpax NM3 Secret Net Studio npa-
BWM gocryna?

Yepes Kakol MpOMeXyTOK BPEMEHW MOC/IE COXPAHEHWUsI U3MEHEHWUI BCTynakoT B
CWy HOBbI€ HACTpONKM npaBun gocryna NM3 Secret Net Studio?

Kakon pexunm pabotbl MM B Secret Net Studio no3BonsieT coctaBuUTb Ha OCHOBE
MHMOpPMaLMn 0 CETEBOWM aKTUBHOCTM MpunoxeHu 6a3oBbii Habop npasun O0-
cTyna, Heob6xoamMmblin Anst GYHKUMOHNUPOBAHUS 3alLMLLAEMOro KoMMnboTepa?

B ueM 3akntoyaeTcss 0CO6eHHOCTb ayTEHTUdMKALMM NOSb30BaTeNen MeXaHM3MoM
aBToOpM3aumm ceTeBbix coeanHeHun Secret Net Studio?

10.KaknMm cpeactsamMm obecrneymBaeTcsl 3aliuta U LEeOCTHOCTb MepeaaBaeMbiX

AaHHbIX B MEXaHU3MEe aBTOPU3aLMM CETEBbIX COEANHEHWNIN?

11.4710 Heo6x0QMMO AN BO3MOXHOCTM BblibOpa Nonb3oBaTeNs UM rPynnbl NOb30-

BaTenemn, 4OCTyn K KOTopol 6yaeT KOHTPO/IMPOBATLCS NPU CO34aHMK HOBOIO npa-
BW/a AOCTyNa B NMapaMeTpax HacTpoek noamTtuk NMMa?

12.Hannune Kakux npaeBwui HeobxoAMMO ANsi paboTbl NPUKIAAHBIX MPaBWUa AOCTyna

K 06LMM MankaM Ha 3allMLiaeMoM KOMMboTepe?
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[naBa 5
3awumTta oT BUpycoB u BpegoHocHoro 1O

B 3ToM rnaBe Mbl pacCMOTPUM OTAENbHO NULEH3NPYEMble KOMMOHeHTbl Secret Net
Studio, obecneumnBatoLLme 3aLUTY OT BUPYCOB M BpeaoHocHoro MO (cM. puc. 1):

e  AHTMBMPYC — MO3BOJISIET OCYLLECTBNSATL 3BPUCTUUYECKUIA aHaANN3 AaHHbIX U aBTo-
MaTUYECKYH0 MPOBEPKY Ha Hannyve BPeLOHOCHbIX MPOrpaMM fno 3aperucrpmpo-
BaHHbIM B 6a3e curHatypaMm. [lpuM npoBepke KOMMblOTEPA MPOBOAMTCS
CKaHMpOBaHME >ECTKUX AUCKOB, CETEBbIX MAMoK, BHELHMX 3anoMUHAOLWMX
YCTPOWCTB M Ap., UTO N03BONSIET 06HAPYXMUTb U 3a6/10KMPOBaTh BHELLUHUE U BHYT-
PEHHWE aTaKw;

e CpeacTtBO obHapy)XXeHWs BTOPXEHWI — npoBepsieT ceTeBon Tpaduk, obHapyxu-
BaeT U 6NOKMPYET BHELIHME M BHYTPEHHME BTOPXEHUS, HarNpaBieHHble Ha 3aliu-
LaeMbli KOMMbloTEp.

HacTtpowka pabotbl aHTuBMpyca n COB ocylwiecTBnsieTcs Mbo LIEeHTpasiM30BaHHO B
nporpamme "LleHTp ynpaBneHums" Cc NOMOLLbIO FPYMNNoBbIX NONTUK YPOBHSI 06BHEKTOB
"NomeRn", "CepBep 6e3onacHocTn" unm "OpraHmsaunoHHas eauHuiua", nnbo Heno-
CPeACTBEHHO Ha 3alMLLAEMOM KOMMbOTEPEe Yepe3 KOMMOHEHT "JIoKasnbHbIN LIEHTP
ynpasneHms".

Bcs nHdopmMaumsa 06 akTMBHOCTM MexaHM3MOB aHTMBMpYyca n COB pernctpupyetcs B
XypHane Secret Net Studio.

AHTUBUMpPYC

B Secret Net Studio pa3paboTaHbl ABa KOMMNOHEHTa aHTMBMpPYCa, KOTOPble yCTaHaB-
NNBATCA, HAaCTpanBakoTCA U COMPOBOXAATCA NMpaKTU4eCKN OANHAKOBO:

e aHTMBMpYC (TexHonorus ESET) — npeaHa3HauyeH A1 UCMONb30BaHWSA B KOMMep-
YeCKMX opraHmsaumsax, B KOTOpbIX He obpabaTbiBaloTCA CBEAEHUSs, COCTaBMso-
LUMe roCyAapCTBEHHYIO TalHy. [JaHHbI KOMMOHEHT He MpOXOAWUT npouenypy
cepTudurKaumm y perynstopos;

e aHTMBUPYC — pa3paboTaH K cepTudMUMpOBaH ANs MPUMEHEHUS B CUCTEMAX C 3a-
LLMTOM roCcTamHsbl.

AHTMBUPYCHas 3awmTa B SNS obecneymBaeTcsa peanunsaumen cneayowmx GyHKLMR:

e MOCTOSIHHas 3awuTa — NPOBOAMT MPOBEPKY (DalinoB B peXunMe peanbHoro Bpe-
MEHW N NO3BONSET 06HAPYXUTb KOMMbIOTEPHbIE BUPYCbl CUTHATYPHBIMW N 3BPU-
CTUYECKMMW MEeTOAAMW MNpW MOMbITKax Mosy4YeHUss AO0CTyna K WCMOSIHSEMbIM
darinam, darinam 4OKYMEHTOB, n3obpaxkeHnii, apxmBOB, a TaKXe K CKpuUMnTaMm u
APYrMM TMNam NoTeHUMasbHO onacHbIX annos;

e  KOHTEKCTHOE CKaHWpOBaHMe — BbIMOJIHAET NPOBEPKY, 3aMnyCKaeMyto nosb3osaTe-
JIEM N3 KOHTEKCTHOrO MeHto B npoBogHuke Windows;

e  CKaHMWpOBaHMWe MO pacnucaHuio — 3arnyckaeT NPoBEepKY MO pacnuMcaHuio, napa-
METpbl KOTOPOro HacTpauBaloTCs afAMMHUCTPATOPOM B MPOrpaMMe yrnpaBfieHus.
MponylleHHoe CKaHWpOBaHWEe Mo pacnucaHuio (Hanpumep, KoMmnbioTep 6bi Bbl-
K/IHOYEH) 3anycKaeTcsl NPUHYAUTENBHO MNOC/E BOCCTAHOBAEHUA paboThl KOMMbHO-
Tepa;

e aBTOMaTU4ecKas MpoBepKa CbEMHbIX HOCMTENEN — peanunsyeT aBTOMATUYECKYIO
NMPOBEPKY CbEMHbIX HOCUTENEN NPU NX MOAK/IIOUYEHMN K KOMMbIOTEPY;

e  CMKWCOK WCKJIIOYEHWNI — MO3BOJISIET COCTAaBUTb CMMUCOK (halsioB, KOTOpPblE HE MPO-
BEPSAIOTCS B peXMMe peasibHOro BpeMEHU U MpWU CKAHMPOBAHMKU MO pacrnmcaHuio.
CnunCoK UCKTIOYEHUI aencTBYET robanbHO A1t BCEX BUAOB CKAHMPOBaHUSA N HE
HaCcTpaMBaeTCs OTAENbHO ANst Pa3HbIX PEXUMOB;

e  BbIMOJIHEHME AENCTBUIN Npy 06Hapy>XeHN BUPYCOB — OMNpeaensieT AeNCTBME, KO-
Topoe 6yAeT BbIMNO/IHEHO C 3apaXXeHHbIMN 06bEKTaMU: yAaneHWe, U30nMpoBaHme
(nepemeweHmne B KapaHTUH), 6/10KMpoBKa A0CTyNa (TONbKO B PEXUME MOCTOSH-
HOM 3aWmnTbl), NedeHne. Boibop peakummn Ha obHapyXeHHble BpeAOHOCHbIE Npo-
rpaMMbl OCYLLECTBASIETCS B HACTpPOliKax napaMeTpoB aHTMBUPYCa;
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& MpuMUTE K CBEAEHUIO, YTO BOCCTAHOBMNEHHBIE M3 KapaHTUHA 06beKTbl A06aBNSIOTCA B CrIMCOK UC-
KIoYeHUIA Ans BCeX Npodumneit ckaHMpoBaHs (KDOMEe KOHTEKCTHOTO CKaHMPOBaHMs). 3To Heobxo-
AMMO [NS TOrO, YTOBbI NPY CKaHMPOBAHIM JaHHbII OGLEKT He Nonar B KapaHTMH MOBTOPHO.

e 06HOBEHWE aHTUBUPYCHbIX 6a3 — onpeaensieT NopsiAoK 06HOBMNEHUs: Nnbo aB-
ToMaTuyecku B POHOBOM pexmnMe C cepBepa 0OHOBIEHWNI, MO0 BPYYHYHO U3 Bbl-
6paHHOM AnpekTopuu;

e  KOHTpPOJIb LLESIOCTHOCTU CUrHaTyp — obecneynBaeT NpoBepKy HEM3MEHHOCTU 6a3bl
CUrHaTyp npw 3arpyske cnyx6bl n npu obHoBneHun. MNpu HeCaHKLMOHNUPOBAHHOM
n3MeHeHnn 6asbl co3pgaeTcs 3anmcb B XypHane Secret Net Studio.

MapameTpbl paﬁOTbI aHTUBUPYCa pa3aesieHbl Ha cnegyrowme rpynnbl:

e npodun pexxmMoB CKaHUPOBaHUS — 3TO Habop 3apaHee 3aZlaHHbIX NapamMeTpoB
CKaHMpOBaHusl, KoTopble 6yAyT NMPUMEHEHbI NPU MPOBEPKE CUCTEMbI B COOTBET-
CTBYIOLLEM pEXNME;

e pacnucaHve CKaHMPOBaHWUSI — OMpeaensieT BpeMsi U NepuoanYHOCTb NpoBEAEHMS
NMPOBEPOK B COOTBETCTBUU C 3aAaHHbLIM NPOdUIeM CKaHNPOBaHWS ;

e VCK/IIOYEHMS — ONPeaensoT nepeveHb dhalifoB 1 KaTaroroB, KOTOPbIE HYXXHO MC-
KJTOUYNTb U3 NPOBEPKN;

e perucrpaumsa cobbiTuii — onpeaensieT ypoBeHb perncrpauum cobbiTin B cucrteme
3amThl.

Ha 3awmiiaeMoM KoMnboTepe nporpamma ynpasneHms SNS nossonser:
e 3anyckaTb Npoueaypy CKaHWMPOBaHUS;

e MpocMaTpuBaTb M YNpaBnaTb COAEPXUMbIM KapaHTUHA;

e 3anyckaTb Npoueaypbl 06HOBNEHNS aHTUBUPYCHbIX 6a3.

MoMMMO cpeacTB NpOrpaMMbl ynpaB/ieHUs peanm3oBaHO KOHTEKCTHOE CKaHMpOBaHUe
Bbl6GpaHHbIX anoBbiX 06BLEKTOB B peXuMMe WUrHOPMPOBAHUSA CrMCKA WCKIIIOYEHWN.
CneumanbHas koMaHaa "lMpoBepuTb Ha BMPYChl (MrHOpMpoOBaTb 6enbii cNncok)" po-
CTYyNMHa B pacClUMpeHHOM KOHTEKCTHOM MEeHI KaTtanora wnu daina 4nas yneHoB no-
KanbHOW rpynnbl aAMWHUCTPATOPOB. BbI30B 3TOr0 MEHI0 OCYLLIEeCTBASETCS B
MpoBoaHnke Windows npwu Ha)aTol knasuwe [Shift].

CpencTtBo OOHapyXeHUs1 BTOPXXeHUMN
O6HapyxeHue n npeaoTBpalleHne BTopXeHun obecnednBaeTcs B Secret Net Studio
peanusaunen cneayrwmx QyHKUMN:

e [ETeKTOp CeTeBbIX aTak — obecneumBaeT punbTpaunio Bxoaswiero Tpadumka ans
610KMPOBKM BHELWHMX aTaK M 0BHapy>XeHWsl CKaHMpOBaHMS MOpPTOB. [eTekTop
atak QYHKUMOHUPYET Ha NMpuknagHoM ypoBHe mogenn OSI. AHanus BXOASALLMX
AAHHbIX NPOMN3BOAMUTCSA C NMOMOLLBIO U3YYEHUS NOBEAEHNS;

e  CUIHaTYPHbIMN aHanM3 — NPOBOAUT KOHTPOJIb BXOASLLErO U Ucxoasiwero Tpadumka
Ha HanM4une 3N1IEMEHTOB, 3aperncTpmpoBaHHbIX B 6ase pewatowmx npasun (BPI).
ATaKyloLMe KoOMNboTepbl MOTyT 6/I0KMPOBaTLCS Ha 3aAaHHbIN NPOMEXYTOK Bpe-
MEHMW.

[nsa oTaenbHOro KoMnbtoTepa nporpamMmma ynpaenenust Secret Net Studio no3sonser
OCYyLLECTBNATb CHATME B61OKMPOBKM XOCTOB.

O6HoBneHune
[ns NONHOLLEHHOW 3aLLMTbl KOMMBIOTEPOB OT BPEAOHOCHBIX MPOrpaMM rnpeaycMoTpeHa
yCTaHOBKa crieaytowmx o6HOBNEHWIA:
e 06HOBMEHME aHTUBUPYCHbIX 6a3;
e 06HOBNeHMe 6a3bl peluarowmx Npasui.

O6HOoBNEeHMe aHTUBUPYCHbIX 6a3

[Ons ueHTpannsoBaHHOro OBHOBMEHUS Ha 3allMlIaeMbiX KOMMbioTepax 6a3 aHTUBMU-
pyca npegHasHauveH cepBep obHoBneHmin — Antivirus Update Server (AVUS). 3a-
rpyska obHoBneHui Npom3BoANTCS C cepeepa komnaHum "Kog besonacHoctun".

B 3aBMCMMOCTM OT KOHMWUrypauuum M pasMepa 3allMLLaeMol CETM MOryT UCMOJSb30-
BaTbCS Pas/IMYHblE CXEMbI pa3MeLLeHMs cepBepa 06HOBMIEHNIA:
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e CeTb C MasibiM YMC/IOM pabounmx CTaHUMN — 3TOT BapnaHT PeKOMEHAYETCS UCMNOSb-
30BaTb, Koraa B CeTu He b6onee 5 3awmiiaeMbix KOMNbOTEPOB. B 3TOM cniyyae B
nporpamme "LleHTp ynpaBneHua" Ansa Kaxxaoro 3almiiaeMoro KomMneotepa Heob-
XOAMMO HacTpouTb PYHKUMIO 0B6HOBNEHNS aHTUBUPYCHbIX 6a3 C cepBepa KoMna-
Huun "Koa besonacHocTtu";

e ceTb € 60nbWNM YMCIIOM paboumx CTaHUUI — 3TOT BapUaHT LenecoobpasHo UCnosb-
30BaTb, ecnu B ceTn bonee 5 3alimLiaeMbix KOMAbIOTEPOB. B 3TOM cnyyae HyXHO
ycraHoButb MO cepsepa o6HOBMEHMI HA BblAENEHHOM CepBepe B 3aluMLiaeMown
ceTn, KoTopbI ByaeT 3arpy>xatb 06HOBNEHMS ¢ cepBepa koMnaHum "Koa be3zonac-
HOCTM" 1 NpeaoCTaBNSATb UX K/IMEHTaM B CETU W ApYrMM cepBepaM O6HOBNIEHMS B
KackafHOM pexume (CM. HWXE), He pacxodys BHewWwHwn Tpadwuk. B nporpamme
ynpasneHus Secret Net Studio Ana Kaxaoro sawmiaeMoro KoMnbotepa Heobxo-
ANMO HacCTpPouTb PYHKLMIO OBHOBNEHNS @HTMBMPYCHbIX 633 C JIOKaNbHOro cepeepa;

e CeTb He NOAKJ/IYEHA K NHTEPHETY — B 3TOM C/ly4ae Heob6XoAMMO yCTaHOBUTb OT-
AenbHbIN cepBep, MMELNI A0CTYN K MHTEPHETY, U YCTaHOBUTb Ha HeM MO cep-
Bepa o6HOBNeHWMn. Ha cepBepe B 3aKpbITOW CETU TakXe HYXHO yCTaHoBuTb MO
cepBepa obHoBneHMn. Cepeep 06HOBIEHUI, UMEOLWMIA AOCTYMN K UHTEPHETY, by-
OET 3arpyxaTb 06HOBNeHUs C cepBepa koMnaHum "Koa BesonacHocTn" n XpaHUTb
nx. O6HOBNEHMA C 3TOro CepBepa Ha CepBep B 3aKpbITOM CeTn Heobxoaumo ne-
peHocuTb Bpy4Hyto. B nporpamme ynpaeneHnus Secret Net Studio ana kaxaporo
3awmLaemMoro KoMnbTepa HeobxoaANMO HAaCTPOUTbL PYHKLINMIO OBHOBIEHUS aHTH-
BMPYCHbIX 6a3 C NIOKaNbHOro cepeepa B 3aKpbITOM CETU;

e  KacKagupOBaHWE CepBEpPOB — MCMOMb3YETCH, KOrAa B OpraHu3aumn CyLecTByeT,
K NMpuMepy, HECKO/IbKO MOACETEN WAN HEeCKONbKO dunnanos. B nogobHbix cny-
yasx BHYTPM KOMMAHMUM CO3aeTCs Kackaj CEPBEPOB, B KOTOPOM OAWH, KOPHEBOW,
ckaumBaeT obHOBNEeHUs ¢ cepBepa KomnaHum "Kog besonacHocTn", a octanbHble,
AOYepHue, ckaumBaloT 06HOBNEHMS C KOPHEBOro cepBepa 06HOBNEHWIA UK C ApY-
rMX AOYEPHUX CEPBEPOB.

O6HoBneHue 6a3bl pewwaloWmnx NpaBu

baza pewatowmnx npasun (BPI) coaepXuT curHaTypbl CeETEBbIX aTak. Npn nosBneHnn
HOBbIX CEeTeBbIX aTak GopMupyeTcs 06HOBNeHWe 6a3bl pelatowmx npasul.

3arpyska AoCTynHoro obHosneHust ans BPI BbINONHSAETCS aAMUHUCTPATOPOM B JNY-
HOM kabuHeTe Ha cauTte KOMMNaHun "Kog BezonacHocTun"
(http://www.securitycode.ru/).

YT06bl BbIMOMHUTL LEHTpanu3oBaHHoe obHoBneHue BPI1, Heob6xoanMMo pa3MecTuUTb
darin obHoBNeHMA B nanke obwero AocTyna, a 3aTeM HaCTPOUTb Ha KOMMbloTepax
knneHToB Secret Net Studio 06HOBNEHWE NO pacnncaHuio U3 AaHHOMO KaTanora.

JTabopatopHasa pab6ota Ne1 "Hactpomnka aHTuBupyca u COB"

HacTpoika napameTpoB aHTuBMpyca n COB ocyLlecTBnseTca agMMHUCTpaTopomM 6es-
0MAaCHOCTM C MOMOLLbIO FPYMNMOBLIX M JIOKa/IbHbIX MOJIMTUK B MPOrpaMMme ynpassieHus
Secret Net Studio.

B cooTBeTCTBYIOWMNX pasaenax rnaebl 5 onMcaHbl Ha3HayeHne U QYHKLNK aHTMBMpYCa
M cpeacrtBa obHapy>XeHUsl BTOPXEHWI, a B AaHHOWM nabopaTopHoi paboTe Mbl Noka-
)XE€M HEKOTOpble Cnocobbl MX HACTPOMKN N MPUMEHEHMS.

Brumanwue! Mepen Havanom BbINONHEHMS faHHOW nabopaTtopHon paboTkl caenaiite cneayioLLee:

o BoikmounTte BCE 3anpelyarowme npasuna, yCTaHOBMEHHbIE B XOfe BbINOMHEHUS TabopaTopHOro
mogyns Ned;

e HaBM ARM2 B nporpamme "LieHTp ynpaenexus" Ha Bknagke "CoctosHue" cBoricTs obbekta ARM2
BbIKITH0YMTE KOMMOHEHT 3aLUmThbl "MeKCeTeBOM aKkpaH";

e Ha BM ARM1 nog yuetHoi 3anuceto "dadminsns1" ans npoBeeHus atak nocneaoBaTensHo ycTa-
HouTe 13 nanku "C:\Distrib\sniff_spoof" cnepytowee MO: "WinPcap 4.1.3", "ettercap-NG-0.7.3-
win32" 1 "'nmap 7.1.2".

1. O3HakoMbTeCb C MapaMeTpaMu HaCTPOMKW rPymnnoBbIX MOAWTUMK aHTMBMpYCa Ha
YpPOBHe cepBepa 6e3onacHocTu. [nsa aTtoro Ha kKoMnbtoTepe ARM2 B nporpaMme
"LleHTp ynpaBnenusa" Bbibepute 06beKT cepBepa noakntoveHus ServerSNS u B
naHesn ero CBOMCTB Ha BKaake "HacTtpolikn" Boibepute pasgen "Monutmnkn / AH-
TUBMpYC". B cpegHen 4acTn OKHa MOSIBATCS MapaMeTpbl HACTPOMKM IPyMMoBbIX
NOSINTUK.
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B cnyyae H806XO,ELVIMOCTVI ynpaBreHua nokasrbHbIMU HaCTpOIZKaMI/I aHTUBKNPYyCa Ha 3alluiaemom
KOMMbKOTEPE HYXHO Bbl6paTb COOTBETCT ByiOLIJ|I/1I;1 00beKT B nporpamme ynpasneHus.

O6paTnTe BHUMaHWe, 4YTO NepBbIM pacnonaraetcs npodunib "MocTosiHHas 3a-
lwmTa", KOTOpbIN onpeaensieT napamMeTpbl CKAHMPOBaHUS 06LEKTOB CUCTEMBI B pe-
XXMMe peanbHOro BpeMeHU. HamoMHMM, 4YTO onucaHue npodunelnn 3awuTobl
NnpuBEAEHO B COOTBETCTBYIOLWLEM pasaesie rnasbl 5.

MOMOLLbIO KHOMKKU ! HaKOMbTECb C OMUCaHWEM uns SHHas 3a-
C nomoLubo KHO " 03HaKOMbTECb C OnucaHue o} "TocTosiHHas 3a
wmTa". TUTE BHUMaHUWeE, YT N OAHOBPEMEHHO OTMEYEHbI MYHKTbI UnTb

a". ObpaTute aHuve, YTo eCsIM OA4HOBPEMEHHO OTMeYe "Jle

3apaxeHHble dannbl" 1 "Yaansatb 3apaxeHHble daiinbl”, To npn obHapyXeHun
3apa)xeHHbIX 06bEKTOB CHayana 6yAeT BbIMOSIHEHA MOMbITKA MX SIeYeHUs, a 3a-
TeM, Npu Heyaade, annbl 6yayT yaaneHsl.

Mpm BKIKOYEHHOM 3BPUCTUHECKOM aHanm3e MLLYTCS (parMeHTbl Kofa W NporpaMMbl, MELoLLMe BI-
pyconoaobHble XapakTeprUCTUKK, HO He 3aperncTpupoBaHHble B B, BUPYCHBbIX curHatyp. Mpu obHa-
PYXEHUW TaKoro NOJ03pUTENBHONO haiina BbIMOMHSETCS OMOBELLEHMe NOMb30BaTeNs. [JOCTyNHbI
CneayioLLMe YPOBHM 3BPUCTUYECKOrO aHanm3a: "OBbIuHbIi" (M0 yMOnYaHuio) — rmybuHa 3BprCTUKN
OrpaHu4eHa, H13Kast BEPOSTHOCTb JIOXHbIX cpabaTbiBaHui, HO U BEPOSITHOCTb OBHAPYKEHUS Heus-
BECTHbIX BUPYCOB HE CIILLKOM BbICOKa; "YrnybneHHbIN" — BbICOKasi BEPOSITHOCTL OOHapY)XEHNS He-
M3BECTHbIX BUPYCOB, OHAKO W BbILLE BEPOSTHOCTb JIOKHBIX CpabaTbiBaHUiA.

MpoBeaunTe HacTponky nonutmk COB Ha Cb. [Ins 3Toro B NporpaMMe yrnpaBneHus
B CETEBOM pexumme BblbepuTte B naHenn "KomnbloTepb!" 06bekT ServerSNS, KoTo-

pbihi HE noMe4yeH 3Ha4YKoOM “J', M B NaHeNn ero CBOMCTB Ha Bkiaake "Hacrponkn"
Bbl6epuTe pasaen "Monutukn / ObHapyXXeHne BTOpXKEHUR".

YcTaHoBUTE cneaylolme napamMeTpbl NOUTUK:

2  COCTOAHME HACTPOAKM NALEH3AN

£ SERVERSNS.SN7.local

Cepeepbl He3onack
b SERVERSNS.SN7

Toron

Asrrpe nomyuenss 151602 Obrosurs Snugiira ceveniol
-~ NOAKMOYEHHA
& O6HapyxeHVe BTOPXKEHW R
ABTOpWIaUMA CeTeBNIX
AeTexTopw ceTeswix aTax Wcroummx Aya cosaMHERmT
BaounTE SETEKTOpE: aTaK Noxansssi Sowpm yeapolices
e o y o y ek Kowtpone nevats
Bpema Saoxmposki Mty Aemponpye
O6mHapywenne sTopmenuil
Wardposarme tpaduxa
Obnosaenne
Sopmegc T, PETMCTPALLIAA COBLITUY
AF_INET 1
k1 + TNAPAMETPHI
B AF_INET6 58 Yuernan wndopmagas
Cepenc : SMB-cepaep Ceresmie nacTpoitcn
= Mobas IPPROTO_TCP ! Cbop yprance
8
o "BKIOUYUTb AeTeKTOopbl aTak" — yctaHoBUTE (Haxok;
e "BnokupoBka aTakytowero xocra..." — octaBbTe OTMe4YeHHbIM, "Bpems 610kn-

poBku" — 1 MUHYTa;
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HWxXe, B rpynne "[eTekTopbl", yCTaHOBUTE OTMETKY B nosie "CkaHupoBaHue
noptos". B napameTtpax "lMepnoa obHapyxeHus" n "MakcumanbHoe Konmye-
CcTBO obpalueHnin K nopTam" oCcTaBbTe 3HAYEHMS MO YMONYAHMIO;

Bblbepute pasgen nonutuk "Peructpauus cobbituii / AHTUBMpPYC" n ybeau-
TeCb, YTO YCTAHOBJMIEH YpoBeHb "ONTUManbHbIN", NpN KOTOPOM perncrpumpy-
I0TCA BCE BaXKHble M HEKOTOpble MHMOPMaLMOHHbIE cobbiTua. Ecnu BbibpaThb
onumio "PaclumpeHHblin”, To 6yayT pernctpmpoBaTbCs BCE NPOUCXOAsLLNE CO-
6bITUA, N UX KOTMYECTBO MOXET OKa3aTbCs OYeHb HOMbLINM;

COCTORHUE HACTPOVKA NWUEH3UA
TPAOREne
[anHbie n3menenbt Ormena 3
AUNTA ceTesbix
popown i NOAKNOYEHHA
S
v PeerCTpa LLMH CO6 bITMM MexceTtesoit 3xpas
ABTOpU3aUMA CeTeBBIX
AnTmsupyc Wcrounnx COBAnHEHWA
YpoBenb perncrpauum: Nokansmew KouTpone ycTpoiic
Pacwwperneii Kontpone newarn
cwnp! v
® Onrimanbhbid i
OBHapyxerne STOpXEHUA
Husxumit Y
Wndposanne Tpaduxa
2 Obrosnenne
Bxoa B cucremy Wcrounnx
PEMMCTPALLMA COBbITUY
Bxoa nonssosarens & cucremy V' Bxawounte Noxkansreit ALMVHACTPUPOSaHIE
Axtusupyc
3agepwenne paboTel NONLIOBATENR v Bxarounte Noxansweii Bxog 8 cucremy

Anckpeuro
ynpasnenve

HaXMuTe KHoMKy "MpuMeHnTL"
NnoKa HacCTPOVKN NPUMEHATCS.

M NOAOXAMTE OKOSI0 4—6 MUHYT,

4. [lepengute B kKOHCONb BM ARM1 1 cbiMUTUPYITE aTaKy Ha komnbtoTep ServerSNS.
Ansa aToro:

Mmap scan report for serversn.sn?.local (192.168.254.2>
Host iz up <(D_0001%= latencyd.

Mot shoun: 603 filtered ports,. 387 closed ports

ORT

OTKPOWTE KOMaHAHYIO CTPOKY OT MMEHW aAMUHUCTpATopa M C NMOMOLLBI YTU-
nunTbl ping yb6eantecb, 4to KOoMMbtoTep ServerSNS (192.168.254.2) pgocty-
neH;

OTKPOWTE KOMaHAHYIO CTPOKY OT MMEHW aAMWHUCTpaTopa, nepenaunTe B nanky
"C:\Progam files (x86)\nmap" n npoBeante CKaHMpoOBaHWE NOPTOB 3aLlMLLa-
€MOoro cepsepa C noMoLlbto kKoMaHabl: nmap -T5 -PN 192.168.254.2;

= c:\wmdw

IC:\PPogPam Files {(x86>“HNmap*nmap -T5 —-PN 192.168.254.2
[Starting Nmap 7.12 ¢ https: “nmap.org > at 2016-05-19 16:34 7iiaineia a?aiy (cei
(a2

STATE SERVICE

http

nsrpc
nethios—ssn
https
microsoft—ds
ns—wht—servep

open
open
open
open
open
open

m

L0000 tcp open
S0001l/tcp open
LO002/tcp open
S0003-tcp open

ibm—dh2
unknown
iiimsf

unknown

HMmap done: 1 IP address {1 host up?> scanned in 73.6% seconds

C:xProgram Files (xB&6>“Nmap>_

fAddress: O0D:OC:29:A3:2F:B? (UMuare)

C MOMOLWbIO YyTUNUTBI ping NMOBTOPHO MPOBEpbTe AOCTYMHOCTb KOMMbOTEpa
ServerSNS (192.168.254.2) n ybeantecb, 4YTO 3X0-0TBETbI HE NPUXOAST.
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B8 CAWindows\System32\cmd
C:sWindowssSystem32>ping 192_168_254_2

[06ren naketamu c 192_.168.254.2 no ¢ 32 cadTaMd pnaHHbX:
jOTBeT or 192_168.254.2: uyucao sanuT=32 BpP <{imc TTL=128
Oreer ot 192.168.254.2: uyucao eanT=32 Bp

Oreer or 192 _168.254_.2: uyucao sant=32 Bp {imc TT 28
Oreer or 192.168.254.2: uyhcao sanT=32 Bpema{lmc TTIL=128

CratucTuka Ping paa 192 .168.254_ 2:
Naketoe: ornpaeaeno = 4, noayvyedno = 4, novepano = 0
(0x notepwl
MPHEAHSHTEABHOE BPEHA NPHEHA—NEPELAYH HC =
HuHumanbHoe = Omcek. MakcumasabHoe 11 mcek, CpegHee = 2 mcek

C:wWindowss\Systemd2>ping 192.168.254.2

OereH nakeTamd c 192.168.254.2 no ¢ 32 cadTAMH RAHHBK:
"DEBHII.IEH HHTEpBAaA OXHAAHMA NAA 3Janpoca.
"pEBI:III.IEH HHTEpPEAA OXMHAAHHA AAA 3anNpoca.
"DBBHII.IBH HHTEpBAaNA OXHAOHHA NAA 3Janpoca.
"pEBbIII.IEH HHTEpPEAA OMHAAHHWA AAA 3anNpoca.

Cratuctuxka Ping paa 192 _168_254_2:
MNaketoe: ornpasaedHo = 4, noaydyeno = 0, notepanHo = 4
100 noTepb

G Windows~Systemd2>_

MNepenaute B KOHCONMb ARM2. ObpaTnte BHMMaHMWE, YTO:

e B naHenu cobbITMn NOSABUANCE 3anncK 0 cobbiTnsax Tpesoru Ha Cb;

Onmcane 157719

05.2017 15:54:11 Tpesorw Ha cranunu. Komnerorep: SERVERSNS.SN7.local. Tpesorw: 1(1). Moayuurs onucanue rpesoru.

e B XypHane TpeBOr nosiBUINCb coobLleHnss o 6OKMpOBKe aTaKylowero y3na
(kaTeropus "CeTteBas akTUBHOCTL" Tvn "Ayant oTkasos").

1 |

Hoewit [l Orxpurs COBbITUA ¥YrPO3bl

CTAHIAPTHbIE 3ANPOCHI Aara v ‘ Cobuitve Karerop... ’ Wcrounmnk m @
r) 3a ece spema 26.05.2017... COB sabnokupos... Ceresas akr.. NetworkPro.. ServerSNS.S
rj 3a vac ™
B 35 ran @

r;' 3a 7 cyrox B

r; Bce esicokoro yposms

£ Bee rosweHONG ¥, AETANBHO OBLUEE MAPAMETPHI KBUTUPOBAHME vl.v
% Bc o Yeur

~ Onucanmne
tj Bce HA3KOro yposHs

COB 2a6n0okupoBana yaanexHeIii y2en (cobbmuit: 1),

3ANPOCHI Noacncrema: eTexTop CKaHMPOBAHKA NOPTOE
JNloxaneHbiid y3en: 192.168.254.2
BHELUHME XYPHA/bI Yaanewuwiit ysen: 192.168.254.21

Mapamerpet

Npotokon: TCP
TNokaneHslit nopr: 3814
Yaaneuueiii nopt: 41568
Hanpagnexue: BXOARMIA

Bbibepute B naHenu "KomnbtoTepbl" ob6bekT ServerSNS, koTtopbih HE nomeueH

(T o o
3HAYKOM -, 1 B MAHESIM €ro CBOMCTB Ha BKaaKke "HacTpoikun" BbibepuTe pasaen
"MonnTtnkmn / O6Hapy>eHne BTOpXeHMn". YCcTaHOBUTE credylolime napameTpsbl
NONINTUK:

e B rpynne "deTekTopbl" ycTaHoBUTE 0TMETKY B none "ARP-spoofing";

e napametpbl: "Bpemss nocne ARP-3anpoca... " - 1500mMc, "Oderncrtemne ¢ ARP-
oTtBeTaMu..." — "AKTUBHOE npoTtmeoaencrame” (No yMos4yaHuio);

e HaXmuTe KHonky "lMpuMeHuTb"
MoKa HaCTPOMKN NPUMEHSITCS.

W MoAoXAUTE OKOM0 4-6 MUHYT,
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2 COCTOAHWE HACTPOWKM JALUEH3VK
| & SERVERSNS.SN7.local

|
s & AanHoie nonyuers: 16:1046 ObHoBuTL Faupira coressin
. NOAKMIOUEHWI
EmETa i 6
T v ObHapy>xeHne BTOPXKEH! Pl
AB\'OPM)GUHH ceressix
Aerextopbs ceTesbix atak COBAVHEHWA
L ARM1.SN7.local v
Kontpose ycrpoiicrs
| Cxanmposatue nopros
* & ‘ KonTpose nevaru
Nepuoa obHapyxeHmna: 60 cexyna
AHTHENpPYC
MakcumansHoe konnMuecTeo 200
oBpaluesuit K NOPTaM 33 yKasarHslil E OBmapywenite sTopaenuit
L ARMZ.SN7.local nepuog: Wudposarue Tpaduka
* Y O6roenenne
B3 v| ARP-spoofing
Bpems nocae ARP-3anpoca, & 1500 munaucer 4 PETUCTPALMA COBLITUY
= Teyerme KOTOpOro oxnaaeTca ARP-
oTeet: AQMUHACTDHPOBaHVE
Aeictene ¢ ARP-oteeTaMM AxTveHoe npoTUEOAEi Arrvsnpyc
nosysennbimmn 6es ARP-sanpocos: Bxoa & cacTemy
[Luckpeumonnoe

YNP3sAEHWEe AOCTYNOM

7. CbimnTupyriTte ataky ARP-spoofing Ha komnbtoTep ServerSNS. [ing aToro:

e B OKHe KOHCOonM ServerSNS ¢ nOMOLbIO YTUAUTLI arp —a onpeaenuTe u 3a-
nuwute MAC-agpec koMnbtoTepa ARM2 (192.168.254.22): ;

e B OKHe KOHconM ServerSNS 3anycTuTe NOCTOSIHHYH MPOBEPKY AOCTYMHOCTU
kKoMmnbtoTepa ARM2 komaHaol ping -t 192.168.254.22;

e nepenauTe B KOHCoNb BM ARM1 1 B KOMaHAHOW CTPOKE BbINOSIHUTE KOMaHAY :
netsh interface ipv4 set interface LAN forwarding=enabled;

e 3anyctute Ettercap NG-0.7.3. B oTKpbIBLWIEMCA OKHE MpOrpaMMbl B rNMaBHOM
MeHto BblibepuTe onumto “Sniff / Unified sniffing...”;

[(eterer -0 7 N —

Eile Sniff Options

£ ettercap Input

@ Network interface : |

L

P ok ] X Cancel ]

m

e B OTKpbIBLUEMCS AWASIOFOBOM OKHe BblbepuTe M3 pacKpblBatoLErocs Crmcka
ceTeBOM MHTEpdelnc n Haxmute kHonky "OK". Obpatute BHMMaHuWe, 4TO B
HWxXHen yactn okHa "Ettercap NG-0.7.3" nosiBuiocb onncaHue napaMeTpoB
Bbl6paHHOro nHTepderica komnoioTepa ARM1;

e B OkHe "Ettercap NG-0.7.3" B rnaBHOM MeHI0 BblbepuTte onuunto “Hosts / Scan
for hosts”. [joxxantech 3aBepLUeHNs CKaHUPOBaHWUS AOCTYMHbIX XOCTOB B CETH.
B HWXHeRn yacTn okHa nosBATcsa coobleHns 06 o6HapyXeHHbIX XOCTax u Ao-
6aBneHnn JOCTYMNHbIX XOCTOB B CMUCOK;
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Start Targets Hosts View Mitm Filters Logging Plugins

39 protocol dissectors
53 ports monitored
7587 mac vendor fingerprint

698 tcp OS fingerprint
F183 known services

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
5 hosts added to the hosts list...

e B [JlaBHOM MeH OkHa "Ettercap NG-0.7.3" Bbibepute onuuto “Hosts / Host
list”. B BepxHeW YyacTu OKHa Bbl YBUAMUTE CMMUCOK AOCTYMHbIX XOCTOB B CETU;

[%4 ettercap NG-0.7.3 RS

Start Targets Hosts View Mitm Filters Logging Plugins

Host List X ’

IP Address MAC Address Description
192.168.2541  00:0C:29:EE:3D:9F
192168.254.2  00:0C:29:A3:2F:B9
192168.254.21 00:0C:29:84:ED:31
192168.254.22  00:0C:29:94:7E:09
192168.254.110 00:0C:29:A9:28:41

Delete Host Il Add to Target 1 I Add to Target 2

Listening on \Device\NPF_{AFF1F991-D8A5-4D3C-A42E-8032C6662071}... (Ethernet)
Device\NPF_{AFF1F991-D8AS-4D3C-A42E-8032C6662071} ->  00:0C:29:84:ED:31 192.168.254.21  255.255.255.0

SSL dissection needs a valid 'redir_command_on' script in the etter.conf file
26 plugins
39 protocol dissectors
53 ports monitored
7587 mac vendor fingerprint
698 tcp OS fingerprint
F\83 known services
Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
5 hosts added to the hosts list...

>

m

e BblbepuTe xocT 192.168.254.22 (komnbtoTep ARM2) 1 HaxxmnTe KHonky "Add
to Target 1", a 3aTem BbIbepuTe aTtakyeMmbln KoMnbioTep 192.168.254.2 (koMm-

notoTep ServerSNS) n HaxxmuTe KHonky "Add to Target 2". B HMxHewn
OKHa MosBATCS 3anvcy No 3aAaHHbIM LensaMm;

Yyactu

e 3anyctute ataky ARP-spoofing. [ns 3Toro ns rnaBHoOro MeHio BbibepuTe on-
umio “Mitm / ARP poisoning...”, B OTKpbIBLUEMCS AMa/IOrOBOM OKHE OTMeTbTe

onuumto "Sniff remote connections" 1 HaxxmuTe kKHonky "OK";

T MITM Attack: ARP Pois... (/). IS

Optional parameters
iSniff remote connections.;

[] Only poison one-way.

[ Dok ][x_c_ancel
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e rnepenauTe B OKHO KOHCOMM ServerSNS 1 C NOMOLbIO YTUINUTLI arp —a onpe-
aenute MAC-agpec komnbtoTepa ARM2 (192.168.254.22). Y6eautecb, 4To OH
COBMajaeT C TEM, YTO Bbl 3aN1CbIBANU B Havasne Tecta. Ataka 6bina 3abnokn-
poBaHa cuctemoin 3awunTtbl Secret Net Studio;

e B OkHe ARM1 u ocraHoBuTe aTtaky, Bbibpas onuuto “Mitm / Stop mitm at-
tack(s)”. B HMKHeN yacTn OKHa NMosIBUTCA COOTBETCTBYHOLLEE coobLieHme.

T etercap NG-07.3 S — | o

Start Targets Hosts View Mitm Filters Logging Plugins

Host List X ‘

1P Address MAC Address Description
192168.2541  00:0C:29:EE:3D:9F
192.168.254.2  00:0C:29:A3:2F:B9
192168.254.21  00:0C:29:84:ED:31
192168.254.22  00:0C:29:94:7E:09
192.168.254.110 00:0C:29:A9:28:41

I Delete Host Add to Target 1 Add to Target 2 x}

T RITOWIT SeTvTCeS 7
andomizing 255 hosts for scanning...

Scanning the whole netmask for 255 hosts...

b hosts added to the hosts list...

Host 192.168.254.22 added to TARGET1

Host 192.168.254.2 added to TARGET2

IARP poisoning victims:
GROUP 1 :192.168.254.22 00:0C:29:94:7E:09
GROUP 2:192.168.254.2 00:0C:29:A3:2F:89

ARP poisoner deactivated.
lRE<ARPing the victims... |

MepekntountTecb B OKHO KOHCOMM ServerSNS n oCctaHOBUTE NPOBEPKY AOCTYMHO-
CcTn KoMnbtoTepa ARM2 koMaHaon ping;

Mepekntountecb B KOHCOAb ARM2 1 BEpHUTECb B OKHO MPOrpamMMbl yrnpaBneHus.
O6paTtuTe BHUMaHWe, 4TO:
e B NaHenu cobbITuin NOSBUAUCL 3anNncK 0 cobbiTuax Tpeeorn Ha Cb;

Tun | Jatanepema 7| Cobbirue Onucanwe

I 6.05.2017 16:34:17 Tpesorn na cranuyun, Komnsrotep: SERVERSNS.SN7.local. Tpesoru: 1(1) Monyuurs onucanue Tpesor.
# . 26.05.2017 16:33:57 Tpesoru #a craHumn. Komnetotep: SERVERSNS,SN7.local. Tpesoru: 1(1).  Monyunrs cnucanmne tpesoru.

e B XypHane TpPeBOr NosSIBUINCH COObLLIEHMS AeTEKTOpa aTak O BTOPXKEeHUM (Ka-
Teropus — "CeTteBasi akTUBHOCTL", Tun — "Ayamt otkasos").

£ toswin [ Orepors COBbITHA YIPO3bl

CTAHAAPTHBIE 3ANPOCHI O3 Cobbimve Kaverop... Vicroumink
rf 3a sce spems £} 2605201716:3408 Cpaboran getexr.. Cevesanakr.. NetworkPro.. Ser
E 3a yac X f 2605201716:33:56 Cpaboran getext.. Cevesamakt.. NetworkPro.. Ser
B 22 oy B 2605201716:09:11  COB pasbaoxkspo.. [poeepka... NetworkPro...  Ser
£ 327 gmox £ 26052017155410 COBsabnoxwpoe.. Cetesasaxr.. NetworkPro.. Set

¥ Bce esicoxoro ypoena
'2 Bce noBsiweHHoro y...

¥ Bce vsxoro ypoens

3AMNPOCHI
AETANBHO OBLLEE NAPAMETPHI KBUTUPOBAHME 2/4 ~
BHELWWHWE XYPHANbI
Onucanne
CpatBoran aeTekTop BTOpXeHWiA (CoBbTHIL 1),
Moacvctema: AetexTop ARP-spoofing atak
Noxkanskbifi yzen: 00-50-56-89-2C-8C
Yaanewsiid y3en: 00-50-56-89-33-56
NapameTpel:
Mpotokon: IP
NokaneHeil nopT: 0
YaaneHusi nopr: 0
HannarneKue: HY{V“IIIIIM‘

BbinonHeHne nabopatopHoi paboTbl 3aBEpLUEHO.
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KoHTponbHbIe BONpPOCHI
1. Kakummu nporpammHbiMu cpeactBammn Secret Net Studio BbINONHSAETCS HacTpoika
KoMnoHeHToB "AHTMBMPYC" 1 "COB"?

2. Kakue dyHKUMW 3alnTbl peanmsyroTcs KOMNoHeHToM "AHTuBUPYC" B Secret Net
Studio?

3. Kakue dyHKUMM 3awmTbl peanmsyroTca komnoHeHToM "COB" B Secret Net
Studio?

4. Kakoe nporpaMMHoe cpeactBo B Secret Net Studio ncnonb3yercs ans LeHTpa-
JIN30BaHHOI0 OBHOB/IEHNS @aHTMBUPYCHbIX 6a3 Ha 3aluilaeMbiX KOMMNbOTEPaX?
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NMpunoxeHune 1. OpraHnsaumusa 3awnTbl
cpenctBamu Secret Net Studio

[JaHHoe npunoxeHwe coaepxuTt nabopaTopHyo paboTy Ans CaMOCTOSTENbHOMO Bbl-
NOMIHEHUS CyLlaTeNsMMU B KavyecTBe AOMOSIHUTENbHOrO 3a4aHus. B Hell npuBoasaTcs
npuMepbl HAaCTPOMKM MexaHn3MoB 3aWwmnTbl Secret Net Studio ana peanusauum npak-
TUYeCKMX 3a4a4 opraHusauum A40CTyna K KoHduaeHUnanbHon nHdopmMaumm n pasae-
NSeMbIM pecypcaM npu NOCTPOEHUU CETEBbIX peLUeHUN.

JNTabopaTtopHasa pabota Ne1 "lMocTpoeHue 3aKpbITOro KOHTypa"

B naHHol nabopaTtopHon paboTe NpuBOAUTCS NMpUMeEp peanusauum 3agadym nocrpoe-
HUs1 Ha y4ebHOM cTeHAae cucTeMbl obecrnedyeHms MHDOpMaLMOHHOM 6e3onacHoCcTH (3a-
KpbITOro KOHTypa) Ha 6a3e BM ARM2, cM. puc. 7, ¢ cobnogeHmem paga 3aAaHHbIX
3alnUTHbIX Mep 1 TpeboBaHMin 6e3onacHoCTH (CM. HUXe). Mpn 3TOM NpeanaraeTcst uc-
Nonb30BaTb TOJIbKO MexaHu3Mbl 3awmTtbl SNS.

OTKPbITBINA KOHTYP 3aKpbITbIA KOHTYP

]

=

LN
Shared
Folder

N

|
Shared Fo[er‘j ﬁé’

ARM1

(confidence)
ARM2 —— '
SETN @

Userl User2

Puc. 7. CxeMa NOCTPOEHMUA 3aKPbITOro KOHTypa
Mpepnaraercs cneayowmin NopsaoK BbIMOHEHUS labopaTopHO paboThbi:

1. OsHakombTecb C OPMY/IMPOBKOIM 3aZa4un, COCTaBOM 3alMUTHbLIX Mep u Tpebosa-
HUI K OpraHu3aumm 3aKpbITOro KOHTypa (CM. Hmke). Mo Kaaomy M3 nepedmc-
NeHHbIX TpeboBaHWMI yKasbiBaeTcad WHCTpyMeHT Secret Net Studio ansa ero
peanmsaunmn, a Takxe nMyHKTbl nabopaTtopHon paboTbl C COOTBETCTBYHOLWIMM OMNK-
CaHMeM HacCTpoek.

2. MMonpobyiite camocToaTenbHO, 6e3 0bpalleHunst K yYKasaHHbIM MyHKTaM C onuca-
HMEM, HaCTpPOUTb MpeasiaraeMble MexaHu3Mbl 3alinTbl B COOTBETCTBUM C NpuBe-
AEHHbIMK TPeboBaHNSIMU.

3. Ecnm camocTosTensHO HaCcTpoUTb HE yaanock, nepenaute K n. 6.

4. TpoTecTupyiiTe NonyYeHHbI B pesybTaTe caeNlaHHbIX BaMyU HAaCTPOEK pe3ysibTaT
Ha COOTBETCTBME TPe6OBaHUSAM 3aLUMUTI.

5. Ecnn B pesynbTaTe caesaHHbIX BaMW HacTpoek Bce TpeboBaHMsa 3almTbl cobsto-
AeHbl, 03HAKOMbTECb C OnucaHueM nabopaTopHOW paboTbl M CpaBHUTE BaluUM
HaCTPOMKK C npeanaraeMbiMM B TekcTe. CaenaiTe COOTBETCTBYHOLLME BbIBOAbI.
BbinonHeHne nabopaTopHoOi paboTbl 3aBEPLUEHO.

6. Ecnm caMmocTosiTeNbHO HAaCTpOUTb MeXaHu3Mbl 3aWwmTbl SNS B COOTBETCTBUM C 3a-
OaHHbIMM TpeboBaHMSIMM He yAanocb, BbINOAHMTE nabopaTopHyto paboTy oT
Hayana 4o KOHUa M NpoTecTupyuTe pesybTarT.

3apaua: obecneuntb 06paboTKy KOHpMAEHUMaNnbHOW MHpopMaunmn (Hanpumep, nep-
COHasbHbIX AaHHbIX) Ha ogHoM APM (BM ARM2) B ceTu opraHusaumv npu yCcriosuu
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HEN3MEHHOCTU CeTeBOM MHPPaCTPYKTypbl. N8 3TOro He06X0AMMO M30/MpOBaTh yYKa-
3aHHyt0 BM oT ocHOBHOM ceTu ¢ cobniogeHveM psiga 3alMTHbIX Mep U TpeboBaHui
6e3onacHocTw.

CoctaB Mep no ob6ecneueHnto 6€30MNacHOCTU C ykasaHMeM TpeboBaHui aAns pe-
anusaumm NocTaB/IeHHON 3azauu:

1.

KOHTpOJ’Ib M ynpasneHme AoCTyrnoMm K 3allmilaeMbIM AaHHbIM. Tpe6OBava:

e obecneuntb 06paboTKy KOHPUAEHUMANbHON WHGOPMauMW TONbKOo Ha BM
ARM2 ansa nonb3oBaTens 3aKpbITOro KOHTypa user2 — B SNS mMexaHu3M nosn-
HOMOYHOrO YrpaBieHns AOCTYNoM, CM. B abopaTopHoi paboTe nn. 1-3;

e 3anpeTuTb BO3MOXHOCTb aBTopm3auum Ha BM ARM2 BceM, Kpome rnosb3oBa-
Tens 3aKpbITOro KOHTypa, — B SNS MexaHW3sM 3aMKHYTOW MnporpaMMHoOWn
cpeabl, cM. B nabopatopHon paboTte n. 14.

KoHTponb BbiBOAA MHMOPMaLMK 3a Npeaesnbl KOHTPOMPYEMOW 30HbI (3aKpbITOro
KOHTYpa, KOTOpbI/ B HalleM cny4vae orpaHuymaetca BM ARM2). TpebosaHus:

e obecneuynTb HEBO3MOXHOCTb BblBOAa M3 ARM2 koHdbuaeHuUMansHOM UH@Op-
Maumun yepes BHewHue Hocutenu (USB-dnew-Hakonutenn) — B SNS mexa-
HMU3M KOHTPONS YCTPOWCTB C BKJ/IIOYEHHbIM PEXWMMOM KOHTPOSIS MOTOKOB B
KOH(pMAEHUMANbHbIX ceccusax, cMm. nn. 4-6 n 15-17;

e obecneuynTb HEBO3MOXHOCTb nMedatm Ha BM ARM2 koHpuaeHUMANbHON WH-
dopmaumm — B SNS MexaHn3M KOHTPOAS MeyaTu C BKIIHOYEHHbIM PEXVMMOM
KOHTPOJ1SI MOTOKOB B KOHMUAEHUMASbHbBIX ceccusix, cM. nn. 7-8 n 15-17.

KoHTposb 3anycka nporpamMm. TpeboBaHue:

e MpeaoCTaBWTb MOJIb30BATE/O 3aKPbITOr0 KOHTYpa BO3MOXHOCTb 3arycka Ha
ARM1 orpaHu4yeHHOro Habopa npunoxeHwui, Hanpwumep, poBogHuk, MS
Wordpad, MS Word, MS Excel, Kop3anHa — B SNS MexaHM3M 3aMKHYTOW Npo-
rpamMMHOWM cpeabl, CM. B nabopatopHon pabote nn. 9-13;

OrpaHM4yeHne MexceTeBOoro B3aMMOAeNCTBMS 3awmwaemoro APM mn ocTanbHOM
cetn. TpeboBaHus:

e un3onupoBaTb BM ARM2 6e3 BO3MOXHOCTU AocTyna K Hen no TCP m RDP-
NpPOTOKO/1IaM, 3@ WCK/IIOYEHMEM KaHasI0B B3aMMOAEWUCTBUS C KOHTPOIEPOM
nooMeHa U cepBepoM b6e3onacHoctu SNS, — B SNS MexaHu3aM "MexceTeBoi
3KpaH" C HACTPOEHHbIMN CUCTEMHbIMK Npasunamm, cM. B nabopaTopHON pa-
6ote nn. 18-21;

e 0becneynTtb HEBO3MOXHOCTb Nepeaayun KoHduaeHUManbHoM nHgopMaunm n3
ARM2 B 06LLeA0CTYMNHbIE CETEBbIE PECYPCbl OTKPbLITOrO KOHTYpa — MEXaHu3Mm
"MexxceTeBoM 3KpaH" C HACTPOEHHbIM MPUKIAAHbIM MPaBUIOM Ha MPOTOKOS
SMB, cM. B nabopatopHoii pabote nn. 20-21.

OnucaHue nocsiefoBaTesIbHOCTU BbiNOJIHEHUS NMOCTaBJ/IEHHOW 3apaum

1. [ns pasrpaHumyeHust AoCTyna K KOHduaeHuuanbHON MHGOPMaUMM B 3aKpbITOM

KOHType 3anyctute Ha BM ARM2 nporpamMMy "YnpaBneHue nosb3oBartensamm" m
M3MEHUTE HACTPOMKN YPOBHEW AOCTyrMa M NpUBUIIENNIA B COOTBETCTBUM C Mpen-
CTaBNeHHOW HWxe Tabnuuen (AoCTyn K KOHdDMAeHUNnanbHOM MHpopMaLnmy TONbKO
015 nMonb3oBaTens user).

Monb3oBa | NMNonHoe uma YpoBeHb MpuBunernn
Tenb ponycka
Userl MBaH ViBaHOBMY HekoHdpunaeH- Het
MBaHoB unasibHoO
User2 Mapusa MBaHoBHa | CeKkpeTHO CHATb npuBunernn: "lMeyatb KOH-
MBaHoBa duaeHUnanbHbIX AOKYMEHTOB" 1
"BbiBOA, KOHUAEHUMANBHOM UH-
cdhopmaumn".
YcTtaHoBUTL npuBuiermio "Ynpas-
NeHne KaTteropumsiMm KoHduaeHUn-
anbHocTn"
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'1\ Ynpaenerve napametpamu HE30NaCHOCTI NOAL3OBATEASH = 1 |!¥

Vﬂeuricume I’lonn:usa;:n? ée;uuf B
Fo@ 7 4 WYY
’:G_’ ARM2 Wus ' Tun Onucanmne Yposews gonycka Maentudn.. Kmow [
'5' oL ﬁsnsadmin Tpynna
msnsadmin_fcrest Ipynna
€ dadminsnsl MNone3osatens CexpetHo Mpuceoen  Buigan 23.05.201713:13 I
€2 Vearos Vean Vsarosny Monssosatens Hekornguaerum... Otcyrcreyer Otcytcrsyer |
€Mapus Meanosna Visanosa Monesosatens  Cexperwo  Otoyrcreyer Otoyrcreyer |

2. [na xpaHeHns Ha BM ARM2 KoHpumaeHUManbHOM MHdOpMaL MM co34anTe nanku:

e o0bwepoctynHyto nanky "C:\user_files" ¢ mMakcuMmanbHbIMU paspelleHnsaIMm
(permissions) Ha ypoBHe OC Windows;

e B nanke "user_files" cospante nognanky "CekpeTHO" M yCTaHOBUTE ANS Hee
ypoBeHb Aonycka "cekpeTHo". B aTol nanke cospante darin noboro dop-
MaTa, Hanpumep, Microsoft Word, ¢ Nnpon3BosbHBIM CoAepXaHMEM.

3. Yb6eputecb, 4TO K co34aHHOMY Ha BM ARM2 cekpeTHoMy cariny:
e BO3MOXEH A0CTyn no cet ¢ BM ARM1 ans nonb3osaTtens user2;
e HEBO3MOXEH HU SIOKasbHbIN, HWU CETEBOM AOCTYN ANa Nonb3oBaTtens userl.
Ha BM ARM2 nopg Y3 dadminsns1 3anycrute nporpammy "LleHTp ynpasneHms".

4. [nsa nocneaytowen noKanbHOM YCTaHOBKUM 3anpeTa BbiBOAA KOHMWUAEHUNANbHOMN
nHdopmauum ¢ ARM2 Ha USB-dnew-Hakonutenn yb6eamtecb, YTO COOTBETCTBYHO-
lMe rpynnoBble MONUTUMKK cepBepa 6e30macHOCTM OTK/o4YeHbl. B nporpamme
ynpasneHunss Bblbepute o06bekT CB, oTKponTe pasgen Hactpoek "KoHTposb
YCTPOMCTB" M npoBepbTe, YTo B Tabnuue "YcTponcrea" OTKKOYEHbI MPynnoBble
nonutukn: "Ycrpoiictea USB / YcTponctBa XpaHeHus" u "lMonutuka ycTponcTs
BKJItoUeHa". B gaHHbIM MOMeHT noakntodeHne USB-dnew-Hakonutenen Ha noa-
YMHEHHbIX cepBepy 6e30MacHOCTM KOMMboTepax paspeLleHo.

Ecnu B rpynnoBbIX MOAUTUMKAX 6biv cAenaHbl M3MEHEHUS!, NMPUMEHUTE UX ANS
o6bekToB ARM1 1 ARM2.

2l cocromsMe  HACTPOVIKM

Cepsepbl be3onack
e & SERVERSNS.SN7.local

Asrnbie nosyvens: 174334 Obrosurs WHPPOBAING ARuX
Kovrposs
’ K A nprAcKenni
& KoHTponb ycTpoincts
Jamwmra CBBIX
o
Q Hacrpoixn
(o ST ——— e R ——
NOAKNONEHARK nopros
LPT-noproe AT
fucxoe Ongea 5 Kormpons ycrpoiicre
KonTpans nesath
SN7.local Yerpoiicre RN
3 ArM2:5N7.jocal Plog and Asresupyc
F A Y — Play O6mapyxernue sTopxenuil
[ 1 e Wedposarne TpaduKa
® vapoicrea O6ropnenve
] SERVERSNS.SN7. )
" local _ | W Nonurixa yerpoicts ssxaouens PETNCTPALLMA COBLITUY
LI—J L] NAPAMETRL

5. [na ARM2 3agaiTe ans Bcex noakntodaembix USB-dnew-HakonuTenem kKartero-
puto "HekoHdbuaeHumnanbHo". B Tabnuue "Ycrponcrea" ans nonumtuku "YCTpoin-
ctBa USB / YcTpoiicTBa XpaHeHus" yCcTaHOBUTE:

e B rpade "MNapameTpbl KOHTpoONs" yaanute oTMeTKY M3 nons "HacnemoaTtb
HaCTPOMKN KOHTPOJSISi OT poAUTENbCKOro obbekTa" M ycTtaHoBUTE (na)okK
"MoakntoyeHne yCTponcTBa paspeLleHo”;

e B rpadge "Mapametpbl gocryna" yaanute OTMETKY w3 nons "[ns HOBbIX
YCTPOWCTB MCMO/1b30BaTb HAaCTPOMKN KaTEropmn C poamTenbCckoro obbekta" u
yCTaHoBuTe onumio "HekoHdumaeHumanbHO".
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=] COCTOAHME HACTPONKMN

& ARM2.SN7.local

CepBepbl 6e3onact

SNS.SN7

NAUEH3UK

Ormena

Ycrpovicrsa ‘

B @ & Yerpovicres USB
© § Cereswie nnarsi v Mo...
® O #pWHrepdeiicrsie yorp..

QO 3P Cxarep » undpoe...

& KoHTponb ycTpoiicts

Mapamerpel KOHTPOAR

Moaxnrouenue paspeweno

Hacaeayrorea (Moaxnouenve..
Hacaeayrorea (Moaxnrouense..,

Hacneayrorea (Moaxnrosenue...

Ycrpoiicrsa A
3 ARM1.5N7 Jocal .
£ ‘ & Y + G ,.lb, E ".L Konorxu rabanuyw ¥
[ 1 [ A B1]

C Napamerpol
P ¥

bes yuera kar
Hacneayrorca
Hacreayroten

Hacaeayroren

O 2 Mpurrepw Hacneayrorea (Moaxnosenne., Hacneayroren
J @ © <o Ycrpoicraa xparenns Noaxarouenue paspewero v @ Hexorduaen

L] QBluetoo!h aaantepsi Hacaeayrorea (Moaxnouenae... Hacneayrorea
&

6. [puMeHuTe caenaHHble M3MeHeHWs. Tenepb, MOCNEe BK/IOYEHUS pexXmma KOH-
TpoJs NOTOKOB, NoakatodeHne USB-dnell-Hakonutenen 6yaeT BO3MOXHO TOJIbKO
B HEKOHMAEHUMANbHbIX CECCUSX.

[ns 3anpeTa BbIBOAA Ha NeyaTb KOHMbUAEHUWAbHbBIX OKYMEHTOB BblbepuTe 06b-
ekt Cb n B pasgene Hactpoek "Monutukn / KoHTpoab nedyatn" u3MeHuTe
HACTPOWKM rpynnoBoi noanTtuku "HacTtpoika no ymonyaHuioo":

B rpade "KaTteropus KoHdpumaeHUMaANbHOCTM" OoCTaBbTe OTMETKY TOJSIbKO ANs
kaTteropun "HekoHduaeHUManbHO";

B rpade "TeHeBOe KOMMpOBaHME" CHUMUTE OTMETKY.

=1 COCTOAHUE HACTPOWKHN

& SERVERSNS.SN7.local

Cepeepb! bezonack
Bl SERVERSNS.SN7

Ormena

& KoHTponb nevatu

Mpunrepor Ayanr.
3 ARM1.5NT.jocal © -
MNonutvka NPUHTEROS BXMIOUEHA '
F % 1 Y
EEFTa 59 +
©® | Vivs npmerepa DM KOHDUA
3 ArM2.5N7.Jocal -1 B
¥ L %
[ 1 .

8. [lpuMeHWTe caenaHHble U3MeHeHusl. Tenepb, MOCNe BKJOUYEHUS PEXMMA KOH-
TponA MOTOKOB, Ha MOAK/IOYAEMbIX MPUHTEPAaxX 6yAeT BO3MOXHO neyaTaTb AOKY-
MEHTbI TOJIbKO B HEKOHMDUAEHUNANBbHbBIX CECCUSIX.

YT106bI YCTAaHOBUTL 47151 NONb30BaTeNs user2 asropmsaunto Ha ARM1 ¢ BO3MOXHO-
CTblO 3anycka orpaHunyeHHoro Habopa npunoxenun (MposogHuk, MS Wordpad,
MS Word, MS Excel, Kop3unHa), npoBeauTte Ha gaHHoOW BM HacTpoliky ans storo
nonb3oBatesns mexaHmnsma 3IC (cM. onncaHmne nabopaTtopHoi paboTbl N24 rnasbl
3).

B okHe nporpammsbl "LleHTp ynpasneHusa" Boibepute 06bekt ARM1 1 Ha BKknagke
€ro HacTpoek packpowTe pasgen "Monntukuy / 3awmnTa nokanbHbIX pecypcos / 3a-
MKHyTas nporpammHas cpega". Ytobbl gericteue 3IC He pacnpoCcTpaHsanoch Ha
OOMEHHOro nonb3oBaTens userl, gobaBbTe ero c nNomoubo kHonku "[JobaBuTtb"

@ B rpynmny npuBUIErMpoBaHHbIX Monb3oBaTesen, a 3aTeM COXiaHVITe BHECEH-
HbIE B MOSIMTUKN U3MEHEHUS!, UCTIONb3YS KHOMKY "TpuMennTs" BEEEEEE
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Cepsepbl 6ezonact

) SERVERSNS.SN7
" local

;i COCTOAHUE HACTPOMKM NALEH3NN

r A EHMT! Orvena

2 ﬂ#’ =3

- %% 3alumTa IoKaNbHbIX Pecypcos

o : 3amxnyTan nporpammmasn cpepa Mcroummx Ayz

ARMLSN7 local
YueTHuie 3an1cn, Ha KoToprie e A Noxanexsii

F % L % AEACTBYIOT NPABANS SAMKHYTOM s 2 e
ST =0 npOrpammMOi cpeasi SN7\Userl
/

¥ & %
= ®

10.Ha ARM1 npoBeaute nokanbHyt Hactporky 3MC. [na 3Toro 3anycrure npo-
rpammy "KOHTpOsIb NporpamMM u AaHHbIX" B TOKAsIbHOM pEXUMe 1, UCMOSb3yS Onu-
caHue nn. 3-5 nabopaTtopHoii paboTbl N°4 rnasbl 3, chopMUPYIATE HOBYIO MOAENb
OaHHbIX. B okHe nporpammbl ynpasnenus KL-3MC nossuTca HoBas CTPyKTypa
06beKkTOB, coaepxalas chopMMpOBaAHHOE MO YMONYaHMIO 3a4aHne KOHTPOss pe-
cypcoB camoit SNS n OC Windows.

i oaiin Npaska Bua Cybwextw ynpasnewns Cepsuc  Crpaska
i@ e=6Q @5EH NG
| Kareropun | CECyGbextelynpasnenws
§ Crpyxtypa X vma Onucanme Tun Pexum 3..,
$loled B & ARM1 Moit xomnsioTep Komnsiorep
Cy6bexTH | 88 CyBuexrui ynpaenenns (@ BUILTIN\Mons30earenn lpynna noxansueix nonssosareneii  [pynna
ynpaenenns | @ ¢ @ ARML
- | §- ¢ l’° BUILTIN\IMonssosatenn
(&i. I
EEV.ELTEE]
3agaum % Pecypcs [ rynns: peqypcos [~ 3agaum [4:]3 [ros
@ O6vext Tun
Fpynne
pecypcoe

11.B kaTeropun "CybbekTbl ynpaBneHuss" nosiBuiacb BHOBb CO3AaHHasi CTPyKTypa
"BUILTIN\Monb3oBaTtenun". icnonb3ys onncaHme nn. 6 — 9 nabopatopHoi paboThbl
N94 rnasbl 3, co3ganiTe AN Hee HOBOE 3a4aHume C NPOM3BOJIbHbIM UMEHEM, a 3aTEM
ansa cybbekTa ynpasnenus "ARM1" Bkiaounte MArkui pexxmnm paéotol 3MC. MNepe-
3arpy3urte BM u aBTopusyintecsk nog Y3 dadminsnsl.

12.icnonb3ys onucanune nn. 10-15 nabopatopHoit paboTbl N24 rnasbl 3, BbIMNOHUTE
cnepyowmne onepaummn:

e 3KCnopTtmpynTte (B NOKanbHOM LUEHTpe YynpaBneHus) XypHan Secret Net
Studio BO BHeLWHMN daiin;

e nepesarpy3ute OC n aBTopu3yrTecb Noa Y3 user2;

e nocnenoBaTesIbHO 3anyCTUTe BCE pa3pelleHHble B AaSIbHENLEM NPOrpaMMbl:
MposoaHuk, WordPad, MS Word, MS Excel, Kop3uHa;

e nepeaBTOpM3yMTECE HA BM ARM1 nog y4deTHom 3anmcebto dadminsnsl;

e K CO34aHHOMY paHee 3agaHuto 3IMC gobaBbTe 3ag4aun Ha OCHOBAHWWM AAHHbIX
n3 xypHana Secret Net Studio.

13.cnonb3ys onucaHue nn. 16-17 nabopatopHoii paboTbl N24 rnaebl 3, BbINOAHUTE
cnepyolwmne AencTema:

e YCTaHOBUTE pPEXUM M30A5UMK NpoueccoB Ans npunoxeHnin WordPad un MS
Word;

e BKJ/IHOUMTE XeCTKuI pexunM paboTbl 3M1C.

14.4706bI 3anpeTnTb AOMEHHOMY MOJfiIb30BaTeNtO userl aBTopm3auno Ha BM ARM2,
nposeauTe Ha 3To BM HacTpoliky MexaHusMma 3MC cneayowmM obpasom:
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[OMEHHOro nosnb3oBaTens user2 nobasbTe B rpynny npuBuUnernpoBaHHbIX,

ANS KOTOPbIX He AencTByeT MexaHnsm 3MC (cMm. Bbiwe, n. 10);

obbekTta ARM2 "markunin" pexum pabotbl 3MMC.

Ha BM ARM2 3anyctute nporpammy "KOHTpOnb NporpamMM u AaHHbIX" B f10-
KaslbHOM peXuMme 1, He co34aBas HUKAKOW MoAenn AaHHbIX,

oTKNI4uTE And

,@ KoHTpoas Nporpamm # AarHbix (A0K2AbHbIR pexiim) - p— =8 =
i oaiin [paska Bwa ARM2 Cepewc (Cnpaska
iH e Q. @BBE N O
Kareropum bbeKTh pasne
Crpyktypa (¥ Ceoiictea cybbexta ynpasneHua Me|
L e Po | B 2
(] AR | — Co,
4 p pogey |
Cybuexia Cybwexte ynpd | [Octosrie | Pewet | Co,
ynpasaenua | - v [ ARM2 3aMKHyTaR NporpamMmHan cpeaa (3NC) Kol
E- PEXuMME! 3303Hb! LEHTDAMM3083HHO Co,
‘./; { [¥] Pexam 3MC Brnouen
3apanua T "MaArkuii” pexim
¢ 7| NpoBepsTH LBNOCTHOCTS MOAYNeH Nepea 3a3NYaxomM .
" \Q | NposepsT 3aronosxu Moaynel nepea sanyckos
- ] KoHTpomposaTs MCTONHAENBIE CKPUMTS! %
3an0um b ynpasenws |
Ms?nwa NPoUeccos ! Wi
[¥] Mzonsuwis npoueccos skmovera
Tpynnbi 3203H18 PA3PELEHE! B NOKAMSHOM PEXIME
pecypeos
NoxansHee 3aaam1a KL MokansHee sanass 3MC
&m : ‘
fotos ! E [ ——————— IEOOU] 10:57:32

15./1ns Toro 4To6bl OrpaHM4YNTL NOSIL30BATENO USEr2 BO3MOXHOCTb BbiBOAa M3 ARM2

KOH(dMAeHUMaNnbHOM MHDOPMaLMN Ha BHELLHWE HOCUTENN WM Ha neyaTb, cne-
AYET NUCMOJIb30BaTb HACTPOEHHbIE PaHEE MEXAHW3MbI MOJTHOMOYHOIO YrpaB/ieHus
AOCTYMNOM, KOHTPOJIS YCTPOMCTB M MeyaTu NMpu BKIIIOYEHHOM PEXMMe KOHTPOsS
noTokoB. 3anyctuTte nporpammy "Myck / Bce nporpammbl / Kog 6e3onacHocTtu /
Secret Net Studio / HacTpoiika noacncteMbl MOMHOMOYHOIO YrpaBieHUs AOCTy-
nom" 1 NnpoBeanTe AONOSTHUTENbHbBIN HACTPONKMN:

3anycTuTe HacTpownky ans nporpamm Microsoft Office. Ansa aTtoro B pasaene

HacTpoek Bbibepute "BpyuHyto / Mporpammel / Microsoft Office" n HaxmuTe
KHonky "HactpouTb";

(fr Hacrpoﬁxu NOACUCTEMBI NOAHOMOYHOIO YyNPaBAEHUA AOCTYNOM

- ABTOMATHYECKI & | Microsoft Office
- Bpyuyro LLlari HacTpoiiKy:
[=)- Obwme 25
i CoobleHns 1. Co3aaHWe Npasun nepeHanpasneHns ‘
CobbiTia X ‘=
Heperanpasnei] 5 1.1, \AppData\Roaming Microsoft\Templates |
: ~Meyats 1.2. \AppData\Roaming \Microsoft\[LlabnoHe l
- Monb3oBaTent 0
B Mporpams! 1.3, \AppData\LocalMicrosoft\Windows\Temporary Internet Files\Content.M¢
3 1.4. \AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.W
-Windows Sidebar
Sticky Notes 1.5. \AppData\Roaming\Microsoft\Word =
XPS Viewer &l m )
- CD/DVD writer
o
L T
[ 3aKpbITh ] [ Cnpaska ]

6yaeT BbINONHEHa HaCcTpoMKa nepeHanpasneHus gaiinos. JoxauTecs 3asep-

WweHua 3Toro npouecca. locne cos3gaHws npaBwa nepeHanpasneHus no-
ABUTCHA OKHO C HdopMaumein 06 ycnewHoM npoBeaeHUN HacTpOKu;
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(% HacTpoiikv NOACUCTEMBI NOAHOMOUHOTO YNPaBAEHUA AOCTYNOM l= =] 2%

T
A-l"‘.u
~ ABTOMATMHETKH . | Microsoft Office
(- Bpyunyio HacTpoiika nporpamMMb! BLINONHEHa YCNewWwHo, -
(- Obwwe w
i - CoobleHns
- Cobbrtus B | liorw racrmotior: £
-~ MepeHanpasnequ| ~ e
i ~MNevaTs 1. CosaaHue Npasun NepeHanpasneHns o
- Monb3oBaTent
E}--ﬂ:orpamnbl 1.1, \AppData\Roaming\Microsoft\Templates
~ Microsoft Office 1.2. \AppData\Roaming \Microsoft\[LlabnoHs!
- Windows Sidebar
- Sticky Notes 1.3. \AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.M¢ _
-~ XPS Viewer ] o [ »
- CD/DVD writer
-Dr.Web = HacTponTs
< —
3aKpbiTh } [ Cnpasia ]

e MpoOBeAUTE aHANOMMYHYK HACTPOWKY 4SSt Nonb3oBaTenen B pasgene "Bpyu-
Hyto / Monb3oBatenun".

- ABTOMATUYECKN | Crncok nonb3oBaTeneit ¢ CyLecTBYIoWMMIA NpodUnsMmn
E] Bpyuryio
- Obuwme

! L.CoobuieHma & ARM2\User2 HacTpoeH
- Cobbrrua & sN7\Usert HacTpoeH
- MepeHanpasneHn = & sN7\User2 HacTpoeH
- MNevyaTb a SN7\adminsns 1 HacTpoeH
& snN7\Administrator HacTpoeH
[=)- MporpamMsl
--Microsoft Office
- Windows Sidebar
- Sticky Notes
- XPS Viewer
-~ CD/DVD writer

<« == »

Nms Cratyc

-~ HacTpouTte

[ 3apems | [ crpasxa |

16.3akponTe okHO "HacTponka noAcucTeMbl MOTHOMOYHOIO yrnpaB/ieHUs 4OCTyrnom"
n nepesarpy3ute OC Ha BM ARM2.

17.BkNounTE pEXUM KOHTPONSA NOTOKOB Ha BM ARM2. [ns atoro:

e B OKHe nporpammsbl "LleHTp ynpaBneHus" BbibepnTe 06beKT cepBepa 6e3onac-
HOCTM M Ha BKMaAKe ero HacTpoek packponTe pasgen "lMonutukm / 3awmTa
JNloKanbHbIX pecypcoB / MNonHOMOYHOE yrnpaBnieHne 4ocTynom";

COCTORHUE HACTPOWKMN

Cepsepbl 6e3onact
& SERVERSNS.SN7.local

Darirbie nony-ers: 29.05.2017 1743:34 Obrosume

%% 3awmTa NoKabHbIX pecypcos

° TMOAHOMOYHOE YNpaBAeHne A0CTYNOM Ay
[ ArM1.5N7.iocal
5 #% L Y @) Pexum paborn ® KoHTpONS NOTOKOE OTKAKYEH
KoHTpons noToxos skamouen

Crporuii konTpons
TEPMAHANEHEIX MOAKMONEHII

[ ARM2.5N7.Jocal o AsTomaTasecknii subop
MAKCAMANEHMOrO YPOEHR CECCUM
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e ybeautecb, 4to B nosne "Pexunm paboTbl" BoibpaH nepekstovaTenb "KOHTpob
NOTOKOB OTK/tOYeH". BbIKNOUMTE AaHHYO FPYNMoOBYO NOAUTUKY U NPUMEHUTE

HaCTpOViKK;

e Bblbepute 06bekT ARM2, NpuMeHUTe AN HEro rpynnoBble NOUTUKK, a 3aTeM
B pasaene ero HacTtpoek "Monutuku / 3awmTa nokanbHbIX pecypcos / MonHo-
MOYHOE ynpasieHue AocTtyrnom" B nonutuke "Pexum paboTbl" ycTtaHOBUTE Ne-
pekntoyatesnb "KOHTpOb NOTOKOB BKOYeH";

Cepsepbl besonact |

e 2
" local

5

3 Arm2.5N7.docal

. =

COCTORHWE

HACTPONKM

CJ ARM2.SN7.local

NAUEH3IMN

JMannbie nsmenenn

%% 3almTa IoKabHbIX pecypcoB

MoAHOMOYHOE ynpasnenne A0CTYNOM

Pexum pabore

Wcrounnx

KonTtpons notoxkos Noxansmsii

OTKHOWEH

KoHTtpons noroxos
BXAKONEN

Crporuiil xonTpons
TePMUHANEMEX
NOAKANOSEHNHA

AsTomaTiseckinit
E0150p MBKTMMANLHOTD

YPOBMA ceccun

Oruena

3

e MPUMEHUTe CAeNaHHble HAaCTPOMKKN. Tenepb BO3MOXHOCTb AOCTYMNa K KOHMU-
AeHuuranbHbIM hannam, NCnosib30BaHUs YCTPOUCTB M nevat Ha BM ARM2 6y-
OET onpeaensaTbCs YPOBHEM KOH(PMAEHLMANBHOCTM CECCUU, KOTOPbIV BblbepeT
nonb3oBaTeNb NPU BXOAE B CUCTEMY.

18./ns Toro 4tobbl n3onmposatb BM ARM2, HO pa3pewnTb obpalleHne kK Cb 1 KoH-
Tponniepy AOMeHa, CeayeT HacTpOUTb MOJIMTUKM MEXCETEBOro 3KpaHa Ha 3TOoW
BM. B nporpamme "LleHTp ynpaBneHusa" Bbibepute o6bekT ARM2, packpoiTe na-
Henb ero CBOMCTB M Ha Bknaake "HacTtpoiikn" BbibepuTe pasgen "Monntukn / 3a-
LWMTa ceTeBbIX NOAKOUYEHNN / MexceTeBon aKpaH".

19./1n9 B3aMMoAenCTBUS NporpamMmmbl yrnpaBneHuns u kameHta SNS Ha BM ARM2 c
cepBepoM 6e30MacHOCTM U KOHTPOJIIEPOM AOoMeHa (CM. puc. 5 u Tabnuuy B pas-
nene "Cnocobbl pa3sepTbiBaHUS KoMnoHeHTOB Secret Net Studio" rnaebl 1) go-
6aBbTe pa3pellatolime npasunia goctyna (cM. onucaHue nn. 6-12 nabopaTopHom
paboTbl N21 rnaBbl 4). Npu 3TOM, ecnm HeobxoanmMo, 4ob6aBbTE COOTBETCTBYOLIME
ceTeBble cepBuchl (cM. nn. 2-5 nabopatopHoi pabotbl N°1 rnasebl N24):

Monb3oBa- | UCTOYHUK MpoTtokon/nopT | Monyyatennb MpoTo- LenicTtBne
TeNb Kon/nopTt
everyone 192.168.254.22 | TCP/3268, 389 | 192.168.254.1 any allow
everyone 192.168.254.22 | TCP,UDP/135 - | 192.168.254.1 any allow
139
everyone 192.168.254.22 | TCP/443 192.168.254.2 any allow
everyone 192.168.254.2 any 192.168.254.22 TCP/443 allow
everyone 192.168.254.22 | TCP/50000 - | 192.168.254.2 any allow
50003
everyone 192.168.254.22 | TCP/445 192.168.254.2 any allow
everyone 192.168.254.2 any 192.168.254.22 TCP/445 allow
everyone 192.168.254.22 | TCP/21326, 192.168.254.2 any allow
21327
everyone 192.168.254.2 any 192.168.254.22 TCP/21326, allow
21327
everyone 192.168.254.22 | TCP/42100 192.168.254.2 any allow
everyone 192.168.254.22 | TCP/42088, 192.168.254.2 any allow
42464, 42200
everyone 192.168.254.2 any 192.168.254.22 TCP/42088, allow
42464,
42200
everyone 192.168.254.22 | TCP/43443 192.168.254.2 any allow
everyone 192.168.254.2 any 192.168.254.22 TCP,UDP/135 | allow
- 139
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e paspewnTb ucxoasauwme ¢ 192.168.254.22 (ARM2) no npotokony TCP un nop-
TaMm 3268 wn 389 pana Bcex nosnb3oBaTener Ha yaaneHHbin IP-agpec
192.168.254.1 (DC);

e paspewnTb ucxoaswume ¢ 192.168.254.22 (ARM2) no npotokonam TCP, UDP
n noptam 135 - 139 ansa Bcex nosnb3oBaTenel Ha yganeHHbl IP-agpec
192.168.254.1 (DC);

e paspewnTb ncxoaswme ¢ 192.168.254.22 (ARM2) no npotokony TCP u nopty
443 pnsa BCex nofb3oBaTenen Ha yAaneHHbin IP-agpec 192.168.254.2
(ServerSNS);

e paspewwnTb BXoaswWwMme Ha 192.168.254.22 (ARM2) no npotokony TCP n nopty
443 pnsa Bcex nonb3oBaTener C ypaneHHoro IP-agpeca 192.168.254.2
(ServerSNS);

e paspewnTb ucxoasaume ¢ 192.168.254.22 (ARM2) no npotokony TCP un nop-
Tam 50000 - 50003 ans Bcex nosnb3oBaTesnien Ha yaaneHHwbld IP-agpec
192.168.254.2 (ServerSNS);

e paspewnTb ucxoaswme ¢ 192.168.254.22 (ARM2) no npotokony TCP u nopty
445 pnsa Bcex nofb3oBaTenien Ha yAaneHHbin IP-agpec 192.168.254.2
(ServerSNS);

e paspewwnTb BXoasawme Ha 192.168.254.22 (ARM2) no npotokony TCP n nopty
445 pnsa Bcex nonb3oBaTenen C ypaneHHoro IP-agpeca 192.168.254.2
(ServerSNS);

e paspewnTb ucxoasauwme ¢ 192.168.254.22 (ARM2) no npotokony TCP un nop-
Tam 21326, 21327 pns Bcex NoJsb3oBaTener Ha yaaneHHblin IP-agpec
192.168.254.2 (ServerSNS);

e paspewwnTb Bxoaswme Ha 192.168.254.22 (ARM2) no npotokony TCP u nop-
Tam 21326, 21327 pans Bcex nonb3oBaTenen c ypaneHHoro IP-agpeca
192.168.254.2 (ServerSNS);

e paspewnTb ucxoaswme ¢ 192.168.254.22 (ARM2) no npotokony TCP u nopty
42100 pns Bcex nosnb3oBaTenen Ha yaaneHHbin IP-agpec 192.168.254.2
(ServerSNS);

e pa3spewuntb ncxogsauwme c 192.168.254.22 (ARM2) no npotokony TCP n nop-
TaMm 42088, 42464, 42200 gns BCcex nonb3oBaTtenen Ha yaaneHHoin IP-agpec
192.168.254.2 (ServerSNS);

e pa3spelwunTb Bxoaswme Ha 192.168.254.22 (ARM2) no npotokony TCP n nop-
TaMm 42088, 42464, 42200 ansa Bcex nonb3oBartesnen ¢ yaaneHHoro IP-agpeca
192.168.254.2 (ServerSNS);

e pa3pewwuntb ncxoaswme ¢ 192.168.254.22 (ARM2) no npotokosnay TCP n nopty
43443 pns BCex nosib3oBaTenen Ha yaaneHHbi IP-agpec 192.168.254.2
(ServerSNS);

e pa3pewwunTb Bxoaswme Ha 192.168.254.22 (ARM2) no npotokonam TCP, UDP
n noptam 135 - 139 ansa Bcex nonb3oBarvenen C yaaneHHoro IP-agpeca
192.168.254.2 (ServerSNS).

(PpBPpbl 6e3onack 21 COCTOAHUE HACTPOMKI NWLEH3NM
. - C
g ARM2.SN7.local
; '|° Nannbie n3merenst m Ommena

[ 2 | AK |

i 3awmTa ceTeBbIX MNOAKJKOYEHUN

MexceTeBoW 3kpaH

’ ' ‘ Mpasuna gocryna
[ 1 | A J1]

MNpaeuaa, pernamenTupyiowme gocTyn k cetesema cepencam (TCP/IP vd) gammoro komnsioTepa

3 arm2.5N7.local =

everyone Seci  Bxoaawwe TCP, UDP 135136  Paspewesr Broaswee 192.168.254.

v everyone Seci  Moxopsume TCP 43443 Paspewen Vicxogswee 192.168.254,

v everyone Seci  Bxoaswme TCP 42088:42464:  Paspewen Brxoaswee 192.168.254.

SERVERSNS.SN7, LJ v everyone Seci  Mowaswme TCP 42100 Paspewes Vicopsuwee 192.168.254
‘ ’—_ 2

20./[lob6aBbTe 3anpelatolime npaswna gocryna (ecin Heobxoaumo, ONULLUTE COOT-
BETCTBYIOLLME CETEBbIE CEPBUCHI):
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e 3anpeTuTb Bxoaswme Ha 192.168.254.22 (ARM2) no npotokony TCP n Bcem
nopTtam 4/ Bcex nonb3osatenein u IP-agpecos;

Monb3oBa- | UCTOYHUK MpoTokon/nopt | NMonyyaTtens MpoTo- [OencTteue
TeNb Kon/nopTt
everyone any any/any 192.168.254.22 TCP/any deny

e CUCTEMHOE MpaBuio, 3anpewatoulee aoctyn kK ARM2 (192.168.254.22) no
npotokony RDP (ncnonb3yiite onucanue nn. 16-17 nabopatopHoii paboTbl
N21 rnasbl 4);

e MpuvKNagHoe MpaBwio, 3anpeliarollee AOCTyn K o6leaocTynHoW narnke
"user_files" Ha BM ARM2 (192.168.254.22) c nio6oro komnbtoTepa (UCnosnb-
3ywnTe onucaHue nn. 18-19 nabopatopHoi paboTbl N1 rnasbl 4).

Monb3oBa- NCTOYHMK MpoTtokon/MopT | Mony4yaTtensb MpoTo- OenictBne
TeNb kon/MopT
everyone any any/any 192.168.254.22 SMB/any deny

21.C noMoLLblo pacrnonoXeHHbIx rnog Tabnuuen "MpaBuna goctyna" KHomok "BHu3"

n "Beepx"

yCTaHOBWTE NMPUOPUTET BCEX A06aBNEHHbIX paspeLuatowmx npa-

BWN Bbile, YeM BCex 3anpellarwmnx (nepemMectuTte 3anpellarolime npaswia B
HVXXHIO 4acTb Tabnuupbl, nocne paspewawowmx). Ha Bknagke "Hactpoiikun'
HaXMuTe KHOMNKY "MpuMeHnTs" S8,

22.poTecTnpymnTe Noay4YEeHHbIN pe3ynbTaT. BeinonHeHne nabopaTopHoi paboThl 3a-

BEpLUEHO.
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