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1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (Modyas): OIIK-15.

1.2. MWHauKaTopbl [JAOCTH:KEHHS KOMIIETEHIHii, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

3aHus:

OCHOBHBIC 3a/1a41 U pyHKIUHU agmuHucTparopa OC;

3HaTh THMHBL, Bepcuu U penakiuu OC Windows, Linux, Unix;

OCHOBHBIE HHCTPYMEHTAIIbHBIE CPENICTBA, IPUMEHIEMbIe pu agMuHucTpupoBannu OC
Windows, Linux, Unix, BKitouast cpencTBa ooecredeHus: 0€301macHOCTH;

3HaTh OCHOBHBIC KOMaHIbI, MpuMeHsieMble npu aamuHuctpupoBanun OC Windows,
Linux, Unix;

OCHOBBHI pa3pabOTKH CIIEHAPUEB;

6a3oBble 3amaun 1Mo obecrneueHuro 3anuThl OC, BBIUUCIUTEIBHBIX pecypcoB OBM u
JAHHBIX;

OCHOBHBIE 3JIEKTPOHHBIE PeCypChl M0 TeMe Oe3omacHoro agmMuHucTpupoBanus OC.

YMenus:

BBHITIOJIHATH YCTaHOBKY U KoHpurypupoanne OC Windows, Linux, Unix;

BBITIOJTHATH 33/1a4U 10 yrpasieHuo noias3oBatensiMu B OC Windows, Linux, Unix;

BBITIOJIHSITH 3aJ]a4M T10 yIpaBJIeHUIO 3anmomMuHaomuMu ycrporictBamu B OC Windows,
Linux, Unix;

BBITIOJIHSITH 33/1a4d 10 OTPAHUYCHHIO JTOCTYyIMa K o0bekTaMm daimoBoit cuctembl B OC
Windows, Linux, Unix;

KOH(UTYpHpPOBAaTh U aIMUHUCTPUPOBATHL OCHOBHBIC ceTeBble CiykObl B OC Windows,
Linux, Unix;

BBITIOJIHSITH pE€3€pBHOE KOMMpoBaHue M BoccTaHoBiIeHUE JaHHBIX B OC Windows, Linux,

Unix;

KOH(UTYpHpOBaTh U 00CITY)KMBaTh OCHOBHBIE cepBHCHI Oe3onacHoCcTH OC;

OTIPEICIISATh PECYPCHI, MOAJIKAIINE 3AITUTE;

paboTaTh ¢ TEXHHYECKOW JUTEPATypOll M CHEIHAIH3UPOBAHHBIMH SJICKTPOHHBIMH
pecypcami.

Hasriku:
6azoBoro agmuHucTpupoBanus OC Windows, Linux, Unix;
paboThl B KOMAaH/THOW CTPOKE;
HAITMCAHWS U BBITIOTHEHUE aIMUHUCTPATUBHBIX CIICHAPUEB;
HaBBIKAMH TIOMCKA TEXHHYECKON HH(POPMAIIHH.

2. CTpyKTYypa U TPYA0E€MKOCTh JUCUMILIJIHHbI

Tabmuma 1

Bun yae6HO# paboThI Bcero yacos Ko.s1-Bo yacoB B cemecTpe (aK.4.)

5 6
Oo6mras 3a4. e. 8 4 4
TPYAOEMKOCTh qac 288 144 144
U3 Hux:
Yacsl ayauTOpHOIi padoThl (Bcero): | 128 64 64
Jlexun 64 32 32
ITpakTuueckue 3aHATHS 0 0 0




JlaGopaTtopHble  /  TpaKTUYECKHE
3aHATHSA 10 MOATPYyIIaM

64

32

32

Yacol BHeayIMTOPHOM padoThI,
BKJIIOYasl KOHCYJIbTALUH, HHYIO
KOHTAKTHYIO padoTty u
CaMOCTOSITEJIbHYIO Pa0OTy
o0yuawuerocst

160

80

80

Bung npomexyTouHOl — aTTecTanuu
(3auer, mud. 3aueT, SK3aMeH)

Huddepenmpo
BaHHLINA 324YET

OK3aMeH




3. Conep:kaHue QM CHUATIINHbBI

Ta6numa 2
No TemaTtnka yuyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.uac.) ayIUTOPHBIX
aK.4acoB 10
TeMe
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s |55
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1 2 3 4 5 6
Yacos B 5 cemecTpe 32 0 32 64
AJMUHUCTPUPOBAHUE ONEPALITOHHBIX 32 0 32 64
cucreM |
1 JlexunonHoe 3anstue 1. 2 0 0 2
2 JlaGopaTopHoe 3ansTHe 1 0 0 2 2
3 JlexumonHoe 3aHsTHe 2. 2 0 0 2
4 JlaGopaTopHoe 3aHsTHE 2 0 0 2 2
5 JlexunonHoe 3ansTue 3. 2 0 0 2
6 JlaboparopHoe 3aHsTHE 3 0 0 2 2
7 JlekimmoHHOe 3aHatue 4. 2 0 0 2
8 JlaboparopHoe 3aHsTHE 4 0 0 2 2
9 JIekimmoHHOE 3aHATHE 5. 2 0 0 2
10 JlaboparopHoe 3aHsITHE 5 0 0 2 2
11 JlekimmoHHOe 3aHatue 6. 2 0 0 2
12 JlaGopaTopHoe 3ansTHE 6 0 0 2 2
13 JlexunonHoe 3anstue 7. 2 0 0 2
14 JlaGopaTopHoe 3ansTHe 7 0 0 2 2
15 JlexumronHoe 3ansTue 8. 2 0 0 2
16 JlaGopaTopHoe 3ansTHE 8 0 0 2 2
17 JlexumronHoe 3anstue 9. 2 0 0 2
18 JlaboparopHoe 3ausiTue 9 0 0 2 2
19 JlekimmonHoe 3agsarue 10. 2 0 0 2
20 JlaboparopHoe 3ansitue 10 0 0 2 2
21 JlekimmonHoe 3agsatue 11. 2 0 0 2
22 JlaGoparopHnoe 3ansatue 11 0 0 2 2
23 JlekimmoHHoOe 3agaTue 12. 2 0 0 2
24 JlaGopatopHoe 3ansartue 12 0 0 2 2
25 JlexunonHoe 3anstue 13. 2 0 0 2
26 JlaGopaTtopHoe 3ansiTue 13 0 0 2 2
27 JlexunonHoe 3anstue 14. 2 0 0 2
28 JlaGopaTtopHoe 3ansitue 14 0 0 2 2
29 JlexunonHoe 3anstue 15. 2 0 0 2
30 JlaGopaTopHoe 3ansTHe 15 0 0 2 2
31 JlekimmoHHOe 3aHsaTue 16. 2 0 0 2




32 JlaboparopHoe 3ansitue 16 0 0 2 2
33 Koncynbranus nepen 3aueTom 0 0 0 0
34 3a4eT mo AUCITUTIINHE 0 0 0 0
Yacos B 6 cemecTpe 32 0 32 64
AJMUHUCTPUPOBAHUE ONEPALITOHHBIX 32 0 32 64
cucTem 2
1 Jleknmonnoe 3ausarue 1. 2 0 0 2
2 JlaGopatopHoe 3ansartue 1 0 0 2 2
3 JlekiimoHHOE 3aHATHE 2. 2 0 0 2
4 JlaGopatopHoe 3aHsTHE 2 0 0 2 2
5 JIekiimoHHOE 3aHATHE 3. 2 0 0 2
6 JlaboparopHoe 3aHsTHE 3 0 0 2 2
7 JlekimmoHHOe 3aHatue 4. 2 0 0 2
8 JlaGopaTopHoe 3ansiTue 4 0 0 2 2
9 JlekumonHoe 3aHsTue S. 2 0 0 2
10 JlaGopaTopHoe 3aHsTHE 5 0 0 2 2
11 JleknmonHoe 3aHsaTue 6. 2 0 0 2
12 JlaGopaTopHoe 3ansiTHE 6 0 0 2 2
13 JleknmonHoe 3ansarue 7. 2 0 0 2
14 JlaGopaTopHoe 3ansTHe 7 0 0 2 2
15 JIekimoHHOE 3aHATHE &. 2 0 0 2
16 JlaboparopHoe 3ausiTHE 8 0 0 2 2
17 JlekimmoHHOE 3aHatue 9. 2 0 0 2
18 JlaboparopHoe 3ausiTue 9 0 0 2 2
19 JlekimmonHoe 3agsarue 10. 2 0 0 2
20 JlaboparopHoe 3ansitue 10 0 0 2 2
21 Jleknmonnoe 3ansarue 11. 2 0 0 2
22 JlaGopaTtopHoe 3ansTue 11 0 0 2 2
23 JleknmonHoe 3ansarue 12. 2 0 0 2
24 JlaGopaTtopHoe 3ansiTue 12 0 0 2 2
25 JleknmonHoe 3ansarue 13. 2 0 0 2
26 JlaGopaTtopHoe 3ansiTue 13 0 0 2 2
27 JlekimmoHHoOe 3agsarue 14. 2 0 0 2
28 JlaboparopHoe 3ansitue 14 0 0 2 2
29 JlekimmoHHOe 3aHsaTue 15. 2 0 0 2
30 JlaboparopHoe 3ausitue 15 0 0 2 2
31 JlekimmoHHOe 3agaTue 16. 2 0 0 2
32 JlaboparopHoe 3ansiTue 16 0 0 2 2
33 KoHcynbranus nepen 5Kk3aMeHOM 0 0 0 0
34 DK3aMeH [0 NUCIUIIIINHE 0 0 0 0
0 1

Wroro (ak.uacoB)

(@)
N

(@)
I




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
dopme mud. 3auera — 5 ceMecTp, IK3aMeHa — 6 cemecTp.
[lpy mpoBeACHWH NPOMEKYTOUHOW AaTTECTAIMH PE3YJbTAThl, IOJyYeHHBIE OOyJaromUMCs B
ceMecTpe, MepeBosATcsS B (opMar TPaJUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— ot 0 1o 60 0a/I0B — «HE 3aYTECHOY;

— 0T 61 go 100 0ayIoB — «3aYTEHOY.

— 60 6aT0B M MEHEEe — «HEYIOBICTBOPUTEIHHOY;
— ot 61 10 75 GannoB — «yJOBIETBOPUTEIBHO;
— ot 76 1o 90 6aJIOB — «XOPOIIIOY;

— ot 91 1o 100 GaIoB — «OTIIUYHOY.

5. Y4eboHo-MeTOoaMUYeCcKOe M HH(POPMALMOHHOE 0O0ecnieYeHHe U CHMILTUHBI

5.1 JIuteparypa:

1. AiiBenc, K. Anmunuctpuposanne Microsoft Windows Server 2003 : yue6HO€E mocobue /
K. AiiBenc. — 2-e u3n. — Mocksa : UHTYUT, 2016. — 486 c. — Tekcr : anekrponHsii // Jlansb :
3JIEKTpOHHO-OMOmoTeyHass cuctema. — URL:  https://e.lanbook.com/book/100554  (nata
obpamenus: 15.05.2022).

2. Momkos, M. E. Beenenue B cuctemHoe anmuauctpupoBanue Unix : yue6HOe mocoowue /
M. E. MomkoB. — 2-e u3a1. — Mocksa : UHTYUT, 2016. — 208 c. — Tekcer : anexTpoHHsbIit // Jlanb

3NeKTpOHHO-OMOmoTeunass cucrema. — URL: https://e.lanbook.com/book/100710 (mara

obpammenus: 15.05.2022).

3. AnmunuctpupoBanne OC Unix : pykoBoacTBO. — 2-¢ u3a. — Mocksa : UHTYUT, 2016.
— 303 c. — Tekcr : snexkTpoHHbId // JlaHb : 3nekTpoHHO-OMOIMoTeuyHas cucrema. — URL:
https://e.lanbook.com/book/100729 (nara obpamenus: 15.05.2022).

5.2 DuekTpoHHBIE 00pa30BaTeIbHbIC PECYPChI:

1. BY30BCKHE 3JIEKTPOHHO-OMOIMOTEYHBIC CUCTEMBI YUeOHOM JIUTEPaTypHI.
JOCTYI K OTKPBITBIM 0a3aM IIUTHPOBaHUS, B T.4. springer.com, scholar.google.com, math-
net.ru.

3. https://docs.microsoft.com/

4. https://www.freebsd.org/

6. CoBpemeHnHble mnpodeccMoHANbHBbIE 0a3bl JAHHBIX W HH(OPMALMOHHLIE CIPABOYHbIE
CHCTEMBbI:
HanmonanwsHas snextponHas oubnuoreka https://rusneb.ru/

7. JIunleH3M0OHHOEe ¥ CBOOOJHO pPacNpoCTpaHsieMoe NMPOrpaMMHOe olecrnieyeHue, B TOM YHCJIe
0TEe4eCTBEHHOT0 MPOU3BOACTBA

MS Office, mmardopma st snekrpoHHoro ooyuenust Microsoft Teams, OC MS Windows,
OC FreeBSD.

8. Texunueckue cpeacTBa 1 MaTepUATbHO-TEXHUYECKOE 00ecneyeHHe AU CHUIITUHBI
MyneTuMmenuiinas ydeOHas ayIuTOpus JUIS TIPOBEACHHS 3aHATHI JIEKIMOHHOTO THIIA
OCHAIIIeHAa CIICAYIONIMMU TEXHUYECKUMHU CPEICTBAMU 00ydeHUs M 000pya0BaHUEM: yueOHas MeOeb,



JOCKa  ayJqUTOpHAas, MYJbTUMEIUNHHOE NPOEKIHMOHHOE M  aKycTHYeckoe o0OpyaoBaHUE,
IIEPCOHAIIBHBIN KOMITBIOTED.

MynbsTuMeauiiHas ydyeOHasi ayauToOpus Uil IPOBEIEHHs 3aHATUN J1a00OpaTOpHOTO TUIA OCHAICHA
CIICMYIOIMMHA TEXHUYECKUMH CpeACTBaMU OOYy4YeHHS M 00OpyIOBaHHMEM: ydeOHas mebenb, JocKa
ayJIUTOpHAs, MYJIbTHUMEAMWHOE IMPOEKLIMOHHOE U aKyCTHYecKoe OO0OpYyIOBaHUE, MEPCOHAIbHBIN
KOMITBIOTED.

AymuTopHs Ui CaMOCTOSITENIbHOW PaOOThl OCHAIICHA CIEAYIOIIMMHU TEXHHUYECKUMH CPEICTBAMU
oOyueHuss u oOopymoBaHueM: yueOHass MeOenb, JIOCKa ayauTOpHas, MYJIbTHMEIUHHOE
MPOCKIIMOHHOE M aKyCTHYECKOe 000PYA0BaHHUE, IEPCOHATBHBIC KOMIIBIOTEPHI.
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1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (Mooyas): OIIK-5.1

1.2. MHWHauKaToOpbl [JAOCTH:KEHHS] KOMIIETEHIHii, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

3HaTh:

1) OcHoBHBIE ompenereHUs W TEPMUHBI U3 00JacCTH aHaIM3a U OLEHKH PUCKOB
nH(pOpMaIMOHHOM 0€30MacHOCTH;

2) Meronuku aHanu3a M OLIEHKH PUCKOB MH(POPMAITMOHHON O€30MaCHOCTH;

3) IIpuHUMITBI TOCTPOCHUS U CONMPOBOXKJIEHHUS CUCTEMBI yNpaBlIeHUs MH(OPMALMOHHBIMU
pPHCKaMU U CUCTEMBI YIIPaBICHHUS WH(POPMAIIMOHHOH 0€30MacHOCTHIO.

YMmern:

1) Onpenensitb CyObEKTH U 00BEKTH HHPOPMAITMOHHONW CHCTEMBIL;

2) CocTaBisTh MOJIENb YTPO3 U MOZEIb 31I0yMBIIIUIEHHUKA;

3) Pa3pabarbiBaTh MOTUTUKY HH(POPMALMOHHOM O€3011aCHOCTH;

4) AHaIM3UPOBATh M OLICHUBATh PUCKU MH(OPMAITMOHHON 0€3011aCHOCTH;

5) BHeapsaTh M CONpPOBOXKIATH CHCTEMY YIpaBlIeHUS HHMOPMALMOHHBIMU DPUCKAMHU U
CHUCTEMY yIpaBiieHUss ”HPOPMAIIMOHHON 0€30MacCHOCTHIO.

Baaners:

1) HaBpikamu pa3pabOTKH JOKYMEHTAIMH CTPATETMYECKOTO M TAKTUYECKOTO YPOBHEH;

2) NHCTpyMeHTaMH peajH3alMid CUCTEMbl YIpaBiICHUsS HH(POPMALMOHHBIMUA PHUCKAMU U
CHUCTEMBI yIipaBJieHUs HHPOPMAITMOHHON 0€30MacHOCTHIO;

3) HaBbikamu pacuéra BeTMUMHBI PUCKa HHPOPMALMOHHOM O€30MacHOCTH.

2. CTpyKTYypa U TPYA0E€MKOCTh JUCHMILJIHHBI

Tab6muna 1
Bun yae6HO# paboTh Bcero yacos Kon-Bo yacos B
cemecTpe (aK.4.)

9
Oo0mas 3a4. efl. 4 4
TPYA0EMKOCTh qac 144 144
N3 Hux:
Yacbl aynuTopHOi padoThl (BCero): 64 64
Jlexuun 32 32
[TpakTHueckue 3aHATHS 32 32
JlaGoparopuple / mpakTHueckue 3aHATHSA 10 | 0 0
MOATPyIIamM
Yacbl BHEAYIMTOPHOI padoThl, BKJIIOYASs 80 80
KOHCYJIbTAUMU, HHYI) KOHTAKTHYIO padoTy u
CaMOCTOSITEJIbHYIO PA00TYy 00y4aronerocst
Bun nmpomexxyrouHoi arrectanuu (3auet, nud. JuddepenurpoBant
3a4eT, IK3aMEH ) Bl 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Tabmuma 2
No TemaTtnka yuyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.uac.) ayIUTOPHBIX
aK.4acoB 10
Teme
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1 2 3 4 5 6
Yacos B 9 cemecTpe 32 32 0 64
AHanu3 ¥ ynpaslieHUE pUCKaMH 32 32 0 64
nH(pOpMaIMoHHOM 06€30MacHOCTH
1 Aymut nadopMamoHHoi 6e3onacHoCcTH | 2 0 0 2
2 CymHocTtr HHGOPMAIMOHHON 0 2 0 2
0€3011aCHOCTH
3 Omnpenenenne prucka HHGOPMAITMOHHON 2 0 0 2
0€3011aCHOCTH
4 AHanu3 puckoB HHGHOPMAITHOHHON 0 2 0 2
0€3011aCHOCTH
5 PaGoTa ¢ yueOHOI TUTEPATYpOH, 0 0 0 0
KOHCIIEKTOM JICKIIH U BBIITOJHEHHE
JIOMAITHET0 MPAaKTUYECKOTO 3aAaHHUsI
6 AHanu3 1 OLIEHKA PUCKOB 2 0 0 2
UH(POPMALIMOHHOM 6€30MacHOCTH
7 AHanmu3 TeKyIIero ypoBHs 0 2 0 2
3alUIIEHHOCTH WH(POPMAIIMOHHON
CUCTEMBbI
8 VYnpasienue puckaMu HHQOPMAITMOHHON | 2 0 0 2
0e30MacHOCTH
9 Cucrema 3amThl HHGOPMAIHH 0 2 0 2
10 PaGoTa ¢ yueOHOI TUTEPATYpO, 0 0 0 0
KOHCIIEKTOM JICKIIH U BBITTOJTHEHHE
JIOMAITHET0 MPAaKTUYECKOTO 3aJaHHUsI
11 Hukn lemunra-Ilyxapra 2 0 0 2
12 [TpunHIU TIIyO0KOM 0 2 0 2
SIIEIIOHUPOBAHHOCTH OOOPOHBI
13 00630p cepuii ctangaptoB ISO 27000 2 0 0 2
14 Cucrema yrpaBlieHUS 0 2 0 2
UH(OPMALIMOHHBIMHA PUCKAMU
15 PaGoTa ¢ yueOHOI TUTEPATYpOI, 0 0 0 0
KOHCIIEKTOM JICKIIH U BBITOJHEHHE
JIOMAITHET0 MPAaKTUYECKOTO 3aJaHHUsI
16 Cucrema yrpaBieHHUs 2 0 0 2
nHpopmarnmonubiMu puckamu (CYHUP)




17 THuIoBbIE TOKYMEHTHI 110 0 2 0 2
nH(pOpMaIMoOHHOM 0€30MacHOCTH

18 HopmaTtuBHas u onepanuoHHas 2 0 0 2
JoKyMeHTanus npu noctpoeanu CYHNP

19 JIOKyMEHTBI CTpAaTErn4ecKoro u 0 2 0 2
TaKTUYECKOTO YPOBHEH B
UH(POPMALIMOHHOM 6€30MacCHOCTH

20 PaGoTa ¢ yueOHOI TUTEPaTYpOH, 0 0 0 0
KOHCIIEKTOM JICKIIUU U BBITOJIHCHUE
JIOMAITHET0 MPaKTUYECKOT0 3adaHMUsI

21 OxuziaeMple CpeIHEr0J0BbIE NOTEPU 2 0 0 2

22 Ou1aemMble CPEeTHET0JI0BbIC MOTEPU 0 2 0 2

23 Bo3sBpar unBectuiuii B 2 0 0 2
UH(OPMALMOHHYIO 0€30IaCHOCTh

24 Bo3sBpar unBectuiuii B 0 2 0 2
UH(OPMALMOHHYIO 0€30IaCHOCTh

25 PaGoTa ¢ yueOHOI TUTEPATYpO, 0 0 0 0
KOHCIIEKTOM JICKIIUU U BBIIOJIHCHUE
JIOMAITHET0 MPAaKTUYECKOTO 3aJaHHUsI

26 [Tonutrka 6e30macHOCTH 2 0 0 2

27 Pasrpannuenue npas gocrymna B cucteme | 0 2 0 2

28 Mojenu cBOHCTB 0€30acHOCTH 2 0 0 2

29 OGecneyeHune CBOMCTB HH(MOpPMAITUH C 0 2 0 2
TOYKH 3pEeHUs WH(HOPMALIMOHHON
0e30MacHOCTH

30 PaGoTa ¢ yueOHOI TUTEPATYpO, 0 0 0 0
KOHCIIEKTOM JICKIIUU U BBITOJIHCHUE
JIOMAITHET0 MPAaKTUYECKOTO 3aJaHHUsI

31 bubnuoreka nHppacTpyKTyphI 2 0 0 2
nHpopmarnmonHbix TexHoaorui (ITIL)

32 WNHuuneHTs nHPOPMAITMOHHON 0 2 0 2
0e30MacHOCTH

33 VYipasieHrue NHIHUIEHTaMU 2 0 0 2
nH(pOpMaImoHHOM 06€30MacHOCTH

34 VYipasieHrue NHIUIEHTaMA 0 2 0 2
nH(pOpMaInmoHHOM 06€30MacHOCTH

35 Pabora ¢ yueOHoii 1uTEpaTypOH, 0 0 0 0
KOHCIIEKTOM JIEKLIUU U BBIIIOJIHEHNE
JIOMAIITHET0 MPaKTUYECKOT0 3aJaHHsI

36 Craructudeckas 00paboTKa TaHHBIX B 2 0 0 2
3agadax WH(OPMAIIMOHHON
0e30MacHOCTH

37 AHann3 JaHHBIX B 3aJa4ax 0 2 0 2
UH(POPMALIMOHHOM 6€30MacCHOCTH

38 PaGoTa ¢ yueOHOI TUTEPATYpOH, 0 0 0 0
KOHCIIEKTOM JICKIIUU U BBITOJIHCHUE
JIOMAITHET0 MPAaKTUYECKOTO 3aJaHHUsI

39 NHTennexTyanbHblil aHAIN3 TaHHBIX B 2 0 0 2
nH(pOpMaInMoOHHOM 06€30MacHOCTH

40 NHTennekTyanbHblil aHAIN3 TaHHBIX B 0 2 0 2

nH(pOopMaInmoHHOM 06€30MacHOCTH




41 Koncynpranus 0 0 0 0
42 Koncynpranus 0 0 0 0
43 Pabora ¢ yueOHoii muTeparypoi, 0 0 0 0
KOHCIIEKTOM JIEKLIUU U BBIIIOJIHEHHE
JIOMAIITHET0 MPaKTUYECKOT0 3aJaHHsI
44 HuddepennmpoBannpiii 3aueT 0 0 0 0
Wroro (ak.uacoB) 32 32 0 64




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
dopme nuddepeHpoBaHHBIN 3a4eT (6 ceMecTp).
[lpy mpoBeACHWH NPOMEKYTOUHOW AaTTECTAIMH PE3YJbTAThl, IOJyYeHHBIE OOyJaromUMCs B
ceMecTpe, MepeBosATcsS B (opMar TPaJUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— ot 0 1o 60 0a/I0B — «HE 3aYTECHOY;

— 0T 61 go 100 0ayIoB — «3aYTEHOY.

— 60 6aT0B M MEHEEe — «HEYIOBICTBOPUTEIHHOY;
— ot 61 10 75 GannoB — «yJOBIETBOPUTEIBHO;
— ot 76 1o 90 6aJIOB — «XOPOIIIOY;

— ot 91 1o 100 GaIoB — «OTIIUYHOY.

5. Y4eboHo-MeTOoaMUYeCcKOe M HH(POPMALMOHHOE 0O0ecnieYeHHe U CHMILTUHBI
5.1 JIuteparypa:

1. Benoyc, A.W. Kubepopyxue u kudepbezonacHocTh. O CIIOKHBIX BElIaX MPOCTHIMH CIIOBAMH
: moHorpadus / A. U. benoyc, B. A. Conmonyxa. - Mocksa ; Bonorna : Undpa-Unxkenepus,
2020. - 692 c. - ISBN 978-5-9729-0486-0. - Tekcr : »saexkrtponsbii. - URL:
https://znanium.com/catalog/product/1167736 (mata oOpamenus: 31.08.2022). — Pexum
JOCTYTA: TI0 TIOJIITUCKE.

2. benoyc, A.M. Kubep06e30macHOCTh OOBEKTOB TOIUTMBHO-DPHEPTETHUECKOTO KOMILICKCA.
KoHnenmuu, MeTopI U CpecTBa o0ecreueHus : nmpaktuueckoe mocoodue / A. U. benoye. -
Mocksa ; Bonorna : Undpa-Umxenepus, 2020. - 644 c. - ISBN 978-5-9729-0512-6. - Tekct
: anektpoHHbii. - URL: https://znanium.com/catalog/product/1167734 (mara oGparieHus:
31.08.2022). — PexxuM pocTyma: 1o MoAMIKUCKeE.

3. T'munckas, E.B. Uadopmarmonnas 6e30macHOCTs KOHCTPYyKIMii OBM u cucrem : yueOHOE
nocobue / E. B. 'nmunckas, H. B. UnuBapus. - Mocksa : UH®PA-M, 2021. - 118 c. - (Beicuiee
obpaszoBanue: Crnenuanurer). - ISBN 978-5-16-016536-3. - Tekcr : anekrponHsiid. - URL:
https://znanium.com/catalog/product/1178153 (mata oOpamenus: 31.08.2022). — Pexum
JIOCTYTIA: TI0 TOATHCKE.

4. Kmumenko, U.C. MuadopmanroHHas 0e30MacHOCTh M 3aluTa HWH(QOpMANUU: MOACIH U
MmeToab! yrpasieHus : Mororpadus / U.C. Kinumenko. — Mocksa : UTHOPA-M, 2022. — 180
¢. — (Hayunas mpicip). — DOI 10.12737/monography 5d412ff13c0b88.75804464. - ISBN
978-5-16-015149-6. - Tekct : AJIEKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1862651 (mara oOpamenusi: gara oOOpalICHUS:
31.08.2022). — PexxuM pocTyma: 1o MoAMIKUCKE.

5. MoconoB, A.C. KomnbeooTepHBIE TEXHOJOTUH W METOJBl TMPOEKTHPOBaHUS B cdepe
6e3omacHOCTH : yueOHUK a7 By30B / A. C. Moconos, H. Y. Akunnn. — Cankr-IlerepOypr :
Jlanb, 2021. — 444 c. — ISBN 978-5-8114-8034-0. — Texcrt : snexktpoHHsIi / Jlanp :
aNIeKTpoHHO-OubOMoTeunas cucrema. — URL: https://e.lanbook.com/book/183115 (mata
obpamenus: 31.08.2022). — Pexum goctyna: AJiss aBTOPHU3. MOJIH30BaTEICH.

6. Crrues, FO.H. 3ammra nadopmanun u napopmanmonHas 6€301macHOCTh : ydeOHoe mocodue /
IO.H. CprueB. — MockBa : UH®PA-M, 2022. — 201 c¢. — (Bricmiee obpa3zoBanue:



bakamaspuar). — DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - Texkct
anekTpoHHbIH. - URL: https://znanium.com/catalog/product/1844364 (nara oOparieHus:
31.08.2022). — Pexxum goctyna: 1o moJIIrcKe.

5.2 DuiekTpoHHbIE 00pa3oBaTebHbIE PECYPChI:

—  Hoxymentsl IETF — unxenepnoro coera MutepHeta. - http:// www.ietf.org/rfc.html [On-
line] (mata obpamenus: 31.08.2022).

6. CoBpemeHnHble npodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALMOHHbIE CIPABOYHbIE
CHCTEMBbI:
Hanmonanwsnas snexrponnas oubnuorexa. URL: https://rusneb.ru/

7. JIunleH3MOHHOEe ¥ CBOOOJHO pPacNpoCTpaHsieMoe NMPOrpaMMHOe olecrnieyeHue, B TOM YHCJIe
0TEe4eCTBEHHOT0 MPOU3BOACTBA
MS Office, mmardgopma 11 snekTponHoro ooydenust Microsoft Teams.

8. Texnnyeckue cpeacTBa U MAaTEPHATbHO-TEXHUYECKOE 00ecreyeHre AU CUUIIIMHbI

MynbpTuMenuiiHas ydeOHass ayquTOpus s TMPOBEACHUS 3aHATUN JIEKIIMOHHOTO THIIA
OCHAIIIeHAa CIICAYIOIIMMU TEXHUIECKUMHU CPEICTBAMU 00ydeHUs M 000pyI0BaHUEM: yueOHas MeOeb,
JOCKa  ayJqUTOpHas, MYJbTUMEIUNHHOE NPOEKIHMOHHOE M aKycTHYeckoe 00Opy[oBaHUE,
IIEPCOHAIIBHBIN KOMITBIOTED.

MynbTuMenuiiHas y4yeOHas ayAMTOpUs A IPOBEICHMs 3aHIATUH CEMHHApCKOro THIA
OCHAIlIeHa CIICAYIOIIMMU TEXHUYECKUMHU CPEICTBAMU 00ydeHUs U 000pyI0BaHUEM: yueOHas MeOeb,
JOCKa  ayJqUTOpHAs, MYJbTUMEIUNHHOE NPOEKIMOHHOE M aKycTHYeckoe 00OpyaoBaHUE,
IIEPCOHAIIBHBIN KOMITBIOTED.



®r'AOY BO «TFOMEHCKMI I'OCY JAPCTBEHHbII YHUBEPCUTET»

YTBEPXIEHO

1.0. 3aMECTUTENS AUPEKTOpa
WucTuTyTa MaTeMaTuku U
KOMIIBIOTEPHBIX HAYK
ITepeBanosa M. H.
PA3PABOTUYHMK

Xano6exos I11. 1.

Bonpnime nanarie
Pabouas nporpamma
U1t o0ydarommxcs 1o cnenuaabHocT 10.05.03. MadopmanmonHas 6e30macHOCTh
ABTOMATHU3HPOBAHHBIX CHCTEM
Crnenmamm3anus: be3onacHOCTh OTKPBITHIX HHPOPMAIITMOHHBIX CUCTEM
YpoBeHb BhICIIEro 00pa3oBaHUs: CIICIIHATUTET
dhopma oOyueHust ouHas



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (Moodyas): OIIK-8

1.2. MHWHauKaTopbl [JAOCTH:KEHHS] KOMIIETEHIHIi, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

Bboabmue naHnHbIe

B pe3ynbpTare 0CBOCHUS AUCIUIUIMHBI CTYICHT JTOJDKEH:
3HATh:

* TIPUHIUIBI U METOJIbI XPaHEHUS U 00PaOOTKHU JaHHBIX OOJBIIOTO 00HEMA,
*  OCHOBHI aJJIMHHUCTPUPOBAHUS CUCTEM XPaHEHUS U 0OpaOOTKHU OOJBIINX TAHHBIX;
* TEOpEeTHYECKHE OCHOBHI aHATN3a JAHHBIX;
* TEXHOJIOTHH, HCIIOJIB3YEMbIC B COBPEMEHHBIX CHCTEMaX XPaHEeHUsI 1 00pabOTKH OOJIBIINX
JTAHHBIX;
*  0COOCHHOCTH 3aIIUTH HHPOPMAIIMHU B CUCTEMAaX XpaHEHUS U 00paOOTKH OOJBIITUX TaHHBIX;
yMeTh:

* 000CHOBaTh BHIOODP CTEKA TEXHOJIOTUHN ISl XpaHEHHsI U 00pabOTKU JaHHBIX OOJIBIIOTO
o0BeMa;

* aIMUHHCTPHUPOBATH CHCTEMBI XpaHEHUS M 00pabOTKH OOJBIINX JaHHBIX;

*  HCIOJIB30BAaTh TEXHOJIOTHH JJIS aHAJIN3a JAHHBIX OOIBIIOT0 00BheMa;

*  ONTHUMM3HMPOBATH BBITOJHEHUE 337a4 HAJ JaHHBIMH OOJIBIIOTO 00BeMa;

* MPUMEHATHh HHCTPYMEHTApHil oOecrieueHus nHPOPMAITMOHHON 0€30MacHOCTH B CUCTEMax
XpaHeHHs U 00pabOTKU OOJIBIINX TaHHBIX.

2. CTpyKTYypa U TPYA0EMKOCTh JUCUMILIHHBI

Tab6muna 1
Bun yae6HO# paboThI Bcero yacos Kox-Bo yacos B
cemecTpe (aK.4.)

9
Oo0mas 3a4. efl. 4 4
TPYA0EMKOCTh qac 144 144
N3 Hux:
Yacbl ayiuTopHoi padoThl (BCero): 64 64
Jlexun 32 32
[TpakTuueckue 3aHATHS 32 32
JlaGoparopuple / mpakTHueckue 3aHATHSA 10 | 0 0
MOATpyIIamM
Yacbl BHEAYIMTOPHOI padoThl, BKJIIOYAS 80 80
KOHCYJIbTAUMU, HHYI) KOHTAKTHYIO padoTy u
CaMOCTOSITEJIbHYIO PA00TYy 00y4arouerocst
Bun nmpomexxyrouHoi arrectanuu (3auet, nud. JuddepenurpoBant
3a4eT, IK3aMEH ) Bl 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Tabmuna 2
No TemaTtnka yuyeOHBIX BCTpEd Bunae! aynutopHoii Hroro
paboThI (B ak.uac.) ayJIUTOPHBIX
aK.4acoB 10
Teme
= =
5 | &
o | 2o 3
S 2 2 =
s |E58
5 ege
= | E | &E%
g & o ]
3 & |8 &g
= = B EE
1 2 3 4 5 6
Yacos B 9 cemecTpe 32 32 0 64
bonbiue nanusie 32 32 0 64
1 BBognag gexuus 2 0 0 2
2 OcCHOBBI TpUMEHEHHSI TeXHONoTui Big 0 2 0 2
Data
3 NoSQL 2 0 0 2
4 ITpakTnueckoe npumenenrne NoSQL 0 2 0 2
5 @peiimBopk Apache Hadoop. OcHoBbI 4 0 0 4
6 VYcranoBka u 6a30Bas KOHPUTyparus 0 2 0 2
Apache Hadoop
7 Pa6ora ¢ HDFS. 3amyck 3amau 0 2 0 2
MapReduce
8 BBenenue B aHanu3 JaHHBIX 4 0 0 4
9 Tunoseie 3agaun Apache Hadoop 0 2 0 2
10 Anroputmsl Ha rpadax B MapReduce 0 2 0 2
11 Nudopmanmonnas 6e3onacHocts Apache | 4 0 0 4
Hadoop
12 Kondurypamus Apache Hadoop B 0 2 0 2
3alIUIIIEHHOM HCIIOJIHEHUU
13 Apache Knox. Apache Atlas. Apache 0 2 0 2
Ranger
14 OpeitmBopk Apache Hadoop. 4 0 0 4
IIpoaBUHYTHIN YPOBEHB
15 Java API. Hagano 0 2 0 2
16 Java API. Ilpopomxenne 0 2 0 2
17 OpeiimBopk Apache Hadoop. Cuctemsr | 4 0 0 4
yrpaBiaeHus: 6a3aMu TaHHBIX
18 Apache Pig 0 2 0 2
19 Apache Hive 0 2 0 2
20 OpeiimBopk Apache Hadoop. 4 0 0 4
ATNbTepHATUBHBIC HHCTPYMEHTHI aHAII3a
JAHHBIX
21 Apache HBase 0 2 0 2
22 Apache Cassandra 0 2 0 2




23 @peitmBopk Apache Spark 4 0 0 4

24 VYcranoBka u koHbuUrypanus Apache 0 2 0 2
Spark

25 [IpakTrueckoe mpuMenenne Apache 0 2 0 2
Spark

26 Koncynpranus 0 0 0 0

27 JuddepeHnrpoBaHHbIi 3a4eT 0 0 0 0
Hroro (ak.gacoB) 32 32 0 64




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
dopme cobecenoBanus o duseram. CodbeceioBaHNE BKIIOUACT OJJMH TEOPETHUECKUI BOIPOC U OJTHO
NPaKTUYECKOE 3a/IaHUE.
[Ipu mnpoBencHUM MPOMEKYTOUHOM AaTTECTAlMU PE3YJIbTaThl, MOJIYYCHHBIC OOYUYAIOIIMMCS B
ceMecTpe, MepeBoAiTcss B (hopMaT TPAJAMIMOHHOW OLIEHKH B COOTBETCTBHH CO IIKAJOH IMepeBoja
0asuIoB:

— 60 6aT0B M MEHEe — «HEYIOBICTBOPUTEIHHOY;

— ot 61 10 75 GannoB — «yJOBIETBOPUTEIBHO;

— ot 76 1o 90 6ayIOB — «XOPOIIIOY;

— ot 91 1o 100 GaIoB — «OTIIUYHOY.

5. Y4eb6Ho-MeTOoaMUYeCcKOe M HH(POPMALMOHHOE 0O0ecnieYeHHe U CHMILTUHBI

5.1 JIuteparypa:

1. YUybOykoBa, . A. Data Mining : yae6Hoe mocobue / 1. A. UyOykoBa. — 3-¢ u3n. — MockBa,
Caparos: UnTtepuer-YHuusepcurer Mudopmarmonnsix Texunonoruit (MHTYUT), At [Iu Ap Meaua,
2020. — 469 c. — ISBN 978-5-4497-0289-0. — Tekct : 3JIeKTpOHHBIN // DIEKTPOHHO-
ouomoreuynas cucrema IPR BOOKS : [caiit]. — URL: http://www.iprbookshop.ru/89404.html
(mata obpamenus: 12.05.2022). — PexuM goctyma: Jjisi aBTOPU3UP. MOJIB30BaTEICH.

2. Hanan, O. I'. Jlannble: Xxpanenue u obpabotka : yuebnuk / D. I'. Jlagstn. — Mocksa :
NH®PA-M, 2021. — 205 c. — (Bricmiee oopa3oBanue: bakanaBpuar). - ISBN 978-5-16-016447-2.
- Tekcr : snextponHsbIid. - URL: https://znanium.com/catalog/product/1149101 (mata oOparieHus:
12.05.2022). — Pexxum goctyna: mo moJI1cKe.

3. Hlepb6axosa, FO. B. Teopust BeposATHOCTEHl M MaTeMaTHYeCKash CTaTUCTHKA: ydeOHOE
nocobue / 0. B. IllepbakoBa. — 2-e u3a. — CapatoB : Hayunas kaura, 2019. — 159 c. — ISBN
978-5-9758-1786-0. — TekcT : 5eKTpOHHBIN // DneKkTpoHHO-O0nbmuoreunas cucrema [IPR BOOKS
: [caiit]. — URL: https://www.iprbookshop.ru/81056.html (mara o6pamenus 12.05.2022). — Pexum
JOCTYTA JTsl aBTOPHU3UP. TTOJIb30BATEICH.

5.2 DuekTpoHHbBIE 00pa3oBaTebHbIE PECYPChI:

- BY30BCKHE JIEKTPOHHO-OMOIMOTEYHBIE CUCTEMBI YUeOHOMN JINTEPATYPHI;

- BY30BCKHE 3JIEKTPOHHO-OMOIMOTEUHbIE CHCTEMBI YI€OHOH JTUTEPATYPHI;

- 6a3a HayyHO-TexHH4eckoil nnpopmann BUHUTU PAH;

- IOCTYTI K OTKPBITHIM 0a3aM IIMTUPOBaHU, B T.4. springer.com, scholar.google.com,

mathnet.ru;

6. CoBpemeHnHble mnpodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALUOHHbIE CIPABOYHbIE
CHCTEMBI:

Hanmonanwshas snexrponnas oubauorexa. URL: https://rusneb.ru/

7. JIuueH3MoHHOEe W CBOOOJHO PACHpOCTPaHsieMoe NMPOrpaMMHOe ofecnevyeHue, B TOM YHUCJIe
0TeYeCTBEHHOI0 MPOM3BO/ICTBA

MS Office, matdopma 11 snekTpoHHoro odyyenus Microsoft Teams.

8. Texnuveckune cpeACTBAa U MATEPUAIBHO-TEXHHYECKOE o0ecneyeHue TUCHMIIINHbI

MynsTuMenuitHass ydeOHas ayAuTOpwsl JUIsl TMPOBEICHUS 3aHSATUN JIEKIHMOHHOTO THUIMA
OCHAIIICHA CJICTYIONTUMHU TEXHUYECKIUMH CPEICTBAaMU 00yUeHUs M 000pyJ0BaHUEM: yueOHas MeOeb,
JOoCKa ayauTOpHas, MYJIbTHMEIUHHOE MPOCKIIMOHHOE M aKyCTUYECKOe 00OopyaoBaHUE,
MEePCOHAIIbHBIA KOMITBIOTED.

MynsTuMennitHass yueOHass ayauTOpusi [UIsl TPOBEIACHHS 3aHSITHH JIaDOpaTOPHOTO THIA
OCHAIIIeHA CJICTYIONTUMHU TEXHUUECKIUMH CPEICTBAaMU 00y4deHUs 1 000pyJ0BaHUEM: yaeOHas MeOeb,
JOoCKa ayauTOpHas, MYJIbTHMEIUHHOE TMPOCKIIMOHHOE M aKyCTHUYECKOe 00OpyaoBaHUE,
MEePCOHAIIbHBIA KOMITBIOTED.




®I'AOY BO «TFOMEHCKUI I'OCYJIAPCTBEHHBI YHUBEPCUTET»

YTBEPXIEHO

3amectutens gupekropa UMuKH
M.H. IlepeBanoBa
PA3PABOTYUK(()
M.b. ATmaHcKux

JloTOTHUTEThHBIE TTIAaBBI MATEMATHKH
Pabouas nmporpamma
IUIs1 00YYArOIIUXCS TIO CHEIIHATLHOCTH
10.05.03. UudopmanmonHas 6€301MacHOCTh aBTOMATH3UPOBAHHBIX CUCTEM
cnenuanu3anus «be30mnacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CHCTEMY
dbopma oOyueHust ouHas



1. Ilnanupyemble pe3yabTAThl OCBOEHHS TUCHUILINHBI

1.1. Komnerenuun ody4yarouierocsi, opmupyembie B pe3yJibTarTe 0CBOCHUS TaHHOMN
AUCHMILINHBI (Mooyas): OIIK-3

1.2. HuaukaTopbl JOCTHKEHHSI KOMIIeTeHIUM, COOTHECEeHHbIe c
IUVIAHUPYEMbIMU pe3yJibTaTaMu 00y4YeHHs :

JlonmoJHHUTENbHbIE I1aBbl MATEMATHKH

3HaTh
* COBOKYITHOCTH MaTE€MAaTHUYECKHUX METOJIOB

YMmeTh
* pa3pabaTbIiBaTh, 000OCHOBBIBATh H peann30BHIBATH NPOIEyphl  PEIICHHS
3ama4
npodeccroHaABbHOMN IeSTENbHOCTH;
* CIOCOOCH WCMOJIh30BaTh MAaTEMaTHUECKHUE METOMbI, HEOOXOAWMBIC Ui pEUICHHS 3aaad
npodeccnoHaNbHOMN 1eSTENbHOCTH;

Bnanets
* HEOOXOJMMBIMM MAaTEMaTHYECKUMH METOJaMHU Ui pelleHus 3a7ad MpodhecCHOHATbHON

JCATCIIbHOCTH.

2. CTpyKTYpa M TPYA0eMKOCTb THCHHUIIINHBI

Tabmuma 1
Bun yae6HO# paboThI Bcero yacos Kon-Bo yacos B
ceMecTpe (aK.4.)
5
Oo6mras 3ad4. e]I. 4 4
TPYA0EMKOCTh yac 144 144
N3 Hux:
Yacbl ayauTopHOi padoThl (Bcero): 64 64
Jlexuun 32 32
[IpakTrueckue 3aHATHS 32 32
JlaGopaTopHble / TPaKTUYECKHUE 3aHATHS 110 0 0
MOArpyIIam
Yacsl BHeayaIuTOpPHOW padoThl, BkI0Yas | 80 80
KOHCYJIbTALHH, HHYI0 KOHTAKTHYIO padoTy H
CaMOCTOSITEJIbHYIO padoTy 00y4aromerocs
Buna npomexxyTouHoii artectanuu (3a4et, 1ud. JuddepennrpoBann
3a4eT, IK3aMEH ) Bl 3a4eT




3. Copep:xkanue TUCHUNIUHBI

Tabmauma 2
Ne TemaTuka yueOHBIX BCTped Buns! aynuropHoit Hroro
paboTsI (B ak.4ac.) ayIUTOPHBIX
aK.9acoB 10
TemMe
= =
= =
= =
= &
= =
8 38 s
e | Ezd
% £ XE
3 o 3
i e 5 B
S g =
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& = B EE
=
1 2 3 4 5 6
Yacos B 5 cemecTpe 32 32 0 64
JlonoNHUTENBHBIE TJIaBbl MATEMATUKHU 32 32 0 64
1 Jlekumonnoe 3anstue 1 2 0 0 2
2 [IpakTrueckoe 3anstue 1 0 2 0 2
3 Jlekumonnoe 3ansitue 2 2 0 0 2
4 IIpakTnueckoe 3anstue 2 0 2 0 2
5 JleximoHHOE 3aHATHE 3 2 0 0 2
6 [IpakTuueckoe 3anstue 3 0 2 0 2
7 Jlexunonnoe 3ansitue 4 2 0 0 2
8 [IpakTrueckoe 3anstue 4 0 2 0 2
9 Jlekumonnoe 3anstTue 5 2 0 0 2
10 IIpakTnueckoe 3anarue 5 0 2 0 2
11 JlexnimoHHoOe 3agaTue 6 2 0 0 2
12 IIpakTnueckoe 3anstue 6 0 2 0 2
13 Jlekumonnoe 3ansitue 7 2 0 0 2
14 [IpakTrueckoe 3ansitue 7 0 2 0 2
15 Jlekumonnoe 3ansitue 8 2 0 0 2
16 IIpakTnueckoe 3anarue 8 0 2 0 2
17 JlexnimonHoe 3agaTue 9 2 0 0 2
18 IIpakTnueckoe 3anstue 9 0 2 0 2
19 Jlexumnonnoe 3ansitue 10 2 0 0 2
20 [IpakTrueckoe 3anstue 10 0 2 0 2
21 Jlekumonnoe 3anstue 11 2 0 0 2
22 IIpakTnueckoe 3anstue 11 0 2 0 2
23 JlexnimoHHoe 3agarue 12 2 0 0 2
24 IIpakTnueckoe 3ansarue 12 0 2 0 2
25 Jlekunonnoe 3ansitue 13 2 0 0 2
26 [IpakTnueckoe 3austue 13 0 2 0 2
27 JlexnimonHoe 3agarue 14 2 0 0 2
28 IIpakTnueckoe 3ansarue 14 0 2 0 2




29 JlexnimonHoe 3agarue 15 2 0 0 2
30 [Ipaktuueckoe 3ansitue 15 0 2 0 2
31 Jleknnonnoe 3ausarue 16 2 0 0 2
32 [IpakTrueckoe 3anstue 16 0 2 0 2
33 Koncynbranus 0 0 0 0
34 Artrectanus 1 0 0 0 0
Hroro (ak.gacoB) 32 32 0 64




4. CucremMa OuCHUBAHNS.

OOyuaromuecs, He HaOpaBmme 61 Oamia B TeYeHHE CEMECTpa, WM HE COTJIACHBIE C OICHKOM,
MOJTYYSHHOH 10 UTOTaM TEKYIIETO KOHTPOJIS B CEMECTPE, TPOXOAAT IPOMEKYTOUHYIO aTTECTAIHIO B
dopme nuddepeHIpoBaHHBIN 3a4eT (5 ceMecTp).

[lpy mnpoBeneHHHM NPOMEXKYTOYHOH aTTECTAllMU pPe3yJabTaThl, IOJyYeHHBbIE OOydYarOIIUMCS B

ceMecTpe, MepeBosATCS B GopMar TPaIUIMOHHON OIEHKH B COOTBETCTBHH CO IIKAIOW MepeBoja
OaJLIIOB:

— o1 0 1o 60 6a/JIOB — «HE 3aYTEHOY», —
oT 61 o 100 bayuI0B — «3aUTEHOY.

- 60 0annoB u MeHee -
«HEY/IOBJICTBOPUTEIILHOY;

— 0T 61 bi o) 75 OoaoB  —
«YIOBIETBOPUTEIHHOY;

— 0T 76 1o 90 6anmIoB — «XOPOIIOY;
oT 91 o 100 6aI0B — «OTIUUHOY.

5. Y4eOHo-MeTOoAMUYECKOE M NH(POPMALMOHHOE O0ecnieYeHHue TUCHUILINHBI

5.1 JIuteparypa:

1.

benoyc, A.N. Kubepopyxue u kubepoezonacHocthb. O CIOXKHBIX BelIaX MPOCTHIMU CJIOBAMHU
: MmoHorpacdus / A. U. benoyce, B. A. Cononyxa. - Mocksa ; Bonorna : Mndpa-Unxenepus,
2020. - 692 c. - ISBN 978-5-9729-0486-0. - Tekcr : osnextponHbii. - URL:
https://znanium.com/catalog/product/1167736 (mara obOpamenus: 31.08.2022). — Pexum
JOCTYMA: 10 MOATHNCKE.

bermoyc, A.M. KubGepbe3omacHOCTh OOBEKTOB TOIJIMBHO-DHEPTETHYCCKOTO KOMILIEKCA.
Konnenmum, MeToIbl U cpelicTBa o0ecnedeHus : mpaktTuieckoe nocooue / A. U. benoyc. -
Mocksa ; Bonorga : Undpa-Umxenepus, 2020. - 644 c. - ISBN 978-5-9729-0512-6. - Tekct
: anektpoHHBIA. - URL: https://znanium.com/catalog/product/1167734 (nata oOparmieHus:
31.08.2022). — PesxuM gocTymna: 1o MOIIHUCKE.

I'munckas, E.B. Undopmarnmonnas 6e3omacHOCTs KOHCTPYKIMA DBM u cucreM : ydeOHOE
nocobue / E. B. 'munckas, H. B. UnuBapus. - Mocksa : UHOPA-M, 2021. - 118 c. - (Bricmiee
obOpazoBanmne: Crnenmanuret). - ISBN 978-5-16-016536-3. - Tekcrt : anekrponnsiii. - URL:
https://znanium.com/catalog/product/1178153 (mara oOpamenus: 31.08.2022). — Pexum
JOCTYTA: TI0 TIOATIHCKE.

Kmumenko, U.C. MapopmannonHas 0€30MacHOCTh M 3aliuTa WHPOpMAIMUA: MOACIH W
MeToAb! yrpasieHus : MoHorpadus / U.C. Knumenko. — Mocksa : UHOPA-M, 2022. — 180
c. — (Hayunas mbiciip). — DOI 10.12737/monography 5d412{f13c0b88.75804464. - ISBN
978-5-16-015149-6. - Teker : AJIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1862651 (mara oOpamieHus: nata oOpaIieHus:
31.08.2022). — PesxuM gocTymna: 1o MOAIHUCKE.



5. MoconoB, A.C. KoMmblTepHBIE TEXHOJOTHUM W METOABl MPOCKTUPOBaHHUS B cdepe
6e3omacHocTH : yueOHUK a7 By30B / A. C. Moconos, H. Y. Akunun. — Cankr-IletepOypr :
Jlanb, 2021. — 444 c. — ISBN 978-5-8114-8034-0. — Texkcrt : anmekTpoHHbi // JIanb :
anekTpoHHO-OnbOMMoreynas cucrema. — URL: https://e.lanbook.com/book/183115 (mara
obpamenusi: 31.08.2022). — Pexum goctyna: i aBTOPHU3. MMOJIb30BaTEIICH.

6. Cerues, F0.H. 3amura nadopmaruu u nuaGopmanroHHas 6€301macHoCTh : yuebHoe mocobue /
1O.H. CprueB. — Mocksa : UTHOPA-M, 2022. — 201 c¢. — (Bricmee oOpa3zoBanue:

bakanaspuar). — DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - Tekcr :
anekTpoHHBIH. - URL: https://znanium.com/catalog/product/1844364 (nara oOparienusi:
31.08.2022). — PexxuM gocTyna: mo MoJIIMucKe.

5.2 DuekTpoHHBIe 00pa30BaTeIbHbIC PECYPCHI:

0 Hoxymentsl IETF — umxeneproro coBera MaTepHeTa. - http://www.ietf.org/rfc.html [Online]
(mata obpamenus: 31.08.2022).

6. CoBpeMeHHbIe TpodeccHoHANbHBIE 0a3bl JAHHBIX U HHPOPMALIMOHHBbIE CIIPABOYHbIE
CHCTEMBI:
Hanmonanwsnas snexrponnas oubnuorexa. URL: https://rusneb.ru/

7. JInnensnonHoe U CBOOOIHO pacnpocTpaHsieMoe MPOorpaMMHoe odecrieyeHue, B TOM
YHCJIe 0Te4eCTBEHHOI0 PON3BOACTBA
MS Office, miatdopma 11 snekTpoHHoro odyyenus Microsoft Teams.

8. Texnuyeckue cpeacTBa 1 MaTePUAJTbHO-TEXHHYECKOE 0O0ecredeHue TN CIUTIINHbI

Mynbprumenuiinas ydyeOHast ayauTOpHs Ui TPOBEACHHS 3aHATUH JIEKIIMOHHOTO THIIA
OCHAIIICHA CJICTYIONTUMHU TEXHUUYECKUMU CPEACTBAMU O0yUEHHS M 000pyI0BaHUEM: yuecOHast MeOeb,
JO0CKa ayauTOpHas, MYJIbTUMEIUMHOE MPOEKIMOHHOE M  aKyCTU4Yeckoe 00OopyloBaHUE,
IIEPCOHAJIBHBIN KOMIIBIOTED.

MyneTumenuiitHas ydeOHas ayAuTOpusi s MPOBEACHHUS 3aHITUA CEMHUHApCKOro THIA
OCHAIlleHa CIIEAYIOIIMMU TEXHUYECKHMHU CpeICTBAaMH 00y4YeHHUs U 000pyoBaHHEM: yueOHast MeOelb,
JO0CKa ayauTOpHas, MYJIbTUMEIUWHOE MPOEKIMOHHOE M  aKyCTU4Yeckoe 00OopyloBaHUE,
IIEPCOHAJIBHBIN KOMIIBIOTED.
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3amecturens nupekropa MUMuKH
M.H. IlepeBanoBa
PA3PABOTUYUMK()
M.b. ATmMaHCKuX

JlononHuTeNbHBIE TTIAaBBI MATEMaTHUYECKON CTATUCTUKH
Pabouast mporpamma
JIIsL 06y11a101u1/1xc;1 II0 ClICOUaJIbHOCTHU
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cnennanu3anus «be3onacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CUCTEMY
dbopma oOyueHust ouHas



1. H.naﬂnpyeMble pe3yabTaTbl OCBOCHUSA TUCHHUIIIMHBI

1.1. Komnerenuun ody4yarouierocsi, opmupyembie B pe3yJibTarTe 0CBOCHUS TaHHOMN
AMCHUIIMHBI (Mooyas): OIIK-3

1.2. UHaukaTopbl JOCTHKEHUS] KOMIIETEHI[HIi, COOTHECEHHbIE ¢ IUIAHUPYEMbIMU
pe3yJbTaTamM 00y4eHus :

JlomoJHHUTENbHBIE ITIABbl MATEMATHYECKOH CTATHCTHKH

3HaTh
* COBOKYIHOCTH MaT€MaTH4YE€CKUX METOJIOB

YMmeTh
* paspabaTbiBaTh, 000OCHOBBIBATH U peaTr30BhIBATH NPOIEAYPhl  PELICHHUS
3amaq
npodeccroHaABbHOMN e TENbHOCTH;
* CIOCOOCH WCMOJBh30BaTh MATEMaTHUECKHUE METOMbI, HEOOXOAWMBIC Ui pEHICHHS 3aaad
podheCCHOHATTLHON IATEILHOCTH;

Bnanets
* HEOOXOJUMBIMM MAaTEMaTHYECKUMH METOJaMHU Ui pelleHus 3afad MpodhecCHOHATIbHON

ACATCIIbHOCTH.

2. CTpyKTYypa U TPYA0E€MKOCTh JUCHMILIAHBI

Tab6muna 1
Bun yuebnoit paboTbl Bcero yacoB KoJu-Bo yacos B
ceMecTpe (aK.4.)
6
Oo0mas 3a4. efl. 4 4
TPYAOCMKOCTh yac 144 144
N3 Hux:
Yacel aynuTopHO# padoTsl (Bcero): 64 64
Jlexun 32 32
[IpakTuueckue 3aHATHSA 32 32
JlaGopaTopHble / PaKTUYECKHUE 3aHATHS 110 0 0
MOATPYIIIaM
Yacel BHeayaMTOpPHOIi padoTbl, BrJIwYas | 80 80
KOHCYJIbTALMHU, HHYI0 KOHTAKTHYIO padoTy H
CaMOCTOSITEJIbHYIO PA00Ty 00y4arouerocst
Bun npomexxyTouHoii arrecranuu (3a4er, aud. JuddepenurpoBant
3a4eT, YK3aMEH) bIF 3a4eT




3. Conepskanue Q¥ CHUNINHBI

Tab6muna 2
Ne TemaTuka yueOHBIX BCTped Buns! aynuropHoit Hroro
paboTsI (B aKk.4ac.) ayIUTOPHBIX
aK.4acoB 110
- = TeMe
= =
= =
=R R
= =
5| 38,
(&) % O <
s | EEE
s | 522
5 e B
= S &K
= | E | §E¢
= < © z F
S | B | SE¢
(]
=
2 3 4 5 6
Yacos B 6 cemecTpe 32 32 0 64
JlonomHuTenbHbIC raaebl | 32 32 0 64
MaTeMaTHYeCKON CTaTUCTUKH
1 Jlekumonnoe 3anstue 1 2 0 0 2
2 [IpakTrueckoe 3anstue 1 0 2 0 2
3 Jlexumonnoe 3ansitue 2 2 0 0 2
4 IIpakTnueckoe 3ansTue 2 0 2 0 2
5 JlexnimoHHOE 3aHATHE 3 2 0 0 2
6 [IpakTuueckoe 3anstue 3 0 2 0 2
7 JlexnimoHHoe 3agarue 4 2 0 0 2
8 [IpakTuueckoe 3ansitue 4 0 2 0 2
9 JlexnimoHHOE 3aHATHE 5 2 0 0 2
10 [IpakTuueckoe 3ausTue 5 0 2 0 2
11 Jlexumonnoe 3ansitue 6 2 0 0 2
12 [IpakTrueckoe 3anstue 6 0 2 0 2
13 Jlekumonnoe 3ansitue 7 2 0 0 2
14 [IpakTrueckoe 3ansitue 7 0 2 0 2
15 JlexnimoHHOE 3aHATHE 8 2 0 0 2
16 IIpakTnueckoe 3anarue 8 0 2 0 2
17 JlexnimonHoe 3agaTue 9 2 0 0 2
18 IIpakTnueckoe 3anstue 9 0 2 0 2
19 Jlextmmonuoe 3agarue 10 2 0 0 2
20 IIpakTnueckoe 3anarue 10 0 2 0 2
21 Jlekumonnoe 3ansitue 11 2 0 0 2
22 [IpakTnueckoe 3anstue 11 0 2 0 2
23 Jlekumonnoe 3ansitue 12 2 0 0 2
24 [IpakTrueckoe 3anstue 12 0 2 0 2
25 Jlekumonnoe 3ansitue 13 2 0 0 2
26 IIpakTnueckoe 3anarue 13 0 2 0 2




27 Jlexnnonnoe 3ansarue 14 2 0 0 2
28 [IpakTrueckoe 3anstue 14 0 2 0 2
29 JlexnimonHoe 3agarue 15 2 0 0 2
30 IIpakTnueckoe 3anarue 15 0 2 0 2
31 JlexuimoHHoe 3agaTue 16 2 0 0 2
32 IIpakTnueckoe 3ansarue 16 0 2 0 2
33 KoncynbTanus 0 0 0 0
34 ATttectamus 1 0 0 0 0
Uroro (ak.yacoB) 32 32 0 64




4. CucremMa OuCeHUBAHMS.

OOyuaromuecs, He HaOpaBmme 61 Oamia B TeYeHHE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MOJTYYSHHOH 110 UTOTaM TEKYIIETO KOHTPOJIS B CEMECTPE, IPOXOAAT IIPOMEKYTOUHYIO aTTECTAIHIO B
dopme nuddepeHIpoBaHHbI 3a4eT (6 ceMecTp).

[lpu mnpoBeneHHHM TNPOMEXKYTOYHOH AaTTECTAlMH pPe3yJbTAaThl, IOJyYCHHBbIE OOydYarOIIUMCS B

ceMecTpe, MepeBosATCS B GopMar TPaIUIMOHHON OIEHKA B COOTBETCTBHH CO IIKAJIOW MepeBoa
OaJUIOB:

— ot 0 10 60 0amI0B — «HE 3aYTECHOY;
ot 61 no 100 GayUIOB — «3aUTEHOY.

- 60 0annoB u MeHee -
«HEY/IOBJIECTBOPUTEIILHO;

—OT 61 bi (o) 75 OoaoB  —
«YIOBIETBOPUTEIHHOY;

—oT 76 1o 90 6aI0B — «XOPOIIOY;
oT 91 o 100 6aI0B — «OTIUUHOY.

5. Y4eOHOo-MeTOAMUYECKOEe M NH(POPMALMOHHOE 0O0ecnieYeHHue TUCHUILINHBI

5.1 JIuteparypa:

1.

benoyc, A.N. Kubepopyxue u kubepoezonacHocThb. O CIOXKHBIX BelIaX MPOCTHIMU CJIOBAMHU
: moHorpadus / A. U. benoyce, B. A. Cononyxa. - Mocksa ; Bonoraa : Mndpa-Unxenepus,
2020. - 692 c. - ISBN 978-5-9729-0486-0. - Tekcr : osnextponHbii. - URL:
https://znanium.com/catalog/product/1167736 (mara obOpamenus: 31.08.2022). — Pexum
JOCTYTMA: 10 MOIUCKE.

benoyc, A.M. KubGepbe3omacHOCTh OOBEKTOB TOIJIMBHO-DHEPTETHYCCKOTO KOMILIEKCA.
Konnenmum, MeToIbl U cpelicTBa o0ecnedeHus : mpaktTuieckoe nocooue / A. U. benoyc. -
Mocksa ; Bonoraa : Uadpa-Umxenepus, 2020. - 644 c. - ISBN 978-5-9729-0512-6. - Tekct
: anektpouHbId. - URL: https://znanium.com/catalog/product/1167734 (nara obparienusi:
31.08.2022). — Pexxum gocTyna: mo MoJIIMHUCKe.

I'muuackas, E.B. Undopmanmonnas 6e3omacHOCTh KOHCTPYKIMA DBM u cucreM : ydeOHOE
nocobue / E. B. 'munckas, H. B. UnuBapus. - Mocksa : UHOPA-M, 2021. - 118 c. - (Bricmiee
obOpazoBanmne: Crnenuanuret). - ISBN 978-5-16-016536-3. - Tekcrt : anekrponnsiii. - URL:
https://znanium.com/catalog/product/1178153 (mara oOpamenus: 31.08.2022). — Pexum
JOCTYTIA: TI0 TIOATIHCKE.

Kmumenko, U.C. MuadpopmannonHas 0€30MacHOCTh M 3aliuTa HWHPOpMAIMUA: MOACIH W
MeToab! yrpasieHus : MoHorpadus / U.C. Knumenko. — Mocksa : UHOPA-M, 2022. — 180
c. — (Hayunas mbiciip). — DOI 10.12737/monography 5d412{f13c0b88.75804464. - ISBN
978-5-16-015149-6. - Teker : AJIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1862651 (mara oOpameHus: nata oOpaIieHus:
31.08.2022). — PesxuM gocTymna: 1o MOAIHUCKE.



5. MoconoB, A.C. KoMmboTepHBIE TEXHOJOTUM W METOABl MPOCKTUPOBaHHUS B cdepe
6e3omacHocTH : yueOHUK a7 By30B / A. C. Moconos, H. Y. Akunun. — Cankt-IletepOypr :
Jlanb, 2021. — 444 c. — ISBN 978-5-8114-8034-0. — Texkcr : anmekTpoHHbiii // Jlanb :
anekTpoHHO-OnbOmmoreynas cucrema. — URL: https://e.lanbook.com/book/183115 (mara
obpamenusi: 31.08.2022). — Pexum goctyna: it aBTOPHU3. MOJIb30BaTEIECH.

6. Ceprues, 0.H. 3amura nndopmarnuu u nadpopmarmonHas 6€30macHOCTb : yaueOHoe mocodue /
FO.H. CprueB. — Mocksa : UH®PA-M, 2022. — 201 c. — (Bricmiee oOpa3oBaHue:
bakanaspuar). — DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - TekcrT :
anekTpoHHbIH. - URL: https://znanium.com/catalog/product/1844364 (nara oOparieHusi:
31.08.2022). — PexxuM gocTyna: mo MoJIIMucKe.

5.2 DueKkTpoHHBIe 00pa30BaTeIbHbIC PECYPCHI:

O Hoxymentsl IETF — urxeneproro coBera MaTepHeTa. - http:// www.ietf.org/rfc.html [Online]
(mara obpamenus: 31.08.2022).

6. CoBpemennbie npogeccuoHAIbHBIE 0a3bI JAHHBIX U HH()POPMANIMOHHBIE CITPABOYHbIE
CHCTEMBI:
Hanmonanwsnas snexrponnas oubnuorexa. URL: https://rusneb.ru/

7. JInnensnonHoe U CBOOOIHO pacnpocTpaHsieMoe MPorpaMMHoe odecreyeHue, B TOM
YHCJIe 0Te4eCTBEHHOI0 PON3BOACTBA
MS Office, matdopma 11 snekTpoHHoro odyyenus Microsoft Teams.

8. Texnuyeckue cpeacTBa 1 MaTePUAJTbHO-TEXHHYECKOE 0O0ecriedeHue TN CIUTIIUHbI

MynsTuMenuitHass ydeOHash ayquTOpHUs s TPOBEACHUS 3aHATHA JEKIIMOHHOTO THIA
OCHAIIICHA CJICTYIONTUMHU TEXHUUYECKUMU CPEACTBAMHU O0yUEeHHS U 000pyI0BaHUEM: yueOHast MeOeb,
JOCKa ayauTOpHas, MYJIbTUMEIUMHOE MPOSKIIMOHHOE H  aKyCTUYecKoe 00OopyIoBaHUE,
MEPCOHATIBHBIN KOMITBIOTED.

MynbpruMenuiinas y4yeOHasi ayauTopus Ui MPOBEACHUS 3aHATHH CEMHUHApCKOTO THIIA
OCHAIIICHA CJICTYIONTUMHU TEXHUUYECKUMU CPEACTBAMU O0YyUEHH M 000pyA0BaHUEM: yiecOHast MeOeb,
JOCKa ayauTOpHas, MYJIbTUMEIUMHOE MPOSKIIMOHHOE H  aKyCTUYecKoe 00OopyIoBaHUE,
IIEPCOHAIIBHBIN KOMIIBIOTED.
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Pabouas nporpamma
JUTs1 OO y4JarOIIMXCS 110 HAITPABJICHHUIO MOATOTOBKH (CIEIUATbHOCTH )
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Crnenmanu3armsi: be30macHOCTh OTKPHITBIX HHPOPMAITMOHHBIX CUCTEM
¢dbopma oOyueHus ouHast



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (Modyas): OIIK-15.

1.2. MWHauKaTopbl [JAOCTH:KEHHS KOMIIETEHIHii, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

3ammTa B onepanuoHHLIX cucremMax 1

B pesynbrare ocBoenust Ol BIMYCKHUK TOTKEH:
3HATB!
OCHOBHbIE MOHATHS U MOJN0KEeHUs 3auThl nHopmanuu B OC;
ocHoBHbIe yrpo3sl b B OC;
pecypchl, MOJUIekKaIINE 3allUTe;
OCHOBHBIE MTOHATHS IPOTPAMMHO-TEXHUYECKoro ypoBHs 1b;
TpeboBanus k ooecneuenuio Ub B OC;
OCHOBHBIE cepBHCHI Oe3omacHocTu OC, MPUHLIUITBI UX OPTaHU3ALUH U CTPYKTYDPY;
MeToanl o0ecnieueHus b B OC;
nepeueHs nporpammHo-rexuuueckux mep b B OC;
OCHOBHBIE pecypchl /Ui oucka nHpopmaiuu o6 ysazsumoctsix OC;
coJiepKaHre TPOILIECCOB CaMOOPraHM3alUd M caMooOpa3oBaHUs, UX OCOOECHHOCTEH U
TEXHOJIOTHI peaan3aluu, UCXOAs U3 LieJieil COBEpIIIEHCTBOBAHUS MPO(PECCUOHANBHOM NeSTeIbHOCTH;

YMETh!
* TPOBOJIUTH aHAIU3 YTrpo3 HHPOPMALMOHHOM Ge3omacHocTH B OC;

MIPOBOJIUTH KiTaccuuKamuio Bo3MOxKHbIX yrpo3 Ub B OC;

orieHuBaTh (Y (PEKTUBHOCTH U HAZIEKHOCTH 3auThl OC;

HaxoauTh HHGPopMaIno 00 akTyanbHbIX yrpo3ax OC, ys3sumoctax OC;

BBISBIIATE ci1abble MecTa B 3amure OC;

KOH(UTYpHpOBaTh BCTpOEHHBIE cepBUCH Oe3omacHocTH OC;

MPOBOANTH MPOBEPKY pabOTOCTOCOOHOCTH #  A(P(HEKTHBHOCTH  MPUMEHSIEMBIX
IPOTPAMMHBIX, IPOTPAMMHO-AIAPATHBIX U TEXHUYECKUX CPEICTB 3alIUTh HH()OpMaIm;

MPOBOANTH HHCTPYMEHTAIBHBIN KOHTPOIb 3amuienHoctu OC;

CaMOCTOSITEILHO ~CTPOUTH TMpPOIECC OBIAJACHUS HMHPOpPMAIUEH, OTOOpaHHOW U
CTPYKTYPUPOBAHHOM JIJIsl BBIMTOTHEHUSI TPO(EeCcCHOHABHOMN eSTeThbHOCTH;

UMETh HABBIKH:

NOWCKa U aHanu3a uHpopmanuu o6 ysazsumoctsix OC;

aHaju3 yrpo3 nadopmarmonHoi 6e3omacHoctu B OC;

6e3omnacHoro agmuHucTpupoBanus OC;

orieHKH ypoBHs 6e3omacHocT OC;

UCIIOJIb30BaHUS CPEJICTB MHCTPYMEHTAIBLHOTO KOHTPOJIs 3amuiieHHocTd OC.

3ammMTa B OHEPAIHOHHLIX CHCTEMAaX 2

B pesynbrare ocBoeHus Ol BBITYCKHUK JOJKEH:

3HATH:
OCHOBHBIC TTOHATHSA U MOJI0KEHUS 3amuThl HHPpopmanuu B OC;
ocHoBHbIE yrpo3sl b B OC;
pecypcebl, MOUIEKALNE 3AIUUTE;
OCHOBHBIE ITIOHATHS IPOTPaMMHO-TEXHAYECKOTO YpoBHA Ub;
TpeboBanus k obecneuenuio b B OC;



OCHOBHbIE cepBUCHI 6e3onacHocTH OC, MPUHIUIIBI KX OPraHU3alUU U CTPYKTYPY;
MeToasl obecrieuenus b B OC;

nepeyeHb nporpamMMmHo-texundeckux mep b B OC;

OCHOBHBIE PECYPCHI JUIs MoucKa nHpopMmaruu 00 ys3sumoctsax OC;

coJiep’KaHue IPOIECCOB CaMOOPTaHM3alMM U CaMOOOpa30BaHUS, UX OCOOEHHOCTEH U

TEXHOJIOTUH peanu3annu, UCXO0/s U3 LieJIel COBEPIICHCTBOBAHNUS MTPO(ECCHOHATBHON I TETbHOCTH;

YMETb:

MIPOBOJIUTH aHANIN3 YIpo3 nHpopMannoHHo# 6e3onacHoct B OC;

IPOBOJIUTH Kiaccuukanuio Bo3MoxHbIX yrpo3 b B OC;
oIleHUBAaTh Y(PPEKTUBHOCTH U HAZIEKHOCTH 3aTuThl OC;

HaxoauTh HH(popMaIHio 06 akTyanbHbIX yrpo3ax OC, ys3sumoctsx OC;
BBIABIIATE cJ1a0ble MecTa B 3amure OC;
KOH(HUTypHUpOBaTh BCTPOCHHBIE cepBUCHI Oe3omacHocTH OC;

MIPOBOJIUTH

MIPOBEPKY  pabOTOCIIOCOOHOCTH

u  3bdexTuBHOCTH

IMPUMCHACMBIX

IPOTPaMMHBIX, IPOrPAMMHO-AIAPATHBIX U TEXHUYECKUX CPEJCTB 3alUTH MH(OpMaInH;
MPOBOJAUTH UHCTPYMEHTAIbHBIA KOHTPOJIb 3amuieHHoctu OC;

CaMOCTOATCIbHO

CTPOUTH TIPOLIECC OBJaJeHHUs HH(pOPMAIHEH,

CTPYKTYPUPOBAHHOM JJIsl BBINOJIHEHUSI TPO(ecCHOHaIbHOMN 1eATeIbHOCTH;

HUMCTHh HAaBbIKH:

MOMCKa U aHanu3a nadopmaruu 06 ys3sumoctsix OC;
aHanu3 yrpo3 uHdpopmarmonHoi 6e3onacHoct B OC;
6e3onacHoro agmuHucTpupoBanus OC;
o1leHKH ypoBHs Oe3omacHoctu OC;

HCIIOJIb30BaHUs CPEJICTB MHCTPYMEHTAIBLHOTO KOHTPOJIs 3amuieHHoctu OC.

2. CTpyKTYpa M TPYA0eMKOCTb TUCHHUIINHBI

oToOpaHHOH U

Tabmnuma 1

Bun yuebnoit paboTbl Bcero uacoB KoJ1-Bo 4acoB B cemecTpe (aK.4.)

7 8
Oo0mas 3a4. el. 8 4 4
TPYA0eMKOCTh yac 288 144 144
N3 Hux:
Yacebl ayauTopHoii pa6oTsl (Bcero): | 124 64 60
Jlexnuu 62 32 30
[IpakTuueckue 3aHATHS 0 0 0
JlabopartopHubie / npaKkTUYecKue | 62 32 30
3aHSTHS 110 TOATPYIIaM
Yacbl BHEAYIMTOPHOIi padoThl, 164 80 84
BKJIIOYAS] KOHCYJILTAI[UH, HHYIO
KOHTAKTHYI0 padoTy u
CaMOCTOSITeILHYI0 PaboTy
o0y4aronuierocsi
Bux npomexytouyHoil — arrectanuu Huddepenuupo | Dx3ameH
(3aueT, nud. 3a4er, FK3aMeH) BaHHBIN 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Ta6numa 2
No TemaTtnka yuyeOHBIX BCTpEd Bunae! aynutopHoii Hroro
paboThI (B ak.uac.) ayJIUTOPHBIX
aK.4acoB 10
TeMe
= =
5 | -
o | 29 2
S 2 2 =
s |E58
5 ege
=S |E | 281
g & o ]
E & | €55
= = B EE
1 2 3 4 5 6
Yacos B 7 cemecTpe 32 0 32 64
3amuTa B OIEPallMOHHBIX cUcTeMax | 32 0 32 64
1 JlekimmoHHoe 3auarue 1. 2 0 0 2
2 JlaGopatopHoe 3ansartue 1 0 0 2 2
3 JlekiimoHHOE 3aHATHE 2. 2 0 0 2
4 JlaboparopHoe 3aHsiTHE 2 0 0 2 2
5 JlekiimoHHOE 3aHATHE 3. 2 0 0 2
6 JlaGopaTopHoe 3ansTHE 3 0 0 2 2
7 JlexunonHoe 3anstue 4. 2 0 0 2
8 JlaGopaTtopHoe 3ansiTue 4 0 0 2 2
9 JlekunoHHoOeE 3aHATHE S. 2 0 0 2
10 JlaGopaTopHoe 3aHsTHE 5 0 0 2 2
11 JlexumronHoe 3anstue 6. 2 0 0 2
12 JlaGopatopHoe 3aHsATHE 6 0 0 2 2
13 JlekimmoHHOE 3aHAaTue 7. 2 0 0 2
14 JlaGoparopHoe 3aHsTHE 7 0 0 2 2
15 JIekimoHHOE 3aHATHE &. 2 0 0 2
16 JlaboparopHoe 3ausiTHE 8 0 0 2 2
17 JlekimmoHHOE 3aHatue 9. 2 0 0 2
18 JlaGopaTopHoe 3ansTre 9 0 0 2 2
19 Jlexunonnoe 3anstue 10. 2 0 0 2
20 JlaGopaTtopnoe 3ansitue 10 0 0 2 2
21 Jleknmonnoe 3ansarue 11. 2 0 0 2
22 JlaGopaTtopHoe 3ansTue 11 0 0 2 2
23 JlexunonHoe 3anstue 12. 2 0 0 2
24 JlaGopaTtopHoe 3ansiTue 12 0 0 2 2
25 JlekimmoHHoOe 3agsatue 13. 2 0 0 2
26 JlaboparopHoe 3ansitue 13 0 0 2 2
27 JlekimmoHHoOe 3agsatue 14. 2 0 0 2
28 JlaboparopHoe 3ansitue 14 0 0 2 2
29 JlekimmoHHoOe 3agsaTue 15. 2 0 0 2
30 JlaboparopHoe 3ausitue 15 0 0 2 2
31 JlexunonHoe 3anstue 16. 2 0 0 2
32 JlabopaTtopHoe 3ansiTue 16 0 0 2 2




33 Koncynpranus 0 0 0 0
34 3aveT N0 AUCIUILINHE 0 0 0 0
Yacos B 8 cemecTpe 30 0 30 60
3anuTa B ONEpalMOHHBIX CUCTEMAX 2 30 0 30 60
1 Jleknmonnoe 3ausarue 1. 2 0 0 2
2 JlaGopaTopHoe 3ansTHe 1 0 0 2 2
3 JlekimmoHHOE 3aHATHE 2. 2 0 0 2
4 JlaboparopHoe 3aHsiTHE 2 0 0 2 2
5 JIeknimoHHOE 3aHATHE 3. 2 0 0 2
6 JlaboparopHoe 3aHsTHE 3 0 0 2 2
7 JlekimmoHHOe 3aHatue 4. 2 0 0 2
8 JlaboparopHoe 3aHsTHE 4 0 0 2 2
9 JlekumonHoe 3aHsiTue S. 2 0 0 2
10 JlaGopaTopHoe 3aHsTHE 5 0 0 2 2
11 JleknnonHoe 3aHsaTHe 6. 2 0 0 2
12 JlaGopaTopHoe 3ansiTHE 6 0 0 2 2
13 JleknmonHoe 3ansarue 7. 2 0 0 2
14 JlaGopaTopHoe 3ansTHe 7 0 0 2 2
15 JleknmonHoe 3aHsATHE 8. 2 0 0 2
16 JlaboparopHoe 3ausiTHE 8 0 0 2 2
17 JlekimmoHHOeE 3aHatue 9. 2 0 0 2
18 JlaboparopHoe 3ausiTue 9 0 0 2 2
19 JlekimmonHoe 3agsarue 10. 2 0 0 2
20 JlaboparopHoe 3ansitue 10 0 0 2 2
21 JlekimmonHoe 3agsatue 11. 2 0 0 2
22 JlaGopaTopHoe 3ansTHe 11 0 0 2 2
23 JleknmonHoe 3ausarue 12. 2 0 0 2
24 JlaGopaTopHoe 3ansTue 12 0 0 2 2
25 JleknmonHoe 3ausarue 13. 2 0 0 2
26 JlabopaTtopHoe 3ansiTue 13 0 0 2 2
27 JleknmonHoe 3ausarue 14. 2 0 0 2
28 JlaboparopHoe 3ansitue 14 0 0 2 2
29 JlekimmoHHoOe 3agsaTue 15. 2 0 0 2
30 JlaboparopHoe 3ausitue 15 0 0 2 2
31 Koncynpranus 0 0 0 0
32 KoHncynpranus 0 0 0 0
33 Ox3ameH no 30C 0 0 0 0
Hroro (ak.gacoB) 62 0 62 124




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
dopme mud. 3auera — 5 ceMecTp, IK3aMeHa — 6 cemecTp.
[lpy mpoBeACHWH NPOMEKYTOUHOW AaTTECTAIMH PE3YJbTAThl, IOJyYeHHBIE OOyJaromUMCs B
ceMecTpe, MepeBosATcsS B (opMar TPaJUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— ot 0 1o 60 0a/I0B — «HE 3aYTECHOY;

— 0T 61 go 100 0ayIoB — «3aYTEHOY.

— 60 6aT0B M MEHEEe — «HEYIOBICTBOPUTEIHHOY;
— ot 61 10 75 GannoB — «yJOBIETBOPUTEIBHO;
— ot 76 1o 90 6aJIOB — «XOPOIIIOY;
— ot 91 g0 100 0a/IOB — «OTIUIHO.
5. YueOHO-MeTOAMYeCKOEe U MH(OPMAIIMOHHOE 00ecTieYeHre JUCHMIIITHHBI

5.1 Jluteparypa:

1. bezomacHocTh ceteit : yuebHOe mocobue. — 2-e u3n. — Mocksa : UHTYUT, 2016. —
571 c. — ISBN 5-9570-0046-9. — TexkcT : aekTpoHHbIH // JIaHb : 2JIeKTPOHHO-OMOIHOTEUHAS
cuctema. — URL: https://e.lanbook.com/book/100581 (nara o6pamenus: 15.05.2022)

2. Ixonc, K. JI. UncTpyMeHTaJIbHBIC CPEeICTBA OOeCIeueHus1 O€30MacCHOCTH : yu4eOHOe
nocobue / K. . Jlbxonc, M. Illema, b. C. JIxxoncon. — 2-e uza. — Mocksa : UHTYUT, 2016. —
914 c. — Texkct : anekTpoHHbIH // JlaHb : 3eKTpoHHO-O0ubIMoTeunas cucrema. — URL:
https://e.lanbook.com/book/100602 (nata o6pamenus: 15.05.2022).

3. Hectepos, C. A. Ananu3 u ynpaBlieHHE pUCKaMHu B HHOOPMAIMOHHBIX CUCTEMaX Ha 0aze
orepamoHHbIX cucteM Microsoft : yuebroe mocobue / C. A. HectepoB. — 2-e uzn. — Mocksa :
NHTYMUT, 2016. — 250 ¢. — TekcT : 2neKTpoHHBIH // JIaHb : 2IEeKTPOHHO-OMOIMOTEeYHAsI CHCTEMA.
— URL: https://e.lanbook.com/book/100566 (mara o6pamenus: 15.05.2022).

5.2 DuekTpoHHbIE 00pa3oBaTebHbIE PECYpPChI:
1. BY30BCKHE 3JEKTPOHHO-OMOIMOTEUHBIE CUCTEMBI YyUEOHOM JTUTEPaTypHI.
2. JIIOCTYI K OTKPBITBIM 0azaMm IUTHPOBAHUsA, B T.4. springer.com, scholar.google.com, math-
net.ru.
3. https:/fstec.ru/

6. CoBpemeHnHble mnpodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALUOHHbIE CIPABOYHbIE
CHCTEMBbI:
Hanmonanwshas snexktponHas oubnuoreka https://rusneb.ru/

7. JIunleH3MOHHOEe ¥ CBOOOJHO pacNpoCTpaHsieMoe NMPOrpaMMHOe olecrnieyeHue, B TOM YHCJIe
0TEe4eCTBEHHOT0 MPOU3BOACTBA
MS Office, mmardgopma s anekTponHoro ooydenust Microsoft Teams, OC MS Windows.

8. Texnuveckue cpeacTBA U MAaTEPUATBHO-TEXHNYECKOE o0ecrevyeHue TUCIUITUHbI

MynbsTuMenuiiHas ydeOHas ayJuTOpUs JAJs TNPOBEACHUS 3aHATHH JIEKLMOHHOTO THIA
OCHAIIIeHAa CIICAYIOIIMMU TEXHUYECKUMHU CPEICTBAMU 00yueHUs M 000pyI0BaHUEM: yueOHas MeOeb,
JOCKa  ayJqUTOpHas, MYJbTUMEIUHHOE NPOEKIMOHHOE M  aKycTHYeckoe 0o0OpyaoBaHUE,
IIEPCOHAIIBHBIN KOMITBIOTED.



MyneTiMeauiiHas yaeOHast ayTUTOpHUs JUIS MPOBEACHUS 3aHATHI 1a0OpaTOPHOTO THUIA OCHAIIEHA
CIICAYIONIMMU TEXHHUUYECKUMH CPEJCTBaMU OOydeHHUs M o0OpyaoBaHHEeM: yyeOHas MeOenb, JocKa
ayAWTOpHAs, MYJIbTHMEAWHHOE TNPOEKIMOHHOE M aKyCTHYecKoe 00OpyaoBaHHE, MEepPCOHATBHBIN
KOMITBIOTED.

Aynuropus JUisi caMOCTOATEIbHONW pabOThl OCHAIEHA CIEAYIOUIUMHU TEXHUYECKUMHU CPEACTBAMHU
o0ydyeHuss u oOopymoBaHWeM: ydeOHas MeOenb, O0CKa ayauTOpHas, MYJIbTUMEIUHHOE
MPOEKIIMOHHOE U aKyCTUYECKOE 000PYI0BaHHE, IEPCOHAIBHBIE KOMITBIOTEPHI.



®r'AOY BO «TFOMEHCKMI I'OCY JAPCTBEHHbII YHUBEPCUTET»

YTBEPXIEHO
3aMecTUTENb TUPEKTOPA
WNucTuTyTa MaTeMaTUKH U
KOMIIBIOTEPHBIX HAYK
M.H. IlepeBanoBa
PA3PABOTUYHK
3ynbkapHeeB U. P.

3AIIUTA T'OCYAAPCTBEHHbBIX MTHOOPMALIMOHHBIX CUCTEM U INIEPCOHAJIBHBIX
JAHHBIX
Pabouast mporpamma
JJIsA 06yan0H1ch;1 10 CIIENUAaJIbHOCTHU
10.05.03 «MadopmarmonHas 6€30MacHOCTh aBTOMaTH3UPOBAHHBIX CHCTEM
cnennanu3anus «be30onacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CUCTEM»
dhopma oOydeHust ouHas



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (Mooyas): OIIK-16

1.2. MHWuHaukaTopbl [JAOCTH:KEHHS KOMIIETEHIHIi, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

3amuTa rocyiapcrBeHHbIX MHGOPMAIIMOHHBIX CHCTEM H NMEePCOHANbHBIX JAaHHBIX

B pe3ynbrare ocBoeHMs AUCITUTUTHHBI "3a1uTa rocy/1apCTBEHHBIX HH()OPMAITMOHHBIX CUCTEM
Y TIEPCOHANILHBIX JAHHBIX" 00yYarOMIHIACs TOIKEH
3HaTh:

*  OCHOBHBIE IIOHATHS B 00JACTH 3aIIUTHI 3AIIUTHI TOCYAAPCTBEHHBIX HH()OPMAITMOHHBIX
CHCTEM M MEPCOHATILHBIX JJAHHBIX

*  HEOOXOIMMOCTH, TPUHIIUITEI ¥ METOABI 3alUTHI TOCYIaPCTBEHHBIX HHPOPMAIIHOHHBIX
CHCTEM M MEPCOHATBHBIX JJAHHBIX

* ocHoBHbIe nooxkeHust HITA B 061acTy 3aIMThI TOCY1apCTBEHHBIX HH(POPMAIIHOHHBIX
CHCTEM M MEPCOHATBHBIX JJAHHBIX

*  IIpaBWJIa ONPEAEICHUS HApyIIUTENel U yrpo3 6e301acHOCTH HH(POPMAIIH

* mpaBwia GOPMHUPOBAHUS MIEPEUHS MEp I10 3aIUTEe UH(OpMAIIH

* IpaBUJIa BIOOPA KOMICHCUPYIOLIUX MEp

* MpaBWia BBIOOpa HEOOXOAUMBIX CPEACTB 3aIUTHI HH(POpMALUN

YMers:

*  ONpenensiTh YPOBEHb 3aLIUIICHHOCTH HHPOPMAIIMOHHBIX CHCTEM ITEPCOHATBHBIX JTaHHBIX

*  MOJETHMPOBATH YIrPO3bl U HAPYLIUTEIEH OE30MAaCHOCTH HH(POPMALIUK B COOTBETCTBHH C
tpeboBanusimMu DCTOK Poccun u ®Ch Poccun

* (opmupoBaTh nepeuHu TpeOOBaHUN U MEp I10 3aIuTe HHPOpMALUU

* pa3pabaThIBaTh TEXHHYECKOE 33aHUE U MPOEKT HA BHEAPCHNUE CHCTEMBI 3AIIUTHI

uHpopMaun
*  OCYIIECTBIATH MOJOO0P CPENCTB 3aIIUTHI MHPOPMAIIUU B 3aBUCUMOCTH OT TpeOOBaHUH
Bnaners:

* HaBbIKaMH cOOpa U MOATOTOBKU UCXOJIHBIX TAHHBIX 00 MHPOPMALIMOHHOW CHCTEME

*  HaBBIKAMH UCHOJB30BaHU crenuanbHoro [10 s co3manus cxeM B ooiaactu Ub

*  HaBBIKAMU OMPENEICHHS OPraHU3alMOHHON U TEXHUYECKOW pean3ainy Mep o 3alluTe
uHpopmaruu

* HaBBIKAMH aHAIN3a BEIOOPA KOMIIEHCUPYIOMIMX MEP IO 3aluTe WH(HOpMAILIUN

* HaBbIKAMH HANMCaHUS OPUIMATBHBIX TUCEM U 3alPOCOB IOPUANYECKUM JHIIAMU

2. CTpyKTYpa ¥ TPYA0EMKOCTh JUCHUNIHHBI
Tabmuma 1

Bun yuebnoit paboTbl Bcero yacoB KoJu-Bo yacos B
ceMecTpe (aK.4.)

O

| 3a4. eJl. 4 4




Oomras qac 144 144
TPYAOEMKOCTh

N3 Hux:

Yacel ayauTopHOi padoThl (BCero): 64 64
Jlexun 32 32
[TpakTuueckue 3aHATHS 32 32
Jlaboparopuple / mpakTHueckue 3aHATHSA 10 | 0 0
MOATPYIIaM

Yacbl BHEAyIUTOPHOM padoThl, BKJIIOYAsI 80 80
KOHCYJIbTAUMU, HHYI) KOHTAKTHYIO padoTy u

CaMOCTOSITEJIbHYIO PA00Ty 00y4arouerocst

Bua npomexxyrounoit arrecranuu (3ader, Aud. DK3aMeH

3a4eT, HK3aMEH)




3. Conep:kaHue QM CHUATIINHbBI

Tabmuma 2
No TemaTtnka yuyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.uac.) ayIUTOPHBIX
aK.4acoB 10
TeMe
x
= =
5|58
L S o c%
| 28:
| g8%
s | |EE=
g & o ]
E & | €55
= = B EE
1 2 3 4 5 6
Yacos B 9 cemecTpe 32 32 0 64
3amura rocyJapcTBEHHbIX 32 32 0 64
MH(OPMALIMOHHBIX CUCTEM U
MEPCOHAITBHBIX TAHHBIX
1 Heo6xoaumocTs 3amutel [11a u TUC 2 0 0 2
2 3akoHOIaTeNbCTBO 110 3amute [1J1H 2 0 0 2
3 OcHoBHbBIC TOHATHS 3amuThI I1/{H 2 0 0 2
4 OcnoBanue o6padotku [1/11 B 0 2 0 2
OpraHu3aluu
5 [IpaBa u ycnosus o6padotku I1/1x 2 0 0 2
6 Perynsaropsl B cdepe I1/1n 2 0 0 2
7 NudopmanimoHHbie CHCTEMBI 2 0 0 2
MEPCOHATBHBIX TAHHBIX
8 Onpenenenrie ypoBHs 3alUIIEHHOCTH 0 2 0 2
NCTI I
9 ['ocynapcTBeHHbIC HHPOPMAITMOHHBIE 2 0 0 2
cuctembl. Kimaccuduxanms
10 OO6cnenoBanne HHPOPMAITMOHHBIX 2 0 0 2
CUCTEM
11 Onucanue MC 0 2 0 2
12 Onucanue TeXHoJoru4yeckoro npomecca | 0 2 0 2
13 Komnoksuym 1 0 0 0 0
14 Mopaenb HapymuTens 6€30MacHOCTH 2 0 0 2
uHpopManuu
15 [TocTpoenre MoIenT HapyIIUTENS 0 2 0 2
0e30macHOCTH HHpOpMALIUU
16 [TocTpoenre MoIen HapyIIUTENS 0 2 0 2
0e30macHOCTH HHpOpMALIUU
17 Mopenb yrpo3 6€301macHOCTH 2 0 0 2
uHpopManuu
18 ITocTpoenue mozienu yrpo3 0 2 0 2
19 ITocTpoenue mozienu yrpo3 0 2 0 2
20 TpeboBanust 1o 3amuTe HHGOpMALUU 2 0 0 2
21 TpebGoBanust mo 3ammTe HHGOPMAITUN 2 0 0 2




22 TpeboBanust 1o 3amuTe HHGOpMALUU 2 0 0 2

23 dopmupoBanue nepevs TpedoBanui u | 0 2 0 2
mep 1o 3amure MC

24 ®dopmupoBanue nepevns TpedoBanui u | 0 2 0 2
mep 1o 3amure MC

25 Bp160p KOMIIEHCHPYIONTUX MEP 0 2 0 2

26 [IpoextupoBanue cucremsl 3amutel [UC | 2 0 0 2
u UCII/x

27 Pa3zpaboTka mpoekTa CHCTEMBI 3aIIUTHI 0 2 0 2
I'C

28 Br160p cpencTB 3anuThl HHGOpMaIUu 2 0 0 2

29 Pa3zpaboTka mpoeKkTa CHCTEMBI 3aIIUTHI 0 2 0 2
I'cC

30 Arrtecrauust TC u UCI/In 2 0 0 2

31 Konnoksuywm 2 0 0 0 0

32 3amuTa npoekToB C3U cTyneHTOB 0 2 0 2

33 3anura npoektoB C3U cTyneHToB 0 2 0 2

34 3amuTa npoekToB C3U cTyneHTOB 0 2 0 2

35 KoHncynpranus 0 0 0 0
Wroro (ak.gacoB) 3 3 0 64




4. Cucrema olleHUBAHMUS.

Texymmii ¥ MPOMEXKYTOUHBIN KOHTPOJIb OCBOSHHSI U YCBOCHHUSI MaTepHalia TUCIUILITMHbI
OCYIIECTBIISIETCS B paMKaX MOJYJIbHO-PEUTHHTOBOH (135-0aibHOM) U TpaIUIIMOHHOM (4-
OaITHHOI) CHCTEM OIICHOK.

DK3aMeHaIMOHHAs OLIEHKA CTY/IEHTa B paMKaX MOJYJIbHO-PEHTHHTOBOIl CUCTEMBI OIICHOK
SIBISICTCS. MHTETPUPOBAHHOM OLIEHKOW BBITMOJIHEHHS CTYJICHTOM 3aJIlaHHI BO BpPEMsI MPAKTHUECKUX
3aHATUN, MTHAUBUIYaJbHBIX JOMAIIHUX 3aJJaHUil, KOHTPOJIbHON pabOThl, KOJUIOKBUYMOB M TECTOB.
OTa OIeHKa XapaKTepU3yeT YpPOBeHb C(HOPMUPOBAHHOCTH MPAKTUYECKUX YMEHHI U HABBIKOB,
MPUOOPETEHHBIX CTYACHTOM B XOJ€ U3YYCHUS! TUCIUTUIUHBL:

130 - 135 6an10B — OTINYHO;

115 - 129 6amnoB - xoporo;

CryneHT, y KOTOporo cymma HaOpaHHBIX 0aioB, OKa3anack MeHbIe 115, momkeH cnaTh
9K3aMeH.

DK3aMeH IPOXOIUT B TPAIULIMOHHOHK dopme, 1o buseram. B Guiere — 2 TeopeTH4YecKux
Bonpoca u | npakTuyeckuil. J{jis moaydeHus OLEeHKH «yAO0BIETBOPUTEIBHO» CTYIEHTOM JTOJIAKHO
ObITh cjaHo MUHUMYM 80% mpakTH4ecKux padoT U cliesiaH OTBET Ha 2 Bompoca u3 Ouiera, B
00111eM pacKPBIBAIOIINN TEMY M HE COJep KA rpyOnix ommbok. OTBET CTyACHTA TOJKECH
MOKa3bIBaTh, YTO OH 3HAET U MOHMUMAET CMBICI U CYTh OIUCHIBAEMON TEMBI, U €€ B3aUMOCBSI3b C
JOPYTMMHU pa3fieliaMy AUCUMUILIUHBL U C IPYTUMH TUCHUIUIMHAMU CHeIUaIbHOCTH. 11 mostyueHus
OLIEHKHU «XOPOIIO» CTYACHT AOJDKEH caTh MUHUMYM 90% mpakTudeckux paboT U OTBETUTH Ha 00a
Bonpoca Ouiera. OTBET TOJKEH JAETalbHO PacKpbIBaTh TEMY U HE CO/IEpPKATh IPyObIX OLIHOOK.
OTBeT CTyZIeHTa I0JKEH MTOKa3bIBaTh, YTO OH 3HACT U TIOHUMAET CMBICI M CYTh ONKCHIBAEMOM
TEMBI, U €€ B3aUMOCBSI3b C IPYTUMU pa3jieiaMy JUCHUIUIMHBI U ¢ APYTUMU JUCHUILTHHAMEI
CHEeUHATbHOCTH. MOKET MPUBECTU IPUMED O OMUCHIBaeMoii TeMe. OTBET MOKET COEPKaTh
HeOOoIbIINe HEeA0YETHI. [[J1sl Mony4eHus OLEHKU «OTJIIMYHOY» CTYACHT JOJIKEH CaTh BCeE
IpakTUYeCKHe pabOThl M OTBETHTH Ha 00a Bompoca Ouiera. OTBET 10JKEH OBITh MOAPOOHBIM, B
MOJIHOM Mepe pacKpbIBaTh TEMY U HE COAEPKATh TPYOBIX WIIM CYIIECTBEHHBIX oNO0K. Kaxkapiit
BOIIPOC JOJDKEH COMPOBOXKIATHCS TPUMEPAMHU.

5. Y4eboHo-MeTOoAMUYeCcKOe M HH(POPMALMOHHOE 0O0ecnieYeHHe U CUUILTHHBI

5.1 JIuteparypa:

1. Ckpunnuk, JI. A. OGecrieuenne 6€30MacHOCTH MEPCOHANIBHBIX JaHHBIX: yueOHOe rmocobue /
A. A. Cxkpunauk. — 2-e uzn. — Mocksa : UHTYUT, 2016. — 121 ¢. — Tekcr : 3neKTpoHHbIH //
Jlanb : snekTpoHHO-OMOMMOTeUHass cucrema. — URL: https://e.lanbook.com/book/100272 (maTa
obpamienus: 10.05.2020). - Pexxum noctymna: aist aBTOPU3HP. MOJIb30BATENCH.

2. [lepconasibHBIC JaHHBIE B TOCYIAPCTBEHHBIX MHGOPMAIMOHHBIX pecypcax / M.IO. bpayne-
3onotapés [u ap.].. — Mocksa : Jleno, 2016. — 55 c¢. — ISBN 978-5-7749-1121-9. — Tekcr :
anektpoHHbid // IPR SMART : [caiiT]. — URL: https://www.iprbookshop.ru/51053.html (maTta
oOpamienus: 24.04.2022). — PexxuM goctyna: Juis aBTOPU3UP. OJIb30BaTeNei

5.2 DuekTpoHHBIE 00pa30BaTeIbHbIC PECYPChI:
1. https://bdu.fstec.ru/

6. CoBpemeHnHble npodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALUOHHLIE CIPABOYHbIE
CHCTEMBbI:

. Institute of Electrical and Electronics Engineers, Inc (IEEE)
https://ieeexplore.ieee.org/Xplore/home.jsp?reload=true

. MEXBY30BCKAS DJIEKTPOHHASI BUBJIMOTEKA (M3B) https://icdlib.nspu.ru/

. HAITMOHAJIBHA S DJIEKTPOHHA A BUBJIMOTEKA https://rusneb.ru/

. CnpaBounas mpaBoBas cucreMa Koncymnprantlntoc http://www.consultant.ru/



7. JIunleH3MOHHOE ¥ CBOOOJHO pacnpocTpaHsieMoe NMPOrpaMMHOe olecrnieyeHue, B TOM YHCJIe
0TEe4eCTBEHHOT0 MPOU3BOACTBA
MS Office, mmardgopma s snekTponHoro ooydenust Microsoft Teams.

8. TexHuveckue cpeacTBA U MATEPUATBHO-TEXHUYECKOE o0ecrevyeHue TUCIUITUHBI

MyneTiMeaniiHas ydeOHast ayIuTOpuUs ISl MIPOBEICHUS 3aHATHUH JICKIIMOHHOTO THUIIA OCHAIICHA
CIICAYIONIMMU TEXHHUUYECKUMH CPEJCTBaMU OOydeHHUs M o0OpyaoBaHHeM: yyeOHas MeOenb, JocKa
ayAWTOpHAs, MYJIbTHMEAWHHOE TMPOEKIHMOHHOE M aKyCTHYecKoe 00OpyIoBaHHE, MEepPCOHATIBHBIN
KOMITBIOTED.

y‘IGGHaﬂ ayauropud sl IMPOBCACHUA 3aHATHI JICKOMOHHOI'O0 THIIA OCHANICHA CJICAYIOIIMMU
TEXHUYECKUMH CPEJCTBAMU 00yUYeHUS U 000pyI0BaHUEM: YdeOHas MeOelb, TOCKa ayIUTOPHASI.
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1. H.naﬂnpyeMble pe3yabTaTbl OCBOCHUSA TUCHUIIIMHBI

1.1. Komnerenuun ody4yarouierocsi, opmupyembie B pe3yJibTarTe 0CBOCHUS TaHHOMI
AUCHMILINHBI (MoOyas): OIIK-4

1.2. UHaukaTopbl JOCTHKEHUS] KOMIIETEHI[HIi, COOTHECEHHbIE ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHus :

3ammTa I/IH(I)ODMaHI/II/I OT VTCUYKH 0 TEXHUYCCKUM KaHaJdaM

B pesynbTaTe n3ydeHus TUCHUIUIMHBI « TeXHUYECKHE CPEACTBA M METOJIBI 3alTUThl HH(POPMAITUI)
CTYJIEHTHI JOJKHBI:

3HATb:

yMeTh:

OCHOBHBIE HOPMATHBHBIE IIPABOBBbIE AKThl B 00JIACTH MH()OPMALMOHHOW O€30MacHOCTH U
3aIMThl MHQOPMAIK, a TakkKe HOpMaTHBHBbIE Meroauyeckue nokymeHTsl @Cb Poccun,
OCTDOK Poccuu B JaHHOI 001aCcTH;

TEeXHUYECKHE KaHAJIbl yTeUKH WH(POPMAIIUU, BO3MOKHOCTH TEXHUYECKHX Pa3BEOK, CIIOCOOBI
U Cpe/ICTBA 3aIIUThl UHPOPMALIUU OT YTEUKH [0 TEXHUYECKUM KaHallaM, METO/Ibl U CPE/ICTBA
KOHTPOJIS 9()(PEKTUBHOCTH TEXHUUECKOM 3alUThI HH(OPMAIIHIH;

aHATM3UPOBATH U OIICHUBATH YTPO3bl HHPOPMAIIMOHHON O€30MaCHOCTH 00BEKTA;
MPUMEHSTh OTEYECTBEHHBIE M 3apyOC)KHBIE CTaHAAPTHI B 00JACTH KOMITBIOTEPHOM
0€30MacHOCTH  JUII  TPOCKTHPOBAaHWsS, pa3pabOTKM W OIEHKH  3allMIICHHOCTH
KOMITBIOTEPHBIX CUCTEM;

MMOJIb30BATHCA HOPMATUBHBIMH JOKYMCHTAMMU I10 3alIUTC I/IH(bOpMaI_[I/II/I;

BJIAa1€CTh:

HaBBIKAaMH PabOTHI ¢ HOPMAaTHBHBIMU ITPABOBBIMH aKTaMU;

METOAAMHU U CPEJICTBAMH BBISIBIICHUS YTPO3 0€30MaCHOCTH;

METOJIaMH TEXHHYECKOH 3aInThl HHYOpManni;

MeToaaMu (GOpMHUPOBaHHUS TPEOOBAHUI 10 3alUTEe HHPOPMALINY;

METOJIaMH pacdeTa U KOHTPOJIS MoKa3aTeseil TeXHUUECKOH 3aliThl HHPOpManny;
METOAMKAMH TPOBEPKU 3alUIIEHHOCTH OOBEKTOB HMH(OpMATH3allMM HAa COOTBETCTBHE
TpeOOBAaHUSAM HOPMATUBHBIX IOKYMEHTOB,;

po¢eCCHOHAITBHONW TEPMUHOJIOTHEH.

2. CTpyKTYypa U TPYA0E€MKOCTb JUCHMILIIAHBI

Tab6muna 1
Bun yae6HO# paboThI Bcero yacos Kox-Bo yacos B
ceMecTpe (aK.4.)
7
Oo0mas 3a4. efl. 4 4
TPYAOEMKOCTh yac 144 144

3 Hux:

Yacel ayquTopHO# padoTsl (Bcero): 64 64




Jlexun 32 32
[IpakTuueckue 3aHATHS 0 0
JlaGopaTopHple / TpaKTUYECKUE 3aHATHUS 110 32 32
MOATPYIIIaM

Yacel BHeayaMTOpHOIi padoTbl, BrJIwYas | 80 80
KOHCYJIbTALMHU, HHYI0 KOHTAKTHYIO padoTy H

CaMOCTOSITEJILHYIO Pa00Ty 00y4arouerocst

Bun npomexxyTouHoii arrecranuu (3a4er, aud. OK3amMeH

3a4eT, IK3aMEH )




3. Copep:xkanue TUCHUNIUHBI

Tabmauma 2
Ne Temaruka y4eOHBIX BCTpeu Bunsl aynuropHoit Hroro
paboTsI (B ak.4ac.) ayJIUTOPHBIX
aK.4acoB IO
TeMe
= =
= =
= =
= =
8 38 s
o 3 (O
= 2= B
% &
) o E,
O © O &
=N =
= S =& F
E ISl
= ¥ Q9 g
= < O <
a = IC:‘G Q o
2 = EE
=
1 2 3 4 5 6
Yacos B 7 cemectpe 32 0 32 64
3amta HHPOPMALIUU OT YTEUKHU 11O 32 0 32 64
TEXHUYECKUM KaHajaM
1 Beenenue. XapakTepucThKa 2 0 0 2
roCyJ1apCTBEHHOM CHCTEMBI
MPOTUBOJICUCTBUS TEXHUYECKOU
pa3Beqke
2 OOHapy)XeHue U JOKaTH3aIHs 0 0 2 2
HMCTOYHUKOB PaJHOU3ITYYCHUN
3 HopmaTtuBHBIE JOKYMEHTBHI 110 2 0 0 2
IIPOTUBOJECUCTBUIO TEXHUYECKOMN
pasBezke
4 Hudposbie AMKTOGHOHBI 0 0 2 2
5 JlemacKupyrome npu3Haku 00beKTOB 2 0 0 2
HaOII0/ICHNUSI U CUTHAJIOB
6 I'eneparopsl paauomryma u 6moxkupaTopsl | 0 0 2 2
MCTOYHUKOB PaIMOCUTHAIIOB
7 CpenctBa U METOJIbI TEXHUYECKOM 2 0 0 2
pa3BesKu
8 OO6Hapy>keHue U JTIOKaIu3aIus 3akiaaabix | 0 0 2 2
YCTPOMCTB C MOMOILBI HEIMHENHOTO
J0KaTopa
9 CriocoObl U cpencTBa mepexnara 2 0 0 2
curHasioB. CiocoOsI U Cpe/icTBa
HaOJIIOJEeHUS
10 MHorodyHKITHOHAIbHBIS nouckoseie | 0 0 2 2
npuoopsl, ST-031 «ITupanbs»
11 TexHuueckre KaHajbl yTeUKU 2 0 0 2
uHpOopMaIuu
12 YHuBepcanbHbIA aHAIU3aTOP TPOBOAHBIX | 0 0 2 2
nuHni «YJIAH-2»




13 Ontudeckue v paiiodJIeKTPOHHbBIE 2 0 0 2
KaHaJIbl yTeYKU HHOpMaLIUU

14 AKkycToanekTpuueckue mpeodpasosarenu | 0 0 2 2

15 AxycThyeckre u BUOPOAKyCTUYECKHE 2 0 0 2
KaHaJbl YTeYKU HHPOpMAILTUU

16 MHorodyHKITHOHAIbHBIE nouckosele | 0 0 2 2
npudopsl, ST-032

17 CpenctBa 0OHapyKEHUSI TEXHUUECKUX 2 0 0 2
KaHaJIOB YTeUKU HHPOpMaLUU

18 HerexTop snekTpomarautHoro nojasa ST | 0 0 2 2
007

19 MeponpuaTtusi MO BBISIBIEHUIO CPEACTB| 2 0 0 2
TEeXHUYECKON Pa3BEIKH

20 [TpuHuMnB! fo3UMeTpUyYecKoil pazBenku. | 0 0 2 2
Jlo3uMeTpusi MOHU3UPYIOLIUX U3ITy4YCHUN

21 Meroas! U cpencTBa 3alUThI 2 0 0 2
uH(pOpPMAILIUU OT YTEUKH MO TEXHUUECKUM
KaHaiaMm

22 OO6nHapyxeHue u JIOKaTU3aIHs 0 0 2 2

aKyCTMUYECKUX 3aKJaJHbIX YCTPOMCTB,
nporpammHubii kKoppensatop «OSCOR»

23 CkpeiTue  peueBoil  uHpOpMaLUu B| 2 0 0 2
KaHaJax CBSI3U

24 N3mepenune IIOMU monutopa u ouenka| 0 0 2 2
BEJIMYUHBI 30HBI R2

25 OOHapyxeHre 1 JTOKaIH3aIus 2 0 0 2
3aKJIaJIHBIX YCTPOUCTB

26 W3yuenue ycTpoicTBa U pabOTHI 0 0 2 2
Ja3epHOro MUKpO(hoHa

27 Konnemmumsa u METOIBI 2 0 0 2
HMHXEHEPHOTEXHUYECKON 3alUThI
uHpOopMaIuu

28 ['enepaTopsl aKyCTHYECKOTO U 0 0 2 2
BHOPOAKYCTHYECKOTO IIIyMa

29 Bunel koHTpOS U pacuéra 2 0 0 2
3¢ HEKTUBHOCTH 3aIIUTH MH()OPMAITIH

30 JlononuuTenpHas nabopatopHas padora | 0 0 2 2

31 Buns! koHTpOJIA U pacyéra 2 0 0 2
3¢ PeKTUBHOCTH 3aIUTH HHGOPMAITTH

32 JlononHuTenbHas naboparopHas padora | 0 0 2 2

33 Koncynbranus 0 0 0 0

34 OK3amMeH 0 0 0 0
Hroro (ak.gacoB) 32 0 32 64

4. Cuctrema oueHUBAHNS.

OO6yuaromuecs, He HaOpaBmme 61 Oanna B TeUEHHWE CEMECTpa, WM HE COTJACHBIE C OIICHKOM,
IIOJIyYEHHOM 110 UTOTaM TEKYIIEro KOHTPOJIA B CEMECTPE, IPOXOIAT IPOMEKYTOUHYIO aTTECTALUIO B
dbopme rx3ameH (7 cemecTp).



IIpu mnpoBeneHMM TNPOMEXKYTOUHOH aTTeCTallMd pe3yibTaThl, IOJyuYeHHbIE OOydyaromuMcs B

ceMecTpe, MepeBosATCS B GopMar TPaIUIMOHHON OIEHKA B COOTBETCTBHH CO IIKAIOW MepeBoja

OaJLIIOB:

— ot 0 10 60 0amI0B — «HE 3aUTECHOY;
oT 61 10 100 GaIoB — «3aUTEHOY.

- 60 OaioB u MEHEee -
«HEYIOBIICTBOPUTEIHHOY,

—or 61 pmo 75  OamnoB
«yJIOBJICTBOPUTEIHHOY;

— ot 76 no 90 GamoB — «XOpoLIo»; —
ot 91 10 100 GaIOB — KOTIIMYHOY.

5. YueOHo-MeTOoAMYecKOe 1 MH(OPMAINITMOHHOE 00ecreyeHHue TUCIIUITHHbI

5.1 JIuteparypa:

1.

benoyc, A.N. Kubepopyxue u kubdbepoe3onacHocTb. O CI0XKHBIX BElIaX MPOCTHIMH CJIOBAMHU
: MmoHorpacdus / A. U. benoyce, B. A. Cononyxa. - Mocksa ; Bonoraa : Mndpa-Unxenepus,
2020. - 692 c. - ISBN 978-5-9729-0486-0. - Tekcr : osnextpoHHbiii. - URL:
https://znanium.com/catalog/product/1167736 (mata oOpamenusi: 31.08.2022). — Pexum
JOCTYMA: 1O MOIHUCKE.

benoyc, A.M. KubGepbe3omacHOCTh OOBEKTOB TOIJIMBHO-DHEPTETHYCCKOTO KOMILIEKCA.
Konnenmuu, MeToasl u cpeAcTBa obecrieueHus : npaktuieckoe mocooue / A. U. benoyc. -
Mocksa ; Bonoraa : Uadpa-Umxenepus, 2020. - 644 c. - ISBN 978-5-9729-0512-6. - Tekct
: anektponHbId. - URL: https://znanium.com/catalog/product/1167734 (nara obparienusi:
31.08.2022). — PesxuM aocTymna: 1o MOAIUCKE.

I'munckas, E.B. Uadopmaronnas 6e30macHOCTh KOHCTpYKIHii OBM u cuctem : ydeOHOE
nocobue / E. B. 'munckast, H. B. UnuBapus. - Mocksa : UHOPA-M, 2021. - 118 c. - (Bricmiee
obpazoBanue: Crnenuanuter). - ISBN 978-5-16-016536-3. - Tekcr : anekrponHsiid. - URL:
https://znanium.com/catalog/product/1178153 (mara oOpamenus: 31.08.2022). — Pexum
JOCTYTA: 1O TOITUCKE.

Kmumenko, U.C. MuadpopmannoHHas 0€30MacHOCTh M 3aliuTa HWHPOpMAIMUA: MOACIH W
MeTtoabl yrpasieHus : MoHorpadus / M.C. Kimumenko. — Mocksa : UHOPA-M, 2022. — 180
c. — (Hayunas mbiciip). — DOI 10.12737/monography 5d412{f13c0b88.75804464. - ISBN
978-5-16-015149-6. - Tekct : 3JIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1862651 (mara oOpamieHus: nata oOpaIieHus:
31.08.2022). — PexxuM gocTyna: mo MoJIIMHUCKe.

MoconoB, A.C. KoMmproTepHbIE TEXHOJIOTMM M METOJbl TPOEKTUpPOBaHUS B cdepe
6e3omacHoCTH : yueOHUK a7 By30B / A. C. Moconos, H. Y. Akunun. — Cankt-IletepOypr :
Jlanb, 2021. — 444 c. — ISBN 978-5-8114-8034-0. — Texcr : anexkTpoHHbIi // Jlaub :
anekTpoHHO-OnbOmoreynas cucrema. — URL: https://e.lanbook.com/book/183115 (mara
obpamienus: 31.08.2022). — Pexxum noctymna: it aBTOPH3. MOJIb30BATEICH.



6. Cprues, F0.H. 3amura nadopmarun u naGpopmarmonHas 6€30macHoCTh : yueOHoe nocoodue /
FO.H. CprueB. — MockBa : UTHOPA-M, 2022. — 201 c. — (Bricuiee obpa3oBanue:
bakanaspuar). — DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - TekcrT :
anekTpoHHbIH. - URL: https://znanium.com/catalog/product/1844364 (nara oOparieHus:
31.08.2022). — PexuM goctyna: mo moJrnucke.

5.2 DuekTpoHHBIe 00pa30BaTeIbHbIC PECYPCHI:

O Hoxymentsl IETF — urxeneproro coBera MaTepHeTAa. - http://www.ietf.org/rfc.html [Online]
(mata obpamenus: 31.08.2022).

6. CoBpeMeHHbIe TPpodeccHoHANbHBIE 0a3bl JaHHBIX U HHGOPMALMOHHBbIE CIIPABOYHbIE
CHCTEMBI:
Hanmonanwsnas snexrponnas oubnuorexa. URL: https://rusneb.ru/

7. JIuueH3noHHoe U CBOOOIHO PAacNpPoCTpPaHsieMoe MPOrpaMMHoe odecrnievyeHne, B TOM
4Kc/ie 0Te4eCTBEHHOT 0 MPOM3BOACTBA
MS Office, mmardopma 11 snekTponHoro odydenust Microsoft Teams.

8. Texnunyeckue cpeacTBa 1 MaTePUAJIbHO-TEXHHYECKOE 0O0ecriedeHue TN CIUTIIUHbI

MynsTuMenuitHass ydeOHash ayquTOpHUs s TPOBEACHHUS 3aHATHA JEKIIMOHHOTO THIA
OCHAIlleHa CIICAYIONIMMU TEXHUYECKHMHU CPeICTBAaMH 00y4YeHHUs U 000py1oBaHHEM: yueOHast MeOeb,
JOCKa ayauTOpHas, MYJIbTUMEIUWHOE MPOSKIIMOHHOE H  aKyCTUYeCcKoe 00OopyIOoBaHUE,
MEPCOHATIBHBIN KOMITBIOTED.

MyneTumenuiiHas ydeOHas ayAuTOpusi s MPOBEACHHUS 3aHITUA CEMHUHApCKOro THIA
OCHAIIICHA CJICTYIONTUMHU TEXHUUYECKUMU CPEACTBAMU O0YyUCHH U 000py0BaHUEM: yucOHast MeOeb,
J0CKa ayauTOpHas, MYJIbTUMEIUMHOE MPOEKIMOHHOE M  aKyCTU4Yeckoe 00OopyIoBaHUE,
MEPCOHAIIBHBIN KOMITBIOTED.
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dhopma oOyueHust ouHas
Cnenmanurer



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILINHBI (Moodyas): OIIK-12, 13

1.2. MHWHauKaTopbl [JAOCTH:KEHHS] KOMIIETEHIHIi, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

3ammTa KOPNOPATUBHLIX ceTel

B pe3ynprare nuzydeHuss JUCHUIUIMHBI CTYIEHT JTOJKEH
3HaTh:
*  OCHOBBI IPOEKTHUPOBAHUS U paObOTHI O€30MaCHBIX KOMMYTHPYEMBIX CETEH;
*  OpraHu3alMIoO U PaCIpOCTpaHEHUE BUPTYAIbHBIE JIOKAIbHBIC CETH;
* OCHOBBI 0€30MaCHON MapILIPYTHU3ALUU MEX]y CETMEHTAMH BHYTPU KaMITyCHOU CETH;
* OCHOBBI 0€30ITaCHOCTH KOMMYTHPYEMBIX CeTeil Ha ypoBHE pacnpenencuus (distribution);
*  OCHOBBI 0€30MTaCHOCTH KOMMYTHUPYEMBIX CETCH Ha YPOBHE J0CTyMa (access);
YMers:
* HacTpauBaTh NOPTHI KOMMyTaTopa i noakiatoueHuss WI-FI-touek nocryna;
* IIPOEKTHUPOBATH U HACTPaMBaTh MaplIpyTu3anuio Mexny VLAN;
*  YIOpaBJIATh OECIPOBOAHBIM KOTPOILIIEPOM;
* koH(urypuposats npotokossl FHRP;
* HacTpauBaTh NMPOTOKOJIBI Kiacca Spanning Tree;
* [PUMEHATh TEXHOJOTHU OTKA30yCTOMYMBOCTH, BBICOKON JOCTYMHOCTH W MOHHMTOPHHTA
0€30MacHOCTH KOMITbIOTEPHBIX CETEH.

2. CTpyKTYpa M TPYA0eMKOCTb TUCHHUIINHBI

Tabmnuma 1

Bun yuebnoit paboTbl Bcero uacos KoJ1-Bo yacoB B cemecTpe (aK.4.)

7 8
Oo0mas 3a4. el. 8 4 4
TPYA0eMKOCTh yac 288 144 144
N3 Hux:
Yacebl ayauTopHoii pa6oTsl (Bcero): | 124 64 60
Jlexnuu 62 32 30
[IpakTuueckue 3aHATHS 0 0 0
JlabopartopHubie / npaKkTUYecKue | 62 32 30
3aHSTHS 110 TOATPYIIaM
Yacbl BHEAYIMTOPHOIi padoThl, 164 80 84
BKJIIOYAS] KOHCYJILTAI[UH, HHYIO
KOHTAKTHYI0 padoTy u
CaMOCTOSITeILHYI0 PaboTy
o0y4aronuierocsi
Bux npomexytouyHoil — arrectanuu Huddepenuupo | Dx3ameH
(3aueT, nud. 3a4er, FK3aMeH) BaHHBIN 3a4eT

3. Coaep:xanue TUCHUIIMHBI
Tabnuua 2



Temaruka y4eOHBIX BCTpeu Buns! aynuropHoit Hroro
paboThl (B ak.vac.) ayIUTOPHBIX
aK.4acos I10
TeMe
) w
5 | -3
o | 2¢ 3
: | 28E
¢ E2z
= 2 8 £
= | & 5E ¢
5 | & |S8%
= = B B E
1 2 3 4 5 6
Yacos B 7 ceMecTpe 32 0 32 64
3anura KOprnopaTUBHBIX CETEH 32 0 32 64
1 Jlexuus 1. 3amura nporpamMm U JaHHBIX | 2 0 0 2
B KOMITBIOTEPHOW CETH
2 JlabopatopHnoe 3anarue 1. Hactpoiika 0 0 2 2
kaHaIbHBIX cpenbl B Cisco [0S
3 Jlexuus 2. Jlu3aiiH ceTH OPeIITPUSITHSL. 2 0 0 2
4 JlabopaTtopHoe 3anstue 2. Hactpotika 0 0 2 2
KaHaJIbHBIX cpeasl B Huawei VRP
5 Jlexmust 3. OcoOOEHHOCTH CETEBBIX 2 0 0 2
IIPUJIOKEHUN.
6 JlaboparopHoe 3ansitue 3. Policy Base 0 0 2 2
Routing B Cisco 10S
7 Jlexuus 4. KananbHble Cpebl. 2 0 0 2
8 JlaGopaTtopHnoe 3ansitue 4. Policy Base 0 0 2 2
Routing B Huawei VRP.
9 Jlexms 5. Mapmpyru3zanus B Cisco 10S. | 2 0 0 2
10 Jlaboparopnoe 3ausitue 5. Static Routing | 0 0 2 2
B Cisco 10S
11 Jlexnusg 6. CEF. Mexannu3mel 2 0 0 2
MaHUNYJISIUN MapIIpyTHON
uHpopmanuen.
12 JlaGopatopHnoe 3ansartue 6. Static Routing | 0 0 2 2
B Huawei VRP
13 Koncynpranus 1 0 0 0 0
14 Jlexums 7. Policy Base Routing. 2 0 0 2
15 Jlaboparopuoe 3ausitue 7. RIP B Cisco 0 0 2 2
10S
16 Jlexuus 8. Cratnyeckue MapmpyTsl aias | 2 0 0 2
IPv4 / IPv6
17 Jlaboparopuoe 3ansitue 8. RIP B Huawei | 0 0 2 2
VRP
18 Jlextust 9. OcoOOGEHHOCTH UCTIONB30BAaHUS | 2 0 0 2
cTaTUYECKUX MapmpytoB st [Pv4 / [Pv6
19 JlaGopaTopHoe 3ansTHE 9. 0 0 2 2
Konduryparus 6e3omnacHoii paboTs
npotokona EIGRP B kinaccuueckom
(Classic Mode) pexxume




20 Jlexnus 10. Buasl craTH4eckux 2 0 0 2
MapIIpyTOB

21 JlaGoparopHnoe 3ansarue 10. 0 0 2 2
Koudurypamus 6e3onacHoit paboTs
nporokoia EIGRP B umenoBannom
pexume (Named Mode).

22 Jlexuus 11. BapuanTsl npuMeHeHUs 2 0 0 2
CcTaTUYECKUX MapmpytoB st [Pv4 / [Pv6

23 Jlaboparopuoe 3ausitue 11. OSPFv2 / 0 0 2 2
OSPFv3 B Cisco 10S

24 KoHncynpranus 2 0 0 0 0

25 Jleknus 12. 3ammra nporokosia RIP 2 0 0 2

26 JlabopaTtopnoe 3ansitue 12. OSPFv2 / 0 0 2 2
OSPFv3 B Huawei VRP

27 Jlexuus 13. EIGRP RTP 2 0 0 2

28 Jlaboparopuoe 3ansitue 13. BGP B Cisco | 0 0 2 2
10S.

29 Jlexuus 14. Manunynsuuu ¢ 2 0 0 2
mapuipyramu B EIGRP

30 JlaboparopHoe 3ausitue 14. Pabora ¢ 0 0 2 2
atpudyramu BGP B Cisco I0OS

31 Jlexuwus 15. Pacmmpennsiii pyHkimonan | 2 0 0 2
ayreHTudukauu B EIGRP Named Mode

32 JlaboparopHoe 3ausitue 15. Pabora ¢ 0 0 2 2
atpudyramu BGP B Huawei VRP

33 Jleknus 16. 3ammra nporokosa OSPF 2 0 0 2

34 JlaboparopHoe 3ansitue 16. Hactpoiika 0 0 2 2
BGP AF-Mode

35 Koncynpranus 3 0 0 0 0

36 3aveT N0 AUCIUILINHE 0 0 0 0
Yacos B 8 cemecTpe 30 0 30 60
3anura KOprnopaTUBHBIX CETEe 30 0 30 60

1 Jlexuus 1. OSPFv2 LSDB 2 0 0 2

2 JlaGopatopnoe 3anarue 1. DHCPv4 B 0 0 2 2
Cisco 10S

3 Jlexuus 2. MaHUDyIsuy ¢ Mapuipyramu | 2 0 0 2
B OSPFv2

4 JlaboparopHuoe 3ausitue 2. DHCPv4 B 0 0 2 2
Huawei VRP

5 Jlexuus 3. [lugpoBanre MapuipyTHOM 2 0 0 2
nHpopmanuu IPSEC B mpoTokose
OSPFv3

6 Jlabopatopnoe 3anstue 3. DHCPv6 B 0 0 2 2
Cisco 10S

7 Jleknusa 4. IlogkaroyeHue cetu 2 0 0 2
npennpusaTs K cetu UHTepHeT ¢
HCIIOJIb30BaHneM npoTtokosna BGP

8 Jlabopatopnoe 3anstue 4. DHCPv6 B 0 0 2 2
Huawei VRP

9 Koncynpranus 1 0 0 0 0




10 Jlekuus 5. bezomacHocTs ceTn 2 0 0 2
NPEINPUSATHS B CTHIKAX C CETHIO
HNutepHer

11 JlabGopaTtopnoe 3ansitue 5. DNS B Cisco | 0 0 2 2
10S

12 Jlexums 6. Atpubyret BGP 2 0 0 2

13 JlaGoparopnoe 3ansatue 6. DNS B 0 0 2 2
Huawei VRP

14 Jlexuus 7. 3amuTa OCHOBHBIX CEPBUCOB | 2 0 0 2
CETH PEATPUSITHS

15 JlaboparopHuoe 3anstue 7. SSH B Cisco 0 0 2 2
10S

16 Koncynpramus 2 0 0 0 0

17 Jlextus 8. BGP AF-Mode 2 0 0 2

18 JlabGopatopnoe 3anstue 8. SSH B Huawei | 0 0 2 2
VRP

19 Jlekuus 9. [IpoTOKOIBI TUHAMUYECKOM 2 0 0 2
koHpurypauuu xocta DHCPv4 /
DHCPv6

20 JlaboparopHoe 3anstue 9. Hacrpotika 0 0 2 2
aBTOKOH(HUTYpAIFK XOCTOB C
texnosnorueit SLAAC u DHCPv6

21 Jlexmms 10. Cnyx6a JOMEHHBIX UMEH 2 0 0 2
DNS

22 Jlab6opatopnoe 3ansitue 10. TFTP B 0 0 2 2
Cisco 10S

23 Jlexuus 11. IlpoTokon yaaneHHOro 2 0 0 2
ynpasienus SSH

24 JlaGoparopuoe 3ansarue 11. TFTP B 0 0 2 2
Huawei VRP

25 Koncynpranus 3 0 0 0 0

26 Jlekuusg 12. 3ammra nepegaBaeMbIx Mo 2 0 0 2
CETH JTaHHBIX

27 Jlab6opatopnoe 3ansitue 12. FTP B Cisco | 0 0 2 2
10S

28 Jlexuus 13. ITpocToil mpoTOKOI 2 0 0 2
nepenaun daitnos TFTP

29 JlaGopatopnoe 3ansitue 13. FTP B 0 0 2 2
Huawei VRP

30 Jlexuus 14. Ayrentudukanus u 2 0 0 2
apTopu3anus B npotokosue FTP

31 Jlaboparopuoe 3ansitue 14. SCP B Cisco | 0 0 2 2
10S

32 Jlexuus 15. udpoanue tpapuka 2 0 0 2
npoTokoiaom SCP

33 Jlaboparopuoe 3ansitue 15. SCP B 0 0 2 2
Huawei VRP

34 Koncynpranus 4 0 0 0 0

35 DK3aMeH 0 0 0 0
Wroro (ak.gacoB) 62 0 62 124




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MOJIyYEHHOM M0 UTOTaM TEKYIIEro KOHTPOJISL B CEMECTpPE, MPOXOIAT MPOMEKYTOUHYIO aTTECTAIMIO B
dopme mud. 3auera B 7 cemectpe, B popMe 3K3aMeHa B 8 ceMecTpe.
[Ipu npoBegeHMM NPOMEXKYTOYHOW AaTTECTAllMM pE3yibTaThl, MOJyYEHHBbIE OO0y4aromumcs B
ceMecTpe, MepeBosATcsS B (opMar TPaJUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— 60 6ayI0B M MEHEe — «HEYJJOBJICTBOPUTEIBHOY;

—otT 61 1o 75 6ayIOB — «yIOBIETBOPHUTEILHOY;

— 0T 76 10 90 GaIoB — «XOPOIION;

— 01 91 go 100 6ayI0B — KOTIUYHOY.

5. YueOHO-MeTOAMYeCKOEe U MH(OPMAIIMOHHOE O0ecTieYeHre JUCHMIITTHHBI

5.1 Jluteparypa:

1. TexHoOrMM 3aUTH HH(POPMALIMK B KOMIIBIOTEPHBIX CeTAX : yueOHoe nocobue / H. A. PyneHkos,
A. B. IIponerapckuii, E. B. Cmupnosa, A. M. CypoBoB. — 2-e u3a. — Mocksa : UHTYUT, 2016.
— 368 c.— Texkcr : anekrponHslit / Jlaup : 31ekTpoHHO-OMOIMOTeuHast cucrema. — URL:
https://e.lanbook.com/book/100522 (mara oOpamenus: 15.05.2020). — Pexum ngoctyma: s
aBTOPU3. IIOJI30BATEIICH.

2. Kuses, B. . bezonacnocTs nHGOpMAIIMOHHBIX CHCTEM : yueOHoe rmocobue / B. U. Kuses, O. H.
I'pannuun. — 2-¢ u3n. — Mocksa : UHTYUT, 2016. — 191 c. — Texkcr : anexkTpoHHbIH // Jlans :
3JeKTpoHHO-0nOmoTedHas cuctema. — URL: https://e.lanbook.com/book/100580 (maTta
obpamienus: 15.05.2020). — Pexxum poctyma: it aBTOpU3. MOJIB30BaTEICH.

3. Omudep, B. I'. OcHOBEHI ceTeil nepenayn faHHbIX : yueOHoe mocooue / B. I'. Onmudep, H. A.
Omudep. — 2-e m3a. — Mocksa : UHTYUT, 2016. — 219 c. — Tekcr : anekTpoHHbI // JIaHb :
3JeKTpoHHO-0nOmoTeyHas cuctema. — URL: https://e.lanbook.com/book/100346 (naTta
obpamienus: 15.05.2020). — Pexxum noctyma: 11t aBTOpU3. MOJIB30BaTEICH.

4. ITocTpoeHre KOMMYTHPYEMBIX KOMITBIOTEPHBIX ceTel : yueoHoe rmocodue / E. B. Cmupnosa, U. B.
backakos, A. B. [Iponerapckuii, P. A. ®enotoB. — 2-e uzn. — Mocksa : UHTYUT, 2016. — 428
c.— Tekcr: onextpoHHsii// Jlamp : 2nmeKTpoHHO-OMOIMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/100370 (mata oOpamenus: 15.05.2020). — Pexum pgocryma: s

aBTOPU3. N10JIb30BaTEIEH.

5.2 DuekTpoHHbIE 00pa3oBaTebHbIE PECYPChI:
— MITRE ATT&CK. https://attack.mitre.org/
— bBank maHHBIX yrpo3 O0e3onacHocTd uHMGOpMaruu. https://bdu.fstec.ru/vul

6. CoBpemeHHble MpodeccHOHATBLHbIE 0a3bl JAHHBIX M HH(OPMAINMOHHBLIE CHPABOYHBIE
CHCTEMBI:
ba3sl jaHHBIX

o Institute of Electrical and Electronics Engineers, Inc (IEEE)

https://ieeexplore.ieee.org/Xplore/home.jsp?reload=true

e MEXBY30BCKAS DJIEKTPOHHASI BUBJIMOTEKA (M3B) https://icdlib.nspu.ru/

e HAIMOHAJIbHAA DJIEKTPOHHAA BUBJIMOTEKA https://rusneb.ru/

e CmnpaBoynas npaBoBas cuctema Koncynprantlloc http://www.consultant.ru/

7. JIueH3MoHHOEe W CBOOOJHO PAacCHpOCTPaHsieMoe NMPOrpaMMHOe ofecnevyeHue, B TOM 4YHUCJIe
0TeYeCcTBEHHOI0 MPOM3BO/ICTBA

e MS Windows 10

e MS Office,



e Oracle Virtual Box
e GNS3
e turatdopMma JIsl NEKTPOHHOTO 00yueHus Microsoft Teams.

8. Texnuveckue cpeacTBAa U MATEPUATBHO-TEXHNYECKOE o0ecreuyeHue TUCIUILTUHBI
MynbpTuMeaniinas yueOHast ayIuTOpHs Ul TPOBEACHUS 3aHATHI J1a00paTOpHOTo TUMA
OCHAIIICHA CIEAYIONIMMHU TEXHUYECKUMHU CPEICTBAaMU OOYICHHS U 000pyA0BaHUEM: yaeOHas
MeOeIb, T0CKa ayTUTOpHAs, MYJIbTHMEIUHHOE MPOSKIIMOHHOE U aKyCTHYECKOE 000pyI0BaHUE,
MEePCOHAIIbHBIA KOMITBIOTED.
KOMHBIOTGprIﬁ KJIaCC C BBIXOJAOM B MHTCPHCT.



®r'AOY BO «TFOMEHCKMI I'OCY JAPCTBEHHbII YHUBEPCUTET»

YTBEPXJIEHO

3amecturens qupekropa MMKH
ITepeBanoa M.H.
PA3PABOTYHUK(N)
Huccenbaym O.B.

Hanmenopanue mucrrumnbl Kpunrorpagudeckue mpoToOKOIIbI
Pabouas nmporpamma
1u1st o0ydaromuxcs 1mo crenuanbHocTu 10.05.03 NUadopmannonHas 6€301macHOCTh
ABTOMATHU3HPOBAHHBIX CHCTEM
Criennanm3anusi: be3onacHOCTh OTKPBITHIX HH(POPMAIIMOHHBIX CUCTEM
YpoBeHb BhICIIET0 00pa30BaHUs: CIICITHAIATET
dhopma oOyueHust ouHas



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. KommereHuuu o00y4arouierocs,
AMCUMILIUHBI (Mooyas): OIIK-10

1.2. HWHaukaTtopsl JOCTHKEHHS
pe3yJbTaTamMu 00y4eHus :

Kpunrorpadpudeckue npoToKoJibl

3HaTh:

KOMIIETEHI[H i,

COOTHECCHHbIC

*  OCHOBHBIE TUIIBI KPUIITOTPAPUUECKUX IPOTOKOJIOB U UX CBOWCTBA;

* Kpunrorpaduyeckue CTaHJapThl;

dopmupyembie B pe3yJabTare OCBOEHHSI JAHHOM

¢ IUIaHWMPYeMbIMH

*  THUIOBbIE KpUNTOrpaduyecKue MPOTOKOIbl U OCHOBHBIE TPEOOBAHUS K HUM;

* OCHOBHBIEC CXeMbI ITU(GPOBOI MOIIINCH;
*  TMPOTOKOJIbI HICHTU(DUKAIINH;

¢ HPOTOKOJIBI MEpCaavun U pacupCACICHUA KJIIO‘-IGI\/'I;

YMETb:

¢ HCIOJIb30BATb CUMMCTPUYHBIC U ACUMMCTPHUYHBIC H_II/I(l)pBI CHUCTCMBbI U1 TOCTPOCHU A

KpUNTOrpapuuecKux MpoTOKOJIOB;

* (QopmynupoBaTh CBOMCTBa 6€30MACHOCTH KPUNTOrpapUUECKUX MPOTOKOJIOB;
* IPOBOJWTH CPABHUTEIHHBIN aHATIH3 KPUNTOTPAPHUIECKUX TPOTOKOJIOB, PEIIAOIINX

CXOAHBIC 3aJa4u,
BJIaACTh:

* Kpunrorpadu4eckoil TepMHUHOJIOTHUEIH;

*  HaBBIKaMH IPOTPAMMHOM peann3anuy KPUITorpaguIeckux MpOTOKOJIOB;
*  HaBBIKaMH OIICHKH 3()()EeKTUBHOCTH MPOTOKOJIA;
*  CHOCOOHOCTBIO YNTATh M MOHUMATh HAYYHYIO U HHKCHEPHO-TEXHHUYECKYIO JIUTEPATYPY T10
KPUNTOrpagpuuecKUM MPOTOKOIAM, B TOM YHCIIC Ha aHTIIMICKOM SI3BIKE;
*  POCTEHIIMMHM MOAXOIAMH K aHAIN3y 0€30IMaCHOCTH KPUIITOrpaguIecKuX MPOTOKOIOB.

2. CTpyKTYypa U TPYA0EMKOCTh JUCUMILJIHHBI

Ta6muna 1
Bun yae6HO# paboThI Bcero yacos Kox-Bo yacos B
cemecTpe (aK.4.)
8
Oo0mas 3a4. efl. 4 4
TPYA0EMKOCTh qac 144 144
N3 Hux:
Yacbl ayiuTopHoi padoThl (BCero): 60 60
Jlexuun 30 30
[IpakTHueckue 3aHsATHs 30 30
Jlaboparopuple / mpakTHueckue 3aHATHSA 10 | 0 0
MOATpyIIIaM




Yacol BHeayIMTOPHOMH padoThl, BKJIIOYas 84 84

KOHCYJIbTAllHH, HHYI0 KOHTAKTHYIO padoTy U

CaMOCTOSITEJIbHYIO padoTy 00y4aromerocs

Bua npomexxyrounoit arrecranmm (3a4eT, qud. JudbdepennrpoBann

3a4eT, HK3aMEH)

BbIN 3aYET




3. Conep:kaHue QM CHUATIINHbBI

Tabmuna 2
No TemaTtnka yuyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.uac.) ayIUTOPHBIX
aK.4acoB 10
TeMe
= 2
= ¥
5 | - Z
° | 293
_ |2 |gez
= s 2 E =
= X o
5 | & |§&g
= = B EE
1 2 3 4 5 6
Yacos B 8 cemecTpe 30 30 0 60
Kpunrorpaduueckue npoToKOIbI 30 30 0 60
1 Beenenue B kpunrorpaduueckue 2 0 0 2
MIPOTOKOJIBI
2 Beenenue B kpunrorpaduueckue 0 2 0 2
MIPOTOKOJIBI
3 I{udposbie moanucu obmero HazHaueHus | 2 0 0 2
4 Hudpossie moamnucu odmIero 0 2 0 2
Ha3HAYCHMUSI.
5 DIIMNTHYECKUE KPUBBIE. 2 0 0 2
6 DIIMNTHYECKUE KPUBBIE. 0 2 0 2
7 [{udpoBbie moanucH Ha SJUTMNTHICCKON | 2 0 0 2
KPUBOM.
8 [Hudposbie noanucu Ha umnTudeckon | 0 2 0 2
KPUBOM.
9 [{udpoBbie moanucH CrenuagTbHOTO 2 0 0 2
HazHayeHus. KoJuleKTHBHAS TOINCH.
Cnenast DOAIINUCE.
10 HudpoBbie NOAINCH CHIEIUATBHOTO 0 2 0 2
Ha3HAYCHMUSI.
11 HudpoBbie NOAINCH CHIEIUATBHOTO 2 0 0 2
HazHayeHus. [loanuck co CKphITHIM
ka”asioM. Heorpunaemast moanuce.
12 CgoiicTBa TU(GPOBBIX MOAMHKCEH. 0 2 0 2
13 [IpuBs3ka Kk OUTY U DJIEKTPOHHAS 2 0 0 2
XKepeObeBKa.
14 DJIeKTpOHHAs KepeObEeBKaA. 0 2 0 2
15 Pasnenenue cekpera. 2 0 0 2
16 Paznenenue cekpera. 0 2 0 2
17 KoHdunennmanbHpie BEIYUCICHUS. 2 0 0 2
18 KondunennmaibHbie BEIYUCICHHS. 0 2 0 2
19 ITokep no tenedony. 2 0 0 2
20 [Tokep o Tenedony. 0 2 0 2
21 Wnentudukanus u ayreHTHDUKAITH. 2 0 0 2




22 Wnentudukanus u ayreHTHQUKaLus. 0 2 0 2
23 [TpoTOKOBI HICHTU(PUKALIUK C HYJIEBBIM | 2 0 0 2
pasriIalleHUEM.
24 YnpaBieHue KI4YaMH. 0 2 0 2
25 DNEeKTpOHHAas MOHETA. 2 0 0 2
26 DJIEKTPOHHAsI MOHETA. 0 2 0 2
27 Y1paBieHue KIIOYaMH. 2 0 0 2
28 DJeKTPOHHBIE BEIOOPBI. 0 2 0 2
29 NHppacTpyKkTypa OTKPBITBIX KIIOYEH. 2 0 0 2
[IpuknanHble ceTeBble IPOTOKOIIBI.
30 IIpuknagHbie ceTeBbIE MPOTOKOJIbI 0 2 0 2
31 Koncynpranus 0 0 0 0
32 Koncynpranus 0 0 0 0
33 JuddepeHpoBaHHbIN 3a4eT 0 0 0 0
Wroro (ak.uacoB) 3 3 0 60




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
dopme ycTHOTO MU HEPEeHIIIPOBAHHOTO 3a4eTa.
[lpy mpoBeACHWH NPOMEKYTOUHOW AaTTECTAI[MH pPE3YJbTAThl, IOJyYeHHBbIE OOyJaromUMCs B
ceMecTpe, MepeBosATcsS B (opMar TPaJUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— ot 0 1o 60 0a/I0B — «HE 3aYTECHOY;

— 0T 61 go 100 0ayIoB — «3aYTEHOY.

— 60 6aT0B M MEHEEe — «HEYIOBICTBOPUTEIHHOY;
— ot 61 10 75 GannoB — «yJOBIETBOPUTEIBHO;
— ot 76 1o 90 6aJIOB — «XOPOIIIOY;

— ot 91 1o 100 GaIoB — «OTIIUYHOY.

5. Y4eboHo-MeTOoaMUYeCcKOe M HH(POPMALMOHHOE 0O0ecnieYeHHe U CHMILTUHBI

5.1 JIuteparypa:
OcHoBHas1 JiuTEpaTypa:

1. Kpunrorpaduueckas 3ammura uHbopmaruu: yued. mocodue / C.O. Kpamapos, O.1O.
MurtscoBa, C.B. Cokonos [u ap.]; mox pen. mpod. C.O. Kpamaposa. — M.: PUOP: UHOPA-M, 2018.
— 321 c¢. — (Beicmmee o6OpaszoBanme). — DOI: https://doi.org/10.12737/1716-6. URL.:
http://znanium.com/catalog/product/901659 (30.10.2022)

2. Kpunrorpadpuueckue meroapl 3ammuThl wHGopManuu. Tom 3: YdeOHO-MeTOmUUECKOE
nocobue / A.B. babam. - 2-¢ uza. - M.: U1l PUOP: HUL] UH®PA-M, 2014. - 216 c.: 60x88 1/8. -
(Bricmiee oopazoBanue: bakamaBpuar). ISBN 978-5-369-01304-5. [ Dnektponnsrit pecypc]. — URL:
http://znanium.com/catalog/product/432654 (30.10.2022)

JlomoJHUTeIbHAA JINTepaTypa:

1. Huccenbaym, O. B. Kpunrorpaduyeckre NpOTOKONBL: J1AOOPATOPHBINA MPAKTHKYM:
y4eOHO-METOIMUECKOe TocoOue I CTYICHTOB criennanbHocTel "KommnbioTepHas 6e30nacHOCTh" 1
"Undopmannonnas 0Oe3onacHOCTh aBToMaTu3upoBaHHbIX cuctem'"/ O.B. Hwuccenbaym, H.B.
[TonsikoB; TroM. roc. yH-T. - Ttomens: U3a-Bo TromI['Y, 2012. - 40 c.

2. Topcreitacon, I1. Kpunrorpadus u 6e3onacHocts B TexHoioruu .NET [DnekrpoHHbIN
pecypc] / I1. Topcreitacon, I'.A. I"anemnr; nep. ¢ anri. - 2-¢ u3a. (311.). - M.: BUHOM. JlaGopartopust
3Hanu#, 2013. - 480 c.: wi. - (Ilporpammucty). - ISBN 978-5-9963-1345- 7. - Pexum pocryna:
http://znanium.com/catalog/product/478090 (30.10.2022)

3. Beenenue B kpunrorpaduro. Kypc nexuuii / B.A. PomaHnbkoB. — 2-€ U3/., UCTIP. U JOI. —
M.. ®OPYM: HH®PA-M, 2018. — 240 c. — (Beicmee oOpa3oBanue: bakamaBpuar).
[Dnextponnsiii pecypc] — URL: http://znanium.com/catalog/product/924700 (30.10.2022)

5.2 DuekTpoHHBIE 00pa30BaTe/IbHbIC PECYPChI:

- BY30BCKHE 3JIEKTPOHHO-OMOIMOTEYHbIE CUCTEMBI YU€OHON JIUTEPATYPHI.

- IOCTYT K OTKPBITBIM 0a3aM IUTUPOBAHUA, B T.4. springer.com, scholar.google.com, math-net.ru

- A. Menezes, P. van Oorschort, S. Vanstone, Handbook of Applied Cryptography — CRC Press
Inc., 5" Printing, 2001 [On-line] http://www.cacr.uwaterloo.ca/hac/

- http://www.ietf.org/rfc.html [On-line] - noxyments! IETF — urxenepuoro coera MHrepHera.



6. CoBpemeHnHble mnpodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALUOHHbIE CIPABOYHbIE
CHCTEMBbI:
- Www.iacr.org — pecypc MexayHapoIHOT0 KOHCOpLIMYMa KPUNTOrpaduyecKuX UCCiae10BaHui

7. JIunieH3MOHHOE ¥ CBOOOJHO pPacNpoOCTpaHsieMoe NMPOrpaMMHOe olecrnieyeHue, B TOM YHCJIe
0Te4YeCTBEHHOI0 MPOM3BO/ICTBA

MS Office, mmardgopma s snekTpoHHoro ooydenust Microsoft Teams.

Visual Studio mmu npyras IDE.

8. TexHuveckue cpeacTBA U MATEPUATBHO-TEXHNYECKOE o0ecrevyeHue TUCIUITUHbI

MyneTuMenniiHas ydeOHast ayTuTOpus JJIsl IPOBEICHUS 3aHATHN JICKIIMOHHOTO THUIIA OCHAICHA
CJICAYIONIMMU TEXHHUUYECKUMH CPEJCTBaMU OOydeHHUs M o0OpyaoBaHHeM: yyeOHas MeOenb, JocKa
ayAWTOpHAs, MYJIbTHMEAWHHOE TMPOEKIMOHHOE M aKyCTHYecKoe 00OpyI0BaHHE, MEPCOHATBHBIN
KOMITBIOTED.

MynbsTuMeauiiHas yyeOHasi ayauToOpus Ui IPOBEICHUs 3aHATUN J1a00OpaTOpHOTO TUMA OCHAICHA
CIICMYIOIMMHA TEXHUYECKUMH CpeACTBaMU OOy4YeHHS M 00OpyIOBaHHMEM: ydeOHas mebenb, JocKa
ayIUTOPHAs, IIEPCOHAIIbHBIN KOMIIBIOTED.

Aynuropust JUisi caMOCTOATEIbHONW pabOThl OCHAIEHA CIEAYIOUIUMHU TEXHUYECKUMHU CPEACTBAMHU
00ydeHust 1 000pyIOoBaHUEM: yueOHast MeOelb, JOCKa ayIUTOPHAs, IEPCOHATLHBIE KOMITBIOTEPHI.



®r'AOY BO «TFOMEHCKMI I'OCY JAPCTBEHHbII YHUBEPCUTET»

YTBEPXIEHO

3amecturens nupekropa MUMuKH
M.H. IlepeBanoBa
PA3PABOTUYHK

T.N. ITarocoBa

METO/IbI U CPEJICTBA UICKYCCTBEHHOI'O MHTEJIJIEKTA B UH®OPMAILIMOHHOMN
BE3OITACHOCTH
Pabouast mporpamma
JIIsL 06y11a101u1/1xca II0 ClICIUaJIbHOCTHU
10.05.03. MadopmanronHast 6€30MacHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM
cnennanu3anus «be3onacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CUCTEMY
dhopma oOyueHust ouHas



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (Mooyas): OIIK-8

1.2. MWuHaukaTopbl [JAOCTH:KEHHS KOMIIETEHIHii, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

3HaTh:

1) OcHOBHBIC HAaNIPaBIIEHUsI IPUMEHEHUS HICKYCCTBEHHOTO MHTEJIEKTa B HH(POPMAITMOHHOMN
0€e30MacHOCTH;

2) Twumsl 33724 MAIIMHHOTO O0y4YEHUS;

3) OcHOBHBIE AITOPUTMBI MOJIENIEH MAallTUHHOTO O0YYCHUSI.

YMers:

1) Bwibupars mogenu MO st perienus 3anad Ub;

2) IlpumeHATh MpPOTpaMMHBIE WHCTPYMEHTHI W OMOMHMOTEeKH ansa perieHus 3amad Ub ¢
MMOMOILBI0O MeTOI0B MO;

3) dopmupoBaTh AataceTsl 1 00ydeHus moaeneit MO;

4) OmnenuBath KauecTBo Mojeneir MO.

Bnaners:

1) Haeikamu moctpoenus u o0yuenus mojaeneid MO Ha si3pike Python ¢ ncnons3oBannem
oubmuorek NumPy, Keras, Tensorflow, Scikit-learn u ap.

2) HaBpikamu ¢GopMHpOBaHMsI 1aTacETOB JJII MAIIMHHOTO O0y4deHHUs (pa3MeTKa TEKCTOB,
HOpMAaJTH3aIusl, CTEMMUHT, KOJUPOBAHUE U TIP.)

3) HaBbikamu OIICHKHM Ka4yecTBa MOJIEJCH MAIIMHHOTO OOYYEeHHS C TOMOIIBI0O METPHK
(Matpuis! omuboK (confusion matrix), accuracy, precision, recall, F-meps1, AUC-ROC u

zp.).

2. CTpyKTYpa M TPYA0eMKOCTb TUCHHUIINHBI

Taomnuma 1
Bun yuebnoit paboTbl Bcero yacoB KoJu1-Bo yacos B
ceMecTpe (aK.4.)
10
Oo6mras 3a4. e]l. 4 4
TPYAOEMKOCTh qac 144 144
U3 Hux:
Yacsl ayiuTopHOii padoThl (Bcero): 60 60
Jlexun 30 30
[IpakTHueckue 3aHATHs 30 30
JlaGopaTtopuble / mpakTuueckue 3aHATHS 1O | 0 0
MOArpynnam
Yacol BHeayIMTOPHOM padoThl, BKJIIOYas 84 84
KOHCYJIbTALMHU, HHYI0 KOHTAKTHYI0 padoTy 1
CaMOCTOSITEJIbHYIO padoTy 00y4aromerocs
Bua npomexxyrouHoit arrecranmm (3a4eT, qud. JuddepennrpoBann
3a4eT, DK3aMEH) bIF 3a4eT




3. Conep:kaHue QM CHUATIINHbBI
Tabmuma 2

No TemaTtnka yuyeOHBIX BCTpEd Buasl aynutopHoi Hroro

paboThI (B ak.uac.) ayIUTOPHBIX

aK.4acoB 10
TeMe

JlabopatopHsbie /
MPAKTUYCCKUC 3aHATUA
10 OATPYIIIIaM

»~ | IIpakTnyeckue 3aHATHS

1 2
Yacos B 10 cemecTpe 3
MeTo/1bl U CpPEZICTBA UCKYCCTBEHHOTO 30
WHTEJUIEKTa B HH()OPMAIHOHHON
0e30MmacHOCTH

1 JlekunonHoe 3anstue 1 2 0 0 2
00630p Haubonee akTyanbHbIX 3a1a4 1b,
pelreHre KOTOPBIX Mpeoaraet
MPUMEHEHHUE METOJIOB MAITUHHOTO
00ydeHus (3a1a4l KOMIIBIOTEPHOTO
3peHUs U MAIIMHHOTO CTyXa,
0OHapy>XCHHSI aHOMAJIUHA B CETEBOU
AKTUBHOCTH, POTHO3UPOBAHUE aTaAK U
Jp.).

2 IIpakTnueckoe 3ansaTue 1 0 2 0 2
3HaKOMCTBO C TPOrPaMMHBIMH
WHCTPYMEHTAMH U OMOTHOTEKaMHU IS
peuenus 3aaad b ¢ moMonipo MeTog0B
MO (NumPy, Keras, Tensorflow, Scikit-
learn u np.).

3 CamocrosiTesbHast padoTa 0 0 0 0
YTeHne OCHOBHOU U JONMOJHUTEILHON
JTUTEPaTyphl, padoTa ¢ KOHCTIEKTOM
JICKITIH.

4 JleknimonHoe 3ansitue 2 2 0 0 2
3agaun MaIIMHHOTO o0y4eHHsI
(xnaccuduxanmm, KJIAaCTEpPU3aLIUH,
BOCCTAaHOBJICHHUSI ~ PErPECCHU,  IOHMCKa
ACCOIMATUBHBIX MPABWII U TIP.).

5 IIpakTuyeckoe 3ansaTHE 2 0 2 0 2
0630p naraceros o Ub ans o0ydenus
moaenerr MO (Netresec (PCAP), KDD
Cup 1999, Web Attack Payloads,
DARPA IDS Dataset, Stratosphere IPS
Dataset, Aktaion (Bro, phishing,
ransomware u 1p.), Malicious URL

V)]
(@)

(8]
()
)
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60
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Dataset (Sysnet), Malware Training set,
Ember (ns malware), NSA CDX).

CamocrosiTesbHast padoTa

YTeHre OCHOBHOU U JONMOJHUTEILHON
JTUTEPaTyphl, padoTa ¢ KOHCTICKTOM
JICKIINH.

JleknmonHoe 3ansitue 3

0630p arak Ha moxenu MO (DeepFool,
One pixel, FGSM, JSMA, Adversarial
aTaka u Jip.)

IIpakTHyeckoe 3ansTHe 3

[ToaroToBka cpeast PyCharm, yctanoBka
HEOOXOAUMBIX JUIS JalbHeHei padboTsl
OuOJIMOTEK, MPOBEPKA HACTPOCK.

CamocrosiTesbHast padoTa

YTeHne OCHOBHOU U JONMOJIHUTEILHON
JTUTEpaTyphl, padoTa ¢ KOHCTICKTOM
JICKIINH.

10

JleknuonHoe 3ansitue 4

0O0630p METOIOB 3aIIUTHI OT aTak Ha
Mozaenu MO (ananu3
nudepeHITMPOBAaHHOTO BO3ICHCTBUSA,
oOHapyXeHHe aHOMAIIU, BT IAIUS
BXOAHBIX JaHHBIX, RONI (Reject on
negative impact), KNHT (Keyed Non-
parametric Hypothesis Tests), KoHTpoJb
BEpCHI1 U Ip.).

11

IIpakTnyeckoe 3ansiTue 4

3HakoMcTBO ¢ OubmmoTexoit OpenCV
(mpuMeHeHue MOTyJIEH ISl BRITIOJTHEHUS
MaTeMaTHYECKUX orepanuid, 00paboTKu
n300pakeHuit u Buaeo, 3D-
MOJICJIUPOBAHUS).

12

CamocrosiTesbHast padoTa

YreHne 0OCHOBHOM M JJOMOJHUTEIBHOMN
JUTEPATYpHI, paboTa ¢ KOHCIIEKTOM
JICKITUH.

13

JIeKIIMOHHOE 3aHATHE 5

OcHosHble 3agaun MO: 3amaua
KIIacCU(UKALIUH, KJIacTepU3alln,
BOCCTAHOBJIEHUS PETPECCUH, TOUCKA
aACCOLIMAaTUBHBIX HpaBI/I.H.

14

IIpakTuyeckoe 3ansiTue 5
Ioctpoenue knaccudukaropa s
0OHapy>XeHHS BTOP)KEHUH U
pacro3HaBaHMs aTak Ha OCHOBE Habopa
nanabix KDD99 (onmcanwne u
MOCTAaHOBKA 3a/1a4un).

15

CamocrosiTesibHast padora

YreHne 0OCHOBHOM M JJOMOJHUTEIBHOM
JUTEPATYpPHI, paboTa ¢ KOHCIIEKTOM
JICKITUH.




16

JlekumonHoe 3ansiTue 6

0O0630p OCHOBHBIX METOJIOB PEIICHUS
3ana4 MO: nepeBo NpUHATHS PELLIEHUH,
METO/] HAMMEHBIINX KBAJAPATOB, METOJ
OIOPHBIX BEKTOPOB, HCKYCCTBEHHbBIE
HEUPOHHBIE CETH.

17

IIpakTH4eckoe 3aHsATHE 6
[Toctpoenue knaccudukaTopa asis
oOHapyXeHHs BTOPKCHUN U
pacro3HaBaHUs aTak Ha OCHOBE Habopa
nanubix KDD99 (peanuzanus u
CPaBHMUTEbHBIN aHAINU3 PE3yJIbTaTOB Ha
6a3e anroputmoB K-NN, SVDD,
OCSVM).

18

CamocrosiTesbHast padoTa

YTeHne OCHOBHOU U JONMOJIHUTEILHON
JTUTEPaTyphl, padoTa ¢ KOHCTICKTOM
JICKIINH.

19

JlekninoHHoe 3aHsiTHe 7
BBeneHne B TEOpUIO HCKYCCTBEHHBIX
HEHUPOHHBIX CETEH.

20

IIpakTnyeckoe 3ansiTue 7

0O0630p OCHOBHBIX (PYHKIHI 1
BO3MOKHOCTeH 0nbamorek TensorFlow,
Keras, NumPy.

21

CamocrosiTesibHast padoTa

YreHne 0OCHOBHOM M JJOMOJHUTEIBHOM
JUTEPATYpPHI, paboTa ¢ KOHCIIEKTOM
JICKITUH.

22

Jleknuonunoe 3ansaTue 8

AHanu3 U OlleHKa KauyecTBa 00yYCHUS
HEUPOHHOW CETH C TOMOIIBIO METPHUK.
[onsartus oGyvaromieil, MpOBEPOUHOM U
TecTOBOM BbIOOPOK. [Ipobnema
nepeoOyIeHHsI MOJICITH.

23

IIpakTnyeckoe 3ansiTue 8
Peanuzanus MHOrociaoiMHOTO
MepIEnTPOHA C TTOMOIIBIO OMOTHOTEK
TensorFlow, Keras, NumPy nns
pelIeHns 3a1a4u ayTeHTU(PUKAIUU
CyOBEeKTa MO MOJIITUCH.

24

CamocrosiTesbHast padoTa

YTeHne OCHOBHOU U JOMOJIHUTEILHON
JTUTEpaTyphl, padoTa ¢ KOHCTICKTOM
JICKIINH.

25

JlekniuonHoe 3ansitue 9
['panrieHTHBIN CITyCK. AJITOPUTM
00paTHOTO pacIpOCTPaAHEHHS OIIHOKH.

26

IIpakTuyeckoe 3ansiTue 9

OOydeHwne MOCTPOCHHON HeMpoceTeBOi
MOJIEITU C MTOMOIIBIO AITOPUTMA
00paTHOTO PACIPOCTPAHCHHUS ONTHOKH.




27

CamocrosiTesbHast padoTa

YTeHne OCHOBHOU U JOIMOJIHUTEILHON
JUTEPaTyphl, padoTa ¢ KOHCTICKTOM
JICKIINH.

28

Jleknuonnoe 3ansitue 10
Cgéprounsie HeliponHbie cet (CNN).
3anava pacno3HaBaHUs H300paKEHUH.

29

IIpakTnyeckoe 3ansaTue 10
Peanuzanus n o6yueHue cBEPTOUHOM
Herpocetn Ha 6asze nmaracera CIFAR-10.

30

CamocrosiTesbHast padoTa

YTeHne OCHOBHOU U JONMOJHUTEILHON
JTUTEPaTyphl, padoTa ¢ KOHCTIEKTOM
JICKIINH.

31

Jleknuonnoe 3ansitue 11

3HaKOMCTBO C T€HEpaTHUBHO-
cocts3arenbHbiMu ceTsiMu (GAN),
dbyakuusimu aktuBaruu ReLU u Leaky
ReLU.

32

IIpakTnyeckoe 3ansaTue 11
Peanuzauus 3agaun ayTeHTUUKATIH
CyOBEKTOB 10 T€OMETPUH JIHIIA C
IIOMOIIIBIO I‘eHepaTI/IBHO-COCT}ISaTG.HBHOI\/'I
HEUPOCETH.

33

Jleknuonnoe 3ansitue 12
ActiekTsl popMUpOBaHUS HAOOPOB
JTAHHBIX JIJIS MAIIUHHOTO 00YYCeHUS
(pa3meTka TeKCTOB, HOpMaJIU3allus,
CTCMMUHT, KOJUPOBAHUC U Hp)

34

IIpakTH4eckoe 3ansaTHe 12

Pa6oTa ¢ oubnmorexkamu beautifulsoup4,
Ixml, NLTK, scikit-learn, wordcloud,
Gensim, pymorphy?2 ayis 06paboTku
TEKCTOBOTO KOHTEHTA.

35

Jleknuonunoe 3ansarue 13

3ajaua MaIMHHOTO CITyXa.
AyTeHTu(dUKAIUA 10 TOJI0CY.
OrnpezenieHre 3HAYMMBIX XapaKTEPUCTUK
rosioca. ONTUMU3AIKS AITOPUTMA C
MOMOIIIBIO (QUIHTPOB THIUHEI U TIAY3.

36

IIpakTnyeckoe 3ansitue 13
Peanu3anus 3anaun ayTeHTUDUKAIH
YyeJIoBeKa MO roJIoCy C MOMOIIBIO
HEHPOCETeBOM MOJIETN 1 OUOINOTEK
Keras, Librosa, NumPy.

37

JleknmuoHHoe 3anaTue 14
CoBepIIeHCTBOBAaHUE MTPOIIECCOB
OOHapy>KEHHsI U PEIOTBPALICHHUS
BTOpXEHUI ¢ momotibio MO.

38

IIpakTHyeckoe 3ansaTHe 14
Peanu3zanust HelpoceTeBOro MOAYJs st
CHCTEMBbI OOHAPYKEHHsI BTOPKCHUI




(IDS) Snort (1eTeKTUpOBaHUE CETEBBIX
aTak).

39

JleknuonHoe 3ansitue 15
[Iporno3upoBanue aTak ¥ MPOAKTUBHBIN
nouck yrpo3 (Threat Hunting) c
MOMOIIbI0 MAIIMHHOTO O0YYEHHUSI.

40

IIpakTnueckoe 3ansTue 15
®dopmupoBanue Red Team crienapust
aTak C IOMOIIbIO HEHPOCETEBOIO
MoaenupoBanus Ha 6aze MITRE
ATTA&CK, IoC, CVE, CAR, SHIELD
Active Defense, Darknet-koHTeHTAa.

41

Koncynpranus

(e)

(e)

42

JuddepennmpoBannplii 3aueT

o

()

)

HToro (ak.uaco)

60




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
dopme nuddepennmponannbiit 3auet (10 cemectp).
[lpy mpoBeACHWH NPOMEKYTOUHOW AaTTECTAIMH PE3YJbTAThl, IOJyYeHHBIE OOyJaromUMCs B
ceMecTpe, MepeBosATcsS B (opMar TPaJUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— 60 6ayI0B M MEHEe — «HEYJJOBJICTBOPUTEIBHOY;

—otT 61 1o 75 6ayIOB — «yIOBIETBOPHUTEILHOY;

— 0T 76 10 90 GaIoB — «XOPOIION;

— 01 91 go 100 6ayI0B — KOTIUYHOY.

5. YueOHO-MeTOAMYeCKOEe U MH(OPMAIIMOHHOE O0ecTieYeHre JUCHMIITTHHBI
5.1 Jluteparypa:
OcHoBHas1 JuTEpaTypa

1. benoyc, A.N. Kubepopyxue u kudbepoezonacHocth. O CIIOKHBIX BelIaX MPOCTHIMH CIIOBAMH
: moHorpadus / A. U. benoyc, B. A. Cononyxa. - Mocksa ; Bonoraa : Ungpa-Uuxenepus,
2020. - 692 c. - ISBN 978-5-9729-0486-0. - Tekcr : osnektponHbid. - URL:
https://znanium.com/catalog/product/1167736 (mara oOpamenus: 31.08.2022). — Pexum
JOCTyTA: 10 TMOJMHUCKE.

2. Kemnexep, J. Hayka o nannbix: 6a3oBsiii kypc / Jbxon Kemnexep, bpennan Tupnu ; mep. ¢
aHri.. - Mocksa : Anenuna [labmumep, 2020. - 222 c. - ISBN 978-5-9614-3170-4. - Tekcr :
anexktpoHHbid. - URL: https://znanium.com/catalog/product/1221800 (mara oOparmieHus:
31.08.2022). — PexxuM pocTyma: 1o MOAMNKCKE.

3. Kmumenko, U.C. Undpopmannonnas Oe30macHOCTh M 3amuTa HHPOpPMALMU: MOAETH M
MeToabl yrpasieHus : MoHorpadus / U.C. Knumenko. — Mocksa : UTHOPA-M, 2022. — 180
c. — (Hayunas mpicib). — DOI 10.12737/monography 5d412{f13c0b88.75804464. - ISBN
978-5-16-015149-6. - Tekct : 3JIEKTPOHHBIMN. - URL:
https://znanium.com/catalog/product/1862651 (mara oOpamenus: npata oOpaleHUs:
31.08.2022). — Pexxum goctyna: mo MmoJIrcKe.

4. IlIpotompsxoHoB, A. B. Anroputmsl Data Science u ux mpaktudeckas peanu3anus Ha Python
: yuebHoe nocodue / A. B. IIporonpskonos, I1. A. ITeutoB, B. E. CagoBaukoB. - Mocksa ;
Bonorna : Unadpa-Umxenepus, 2022. - 392 c. - ISBN 978-5-9729-1006-9. - Tekcr :
anektpoHHbld. - URL: https://znanium.com/catalog/product/1902689 (mata oOpamieHwus:
31.08.2022). — Pexxum goctyna: 1o MmoJIIrcKe.

JononHuTebHAS IUTEPATypa

1. Bpyccapa, M. MckyccTBeHHBINM HHTEILIEKT: TIpeIesbl BO3MOkHOTO / Mepenut bpyccapn ; mep.
C aHrJ. - MockBa : AnbpnuHa HOH-ukIH, 2020. - 362 c. - ISBN 978-5-00139-080-0. - Tekcr
: anektpoHHbIi. - URL: https://znanium.com/catalog/product/1220958 (nmara oGparieHwus:
31.08.2022). — PexxuM pocTyma: 1o MOoANHUCKE.

2. Onmunnos, b. E. Monenu u npo0iieMbl MHTEIUICKTYaJIbHBIX cucTteM : MoHorpadwus / b.E.
OpunanoB. — Mocksa : UHOPA-M, 2020. — 219 ¢. — (Hayunas mspicip). — DOI
10.12737/1060845. - ISBN 978-5-16-015839-6. - Tekctr : nsnexktpoHHbii. - URL:



https://znanium.com/catalog/product/1060845 (mata oOpamenus: 31.08.2022). — Pexum
JOCTYTA: 1O TOJIITUCKE.

5.2 DyekTpOoHHBIE 00pa30BaTeIbHbIC PECYPChI:

— Joxymentsl IETF — umxenepnoro cosera MutepHera. - http://www.ietf.org/rfc.html [On-
line] (mara o6pamenus: 31.08.2022).

6. CoBpemeHHBIe Tpo(ecCHOHAIbHBIE 0a3bl JAaHHBIX W WHPOPMANMOHHBLIE CIPABOYHBbIE
CHCTEMBI:
HammonanwsHnas anekrponnas 6udnuoreka. URL: https://rusneb.ru/

7. JIueH3MoHHOEe W CBOOOJHO PACHpOCTPaHsieMoe NMPOrpaMMHOe ofecnevyeHue, B TOM 4YHUCJIe
0TeYecTBEHHOI0 MPOM3BO/ICTBA
MS Office, nnatdopma s snekTponHoro odyyenus Microsoft Teams.

8. Texunueckue cpeacTBa 1 MaTepUATbHO-TEXHUYECKOE 00ecneyeHHe U CHUIITUHBI

MyneTuMenuiiHass ydeOHas ayAuTOpUs Ui MPOBEACHUS 3aHATHH JIEKIMOHHOTO THIA
OCHAIIIeHAa CIICAYIONIMMU TEXHUYECKUMHU CPEICTBAMU 00ydeHUs U 000pya0BaHUEM: yueOHas MeOeb,
JOCKa  ayJUTOpHAas, MYJbTUMEIUHHOE TPOCKIMOHHOE M  aKyCcTH4Yeckoe o0OpyIoBaHUE,
MEePCOHAIIbHBIA KOMITBIOTED.

MynbpTuMenuiinas y4yeOHasi ayAuTOpusl A TPOBEICHHS 3aHATUH CEMHHAPCKOrO THIIA
OCHAIIICHA CJICTYIONTUMU TEXHUUECKIUMH CPEICTBAaMU 00yUueHHUs ¥ 000pyJ0BaHUEM: yaeOHas MeOeb,
JOCKa  ayJqUTOpHAas, MYJbTUMEIUHHOE NPOCKIMOHHOE M  aKycTH4Yeckoe 0o0OpyIOoBaHUE,
MEePCOHAIIbHBIA KOMITBIOTED.
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1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILINHBI (Modyas): OIIK-3, OIIK-10.

1.2. MWHaukaTopbl [JAOCTH:KEHHS] KOMIIETEHIHIi, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHus :

MeTtoabl M cpeacTBa Kpunrorpadudeckoi 3amuThl HHGopManunn

3HaTh:

* OCHOBHBIC 33J]aYH M MTOHATHUS KpUIITOrpaduu;

* TpeOOBaHMA K HIM(pPaM U OCHOBHBIC XapaKTEPUCTHKHU MHUPPOB;

*  MOJAETH MH(PPOB U MATEMAaTHUYECKUE METOJIbI UX UCCIICOBAHMS,

*  MPUHIMIIEI TOCTPOSHHS KPUITOTPAPUUECKUX AITOPHUTMOB;

* KkpunrorpaduYecKue CTaHIapTHI;

*  HCIIOJIb30BaHME KPUNTOTpauyecKux cTanaapTax B MUHOOPMAIIMOHHBIX CUCTEMAX;
* 0o cuctemax kpunrorpadudeckon 3amutbl nHGopmamuu (CK3N).

YMETb:

* TIPUMEHATH KpUNTOrpaduuecKre alropuTMbl Ha TIPAKTHKE;

* TMPUMEHATH OTEUYECTBEHHBIEC U 3apYOEKHBIC CTAaHAAPTHI B 00JaCTH KPUNTOTpahuyecKux
METOJIOB KOMITBIOTEPHOI 0€30MacHOCTH AJIsi MPOEKTUPOBAHNUSA, Pa3pabOTKH U OILICHKU
3alMIIEHHOCTH KOMITBIOTEPHBIX CUCTEM;

*  OCYIIECTBISTH MIPOrPAMMHYIO pealn3aliio KpUNTOrpauuecKux alropuTMOB;

*  II0JIb30BaThCSl HAYYHO-TEXHUYECKOM JTUTEPaTypol B 00JIaCTH KpUNTOrpaduu;

BIaACTh.

* Kpunrorpadu4eckoil TEepMUHOJIOTHUEIH;

* HaBBIKAMH MPOTPaAMMHOMN peaau3alry KpUNTorpa@uyecKux aaropuTMoB;

*  HaBBIKAMH HCIIOJIH30BAHUS TUIIOBBIX KPUNTOTPA(QUUIECKUX aTOPUTMOB;

* HaBblKamu ucnoyib3oBanus [I19BM B aHanuze npocTedmmx mudpos;

* HaBBIKAMHM MAaTEMaTHYECKOTO MOJACIUPOBAHUS B KpUNTorpadum;

* cpeacTBaMu obecrieueHust HHPOPMAIIMOHHON O€30TIaCHOCTH;

*  HaBBIKAMH OMPENEICHHsS BHUIOB U (GopM MHPOPMAIUH, TOABEPKEHHBIX YIpO3aM U
BO3MOXKHBIX METOJIOB U IMyTEHl YCTpaHEHUS ITUX yIPo3.

2. CTpyKTYpa M TPYA0eMKOCTb TUCHHUIINHBI

Taobmnuma 1
Bun yuebnoit pabotbl Bcero yacoB KoJu-Bo yacos B
ceMecTpe (aK.4.)

8
Oo6mras 3a4. e]l. 4 4
TPYAOEMKOCTh qac 144 144
W3 Hux:
Yachl ayiuTopHOIi padoThl (BCero): 60 60

Jlexun 30 30




[TpakTuueckue 3aHATHS 30 30

JlaGoparopuple / mpakTHueckue 3aHATHSA 10 | 0 0

MOATPyIIaM

Yacbl BHEAYIMTOPHO# padoThl, BKJIIOYAS 84 84

KOHCYJIbTALMH, HHYI0 KOHTAKTHYIO padoTy u

CaMOCTOSITEJIbHYIO PA00TYy 00y4aronerocst

Bun npomexxyrouHoi arrectanuu (3auet, nud. HuddepenunrpoBant
3a4eT, IK3aMEH ) Bl 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Tabmuna 2
No TemaTtnka yuyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.uac.) ayIUTOPHBIX
aK.4acoB 10
Teme
=
= :
s |58
L g o c%
S 2 2 =
s |55
= e o
= | E | &E%
g & o ]
E |2 |€45
= = BB E
1 2 3 4 5 6
Yacos B 8 cemecTpe 30 30 0 60
MeTtonbl U cpeacTBa 30 30 0 60
KpunTorpauueckoi 3ammThbl
uHpopManuu
1 Beenenue B kpunrorpaduro. 2 0 0 2
2 HcTtopuueckue mu@psl 0 2 0 2
3 Hcropuueckue mmdpsl 2 0 0 2
4 Kpunroananus ucropudyeckux mugppon 0 2 0 2
5 Hcropuueckue mmdpsl 2 0 0 2
6 PaynnoBoe npeobpazoBanue mmdpa 0 2 0 2
"Marma"
7 Maremartnueckasi MoJiesb mudpa. 2 0 0 2
8 HIudpp 'OCT P 34.12-2015 0 2 0 2
9 brounsie mmdpsl. 2 0 0 2
10 KoHncynpranus 0 0 0 0
11 Pexumbl 'OCT P 34.13-2015. 0 2 0 2
12 Pexxumebl 65109HOTO M(poBaHUS 2 0 0 2
13 Onepanuu ¢ MHOTOWICHaMH Haj 72 0 2 0 2
14 [Tons [Nanya. 2 0 0 2
15 OnemenTapHbie ipeodpazoBanust XLPS- | 0 2 0 2
mudpa
16 Marematnka XLPS-mu¢pos. 2 0 0 2
17 XLPS-mudpor 0 2 0 2
18 Tupp SQUARE 2 0 0 2
19 Teopus cexkpernoctu lllenHona 0 2 0 2
20 Mudpper AES u T'OCT P 34.12-2015 2 0 0 2
"Ky3neunk"
21 Koncynpranus 0 0 0 0
22 Peructpsl casura ¢ nuHeiiHo# oOpatnoit | 0 2 0 2
cBs3b10 U reneparopsl [ICI Ha ux
OCHOBE.
23 MHuorokpatHoe mudppoBaHue 2 0 0 2
24 X31-(pyHKIUY Ha OCHOBE OJIOYHBIX 0 2 0 2
npeoOpa3oBaHMIA.




25 Teopus cexkpernoctu lllennona 2 0 0 2
26 CranmapTsl Ha XA1I-QYHKITUN 0 2 0 2
27 [Torounsie mudpst 2 0 0 2
28 Konpr ayrenTndukanuu cooOnieHui 0 2 0 2
29 [ToTouHble TeHEpaTOPBI M MIU(PHI. 2 0 0 2
30 TecTbl Ha IPOCTOTY 0 2 0 2
31 Teopust umuTocToitkoct CHMMOHCA. 2 0 0 2
[Monstue 3KC u x3m-dyHKImm.
32 AcummeTpuuHbie G PHI U TUdpoBas 0 2 0 2
MOJINUCH
33 Koncynpranus nepen 5Kk3aMeHOM 0 0 0 0
34 Koncynpranus 0 0 0 0
35 JuddepennmpoBannpiii 3aueT 0 0 0 0
Wroro (ak.yacoB) 3 3 0 60




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
dopme yctHOrO MU(HEepeHIIMPOBAHHOTO 3a4YeTa.
[lpy mpoBeACHWH NPOMEKYTOUHOW AaTTECTAI[MH PE3YJbTAThl, IOJyYeHHBbIE OOyJYaromUMCS B
ceMecTpe, MepeBosATcsS B (opMar TPaJUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asioB:

— ot 0 10 60 0amI0B — «HE 3aUTECHOY;

— 0T 61 go 100 0ayIoB — «3aYTEHOY.

— 60 6aTOB M MEHEe — «HEYIOBICTBOPUTEIHHOY;
— ot 61 10 75 GannoB — «yJOBIETBOPUTEIBHO;
— ot 76 10 90 6ayIOB — «XOPOIIIOY;

— ot 91 1o 100 GaIoB — «OTIUYHOY.

5. Y4ebHo-MeTOoaMUYeCcKOe M HH(POPMALMOHHOE 0O0ecnieYeHHe U C UM ILTHHBI

5.1 JIuteparypa:
OcHoBHas1 IuTEpaTypa:

1. Kpunrorpaguueckue meronsl 3amuThl uHpopmauuu. Tom 3: YueGHO-MeTOoaMYECKOE
nocobue / A.B. babam. - 2-e uzn. - M.: U] PUOP: HUL] UHOPA-M, 2014. - 216 c.: 60x88 1/8. -
(Bricmiee oopazoBanue: bakanaspuar). ISBN 978-5-369-01304-5. [Dnexrponnsiii pecype]. — URL:
http://znanium.com/catalog/product/432654 (30.10.2022).

2. Kpunrorpaduueckas 3amuta uHpopmanuu: y4ded. mocobue / C.O. Kpamapos, O.1O.
Mutscosa, C.B. Cokonos [u ap.]; mox pea. mpod. C.O. Kpamapoa. — M.: PUOP: UHOPA-M, 2018.
— 321 c. — (Bwicmee o6pazoBanue). — DOI: 27 https://doi.org/10.12737/1716-6 [DnekTpoHHBII
pecypc]. - URL: http://znanium.com/catalog/product/901659 (30.10.2022).

3. Beenenue B kpunrorpaduro. Kypc nexuuii / B.A. PomaHnbkoB. — 2-€ U3/., UCTIP. U JOI. —
M.. ®OPYM: HH®PA-M, 2018. — 240 c. — (Beicmee oOpa3oBanue: bakamaBpuar).
[DnexTponnslii pecypc]. — URL: http://znanium.com/catalog/product/924700 (30.10.2022).

JlonoJHUTEbLHAS JINTEpaTypa:

1. Be3onacHOCTh U ympaBieHUE JOCTYNOM B MH(GOPMAIMOHHBIX CHCTeMax: yued. mocodue /
A.B. Bacunsko, .A. BacunmpkoB. — M.: ®OPYM: UHD®PA-M, 2017. — 368 c. — Pexum
nocryna: http://znanium.com/catalog/product/537054 (nata oopamenus: 30.10.2022).

2. Knay0, JI. B. TeopeTuko-uncieHHble METOIBI B KpunTorpaduu [DIeKTpOHHBIA pecypc]:
VYue6. mocobue / JI. B. Kunayo, E. A. HoBukos, KO. A. IllutroB. - Kpacnospck: Cubupckuii
dbenepanbubiii yHEBepcuTeT, 2011. - 160 c. - ISBN 978-5-7638-2113-7. — Pexxum nocrtyma:
http://znanium.com/catalog/product/441493 (nara obpamenus: 30.10.2022).

5.2 DyekTpOHHBIE 00pa30BaTeIbHbIC PECYPCHI:

- BY30BCKHE JIEKTPOHHO-ONOIMOTEUHBIE CUCTEMBI YI€OHON JTUTEPATYPHI.

- IOCTYII K OTKPBITHIM 0a3aM LUTHPOBAHUS, B T.4. springer.com, scholar.google.com, math-net.ru

- A. Menezes, P. van Oorschort, S. Vanstone, Handbook of Applied Cryptography — CRC Press
Inc., 5™ Printing, 2001 [On-line] http://www.cacr.uwaterloo.ca/hac/

- http://www.ietf.org/rfc.html [On-line] - nokymenTs! IETF — unkenepuoro corera MuaTeprera.

- http://www.iacr.org/

6. CoBpemeHHble mNpodeccHOHATBLHbIE 0a3bl JAHHBIX M HH(OPMAINMOHHBbIE CHPABOYHBIE
CHCTEMBI:
- http://www.iacr.org — pecypc MexnyHapoaHOH accoIUaIiii KPUNTOTpaduIeCKIX UCCIICOBAHUMA




7. JIueH3MoHHOEe W CBOOOJHO PACHpPOCTPaHsieMoOe NMPOrpaMMHOe ofecnevyeHue, B TOM 4YHUCJIe
0Te4eCTBEHHOI0 MMPON3BOCTBA

MS Office, matdopma s snekTpoHHoro odyyenus Microsoft Teams.

Visual Studio nnm npyras IDE

8. Texnnueckue CpeacTBa U MATEPUAJTBbHO-TEXHUYECKOEC o0ecmeyeHue AUCHHUIIJIMHbI

MynbTuMeauiiHas ydyeOHas ayJUTOpUs IS MPOBEACHUS 3aHATHH JIEKIMOHHOTO TUIA OCHAIIEHA
CIICMYIOIMMHA TEXHUYECKUMH CpeACTBaMU OOy4YeHHS M 00OpyIOBaHHMEM: ydeOHas mebenb, J0cKa
ayJIUTOpHAs, MYJIbTHUMEAMWHOE IMPOEKLIMOHHOE U aKyCTHYecKoe 00OpyIOBaHWE, MEPCOHAIbHBIN
KOMITBIOTED.

VYueOHast ayauTopusl AJs MPOBEICHHS 3aHATHH CEMHHAPCKOTO THUIMA OCHAIICHA CIEAYIOIIUMHU
TEXHUYECKUMU CpeICTBaMH 00ydeHus 1 000opyoBaHueM: yueOHast MeOenb, T0CKa ayTUTOPHAS.

Aynuropus JUIsi caMOCTOATEIbHONW pabOThl OCHAIEHA CIEAYIOUIUMHU TEXHUYECKUMHU CPEACTBAMHU
00ydeHust 1 000pynOoBaHUEM: yueOHast MeOelb, JOCKa ayIUTOPHAs, IEPCOHATLHBIE KOMITBIOTEPHI.



®r'AOY BO «TFOMEHCKMI I'OCY JAPCTBEHHbII YHUBEPCUTET»

YTBEPXIEHO

3amecturens nupekropa MUMuKH
M.H. IlepeBanoBa
PA3PABOTUYHK

T.N. ITarocoBa

MOJIEJIN BE3OITACHOCTHU KOMITBIOTEPHBIX CUCTEM
Pabouas nmporpamma
IUIs1 O0YYArOIIUXCS TIO CHEIIHATLHOCTH
10.05.03. MudopmarnronHas 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM
cnenuanu3anus «be30nacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CHCTEMY
dbopma oOyueHus ouHast



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. KommereHuuu o00y4arouierocs,
AMCUMILIUHBI (Mooyas): OIIK-5.1

1.2. HWHaukaTtopsl J0CTHKEHHUS
pe3yJbTaTamMu 00y4eHHs :

KOMIIETEHI[H i,

COOTHECCHHBbIC

dopmupyembie B pe3yJabTare OCBOEHHSI JAHHOM

¢ IUIaHMPYeMbIMH

[TepedenHs IaHUPYEMBIX PE3YIHTATOB O0YUCHHUSI IO JUCIUTIINHE (MOIYIIIO):

3HaTh:

* OCHOBHBIC MOJIETH JIOCTYIIa B MH(GOPMAIMOHHOHN CHCTEME;
*  MeTOoJbI (HOPMAITBHOTO OTIMCAHUS MOJCIH 3JI0YMBIIICHHHUKA,
*  OCHOBHBIE CITIOCOOBI (HOPMATHFHOTO OMUCAHUS U aHAIHM3A TOJUTHK 0€30MacHOCTH;

*  METOBI aHAJIN3a MOJIEITH YTIPO3.
YMeTs:

* peaJu30BBIBATH OCHOBHBIE MOJICNIN JOCTYIA B HH(OPMAIIMOHHOH CHCTEME;
*  (opMarbHO ONUCHIBATh MOJENb 3JI0YMBIIIICHHHKA,
* (QopmManbHO ONMUCHIBATh U AHAIM3UPOBATH MOJIUTHKY OE€30MIaCHOCTH;

*  aHAJIM3UPOBATH MOJEIb YTPO3.
Bnaners:

¢ HaBbIKaMH pCain3alilul OCHOBHBIX MO,Z[GHGI\/'I AOCTYIIa B I/IH(I)OpMaI_II/IOHHOI\/'I CUCTEMC,
¢ HaBbIKaMH (bOpMaJ'IBHOFO OIMHUCAaHUA MOACIH 3JI0YMBIIIIJICHHHUKA,
¢ HaBbIKaMH q)OpMa.HBHOI‘O OIIMCaHUs M aHaJIn3a IOJHUTUK 6630HaCHOCTI/I;

¢ HaBbBIKaMM aHajlnu3a MOACIIN YI'pO3.

2. CTpyKTYpa M TPYA0eMKOCTb TUCHHUIINHBI

Tabmuma 1
Bun yuebnoit paboTbl Bcero yacoB KoJu-Bo yacos B
ceMecTpe (aK.4.)

6
Oo6mras 3a4. e]l. 4 4
TPYAOEMKOCTh qac 144 144
U3 Hux:
Yacel ayauTopHO# padoThl (BCero): 64 64
Jlexun 32 32
[IpakTHueckue 3aHsATHs 32 32
JlaGopaTtopuble / mpakTuueckue 3aHATHS 1O | 0 0
MOArpynnam
Yacel BHeayIMTOPHOM padoThl, BKJIIOYas 80 80
KOHCYJIbTALMHU, HHYI0 KOHTAKTHYI0 padoTy 1
CaMOCTOSITEJIbHYIO pad0oTy 00y4aromerocs
Bua npomexxyrouHoit arrecranmm (3a4eT, qud. JuddepennrpoBann
3a4eT, DK3aMEH) bIF 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Tabmuma 2
No TemaTtnka yuyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.uac.) ayIUTOPHBIX
aK.4acoB 10
TeMe
= 2
= ¥
3 Z
ol ~ »
L S o c%
| 28:
o} &3 2
= 2 s £ &
S | g | §E¢
5 | & |§&g
= = B EE
1 2 3 4 5 6
Yacos B 6 cemecTpe 32 32 0 64
Mopnenu 6e30macHOCTH KOMITBIOTEPHBIX 32 32 0 64
CUCTEM
1 Tema 1. BBenenue B TeopeTudaeckuil 2 0 0 2
IIOAXO0JI K 00ECIIEYEHUTO
UH(POPMALIMOHHOM 6€30MacCHOCTH
2 Tema 1. Maremarnueckue OCHOBBI 0 2 0 2
MOCTPOCHUS MOJIeTIel 0€30MacHOCTH
3 CamocrositensHas padora mo Teme 1. 0 0 0 0
BBenenue B TeOpeTUUECKUN IIOIXO0T K
obecrieueHnI0 NHHOPMAITMOHHON
0e30MmacHOCTH
4 Tema 1. BBeneHnne B TeOpeTUYECKUI 2 0 0 2
MOJX0] K 00eCIeYeHUTO
nH(pOpMaInmoHHOM 06€30MacHOCTH
5 Tema 1. Marematnuueckue OCHOBBI 0 2 0 2
OCTPOCHHUS MOJIeTiell 0e30macHOCTH
6 CamocrositensHas padora mo Teme 1. 0 0 0 0
BBenenue B TeoOpeTUUECKUH IIOIXO0 K
obecrieueHn0 HHHOPMAITMOHHON
0e30MmacHOCTH
7 Tema 2. Marematnueckue OCHOBBI 2 0 0 2
MOCTPOCHUS MOJIeTIel 0€30MacHOCTH
8 Tema 2. Marematnueckue OCHOBBI 0 2 0 2
MOCTPOCHUS MOJIeTIel 0€30MacHOCTH
9 CamocrositensHas padora mo Teme 2. 0 0 0 0
MaremaTruecKkre OCHOBBI IIOCTPOCHUS
MoJeliel 0e30acHOCTH
10 Tema 2. Marematuueckue OCHOBBI 2 0 0 2
OCTPOCHHUS MOJIeTiell 0e30macHOCTH
11 Tema 2. Marematuueckue OCHOBBI 0 2 0 2
OCTPOCHHUS MOJIeTiell 0e30macHOCTH
12 CamocrosrenbHas padora o Teme 2. 0 0 0 0
MaremaTtuyeckrue OCHOBBI TIOCTPOEHUS
MoJiesei 6€30MacHOCTH




13

Tema 3. Moaenu KOMIBIOTEPHBIX CUCTEM
C IUCKPELMOHHBIM YIIPABICHHUEM.
Mogenb MaTpuLbl JOCTYIIOB XappUcoHa-
Py330-Yasmana (HRU)

14

Tema 3. MaremaTudyeckre OCHOBEI
MIOCTPOCHHUS MOJIEJICH 0€301acHOCTH

15

CamocrosrenbHas padora o Teme 3.
Mojienu KOMITBIOTEPHBIX CHCTEM C
JUCKPELIMOHHBIM yrpaBieHueM. Monenb
MaTpuIlbl TO0CTYnoB XappucoHa-Pys330-
Yaemana (HRU)

16

Tema 3. Mogenu KOMIBIOTEPHBIX CUCTEM
C JTUCKPCUHUOHHBIM YIIPABJICHUCM.
Mogens MaTpulilbl JOCTYIOB XappucoHa-
Py330-Ynemana (HRU)

17

Tema 3. MaTeMaTn4yecKre OCHOBEI
MOCTPOCHUS MOJIeTIel 6€30MacHOCTH

18

CamocrositensHas padora mo Teme 3.
MO,Z[G.HI/I KOMIIBIOTCPHBIX CUCTCM C
JTUCKPELMOHHBIM yrpaBieHueM. Mojenb
MaTpHIbl 10CTynoB XappucoHa-Pys330-
Yapmana (HRU)

19

Tema 4. Moaenu KOMIBIOTEPHBIX CUCTEM
C IUCKPELMOHHBIM YIIPABICHHUEM.
Mogens THIU3UPOBAHHOM MaTPULIbI
noctynoB (TMJI)

20

Tema 4. JluckperinoHHasi MOJIEJIb
JIOCTYTIa

21

CamocrositensHas padbora mo Teme 4.
MO,Z[G.HI/I KOMIIBIOTCPHBIX CUCTCM C
JTUCKPELMOHHBIM yrpaBieHueM. Mojenb
TUNHA3UPOBAHHOM MATPHULIBI JOCTYIIOB

(TM/JT)

22

Tema 4. Mozaenu KOMIBIOTEPHBIX CUCTEM
C IUCKPELMOHHBIM YIIPABICHHUEM.
Mogens THIU3UPOBAHHOM MaTPULIBI
noctynoB (TMJI)

23

Tema 4. JluckpelinoHHas MOJIEINb
JOoCTyma

24

CamocrosrenbHas padora o Teme 4.
Mopenn KOMIIBIOTEPHBIX CUCTEM C
JUCKPEIIMOHHBIM yIIpaBiIeHHEM. Moienb
TUIHA3MPOBAHHOW MATPHIIBI TOCTYIIOB

(TM/1)

25

Tema 5. Moaenu KOMIBIOTEPHBIX CUCTEM
C IUCKPELMOHHBIM YIIPaBJICHUEM.
Mopenb pacpocTpaHeHHs MTPaB JOCTyIa
Take-Grant

26

Tema 5. JluckperimonHasi MOJIeJb
JIOCTYTIa

27

CamocrosrenbHas padora o Teme 5.
MO,Z[G.HI/I KOMITIBIOTCPHBIX CUCTCM C




TUCKPEIMOHHBIM yIpaBieHueM. Moiensb
pacnpocTpaHeHus npas goctyna Take-
QGrant

28

Tema 5. Moaenu KOMIBIOTEPHBIX CUCTEM
C IUCKPELMOHHBIM YIIPaBJICHUEM.
Mogaenb pacpocTpaHEHHs MTPaB JOCTyIa
Take-Grant

29

Tema 5. JluckperimonHast MOJI€Ib
JIOCTYTIa

30

CamocrositensHas padora mo Teme 5.
MO,Z[G.HI/I KOMITIBIOTCPHBIX CUCTCM C
JTUCKPEIIMOHHBIM yrpaBieHueM. Mojenb
pacmpocTtpaHeHus mpas goctymna Take-
Grant

31

Tema 6. Mozaenu KOMIBIOTEPHBIX CUCTEM
C MaHJaTHBIM ynpasieHueM. Monens
bemna-Jlallagynet

32

Tema 6. MannatHas MOJieIb JOCTYIa

o

[\

33

CamocrosrenbHas padora o Teme 6.
Mopenu KOMITBIOTEPHBIX CUCTEM C
MaHJIaTHBIM yIpaBieHueM. Mojenb
benna-Jlallagymbt

34

Tema 6. Moaenu KOMIBIOTEPHBIX CUCTEM
C MaHJIATHBIM ylipaBieHuem. Moneinb
benna-Jlallagymbt

35

Tema 6. ManiatHas MOoJienb 10CTyna

()

[\

36

CamocrositensHas padora mo Teme 6.
Mopenu KOMIBIOTEPHBIX CUCTEM C
MaHJaTHBIM yIipaBiaeHueM. Mojenb
bemna-Jlallagymnet

37

Tema 7. Moaenu KOMIBIOTEPHBIX CUCTEM
C MaHJIaTHBIM ylipaBieHuem. Moneinb
buba. Monens cructeM BOEHHBIX
co00IIIeHHTH

38

Tema 7. PoneBas Mogens qocTtyna

o

[\

39

CamocrosrenbHas padora o Teme 7.
MoJteni KOMITBIOTEPHBIX CHCTEM C
MaHJATHBIM YIIpaBlieHHeM. MoJienb
buba. Monens crucTteM BOEHHBIX
co0O0IIeHUI

40

Tema 7. Moaenu KOMIBIOTEPHBIX CUCTEM
C MaHJIaTHBIM ylipaBieHuem. Moneinb
buba. Monens cructeM BOEHHBIX
coo00I1IeHHIH

41

Tewma 7. Ponesas Mmogens pocryna

()

[\

42

CamocrositensHas padora mo Teme 7.
MO,Z[G.HI/I KOMIIBIOTCPHBIX CUCTCM C
MaHJATHBIM YIIpaBlieHHeM. MoJenb
BI/IGa. MO,Z[G.HB CHUCTEM BOCHHBIX
COOOIIIEHU I

43

Tema 8. Mozaenu KOMIBIOTEPHBIX CUCTEM
C POJIEBBIM YIIPABJICHHEM




44 Tema 8. AtpubytuBnas mojenp goctyna | 0 2 0 2
45 CamocrositensHas padora mo Teme 8. 0 0 0 0
Mojenu KOMITbIOTEPHBIX CHCTEM C
POJIEBBIM YIIPaBJIEHUEM
46 Tema 9. Mozenu 6e30macHOCTH 2 0 0 2
MH(OPMaLMOHHBIX TOTOKOB U
U30JIMPOBAHHON ITPOTPAMMHOM CPEIbI
47 Tema 9. Monenu 6e3011aCHOCTH 0 2 0 2
UH(OPMAIIMOHHBIX IOTOKOB U
M30JIMPOBAHHON TPOTrPaMMHOM CpeJibl
48 CamocrosrenbHas paborta o Teme 9. 0 0 0 0
Mozenn 6e301acHOCTH
WH(OPMAIIMOHHBIX TOTOKOB U
M30JIMPOBAHHON TPOTrPaMMHOM CpeJibl
49 Koncynpranus 0 0 0 0
50 JuddepeHrpoBaHHbIi 3a4eT 0 0 0 0
Wroro (ak.gacoB) 32 32 0 64




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
dopme nuddepeHpoBaHHBIN 3a4eT (6 ceMecTp).
[lpy mpoBeACHWH NPOMEKYTOUHOW AaTTECTAIMH PE3YJbTAThl, IOJyYeHHBIE OOyJaromUMCs B
ceMecTpe, MepeBosATcsS B (opMar TPaJUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— ot 0 1o 60 0a/I0B — «HE 3aYTECHOY;

— 0T 61 go 100 0ayIoB — «3aYTEHOY.

— 60 6aT0B M MEHEEe — «HEYIOBICTBOPUTEIHHOY;
— ot 61 10 75 GannoB — «yJOBIETBOPUTEIBHO;
— ot 76 1o 90 6aJIOB — «XOPOIIIOY;

— ot 91 1o 100 GaIoB — «OTIIUYHOY.

5. Y4eboHo-MeTOoaMUYeCcKOe M HH(POPMALMOHHOE 0O0ecnieYeHHe U CHMILTUHBI
5.1 JIuteparypa:

1. Benoyc, A.W. Kubepopyxue u kudepbezonacHocTh. O CIIOKHBIX BElIaX MPOCTHIMH CIIOBAMH
: moHorpadus / A. U. benoyc, B. A. Conmonyxa. - Mocksa ; Bonorna : Undpa-Unxkenepus,
2020. - 692 c. - ISBN 978-5-9729-0486-0. - Tekcr : »saexkrtponsbii. - URL:
https://znanium.com/catalog/product/1167736 (mata oOpamenus: 31.08.2022). — Pexum
JOCTYTA: TI0 TIOJIITUCKE.

2. benoyc, A.M. Kubep06e30macHOCTh OOBEKTOB TOIUTMBHO-DPHEPTETHUECKOTO KOMILICKCA.
KoHnenmuu, MeTopI U CpecTBa o0ecreueHus : nmpaktuueckoe mocoodue / A. U. benoye. -
Mocksa ; Bonorna : Undpa-Umxenepus, 2020. - 644 c. - ISBN 978-5-9729-0512-6. - Tekct
: anektpoHHbii. - URL: https://znanium.com/catalog/product/1167734 (mara oGparieHus:
31.08.2022). — PexxuM pocTyma: 1o MoAMIKUCKeE.

3. T'munckas, E.B. Uadopmarmonnas 6e30macHOCTs KOHCTPYyKIMii OBM u cucrem : yueOHOE
nocobue / E. B. 'nmunckas, H. B. UnuBapus. - Mocksa : UH®PA-M, 2021. - 118 c. - (Beicuiee
obpaszoBanue: Crnenuanurer). - ISBN 978-5-16-016536-3. - Tekcr : anekrponHsiid. - URL:
https://znanium.com/catalog/product/1178153 (mata oOpamenus: 31.08.2022). — Pexum
JIOCTYTIA: TI0 TOATHCKE.

4. Kmumenko, U.C. MuadopmanroHHas 0e30MacHOCTh M 3aluTa HWH(QOpMANUU: MOACIH U
MmeToab! yrpasieHus : Mororpadus / U.C. Kinumenko. — Mocksa : UTHOPA-M, 2022. — 180
¢. — (Hayunas mpicip). — DOI 10.12737/monography 5d412ff13c0b88.75804464. - ISBN
978-5-16-015149-6. - Tekct : AJIEKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1862651 (mara oOpamenusi: gara oOOpalICHUS:
31.08.2022). — PexxuM pocTyma: 1o MoAMIKUCKE.

5. MoconoB, A.C. KomnbeooTepHBIE TEXHOJOTUH W METOJBl TMPOEKTHPOBaHUS B cdepe
6e3omacHOCTH : yueOHUK a7 By30B / A. C. Moconos, H. Y. Akunnn. — Cankr-IlerepOypr :
Jlanb, 2021. — 444 c. — ISBN 978-5-8114-8034-0. — Texcrt : snexktpoHHsIi / Jlanp :
aNIeKTpoHHO-OubOMoTeunas cucrema. — URL: https://e.lanbook.com/book/183115 (mata
obpamenus: 31.08.2022). — Pexum goctyna: AJiss aBTOPHU3. MOJIH30BaTEICH.

6. Crrues, FO.H. 3ammra nadopmanun u napopmanmonHas 6€301macHOCTh : ydeOHoe mocodue /
IO.H. CprueB. — MockBa : UH®PA-M, 2022. — 201 c¢. — (Bricmiee obpa3zoBanue:



bakamaspuar). — DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - Texkct
anekTpoHHbIH. - URL: https://znanium.com/catalog/product/1844364 (nara oOparieHus:
31.08.2022). — Pexxum goctyna: 1o moJIIrcKe.

5.2 DuiekTpoHHbIE 00pa3oBaTebHbIE PECYPChI:

—  Hoxymentsl IETF — unxenepnoro coera MutepHeta. - http:// www.ietf.org/rfc.html [On-
line] (mata obpamenus: 31.08.2022).

6. CoBpemeHnHble npodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALMOHHbIE CIPABOYHbIE
CHCTEMBbI:
Hanmonanwsnas snexrponnas oubnuorexa. URL: https://rusneb.ru/

7. JIunleH3MOHHOEe ¥ CBOOOJHO pPacNpoCTpaHsieMoe NMPOrpaMMHOe olecrnieyeHue, B TOM YHCJIe
0TEe4eCTBEHHOT0 MPOU3BOACTBA
MS Office, mmardgopma 11 snekTponHoro ooydenust Microsoft Teams.

8. Texnnyeckue cpeacTBa U MAaTEPHATbHO-TEXHUYECKOE 00ecreyeHre AU CUUIIIMHbI

MynbpTuMenuiiHas ydeOHass ayquTOpus s TMPOBEACHUS 3aHATUN JIEKIIMOHHOTO THIIA
OCHAIIIeHAa CIICAYIOIIMMU TEXHUIECKUMHU CPEICTBAMU 00ydeHUs M 000pyI0BaHUEM: yueOHas MeOeb,
JOCKa  ayJqUTOpHas, MYJbTUMEIUNHHOE NPOEKIHMOHHOE M aKycTHYeckoe 00Opy[oBaHUE,
IIEPCOHAIIBHBIN KOMITBIOTED.

MynbTuMenuiiHas y4yeOHas ayAMTOpUs A IPOBEICHMs 3aHIATUH CEMHHApCKOro THIA
OCHAIlIeHa CIICAYIOIIMMU TEXHUYECKUMHU CPEICTBAMU 00ydeHUs U 000pyI0BaHUEM: yueOHas MeOeb,
JOCKa  ayJqUTOpHAs, MYJbTUMEIUNHHOE NPOEKIMOHHOE M aKycTHYeckoe 00OpyaoBaHUE,
IIEPCOHAIIBHBIN KOMITBIOTED.



®r'AOY BO «TFOMEHCKMI I'OCY JAPCTBEHHbII YHUBEPCUTET»

YTBEPXJIEHO

3amecturens aupekropa Mucruryra
MaTeMaTUKU U KOMIIBIOTEPHBIX HAyK
M.H. IlepeBanoBa

PA3PABOTYHK

3ynbkapHees . P.

HaumenoBanne qucturuimabl HayqHO-TIPOEKTHBIN (MCCIEA0BATENBCKUN) CEMUHAP
Pabouast mporpamma
10.05.03 «MupopmarinonHast 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CHCTEM)
cnenuanusanus «be3onacHoCTh OTKPBITHIX HHPOPMAILIMOHHBIX CUCTEM)
(dbopma oOyueHus: ouHast



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (Moodyas): YK-1,2,3.4,5,6,9

1.2. MWHaukaTopbl [JAOCTH:KEHHS KOMIIETEHIHIi, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHus :

HavuyHo-nnpoeKTHBIN (MccIea0BaATEeILCKHN) ceMuHAap

B pesynbrare u3ydeHus: AUCIUIUINHBI CTYICHT OyneT
3HATH:

* mpaBuia oOpMIICHUS OTYETA IO KYPCOBOM padoTe;

* mpaBwia 0hOPMIICHHUS CIIUCKA JIUTEPATYPHI;

* OCHOBHBIC Hay4YHbIC MPoOIEeMbI B o0nactu 1b;

YMETh:

* MPUMEHSATH METOMBI HAYYHBIX HCCIIEOBAaHUH B MPO(ECCHOHATLHON IS TETbHOCTH;

* OCYIIECTBISTH IOUCK, M3y4eHHE, O0OOIIEHHE W CHCTEMATH3aIMI0 HAYYHO-TEXHUYECKOM
uH(popMaIni, HOPMATHUBHBIX M METOAMYECKUX MaTepuayioB B cdepe mnpodeccrnoHambHOM
JACATCIIbHOCTH,

BJIAJICTh:

*  HaBBIKAMH MPOBEJCHUS HAYYHO-UCCIIE0BATEILCKON paboThI;

* HaBBIKAMHU Pa3pabOTKH HAYYHO-TEXHHYECKUX OTYETOB, OO30pOB, IyOJMKAIUKA TIO
pe3yJbTaTaM BBIITOJIHEHHBIX Pa0oT.

2. CTpyKTYpa M TPYA0eMKOCTb TUCHHUIINHBI

Taobnuma 1

Bun yuebnoit pabotbl Bcero yacoB KoJ1-Bo yacoB B cemecTpe (aK.4.)

7 11
Oo0mas 3a4. eJl. 8 4 4
TPYA0eMKOCTh qac 288 144 144

\ W13 Hux:

Yacel  ayauTopHoii  paGothl | 36 18 18
(Bcero):
Jlexun 16
[TpakTHueckue 3aHATHS 20 10 10
Jlaboparopupie / mpaktuueckue | 0
3aHSTHS 110 MOATPYIIaM
Yacbl BHEAYIMTOPHOIi padoThl, 252 126 126
BKJIIOYAS KOHCYJILTAI[UH, HHYIO
KOHTAKTHYI0 padoTy u
CaMOCTOSITeILHYI0 paboTy
o0y4arouierocsi
Bun nmpomexyTodyHOM arTecTanuu Huddepennmposa | IuddepennupoBan
(3auer, mud. 3a4eT, SK3aMeH) HHBIHN 3a4eT HBIN 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Tabmuna 2
No TemaTtnka yuyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.uac.) ayIUTOPHBIX
aK.4acoB 10
TeMe
= 2
= ¥
5 | - Z
° | 293
_ |2 |gez
= s 2 E =
= X 2z =
E & | €55
= = B EE
1 2 3 4 5 6
Yacos B 7 cemecTpe 8 10 0 18
HayuHo-npoekTHbIi 8 10 0 18
(uccnenoBaTenbCKuil) ceMuHap
1 AKTyanbHBIE TIPOOJIEMBI U HAYYHO- 2 0 0 2
UCCIIEIOBATENbCKUE 3a/1a4l B 00JIaCTH
b
2 [Ipe3enTanus 1 00CYKIEHUE TEM 0 2 0 2
MPOEKTOB
3 [Touck u cuctemaTu3anus Hay4YHOU 2 0 0 2
uHpopmauuu. Pabora c aureparypoii.
4 [IpencraBnenue u 00CyXICHHE 0 2 0 2
JUTEPATypHOTO 0030pa MO TEME MPOEKTA
5 Koncynpranus 0 0 0 0
6 IToaroroBka Hay4YHO-TEXHUYECKOTO 2 0 0 2
oTyeTa
7 [Ipe3enTanus 1 00CyKaeHNE TIIaHa 0 2 0 2
peaM3aIyy MpoeKTa
8 [IpaBuia npe3eHTanMu HAy4YHOTO 2 0 0 2
WICCJICJIOBAHHUSI
9 [Ipe3enTanus u 00CyKaeHNE 0 2 0 2
MIPOMEKYTOUHBIX PE3yJIbTATOB
pean3aiyy NpoeKkTa
10 [Ipe3enTanus u 00CykIeHNE 0 2 0 2
pPE3yJIbTaTOB pealn3alii MPOEeKTa
11 KoHncynpranus 0 0 0 0
12 3anmra npoeKTa 0 0 0
Wroro (ak.gacoB) B 7 ceMecTpe 8 10 0 18
YacoB B 11 cemectpe 8 10 0 18
HayuHo-npoekTHbIi 8 10 0 18
(uccnenoBaTenbCKuil) ceMuHap
1 AKTyanbHbIE TIPOOJIEMBI U HAYYHO- 2 0 0 2
UCCIIEIOBATENbCKUE 3a/1a4l B 00JIaCTH
b




2 [Ipe3enrtamus u o0CyxaeHUE TEM 0 2 0 2
POEKTOB

3 ITouck u cucremaru3anus Hay4YHOU 2 0 0 2
nHpopmaruu. Pabota ¢ muteparypoi.

4 [IpencraBnenue u o0CyxIeHUE 0 2 0 2
JUTEpaTypHOro 0630pa Mo TEME MPOEKTa

5 Koncynpranus 0 0 0 0

6 IToaroroBka Hay4YHO-TEXHUYECKOTO 2 0 0 2
oTyeTa

7 [Ipe3enTanus 1 00CyKaeHUE TIIaHa 0 2 0 2
peanu3aum MpoeKTa

8 IIpaBuia mpe3eHTalMY HAYYHOTO 2 0 0 2
MCCJIEJIOBAHMUSI

9 [Ipe3enTanus u 00CykIeHHE 0 2 0 2
MIPOMEKYTOUHBIX PE3yJIbTaTOB
peanu3am MpoeKTa

10 [Ipe3enTanus u 00CyKaeHNE 0 2 0 2
pPE3YNIBTATOB peaTH3aIiu MPOCKTA

11 Koncynpranus 0 0 0 0

12 3amuTa NpoeKTa 0 0 0 0
Wroro (ak.gacoB) B 11 cemecTpe 8 10 0 18
Wroro (ak.yacoB) 1 20 36




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
dopme nudepeHIMPOBAHHOTO 3a4eTa.
[lpy mpoBeACHWH NPOMEKYTOUHOW AaTTECTAI[MH pPE3YJbTAThl, IOJyYeHHBbIE OOyJaromUMCs B
ceMecTpe, MepeBosATcsS B (opMar TPaJUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— 60 6ayI0B M MEHEe — «HEYJJOBJICTBOPUTEIBHOY;

—otT 61 1o 75 6ayIOB — «yIOBIETBOPHUTEILHOY;

— 0T 76 10 90 GaIoB — «XOPOIION;

— 01 91 go 100 6ayI0B — KOTIUYHOY.

5. YueOHO-MeTOAMYeCKOEe U MH(OPMAIIMOHHOE O0ecTieYeHre JUCHMIITTHHBI

5.1 Jluteparypa:

1. ansrun B.®. Undopmannonnas 6e3omacHocTs U 3amuTa nHpopmarmu / [llanerun B.®.. —
Caparos : [Ipodobpazosanue, 2019. — 702 c. — ISBN 978-5-4488-0070-2. — TeKcT : 2JIEKTPOHHBII
// TPR SMART : [caiitr]. — URL: https://www.iprbookshop.ru/87995.html (mata oGpammenus:
24.04.2022). — Pesxxum gocTyna: i aBTOPU3HP. TTOJIb30BATENCH

5.2 DuekTpoHHbIe 00pa3oBaTebHbIE PECYpPChI:
o [Institute of Electrical and Electronics Engineers, Inc (IEEE)
https://ieeexplore.ieee.org/Xplore/home.jsp ’reload=true
o MEJXBY30OBCKAA SJIEKTPOHHAA BUBJIMOTEKA (MOKE) hitps://icdlib.nspu.ru/
o HAIIMOHAJIPHAA DJIEKTPOHHAA FUBJIMOTEKA hittps://rusneb.ru/

6. CoBpemeHnHble mnpodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALUOHHLIE CIPABOYHbIE
CHCTEeMBbI:
e CmpaBoynas npasoBas cuctema KoncynsrantlLntoc http://www.consultant.ru/

7. JIueH3MoHHOEe W CBOOOJHO PAacCHpOCTPaHsieMoe NMPOrpaMMHOe ofecnevyeHue, B TOM YHUCJIe
0TeYeCcTBEHHOI0 MPOM3BO/ICTBA
MS Office, mnatdopma 11 snekTpoHHoro odyyenus Microsoft Teams.

8. Texunueckue CpeacTBa U MATEPUAJTBbHO-TEXHUYECKOEC o0ecmeuyeHue AUCHHUIIJIMHbI

MynbsTuMeauiiHas ydyeOHas ayJuTOpUs IS MPOBEACHUS 3aHATHH JIEKIMOHHOTO THUIA OCHAIEHa
CIICYIOIMMHA TEXHUYECKUMH CpeACTBaMU OOYy4YeHHS M 00OpyIOBaHHMEM: ydeOHas mebOenb, J0cKa
ayJIUTOpHas, MYJIbTHUMEAMWHOE MPOEKLIMOHHOE U aKyCTHYecKoe OO0OpYyIOBaHWE, MEPCOHAIbHBIN
KOMITBIOTED.

MyneTMeaniiHas ydeOHas ayguTOpHUs Ui NMPOBEICHUS 3aHATHH CEMHHApPCKOTO THIIA OCHAICHA
CJICAYIONIMMU TEXHHUUYECKUMH CPEJCTBaMU OOydeHHUs U o0OpyaoBaHHEeM: yyeOHas MeOenb, JocKa
ayAWTOpHAs, MYJIbTHMEAWHHOE TNPOEKIHMOHHOE M aKyCTHYecKoe 00OpyI0BaHHE, MEPCOHATIBHBIN
KOMITBIOTED.



®r'AOY BO «TFOMEHCKMI I'OCY JAPCTBEHHbII YHUBEPCUTET»

YTBEPXIEHO

3amecturens nupexkropa MMuKH
[TepeBanosa M.H.
PA3PABOTUYHK

OnennukoB A. A.

OBECIIEYEHUE 3AILMIIIEHHOCTU OB bEKTOB KPUTUYECKOI MTHPOPMAIIMOHHOM
NHOPACTPYKTYPHI
Pabouas nmporpamma
IUIsE 00YYArOIIUXCS TIO CHEIIHATLHOCTH
10.05.03. MudopmarnmonHas 6€301MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM
cnenuanu3anus «be30nacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CHCTEMY
¢dbopma oOyueHus ouHast



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (Mo0yas): OIIK-6.

1.2. MHWHauKaTopbl [JAOCTH:KEHHS] KOMIIETEHIHIi, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

Oo0ecneuyeHue 3alMIIEHHOCTH 00bEKTOB KPUTHYECKOH MH(MOPMANMOHHO HHPPACTPYKTYPLI

B pesynbrate ocBoeHust OIl BBITYCKHHK TOIKEH 001a1aTh CIIEYIONTIMHA KOMITCTCHITHSIMH:

e CnocobeH npu pemeHnH MpoheCCHOHABHBIX 3a71a4 OPTaHU30BBIBATH 3aIUTY HHGOPMAITUN
OTPaHMYEHHOTO JIOCTyIla B aBTOMATH3MPOBAHHBIX CHCTEMax B COOTBETCTBHH C
HOPMATHBHBIMH TPABOBBIMH aKTaMU, HOPMATHBHBIMH U METOJWYECKUMH JOKYMEHTaMHU
denepanbHOl ciyx0b1 0e30nacHocT Poccutickoit @eneparuu, OenepanbHOM CITy)OBI 110
TEXHUYECKOMY U 3KCopTHOMY KoHTpouto (OIIK-6).

B pesynbrare ocBoeHus Ol BBITYCKHUK JOJKEH:
3HATh:

*  OcHoBHbIE IPUHIHUITBEI BbIsIBIIEHHS 00bekTOB KU, KOTOpBhIe 00pabaThiBaloT HH(OPMAIIHIO,
HEOOXOAUMYIO JIJIsi 00€CTICUCHHS BBITIOJHEHUSI KPUTHYECKUX MPOIECCOB, W (UJTH) OCYIIECTBIISIOT
yIpaBiI€HUE, KOHTPOJIb WJIM MOHUTOPUHT KPUTUYECKUX NTPOLIECCOB;

*  OcHoOBHbIE TPUHIUTIBI BeIsSIBIICHHS 00bekTOB KU, KOTOpHIE 00pabaThiBaroT HHGOPMAITHIO,
HE00XO0IUMYIO 1151 00eCTIeYeHHS BBIMOJIHEHHS KPUTHUECKUX MPOLIECCOB, U (UITH) OCYIECTBISIOT
yIpaBieHNe, KOHTPOJIb WJIM MOHUTOPUHT KPUTUYECKUX MPOLIECCOB;

» IIpouenypy xareropupoBanus o0bexToB KMH, B TOM 4ncie mopsaok co31aHusi KOMACCHH
M0 KaTeroprupOBaHUIO0, TTOPSIIOK ONPEACIICHHs KaTeropuii 3HaunMoctu oobektoB KUU;

* TlocneacTBust MHIMICHTOB MH()OPMAITMOHHON U SIIEPHOM O€30MacHOCTH;

* IIpouenypy noaroroBku u HanpasieHus B @CTIK Poccun cBenenuii o pesynbprarax
npucBoeHus: o0bekty KU onHoi U3 Kateropuii 3Ha4MMOCTH TUO0 00 OTCYTCTBUU HEOOXOTUMOCTH
MIPUCBOCHUS €My OJHOM U3 TaKUX KaTErOpHUIA.

yMeTh:

*  BBUBJATH U OLIEHUBATh YTPO3bI HCA K CETSIM 3JIEKTPOCBS3H;

*  aHaAIM3MPOBATH KOMITBIOTEPHYIO CHCTEMY C LIEIbIO OMpeesICHHsI HEOOXOAUMOTO YPOBHSI
3aLIUIEHHOCTH U I0BEPUS;

*  KJIAacCHU(UIMPOBATH 3AIIUIIAEMYI0 HHPOPMAIIHIO IO BUAM TalHBI M CTETICHIM
KOH(UICHIIMATEHOCTH;

*  BBIOMpATH MEPHI 3aIUTHl HHPOPMAITUH, TTOICKAITUE PEATU3AIH B CUCTEME 3aIUThI
uH(pOpMaIIK aBTOMATU3HPOBAHHON CHUCTEMBI;

* MPOBOJUTH aHAIN3 YIpo3 Oe30macHOCTH HH(popMaIu Ha 00beKTe HHPOPMATHU3AIUH;

* MPOBOAMTH IMPEANPOEKTHOE 00CIIe0BaHNE 00BEKTa MH(DOPMATH3AIHH.

2. CTpyKTYypa U TPYA0EMKOCTh JUCUMILIHHbI
Tab6muna 1

Bun yae6HO# paboThI Bcero yacos Kox-Bo yacos B
cemecTpe (aK.4.)
10

| 3a4. e]l. 4 4




Oomasn yac 144 144
TPYAOEMKOCTh

N3 Hux:

Yacel ayauTopHOi padoThl (BCero): 60 60
Jlexun 30 30
[TpakTuueckue 3aHATHS 0 0
Jlabopatopuple / mpakTHueckue 3aHATHSA 10 | 30 30
MOATPYIIaM

Yacbl BHEAyIUTOPHOM padoThl, BKJIIOYAsI 84 84
KOHCYJIbTAUMU, HHYI) KOHTAKTHYIO padoTy u

CaMOCTOSITEJIbHYIO PA00Ty 00y4arouerocst

Bua npomexxyrounoit arrecranuu (3ader, Aud. JuddepennrpoBann
3a4eT, DK3aMEH) bl 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Ta6numa 2
No TemaTtnka yuyeOHBIX BCTpEd Bunae! aynutopHoii Hroro
paboThI (B ak.uac.) ayJIUTOPHBIX
aK.4acoB 10
TeMe
= =
5 | -
o | 29 2
S 2 2 =
s |E58
5 ege
=S |E | 281
g & o ]
5 & |88 ¢
= = B EE
1 2 3 4 5 6
Yacos B 10 cemectpe 30 0 30 60
ObecnieueHue 3aUIIEHHOCTH 00BeKTOB | 30 0 30 60
KpUTHYECKOW MH(POPMAITMOHHOMN
UHPPACTPYKTYPHI
1 JlekimmoHHoe 3agarue 1 2 0 0 2
2 JlaGopatopHnas pabora 1. 0 0 2 2
3 JlekimmoHHOE 3aHATHE 2 2 0 0 2
4 JlaboparopHnas pabota 2. 0 0 2 2
5 JleknmoHHOE 3aHATHE 3 2 0 0 2
6 JlaGopaTtopHast pabora 3. 0 0 2 2
7 JlexunonHoe 3ansitue 4 2 0 0 2
8 JlaGopaTtopHast pabora 4. 0 0 2 2
9 JlekunoHHoOe 3aHATHE 5 2 0 0 2
10 JlaGopaTtopHast pabora 5. 0 0 2 2
11 JlexunonHoe 3ansitTue 6 2 0 0 2
12 JlaGopatopHnas pabora 6. 0 0 2 2
13 JlekimmoHHoOe 3agaTue 7 2 0 0 2
14 JlaGopatopHnas pabora 7. 0 0 2 2
15 JlekimoHHOE 3aHATHE 8 2 0 0 2
16 JlaboparopHnas pabota 8. 0 0 2 2
17 JlekimmoHHOE 3aHATHE 9 2 0 0 2
18 Jlaboparopnas pabota 9. 0 0 2 2
19 Jlexunonnoe 3anstue 10 2 0 0 2
20 JlabopaTtopnast pabora 10. 0 0 2 2
21 Jlexnmonnoe 3ansitue 11 2 0 0 2
22 JlabopaTtopnast pabora 11. 0 0 2 2
23 Jlexunonnoe 3ansitue 12 2 0 0 2
24 JlabopaTtopnast pabora 12. 0 0 2 2
25 JlekimmoHHoOe 3ausarue 13 2 0 0 2
26 JlaboparopHas pabota 13. 0 0 2 2
27 JlekimmonHoe 3ausatue 14 2 0 0 2
28 JlaboparopHas pabota 14. 0 0 2 2
29 JlekimmoHHoe 3agsarue 15 2 0 0 2
30 JlaboparopHas pabora 15. 0 0 2 2




31 KoHcynpranus nepen 3K3aMeHOM 0 0 0 0
32 JuddepennmpoBannplii 3auet 0 0 0 0
Wroro (ak.uacoB) 30 0 30 60




4. CucremMa olieHUBaHuS.

B 10 cemectpe mpenycMmoTpeH auddepeHIpOBaHHbIN 3a4eT. 3a4eT C OLEHKOW SBISETCS
MHTETPUPOBAHHON OIIEHKOW BBIMIOJHEHMs CTYIEHTOM 3a/laHuil BO BpeMs J1JaOOpaTOpHBIX paboT u
UHAVBUAYAIBHBIX — 3aJaHWii. JTa OIEHKAa XapaKTepu3yeT YPOBEHb CPOPMUPOBAHHOCTH
MPAKTUYECKUX YMEHUN U HaBBIKOB, IPUOOPETEHHBIX CTYACHTOM B XOJ€ U3YUCHUSI TUCIUIUIMHBIL:

61 - 76 GanoB - YAOBIETBOPUTEIIBHO;

77 - 90 6anI0B - XOpOIIIOo;

91 -100 6amoB - OTIIMYHO.

CryaeHT, y KOTOPOro cymma HaOpaHHBIX 0ajIOB, OKa3ajiach MEHbINE 61, MOMKEH caaBaTh
3auer.

3adeT MpOXOAWUT B TpaAUIMOHHOW dopme, mo Owmieram. B Ounere — 2 Bompoca. Jls
MOJTyYEHUsI OILICHKH «YyJOBJIIETBOPUTEIBHO» CTYACHTOM JIOJDKHBI OBbITH BbIMONHEHBI 80%
71a00paTOPHBIX pabOT U MOATOTOBJICH OTBET Ha | BOmpoc u3 OmiieTa, B 00IIEM pacKPBIBAIOLIUN TEMY
U He cofiepKamuid rpyOsix omuOoK. OTBET CTY/ICHTA TOJDKEH MTOKA3bIBATh, YTO OH 3HACT U MIOHUMACT
CMBICT M CYTh ONHCHIBAEMOM TEMbI M €€ B3aUMOCBS3b C JPYTMMHU pa3fesiaMd JUCIUIUIMHBI U C
OPYTUMH JUCHUTUTMHAMH CIICIHATBHOCTU. [l MOMYYeHHs] OLIEHKH «XOPOIIO» CTYIEHT IOJKCH
BBIMOJIHUTH MUHUMYM 90% 1a00paTopHBIX pabOT U OTBETUTH Ha 00a Bonpoca ouiiera. OTBET AOKEH
pacKpbIBaTh TEMY U HE COJEPKaTh TPyObIX ommboK. OTBET CTYACHTA JOJDKEH MOKA3bIBaTh, YTO OH
3HAeT M MOHMMAET CMBICI U CYTh ONHMCBHIBAEMON TEMbI U €€ B3aUMOCBS3b C JPYTUMH pa3fesiaMu
TUCIUIUIMHBI U C JAPYTUMH AWCIHUILUIMHAMH CIIEIUATBHOCTH. MOXKET MPHUBECTH MPUMEDP IO
onucbiBaeMoil Teme. OTBET MOXKET cojiep)kaTh HeOousblue HenouyeThl. (sl mosydeHus OLEHKH
«OTJIMYHOY» CTYJIEHT JOJDKECH BBITIOJNIHUTE BCe TaOOpaTOpHBIE pabOTHI U OTBETUTh Ha 00a BOIpoca
ounera. OTBET OJDKEH OBITH MMOJPOOHBIM, B TIOJTHOM MEpE PaCKpPhIBaTh TEMY U HE COACPIKATh IPyObIX
WIH CYHIECTBEHHBIX OIMMOOK. Kakaplli BOMPOC MOMKEH COMPOBOXKAATHCA MpUMepamu. Takxke
CTYJEHT JIOJIKEH J1aBaTh MOJIHbIE, NCYEPIBIBAIOIINE OTBETHI HA BOIIPOCHI MPENO/1aBaTENs.

[Tpumeuanue. CTyIEHTBI, KETAIONIUE TTOBBICUTH OLIEHKY, MOTYYSCHHYIO0 B paMKaX MOJIYJIbHO-
PEUTHHIOBOW CUCTEMBI, IMEET MPABO Ha Cc/ladyy 3a4eTa WU BBIOJIHEHUE JONOJHUTEIBHOTO 3aJaHUs
Ha YCMOTpEHUE TPEeroaBaTers.

5. Y4ebHo-MeToaMuYecKkoe M HHPOPMALMOHHOE 0O0ecnevyeHHe U C UM ILTHHBI

5.1 JIuteparypa

1 MeTonoi0ruuecKiue OCHOBBI IOCTPOCHUS 3alIMIICHHBIX aBTOMATH3UPOBAHHBIX CHUCTEM
yaeOHoe mocobue / A. B. lymkun, O. B. Jlankun, C. B. [Torexenkuii [u ap.]. — Boponex :
BopoHexckuii rocy1apCTBEHHBIM YHUBEPCUTET UHKEHEPHBIX TexHoJorui, 2013. — 260 c.
— ISBN 978-5-89448-981-0. — Tekct : 3yeKTpOHHBIH // DIEKTpOHHO-OMONIHMOTEYHAS
cuctema IPR BOOKS : [caiir]. — URL: http://www.iprbookshop.ru/47427.html (nmara
obpamienusi: 20.09.2022). — Pexxum noctyna: it aBTOPU3HP. MOJIb30BaTENEH.

2 Psbues, B. I'. ABromaTuzanusi TEXHUYECKUX CHCTEM CIEIUATbHBIX OOBEKTOB : y4eOHO-
Mmetoanuyeckoe nocodue / B. I'. Psdues. - Bonrorpax : ®T'bOY BO Bonrorpanckuii 'AY,
2019. - 84 c. - Tekcr : anmektponHsbIii. - URL: https://znanium.com/catalog/product/1087883
(mata obpamenus: 20.09.2022). — PexxuMm gocTyma: 1o moJmickKe.

3 bapanoga, E. K. Undopmarnimonnas 6e30macHOCTh U 3amuTa HHPOPMAIHH : y4ued. mocooue /
bapanosa E.K., babamr A.B. — 3-e uzn., nepepad. u gorn. — Mocksa : PUOP : UHOPA-M,
2017. — 322 c. — (Bwicmiee obpazoBanue). — ww.dx.doi.org/10.12737/11380. - ISBN 978-
5-369-01450-9. - Tekcrt : anextponnsIii. - URL: https://znanium.com/catalog/product/763644
(mata obpamenus: 20.09.2022). — Pexxum mocTyma: mo Mmomucke.

5.2 DuiekTpoHHbIE 00pa3oBaTebHbIE PECYPChI:
1. Hayunas snexktponHnas 6ubmuorexa. URL: http://elibrary.ru/.
2. DOnexkrponnsie pecypebl MBI TromIY. URL: https://bmk.utmn.ru/ru/.




6. CoBpemeHnHble mnpodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALUOHHbIE CIPABOYHbIE
CHCTEMBbI:

MesxBy30BcKast anekTponHas oubnuoreka (MIB). - URL: https://icdlib.nspu.ru/
Hanmonanwshas snexrponnas ounbnuoreka. - URL:  https://rusneb.ru/

Institute  of Electrical and Electronics Engineers, Inc (IEEE). - URL:
https://ieeexplore.ieee.org/Xplore/home.jsp?reload=true

Orbit Intelligence. - URL: https://www.orbit.com

7. JIueH3MoHHOEe W CBOOOJHO PACHpPOCTPaHsieMoOe NMPOrpaMMHOe ofecnevyeHue, B TOM YHUCJIe
0TeYeCTBEHHOI0 MPOM3BO/ICTBA

e MS Office, mnardopma aiist snekrpoHHoro odydenust Microsoft Teams.
e Microsoft Imagine Academy (panee Dreamspark): OC cemeiictea MS Windows (penakiius

Pro/Server);

e Oducueiii maker Microsoft Office 365 (nmuensuonnoe cornamenne Ne21/00509-20 ot

12.05.2020);
[Iporpammuoe obecrieuenne BupTyanuszanuu: VirtualBox (OecraTHas — JTUIEH3HS
nocrymHa: https://www.virtualbox.org/wiki/Downloads).

8. Texunueckue CpeacTBa U MATEPUAJTBbHO-TEXHUYECKOEC o0ecmeyeHue AUCHHUIIJIMHbI

MynsTuMenuitHass ydeOHas ayAuToOpwsi JUIsl TMPOBEICHUS 3aHSATUN JIEKIIMOHHOTO THUMA
OCHAIIICHA CIEAYIOIIMMHU TEXHHYECKUMHU CPeICTBaMU OOYUYCHHS U 000pyAOBaHUEM: yaeOHas
meOenb, JOCKa ayAWTOpHas, MYJIbTHUMEIMMHOE MPOEKIMOHHOE U  aKyCTHUYECKOE
000pyI0BaHUE, IEPCOHATBLHBIA KOMITBIOTED.

MynbpTuMenniiHas ydeOHass ayAuTOpHUsS Uil NPOBEACHUS 3aHATUN J1a0OpaTOpPHOTO THIIA
OCHAIIIEHA CIEAYIOIMMHU TEXHUYECKIMHU CPEJICTBAMU 00y4YeHHs U 000pyAOBaHUEM: yueOHas
MeOenb, JOCKa ayAWTOpHas, MYJIbTHMEIUHHOE MPOEKIIMOHHOE W  aKyCTHUYECKOE
000py0BaHUE, IEPCOHATBHBINA KOMITBIOTED.

AynuTtopHst sl  CaMOCTOSITEIBHOH pPabOThl OCHAIEHA CIEAYIOUMMH TEXHUYECKHUMHU
cpeactBamMu  00ydeHUss W 0OOpymoBaHHMeM: YyueOHas MeOenb, JOCKa ayauTOopHasd,
MYJIbTUMEAMMHOE TPOEKIMOHHOE M aKyCTH4YecKoe OOOpydOBaHHE, TEepPCOHAIbHBIC
KOMITHIOTEPHI.
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1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (M00yas): OIIK-5

1.2. MWHauKaTopbl [JAOCTH:KEHHS] KOMIIETEHIHIi, COOTHECEHHbIe ¢ IUIAHUPYEMbIMHU
pe3yJbTaTamMu 00y4eHHs :

Opraau3anuoHHoe ¥ NPaBoBoe odecneyenne nHMGOPMaANMOHHON 0€301IACHOCTH

B pesynbrare ocBoeHuss aucHUIUIMHBI "OpraHu3alioHHOE M IIPaBOBOE oOecIeueHue
UH(POPMALMOHHOM 6e30macHOCTH" 00yJarOImUiCs TOKEH

3HaTh:

*  Co/IepKaHUE OCHOBHBIX MOHITHH 110 TIPAaBOBOMY 00ECTICUCHHIO WH()OPMAIIMOHHON
0e30I1acHOCTH;

* MPaBOBBIC CIIOCOOBI 3aITUTHI TOCYIaPCTBEHHOW TaHbI, KOHPHICHIIMATHLHON HHDOpMAIK 1
UHTEJUIEKTYaJIbHON COOCTBEHHOCTH;

* TOHSTHE W BHUJIBI 3alUIIAeMOi HH(OpMAIIK, 0COOEHHOCTH rOCYIapCTBEHHON TaliHbI KaK
BU/JIa 3aIIHUIAEMON HH(OpMAIINK;

*  TpaBWJIa JIMIICH3UPOBAHUS U cePTU(UKAIIMKN B 00JaCTH 3alTUTHI HHPOPMAIUH

® TCOPCTUICCKHUEC OCHOBEL (byHKI_[I/IOHI/IpOBaHI/ISI CHUCTEM OpFaHHSaHHOHHOﬁ 3allIUThI
nH(popmaIuu, ee COBpeMeHHbIC TPOOJIEMbI K TEPMUHOJIOTHIO,

* OCHOBHBIC HAITPABJICHUA U MCTO/IbL OpFaHH3aHI/IOHHOI>'I 3alIUThI I/IHq)OpMaI_II/II/I B
OpraHU3aIMAX ¢ PA3IUYHBIMH (POPMaMHU COOCTBEHHOCTH

*  OCHOBHBIE MOJIOKEHUS MEKYHAPOIAHBIX CTAaHAAPTOB B 00JIACTH HH(OPMAITMOHHON
0e30MmacHOCTH

YMers:

*  OTBICKHMBATh HEOOXOJMMbIC HOPMATHBHBIE ITPABOBBIEC aKThl U MH()OPMAITMOHHO-TIPABOBBIE
HOPMBI B CHCTEME JICHCTBYIOIETO 3aKOHOIATEIbCTBA, B TOM YHCIIE C TOMOIIBIO CHCTEM MPABOBOM
uHpOpMaLNu;

* MPUMEHATH JICHCTBYIOIIYIO 3aKOHOAATENIbHYIO 0a3y B 00JacT HH(POPMAITMOHHOM
0e30IMacHOCTH;

* pa3pabaThIBaTh MPOEKTHl HOPMATHBHBIX MAaTEPHAJIOB, PETTIAMEHTHPYIOMINX PadoOTy 10
3anUTe HPOPMALIUK, a TAKXKE TOJT0KESHUN, MHCTPYKIMHA U APYTUX OpraHU3alMOHHO-
pacnopsIINTEIbHBIX TOKYMEHTOB;

*  aHaAMM3UPOBATh FIPPEKTUBHOCTH CUCTEM OPTaHU3AMOHHON 3aIIUTHI HH(POPMALIUU U
pa3pabaThIBaTh HANPABJICHUS €€ PA3BUTHS;

Bnaners:

* yMEHHEM pabOThl C HOPMATUBHO-IIPABOBBIMHU aKTaMU;

* yMEHHEM pa3padOTKH HOPMATUBHO-METOIUYCCKUX MATEPHAIIOB 10 pPeTiIaMeHTAIIUN
CHCTEMBI OPTaHU3aMOHHON 3alIUThI HH(OPMAIIHUH;

* HaBBIKAMH NPUMEHEHUS PA3JTUYHBIX CIOCOOOB METOJIOB 3aIIUTH HH(OPMAIIUHU TI0 KaHaIaM
YTEUKHU U OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIa K HEH;

* HaBBIKAMH IPOCKTHUPOBAHMS CHCTEM 3alTUTHI HHPOPMAITUN

B mpotiecce ocBoeHUsT AUCIUTLTUHBI (DOPMUPYIOTCS CIEAYIONTNE KOMITETEHIIUU:



*  CHOCOOHOCTH MCIOJIb30BaTh HOPMATUBHBIE MPABOBbIE aKThI B CBOEH MpodeccroHalbHON

ACATCIIbHOCTHU

*  CHOCOOHOCTH Y4acTBOBATh B pa3pabOTKe MPOEKTHOM U TEXHUYECKOHN TOKyMEHTalUN
*  CHOCOOHOCTH Y4acTBOBAThH B MMPOBEICHUH IKCIIEPUMEHTAIBHO-UCCIEA0BATEIHCKUX paObOT
IPU aTTECTallMU OOBEKTOB C YUETOM TpeOOBaHMM K YPOBHIO 3aIMIICHHOCTH KOMIIBIOTEPHOI

CHUCTCMBI

* pa3pabaThIBaTh MPOEKTHl HOPMATHBHBIX, IIPABOBBIX U METOJNYECKUX MATEPUAIIOB,
perJaMeHTHPYIOIMUX padoTy Mo o0ecnedeHn0 HHHOPMAIIMOHHONW O€30MaCHOCTH KOMITBIOTEPHBIX

CHCTEM

2. CTpyKTYypa U TPYA0EMKOCTH JUCUMIIJIMHBI

Tab6muna 1
Bun yuebnoit paboTbl Bcero yacoB KoJu-Bo yacos B
ceMecTpe (aK.4.)

5
Oo0mas 3a4. eJl. 4 4
TPYA0EMKOCTh qac 144 144
N3 Hux:
Yacel ayiuTOpHO# padoThl (BCero): 64 64
Jlexun 32 32
[TpakTHueckue 3aHATHS 32 32
Jlaboparopuple / mpakThueckue 3aHATHSA 10 | 0 0
MOATPYIIaM
Yacbl BHeAyIUTOPHOM padoThl, BKJIIOYasI 80 80
KOHCYJIbTAUMU, HHYI) KOHTAKTHYIO padoTy u
CaMOCTOSITEJIbHYIO PA00TYy 00y4arouerocst
Bun nmpomexxyrouHoi arrectanuu (3auet, nud. JuddepenurpoBant
3a4eT, IK3aMEH ) Bl 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Tabmuna 2
No TemaTtnka yuyeOHBIX BCTpEd Bunae! aynutopHoii Hroro
paboThI (B ak.uac.) ayJIUTOPHBIX
aK.4acoB 10
TeMe
= =
5 | &
o | 2o 3
S 2 2 =
s |E58
5 ege
=S |E | 281
g & o ]
5 & |88 ¢
= = B EE
1 2 3 4 5 6
Yacos B 5 cemecTpe 32 32 0 64
OpraHuzanoHHOE U IIPaBOBOE 32 32 0 64
obecrieueHre HHPOPMAITMOHHON
0€3011aCHOCTH
1 Jlekusa 1 2 0 0 2
2 [TpakTuka | 0 2 0 2
3 Jlekusa 2 2 0 0 2
4 [IpakTuka 2 0 2 0 2
5 Jlekiusg 3 2 0 0 2
6 IIpakTuka 3 0 2 0 2
7 Jlexuus 4 2 0 0 2
8 IIpakTuka 4 0 2 0 2
9 Jlekuus 5 2 0 0 2
10 IlpakTuka 5 0 2 0 2
11 Jlexuus 6 2 0 0 2
12 [IpakTuka 6 0 2 0 2
13 Jlekusa 7 2 0 0 2
14 [IpakTuka 7 0 2 0 2
15 Jlekusa 8 2 0 0 2
16 [IpakTuka 8 0 2 0 2
17 Jlekua 9 2 0 0 2
18 IIpakrtuka 9 0 2 0 2
19 Jlexmus 10 2 0 0 2
20 IIpakTuka 10 0 2 0 2
21 Jlexmus 11 2 0 0 2
22 IIpakTuka 11 0 2 0 2
23 Jlexrus 12 2 0 0 2
24 IlpakTuka 12 0 2 0 2
25 Jlekmusa 13 2 0 0 2
26 [Ipaktuka 12 0 2 0 2
27 Jlekusg 14 2 0 0 2
28 [IpakTuka 14 0 2 0 2
29 Jlekmusa 15 2 0 0 2
30 [Ipaktuka 15 0 2 0 2




31 Jlexmust 16 2 0 0 2
32 IlpakTuka 16 0 2 0 2
33 KoHcynpranus nepea 3K3aMeHOM 0 0 0 0
34 3ayeT ¢ OIEHKOHI 0 0 0 0
Wroro (ak.uacoB) 3 3 0 64




4. Cucrema OLleHUBAHMUA.

Texymmii ¥ MPOMEXKYTOUHBIN KOHTPOJIb OCBOSHHSI U YCBOCHHUSI MaTepHalia TUCIUILITMHbI
OCYIIECTBIISIETCS B paMKaX MOJIYJIbHO-PEUTHHTOBOH (135-0amibHOM) U TpaIUIIMOHHOM (5-
OaITHHOI) CHCTEM OIICHOK.

DK3aMeHaIMOHHasl OIIEHKA CTYJEHTa B paMKaX MOJyJIbHO-PEHTHHIOBOM CHCTEMBI OLICHOK
SIBIISICTCS. MHTETPUPOBAHHON OLIEHKOM BBIMIOJHEHUS CTYICHTOM 33/1aHUH BO BpEeMs IIPAKTUYECKUX
3aHATUH, UHANBUAYAJIBHBIX JTOMALIHUX 3a/1aHUH, KOHTPOJIbHON pabOThl, KOJUIOKBUYMOB U TECTOB.
OTa OIeHKa XapaKTepU3yeT YpPOBeHb C(HOPMUPOBAHHOCTH MPAKTUYECKUX YMEHHI U HABBIKOB,
IPUOOPETEHHBIX CTYJEHTOM B XOJI€ U3Y4YEHUS AUCLUILINHBI:

130 - 135 6an10B — OTINYHO;

115 - 129 6amnoB - xoporo;

CryneHT, y KOTOporo cymma HaOpaHHBIX 0aioB, OKa3anack MeHbIe 115, momkeH cnaTh
9K3aMEH.

DK3aMeH IPOXOIUT B TPAIULIMOHHOHK dopme, 1o buseram. B Guiere — 2 TeopeTH4YecKux
Bomnpoca. /1y nosydeHus OLeHKH «yI0BJIETBOPUTEIBHO» CTYIEHTOM JIOJIKHO OBITh CAaHO
MUHUMYM 80% mpakTU4YecKHX paboT U cAeaH OTBET Ha 2 BOIpoca u3 Ouiera, B 001memM
PACKPBIBAIOLIMI TeMy U He cofepxKaiuil rpyObix omroOok. OTBET CTyI€HTa JOKEH T0Ka3bIBaTh,
YTO OH 3HAET U MIOHMUMAET CMBICI U CYTh OIMCHIBAEMON TEMBI, U €€ B3aUMOCBSI3b C IPYTUMHU
paszaenaMy AUCUUIUIMHBL ¥ ¢ APYTUMH JUCHUIUIMHAMY CIIENUATbHOCTH. 11 MOTy4YeHus! OLEHKU
«XOPOIIO» CTYJCHT AOJDKEH caTh MUHUMYM 90% mpakThuyeckux paboT U OTBETUTH Ha 00a
Bomnpoca Ouiera. OTBET N0JIKEH AETalbHO PACKPhIBaTh TEMY M HE COAEPKATh I'PYOBIX OIINOOK.
OTBeT CTyZeHTa JI0JKEH MTOKa3bIBaTh, YTO OH 3HACT U TIOHUMAET CMBICI M CYTh ONKCHIBAEMOM
TEMBI, U €€ B3aMMOCBS3b C IPYTHMU pa3ieslaMi JUCLUILIMHBI U ¢ IPYTUMHU AUCHUIUINHAMU
CHEeUUATbHOCTH. MOKET MPUBECTU MIPUMED O OMUCHIBaeMoii Teme. OTBET MOXKET COEPKaTh
HeOOoJIbIINE HeloueThl. [ MoydeHHs OLlEHKH «OTJIMYHO» CTYAEHT JI0JIKEH CAATh BCE
NpakTUYecKre paboThl U OTBETHTH Ha 00a Borpoca Ouiera. OTBET OJKEH ObITh MOAPOOHBIM, B
IIOJTHOM Mepe pacKpbIBaTh TEMY M HE COAEPKaTh IPYObIX MIIM CYIIECTBEHHBIX OMNOOK. Kax bl
BOIIPOC JOJDKEH COMPOBOXKIATHCS TPUMEPAMHU.

[Ipumeuanue. CTyneHT, KeIaroMi UCIIPaBUTh IK3aMEHALMOHHYIO OLIEHKY, ITOJIyYEHHYIO B PaMKax
MOJyJIBHO-PEHTUHTOBOM CHCTEMBI, UMEET NPABO HA CIady dK3aMeHa.

5. YueOHO-MeTOAMYeCKOEe U MH(OPMAIIMOHHOE O0ecTieYeHre JUCHMIITTHHBI

5.1 Jluteparypa:

1. Kospmunbx, C. MW. OpraHu3anuoHHO-IpaBOBOe obOecredeHne WHGOPMAIMOHHON
6e3onacHocTH : yuebHoe nmocooue / C. U. Kozpmunbix. - Tounmucu : CrpasemmBas [ py3us,
2022. - 309 c. - ISBN 978-9941-9663-2-3. - Tekcr : »saexktpoHsbii. - URL:
https://znanium.com/catalog/document?pid=1359091 (mara ob6pamenus: 10.05.2022)

2. Tamarenko, B. A. CranaapTsl nH(pOpMaIOHHOK Oe30macHOCTH : yueOHoe mocobue / B. A.
["anatenxo. — 2-e uza. — Mocksa : UHTYUT, 2016. — 307 c. — ISBN 5-9556-0053-1. —
Texkcr : onexTpoHHbli // JlaHb : 3nekTpoHHO-OuOMMoTeuynas cucrema. — URL:
https://e.lanbook.com/book/100511 (mara ob6pamenus: 10.05.2022)

3. TI'pummna, H. B. Undopmanmonnas 6e3omnacHocTh npeanpusatus: YyeOHoe nocobue / H.B.
I'pumuna. - 2-e u3g., gon. - Mocksa : @opym: HUL] UHOPA-M, 2015. - 240 c.: un.; . -
(Beicmiee obpazoBanue: bakamaBpuat). ISBN 978-5-00091-007-8. - TekcT : 371€KTPOHHBIH. -
URL: https://znanium.com/catalog/product/491597 (nara o6pamenus: 10.05.2022).

5.2 DuekTpoHHbIe 00pa3oBaTebHbIE PECYpPChI:
1. https://fstec.ru/ru/
2. http://fsb.ru/



6. CoBpemeHnHble mnpodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALUOHHbIE CIPABOYHbIE
CHCTEMBbI:

Institute of Electrical and Electronics Engineers, Inc (IEEE)
https://ieeexplore.ieee.org/Xplore/home.jsp?reload=true

MEXBY30BCKAS B5JIEKTPOHHASI BUBJIMOTEKA (M3B) https://icdlib.nspu.ru/
HAIIMOHAJIbHA S DJIEKTPOHHAS BUBJIMOTEKA https://rusneb.ru/

CrpaBounast mpaBoBas cuctema Koncynsrantllntoc http://www.consultant.ru/

7. JIueH3MoHHOEe W CBOOOJHO PACHpPOCTPaHsieMoOe NMPOrpaMMHOe ofecnevyeHue, B TOM 4YHUCJIe
0TeYeCTBEHHOI0 MPOM3BO/ICTBA

MS Office, miatdopma 11 snekTpoHHoro ooydenus Microsoft Teams.

8. Texunueckue CpeacTBa U MATEPUAJTBbHO-TEXHUYECKOEC o0ecmeuyeHue AUCHHUIIJIMHbI

MynbsTuMeauiiHas ydyeOHash ayJuTOpUs IS MPOBEACHUS 3aHATHI JIEKIMOHHOTO THUIA OCHAIIEHA
CIICMYIOIMMHA TEXHUYECKUMH CpeACTBaMU OOy4YeHHS M 00OpyIOBaHHMEM: ydeOHas mebOenb, JocKa
ayJIUTOpHAs, MYJIbTHUMEAMWHOE IMPOEKUMOHHOE U aKyCTHYecKoe O0OpYyIOBaHUE, MEPCOHAIbHBIN
KOMITBIOTED.

VueOHas ayauTopus Uil TPOBEACHUS 3aHATHI JICKIIMOHHOTO THUIIA OCHAICHA CICAYIOIIUMHU
TEXHUYECKUMU CpeICTBaMH 00ydeHus 1 000pyioBaHueM: yueOHast MeOelb, T0CKa ayTUTOPHAS.
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[Mpodwie: bezonacHOCT OTKPBHITHIX HH()OPMAITHOHHBIX CHCTEM
¢dbopma oOyueHus ouHast
CroenuannreT



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI

AMCUMILIUHBI (MoOdyns): OIIK-10

1.2. MWuHaukaTopbl [AOCTH:KEHHS KOMIIETEHIHil, COOTHECEHHbIE

pe3yJbTaTamMu 00y4eHHs :

OCHOBBI NOCTPOEHHUS 3aIUIIEHHBIX KOMILIOTEPHbIX ceTel

B pesynpTaTe 0CBOCHHS AUCIUIUIMHBI CTYICHT JOJDKEH

3HaTh:

¢ IUIaHWPyeMbIMH

*  ¥Yrpo3sl HapymieHuss ”HPOPMAITMOHHON 0€30MaCHOCTH KOMIIBIOTEPHBIX CETEH.
*  OcHoBHbIE KpUNTOrpaUuIecKue METOIbI 3aALTUTHI HH()OPMAIIHH.
*  ApXuTeKTypy U QYHKUHU CUCTEM YIPABICHUS CETSIMH, CTAHAAPTHI CUCTEM YIPaBICHUSI.
* IlpuHummnsl QyHKIMOHUPOBAHHUS 3AIIUIIICHHBIX CETEBBIX MPOTOKOJIOB.

* (CpencrtBa MOHUTOPUHTA M aHAJIM3a KOMIIBIOTEPHBIX CETEH.

* Meroas! yCTpaHEHNs] HEUCIIPABHOCTEW B TEXHUYECKUX CUCTEMAX.

YMeTs:

® HpI/IMeHHTB OCHOBHBIC ITPOTOKOJIbI U TEXHOJIOI'UH obOecrieyeHns 0€30IaCHOCTU

KOMIIbIOTEPHBIX CETEH.

*  BBINOIHATH MOHUTOPHUHT U aHAJINU3 pabOTHI JOKAIBHOM CETH C TOMOIIBIO MPOTrPAMMHO-

afrapaTHbIX CPCACTB.

*  OcymecTBIATh JUATHOCTUKY U TOMCK HEMCIIPABHOCTEH BCEX KOMIIOHEHTOB CETH.
*  BbINonHATE AEUCTBUA 10 YCTPAHEHUIO HEUCIIPABHOCTEH.

2. CTpyKTYypa U TPYA0EMKOCTh JUCHMILIJIHHBI

Tab6muna 1
Bun yae6HO# paboThI Bcero yacos Kon-Bo yacos B
cemecTpe (aK.4.)
6
Oo0mas 3a4. efl. 4 4
TPYA0EMKOCTh qac 144 144
N3 Hux:
Yacbl aynuTopHOi padoThl (BCero): 64 64
Jlexuun 32 32
[TpakTHueckue 3aHATHS 0 0
JlaGopaTopHple / TpaKTUYECKHE 3aHATHS 10 | 32 32
MOATPyIIamM
Yacbl BHEAYIMTOPHOI padoThl, BKJIIOYASs 80 80
KOHCYJIbTAUMU, HHYI) KOHTAKTHYIO padoTy u
CaMOCTOSITEJIbHYIO PA00TYy 00y4aronerocst
Bun nmpomexxyrouHoi arrectanuu (3auet, nud. OKk3ameH
3a4eT, IK3aMEH )




3. Conep:kaHue QM CHUATIINHbBI

Tabmuma 2
No TemaTtnka yuyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.uac.) ayIUTOPHBIX
aK.4acoB 10
TeMe
=
= :
= |58
L S o c%
c |28
: | gge
s | |EE3
g & o ]
3 & |8 &g
= = B EE
1 2 3 4 5 6
Yacos B 6 cemecTpe 32 0 32 64
OCHOBBI IOCTPOEHUS 3ALTUIIEHHBIX 32 0 32 64
KOMIBIOTEPHBIX CETEH
1 Jlexuus 1. OcHOBBI IPOEKTUPOBAHUS U 2 0 0 2
paboThl 6E30MaCHBIX KOMMYTHPYEMBIX
ceren
2 JlabGopatopnas padora 1. CAM u TCAM- | 0 0 2 2
Tabnuibl. BapuaHThl ycKOpeHUs
KoMMyTaruu (route caching, topology-
based switching)
3 Jleknusg 2. Tunbsl KOMMYTaTOpPOB. 2 0 0 2
4 JlaboparopHas pabota 2. besomacHocts | 0 0 2 2
KOMMYTHPYEMOI Cpefibl B CETH
PETPHUSITHS
5 Jlexmms 3. Pa6ora ¢ VLAN. Tpanku. 2 0 0 2
6 JlaGopaTtopHast pabora 3. 0 0 2 2
CermentupoBanue cereil. Private VLAN,
THUIBI U HACTPOMKA
7 Jlexuus 4. [IpenoTBpalieHue CETEBBIX 2 0 0 2
aTakK Ha BUPTYyaJIbHbIE JIOKAJIbHBIE CETU
8 JlaboparopHas pabota 4. bezomacuocts | 0 0 2 2
BUPTYaJIbHBIX JIOKAIbHBIX CETEH
9 Jlekuus 5. [IpenoTBpanieHne CeTeBbIX 2 0 0 2
aTak Ha MPOTOKOJIBI CeMeicTBa Spanning
Tree
10 JlaGopaTtopHnas pabora 5. besomacnocts | 0 0 2 2
IPOTOKOJIOB ceMeiicTBa Spanning Tree
11 Jlekuus 6. [IpoekTrpoBaHue U HaCTpoWKa | 2 0 0 2
Mapupyruzanuu mexay VLAN.
12 JlaGopaTtopHas pabota 6. BkitoueHnue 0 0 2 2
IIPOTOKOJIOB JMHAMUYECKOMN
MapLIpyTU3aLUU U o0ecrieueHne ux
0€3011aCHOCTH
13 Koncynpranusl 0 0 0 0




14

Jlexuus 7. besonacHas MaplupyTU3anus
MEXy CECTMEHTaMH BHYTPH KaMITyCHOU
ceTu

15

JlaGopaTtopHast pabota 7. be3omacHas
MapuipyTuzanus cpeacrsamu Multilayer
Switch

16

Jlexuus 8. IIpenoTBpalieHue ceTEeBbIX
aTak Ha 0ECIIPOBOJIHBIE CETH

17

JlaboparopHnas pabota 8. bezonacHoCTh
0eCIPOBOIHBIX KIIMEHTOB B CETH
PEITPHUSITHS

18

Jlekuus 9. 3agaun mpoTOKOJIOB
cemeiicta FHRP

19

JlaGopaTtopHnas padota 9. Mcnonb3oBanue
FHRP-npotokosos B ceTsix ¢ [IPv6

20

Jlexuus 10. IIpenoTBpalieHne ceTeBbIX
atak Ha mpoTokossl FHRP

21

JlaboparopHas pabota 10. be3onacHocTh
IPOTOKOJIOB MEPBOTO XOMa

22

Jlexuus 11. OcHOBHBIE BOIIPOCHI
0€30MacHOCTH KOMMYTaTOPOB access-
YPOBHSI

23

JlaGopaTtopHnast pabora 11. 3amuTa ot
cny¢uHra

24

Koncynpramus 2

25

Jlexnus 12. be3omacHocTh
KOMMYTHPYEMBIX CETEH Ha ypOBHE
JocTyra (access)

26

JlabopaTtopHast pabora 12.
IIpenorBpaleHue atak Ha ypoBHE
JIOCTYIIA B CETH NPEAIPUITHUS

27

Jlexums 13. LlenTpanu3oBaHHBIC CTYKOBI
M0 ayTeHTU(DHUKAIIUH, aBTOPHU3AIIH U
yuety RADIUS u TACACS+

28

Jlaboparopnas pabota 13. PaGora ¢
yaanéaabiM RADIUS-cepeepoM.
Hacrtpoiika AAA

29

Jlekusa 14. besomacHOCTb
KOMMYTHUPYEMBIX CETEH HA ypPOBHE
pactipenenenus (distribution)

30

JlaboparopHas pabota 14. Mexanusm
3amuThl Storm Control, HacTpoiika u
OTCJIeKMBaHHUE CPabAThIBAHHUS.

31

Jlexums 15. 3amaum 1 pexxuMbl pabOTHI
nportokosia NTPv4. TIporokon SNMPv3

32

JlaGopaTopHnas pabora 15. Hactpoiika
Port Mirroring (SPAN, RSPAN).
besonacHocts NTP

33

Jlexuus 16. Texnonoruu
OTKAa30yCTOMYMBOCTH, BBICOKOI
JOCTYITHOCTH ¥ MOHUTOPUHTA
0€30MacCHOCTH KOMITbIOTEPHBIX CETeH




34 JlaGopatopHas pabora 16. CepBuchl u 0 0 2 2
CITY>KOBI MOHUTOPHHTA 0€30MTaCHOCTH
KOMIIBIOTEPHBIX CeTeN

35 Koncynpramnus 3 0 0 0 0
36 DK3aMeH [0 TUCLUILINHE 0 0 0 0
Wroro (ak.gacoB) 32 0 32 64

4. CucremMa olieHHBaHuS.
OOyuarommecs, He HabOpaBimme 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIIEr0 KOHTPOJISI B CEMECTPE, MPOXOIST IPOMEKYTOUHYIO aTTECTAIHIO B
dbopMme 3K3aMeHa.

— 60 6aTOB M MEHEEe — «HEYIOBICTBOPUTEIHHOY;

— ot 61 10 75 GannoB — «yJOBIETBOPUTEIBHO;

— 0T 76 10 90 6aJIOB — «XOPOIIIOY;

— ot 91 1o 100 6aIoB — «OTIIUYHOY.

5. Y4ebHo-MeToaMuYecKkoe M HHPOPMALMOHHOE 00ecneyeHHe U C UM ILTHHBI

5.1 JIuteparypa:

1. TexHonoruu 3amuThl HHGOPMAIIUK B KOMITBIOTEPHBIX CETAX : yueOHoe mocodue / H. A. PyneHkos,
A. B. Ilponerapckuii, E. B. CmupnoBa, A. M. CypoBoB. — 2-e u3a. — Mocksa : UHTYUT, 2016.
— 368 c¢.— Tekcr: snexkTpoHHBIA / JlaHb : 3nekTpoHHO-OMOMMoTewHast cuctema. — URL:
https://e.lanbook.com/book/100522 (mata oOpamenus: 15.05.2020). — Pexum pgocryma: s
aBTOpU3. MOJIb30BATEIICH.

2. Kusies, B. 1. be3onacHocTh nH(pOpMAIIMOHHBIX cUcTeM : yueOHoe nocobue / B. 1. Kuses, O. H.
['pannunn. — 2-e m3a. — Mocksa : UHTYUT, 2016. — 191 ¢. — Texker : anextponHsiii // JlaHs :
aNIeKTpOoHHO-O0ubMoTeunas cuctema. — URL: https://e.lanbook.com/book/100580 (mara
obpamenus: 15.05.2020). — Pexum goctyna: AJis aBTOPHU3. MOJIH30BaTENCH.

3. Onmudep, B. I'. OcHOBEI ceTeil nepenauun naHHbIX : yueOHoe mocodue / B. I'. Onudep, H. A.
Omudep. — 2-e uzn. — Mocksa : UHTYUT, 2016. — 219 c. — Tekct : anmekTponHsbIit // Jlanb :
ANIeKTpOHHO-O0ubMoTeunas cuctema. — URL: https://e.lanbook.com/book/100346 (nara
obpamenus: 15.05.2020). — Pexum goctyna: AJisi aBTOPHU3. MOJIH30BaTEICH.

4. IlocTpoeHne KOMMYTHPYEMBIX KOMIIBIOTEPHBIX ceTel : yaebHnoe nocodue / E. B. CmupHoBa, 1. B.
backakos, A. B. [Iponerapckuii, P. A. ®enoros. — 2-e¢ uzn. — Mocksa : UHTYUT, 2016. — 428
c.— Tekcr: onexTtponHslii// Jlanb : snekTpoHHO-OmOmmoreunas cucrema. — URL:
https://e.lanbook.com/book/100370 (mara oOpamenus: 15.05.2020). — Pexum mgoctyma: s

aBTOPH3. NOJIb30BATEIIEH.

5.2 DnekTpoHHBIE 00pa3oBaTeIbHbIE PECYPCHI:
— MITRE ATT&CK. https://attack.mitre.org/
— bank ganubIx yrpo3 6ezomacHocta nHpopmanun. https://bdu.fstec.ru/vul

6. CoBpemeHnHble mnpodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALUOHHbIE CIPABOYHbIE
CHCTEMBI:
Bba3rl naHHEIX
e Institute of Electrical and Electronics Engineers, Inc (IEEE)
https://ieeexplore.ieee.org/Xplore/home.jsp?reload=true
e MEXBY30BCKAS DJIEKTPOHHAA BUBJIMOTEKA (M3B) https://icdlib.nspu.ru/
o HAIIMOHAJIbHAA DJIEKTPOHHA A BUBJIMOTEKA https://rusneb.ru/

e CmnpaBoynas npaBoBas cuctema Koncynprantllimoc http://www.consultant.ru/




7. JIunleH3MOHHOE ¥ CBOOOJHO pacnpocTpaHsieMoe NMPOrpaMMHOe olecrnieyeHue, B TOM YHCJIe
0TeYeCTBEHHOI0 MPOU3BO/ICTBA
e MS Windows 10
MS Office,
Oracle Virtual Box
GNS3
maTdopma IS AJIeKTpoHHOTro 00ydeHus:t Microsoft Teams.

8. TexHuveckue cpeacTBA U MATEPUATBHO-TEXHNYECKOE o0ecrevyeHue TUCIUITUHbI
MynbpTuMeaniinas yueOHast ayIuTOpHs Ul TPOBEACHUS 3aHATHI 1a00paTOpHOTo TUMA
OCHAIIICHA CIEAYIONIMMHU TEXHUYECKUMHU CPEeICTBAaMU OOYUYCHHS M 000pyA0BaHUEM: yaeOHas
MeOelb, TI0CKa ayTUTOpHAs, MYJIbTHMEIUHHOE MPOSKIIMOHHOE U aKyCTHYECKOE 000pyI0BaHUE,
MEePCOHAIIbHBIA KOMITBIOTED.
KOMHLIOTGpHBIﬁ KJIaCC C BBIXOJAOM B MHTCPHCT.
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3amecturens aupekropa Mucruryra
MaTeMaTUKU U KOMIIBIOTEPHBIX HAyK
M.H. IlepeBanoBa

PA3PABOTYHK

3ynbkapHees . P.

[MPOT'PAMMHO-ATIITAPATHBIE CPEACTBA 3AIIUTHI UHOOPMAILINU
Pabouast mporpamMmma
JJIsA 06yan0H1ch;1 10 CIICNUAJIbHOCTHU
10.05.03 «MadopmarmonHas 6€30MacHOCTh aBTOMaTH3UPOBAHHBIX CHCTEM)
cnennanu3anus «be3onacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CUCTEM)
dhopma oOyueHust ouHas



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILINHBI (Mo0yns):OIIK-15, 5.2

1.2. MHWHauKaTopbl [JAOCTH:KEHHS] KOMIIETEHIHIi, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

Opraau3anuoHHoe ¥ NPaBoBoe odecneyenne nHMGOPMaANMOHHON 0€301IACHOCTH

B pe3ynbTare 0CBOCHHS AUCITUIUITMHBI 00YJarOITUHCS JOJKEH

3HATh:

*  METOJIbI 3aLIUTHl KOMIBIOTEPHOU HH(POPMALIUY;

*  KJacCcU(UKANUIO M OOIIYI0 XapaKTEPUCTHKY MMPOrPaMMHO-AIaPaTHBIX CPEACTB 3aIUTHI
uHpOpMaLnu;

*  OCHOBHBIEC IPUHINIBI AJMUHUCTPUPOBAHHS 3AIIUIIECHHBIX KOMIBIOTEPHBIX CHCTEM;

*  OCOOCHHOCTH peajH3alMy METO/I0B 3aIIUTHl HHPOPMALIMU POTPAMMHO-ANIapaTHEIMUA
Cpe/CTBaMu;

YMers:

*  BBINOJHATH (QYHKIMH aIMUHUCTPATOPA OE30MACHOCTH 3aLUIEHHBIX KOMIIBIOTEPHBIX
CHCTEM;

*  BBINOJHATH HACTPOUKY 3AIMUTHBIX MEXaHU3MOB IIPOTPAMMHO-AIIAPATHBIX CPEJICTB;

* HACTpaWmBaTh MOJUTUKY OE30IMACHOCTH CPEACTBAMHU MPOTPAMMHO-AIIAPATHBIX KOMIUIEKCOB
3alUTH MH()OpMAINH;

* IPUMEHATh MEXaHU3MBI 3aIUTHI, pEaTM30BaHHbIC B IPOTPAMMHO-ANIAPATHBIX KOMIUIEKCAX,
C LIEJIbIO TIOCTPOCHUS 3AIUIIEHHBIX KOMIIBIOTEPHBIX CUCTEM;

*  BBINOJHATH 3aIIUTY pabOYNX MECT C HCIOIb30BAaHUEM IIPOrPaMMHO-AMIIAPATHBIX CPEICTB
3alUTh MH()OpMAINH;

Bnaners:

*  CpencTBaMM aJMMUHUCTPUPOBAHUS IPOrPAMMHO-ANIAPATHBIX KOMIUIEKCOB 3aILUThI
UH(OPMALIUU OT HECAHKITMOHUPOBAHHOT'O I0OCTYIIA;

* CpencTBaMM aJMMHUCTPUPOBAHMS KOMIUIEKCOB KPUNITOrpahuuecKoil 3aluThl
uHpOpMaLnu;

* CpencTBaMM KOHTPOJIA M aHAJIN3a 3aLIUILEHHOCTH

B nporiecce ocBoeHUsT AUCTUTUIMHBI (POPMUPYIOTCS CIEAYIONINE KOMITIETCHIIH:

*  CHOCOOHOCTH Y4acTBOBATh B pa3paboTKe M KOHPUTYpUPOBAHUU MTPOTPAMMHO-AIIAPATHBIX
CPEeACTB 3alUThI HH(MOPMAIIMH, BKITIOYAs 3alIMIICHHBIC OTIEPAIlMOHHBIC CUCTEMBI, CHCTEMBI
yrpaBieHus 0a3aMu JaHHBIX, KOMITBIOTEPHBIE CETH, CUCTEMbI aHTUBUPYCHOM 3aIlIUTHI, CPEICTBA
Kpunrorpaguaeckou 3ammTsl HHGopMauu

*  CIIOCOOHOCTBH MPOU3BOIUTH YCTAHOBKY, HAJIAAKY, TECTUPOBAHHE U OOCITY>KUBAHHE
COBPEMEHHBIX MPOTPaMMHO-AIIIAPATHBIX CPEICTB O0eCIIeYeHUsT MHPOPMAITMOHHOW O€30MTaCHOCTH
KOMIIBIOTEPHBIX CUCTEM, BKJIIOYAsI 3aIUIICHHBIC OMEPAIIIOHHBIC CUCTEMBI, CUCTEMBI YITPABICHUS
0a3aMu JaHHBIX, KOMIIBIOTEPHBIE CETH, CHCTEMbI aHTUBUPYCHOM 3aIlIUTHI, CPECTBA
KpUnTorpadguueckon 3amuTel HHPOPMALIUU

*  CIOCOOHOCTBIO BBIMOJHATH PAOOTHI IO BOCCTAHOBJICHUIO PAOOTOCIIOCOOHOCTH CPEJICTB
3aIUTHl MHOOPMALIUY TTPU BOSHUKHOBEHUH HEIITATHBIX CUTYAIU



2. CTpyKTYpa M TPYA0eMKOCTb TUCHHUIINHBI

Taobmnuma 1

Bun yae6HO# paboThI Bcero Ko.s1-Bo yacoB B cemecTpe (aK.4.)

4acoB 7 8
Oo0mas 3a4. eJl. 8 4 4
TPYA10€MKOCTh qac 288 144 144

N3 Hux:

Yacbl ay1uTopHOIi padoThl (BCero): 124 64 60
Jlexun 62 32 30
[TpakTuueckue 3aHATHS 62 32 30
JlabopaTopuple  /  mpaKTHYECKHE 0 0 0
3aHSTHS 110 MOATPYIIaM
Yacpl BHEAYAUTOPHOM padoThI,
BKJIIOYAS KOHCYJILTAIUH, HHYIO
KOHTAKTHYI0 padoTy u 164 80 84
CaMOCTOSITeJILHYI0 padoTy
o0y4arouierocsi
Bun npomexyroyHoll — arrecTtanuu Huddepenuuposant | Juddepenipopann
(3aueT, nud. 3a4er, FK3aMeH) Bl 3a4eT Bl 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Tabmuma 2
No TemaTnka yuyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.uac.) ayIUTOPHBIX
aK.4acoB TI0
TeMe
= =
5 |2
o | 2g 3
| 2 2 =
s |B5:
= Y
S |E | &=%
g & o £ 9
5 | & |§&2
= = BE BB
1 2 3 4 5 6
Yacos B 7 cemecTpe 32 32 0 64
IIporpaMMHo-anmnapaTHble CpEACTBA 32 32 0 64
3aImuThl HHGOPMAITIH
1 Beenenue. Onpenenenune Cp3U 2 0 0 2
2 Knaccudukamms Cp3U1U 2 0 0 2
3 OneHka (pyHKIIMOHANIA ¥ TPUHIIUIIOB 0 2 0 2
pabots Cp3U
4 Buast Cp3U 2 0 0 2
5 Orenka GyHKIIMOHAIA W PUHIIATIOB 0 2 0 2
pabots1 Cp3U
6 Buast Cp3U 2 0 0 2
7 Orenka GyHKIIMOHATIA W IPUHIIATIOB 0 2 0 2
pabots1 Cp3U
8 Bunel Cp3U 2 0 0 2
9 Cuctema ceptuduxarmu Cp3U B PO 2 0 0 2
10 [Tpodunm 3anmuter, 3bu TY 2 0 0 2
11 [ToaroroBka maTepuanoB K 0 2 0 2
cepruduKaIm
12 Knaccudukanus CBT, H/IB, 2 0 0 2
CJ13,CKCMHI
13 [ToaroroBka maTepuagoB K 0 2 0 2
cepTudUKaImm
14 Knaccudukamms M3, COB, AB3, OC 2 0 0 2
15 [ToaroroBka maTepuanoB K 0 2 0 2
cepruduKaIu
16 ObecneveHre KOMIUICKCHOM 2 0 0 2
0C30IMaCHOCTH KOHEYHBIX TOYCK
17 CJ13 Cobouib 2 0 0 2
18 CJ13 Cobomb 2 0 0 2
19 IToarororka k ycranoBke [TAK Co6011b 0 2 0 2
20 YcranoBka u Hactpoiika [IAK Co6oib 0 2 0 2
21 Secret Net Studio 2 0 0 2
22 Secret Net Studio 0 2 0 2
23 Secret Net Studio 0 2 0 2




24 Secret Net Studio 2 0 0 2

25 Secret Net Studio 0 2 0 2

26 Secret Net Studio 0 2 0 2

27 Secret Net Studio 2 0 0 2

28 Secret Net Studio 0 2 0 2

29 Secret Net Studio 2 0 0 2

30 Secret Net Studio 0 2 0 2

31 Secret Net Studio 0 2 0 2

32 Secret Net Studio 0 2 0 2

33 KoHcynpranus 0 0 0 0

34 3ayeT C OIEHKOHU 0 0 0 0
Hroro 3a 7 cemectp (ak.4acon) 32 32 0 64
YacoB B 8 cemecTpe 30 30 0 60
[IporpamMHoO-anmapaTHbie CpeicTBA 30 30 0 60
3alUThl HH(OpMAIUU

1 VYcraHoBKka U aAMUHUCTPUPOBAHUE 2 0 0 2
ViPNet

2 YcraHoBKka M aAMUHUCTPUPOBAHUE 0 2 0 2
ViPNet

3 VYcraHoBka M aAMUHUCTPUPOBAHUE 2 0 0 2
ViPNet

4 VYcraHoBKka M aAMUHUCTPUPOBAHUE 0 2 0 2
ViPNet

5 VYcraHoBKka M aAMUHUCTPUPOBAHUE 2 0 0 2
ViPNet

6 YcraHOBKa U aIMUHUCTPUPOBAHUE 0 2 0 2
ViPNet

7 YcraHOBKa U aIMUHUCTPUPOBAHUE 2 0 0 2
ViPNet

8 YcraHOBKa U aIMUHUCTPUPOBAHUE 0 2 0 2
ViPNet

9 YcraHOBKa ¥ aIMUHUCTPUPOBAHUE 2 0 0 2
ViPNet

10 YcraHOBKa U aIMUHUCTPUPOBAHUE 0 2 0 2
ViPNet

11 YcraHoOBKa U aIMUHUCTPUPOBAHUE 2 0 0 2
ViPNet

12 YcraHoOBKa U aIMUHUCTPUPOBAHUE 0 2 0 2
ViPNet

13 VYcraHoBKka 1 aAMUHUCTPUPOBAHUE 2 0 0 2
ATIKHI "KonTtuneHnt"

14 VYcraHoBKka 1 aAMUHUCTPUPOBAHUE 0 2 0 2
ATIKHI "KonTtuneHnt"

15 VYcraHoBKka 1 aAMUHUCTPUPOBAHUE 2 0 0 2
ATIKHI "KonTtuneHnt"

16 VYcraHoBKka 1 aAMUHUCTPUPOBAHUE 0 2 0 2
ATIKHI "KonTtuneHnt"

17 VYcraHoBKka 1 aAMUHUCTPUPOBAHUE 2 0 0 2
xSpider

18 YcraHoBKka 1 aAMUHUCTPUPOBAHUE 0 2 0 2

xSpider




19 VYcraHoBka u agtMuHUCTpUpOBanue PT 2 0 0 2
Application Firewall

20 VYcraHoBka u agtMuHUCTpUpOBanue PT 0 2 0 2
Application Firewall

21 VYcraHoBka u atMuHUCTpUpOoBanue PT 2 0 0 2
Application Firewall

22 ¥YcraHoBka u atMuHUCTpUpoBanue PT 0 2 0 2
Application Firewall

23 VYcraHoBka u atMuHUCTpUpOoBanue PT 2 0 0 2
Application Firewall

24 VYcraHoBka u atMuHUCTpUpOBanue PT 0 2 0 2
Application Firewall

25 VYcranoBka u agmuHucTpupoBanue PT 2 0 0 2
Application Firewall

26 VYcranoBka u agmuHucTpupoBanue PT 0 2 0 2
Application Firewall

27 VYcranoBka u agmuHucTpupoBanue PT 2 0 0 2
MaxPatrol

28 VYcranoBka u agmuHucTpupoBanue PT 0 2 0 2
MaxPatrol

29 VYcranoBka u agmuHucTpupoBanue PT 2 0 0 2
MaxPatrol

30 VYcranoBka u agmuHucTpupoBanue PT 0 2 0 2
MaxPatrol

31 Koncynbranus 0 0 0 0

32 Koncynbranus 0 0 0 0

33 3aueT ¢ OLEeHKON 0 0 0 0
Hroro 3a 8 cemecTp (ak.4acoB) 30 30 0 60
Hroro 3a 0b6a cemecTpa (ak.4acoB) 62 62 0 124




4. Cucrema olleHUBAHMUS.

Oobyuaromuecs, He HaOpapmue 61 Gana B TeUeHUE CEMECTpa, WIIA HE COTJIACHBIE C OI[EHKOM,
MOJTYYCHHOM MO0 UTOT'aM TEKYIIIEr0 KOHTPOJISI B CEMECTPE, MPOXOIST IPOMEKYTOUHYIO aTTECTAIHIO B
dopme nud. 3auera B 7 u 8 cemecTpax.

[Tpu nmpoBeneHNH TPOMEKYTOYHON aTTECTAUU PE3YIbTATHI, TIOTYYEHHBIC 00YJYaIONIMCS B
ceMecTpe, MepeBosATcsS B (hopMar TPagUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— 60 6anIoB U MeHee — «HEYAOBIETBOPUTEILHOY;

— ot 61 1o 75 6aNIoB — «yIOBIETBOPUTEIIBHOY;

— 0T 76 10 90 GanIoB — «XOPOILION;

— 01 91 go 100 6ayI0B — KOTIUYHOY.

5. YueOHO-MeTOAMYeCKOEe U MH(POPMAIIMOHHOE o0ecTieYeHre JUCHMIITTHHBI

5.1 Jluteparypa:

1. AnmapaTHble U IPOrpaMMHBIE CPEJCTBA 3alIUThI HHpopManuu: Y4yeOHoe nocodue / JlymkuH
A.B., KonsuoB A., KpaBuenko A. - Boponex:Hayunas xkaura, 2016. - 232 c¢. ISBN 978-5-
4446-0746-6. - Texcr : anexTpoHHbIH. - URL: https://znanium.com/catalog/product/923168
(mara oopamenust: 10.05.2020). — Pexxum mocTyma: 1mo moarnucKke

2. 1Xopes, I1. b. IIporpaMmMHuo-annapaTHas 3amuTa HHGopmaruu : yued. mocoodue / I1.b. Xopes.
— 2-e u31., ucnp. u aon. — Mocksa : DOPYM : UHOPA-M, 2019. — 352 ¢. — (Bsicmee
obpazoBanme). - ISBN 978-5-00091-709-1. - Teker : osnekrponHsii. - URL:
https://znanium.com/catalog/product/1025261 (mata oOpamenus: 10.05.2020). — Pexum
JIOCTYTIA: TI0 TOATHCKE.

3. 2AmnmapaTHo-iporpaMMHBIE cpeAcTBa 3amuThl nHGopManuu: [Ipaktukym / Jymkun A.B.,
Hy6posun A.C., 3nonsnuk B.B. - Boponexx:Hayunast kaura, 2017. - 198 c.: ISBN 978-5-
4446-1043-5. - Tekcr : anexkrponnbiit. - URL: https://znanium.com/catalog/product/977192
(mata obpamenus: 10.05.2020). — Pexxum gocTyma: mo momrcke.

5.2 DyekTpoHHBIE 00pa30BaTeIbHbIC PECYPChI:
1. https://fstec.ru/
2. 2caiiThl KOMITAHUH-TTPOU3BOIUTENICH CPEICTB 3alUThl HHPopMaruuhttps:/fstec.ru/ru/

6. CoBpemeHHBIe TpO(ecCHOHAIbHBIE 0a3bl JAHHBIX W WHPOPMANMOHHBLIE CIPABOYHBbIE
CHCTEMBI:
e Institute of Electrical and Electronics Engineers, Inc (IEEE)
https://ieeexplore.ieee.org/Xplore/home.jsp?reload=true
o MEXBY30BCKAS DJIEKTPOHHAA BUBJIMOTEKA (M3B) https://icdlib.nspu.ru/
o HAIIMOHAJIBHAA SJIEKTPOHHAS BUBJIMOTEKA https://rusneb.ru/
e CmnpaBounas nmpaBoBas cucreMa Koncymnprantlnroc http://www.consultant.ru/

7. JIunleH3MOHHOEe ¥ CBOOOJHO pacnpoCTpaHsieMoe NMPOrpaMMHOe olecrnieyeHue, B TOM YHCJIe
0TE€4eCTBEHHOT0 MPOU3BOACTBA

. mporpamMmmHoe o0ecredenre BupTyanusanuu: VirtualBox i ananor
. ornepannonHas cucrema Windows 7 nim 6osee mo3IHHE BEpCUU

. ycranosierHoe [10: MS Office

. atdopma i 3JeKTpoHHoro o0ydenus Microsoft Teams

Crienuanu3upoBaHHOE JTUIICH3HOHHOE MPOTrpaMMHOE 00ecieYeHre 3 11.8.

8. TexHuveckue cpeacTBa U MATEPUATBHO-TEXHUYECKOE o0ecrevyeHue TUCIUILTUHBI



MyneTiMeaniiHas ydeOHast ayIuTOpus Al IPOBEICHUS 3aHATHUH JICKIIMOHHOTO THUIIA OCHAICHA
CIICAYIONIMMU TEXHHUUYECKUMH CPEJCTBaMU OOydeHHUs M o0OpyaoBaHHEeM: yyeOHas MeOenb, JocKa
ayAWTOpHAs, MYJIbTHMEAWHHOE TNPOEKIMOHHOE M aKyCTHYecKoe 00OpyaoBaHHE, MEepPCOHATBHBIN
KOMITBIOTED.

VYueOHast ayauToOpus AN MPOBEACHHS 3aHATHH CEMHMHApPCKOTO THIIA OCHAIIEHA CIEIYIOUTMMHU
TEXHUYECKUMH CPEJICTBAaMHU O0y4deHHUss M 00OpyaoBaHHEM: ydeOHas MeOenb, JOCKa ayauTOpHas,
IIPOEKTOP, HE MEHEE 13 nepcoHaIbHBIX KOMIIBIOTEPOB

Criennanu3upoBaHHas JJabopaTOpPHUs MPOrPaMMHO-ANTAPATHBIX CPEIICTB 00ECTICUeHUsI
nH(pOPMaLMOHHON 6€30MaCHOCTH, OCHAIICHHAS! CIEAYIOUMMHI TEXHUUECKHUMHU CPEICTBAMU U
POTPaMMHBIM 00ECTIEYCHHEM:

— I[Iporpammuo-anmapatasiii koMmruieke CJ13 Co0oitb (4 KOMIUIEKTA).
— I1O ViPNet Custom B cocrage:
ITO ViPNet Administrator 4.x, 2 mT
ITO ViPNet Coordinator Windows 4.x, 2 mt
ITO ViPNet Coordinator Linux, 2 mT
IT1O ViPNet Client 4.x, 30 T
ITO ViPNet Registration Point 4.x, 2 mT
ITO ViPNet Publication Service 4.x, 2 mt
ITO ViPNet OII Buemnue, 100 mt
I1O ViPNet OI1 BuyTpennue, 100 mr
ITO ViPNet StateWatcher 4.x, 2 mt
I1O ViPNet StateWatcher na 1 y3en monutopusnra, 30 mr
I1O ViPNet Policy Manager 4.x, 2 mt
I1O ViPNet Policy Manager na 1 y3en ynpasnenus, 30 mt
— BuptyanbsHbiit mporpammHuo-anmapathbiii komiieke ViPNet Coordinator HW 1000 (Virtual
Applince), 2 mr
— Buptyanbsnbiit mporpammuo-anmapatabeiii komiieke ViPNet Coordinator HW 1000 IDS (Virtual
Applince), 1 mr,
— Ilporpammuoe o6ecnieuenue Positive Technologies Application Firewall Education (10
JIALICH3UI ),
— Ilporpammuoe o6ecnieuernre MaxPatrol Education (1 murensus),
— IIporpammuoe obecnieuenne XSpider Education (10 nunensmuii),
— Onextpornsii USB-kimtou SafeNet eToken u [1O myist B3ammoericTBus ¢ KiroueM (4
KOMILJIEKTA).
— Ilporpammuoe o6ecnieuenune InfoWatch Traffic Monitor Enterprise Edition, 50 nunensut,
JIOTOBOP
— Cpencto 3amuTsl nHGopmaruu Secret Net Studio 8, 10 mi,
— CpenctBo 3amuTsl nHGopManuu Secret Net 7. KimeHT (aBTOHOMHBIN peXuM paboThI), 5 MIT,
— Cpencto 3amutsl nHGopMmaruu Secret Net 7. CepBep 6e3onacHoctH kinacca C, 1 i,
— CpenctBo 3amutsl nHpopmanuu Secret Net 7. Kimnent (ceteBoit pexxum padotsl, 10 T,
— Cpencto 3amuTtsl nHGopmaruu Secret Net LSP, 10 mr,
— IIO Koutunent All, 10 mT,
— Cepgep aBropuzanuu [10 vGate R2, 1 i,
— Pe3sepsHsiil Cepsepa aBropuzauuu 110 vGate R2, 1 i,
— I10 vGate R2 mig 3ammter ESX-xocTtos, 2 T,
— Cepsepa aBropuzauuu 110 vGate nnsa Hyper-V, 1 mr,
— PesepBubiii CepBep apropuzauuu 110 vGate nig Hyper-V, 1 wr,
— TIO vGate nns Hyper-V mist 3a1UThl XOCTOB, 2 IIT,
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1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AUCHUILIHHBI (M00yns): OIIK-7

1.2. MWuHaukaTopbl [JAOCTH:KEHHS KOMIIETEHIHii, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

Pa3zpadoTka u 3ammrTa web-npuiao:kennii 1

B pesynbrate ocBoeHust OIl BBITYCKHHK TOIKEH 001a1aTh CIIEYIONTIMHA KOMITCTCHITHSIMH:
e Cnoco0OeH co3maBaTh MPOTPaMMBbl Ha SI3bIKaX OOIEro Ha3HAYCHHsS, MPUMEHITh METOMIBI H
WHCTPYMEHTAJbHBIC CpPEACTBA MPOTPAMMHUPOBAHUS Uil PEIICHUs MPOoQecCHOHATBHBIX
3a/a4, OCYUIECTBIIATH OOOCHOBAHHBIM BBIOOP HMHCTPYMEHTApHs NPOTPAMMHPOBAHUS H
crioco6oB opranm3anuu mporpamm (OITK-7).

B pe3ynbrate 0CBOCHUS TUCIUTUIMHBI CTYACHT JOJDKCH
3HaTh

*  yCcTpoHcTBO ceTu HTEepHET;

*  S3BIKU Pa3METKH JTOKYMEHTOB;

* mpotokodsl http, https, ftp;

* NpUHIHMI paboTHI BeO cepBepa;

*  IPUHLHUIBI QYHKIIMOHUPOBAHUS BEO MPUITOKEHHIA;

* CpencTBa pa3pabOTKH BeO MPHIIOKEHUI;

* HauOoisiee pacripocTpaHEHHBIE BEO CEpBEPHI, MX BO3MOKHOCTH U (DYHKIIMOHAIT;

*  CHOCOOBI CO3/IaHUs TPOCTEHINNUX BEO CTPAHUIL;

* OCHOBHBIE U JOIOJIHUTEIbHBIE METATETH;

*  CrHOCOOBI CO3/IaHUs U HACTPOUKH JTOTIOJHUTEILHBIX HHCTPYMEHTAPUER, MTO3BOJISIONTNE
YBEJIMYUBATH MOCEUIAEMOCTh CATOB;

*  METOJBI TPOBEPKU U TECTUPOBAHMSI 3aKOHUEHHBIX CANTOB;

*  TOJXOJbI K MPOSKTHUPOBAHHIO BEO cepBepa U JIOKaIbHO-BBIUUCIUTENbHON CETH C CETEBBIM
obopynoBaHueM;

*  crmocoOBl 3alUTHI OT Pa3IMYHOrO pojaa ceTeBbix aTak Ha Web u DNS cepBepsl, u ceTeBoe
o0opyoBaHue;

* Haubosiee pacpocTpaHEeHHbIE TUIIBI YI3BUMOCTEH.

YMmerhb

*  HCIIOJIb30BaTh CPEJCTBA Pa3pabOTKU BeO MPUIIOKECHU;

* paspabaThIBaTh MPOCThIC BEO CTpaHUIIBI Ha s3bIKe html;

*  HCIOJb30BATh OCHOBHBIEC U JIOMOJIHUTEIBHBIE METATETH;

*  HCHOJB30BaTh JAOMOJHUTENbHbIN HHCTPYMEHTapU, TO3BOJISIOIUI YBETUYUBATD YUCIIO
IOCETUTENIEN U IIPOJIBUTaTh CAUT B IOMCKOBBIX CHCTEMAX;

* HacTpauBaTh BeO cepBep U ero ceTeBbie KapThl, posii DNS, 1IS u apyrue mis KOppeKTHOM
paboTHI caiita;

* HACTpaumBaTh MEXCETEBbIE KPaHbl, KOMMYTATOPbI, 0aTaHCUPOBKY HATrPY3KHU;
OpraHU30BBIBATH CEPBEPHBIE KIACTEPHI;

*  TIPOU3BOJUTH AHAJIU3 3ALIUIIEHHOCTH BEO MPUIIOKEHUS;

*  TIPOU3BOJUTH 3AIUTY BeO MPHUIIOKEHUS; TPOU3BOJUTH YCTPAHEHUE OCHOBHBIX THIIOB YTPO3.



Pa3zpadoTka 1 3a1uTa web-npujiaoskeHui 2

B pesynbTaTe ocBoenus Ol BBIMYCKHUK JTOJDKEH 00J1a/1aTh CASAYIOIMUMH KOMIIETEHITUSMH:

Crioco0eH co3aBaTh MPOrpaMMBbI Ha sI3bIKaX OOMIETO0 HAa3HAYCHUS, IIPUMEHSITh METOIBI U
WHCTPYMEHTAJbHBIC CpPEACTBA MPOTPAMMHUPOBAHUS ISl PEIICHUs MPOQecCHOHATBHBIX
3a/1a4, OCYHIECTBIIATH OOOCHOBAHHBIM BBIOOp MHCTPYMEHTApHs NPOTPAMMHPOBAHHUS H
crioco6oB opranmu3anuu nporpamm (OITK-7).

B pe3ynbraTe 0CBOCHUS TUCIUTUIMHBI CTYACHT JOJDKCH
3HaTh

yCTpOMCTBO cetu MHTEepHeT;

SI3BIKH Pa3METKHU JIOKYMEHTOB;

npoTokousl http, https, ftp;

MPUHIKTT paboThI BEO cepBepa;

MPUHIUIB! YHKIMOHUPOBAHUS BEO MPUIIOKEHUI;

cpencTBa pa3paboTKu BeO MPUIIOKEHHU;

Haunbosee pacpocTpaHéHHbIC BeO cepBepbl, UX BO3MOKHOCTHU M (DYHKIIHOHAIT;
CIOCOOBI CO3/IaHMsI TPOCTEHITNX BEO CTpaHUII,

OCHOBHBIC U JOTIOJIHUTEIbHBIE METATETH;

CIOCOOBI CO3/IaHUS U HACTPOWKHU JONOJHUTEIBHBIX HHCTPYMEHTAPUEB, TTO3BOJISIOIINE

YBCIWYMUBATH NIOCEIIACMOCTD CaﬁTOB;

MCTOAbI MPOBCPKU U TCCTUPOBAHUSA 3aKOHUCHHBIX CaﬁTOB;
moAXOJAbI K IPOCKTUPOBAHUIO BeO CECpBEpa U JIOKAJTbHO-BBIYHUCIUTEIBHON CETH C CETEBBIM

o0opynoBaHueM;

CIoCcOOBI 3aIUTHI OT PA3IMYHOTO pojia ceTeBhIX arak Ha Web u DNS cepBepsl, 1 ceTeBoe

o0opymoBaHue;

HauboJee pacpOCTPaHEHHBIE TUIIBI YSI3BUMOCTEH.

YMmerhb

HCIIOJIB30BATh CPEICTBA pa3pabOTKH BeO MPUIIOKEHUH;

paspabaTheIBaTh IPOCTHIC BEO CTpaHUIIBI Ha si3bIKe html;

UCIOJIb30BAaTh OCHOBHBIE U JIOTIOJHUTENIbHBIE METATETH;

WCIIOJIb30BATh JIOTIOJIHUTEIbHBI HHCTPYMEHTAPHHA, TTO3BOJISIOIININ YBEIUINBATH YHCIIO

MOCETUTEINIEN U IIPOJIBUTaTh CAUT B IOMCKOBBIX CUCTEMAX;

HacTpauBaTh BeO cepBep U ero ceTeBbie KapThl, poiii DNS, IIS u apyrue nis KOppekTHOM

paboThI caiita;

HACTPauBaTh MEXCETEBbIE IKPAHbI, KOMMYTaTOPbI, OATAHCUPOBKY Harpy3Ku;

OpPraHU30BBIBATH CEPBEPHBIE KJIACTEPHI;

IIPOU3BOIUTH AHAIN3 3ALUILIEHHOCTH BEO MPUIIOKEHUS;
MIPOU3BOIUTH 3AIIUTY BEO MPUIIOKEHHUS; TPOU3BOIUTH YCTPAHEHNUE OCHOBHBIX THIIOB YIPO3.

2. CTpyKTYypa U TPYA0E€MKOCTh JUCUMILJIHHBI

Tab6muna 1
Bun yae6HO# paboThI Bcero yacos Kos1-Bo yacoB B cemecTpe (aK.4.)
5 6
Oo6mras 3a4. e. 8 4 4
TPYAOEMKOCTh qac 288 144 144




3 nux:

Yacel ayauTopHoii padoTsl (Bcero): | 128 64 64
Jlexun 64 32 32
[IpakTuueckue 3aHATHS 0 0 0
Jlaboparopubie / npakTuyeckue | 64 32 32
3aHSTHS 110 MOATPYIIaM

Yacbl BHEAYIMTOPHOIi padoThl, 160 80 80
BKJIIOUYAS] KOHCYJILTAIUH, HHYIO

KOHTAKTHYI0 padoTy u

CaMOCTOSITeILHYI0 PaboTy

o0yuaronierocsi

Buxn npomexytouyHoil — arrectanuu Huddepenuupo | duddepermumpo

(3aueT, nud. 3a4er, FK3aMeH)

BaHHBII 324Y€eT

BaHHBII 324Y€eT




3. Conep:kaHue QM CHUATIINHbBI

Tabmuna 2
No TemaTtnka yuyeOHBIX BCTpEd Bunae! aynutopHoii Hroro
paboThI (B ak.uac.) ayJIUTOPHBIX
aK.4acoB 110
Teme
= =
5 | -
o | 29 2
S 3 2=
s |E58
5 ege
=S |E | 281
g & o ]
E |2 |€45
= = B EE
1 2 3 4 5 6
Yacos B 5 cemecTpe 32 0 32 64
Paspabotka u 3ammra web-npunoxxenuii | 32 0 32 64
1
1 Brenenue 2 0 0 2
2 JlaGopaTtopHnas pabota 0 0 2 2
3 Brenenue 2 0 0 2
4 JlaGopaTtopHnasi pabota 0 0 2 2
5 IIporokosr HTML 2 0 0 2
6 JlaboparopHas paboTa 0 0 2 2
7 ITporoxon HTML 2 0 0 2
8 JlaboparopHas pabota 0 0 2 2
9 ITporoxon HTML 2 0 0 2
10 JlaboparopHas paboTa 0 0 2 2
11 [Tporokort HTML 2 0 0 2
12 JlaGopaTopHnast pabota 0 0 2 2
13 Beb knueHT 2 0 0 2
14 JlaGopaTopHnas pabota 0 0 2 2
15 Beb knueHT 2 0 0 2
16 JlaGopaTopHnasi pabota 0 0 2 2
17 Beb knueHT 2 0 0 2
18 JlaboparopHas pabota 0 0 2 2
19 Beb kiment 2 0 0 2
20 JlaboparopHas pabota 0 0 2 2
21 Beb cepsep 2 0 0 2
22 JlaGoparopHas paboTa 0 0 2 2
23 Beb cepsep 2 0 0 2
24 JlaGoparopHas paboTa 0 0 2 2
25 Beb cepep 2 0 0 2
26 JlaGopaTopHnast pabota 0 0 2 2
27 Beb cepep 2 0 0 2
28 JlaGopaTopHnast pabota 0 0 2 2
29 Beb cepep 2 0 0 2
30 JlaGopaTopHnasi pabota 0 0 2 2
31 Beb cepsep 2 0 0 2




32 JlaboparopHas pabota 0 0 2 2
33 Koncynpranus 0 0 0 0
34 JuddepeHnpoBaHHbIi 3a4eT 0 0 0 0
Yacos B 6 cemecTpe 32 0 32 64
Paspabotka u 3ammra web-npunoxxenuii | 32 0 32 64
2
1 Beb cepsep 2 0 0 2
2 JlaGopatopHas pabora 1 0 0 2 2
3 Beb cepsep 2 0 0 2
4 JlaboparopHas pabota 2 0 0 2 2
5 Beb cepsep 2 0 0 2
6 JlaboparopHas paboTta 3 0 0 2 2
7 Beb6 cepsep 2 0 0 2
8 JlaGopaTopHas pabota 4 0 0 2 2
9 Beb cepep 2 0 0 2
10 JlaGopaTtopHnast pabota 5 0 0 2 2
11 Beb cepsep 2 0 0 2
12 JlaGopaTopHas pabota 6 0 0 2 2
13 Beb cepep 2 0 0 2
14 JlaGopaTtopHnast pabota 7 0 0 2 2
15 Beb cepsep 2 0 0 2
16 JlaboparopHas pabota 8 0 0 2 2
17 Beb cepsep 2 0 0 2
18 JlaboparopHas pabota 9 0 0 2 2
19 Beb cepsep 2 0 0 2
20 Jlaboparopuas pabota 10 0 0 2 2
21 Beb cepsep 2 0 0 2
22 JlaGopaTtopnast pabora 11 0 0 2 2
23 Beb cepep 2 0 0 2
24 JlaGopaTtopHnast paborta 12 0 0 2 2
25 Beb cepep 2 0 0 2
26 JlaGopaTopHnas pabora 13 0 0 2 2
27 Beb cepsep 2 0 0 2
28 Jlaboparopnas pabora 14 0 0 2 2
29 Beb cepsep 2 0 0 2
30 JlaboparopHas pabota 15 0 0 2 2
31 Beb cepsep 2 0 0 2
32 Jlaboparopnas pabota 16 0 0 2 2
33 Koncynpranus 0 0 0 0
34 JuddepennmpoBannplii 3aueT 0 0 0 0
0 1

Wroro (ak.uacoB)

(@)
N

(@)
I




4. CucremMa olieHUBaHuS.

B 5 u 6 cemectpax mpemycMoTpeH nuddepeHIMpOBaHHBIA 3a4eT. 3a4eT C OIEHKOW SIBIISICTCS
MHTETPUPOBAHHON OIICHKOW BBIMIOJHEHHUSI CTYIEHTOM 33/1aHUil BO Bpems Ja0OpaTOpHBIX paboT u
UHAMBUAYAJIbHBIX  3aJaHuil. Ta OLIEHKa XapaKTepu3yeT YPOBEHb CQOPMUPOBAHHOCTU
MPAKTUYCCKUX YMCHI/Iﬁ U HAaBBIKOB, HpI/IO6peTeHHBIX CTYACHTOM B XOJ€ U3YUYCHHUA NUCIUIIIINHBIL:

61 - 76 GanoB - YAOBIETBOPUTEIIBHO;
77 - 90 6anoB - XOpOIIIO;
91 -100 6anyoB - OTIMYHO.

CryneHT, y KOTOpOro cyMMa HaOpaHHBIX OajioB, OKa3ajgach MEHbIE 61, JODKEH ClaBaTh
3a4er.

3a4yeT MpOXOJIUT B TPaaULMOHHON (opme, mo Omneram. B Ounere — 2 Bompoca. st moiaydenus
OLIEHKHU «yJIOBJIETBOPUTEIBLHOY» CTYJIEHTOM JIOJIKHBI ObITh BbINONIHEHB! 80% J1a00paTopHBIX padoT u
MOJTrOTOBJIEH OTBET Ha | Bompoc u3 OmiieTa, B OOLIEM PAaCKPBIBAIOIIMNA TEMy M HE COJAEpKaIlui
rpyOsix ommbok. OTBET CTyJAeHTa JIOJDKEH MOKa3bIBaTh, YTO OH 3HACT M IMIOHMMAET CMBICT U CYTh
ONHKCBHIBAEMOW TEMBl M €€ B3aMMOCBS3b C JPYTUMH pa3JelaMyd JUCHUIUIMHBI M C JAPYTHMMH
JTUCIUIIMHAME CHEIUATBHOCTH. [ TONTydeHnsT OLIEHKN «XOPOIIO» CTYAEHT JOJDKCH BBIOJIHUTH
MuHEMYM 90% nabopaTopHbIX paboOT M OTBETUTh Ha 00a Bompoca Owmiera. OTBET MOJIKEH
pacKphIBaTh TEMY U HE COAEep)KaTh IPyObIX ommOoK. OTBET CTy/IEHTa JOJKEH MOKA3bIBaTh, YTO OH
3HAET U MOHMMAET CMBICI M CYTh ONMHCHIBAEMON TEMBI M €€ B3aWMOCBA3b C IPYTUMH pa3jeiaMu
JTUCIUIUIMHEL ¥ C JIPYTUMH JUCHMIUIMHAMH CIEIHATbHOCTH. MOMKET NpPUBECTH IpPHUMEp 10
onuceiBaeMoil TeMe. OTBET MOXET Cofep)KaTh HEOOJbIINE HemoudeThl. i MosyueHHs! OLEHKU
«OTIMYHO» CTYACHT JIOJDKEH BBIOIHUTH BCe JIabOpaTopHbIe pabOThl M OTBETHTH Ha 00a BoOIpoca
Ounera. OTBET 10JKEH ObITh MOAPOOHBIM, B ITOJTHOW MEpE paCKphIBATh TEMY M HE COAEPKaTh IPpyObIX
WIN CYIIECTBEHHBIX OMmMOOK. KaxIplii BOmpoc MOJDKEH CONpPOBOXKIATHCS HpuMepaMu. Takxke
CTYZCHT JIOJDKEH JaBaTh MOJHBIE, HCUEPIBIBAIOIINE OTBETHI HA BOIPOCHI MPETIOAaBaATEIS.

[Tpumeuanue. CTyneHTHI, KeNAIOLIUE IOBBICUTH OIEHKY, IMOJIYUEHHYIO B paMKax MOIYJIbHO-
PEUTHUHIOBOM CUCTEMBI, UMEET MPABO HA AUy 3a4€Ta WM BBIMOJHEHUE JOMIOJTHUTEIBHOTO 3aJaHHs
Ha YCMOTpEHHUE MperoaBaTess.

5. YueOHO-MeTOAMYeCKOEe U MH(POPMAITMOHHOE O0ecTieYeHre JUCHMITTHHBI

5.1 Jluteparypa:

1. Corues, A. B. Web-texnomnoruu : yueOHoe nocodue / A. B. CprueB. — 2-e uza. — Mockaa :
UHTYUT, 2016. — 408 c.— Tekcr : a5ekTpoHHbIHN // JIaHb : 37I€KTpOHHO-OMOIMOTEUHAS
cucrema. — URL: https://e.lanbook.com/book/100725 (mata obpamenusi: 20.09.2022). —
Pexxum noctymna: 1ist aBTOpHU3. MOJIb30BATEIICH.

2. Cneuundukanus si3pika HTML : yueGHOe ocoOue. — 2-e uza. — Mocksa : UHTYUT, 2016. —
489 c.— Tekcr : anmekTpoHHbI // Jlanb : snexTpoHHO-OMOMMoTeuHass cucrema. — URL:
https://e.lanbook.com/book/100510 (mara ob6pamenus: 20.09.2022). — Pexum mocryna: nmis
aBTOPH3. MOJIb30BATEIICH.

3. OcnoBsl pabotsl c HTML : yue6HOe mocooue. — 2-e u3a. — Mocksa : UHTYUT, 2016. — 208
c.— Texkcr: nsnextponssiii / Jlanp : snekTpoHHO-OMOMMOTe4YHass cucrema. — URL:
https://e.lanbook.com/book/100328 (mara obpamenus: 20.09.2022). — Pexum mocryna: mmis
aBTOPH3. MOJIb30BATEIICH.



5.2 DuiekTpoHHbIE 00pa3oBaTebHbIE PECYPChI:

1.

Hayunas snextponnas 6ubmmorexa. URL: http://elibrary.ru/.

2. DOnexkrponnsie pecypebl MBI TromIY. URL: https:/bmk.utmn.ru/ru/.

6. CoBpemeHnHble mnpodeccMOHANbHBbIE 0a3bl JAHHBIX W HH(OPMALUOHHbIE CIPABOYHbIE
CHCTEMBbI:

MesxBy30BcKas 3ekTpoHHas oubmmoreka (MOB). - URL: https://icdlib.nspu.ru/
Hanmonanwshas snexrponnas oubnuoreka. - URL:  https://rusneb.ru/

Institute  of Electrical and Electronics Engineers, Inc (IEEE). - URL:
https://ieeexplore.ieee.org/Xplore/home.jsp?reload=true

Orbit Intelligence. - URL: https://www.orbit.com

7. JIueH3MoHHOEe W CBOOOJHO PACHpPOCTPaHsieMoOe NMPOrpaMMHOe ofecnevyeHue, B TOM YHUCJIe
0TeYeCcTBEHHOI0 MPOM3BO/ICTBA

MS Office, mmardgopma 11 snekTponHoro odydenust Microsoft Teams.

Microsoft Imagine Academy (panee Dreamspark): OC cemeiicta MS Windows (pemakius
Pro/Server);

Oducnpiii maker Microsoft Office 365 (muuensuonnoe cornamenue Ne21/00509-20 ot
12.05.2020);

[Tnardopma st snekrponHoro oOyuenust Microsoft Teams.

[Tporpammuoe obecrieuenre Buptyanusanuu: VirtualBox (GecrimarHas auieH3us JOCTYITHA:
https://www.virtualbox.org/wiki/Downloads).

8. TexHuveckue cpeacTBA U MATEPUATBHO-TEXHNYECKOE o0ecrevyeHue TUCIUILTUHBI

MynbpTuMenuiiHass ydeOHas ayauToOpus ISl TPOBEACHUS 3aHATHH JIGKIIMOHHOTO THIIA
OCHAIIIEHA CIEAYIOIUMHU TEXHUYECKUMHU CPEJCTBAMU 00y4YeHHs U 000pyAOBaHUEM: yueOHas
MeOenb, JOCKa ayAWTOpHas, MYJIbTHMEIWHHOE MPOSKIIMOHHOE W  aKyCTHUYECKOE
000pyI0BaHUE, IEPCOHATBHBINA KOMITBIOTED.

MynbpTuMenuiinas yueOHass ayAuTOpHUsS Ui MPOBEACHUS 3aHATUN J1a0OpaTOpPHOrO THIIA
OCHAIIICHA CIEAYIOIIMMHU TEXHHYECKUMHU CPEeICTBaMU OOYUYCHHS U 000pyAOBaHUEM: yueOHas
MmeOenb, JOCKa ayAWTOpHas, MYJIbTHUMEIMMHOE MPOEKIMOHHOE U  aKyCTHUYECKOe
000pyI0BaHuUE, IEPCOHATBHBIA KOMITBIOTED.

AymuTopust Ui CaMOCTOSITEIbHOH pa0OThl OCHAIIEHA CICAYIONIMMHA TEXHUYCCKHUMHU
cpeacTBaMu oOyueHUss W oOopymoBaHMeM: YydeOHas MeOenb, JOCKa ayauTopHas,
MYJIbTHMEAMHHOE TPOSKIMOHHOE M aKyCTHYecKoe OOOpyIOBaHWE, TePCOHAIBHBIC
KOMITBIOTEPHI.
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PA3PABOTUMK (M)

W.IL. Tletpos, T.A. ITatocoBa

PA3PABOTKA U 3AHIUTA OTKPBITBIX MEJUIIMHCKUX NTHOOPMALIMOHHBIX
CHUCTEM
Pabouast mporpamma
JIIsL 06yqa101u1/1x051 II0 ClICIUaJIbHOCTHU
10.05.03. MadopmanronHast 6€30MacHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM
cnennanu3anus «be30nacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CUCTEMY
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1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (MoOoyas): OIIK-5.3

1.2. MHWHauKaToOpbl [JAOCTH:KEHHS] KOMIIETEHIHii, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

Pa3padoTka M 321U TA OTKPLITHLIX MeANIUHCKUX HHOOPMATMOHHBIX CHCTEM

[TepedeHs MIaHUPYEMBIX PE3YIHTATOB O0YUCHHUSI IO JUCIUTIIMHE (MOIYIIIO):

3HaTh:

- OCHOBHBIE 3aKOHBI, HOPMATUBHO-IIPABOBbIE aKThl B 00JIACTH 3alIUTHI BpauyeOHOMN TaliHbBI U
MEPCOHAIBHBIX JAHHBIX;

- IPUHIIUIBI TPOEKTUPOBAHUS 3AIUIIEHHBIX MEUIITHCKUX CUCTEM;

- METOJIbI BHEAPEHUSI, COMPOBOKICHUS U COBEPIICHCTBOBAHUS 3AIUIIEHHBIX MEIUITMHCKUX
CHUCTEM;

- MeTo/bl aHanu3a dPpPeKTUBHOCTH PabOTHI CUCTEMBI 3alTUTHI HH(OOPMALIUA METUITMHCKUX
MH(OPMALIMOHHBIX CHCTEM.

Ymers:

- OIIpPEAETATh YPOBEHD 3alIUIIEHHOCTH HHPOPMAIIMOHHON CUCTEMBI ITEPCOHATBHBIX JAHHBIX
U KJIaCC TOCYIapCTBEHHONW MH(POPMALIMOHHOMN CUCTEMBI,

- obecrnieunBaTh 3alIUTy BpaueOHOW TalHBI M NEPCOHANBHBIX JAHHBIX B COOTBETCTBUU C
3aKOHaMU, HOpPMAaTUBHO-IIPaBOBbIMU akTamu Poccuiickon @enepanny;

- BeIOMpaTh U OOOCHOBBIBATH MHCTPYMEHTapuil pa3pabOTKU 3aIIMIIEHHBIX MEIUIIMHCKUX
CHCTEM;

- MPOEKTUPOBATH 3AIIMUIIEHHBIE MEAUIIMHCKIE HH(POPMALIMOHHBIE CUCTEMBIL;

- BHEZIPSTH, COMPOBOXKIATh i COBEPIICHCTBOBATH 3AIUIIEHHBIC MEIUIIMHCKUE CUCTEMBI;

- MPOBOANTH aHAMH3 3((HEKTUBHOCTH PabOTHI CHCTEMBI 3aIIUTH HHOOPMAITUN METUITTHCKIX
WH(OPMAIIMOHHBIX CHCTEM.

Baagern:

- HaBBIKAMHU OIpPEACNCHUS YPOBHS 3alIUIIEHHOCTH HMH(DOPMAIMOHHOW  CHUCTEMBI
MEPCOHAIBHBIX JaHHBIX U KJIacca roCyIapCTBEHHON HH(POPMAIIMOHHOM CUCTEMBIL;

- HaBBIKAaMH OOeCMeYeHHs 3allUuThl BpadyeOHOW TallHBI M TEPCOHANBHBIX JAHHBIX B
COOTBETCTBHUU C 3aKOHAMH, HOPMATUBHO-IIPABOBBIMU akTamMu Poccuiickoit denepannu;

- HaBblKaMHM BbIOOpa M OOOCHOBAaHUS MHCTPYMEHTapus pa3pabOTKH 3aIIUIIEHHBIX
MEAUIMHCKUX CUCTEM;

- HaBBIKaMU MTPOSKTUPOBAHUS 3AIMUIIEHHBIX METUITUHCKUX HH(POPMAIIMOHHBIX CUCTEM;

- HaBbIKAMU BHEJAPEHUS, CONPOBOXKIEHUS M COBEPUICHCTBOBAHMS  3alUIIEHHBIX
MEIUIIMHCKUX CUCTEM;

- HaBbIKaMH aHaJn3a YPPEKTUBHOCTH PaOOTHI CUCTEMBI 3aITUTHI HH()OPMAIIUHA METUITUHCKIX
WH(OPMAIIMOHHBIX CHCTEM.

2. CTpyKTYypa U TPYA0E€MKOCTh JUCUMILJIHHBI

Tab6muna 1
Bun yae6HO# paboThI Bcero yacos Kon-Bo yacos B
cemecTpe (aK.4.)
9
Oomasn 3ad4. ell. 4 4

TPYAOEMKOCTh qac 144 144




3 nux:

Yacel ayiuTopHOi padoThl (BCero): 64 64

Jlexun 32 32

[IpakTuueckue 3aHATHS 0 0

JlaGopaTopHple / TpakTUYECKHE 3aHATHS 10 | 32 32

MOATPyIIamM

Yacbl BHEAyIUTOPHOM padoThl, BKJIIOYAsI 80 80

KOHCYJIbTAllMU, HHYI) KOHTAKTHYIO padoTy u

CaMOCTOSITEJIbHYIO PA00TYy 00y4aronerocst

Bun npomexxyrouHoi arrectanuu (3auet, nuod. JuddepenunpoBant
3a4eT, IK3aMEH ) Bl 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Ta6numa 2
No TemaTtnka yuyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.uac.) ayIUTOPHBIX
aK.4acoB 10
TeMe
= 2
= ¥
5 Z
ol ~ »
L S o c%
_ |2 |gez
= s 2 E =
= X 2z =
5 & |88 ¢
= = B EE
1 2 3 4 5 6
Yacos B 9 cemecTpe 32 0 32 64
Pa3paboTka 1 3ammra OTKPBITHIX 32 0 32 64
MEAMIMHCKUX MH(OPMALIMOHHBIX CUCTEM
1 Tema 1. AHanu3 OU3HEC-TPOIIECCOB 2 0 0 2
MEJUITMHCKOM MPEeIMETHOM 001aCTH
2 Tema 1. AHanu3 OU3HEC-TIPOIIECCOB 0 0 2 2
MEJUITMHCKOM MPEeIMETHOM 001aCTH
3 Tema 1. AHanu3 OU3HEC-TPOIIECCOB 2 0 0 2
MEJUITMHCKOM MPEeIMETHOM 001aCTH
4 Tema 1. AHanu3 OU3HEC-TPOIIECCOB 0 0 2 2
MEJUITMHCKOM MPEeIMETHOM 001aCTH
5 CamocrosrtenbHas padora nmo Teme Nel 0 0 0 0
6 Tema 2. TexHOIOrNM NOCTPOEHUS 2 0 0 2
3alIUIIEHHBIX PACIIPEACIEHHBIX
MEAUIIMHCKUX WH()OPMAIIMOHHBIX CHCTEM
7 Tema 2. TexHOIOTUM MOCTPOCHHUS 0 0 2 2
3alIMUIIEHHBIX PACTIPEAEIEHHBIX
MEAMIMHCKUX MH(OPMALMOHHBIX CUCTEM
8 Tema 2. TexHoIOrNM NOCTPOEHUS 2 0 0 2
3alIUIIEHHBIX PACIIPEACIEHHBIX
MEAUIIMHCKUX WH()OPMAIIMOHHBIX CHCTEM
9 Tema 2. TexHOIOTUM MOCTPOCHHUS 0 0 2 2
3alIUIIEHHBIX PACTIPEAEIEHHBIX
MEAMIMHCKUX WH(OPMALIMOHHBIX CUCTEM
10 CamocrositenpHas pabora mo Teme Ne2 0 0 0 0
11 Tewma 3. UnTerpamnus napopmanmoHHbix | 2 0 0 2
CUCTEM: MPOOTIEMBI U METOJIbI PEIICHUS
12 Tema 3. MHTErpanivisi MEIUIIMHCKUX 0 0 2 2
CUCTEMBI Ha YPOBHE JaHHBIX: (OPMATHI
XML u JSON
13 Tewma 3. UnaTerpamnus napopmManimoHHbIx | 2 0 0 2
CUCTEM: MPOOIEMBI U METOJIbI PEIICHUS
14 Tema 3. MHTETrpanivisi MEIUIIMHCKUX 0 0 2 2
CUCTEMBI Ha YPOBHE JaHHBIX: (JOPMATHI
XML u JSON




15

CamocrosrenbHas padora no Teme Ne3

16

Tema 4. @enepanbubiii 3akoH PO ot 27
nrong 2006 roma Ne 152-d3 «O
MIEPCOHAIIBHBIX TAHHBIX)

17

Tema 4. O0e3nurBaHUE EPCOHATBHBIX
JAHHBIX, COCTABJIAIOLINX BpaueOHYIO
TalHYy

18

Tema 4. ®enepanbHblii 3akoH PO ot 27
nrong 2006 roma Ne 152-d3 «O
MIEPCOHAIIBHBIX TAHHBIX)

19

Tema 4. O0e3nuurBaHUE TEPCOHATBHBIX
JAHHBIX, COCTABJIAIOLINX BpaueOHYIO
TalHy

20

CamocrositenbHas padbora mo Teme Nod

21

Tema 5. @enepanbHbli 3aKOH OT
21.11.2011 Ne 323-d3 «O06 ocHOBax
OXpaHbI 3JI0POBbS TPaK/IaH B
Poccuiickoit dexneparum»

22

Tema 5. Peanmuzanus «MeaumHCcKON
KapTBI ImanmucHTa, nonyanomero
MEUIIMHCKYIO TIOMOIIb B aMOYJIaTOPHBIX
YCIIOBHSIX)

23

Tema 5. @enepanbHbli 3aKOH OT
21.11.2011 Ne 323-®3 «O0 ocHOBax
OXpaHbI 3JI0POBbS TPaK/IaH B
Poccuiickoii enepanun»

24

Tema 5. Peanuzanus «MeaumHCKON
KapTBI ImanmucHTa, nonyanomero
MEUIIMHCKYIO TIOMOIIb B aMOYJIaTOPHBIX
YCIIOBHSIX)

25

CamocrositenpHas padora mo Teme No5

26

Tema 6. IToHaTue TenemMe TUIIMHCKON
cuctembl. DenepabHBIN 3aKOH OT
18.07.2011 Ne 242-D3

27

Tema 6. Onpenenenue Kiacca
3aIUINEHHOCTH TOCYAAPCTBEHHBIX
MH(POPMALMOHHBIX CHCTEM

28

Tema 6. IToHaTue TenemMe TUITMHCKON
cuctembl. DenepanbHbIN 3aKOH OT
18.07.2011 Ne 242-D3

29

Tema 6. Onpenenenue kiaacca
3aIIUIIEHHOCTH TOCYIapCTBEHHBIX
UH(OPMALIMOHHBIX CHCTEM

30

CamocrositenbHas padbora mo Teme Nob

o

)

)

o

31

Tema 7. OCHOBHBIE BEKTOPHI aTak Ha
web-nipriioxenus cormacio OWASP
TOP-10

32

Tema 7. AHanus 3ammnméHHOCTU
MEIUIIMHCKOTO BEO-TIPUIIOKEHUS C
MOMOIIBIO BeO-CKaHepa




33 Tema 7. OCHOBHBIE BEKTOPHI aTak Ha 2 0 0 2
web-niprioxenus cormacao OWASP
TOP-10

34 Tema 7. AHanus 3ammnméHHOCTU 0 0 2 2
MEIUIIMHCKOTO BEO-TIPUIIOKEHUS C
MTOMOIIBIO BeO-CKaHepa

35 CamoctosrenbHas pabora mo Teme No7 0 0 0 0

36 Tema 8. OCHOBHEBIE BUIILI CETEBOT'O 2 0 0 2
CKaHHUPOBAHHUS

37 Tema 8. 3ammra CHCTEMBI OT CETEBOTO 0 0 2 2
CKaHHUPOBAHHUSI C TTOMOIIHIO CHCTEMBI
00Hapy)XCHHS BTOP>KCHUI

38 Tema 8. OCHOBHBIE BUJIBI CETEBOTO 2 0 0 2
CKaHHUPOBAHMUSI

39 Tema 8. 3ammra CUCTEMBI OT CETEBOTO 0 0 2 2
CKaHHUPOBAHHUSI C TTOMOIIHIO CHCTEMBI
00Hapy)XCHHSI BTOP>KCHUI

40 KoHncynpranus 0 0 0 0

41 CamocrositenpHas padbora mo Teme No§ 0 0 0 0

42 JuddepeHpoBaHHbIN 3a4eT 0 0 0 0
Wroro (ak.gacoB) 3 0 3 64




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
dopme nuddepeHpoBaHHBIN 3a4eT (6 ceMecTp).
[lpy mpoBeACHWH NPOMEKYTOUHOW AaTTECTAIMH PE3YJbTAThl, IOJyYeHHBIE OOyJaromUMCs B
ceMecTpe, MepeBosATcsS B (opMar TPaJUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— ot 0 1o 60 0a/I0B — «HE 3aYTECHOY;

— 0T 61 go 100 0ayIoB — «3aYTEHOY.

— 60 6aT0B M MEHEEe — «HEYIOBICTBOPUTEIHHOY;
— ot 61 10 75 GannoB — «yJOBIETBOPUTEIBHO;
— ot 76 1o 90 6aJIOB — «XOPOIIIOY;

— ot 91 1o 100 GaIoB — «OTIIUYHOY.

5. Y4eboHo-MeTOoaMUYeCcKOe M HH(POPMALMOHHOE 0O0ecnieYeHHe U CHMILTUHBI
5.1 JIuteparypa:

1. Benoyc, A.W. Kubepopyxue u kudepbezonacHocTh. O CIIOKHBIX BElIaX MPOCTHIMH CIIOBAMH
: moHorpadus / A. U. benoyc, B. A. Conmonyxa. - Mocksa ; Bonorna : Undpa-Unxkenepus,
2020. - 692 c. - ISBN 978-5-9729-0486-0. - Tekcr : »saexkrtponsbii. - URL:
https://znanium.com/catalog/product/1167736 (mata oOpamenus: 31.08.2022). — Pexum
JOCTYTA: TI0 TIOJIITUCKE.

2. benoyc, A.M. Kubep06e30macHOCTh OOBEKTOB TOIUTMBHO-DPHEPTETHUECKOTO KOMILICKCA.
KoHnenmuu, MeTopI U CpecTBa o0ecreueHus : nmpaktuueckoe mocoodue / A. U. benoye. -
Mocksa ; Bonorna : Undpa-Umxenepus, 2020. - 644 c. - ISBN 978-5-9729-0512-6. - Tekct
: anektpoHHbii. - URL: https://znanium.com/catalog/product/1167734 (mara oGparieHus:
31.08.2022). — PexxuM pocTyma: 1o MoAMIKUCKeE.

3. T'munckas, E.B. Uadopmarmonnas 6e30macHOCTs KOHCTPYyKIMii OBM u cucrem : yueOHOE
nocobue / E. B. 'nmunckas, H. B. UnuBapus. - Mocksa : UH®PA-M, 2021. - 118 c. - (Beicuiee
obpaszoBanue: Crnenuanurer). - ISBN 978-5-16-016536-3. - Tekcr : anekrponHsiid. - URL:
https://znanium.com/catalog/product/1178153 (mata oOpamenus: 31.08.2022). — Pexum
JIOCTYTIA: TI0 TOATHCKE.

4. Kmumenko, U.C. MuadopmanroHHas 0e30MacHOCTh M 3aluTa HWH(QOpMANUU: MOACIH U
MmeToab! yrpasieHus : Mororpadus / U.C. Kinumenko. — Mocksa : UTHOPA-M, 2022. — 180
¢. — (Hayunas mpicip). — DOI 10.12737/monography 5d412ff13c0b88.75804464. - ISBN
978-5-16-015149-6. - Tekct : AJIEKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1862651 (mara oOpamenusi: gara oOOpalICHUS:
31.08.2022). — PexxuM pocTyma: 1o MoAMIKUCKE.

5. MoconoB, A.C. KomnbeooTepHBIE TEXHOJOTUH W METOJBl TMPOEKTHPOBaHUS B cdepe
6e3omacHOCTH : yueOHUK a7 By30B / A. C. Moconos, H. Y. Akunnn. — Cankr-IlerepOypr :
Jlanb, 2021. — 444 c. — ISBN 978-5-8114-8034-0. — Texcrt : snexktpoHHsIi / Jlanp :
aNIeKTpoHHO-OubOMoTeunas cucrema. — URL: https://e.lanbook.com/book/183115 (mata
obpamenus: 31.08.2022). — Pexum goctyna: AJiss aBTOPHU3. MOJIH30BaTEICH.

6. Crrues, FO.H. 3ammra nadopmanun u napopmanmonHas 6€301macHOCTh : ydeOHoe mocodue /
IO.H. CprueB. — MockBa : UH®PA-M, 2022. — 201 c¢. — (Bricmiee obpa3zoBanue:



bakamaspuar). — DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - Texkct
anekTpoHHbIH. - URL: https://znanium.com/catalog/product/1844364 (nara oOparieHus:
31.08.2022). — Pexxum goctyna: 1o moJIIrcKe.

5.2 DuiekTpoHHbIE 00pa3oBaTebHbIE PECYPChI:

—  Hoxymentsl IETF — unxenepnoro coera MutepHeta. - http:// www.ietf.org/rfc.html [On-
line] (mata obpamenus: 31.08.2022).

6. CoBpemeHnHble npodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALMOHHbIE CIPABOYHbIE
CHCTEMBbI:
Hanmonanwsnas snexrponnas oubnuorexa. URL: https://rusneb.ru/

7. JIunleH3MOHHOEe ¥ CBOOOJHO pPacNpoCTpaHsieMoe NMPOrpaMMHOe olecrnieyeHue, B TOM YHCJIe
0TEe4eCTBEHHOT0 MPOU3BOACTBA
MS Office, mmardgopma 11 snekTponHoro ooydenust Microsoft Teams.

8. Texnnyeckue cpeacTBa U MAaTEPHATbHO-TEXHUYECKOE 00ecreyeHre AU CUUIIIMHbI

MynbpTuMenuiiHas ydeOHass ayquTOpus s TMPOBEACHUS 3aHATUN JIEKIIMOHHOTO THIIA
OCHAIIIeHAa CIICAYIOIIMMU TEXHUIECKUMHU CPEICTBAMU 00ydeHUs M 000pyI0BaHUEM: yueOHas MeOeb,
JOCKa  ayJqUTOpHas, MYJbTUMEIUNHHOE NPOEKIHMOHHOE M aKycTHYeckoe 00Opy[oBaHUE,
IIEPCOHAIIBHBIN KOMITBIOTED.

MynbTuMenuiiHas y4yeOHas ayAMTOpUs A IPOBEICHMs 3aHIATUH CEMHHApCKOro THIA
OCHAIlIeHa CIICAYIOIIMMU TEXHUYECKUMHU CPEICTBAMU 00ydeHUs U 000pyI0BaHUEM: yueOHas MeOeb,
JOCKa  ayJqUTOpHAs, MYJbTUMEIUNHHOE NPOEKIMOHHOE M aKycTHYeckoe 00OpyaoBaHUE,
IIEPCOHAIIBHBIN KOMITBIOTED.
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1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AUCHUILIUHBI (M0dyns): OIIK-2

1.2. MWuHaukaTopbl [JAOCTH:KEHHS KOMIIETEHIHii, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

Pa3padoTKa M AKCILIVAaTALIMSA ABTOMATH3HMPOBAHHBIX CHCTEM B 3alIMIIIEHHOM MCIOJHEeHuH 1

B pesynbrate ocBoeHust OIl BBITYCKHHK TOIKEH 001a1aTh CIIEYIONTIMHA KOMITCTCHITHSIMH:
e CnocoOeH MPUMEHSTH MPOTPAMMHBIE CPEACTBA CHCTEMHOTO M NPUKJIAJHOTO Ha3HAYCHH, B
TOM YHCJE OTCUECTBEHHOTO TIPOM3BOJACTBA, IS PpEHICHUs 3afad MpoQecCHOHATHHON
nestensHOoCcTH (OITK-2).

B pesynbrare ocBoenus Ol BBITYCKHUK TOJIKEH:
3HATh:

* HOpPMaTHUBHO-TEXHMYECKYIO JOKYMEHTAIIHUIO;

*  MPUHIMI pabOTHl 000PYOBAHUS ABTOMATU3HUPOBAHHBIX CUCTEM;

* IMporpaMMHoOE oOecredeHne Al MOAETUPOBAHUS TEXHOJOTHUECKUX MIPOLIECCOB;

*  crocoObI MPOBECHMS aHAIIN3A, a TAKXKe M0100pa 000pyIOBAHUS M CPEJICTB 3AILUTHI IS
IIPEII0KEHHOTO TEXHOIOTMYECKOT 0 IIPOLECCa;

*  METOJUKHU YTEHUS TEXHOJIOTMUECKUX CXEM;

* [porpaMMHoe oOecredeHue A IPOEKTUPOBAHMS CXEM aBTOMAaTHU3UPOBAaHHBIX CHCTEM U
y3J10B

yMeThb:

* paboTaTh C HOPMATHBHO-TEXHUUYECKOH IOKYMEHTALIUEH;

* NPUMEHATH HaBBIKU JAJIS IPOBEJCHUS aHAIIN3a, a TAKXKe 000pa 000pYy0BaHUS U CPEJICTB
3aIUTHI JUIsl IPEATIOKEHHOTO TEXHOJIOTUYECKOTO ITPOLIECCa;

*  AQHAJIMU3MPOBATh NPEIJIOKEHHBIE CTPYKTYPHBIE M IPUHIUIINAIBHBIE TEXHOJIOTHYECKHE CXEMBI
Y CETH aBTOMAaTU3UPOBAHHBIX CUCTEM U Y3JIOB;

* paboTaTh C MPOrpaMMHBIM 00ECIIEYEHUEM [T IPOCKTUPOBAHUS CXEM
ABTOMATU3UPOBAHHBIX CUCTEM U Y3JIOB;

* MPOBOAMTH IKCIEPUMEHTAIBHO-UCCIIEA0BATENbCKUE PAOOTHI C 000PYIOBAHUEM U CETSIMU
ABTOMATHU3UPOBAHHBIX CHCTEM.

Pa3padoTKa M JKCILIyaTalus ABTOMATH3HMPOBAHHBIX CHCTEM B 3aIIMIIEHHOM MCIOJHEHNH 2

B pesynbrare ocBoenust Ol BBITYCKHUK JOKEH 00J1aAaTh CIASIYIONIMMEA KOMITETSHIUSIMU:
e (CnocoOeH MPUMEHSTH MPOTPAMMHEIE CPEICTBA CUCTEMHOT'O M MPHUKJIAHOTO HAa3HAYCHUH, B
TOM YHCJE OTCUECTBEHHOTO IPOM3BOJACTBA, JJISI PEHICHUs 3afad MpoQecCHOHATBHON
nestenbHoCcTH (OITK-2).

B pesynbrare ocBoenus Ol BbITYCKHUK TOJIKEH:
3HATh:
* HOpPMAaTHUBHO-TEXHMYECKYIO JOKYMEHTAIHUIO;
* MPUHLIMI pabOThl 000PYJOBAHUS ABTOMATU3UPOBAHHBIX CUCTEM;
* mporpaMMmHoOe oOecredeHne sl MOACTHUPOBAHUS TEXHOJIOTHUECKUX MPOIIECCOB;
* crocoObI 3anuThl ntHOPpManmu B ceTsix ACY TII;
*  NPUHIMIIEI Pa3pabOTKU anroput™MoB i KoHTposuiepoB ACYTII;
*  NPUHLMIIBEI Pa3pabOTKU MHEMO-CXEM;
yMeTh:



* paspabatbiBaTh anroputmsl st [1IJIK;
» HactpauBatb [IJIK, ycTpoiicTBa BBOAa-BBIBOIbI HHGOpMAIMK U ApyruX y3i10B ACY;

* paspalaTbIBaTh MHEMO-CXEMBI;
* pa3pabaTbiBaTh CKaJa-CUCTEMBI.

*  OpraHu30BaBaTh 3amUTy HHPpacTpyKTypsl ACY TII
* aHANM3HUPOBATh U MPOU3BOUTH MOHUTOPUHT ACY TII;

* paspalaTbIBaTh MHTCPYKIMH U AITOPUTMBI, OTpa0aThIBAIOIINE HEIITATHBIC U aBaAPHITHbIC

CUTYaIlH.

2. CTpyKTYpa M TPYA0eMKOCTb THCHHUIINHBI

Tabmuma 1

Bun yuebHo# paboThl Bcero uacos KoJ-Bo yacoB B cemecTpe (aK.4.)

9 10
Oo0mas 3a4. el. 8 4 4
TPYA10€MKOCTh yac 288 144 144
N3 Hux:
Yacebl ayauTopHoii pa6oTsl (Bcero): | 124 64 60
Jlexun 62 32 30
[TpakTHueckue 3aHATHS 0 0 0
JlabopartopHubie / npaKkTUYecKue | 62 32 30
3aHSITHS 110 TOATPYIIIaM
Yacbl BHEAYIMTOPHOIi padoThl, 164 80 84
BKJIIOUYAS KOHCYJILTAIUH, HHYIO
KOHTAKTHYI0 padoTy u
CaMOCTOSITeILHYI0 paboTy
o0y4arouierocsi
Buxn npomexytouyHoil — arrectanuu Huddepenuupo | Dx3ameH
(3aueT, nud. 3a4er, FK3aMeH) BaHHBIN 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Tabmuna 2
No TemaTtnka yuyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.uac.) ayIUTOPHBIX
aK.4acoB 10
TeMe
x
= =
= |58
L S o c%
c |28
| g8%
s | |EE=
g & o ]
E |2 |€45
= = B EE
1 2 3 4 5 6
Yacos B 9 cemecTpe 32 0 32 64
Pa3paboTka u sKcruTyaTanus 32 0 32 64
ABTOMATU3UPOBAHHBIX CHUCTEM B
3alIMIIIEHHOM UCIIOJIHEHHUH |
1 JlekimmoHHoe 3agarue 1 2 0 0 2
2 JlabopatopHas paborta 1. [Tocrpoenue 0 0 2 2
CTPYKTYPHBIX CXEM.
3 JlexunonHoe 3ansitue 2 2 0 0 2
4 JlaGopaTtopHas pabora 2. [Tox6op 0 0 2 2
JMATYUKOB U KOHTPOJUIEpA y3/1a ydera
TEIJIOBOM SHEPTHUH.
5 JlexunroHnHoe 3ansTHe 3 2 0 0 2
6 JlaboparopHnas paboTta 3. PaboTta ¢ 0 0 2 2
temioBbluucauresnem TCP-010.
7 JlexunonHoe 3ansitue 4 2 0 0 2
8 JlaGopaTtopHnas pabota 4. PazpaboTka 0 0 2 2
MOJIEIH YTPO3 CHCTEMBI TIOTOTHOTO
perynupoBaHHusl.
JlekuoHHOE 3aHATHE 5 2 0 0 2
10 JlaGopaTtopHnas pabota 5. Pazpabotka 0 0 2 2
QITOPUTMOB M MEPOIIPUSITHH 11O
Oe3aBapuifHON paboOTe TEMIOBOTO
CUCTEMBI TIOTOJTHOTO PEryTHPOBAHUS U
TEIIOBBIYMCIUTEIIS.
11 JlexumonHoe 3ansitTue 6 2 0 0 2
12 JlabGopaTtopHnas pabota 6. Hactpoiika 0 0 2 2
koHTposuiepa CYHA Ha Tpebyembie
pPEXKUMBI pabOTHI.
13 JlekimmoHHoOe 3agaTue 7 2 0 0 2
14 JlaGopatopHnas pabora 7. PabGora c 0 0 2 2
aJpeCHOM BHICOKaMEpOH U
BUJICOPETUCTPATOPOM, U HX
HAaCTPOMKaMU.
15 JlexuronHoe 3ansTe 8 2 0 0 2




16 JlaGopatopHas paborta 8. Pabora B cpena | 0 0 2 2
npoextupoBanus Codesys.
17 JlexunonHoe 3ansitue 9 2 0 0 2
18 JlaGopaTtopHnas padora 9. Pabora B cpega | 0 0 2 2
npoekTrpoBanusi Codesys.
19 JlekimmonHoe 3ausarue 10 2 0 0 2
20 Jlaboparopuas pa6ota 10. [Tocrpoenue u | 0 0 2 2
3alUTa TEXHOJOTHYECKON CeTH.
21 Jlexunonnoe 3anstue 11 2 0 0 2
22 JlaGopatopHnas pabora 11. Pazpabotka 0 0 2 2
Ckaa-CUCTEMEL.
23 Jlexunonnoe 3ansitue 12 2 0 0 2
24 JlaGopaTtopHnas paborta 12. PazpaboTtka 0 0 2 2
Ckaja-CUCTEMBI.
25 JlekimmoHHoOe 3ausarue 13 2 0 0 2
26 Jlaboparopnas pabota 13. Hactpoiika 0 0 2 2
BUPTYaIU3aIl[MU CEPBEPOB.
27 Jlexunonnoe 3anstue 14 2 0 0 2
28 JlaGopaTtopHnas paborta 14. Opanuzanus 0 0 2 2
3aIUTHI CETH.
29 JlexunonHoe 3anstue 15 2 0 0 2
30 JlaGopaTtopHnas pabota 15. Opanuzanus 0 0 2 2
3auThl cetu. HacTpolika ceTBoro
000py/10BaHUsl U KOHTPOJLJIEPOB.
31 Jlexunonnoe 3anstue 16 2 0 0 2
32 JlaGopaTtopHnas pabota 16. Opanuzanus 0 0 2 2
3aIuThl ceTu. HacTpolika ceTBoro
000py/10BaHUsl U KOHTPOJLJIEPOB.
33 KoHcynpranus nepen 3x3aMeHOM 0 0 0 0
34 JuddepennmpoBannplii 3aueT 0 0 0 0
Yacos B 10 cemectpe 30 0 30 60
Pa3paboTka u sKcruTyaTanus 30 0 30 60
ABTOMATU3UPOBAHHBIX CUCTEM B
3alIMIIIEHHOM HCIIOJHEHUH 2
1 JlekimmoHHoe 3agsarue 1 2 0 0 2
2 JlexunonHoe 3ansitue 2 2 0 0 2
3 JlekmoHHOE 3aHATHE 3 2 0 0 2
4 Jlekuuonuoe 3aasarue 4 2 0 0 2
5 JlaGopaTtopHast pabora 1. 0 0 2 2
6 JIekmoHHOE 3aHATHE 5 2 0 0 2
7 JlaboparopHnas pabota 2. 0 0 2 2
8 JlekimmoHHOE 3aHATHE 6 2 0 0 2
9 JlaboparopHnas pabota 3. 0 0 2 2
10 JlekimmoHHoOe 3agaTue 7 2 0 0 2
11 JlexunonHoe 3anHsTue 8 2 0 0 2
12 JlaGopatopHnas pabora 4. 0 0 2 2
13 JlaGopaTtopHast pabora 5. 0 0 2 2
14 Jlexunonnoe 3ansitue 9 2 0 0 2
15 JlaGopaTtopnast pabora 6. 0 0 2 2
16 Jlaboparopnas pabota 7. 0 0 2 2
17 JlekimmonHoe 3ausarue 10 2 0 0 2




18 JlaGopatopHnas pabora 8. 0 0 2 2
19 JlexkimmonHoe 3ausarue 11 2 0 0 2
20 JlaGopatopHnas pabora 9. 0 0 2 2
21 JlabopaTtopnast pa6ora 10. 0 0 2 2
22 Jlexunonnoe 3anstue 12 2 0 0 2
23 JlabopaTtopnast pabora 11. 0 0 2 2
24 JlekimmoHHoOe 3ausarue 13 2 0 0 2
25 JlaboparopHas pabota 12. 0 0 2 2
26 JlekimmonHoe 3ausarue 14 2 0 0 2
27 JlaGoparopHas pabora 13. 0 0 2 2
28 JlabopaTtopnast pabora 14. 0 0 2 2
29 JlexunonHoe 3anstue 15 2 0 0 2
30 JlaboparopHas pabota 15. 0 0 2 2
31 KoHcynpranus nepen 5Kk3aMeHOM 0 0 0 0
32 KoHcynpranus nepen 3K3aMeHOM 0 0 0 0
33 DK3aMeH 0 0 0 0
Hroro (ak.4acoB) 62 0 62 124




4. CucremMa olieHUBaHuS.

B 9 cemectpe mpenycmorper audQepeHIIMpOBaHHbBIN 3a4eT. 3a4eT C OICHKOW SIBISETCS
MHTETPUPOBAHHON OIIEHKOW BBIMIOJHEHMs CTYIEHTOM 3a/laHuil BO BpeMs J1JaOOpaTOpHBIX paboT u
UHIWBUIYAIBHBIX — 3afaHuid. OTa OIEHKa XapaKTepu3yeT YpPOBEHb C(HOPMHPOBAHHOCTHU
MPAKTUYECKUX YMEHUN U HaBBIKOB, IPUOOPETEHHBIX CTYACHTOM B XOJ€ U3YUCHUSI TUCIUIUIMHBIL:

61 - 76 GaJIOB - YAOBJIETBOPUTEIHHO;
77 - 90 6anI0B - XOpOIIIO;
91 -100 6an10B - OTAUYHO.

CryaeHT, y KOTOPOro cymma HaOpaHHBIX 0ajIOB, OKa3ajiach MEHbINE 61, MOMKEH caaBaTh
3auer.

3adeT MpOXOAWUT B TpaAUIMOHHOW dopme, mo Owmieram. B Ounere — 2 Bompoca. Jls
NOJYyYCHUs OLEHKU «YJOBJICTBOPUTEIBHO» CTYACHTOM JIOJDKHBI OBITH BbIMOMHEHB 80%
71a00paTOPHBIX pabOT U MOATOTOBJICH OTBET Ha | BOmpoc u3 OmiieTa, B 00IIEM pacKPBIBAIOLIUN TEMY
U He cofiepKamuid rpyOsix omuOoK. OTBET CTY/ICHTA TOJDKEH MTOKA3bIBATh, YTO OH 3HACT U MIOHUMACT
CMBICT M CYTh ONHCHIBAEMOM TEMbI M €€ B3aUMOCBS3b C JPYTMMHU pa3fesiaMd JUCIUIUIMHBI U C
APpyruMu JUCHUIIIIMHAMU CHCHHUAJIBHOCTH. I[JIH MOJIYYCHHA OLICHKU «XOpOowmio» CTYACHT OJIZKCH
BBIMOJIHUTH MUHUMYM 90% 1a00paTopHBIX pabOT U OTBETUTH Ha 00a Bonpoca ouiiera. OTBET AOKEH
pacKphIBaTh TEMY M HE CoAepkaTh IpyObIX omrOok. OTBET CTyneHTa J0JKEH MOKa3bIBaTh, YTO OH
3HAeT M MOHMMAET CMBICI U CYTh ONHMCBHIBAEMON TEMbI U €€ B3aUMOCBS3b C JPYTUMH pa3fesiaMu
JAUCHUIUIMHBL KW C JPYrMMHU JUCHUIINIMHAMHW CIICIUAJIBHOCTH. Moxert IMPUBCCTHU TPUMCP 10
onucbiBaeMoil Teme. OTBET MOXKET cojiep)kaTh HeOousblue HenouyeThl. (sl mosydeHus OLEHKH
«OTJIMYHO» CTYJCHT JOJDKEH BBINMOJIHUTH BCE JTaOOpaTOpHBIE pabOThl U OTBETUTH HAa 00a BOIpoca
ounera. OTBET OJDKEH OBITH MMOJPOOHBIM, B TIOJTHOM MEpE PaCKpPhIBaTh TEMY U HE COACPIKATh IPyObIX
WIH CYHIECTBEHHBIX OIMMOOK. Kakaplli BOMPOC MOMKEH COMPOBOXKAATHCA MpUMepamu. Takxke
CTYJEHT JIOJIKEH J1aBaTh MOJIHbIE, NCYEPIBIBAIOIINE OTBETHI HA BOIIPOCHI MPENO/1aBaTENs.

ITpumeuanue. CTyaeHTHI, KETAIOLIUE OBBICUTH OLEHKY, OJIYYEHHYIO B paMKaX MOJYJIbHO-
PEUTHHIOBOM CUCTEMBI, IMEET MIPABO Ha c/ladyy 3a4eTa WU BBINOJIHEHNE JONOJHUTEIBHOTO 3aJaHUs
Ha YCMOTPEHHUE IIPENOIaBaTEIN.

B 10 cemecTpe npeaycMOTpeH 3K3aMeH. DK3aMEH C OLEHKOH SIBJISIETCS MHTErPUPOBAHHOMN
OILICHKOM BBITIOJHEHUS CTYACHTOM 3aJaHHil BO BpeMs JIabOpaTOPHBIX PadOT W MHAMBHAYAIbHBIX
3amaHuil. JTa OIlEHKa XapakTepu3yeT YPOBEHb C(HOPMHPOBAHHOCTH MPAKTHUECKUX YMEHUH H
HaBBIKOB, MPUOOPETEHHBIX CTYJEHTOM B XOJI€ U3yYEHUS NUCLUUTUINHDI:

61 - 76 GayIOB - YAOBJIETBOPUTEIHHO;
77 - 90 6anI0B - XOpOIIIO;
91 -100 6an10B - OTAUYHO.

CryaeHT, y KOTOpOro cymma HaOpaHHBIX 0ajIOB, OKa3ajiach MEHbINE 61, MOMKEH caaBaTh

IK3aMEH.

DK3aMeH MPOXOAUT B TPAAMLMOHHOM (opme, mo Ouneram. B Ounere — 2 Bompoca. s
IOJy4eHUs OLEHKU «YyJOBIETBOPUTENBHO» CTYAEHTOM JOJDKHBI ObITh BbINOJHEHB 80%
71a00paTOpHBIX PabOT M MOATOTOBJIEH OTBET Ha | Bompoc u3 6uiieTa, B 001IeM pacKphIBAIONINI TeMy
1 He cozieprKanuii rpyOsix omOok. OTBET cTyJeHTa JOJDKEH ITOKa3bIBaTh, YTO OH 3HACT ¥ IOHMMAET
CMBICII U CYTh OIIMCHIBAEMOW TEMBI M €€ B3aWMOCBS3b C JIPYTMMH pazfeliaMd JUCIUILTUHBI U C
JIPYrUMH JAUCHUIUIMHAMH CHENUAIBHOCTH. J[JIsl MOMydeHUs] OLEHKH «XOPOIIO» CTYAEHT IOJDKEH
BBINOJIHUTH MUHUMYM 90% J1a00paToOpHBIX pabOT U OTBETUTH Ha 00a Boripoca Ousera. OTBET 10JIKEH
pacKpsIBaTh TEMY M HE COJIEpKaTh IPyObIX ommnO0OK. OTBET CTy/AEHTa JOKEH MOKA3bIBaTh, YTO OH
3HAeT W MOHMMAET CMBICI M CYTh ONHCHIBAEMON TEMBI M €€ B3aUMOCBA3b C IPYTUMH pa3jeiaMH
JUCIMIUIMHEL ¥ C JIPYTUMH JWCHMIUIMHAMH CHEIHATbHOCTH. MOMKET NpPUBECTH IPHUMEp TI0
onuceiBaeMoil TeMe. OTBET MOXET CoAep)KaTh HEOOJbIINEe HemodeThl. i MosyueHHs! OLEHKU
«OTIMYHO» CTYACHT JIOJDKEH BBIIOIHUTH BCe JIAOOpaTopHbIe pabOThl U OTBETHTH Ha 00a BOIpoca
ounera. OTBET 10JKEH ObITh MOAPOOHBIM, B ITOJTHOW MEpE pAaCKPhIBATh TEMY M HE COAEPKATh rPpyObIX



WIM CYHIECTBEHHBIX OIMOOK. Kaxkaplli BONpoc AOMKEH COMPOBOXKAAThCA MNpuMepamu. Taxxke
CTYJIEHT JIOJKEH JaBaTh MOJIHBIE, NCUEPIIHIBAIOIINE OTBETHI HA BOIIPOCHI IIPETIO1aBATEIIS.

[Tpumeuanue. CTyaeHTHI, KeNaoLUe MOBBICUTH OLIEHKY, MOJIYYEHHYIO B paMKaX MOJYJIbHO-
PEUTHUHIOBOM CHUCTEMbI, UMEET MPAaBO HA CJady SK3aMEHA WJIM BBINOJHEHHUE JOMOJHUTEIHLHOTO
3aJjaHUs Ha YCMOTPEHHE MPernojaBaTes.

5. YueOHO-MeTOAMYEeCKOEe U MH(OPMAIIMOHHOE 00ecTieYeHre JUCHMIITTHHBI
5.1 JIuteparypa
1 MeTon00rHYecKie OCHOBBI IOCTPOCHUS 3alIMIICHHBIX AaBTOMATH3UPOBAHHBIX CHUCTEM !
yuebHoe mocodue / A. B. lymkun, O. B. Jlankun, C. B. Ilorexenxuii [u np.]. — BopoHex :
BopoHexckuii rocyaapCTBEHHBIM YHUBEPCUTET MHKEHEPHBbIX TexHosiorui, 2013. — 260 c.
— ISBN 978-5-89448-981-0. — Tekct : 31eKTpOHHBIH // DIEKTPOHHO-OMOIMOTEYHAS
cuctema IPR BOOKS : [caiir]. — URL: http://www.iprbookshop.ru/47427.html (nmara
obpamienusi: 20.09.2022). — Pexxum noctymna: it aBTOPU3HP. MOJIb30BaTENEH.
2 Psbues, B. I'. ABromaTuzanusi TEXHUYECKUX CHCTEM CIEIUATbHBIX OOBEKTOB : y4eOHO-
metoanueckoe nocodue / B. I'. Psabues. - Bonrorpag : ®T'bOY BO Bonrorpanckuit 'AY,
2019. - 84 c. - Tekcr : anmektponHsbIii. - URL: https://znanium.com/catalog/product/1087883
(mata obpamenus: 20.09.2022). — PexxuMm gocTymna: 1o moJmickKe.
3 bapanoga, E. K. Undopmanmonnas 6e30macHOCTh U 3ammuTa HHGOPMAIHH : y4ued. mocooue /
bapanosa E.K., babamr A.B. — 3-e u3n., nepepad. u gorn. — Mocksa : PUOP : UHOPA-M,
2017. — 322 c. — (Bwicmiee obpazoBanue). — ww.dx.doi.org/10.12737/11380. - ISBN 978-
5-369-01450-9. - Tekcrt : anexrponnsIii. - URL: https://znanium.com/catalog/product/763644
(mara oopamenus: 20.09.2022). — Pexxum mocTyma: mo moAmucke.

5.2 DuiekTpoHHbBIE 00pa3oBaTebHbIE PECYPChI:
1. Hayunas snexktponHas oubmunorexa. URL: http://elibrary.ru/.
2. DOnexkrponnsie pecypebl MBI TromIY. URL: https:/bmk.utmn.ru/ru/.

6. CoBpemeHnHble mnpodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALUOHHLIE CIPABOYHbIE
CHCTEMBI:
e MexBy3oBckas dekTpoHHas 6ndmoreka (MOB). - URL: https://icdlib.nspu.ru/
e HammonanbpHas snekrponHas oubmamoreka. - URL:  https://rusneb.ru/
e Institute of Electrical and Electronics Engineers, Inc (IEEE). - URL:
https://ieeexplore.ieee.org/Xplore/home.jsp?reload=true
e Orbit Intelligence. - URL: https://www.orbit.com

7. JIuneH3MoHHOEe W CBOOOJHO PACHpPOCTPaHsieMoOe NMPOrpaMMHOe ofecnevyeHue, B TOM 4YHUCJIe
0Te4eCTBEHHOI0 MMPOU3BOCTBA
e MS Office, mnardopma aist snekrpoHHoro ooydenust Microsoft Teams.
e Microsoft Imagine Academy (panee Dreamspark): OC cemeiictea MS Windows (penakiius
Pro/Server);
e Oducueiii maker Microsoft Office 365 (nmuensuonnoe cornamenne Ne21/00509-20 ot
12.05.2020);
[IporpamMmmuoe obOecrneuenne Buprtyanmszanuu: VirtualBox (OecrmatHas —TUIEH3US
nocrymHa: https://www.virtualbox.org/wiki/Downloads).

8. Texnnyeckue cpeacTBa U MaTEePHATbHO-TEXHUYECKOE 00ecreyeHre AU CUUIIIMHbI
e MynbeTumenuiiHas ydeOHast ayAWTOPHS ISl TPOBEACHUS 3aHATHH JICKIMOHHOTO THUIA
OCHAIIIEHA CIEAYIOIUMHU TEXHUYECKIMHU CPEJCTBAMU 00y4YeHHs U 000pyAOBaHUEM: yueOHas
MeOenp, JOCKa ayIOWTOpHAs, MYJIbTHUMEIUIIHOE NPOEKIMOHHOE W  aKyCTHYeCKOe
000pyI0BaHUE, IEPCOHATBHBINA KOMITBIOTED.



MynbpTuMenuiinas yueOHas ayAuTOpHUsS Ui MPOBEACHUS 3aHATUH J1a0OpaTOpPHOrO THIIA
OCHAIIIEHA CIEAYIOIUMHU TEXHUYECKUMHU CPEJCTBAMU 00y4YeHHs U 000pyAOBaHUEM: yueOHas
Me0enp, JOCKa ayIWTOpHas, MYJIbTHUMEIUIIHOE NPOEKIMOHHOE W  aKyCTHYeCKOe
000pyI0BaHUE, IEPCOHATBHBINA KOMITBIOTED.

AynuTopHst sl  CaMOCTOSITETIbHOH pPabOThl OCHAIEHA CIEAYIOUMMH TEXHUYECKHUMHU
cpeactBamMu  0o0ydeHUss W 00OpymoBaHHMEeM: YyueOHas MeOenb, J0CKa ayauTopHas,

MYJIbTUMEAMMHOE TPOEKIMOHHOE M aKyCTH4Yeckoe OOOpyIOBaHHE, IEePCOHAIbHBIC
KOMIIBIOTEPBI.



MuHHUCTEPCTBO HAYKU U BBICILIETO 00pa30BaHUs
Poccutickoit denepanuu
denepalibHOE TOCYAApCTBEHHOE aBTOHOMHOE 00pa30BaTEIbHOE YUPEKICHUE BBICIIETO
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1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (Mooyas): OIIK-9, YK-2

1.2. MWHaukaTopbl [JAOCTH:KEHHS] KOMIIETEHIHIi, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHus :

CeTH M cHCTEMBI Nepenadyu nHdopMannu

B pe3ynprare nuzyyeHus: JUCHUILIIMHBI CTYACHT JIOJKEH:

3HaTh:

— [TpuHIUTIBI CBSI3M 1 OOMEH JaHHBIMH B JIOKAJIbHON TTPOBOJTHOM CETH;

— YpoBHU noctyna u pacupezaeneaus B cetu Ethernet;

— Ctpykrypy cetu UHTepHET, IpUHLIUITBI OOMEHA JaHHBIMU MEX]y y371amu B MIHTepHeT;

— Cxemy nogkitouenust K UHTepHeTy uepe3 moCTaBIIMKA YCIIYT;

— CerteBbl€ yCTPOMCTBA;

— Buppl, XapakTepUCTUKHA U MApPKUPOBKY CETEBBIX KaOenel 1 KOHTAKTOB;

— [Ipunnumne! cereBoit anpecaruu, Gpopmat [P-aapeca u macku noaceru, tumbl [P-aapecos u
METO/Ibl UX nonydeHus, nporokos DHCP;

— MHOroypoBHEBYIO MO/JI€]Ib MEKCETEBOro B3auMoiecTBrs OS] u ceTeBble MPOTOKOJIBI;

— becipoBOIHBIE TEXHOJIOTUU U1l JIOKAIBHBIX CETEH;

—OCHOBHBIE CeTeBbI€ CIIYKObI, apXUTEKTYpy KIHEHT-cepBep, [P-cepBUCH U MPUHIUIBI UX
paboThI, CepBUC IEKTPOHHOH MOYTHI, CEPBUC JOMEHHBIX UMeH DNS;

— Apxurextypy u Bo3moxkHocTH cucteM Cisco I0S / Huawei VRP;

— OCHOBHBIE MPOTOKOJIBI MAPIIPYTU3ALIUH;

— Crpyktypy IP-anpecaunu B JIBC;

—Mertoas! Tpancasauu agpecoB NAT u PAT;

— ba3oBble HACTPOWKN MApPIIPYyTU3ATOPOB;

— ba3oBbIe HACTPOMKU KOMMYTaTOpPOB;

— MexaHu3Mbl pe3epBHOTO KOIMPOBAHUS U ABAPUIHOTO BOCCTAHOBJIEHUS B CETH.

YmMmern:

— IlpoexTrpoBaTh U yCTaHABIMBATh JOMAIIHIOI CETh WJIM CEThb MAaJoOro MpEeANpuATHs, a
TaK)Ke MOJKIII0UaTh €€ K cetu MHTepHer;

— BBINONHATH NPOBEPKY U YCTPAHATH HEMOJIAJKU CETH U MOJAKIIIoUeHus K ceTu HTepHer;

— ObecnieunBaTh OOMIMIA TOCTYI HECKOJIIBKHX KOMIIBIOTEPOB K CETEBBIM pecypcam ((paiimam,
MIPUHTEPAM H JIp.);

— BBISBIATH U yCTpaHATh YTPo3bl 0€30IaCHOCTH JIOKAIBbHON KOMIIBIOTEPHOU CETH;

— HacTtpauBaTs u ipoBepsTh 06a30Bbie UHTEpHET-TIPHIIOKEHUS;

— HactpauBath 6a30oBbie [P-cepBucs! mpu momoiu rpaduueckoro narepdeiica OC;

— VYcraHaBnuBaTh W HAcTpauBaTh YCTpPOMCTBa Jid MOJKIIOYEHHS K ceTu WHTepHeT u
cepBepam, BBIIIOJIHATD [TOMCK M YCTPAHEHUE HETIO0IAI0K;

—IIpoexTupoBaTh 6a30BYIO MPOBOIHYIO HHPPACTPYKTYPY TSI OJJIEPKKU CETEBOTO TpaPuKa,

— ObGecneunBath noakmouyeHne k cetu WAN Ha 6aze cepBHCOB TeNEKOMMYHHKAIIHOHHBIX
KOMITaHUH;

— BbINOAHATE afeKBaTHBIE NPOLEAYPbl BOCCTAHOBIEHUS IPHU aBapusiX M OCYILECTBIATh
pe3epBUpOBaHUE CepBEPa;

— KonTponupoBaTh Npon3BOAUTENBHOCTD CETH U BBISBIATH COOH;

—BbIsBisTH M yCTpaHATh  HEMOJAAKHM C  HCIHOJIb30BAaHUEM  CTPYKTYPUPOBAHHOM
MHOT'OYPOBHEBOU NPOLEAYPHI.



2. CTpyKTYypa U TPYA0EMKOCTb JUCUHUIIJIMHBI

Ta6muna 1

Bun yuebnoit pabotbl Bcero yacoB KoJ1-Bo yacoB B cemecTpe (aK.4.)

4 5
Oo6mras 3a4. el. 8 4 4
TPYAOEMKOCTh qac 288 144 144
N3 Hux:
Yacskl ayquTOpHOIi padoThl (Bcero): | 128 64 64
Jlexnun 64 32 32
[IpakTHueckue 3aHsATHs 0 0 0
JlaGopatopuble  /  mpakTthyeckue | 64 32 32
3aHSTHS [0 MOATPYIIaM
Yacol BHeayIMTOPHOM padoThI, 160 80 80
BKJIIOYASl KOHCYJILTAIUM, HHYIO
KOHTAKTHYIO padoTy u
CaMOCTOSITEJILHYIO Pa0OTy
o0yuawuerocst
Bux npomexyTodHOM — arTtecTtamuu Huddepenuupo | Dx3ameH
(3auer, mud. 3a4eT, SK3aMeH) BaHHBIN 3a4eT

3. Conep:kaHue QM CHUATIINHbBI

Tabnuma 2
Ne Temaruka y4eOHBIX BCTpeu Buns! aynuropHoit Hroro
paboThl (B ak.vac.) ayIUTOPHBIX
aK.4acoB 110
TeMe
=
S S
5 =
) ®
= =
o ~ g =
L S o3
= L= =
g8 | 228
o) S8 &
=3 E T 0
= = < = =
= = Q= o)
= X 2z =
5 < O <
() o S & o
= = S
1 2 3 4 5 6
Yacos B 4 cemecTpe 32 0 32 64
Certn 1 cuctembl iepeaun naopmarmuu | 32 0 32 64
1 Jlexnus 1. AnmapatHoe obecrieueHue s | 2 0 0 2
IIEPCOHAIBHOIO0 KOMIIBIOTEPA
2 JlaGopatopHas pabota 1. ba3oBbie 0 0 2 2
ONEPALMH 10 YCTAHOBKE U HACTPOMKE
YCTPOMCTB:
3 Jlekuus 2. KoMIOHEHTHI KOMIBIOTEPA U 2 0 0 2
nepugepuiiHble YCTPOICTBA.




JlaGopatopHas pabora 2. [InanupoBanue
CTPYKTYpBHI JIOKAJIbHOW CETH U
IIOAKJIIOYEHUE YCTPOMICTB.

Jlekuus 3. CereBble ycTpoiictBa B NOC.
KabGenu 1 KOHTaKThI.

JlabGopaTtopnas pabora 3. [Ipokiaaka
Kabeneil "Butas napa'.

Jlekuus 4. Cereas aapecanusa. CeTeBbie
CILYKOBI.

JlabGopaTtopHnas paborta 4. Coznanue u
HACTPOMKA OJTHOPAHIOBOM CETU

Jlekuus 5. Tunsl [P-agpecos. [lonyuenue
IP-angpecoB U ynpaBJIeHUE UMH.

10

JlaboparopHuas pabota 5. OnpeneneHue
[P-anpeca komnberoTepa. M3yuenne
CETeBOro B3amMo/ieiicTBus Ha Oaze IP-
aJIpecoB

11

Jlexuus 6. MHOrOypoBHEBast MOAEIb U
IIPOTOKOJIBL.

12

JlaboparopHas pabdota 6. [Ipuknagapie
POTOKOJIBI U CEPBHCHI.

13

Jlekuus 7. becnpoBoAHBIE JIOKAIBHBIE
CETH.

14

JlaboparopHnas pabota 7. Hactpoiika
WHTErPUPOBAHHON TOYKH JIOCTYIIA U
0ecrpOBOTHOTO KJIMEHTA.

15

Jlexnus 8. O0ecrieuenne 0€30I1aCHOCTH
OecIpOBOTHON JTOKAIBHOMN CETH.

16

JlaGopaTtopHnas pabota 8. CereBbie
yrpo3bsl. MeTobl aTax.

17

Jleking 9. OCHOBBI CETEBOM
0€30ITaCHOCTH.

18

JlaboparopHas pabota 9. Mcnonb3oBanue
MEKCETEBBIX IKPAHOB.

19

Jlexumst 10. Yerpanenue npodiaem ¢
CETSIMU.

20

JlaboparopHas pabota 10. Ycrpanenue
HETOJIA/IOK M CIIPaBOYHAsI CITYKOa.

21

Jlexuwus 11. UaTEpHET U BO3MOKHOCTH
€ro MCIOJIL30BaHMUs.

22

JlaboparopHnas pabota 11. Coznanue
KOMIBIOTEPHOM CETH C MOMOIIBIO
MapIryTu3aTopa

23

Koncynpranus 1

24

Jlekuus 12. ITlocTaBmUKY yCiayr
Wurepuera (ISP).

25

JlaGopaTtopHast pabora 12.
[IpenocraBnenue oduIero qo0cTymna K
CETEBBIM pecypcam

26

Jlexing 13. CBA3b € MOCTABIIAKOM
WHTEPHET-YCIYT.




27 JlaGopatopHas padota 13. OcHOBHBIE 0 0 2 2
KOMaH/Ibl JJIs1 IPOBEPKHU MOJIKIIOUEHUS K
HHurepHery.

28 Jlexums 14. Cnyx6a TEXHHUECKOM 2 0 0 2
MO IJICPIKKH.

29 JlaGopaTtopnas padora 14. [Togkmtouenue | 0 0 2 2
KOMIBIOTEPA K CETH C MOMOIIBIO Kabemneit

30 Jlekusa 15. Moxens OSI. 2 0 0 2

31 JlaboparopHas pabota 15. Coznanue 0 0 2 2
NPSIMBIX U MTEPEKPELICHHBIX Kabemnei
«HEIKpaHUPOBAHHAS BUTAS
napa»

32 Jlexuus 16. Ycrpanenue HENoaaa0K Ha 2 0 0 2
YpOBHE MOCTaBIIMKA HHTEPHET-YCIYT.

33 JlaGopaTtophas padorta 16. TectupoBanue | 0 0 2 2
Kalenel «HeIKpaHUPOBAHHAS BUTAsI
napa»

34 KoHncynpranus 2 0 0 0 0

35 3aveT N0 AUCIUILINHE 0 0 0 0
Yacos B 5 cemecTpe 32 0 32 64
Certn u cuctemsl iepeaun naopmaruu | 32 0 32 64

1 Jlexnus 1. [TnaaupoBaHre 0OHOBIEHUS 2 0 0 2
CeTH

2 JlaGopatopHas padora 1. Uzyuenue 0 0 2 2
npuHIUIOB paboTel DNS

3 Jlexmms 2. O6mue mpoOaemMbl U 2 0 0 2
TUTAHUPOBAHNE OOHOBIICHHUS CETH.
[Ipuobperenue u o6CITy)KMBaHUE
000pyIOBaHUSI.

4 JlaGopaTtopHast pabota 2. 3ydenue 0 0 2 2
nporokona FTP

5 Jlekuus 3. [InanupoBaHue CTPYKTYpPhI 2 0 0 2
aJipecaluu.

6 JlaGopaTtopHas pa6ora 3. [louck u 0 0 2 2
ycTpaHeHHe Mpo0IeM B KOMITBIOTEPHBIX
CeTsIX

7 Jlexuus 4. [P-anpecanus B JIBC. 2 0 0 2

8 JlaGopaTtopHas pabota 4. Hactpoiika 0 0 2 2
TOYKH OECIPOBOJHOIO AOCTYMA

9 Jlexuus 5. NAT u PAT. 2 0 0 2

10 JlabGopaTtopHnas pabota 5. Hactpoiika 0 0 2 2
OecrpoBOIHOM CETEBOM KapThl

11 Jlekuus 6. Hactpolika ceTeBbiX 2 0 0 2
YCTPOMCTB

12 JlabGopaTtopHnas pabota 6. Hactpoiika 0 0 2 2
0€30I1acCHOCTH B OECIIPOBOIHOM CETH

13 Koncynpranus 0 0 0 0

14 Jlexums 7. Mapupyrusanus 2 0 0 2

15 JlaGopaTtopHnas pabota 7. Hactpoiika 0 0 2 2

0€30MaCHOCTH KOMIIBIOTEPHOU CeTH




16 Jlexuus 8. [IpumeHeHne MPOTOKOJIOB 2 0 0 2
MapLIpyTH3aLUH.

17 JlaGopatopHas pabora 8. [lepBuunas 0 0 2 2
HACTpOIiKa MapuIpyTH3aTopa

18 Jlexuus 9. ITpoTokoibl BHELIHEH 2 0 0 2
MapLIpyTHU3aLHUH.

19 JlaGoparopHas pabota 9. Hactpoiika 0 0 2 2
MapIIpyTHU3aToOpa C UCIOIb30BAaHUEM
uHTepdeiica komanaHou crpoku 10S

20 Jlexmmst 10. Cay>kObI MOCTABIIUKOB 2 0 0 2
ycayr MnTepHera.

21 JlaGopaTtopHnas pabora 10. Hactpoiika 0 0 2 2
KOMMYTaTopa

22 Jlexuus 11. BBenenue B cepBUCHI 2 0 0 2
NOCTaBIIMKOB ycayr MHTepHeTa.

23 JlaboparopHas pabota 11. 0 0 2 2
IInannpoBanue Mmoaepuuzanuu WAN

24 KoHncynpranus 2 0 0 0 0

25 Jlekuusa 12. MHcTpymeHTalnbHbIE 2 0 0 2
cpencTBa 0€30MaCHOCTH.

26 JlaGopaTtopHnas pabora 12. Hactpoiika 0 0 2 2
yIAJIEHHOT0 MapUIpyTHU3aTopa C
oMonIp0 mpotokosna SSH

27 Jlexuus 13. IlpoTokoisl, McIONb3yeEMbIE | 2 0 0 2
JUISI IPEIOCTABIICHUS CEPBHCOB
npoBaiigepamu. Cayx0a TOMEHHBIX
VMEH.

28 JlaboparopHas pabota 13. Pabora c IP 0 0 2 2
MaplIpyTH3aluren U NpoTOKOJIaMH
MapIIpyTU3aluu

29 Jlexuus 14. Ilouck n ycrpanenue 2 0 0 2
HEHCIPaBHOCTEH B CETH.

30 Jlaboparopnas pabota 14. PaGora ¢ 0 0 2 2
cucTeMor JoMeHHBIX MeH DNS

31 Jlexuus 15. YcrpaHeHue Henoaamok. 2 0 0 2

32 JlaGopaTtopHnas padorta 15. Opranuzamus | 0 0 2 2
CHCTEMBI OE30ITaCHOCTH B CETH:

33 Jlekuus 16. Metoauku u cpencrna 2 0 0 2
MOVCKA M YCTPAHEHUS HETOJIAIOK.

34 JlaGopaTtophast pabora 16. 0 0 2 2
OO0cy)xMBaHHE KOMITBIOTEPHOU CETH

35 Koncynpramnus 3 0 0 0 0

36 DK3aMeH 0 OUCIUIIIINHE 0 0 0 0
Wroro (ak.uacoB) 64 0 64 128




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MOJIyYEHHOM M0 UTOTaM TEKYIIEro KOHTPOJISL B CEMECTpPE, MPOXOIAT MPOMEKYTOUHYIO aTTECTAIMIO B
dopme mud. 3aueta B 4 cemectpe, B popMe 3K3aMeHa B 5 ceMecTpe.
[Ipu npoBegeHMM NPOMEXKYTOYHOW AaTTECTAllMM pE3yibTaThl, MOJyYEHHBbIE OO0y4aromumcs B
ceMecTpe, MepeBosATcsS B (opMar TPaJUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— 60 6ayI0B M MEHEe — «HEYJJOBJICTBOPUTEIBHOY;

—otT 61 1o 75 6ayIOB — «yIOBIETBOPHUTEILHOY;

— 0T 76 10 90 GaIoB — «XOPOIION;

— 01 91 go 100 6ayI0B — KOTIUYHOY.

5. YueOHO-MeTOAMYeCKOEe U MH(OPMAIIMOHHOE O0ecTieYeHre JUCHMIITTHHBI

5.1 Jluteparypa:

1. TexHoOrMM 3aUTH HH(POPMALIMK B KOMIIBIOTEPHBIX CeTAX : yueOHoe nocobue / H. A. PyneHkos,
A. B. IIponerapckuii, E. B. Cmupnosa, A. M. CypoBoB. — 2-e u3a. — Mocksa : UHTYUT, 2016.
— 368 c.— Texkcr : anekrponHslit / Jlaup : 31ekTpoHHO-OMOIMOTeuHast cucrema. — URL:
https://e.lanbook.com/book/100522 (mara oOpamenus: 15.05.2020). — Pexum ngoctyma: s
aBTOPU3. IIOJI30BATEIICH.

2. Kuses, B. . bezonacnocTs nHGOpMAIIMOHHBIX CHCTEM : yueOHoe rmocobue / B. U. Kuses, O. H.
I'pannuun. — 2-¢ u3n. — Mocksa : UHTYUT, 2016. — 191 c. — Texkcr : anexkTpoHHbIH // Jlans :
3JeKTpoHHO-0nOmoTedHas cuctema. — URL: https://e.lanbook.com/book/100580 (maTta
obpamienus: 15.05.2020). — Pexxum poctyma: it aBTOpU3. MOJIB30BaTEICH.

3. Omudep, B. I'. OcHOBEHI ceTeil nepenayn faHHbIX : yueOHoe mocooue / B. I'. Onmudep, H. A.
Omudep. — 2-e m3a. — Mocksa : UHTYUT, 2016. — 219 c. — Tekcr : anekTpoHHbI // JIaHb :
3JeKTpoHHO-0nOmoTeyHas cuctema. — URL: https://e.lanbook.com/book/100346 (naTta
obpamienus: 15.05.2020). — Pexxum noctyma: 11t aBTOpU3. MOJIB30BaTEICH.

4. ITocTpoeHre KOMMYTHPYEMBIX KOMITBIOTEPHBIX ceTel : yueoHoe mocodue / E. B. Cmupnosa, U. B.
backakos, A. B. [Iponerapckuii, P. A. ®enotoB. — 2-e uzn. — Mocksa : UHTYUT, 2016. — 428
c.— Tekcr: onextpoHHsii// Jlamp : 2nmeKTpoHHO-OMOIMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/100370 (mata oOpamenus: 15.05.2020). — Pexum pgocryma: s

aBTOPU3. N10JIb30BaTEIEH.

5.2 DuekTpoHHbIE 00pa3oBaTebHbIE PECYPChI:
— MITRE ATT&CK. https://attack.mitre.org/
— bBank maHHBIX yrpo3 O0e3onacHocTd uHMGOpMaruu. https://bdu.fstec.ru/vul

6. CoBpemeHHble MpodeccHOHATBLHbIE 0a3bl JAHHBIX M HH(OPMAINMOHHBLIE CHPABOYHBIE
CHCTEMBI:
ba3sl jaHHBIX

o Institute of Electrical and Electronics Engineers, Inc (IEEE)

https://ieeexplore.ieee.org/Xplore/home.jsp?reload=true

e MEXBY30BCKAS DJIEKTPOHHASI BUBJIMOTEKA (M3B) https://icdlib.nspu.ru/

e HAIMOHAJIbHAA DJIEKTPOHHAA BUBJIMOTEKA https://rusneb.ru/

e CmnpaBoynas npaBoBas cuctema Koncynprantlloc http://www.consultant.ru/

7. JIueH3MoHHOEe W CBOOOJHO PAacCHpOCTPaHsieMoe NMPOrpaMMHOe ofecnevyeHue, B TOM 4YHUCJIe
0TeYeCcTBEHHOI0 MPOM3BO/ICTBA

e MS Windows 10

e MS Office,



e Oracle Virtual Box
e GNS3
e turatdopMma JIsl NEKTPOHHOTO 00yueHus Microsoft Teams.

8. Texnuveckue cpeacTBAa U MATEPUATBHO-TEXHNYECKOE o0ecreuyeHue TUCIUILTUHBI
MynbpTuMeaniinas yueOHast ayIuTOpHs Ul TPOBEACHUS 3aHATHI J1a00paTOpHOTo TUMA
OCHAIIICHA CIEAYIONIMMHU TEXHUYECKUMHU CPEICTBAaMU OOYICHHS U 000pyA0BaHUEM: yaeOHas
MeOeIb, T0CKa ayTUTOpHAs, MYJIbTHMEIUHHOE MPOSKIIMOHHOE U aKyCTHYECKOE 000pyI0BaHUE,
MEePCOHAIIbHBIA KOMITBIOTED.
KOMHBIOTGprIﬁ KJIaCC C BBIXOJAOM B MHTCPHCT.
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CUCTEMbI BUJEOHABJIFOJIEHU A
Pabouas nmporpamma
IUIsE 00YYArOIIUXCS TIO CHCIIHATHLHOCTH
10.05.03. MudopmanmonHas 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM
cnenuanu3anus «be30nacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CHCTEMY
¢dbopma oOyueHus ouHast



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (MoOyas): OIIK-9.

1.2. MHWHauKaTopbl [JAOCTH:KEHHS] KOMIIETEHIHIi, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

CucreMbl Bujaeonaodoaenus 1

B pesynbrare ocBoennst OIl BBIMYCKHUK TOJDKEH 001a1aTh CIeyIOMMMI KOMITIETCHIUSIMH:
e CrnocoOeH pemaTh 331241 MPopecCHOHATBHOMN AEATETLHOCTH C Y4ETOM TEKYIIIETO COCTOSTHUS
¥ TEHJICHOUH pa3BUTHSA HH(OPMALMOHHBIX TEXHOJIOTHH, CPEICTB TEXHHYECKOH 3aIlUTHI
uHopManuu, cereit u cucrem nepenaun uHpopmanuu (OI1K-9).

B pesynbrare ocBoeHus Ol BBITYCKHUK JOJDKEH:
3HATh:

*  OCHOBHBIE IOHATHUS CUCTEM BUCOHAOIIOACHNUS;
* HOPMAaTHUBHO-TEXHUYECKYIO JTOKYMEHTAIIHIO;
*  OCHOBHBIE IOHATHS aINIaPaTHBIX CPEJCTB CUCTEM BUICOHAOTIOACHUS;
*  OCHOBBI 0a30BBIX TEXHOJIOTH CHCTEM BHJICOHAOIIOICHNS;
*  MPUHIMI PaOOTHI yCTPOHCTB BUICOHAOIIOACHNUS;
yMeThb:

* (¢dopMann30BaTh MOCTABICHHYIO 33]a4Y;

*  OCYIIECTBIISATH ANMAPATHYIO PEAIU3ALMU COCTaBa CUCTEMBI;

* IPOEKTHUPOBATH CETU CHCTEM BUCOHAONIOICHNUS;

*  OCYIIECTBISITH HACTPOUKY CUCTEM BHICOHAOIIOICHUS;

* TPOBOAMUTH aHAINU3 U MOHUTOUHT CEeTeH U Y3JI0B BHACOHAOIIOICHUSI.

CucreMbl BWICOHAOJI0NeHUS 2

B pesynbrate ocBoeHust OIl BBITYCKHHK TOIKEH 001a1aTh CIEYIONTIMHA KOMITCTCHITHSIMH:
e Cnoco0OeH peniath 3a1a49u MPOPECCHOHATBHOMN ACATEIBHOCTH C YI€TOM TEKYIIETO COCTOSHHSI
U TEHICHIWN pa3BUTUS MH()OPMAIMOHHBIX TEXHOJIOTHUH, CPEICTB TEXHHUYECKOW 3aIllUThI
nHpopmaruu, ceteit u cucrem nepenayun nHbopmaruu (OITK-9).

B pesynbrare ocBoeHus Ol BBITYCKHUK JOJDKEH:
3HATh:

*  OCHOBHBIC IIOHATHS CHCTEM BHICOHAOIIOICHHUS;

* HOPMAaTHUBHO-TEXHHUYECKYIO JOKYMEHTALHUIO;

*  OCHOBHBIE IIOHSTHS aNMapaTHBIX CPEJCTB CHCTEM BUICOHAOTIONCHHS;

*  OCHOBHBIE OJXOMBI K MPOEKTUPOBAHUIO MPU COBMECTHOM HCIIOJIb30BAaHUH
BU/ICOAHAIUTHKN M CUCTEM BUACOHAOIIOACHUS,

* Ipouecchl 00pabOTKU CUTHAIOB U300paKEHUI B MHTEIUICKTYalIbHOW BUACOCHCTEME;

*  METO/BI BU3yaJIH3alluH B MHTEIJICKTYaIbHBIX BHICOCHCTEMAX.

yMeThb:

* pa3pabaThiBaTh MPOEKTHI CHCTMEM BUICOHAOIOICHUS C BUICOAHATHTUKOM;



* 00y4aTh cHCTEeMbI BUACOHAOIIOACHNS U aJITUPOBATH UX 110J] KOHKPETHBIC 3a1a4H;
*  BBIIOJHATH OJI00P 000PYIOBAHUS U IPOTPAMMHOI0 0OECTIEUEHHUS TI0]] KOHKPETHbIE

3aJaun.

2. CTpyKTYpa M TPYA0eMKOCTb TUCHHUIINHBI

Tao0numa 1

Bun yuebHo# paboThl Bcero uacos KoJ-Bo 4acoB B cemecTpe (aK.4.)

9 10
Oo0mas 3a4. el. 8 4 4
TPYA0eMKOCTh yac 288 144 144
N3 Hux:
Yacel aynuTopHoii padotsl (Bcero): | 124 64 60
Jlexun 62 32 30
[TpakTuueckue 3aHATHS 0 0 0
JlabopaTtopubie / npaKkTUYecKue | 62 32 30
3aHSTHS 110 MOATPYIIIaM
Yacbl BHEAYIUTOPHOM padoThI, 164 80 84
BKJIIOYAS KOHCYJILTAI[UH, HHYIO
KOHTAKTHYI0 padoTy u
CaMOCTOSITeJILHYI0 paboTy
o0y4aronierocsi
Buan npomexytouyHoil — arrectanuu Huddepenuupo | Dx3ameH
(3aueT, nud. 3a4er, FK3aMeH) BaHHBIN 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Ta6numa 2
No TemaTtnka yuyeOHBIX BCTpEd Bunae! aynutopHoii Hroro
paboThI (B ak.uac.) ayJIUTOPHBIX
aK.4acoB 10
TeMe
= =
5 | -
o | 29 2
S 2 2 =
s |E58
5 ege
=S |E | 281
g & o ]
5 & |88 ¢
= = B EE
1 2 3 4 5 6
Yacos B 9 cemecTpe 32 0 32 64
Cuctembl BHICOHAOMOACHUS | 32 0 32 64
1 JlekimmoHHoe 3agarue 1 2 0 0 2
2 JlaGopatopHoe 3ansartue 1 0 0 2 2
3 JlekimmoHHOE 3aHATHE 2 2 0 0 2
4 JlaboparopHoe 3aHsiTHE 2 0 0 2 2
5 JIekmoHHOE 3aHATHE 3 2 0 0 2
6 JlaGopaTopHoe 3ansTHE 3 0 0 2 2
7 JleknmonHoe 3ansarue 4 2 0 0 2
8 JlaGopaTtopHoe 3ansiTue 4 0 0 2 2
9 JlekunoHHoOe 3aHATHE 5 2 0 0 2
10 JlaGopaTopHoe 3aHsTHE 5 0 0 2 2
11 JleknmonHoe 3ansarue 6 2 0 0 2
12 JlaGopatopHoe 3aHsATHE 6 0 0 2 2
13 JlekimmoHHoOe 3agaTue 7 2 0 0 2
14 JlaGoparopHoe 3aHsTHE 7 0 0 2 2
15 JlekimmoHHOE 3aHATHE 8 2 0 0 2
16 JlaboparopHoe 3ausiTHE 8 0 0 2 2
17 JlekimmoHHOE 3aHATHE 9 2 0 0 2
18 JlaGopaTopHoe 3ansTre 9 0 0 2 2
19 Jleknmonnoe 3anstue 10 2 0 0 2
20 JlaGopaTtopnoe 3ansitue 10 0 0 2 2
21 Jlexnmonnoe 3ansitue 11 2 0 0 2
22 JlaGopaTtopHoe 3ansTue 11 0 0 2 2
23 JleknmonHoe 3anstue 12 2 0 0 2
24 JlaGopaTtopHoe 3ansiTue 12 0 0 2 2
25 JlekimmoHHoOe 3ausarue 13 2 0 0 2
26 JlaboparopHoe 3ansitue 13 0 0 2 2
27 JlekimonHoe 3ausatue 14 2 0 0 2
28 JlaboparopHoe 3ansitue 14 0 0 2 2
29 JlekimmoHHoOe 3ausarue 15 2 0 0 2
30 JlaboparopHoe 3ausitue 15 0 0 2 2
31 JleknmonHoe 3anstue 16 2 0 0 2
32 JlabopaTtopHoe 3ansiTue 16 0 0 2 2




33 KoHcynpranus nepeq 3a4eTom 0 0 0 0
34 Koncynbranus nepen 3aueTom 0 0 0 0
35 JuddepeHnpoBaHHbIi 3a4eT 0 0 0 0
Yacos B 10 cemectpe 30 0 30 60
CucreMbl BHJICOHAOTIOICHHS 2 30 0 30 60

1 JlekimmoHHoe 3agarue 1 2 0 0 2
2 JlaGopaTopHoe 3ansTHe 1 0 0 2 2
3 JlexumonHoe 3ansitue 2 2 0 0 2
4 JlaGopaTopHoe 3aHsTHE 2 0 0 2 2
5 JlexunonHoe 3anstue 3 2 0 0 2
6 JlaGopaTopHoe 3ansiTHE 3 0 0 2 2
7 JlexunonHoe 3ansitue 4 2 0 0 2
8 JlaboparopHoe 3aHsTHE 4 0 0 2 2
9 JIekImoHHOE 3aHATHE 5 2 0 0 2
10 JlaboparopHoe 3aHsITHE 5 0 0 2 2
11 JlekimmoHHOE 3aHATHE 6 2 0 0 2
12 JlaGopatopHoe 3aHsATue 6 0 0 2 2
13 JlekimmoHHoOe 3agaTue 7 2 0 0 2
14 JlaGoparopHoe 3aHsTue 7 0 0 2 2
15 JlexunonHoe 3ansTe 8 2 0 0 2
16 JlaGopaTopHoe 3ansTHE 8 0 0 2 2
17 Jlexunonnoe 3ansitue 9 2 0 0 2
18 JlaGopaTopHoe 3ansTHe 9 0 0 2 2
19 Jleknmonnoe 3anstue 10 2 0 0 2
20 JlabopaTtopnoe 3ansitue 10 0 0 2 2
21 JlekimmonHoe 3ausarue 11 2 0 0 2
22 JlaGoparopHnoe 3ansaTue 11 0 0 2 2
23 JleknmonHoe 3ausarue 12 2 0 0 2
24 JlaGopatopHoe 3ansartue 12 0 0 2 2
25 JlekimmoHHoOe 3ausarue 13 2 0 0 2
26 JlaboparopHoe 3ansitue 13 0 0 2 2
27 JleknmonHoe 3anstue 14 2 0 0 2
28 JlaGopaTtopHoe 3ansiTue 14 0 0 2 2
29 JleknmonHoe 3ausarue 15 2 0 0 2
30 JlaGopaTopHoe 3ansTHe 15 0 0 2 2
31 KoHcynpranus nepen 3K3aMeHOM 0 0 0 0
32 KoHcynbpranus nepen 5Kk3aMeHOM 0 0 0 0
33 DK3aMeH 0 0 0 0

0 1

Wroro (ak.uacoB)
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4. CucremMa olieHUBaHuS.

B 9 cemectpe mpenycmorper audQepeHIIMpOBaHHbBIN 3a4eT. 3a4eT C OICHKOW SIBISETCS
MHTETPUPOBAHHON OIIEHKOW BBIMIOJHEHMs CTYIEHTOM 3a/laHuil BO BpeMs J1JaOOpaTOpHBIX paboT u
UHIWBUIYAIBHBIX — 3afaHuid. OTa OIEHKa XapaKTepu3yeT YpPOBEHb C(HOPMHPOBAHHOCTHU
MPAKTUYECKUX YMEHUN U HaBBIKOB, IPUOOPETEHHBIX CTYACHTOM B XOJ€ U3YUCHUSI TUCIUIUIMHBIL:

61 - 76 GaJIOB - YAOBJIETBOPUTEIHHO;

77 - 90 6anI0B - XOpOIIIO;

91 -100 6an10B - OTAUYHO.

CTyneHT, y KOTOpOTO cymMMa HaOpaHHBIX OajioB, OKa3ajiach MEHbIE 61, moimkeH
C/IaBaTh 3aUerT.

3adeT MpOXOAWUT B TpaAUIMOHHOW dopme, mo Owmieram. B Ounere — 2 Bompoca. Jls
NOJYyYCHUs OLEHKU «YJOBJICTBOPUTEIBHO» CTYACHTOM JIOJDKHBI OBITH BbIMOMHEHB 80%
71a00paTOPHBIX pabOT U MOATOTOBJICH OTBET Ha | BOmpoc u3 OmiieTa, B 00IIEM pacKPBIBAIOLIUN TEMY
U He cofiepKamuid rpyOsix omuOoK. OTBET CTY/ICHTA TOJDKEH MTOKA3bIBATh, YTO OH 3HACT U MIOHUMACT
CMBICT M CYTh ONHCHIBAEMOM TEMbI M €€ B3aUMOCBS3b C JPYTMMHU pa3fesiaMd JUCIUIUIMHBI U C
APpyruMu JUCHUIIIIMHAMU CHCHHUAJIBHOCTH. I[J'IH MOJIYYCHHA OLICHKU «XOpOowmio» CTYACHT OJIZKCH
BBIMOJIHUTH MUHUMYM 90% 1a00paTopHBIX pabOT U OTBETUTH Ha 00a Bonpoca ouiiera. OTBET AOKEH
pacKphIBaTh TEMY M HE CoAepkaTh IpyObIX omrOok. OTBET CTyneHTa J0JKEH MOKa3bIBaTh, YTO OH
3HAeT M MOHMMAET CMBICI U CYTh ONHMCBHIBAEMON TEMbI U €€ B3aUMOCBS3b C JPYTUMH pa3fesiaMu
JAUCHUIUIMHBL KW C JPYrMMHU JUCHUIINIMHAMHW CIICIUAJIBHOCTH. Moxert IMPUBCCTHU TPUMCP 10
onucbiBaeMoil Teme. OTBET MOXKET cojiep)kaTh HeOousblue HenouyeThl. (sl mosydeHus OLEHKH
«OTJIMYHO» CTYJCHT JOJDKEH BBINMOJIHUTH BCE JTaOOpaTOpHBIE pabOThl U OTBETUTH HAa 00a BOIpoca
ounera. OTBET OJDKEH OBITH MMOJPOOHBIM, B TIOJTHOM MEpE PaCKpPhIBaTh TEMY U HE COACPIKATh IPyObIX
WIH CYHIECTBEHHBIX OIMMOOK. Kakaplli BOMPOC MOMKEH COMPOBOXKAATHCA MpUMepamu. Takxke
CTYJEHT JIOJIKEH J1aBaTh MOJIHbIE, NCYEPIBIBAIOIINE OTBETHI HA BOIIPOCHI MPENO/1aBaTENs.

HpI/IMe‘-IaHI/Ie. CTy,Z[GHTBI, JKCJIAOIINC MMOBBICUTH OLICHKY, IMOJIYYCHHYIO B paMKaX MOAYJIbHO-
PEUTHHIOBOM CUCTEMBI, IMEET MIPABO Ha c/ladyy 3a4eTa WU BBINOJIHEHNE JONOJHUTEIBHOTO 3aJaHUs
Ha YCMOTPEHHUE IIPENOIaBaTEIN.

B 10 cemecTpe npeaycMOTpeH 3K3aMeH. DK3aMEH C OLEHKOH SIBJISIETCS MHTErPUPOBAHHOMN
OILICHKOM BBITIOJHEHUS CTYACHTOM 3aJaHHil BO BpeMs JIabOpaTOPHBIX PadOT W MHAMBHAYAIbHBIX
3aJaHuii. DTa OLIEHKAa XapaKTepH3yeT YPOBEHb C(HOPMHUPOBAHHOCTH MPAKTUYECKUX YMEHUH H
HaBBIKOB, MPUOOPETEHHBIX CTYJEHTOM B XOJI€ U3yYEHUS NUCLUUTUINHDI:

61 - 76 6aI0B - YAOBJIETBOPUTEIHHO;
77 - 90 6anI0B - XOpOIIIO;
91 -100 6an10B - OTIAMYHO.

CTyneHT, y KOTOpOTO cymMMa HaOpaHHBIX OajioB, OKa3ayjiach MeHbIE 61, moimkeH
claBaTh FK3aMEH.

DK3aMeH MPOXOAUT B TPAAMLMOHHOM (opme, mo Ouneram. B Ounere — 2 Bompoca. s
IOJy4EHUs OLEHKU «YJOBIETBOPUTENBHO» CTYAEHTOM JOJDKHBI OBITh BbINOJHEHBI 80%
71a00paTOPHBIX PabOT M MOJATOTOBJICH OTBET Ha | BOmpoc u3 OuiieTa, B 00IIEM pacKphIBAIOIIUI TeMy
1 He cozieprKanuii rpyOsix omrOok. OTBET cTyJeHTa JOJDKEH ITOKa3bIBaTh, YTO OH 3HACT ¥ IOHMMAET
CMBICII U CYTh OIMCHIBAEMON TEMBI M €€ B3aWMOCBS3b C JIPYTMMH pazfeliaMd JUCIUILTUHBI U C
JIPYrUMHU JAUCHUIUIMHAMH CHENHUAIBHOCTH. J[JIsl MOMydeHUs] OLEHKH «XOPOIIO» CTYAEHT IOJDKEH
BBINOJIHUTH MUHUMYM 90% J1a60paTopHBIX pabOT U OTBETUTH Ha 00a Boripoca Ousera. OTBET 10JKEH
packpsIBaTh TEMY M HE COJIEpKaTh IPyObIX ommnOoK. OTBET CTy/AEHTa JOKEH MOKA3bIBaTh, YTO OH
3HAET U MOHMMAET CMBICI M CyTh ONHCHIBAEMON TEMBI M €€ B3aWMOCBA3b C IPYTUMH pa3jeiaMu



JUCIUIUIMHEL ¥ € JIPYTUMH JAWUCHMIUIMHAMH CIEIHATbHOCTH. MOMKET NPUBECTH IPHUMEp 10
onuceiBaeMoil TeMe. OTBET MOXeT cofep)kKaTh HeOOJbIIuEe HemoueThl. i MosyuyeHHs! OLEHKU
«OTIMYHO» CTYACHT JIOJDKEH BBIOIHUTH BCE JIAOOpaTopHbIE pabOThl U OTBETHTH Ha 00a BoOIpoca
ounera. OTBET 10JKEH ObITh MOAPOOHBIM, B ITOJTHOW MEpE pAaCKPhIBATh TEMY U HE COAEPKaTh rPpyObIX
WIN CYIIECTBEHHBIX OMmMOOK. Kaxaplii BOmpoc MOIDKEH CONpOBOXKIATHCS HpuMepaMu. Takxke
CTYZCHT JIOJDKEH JaBaTh MOJHBIE, HCUEPIBIBAIOIINE OTBETH HA BOIPOCHI MPETIOAaBaATEIS.

ITpumeuanue. CTyaeHTBI, KETAIOLIUE OBBICUTH OLIEHKY, OJIYYEHHYIO B paMKaX MOJYJIbHO-
PEUTUHIOBOM CHUCTEMBI, MMEET IIPABO Ha CIady JK3aMEHA WM BBIIOJHEHHUE OINOIHUTEIBHOTO
3a/1aHKs Ha YCMOTPEHUE MPENoJaBaTersl.

5. Y4eboHo-MeToaM4YecKoe M HHPOPMALMOHHOE 00ecnevyeHHe U CUUILTHHBI

5.1 JInteparypa:

1. babkun, A, A. UHXKeHEepHO-TEXHUYECKHE CPEJICTBA OXPaHbI M HaJ[30pa : yuieOHOe mocodune
s cniermanbHocTH 40.05.02 «IIpaBooxpaHuTeNbHAs JESITEIBLHOCTHY W HAIpPaBIICHUS
noarotoBku 40.03.01 «¥Opucnpyaenmus» / A. A. babkun ; ®@enep. cmyxba HCIOIH.
Haka3aHuii, Boyoros. uH-T npaBa u 3koHOMUKH. - Bonoraa : BUIID ®CUH, 2018. - 143
c. - ISBN 978-5-94991-433-5. - Tekcr : onektponHei. -  URL:
https://znanium.com/catalog/product/1229047 (nata obpamenus: 20.09.2022). — Pexxum
JOCTYTA: 10 MOIUCKE.

2. 3emnsnyxuH, [I. A. Bugeo- u paauocurHanbsl B CUCTeMax mepenadyd uWHopmanuu :
yaeonoe nocobue / I1.A. 3emnsnyxun ; FOxHbIN denepanbHblii yHUBEPCHUTET. - POCTOB-
Ha-Jlony ; Taranpor : M3garensctBo KOxHOTO henepansHoro yauBepeurera, 2017. - 119
c. - ISBN 978-5-9275-2394-8.1020577. - Tekcr : osnektpoHHbii. - URL:
https://znanium.com/catalog/product/1021541 (mata obpamenus: 20.09.2022). — Pexxum
JOCTYMA: 10 MOIUCKE.

3. Bapanoga, E. K. Undopmanmonnas 6e30macHOCTh 1 3amuTta nHopmanuu : yued. mocobue
/ bapanosa E.K., ba6am A.B. — 3-e u3n., nepepa6. u qon. — Mocksa : PUOP : UTHOPA-
M, 2017. — 322 c. — (Bricmiee o6pazoBanue). — ww.dx.doi.org/10.12737/11380. - ISBN
978-5-369-01450-9. - Tekct : 3JIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/763644 (mara oGpamenusi: 20.09.2022). — Pexum
JOCTYTA: 10 MOIHUCKE.

5.2 DuiekTpoHHbBIE 00pa3oBaTebHbIE PECYPChI:
1. Hayunas snextponHnas oubmumorexa. URL: http://elibrary.ru/.
2. DOnexkrponnsie pecypebl MBI TromIY. URL: https:/bmk.utmn.ru/ru/.

6. CoBpemeHnHble mnpodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALUOHHbIE CIPABOYHbIE
CHCTEMBI:

e MexBy3oBckas dnekTpoHHas oudanoreka (MOB). - URL: https://icdlib.nspu.ru/

e HammonanbHas snekTponHas 6unbnuoreka. - URL:  https:/rusneb.ru/

o Institute of Electrical and Electronics Engineers, Inc (IEEE). - URL:
https://ieeexplore.ieee.org/Xplore/home.jsp?reload=true
e Orbit Intelligence. - URL: https://www.orbit.com

7. JIueH3MoHHOEe W CBOOOJHO PACHpPOCTPaHsieMoOe NMPOrpaMMHOe ofecnevyeHue, B TOM 4YHUCJIe
0Te4eCTBEHHOI0 MPON3BOCTBA
e MS Office, mnardopma aiis saekTpoHHOr0 o0ydeHnust Microsoft Teams.
e Microsoft Imagine Academy (panee Dreamspark): OC cemeiictBa MS Windows
(penaxiust Pro/Server);



e Oducnprit maker Microsoft Office 365 (nunensnonHoe cornamenue Ne21/00509-20
ot 12.05.2020);

e [Iporpammuoe obGecnedenue BupTyanusauuu: VirtualBox (GecrmatHas muieH3us
nocrymHa: https://www.virtualbox.org/wiki/Downloads).

8. TexHuveckue cpeacTBA U MATEPUATBHO-TEXHNYECKOE o0ecrevyeHue TUCIUILTHHbI

MynbpTumMenuiiHas ydeOHas ayauToOpus ISl TPOBEACHUS 3aHATHH JIGKIIMOHHOTO THIIA
OCHAIIIEHA CIEAYIOIMMHU TEXHUYECKIMHU CPEJICTBAMU 00y4YeHHs U 000pyAOBaHHEM: yueOHas
MeOenb, JOCKa ayAWTOpHas, MYJIbTHMEIWHHOE MPOSKIIMOHHOE W  aKyCTHUYECKOE
000py0BaHUE, IEPCOHATBHBINA KOMITBIOTED.

MynbpTuMenuiiHas yueOHas ayAuTOpHUsS Ui MPOBEACHUS 3aHATUH J1a0OpaTOpPHOrO THIIA
OCHAIIICHA CIEAYIONIMMHU TEXHHYECKUMHU CPEeICTBaMHU OOYy4YCeHHS U 000pyAOBaHUEM: yaeOHas
MmeOenb, JOCKa ayAWTOpHas, MYJIbTHUMEIUMHOE MPOEKIMOHHOE U  aKyCTHUYECKOe
000pyI0BaHUE, IEPCOHATBLHBIA KOMITBIOTED.

AymuTopus Ui CaMOCTOSITEIbHOH pabOThl OCHAIIEHA CICAYIONIMMHA TEXHUYECKHUMHU
cpeacTBaMu oOyueHUss W o0opymoBaHHeM: YydeOHas MeOenb, JOCKa ayauTOpHas,
MYJIbTHMEAMHHOE TPOSKIIMOHHOE M aKyCTHYecKoe OOOpyIOBaHWE, TIEPCOHAIBHBIC
KOMITBIOTEPBHI.
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1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILUIUHBI (Moodyas): OIIK-14

1.2. MHWHauKaTopbl [JAOCTH:KEHHS] KOMIIETEHIHIi, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

CucreMbl VIIpaBJeHUs 0a3aMH JaHHBIX

B pe3ynbrare u3zyueHus Kypca CTyJ€HT JIO0JKEH:
3HATh

*  THUIOJOTHIO U METOAOJIOTHIO TPOSKTUPOBAHUS 0a3 JaHHBIX, YMETh KIACCU(PUITUPOBATH
nH(pOpMallMOHHbBIE 3a]]auH, pelIaeMble C UCIIOIb30BaHUEM 0a3 JaHHBIX;
*  0COOCHHOCTH MOJEIMPOBAHUS U IPOCKTHUPOBAHUS PEISALIMOHHBIX 0a3 TaHHBIX;
* O LeJNSIX U CpeacTBax pa3paboTKU U aIMUHUCTPUPOBAHMS 0a3 JaHHBIX;
yMETh

* TNPUMEHATH HaBBIKU pa3pabOTKH 0a3 JaHHBIX HA MPAKTHKE;
MUMETh HAaBBIKH

¢ BJIaJACHHUA CUCTEMHBIM ITOAXO0J0M KaK MCTOI[OJ'IOFH“ICCKOﬁ OCHOBOM IMPOCKTUPOBAHUA

WH(OPMAIIMOHHBIX CHCTEM, HCTIONB3YIOIMUX 0a3bl JaAHHBIX;
*  BJAJCHUA METOJMKON COCTaBIICHUS 3alIpoCcoOB Ha si3bike SQL.

2. CTpyKTYpa M TPYA0eMKOCTb TUCHHUIINHBI

Taomnuma 1
Bun yuebnoit paboTbl Bcero yacoB KoJu-Bo yacos B
ceMecTpe (aK.4.)
5
Oo6mras 3a4. e]l. 4 4
TPYAOEMKOCTh qac 144 144
U3 Hux:
Yacel ayauTopHO# padoThl (BCero): 64 64
Jlexun 32 32
[IpakTHueckue 3aHsATHs 0 0
JlaGopaTtopHble / mMpakTHYECKWEe 3aHATHS 10 | 32 32
MOArpynnam
Yacel BHeayIMTOPHOM padoThl, BKJIIOYas 80 80
KOHCYJIbTALMHU, HHYI0 KOHTAKTHYI0 padoTy 1
CaMOCTOSITEJIbHYIO pad0oTy 00y4aromerocs
Bua npomexxyrouHoit arrecranmm (3a4eT, qud. DK3aMeH
3a4eT, HK3aMEH )




3. Conep:kaHue QM CHUATIINHbBI

Tabmuma 2
No TemaTtnka yuyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.uac.) ayIUTOPHBIX
aK.4acoB 10
TeMe
x
= :
= |58
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1 2 3 4 5 6
Yacos B 5 cemecTpe 32 0 32 64
Cucremsl ynpanieHus 6a3aMu JaHHBIX 32 0 32 64
1 BBognag gexuus 4 0 0 4
2 SQL. Oneparopst DDL 0 0 2 2
3 SQL. Oneparopst DDL 0 0 2 2
4 Opranuzanus coBpeMeHHoit CYBJ] 4 0 0 4
5 SQL. IIpencraBnenus, npouenypsl, 0 0 2 2
byHKIMU.
6 Peanuzanus nexnapatuBHOM 0 0 2 2
nenoctHocTH B B]I,
7 Jlornueckne Mozeny TaHHBIX 4 0 0 4
8 Peanu3zanus nponeaypHou nenoctHoct | 0 0 2 2
B b/]
9 S3pik 3ampocoB SQL: 3ampockl 0 0 2 2
MOTU(DUKAIH TAaHHBIX
10 Hopmanuzanusi 1aHHBIX B pelaiuoHHON | 4 0 0 4
MOJIeNU
11 Hopmanuzanus 0 0 2 2
12 Hopmanuzanus 0 0 2 2
13 S3b1k 3anipocoB SQL: oOkOHHBIE 4 0 0 4
GyHKIMY, clieuaibHble KOHCTPYKITUI
14 Omnepatop SELECT 0 0 2 2
15 SQL. OxonHbIe GyHKIIUU U 0 0 2 2
CIIELUAJIbHBIE ONEPATOPHI
16 HpeBoBoBUAHBIE CTPYKTYpHhL. Peanuzamnus | 4 0 0 4
B PEJSILMOHHON Mozenn. PekypcuBbie
3anpocsl SQL.
17 SQL. PexypcuBHbI€ 3aIIpOChI 1S 0 0 2 2
JPEBOBUIHBIX CTPYKTYp. CpaBHEHHE
OBICTPOACHCTBHSI.
18 Pa3zpaboTka 6a3pl JaHHBIX C 0 0 2 2
ucnojp3oBanreM CYBJ] HBase
19 OnTumu3zanus BbINOJIHEHUS 3alIPOCOB 4 0 0 4
20 OnTtuMuzanus 3arnpocoB 0 0 2 2




21 Pa3paboTtka kaprorpagpuieckoe 0 0 2 2
npunoxenus B PostGIS

22 CpasHenue npoussoaurensHoctu CYBJl | 4 0 0 4

23 TecTbl Ha CKOPOCTh BCTABKU M YTCHUS 0 0 2 2
uist 1Byx CYB]] (1a BeIOOD)

24 TecTbl Ha CKOPOCTh BCTABKU M YTCHUS 0 0 2 2
quist iByx CYB]] (Ha BeIOOD)

25 Koncynpranus 0 0 0 0

26 DK3aMeH 0 0 0 0
Wroro (ak.uacoB) 32 0 32 64




4. Cucrema olleHUBAHMUS.

Oobyuaromuecs, He HaOpapmye 61 Gana B TeUeHUE CEMECTpa, WIIA HE COTJIACHBIE C OIIEHKOM,
MOJTYYCHHOM MO0 UTOT'aM TEKYIIIEr0 KOHTPOJISI B CEMECTPE, MPOXOIST IPOMEKYTOUHYIO aTTECTAIHIO B
dbopMe KOHTPOJIBHOH pabOTHI.

[Tpu npoBeneHNH TPOMEKYTOUYHON aTTECTALUU PE3YIbTATHI, TOIYYEHHBIC 00YJYaIONIMCS B
ceMecTpe, MepeBosATcsS B (hopMar TPagUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— 60 6ayI0B M MEHEee — «HEYJJOBJICTBOPUTEIBHOY;

—otT 61 1o 75 6ayIOB — «yIOBIETBOPHUTEILHOY;

— 0T 76 10 90 GanIoB — «XOPOILIOY;

— 01 91 mo 100 6ayI0B — KOTIUYHOY.

5. YueOHO-MeTOAMYeCKOEe U MH(POPMAITMOHHOE o0ecTieYeHre JUCHMIITTHHBI

5.1 Jluteparypa:

1. Cracpimun, B.M. IIpoektupoBanue nH(HOPMAIIMOHHBIX CUCTEM U 0a3 JaHHBIX:

yaeonoe nocodue / B.M. Craceimun. - HoBocubupck : HI'TY, 2012. - 100 c. - ISBN 978-5-

7782-2121-5; To xKe [DneKTpOHHBII pecypc]. - URL:

http://znanium.com/catalog/product/548234. (nara obpamenus: 12.05.2022).

2. lllanbrun, B.®. KomruiekcHas 3ammra HHPOpPMAIMU B KOPIOPATUBHBIX CUCTEMax: yueO.

nocooue / B.®. Illanerun. — M.: U] «®OPYM» : MHDPA-M, 2018. — 592 c.;

[Dnexktponnbiii  pecypc]. - URL: http://znanium.com/catalog/product/937502. (mata

obpamenus: 12.05.2022).

3. Pa3paboTka U 3KcITyaTalnus aBTOMAaTH3UPOBAHHBIX MH()DOPMAIIMOHHBIX CHUCTEM : y4eO.

nocobue / JL.I'. I'arapuna. — M. : U]l «DOPYM» : UHOPA-M, 2018.; [DnekTpoHHBIHA

pecypc]. - URL: http://znanium.com/catalog/product/942717. (nata obpamenus: 12.05.2022).
5.2 DuiekTpoHHbBIE 00pa3oBaTebHbIE PECYPChI:

- BY30BCKHE JIEKTPOHHO-OMOIMOTEYHbIE CUCTEMBI YUeOHON JINTEPATYPHI;

- BY30BCKHE 3JIEKTPOHHO-OMOIMOTEUHBIE CUCTEMBI YI€OHOMH JTUTEPATYPHI;

- 6a3a HayuHO-TexHM4eckoil nnpopmarn BUHUTU PAH;

- IOCTYTI K OTKPBITHIM 0a3aM IIMTUPOBaHUs, B T.4. springer.com, scholar.google.com,

mathnet.ru;

6. CoBpemeHnHble mnpodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALUOHHbIE CIPABOYHbIE
CHCTEMBbI:

Hanmonanwshas snexrponnas oubnuorexa. URL: https://rusneb.ru/

7. JIueH3MoHHOEe W CBOOOJHO PACHpPOCTPaHsieMoOe NMPOrpaMMHOe ofecrevyeHue, B TOM YHUCJIe
0TeYeCcTBEHHOI0 MPOM3BO/ICTBA

MS Office, matdopma 11 snekTpoHHoro odyyenus Microsoft Teams.

8. Texnuveckne cpeACTBAa U MATEPUAIBHO-TEXHHYECKOE o0ecneyeHue U CHMIIINHBI

MynsTuMenuitHass ydeOHas ayAuTopwsi JUIsl TMPOBEICHUS 3aHSATUN JIEKIMOHHOTO THUMA
OCHAIIICHA CJICTYIONTUMHU TEXHUYECKIUMH CPEICTBAaMU 00yUdeHUs ¥ 000py0BaHUEM: yueOHas MeOeb,
JOCKa  ayJUTOpHAas, MYJIbTUMEIUHHOE NPOCKIMOHHOE M  aKyCTH4Yeckoe 0o0OpyIOoBaHUE,
MEePCOHAIIbHBIA KOMITBIOTED.

MynsTuMenuitHass yuyeOHass ayauTOpusi [UIsl TMPOBEIACHUS 3aHSITHH JIaDOpaTOPHOTO THIA
OCHAIIIeHA CJICTYIONTUMU TEXHUYECKIUMH CPEICTBAaMU 00y4deHUs M 000py0BaHUEM: YueOHas MeOeb,
JOCKa  ayJqUTOpHAas, MYJbTUMEIUHHOE TPOCKIMOHHOE M  aKycTH4Yeckoe 0o0OpyJoBaHUE,
MEePCOHAJIbHBIA KOMITBIOTED.
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YTBEPXJIEHO

3amecturens qupekropa MMKH
ITepeBanoa M.H.
PA3PABOTUHMK

Huccenbaym O.B.

HanmeHoBaHHE TUCIMIUIMHBI TEOPETUKO-YHCIIOBBIC METOIBI B KpUIITOrpadun
Pabouas nporpamma
11t o0y4arormuxcs 1mo crenuanbHocTu 10.05.03 NUndopmannonnas 6€301macHOCTh
ABTOMATHU3HPOBAHHBIX CHCTEM
Crienmanm3anusi: be3onacHOCTh OTKPBITHIX HH(POPMAIIMOHHBIX CUCTEM
YpoBeHb BhICIIEr0 00pa30BaHUs: CIICITUAIATET
dhopma oOyueHust ouHas



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILUIUHBI (MoOdyas): OIIK-3

1.2. MWHaukaTopbl [JAOCTH:KEHHS KOMIIETEHIHii, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHMs :

TeopeTHK0-4UCIOBBIE METOALI B Kpunrorpadbun

3HaTh:

* 00 OCHOBHBIX 3a/la4ax U MOHATHAX KpUNTOrpaduu;

* 0 TEOPETUKO-YHMCIIOBBIX OCHOBAX JBYXKIIIOUEBOH KpuUnrorpaduu;

*  OCHOBBI TUCKPETHOW aNreOphl U TEOPHH YHCET,

*  OCHOBHBIE BUJIbl ACHMMETPUYHBIX KPUNITOTPA(PUIECKUX aITOPUTMOB;

*  aNTOPUTMBI IPOBEPKU YHCEII U MHOTOYICHOB HA MIPOCTOTY, IIOCTPOCHUS OOJIBIIHMX MPOCTHIX
YUCCII, pa3JIOKCHUS YUCCII 1 MHOTOYJICHOB HAa MHOKUTCIIU, TUCKPECTHOTO JIOI‘apI/I(bMI/IpOBaHI/I}I B
KOHEYHBIX IUKIMYECKUX TPYIIIax.

YMETh:

* IPOBOJUTH OLEHKY CIOKHOCTHU aJITOPUTMOB;

*  KOPPEKTHO MPHUMEHATh ACUMMETPHUHBIE KPUNITOTPahUIECKHE AITOPUTMBI,

*  (QopmManM30BaTh NOCTABJICHHYIO 337a4y;

*  BBIIIOJIHUTH [IOCTAHOBKY 3aJa4 KPUIITOAHAJIN3A U YKA3aTh IIOJAXOMbI K UX PEILIEHUIO;

*  HCIIOIB30BAaTh OCHOBHBIC MATEMATUYECKHUE METOBI, IPUMEHSAEMbIE B CUHTE3€ U aHAIIU3E
TUIOBBIX KPUNTOTPpaQUUIECKUX alTOPUTMOB.

BJIaACTh:

* Kpunrorpaduyeckoil TEepMUHOJIOTHUEIH;

* HaBBIKaMH IPUMEHEHUS AJITOPUTMOB, OCHOBAHHBIX HA TEOPETHKO-YHMCIOBBIX MPUHIUIAX, K
BOIIPOCAaM IOCTPOEHUS KPUIITOCUCTEM U UX aHAIM3Y;

*  HaBBIKAMM HCIOJb30BaHUS COBPEMEHHONW HAyYHO-TEXHUUYECKOM JINTEpaTyphl B 00JaCTH
KPUNTOTpapuueCKON 3aIUThI

*  HaBbIKaMM 3()()EKTUBHOIO BBIUMCIIEHUS B KOJIbIIAX BHIYETOB U B KOJIbL[AX MHOT'OYJICHOB

2. CTpyKTYpa M TPYA0eMKOCTb TUCHHUIINHBI

Taobnuma 1
Bun yuebnoit paboTbl Bcero yacoB KoJu-Bo yacos B
ceMecTpe (aK.4.)

7
Oo6mras 3a4. e]l. 4 4
TPYAOEMKOCTh qac 144 144
U3 Hux:
Yacel ayauTopHO# padoThl (Bcero): 64 64
Jlexun 32 32
ITpakTuueckue 3aHATHS 32 32




JlaGopaTtopuble / mpakTuueckue 3aHATHS 10 | 0 0

HOJArpymnmnam

Yacol BHeayIMTOPHOM padoThl, BKJIIOYas 80 80

KOHCYJIbTALMH, HHYI0 KOHTAKTHYI0 padoTy u

CaMOCTOSITEJIbHYIO pad0oTy 00y4aromerocs

Bux nmpomexxyrounoit arrecranmm (3a4eT, qud. JudbdepennmrpoBann
3a4eT, DK3aMEH) bIF 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Tabmuna 2
No TemaTtnka yuyeOHBIX BCTpEd Bunae! aynutopHoii Hroro
paboThI (B ak.uac.) ayJIUTOPHBIX
aK.4acoB 10
TeMe
= =
= 2
5 | &
° | 293
_ |2 |gez
= s 2 E =
= X 2z =
E & | €55
= = BB E
1 2 3 4 5 6
Yacos B 7 cemecTpe 32 32 0 64
TeopeTuko-41CIIOBbIE METO/IBI B 32 32 0 64
Kpunrorpaduu
1 Teopus nenumoctu 2 0 0 2
2 OCHOBBI TEOPUH IETUMOCTH 0 2 0 2
3 CBoiiCTBA 1ENIBIX YHCEIL. 2 0 0 2
4 OCHOBBI TEOPUH IETUMOCTH 0 2 0 2
5 TeopeTnko-4nciaoBble QYHKIMH 2 0 0 2
6 IIpocteie uncna. TeopeTuko-4ynCIOBbIE 0 2 0 2
byHKIHN.
7 Teopust cpaBHEHMI 2 0 0 2
8 Teopust cpaBHEHUI 0 2 0 2
9 OOpatHbIif 3IeMEHT U KPUIITOCHCTEMA 2 0 0 2
RSA
10 Anroputmsl EBknnja. 0 2 0 2
11 CpaBHEHHMS C OJJTHUM HEU3BECTHBIM 2 0 0 2
12 CpaBHEHHUS TIEPBOM CTENIEHU U 0 2 0 2
KpUIITOCHCTEMA
13 Teopust KBaJpaTUYHBIX BHIYETOB. 2 0 0 2
14 CucreMmsl cpaBHEHU 1-11 cTenenu u 0 2 0 2
CPaBHEHHsI IPOU3BOJILHOM CTEIEHHU.
15 Pemenue kBagpaTu4HbIX CpaBHEHUI 0 | 2 0 0 2
IPOCTOMY MOJYJIIO.
16 CumBounsl Jlexxannpa u Skoou. 0 2 0 2
KBanpartuunblie cpaBHEHUS IO TPOCTOMY
MOJYJIIO.
17 Penienne kBagpaTUYHBIX CPAaBHEHU 11O 2 0 0 2
COCTaBHOMY MOAYJIIO.
18 Penienne kBagpaTUYHBIX CPAaBHEHU 11O 0 2 0 2
COCTaBHOMY MOAYJIIO.
19 KBanpaTuunble cpaBHEHUS IO MOZYJIO 2 0 0 2
RSA.
20 KpunrocucreMsl Ha OCHOBE TEOPUU 0 2 0 2
KBaJIPATUYHBIX BHIUETOB




21 [uxnnyeckue MyJIbTUIUIMKATUBHBIE 2 0 0 2
IpyMNIIbl ¥ HOATPYIIIBI BEIYETOB.

22 ITopsnok sieMenTa. Ilopoxaarommin 0 2 0 2
JIEMEHT.

23 JluckpeTHbIi orapum. 2 0 0 2

24 JlokazyeMo mpocCThie Yynca. 0 2 0 2

25 Jloka3yeMo npocThle Yyncia 2 0 0 2

26 KpunTtocucremsl Ha 0cCHOBE nucKpeTHOro | 0 2 0 2
JorapupMHpPOBaHHUE.

27 AnropuT™mbl (paKTOpU3ALUU 2 0 0 2

28 AnTopuTMBI (haKTOPU3ALUH 0 2 0 2

29 ANTOPUTMBI TUCKPETHOTO 2 0 0 2
Jorapu(MHPOBAHMUSI.

30 ANropuT™MBI (paKTOpU3ALUHU U 0 2 0 2
JMCKPETHOr0 JIOrapu(MUpOBaHMsL.

31 ANTOPUTMBI TUCKPETHOTO 2 0 0 2
Jorapu(MHUPOBaHMUSI.

32 ANTOPUTMBI TUCKPETHOTO 0 2 0 2
JorapuMUPOBaHMUSI.

33 KoHcynpranus nepes 3K3aMeHOM. 0 0 0 0

34 KoHncynpranus 0 0 0 0

35 TeopeTuKko-4ncIoBbIE METO/IBI B 0 0 0 0
Kpunrorpaduu
Wroro (ak.gacoB) 32 32 0 64




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
dopme yctHOrO MU(HEepeHIIMPOBAHHOTO 3a4YeTa.
[lpy mpoBeACHWH NPOMEKYTOUHOW AaTTECTAI[MH PE3YJbTAThl, IOJyYeHHBbIE OOyJYaromUMCS B
ceMecTpe, MepeBosATcsS B (opMar TPaJUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asioB:

— ot 0 10 60 0amI0B — «HE 3aUTECHOY;

— 0T 61 go 100 0ayIoB — «3aYTEHOY.

— 60 6aTOB M MEHEe — «HEYIOBICTBOPUTEIHHOY;
— ot 61 10 75 GannoB — «yJOBIETBOPUTEIBHO;
— ot 76 10 90 6ayIOB — «XOPOIIIOY;

— ot 91 1o 100 GaIoB — «OTIUYHOY.

5. Y4ebHo-MeTOoaMUYeCcKOe M HH(POPMALMOHHOE 0O0ecnieYeHHe U C UM ILTHHBI
5.1 JIuteparypa:
OcHoBHasi IuTEpaTypa:

1.Unweun, M. E. TeopeTuko-uncioBsie MeTobI B Kpuntorpaduu. Y.1 : yaedHOE mocobue / M.
E. Uneun, K. A. [unopkoBa Teopernko-uncioBbie MeToaAbl B kpuntorpaduu. Y.1, 2027-05-23
OnexktpoH. gaH. (1 aiin) Pszans: Pssanckuii  rocynapcTBEHHBIH — paJuOTEXHUYECKUN
yHuBepcutet, 2020 112 c¢. Knura naxoautcs B npemuyMm-Bepcuu [IPR SMART. I"apantupoBanHbIit
cpok pasmemienuss B OBC  nmo 23.05.2027 (aBromposoHranus) TeKCT 3JIEeKTPOHHBIN
https://www.iprbookshop.ru/121800.html ISBN 2227-8397

2.Bunorpanos, iBan MarBeeBud. OcHOBBI Teopuu uncend: - / 1. M. Bunorpanos.
OnekTpoH. aaH. Mocksa : FOpaiit, 2022 123 c. (Anronorus mbician) URL:
https://urait.ru/bcode/493846 (nara obpamenus: 21.09.2022).Pexxum goctymna: DIeKTPOHHO-
6ubnmuoreynas cucrema FOpaifT, 11 aBTOpH3. Mosib3oBaTeneit https://urait.ru/bcode/493846
ISBN 978-5-534-12085-1 : 329.00

3. Huccenbaym O.B. TeopeTnko-uncioBbie METOIbI B Kpunitorpadun: cO. 3amanuii: y4ueo.-
MeTof. mocodue, U.2. - Tromenb: M3a-Bo TromI['V. - 2012. — 40 c. 4. Huccenbaym O.B. Teopetuko-
YHUCJIOBBIC METOJIbI B Kpunitorpadun: ¢6. 3amanmii: yuaed.- meroA. mocodue, Y.3. - Tromens: M3n-Bo
TiomI['V. - 2014. — 40 c.

JlonmoJHUTeIbHAA JIMTepaTypa:

1.Hecreposa, Jlapuca FOpbeBna. Teopust uncen: yueOHUK U IpakTUKyM Jutst By30B / JI. HO.
Hecreposa, C. B. Hanmankos. DnektpoH. aad. Mockga: FOpaiit, 2022 150 c. (Bricuiee
obpazoBanmne) URL: https://urait.ru/bcode/497147 (nara obpamenus: 21.09.2022). Pexxum
JIOCTYyTIa: DIIEKTPOHHO-O0MOMMoTeuHas cuctema FOpait, aisa aBropus. [lonbp3oBareneit
https://urait.ru/bcode/497147 ISBN 978-5-534-14921-0 : 549.00

5.2 DuekTpoHHBIE 00pa30BaTe/IbHbIC PECYPChI:
- BY30BCKHE 3JIEKTPOHHO-OMOIMOTEUHBIE CUCTEMBI YU€OHOM JIMTEPATYPHI.



- IOCTYTI K OTKPBITHIM 0a3aM ITUTUPOBaHUS, B T.4. springer.com, scholar.google.com, math-
net.ru

- A. Menezes, P. van Oorschort, S. Vanstone, Handbook of Applied Cryptography — CRC
Press Inc., 5™ Printing, 2001 [On-line] http://www.cacr.uwaterloo.ca/hac/

6. CoBpemeHHble mNpodeccHOHATBLHbIE 0a3bl JAHHBIX M HH(OPMAINMOHHBbIE CHPABOYHBbIE
CHCTEMBI:
- http://www.iacr.org — pecypc MexnyHapoaHOH accoIUaIiii KPUNITOTpaduIeCKIX UCCIICOBAHUMA

7. JIuneH3MoHHOEe W CBOOOJHO PAacCHpOCTPaHsieMoOe NMPOrpaMMHOe ofecnevyeHue, B TOM YHUCJIe
0TeYeCTBEHHOI0 MPOM3BO/ICTBA
MS Office, nnatdopma 11 snekTpoHHoro odydenus Microsoft Teams.

8. Texunueckue CpeacTBa U MATEPUAJTBbHO-TEXHUYECKOEC o0ecmeyeHue AUCHHUIIJIMHbI

MynbpTuMeauiiHas ydyeOHas ayJuTOpUs IS MPOBEACHUS 3aHATHH JIEKIMOHHOTO TUIA OCHAIIEHA
CIICMYIONMMHA TEXHUYECKUMH CpEeACTBaMU OOy4YeHHS M 00OpyIOBaHHMEM: ydeOHas mebOenb, JocKa
ayJIUTOpHAs, MYJIbTHUMEAMWHOE IMPOEKLIMOHHOE U aKyCTUYecKoe O0OpYyIOBaHWE, MEPCOHAIbHBIN
KOMITBIOTED.

VYueOHast ayauTopusl AN MPOBEICHHS 3aHATHH CEMHHAPCKOTO THUMA OCHAIICHA CIEAYIOIIUMHU
TEXHUYECKUMU CpeICTBaMH 00ydeHus 1 000pyroBaHueM: yueOHast MeOelb, 0CKa ayTUTOPHAs.

Aynuropus JUisi CaMOCTOATEIbHONW pabOThl OCHAIEHA CIEAYIOUIUMHU TEXHUYECKUMHU CPEACTBAMHU
00ydeHust 1 00opynoBaHUEM: yueOHast MeOelb, JOCKa ayTUTOPHAsI.
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3amectutens qupekropa MMuKH
M.H. IlepeBanoBa
PA3PABOTUHMK

[MIupokux A. B.

HanmenoBanue quciuIuHbl TEXHOIOTHHA U METOJIBI TPOTPAMMUPOBAHUS
Pabouas nmporpamma
JUTsE 00yYarOIIUXCS TTO CHEIIHATHLHOCTH
10.05.03. MudopmanronHas 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM
Crnenpanu3armsi: be30macHOCTh OTKPHITBIX HHPOPMAITMOHHBIX CUCTEM
¢dbopma oOyueHus: ouHast



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AUCHUILIHHBI (M00yns): OIIK-7

1.2. MWuHaukaTopbl [JAOCTH:KEHHS KOMIIETEHIHii, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

TexHoJ0ruy ¥ MeTOALI NPpOorpaMMupoBanus 1

B pe3ynbraTe 0CBOCHUS NUCHUIUIMHBI CTYACHT JOJIKEH

3HaTh

* OCHOBHBIE THIIBI IPOIPAMMHOT0 00€eCTIeUeHHS

* OCHOBHBIE€ KOMIIBIOTEPHBIE TEXHOJIOTUN

* OCHOBHI pa3pabOTKH MporpaMMHOT0 obecnieuenus B cpene Delphi
* OCHOBBI pa3paboTku Win32-npuiioKeHmit

* OCHOBHI pa3paboTku cepBucoB Windows

* ocHOBHI pa3paboTku .NET-npunoxennii

* OCHOBHI pa3paboTku npuioxkenuit 111 Windows Scripting Host

* OCHOBBI pa3paboTku VBA npuioxxeHuit

* ocHOBHI pa3padotkun WEB-nipunosxenuii nmoj ynpasieHuem IIS .
Ymerp

* (popmMasIn30BaTh MOCTABICHHYIO 33a4y

* pa3pabartbIBaTh 3((HEKTUBHBIC AITOPUTMBI U IIPOTPAMMBI

* KOPPEKTHO UCIOJIB30BaTh AJITOPUTMBI U TEXHOJIOTUU

* IPOBOJUTH BBIOOP THIIA MPOrPAaMMHOr0 obOecredeHusi, Haubojee MOAXOMAIIETO JUIs PELICHUs
IIOCTaBJIICHHOMN 3a/1a4H .

Bnanets

* IPOrpaMMHON TEPMUHOIOTHUEHN

* repmuHogorueit OOIT

* HaBbIKaMU MPOrPAMMHOM peaan3aluy pa3indyHbix BUaoB [10

* HaBBIKAMU MCIIOJIb30BAHUS U Pa3pa0dOTKH CTPYKTYP JaHHBIX

* HaBBbIKAMHU aHAJIN3a, OLIEHKU U CIIOCO00B yCTpaHEeHUs TUIIOBBIX yrpo3 10 .

TexHoJ0ruy M1 MeTOALI NPOrPAMMHUPOBAHNS 2

B pe3ynbraTe 0CBOCHUS NUCHUIUIMHBI CTYACHT JOJIKEH

3HaTh

* OCHOBHBIE THIIBI IPOrPAMMHOT0 00€eCTIeYeHHS

* OCHOBHBIE€ KOMITbIOTEPHbIE TEXHOJIOTUU

* OCHOBHI pa3pabOTKH MporpaMMHOTo obecnieuenus B cpene Delphi
* OCHOBBI pa3paboTku Win32-npuiioKeHmi

* OCHOBHI pa3paboTku cepBucoB Windows

* ocHOBHI pa3paboTku .NET-npunoxennii

* OCHOBHI pa3paboTku npuioxkennit 111 Windows Scripting Host
* OCHOBBI pa3paboTku VBA npuioxeHuit

* ocHOBHI pa3pabotkun WEB-nipunosxenuii nmoj yrnpasiaeHuem IIS .
Ymetp

* (popmasIM30BaTh MOCTABICHHYIO 33a4y

* pa3pabartbIBaTh 3((HEKTUBHBIC AITOPUTMBI U IIPOTPAMMBI

* KOPPEKTHO UCIOJIB30BaTh AJITOPUTMBI U TEXHOJIOTUU



* IPOBOAMTH BHIOOpP THIA MPOTPaMMHOr0 oOecredeHus, Haubosiee MOAXOMASIIEro ISl pelieHus
IIOCTaBJIICHHOHU 3a/Ja4H .

Bnanets

* IPOrPaMMHON TEPMUHOJIOTUEN

* repmuHoiorueit OOIT

* HaBbIKaMHU MPOTPAMMHOM peasiv3aluu pa3andHbix BugoB [10

* HaBBIKAMHU UCIIOJI30BAHUS U Pa3pabOTKHU CTPYKTYpP JaHHBIX

* HaBBIKAMHU aHAJIN3a, OIICHKU U CIIOCO00B YCTpaHEHHS TUTIOBBIX yrpo3 10 .

2. CTpyKTYypa U TPYA0E€MKOCTh JUCUMILIJIHHBI

Tab6muna 1

Bun yuebnoit pabotbl Bcero yacoB KoJ1-Bo yacoB B cemecTpe (aK.4.)

5 6
Oo6mras 3a4. el. 8 4 4
TPYAOEMKOCTh qac 288 144 144
U3 Hux:
Yacsl ayquTOpHOIi padoThl (Bcero): | 128 64 64
Jlexun 64 32 32
[IpakTHueckue 3aHATHS 0 0 0
JlaGopatopuble  /  mpakTtuyeckue | 64 32 32
3aHSTHS [0 MOATPYIIaM
Yacol BHeayIMTOPHOM padoThI, 160 80 80
BKJIIOYAS] KOHCYJILTAIUH, HHYIO
KOHTAKTHYIO padoTy u
CaMOCTOSITEJIbHYIO Pa0OTy
o0yuawuerocst
Bux npomexyTodHOM — arTtectanuu Huddepennmpo | Auddepenumpo
(3auer, mud. 3a4eT, SK3aMeH) BaHHBIN 3a4eT BaHHBIN 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Tabmuna 2
No TemaTtnka yuyeOHBIX BCTpEd Bunae! aynutopHoii Hroro
paboThI (B ak.uac.) ayJIUTOPHBIX
aK.4acoB 10
Teme
= =
5 | &
o | 2o 3
S 2 2 =
s |E58
5 ege
=S |E | 281
g & o ]
E |2 |€45
= = B EE
1 2 3 4 5 6
Yacos B 5 cemecTpe 32 0 32 64
TexHOIOTUH U METOABI 32 0 32 64
nporpaMmupoBanus |
1 Brenenue 2 0 0 2
2 JlaGopaTopHoe 3aHsITHE 0 0 2 2
3 Benenue (mpopomkeHue) 2 0 0 2
4 JlaGopaTopHoe 3aHsITHE 0 0 2 2
5 OcCHOBHBIE TUIIBI IPOIPAMMHOTO 2 0 0 2
o0ecnievyeHus
6 JlaGopaTopHoe 3aHsITHE 0 0 2 2
7 OcCHOBHBIE THIIBI IPOIPAMMHOTO 2 0 0 2
obecrieueHust (MPOTOIHKCHHE)
8 JlaboparopHoe 3aHsTHE 0 0 2 2
9 0O0630p COBPEMEHHBIX KOMITBIOTEPHBIX 2 0 0 2
TEXHOJIOTUI
10 JlaGopaTopHoe 3aHsITHE 0 0 2 2
11 0O0630p COBpEeMEHHBIX KOMIBIOTEPHBIX 2 0 0 2
TEXHOJIOTHH (MPOJAOHKEHHE)
12 JlabopaTopHoe 3aHsITHE 0 0 2 2
13 Pa3paboTtka Win32 npunoxxeHuit 2 0 0 2
14 JlaGopaTopHoe 3aHsITHE 0 0 2 2
15 Pazpabotka Win32 npunoxeHnuit 2 0 0 2
(mpoomkeHue)
16 JlaboparopHoe 3aHsATHE 0 0 2 2
17 VBScript u JavaScript 2 0 0 2
18 JlaboparopHoe 3aHsATHE 0 0 2 2
19 VBA npunoxenust 2 0 0 2
20 JlaGopaTopHoe 3aHsITHE 0 0 2 2
21 CuHXpoHu3alus 10CTyna 2 0 0 2
22 JlaGopaTopHoe 3aHsITHE 0 0 2 2
23 Pabora ¢ mpoenupyemMoii namsIThbo 2 0 0 2
24 JlaGopaTopHoe 3aHsITHE 0 0 2 2
25 Pa3zpabotka u ucnonszoBanne COM 2 0 0 2
00BEKTOB




26 JlaboparopHoe 3aHsTHE 0 0 2 2
27 Pa3zpabotka u ucnonszoBanne COM 2 0 0 2
00BEKTOB (MPOJIOIHKEHHUE)
28 JlaGopaTopHoe 3aHsITHE 0 0 2 2
29 Pa3paboTtka u ucnonb3oBanue ActiveX 2 0 0 2
00BEKTOB
30 JlaboparopHoe 3aHsTHE 0 0 2 2
31 Pa3zpabotka u ucnonszoBanue ActiveX 2 0 0 2
00BEKTOB (MPOJIOIHKEHHUE)
32 JlaboparopHoe 3aHsTHE 0 0 2 2
33 Koncynpranus 0 0 0 0
34 JuddepeHpoBaHHbIN 3a4eT 0 0 0 0
Yacos B 6 cemecTpe 32 0 32 64
TexHOIOTUH U METOABI 32 0 32 64
MPOTPaMMUPOBAHHUS 2
1 Paspabotka .NET-npunoxenuit 2 0 0 2
2 JlaGopaTopHoe 3aHATHE 0 0 2 2
3 Hcnonp3oBanue xypHana cOOBITHI 2 0 0 2
4 JlaboparopHoe 3aHsTHE 0 0 2 2
5 Pa3paboTka cepBUCHBIX MPUITIOKCHUI 2 0 0 2
6 JlaboparopHoe 3aHsTHE 0 0 2 2
7 Pa3zpaboTka cepBUCHBIX MPUITIOKCHHUI 2 0 0 2
(mpomomkeHue)
8 JlaGopaTopHoe 3aHsITHE 0 0 2 2
9 CeTeBoe MpOrpaMMUpPOBAHUE 2 0 0 2
10 JlaboparopHoe 3aHsATHE 0 0 2 2
11 CereBoe MporpaMMUpOBaHUE 2 0 0 2
(mpomomkeHue)
12 JlaGopaTopHoe 3aHsITHE 0 0 2 2
13 Pa3paboTka ceTeBbIX Ciyk0. 2 0 0 2
14 JlaGopaTopHoe 3aHsITHE 0 0 2 2
15 ACHHXPOHHHOE BBITIOJTHEHUE 2 0 0 2
16 JlaboparopHoe 3aHsATHE 0 0 2 2
17 ACUHXPOHHHOE BBITIOJTHEHUE 2 0 0 2
(mpomomkenue)
18 JlaGopaTopHoe 3aHsITHE 0 0 2 2
19 Pazpabotka Baemrnux UDF s 6a3 2 0 0 2
JTAHHBIX
20 JlaboparopHoe 3aHsATHE 0 0 2 2
21 Pa3zpabotka Baemanx UDF nns 6a3 2 0 0 2
JAHHBIX (MIPOIOJKEHUE)
22 JlaGopaTopHoe 3aHATHE 0 0 2 2
23 Beb mpunoxenus 2 0 0 2
24 JlaGopaTopHoe 3aHATHE 0 0 2 2
25 Pa3zpaboTka npuioxxeHui ¢ 2 0 0 2
ucnonb3oBanuem HttpListener.
26 JlaGopaTopHoe 3aHsITHE 0 0 2 2
27 Pa3paboTka asp.net mpuIoKeHui. 2 0 0 2
28 JlaboparopHoe 3aHsTHE 0 0 2 2
29 Ob6ecneuenne 6ezonacHOCTH web 2 0 0 2

IIPUJIOKEHU N




30 JlaboparopHoe 3aHsTHE 0 0 2 2
31 Pa3zpabotka Beb ciyx0 2 0 0 2
32 JlaboparopHoe 3aHsTHE 0 0 2 2
33 Koncynpranus 0 0 0 0
34 JuddepeHrpoBaHHbIi 3a4eT 0 0 0 0
Wroro (ak.gacoB) 64 0 64 128




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
bopme Jughgepenyuposannoeo sauema.
[lpy mpoBeACHWH NPOMEKYTOUHOW AaTTECTAI[MH PE3YJbTAThl, IOJyYeHHBIE OOyJYaroIUMCS B
ceMecTpe, MepeBoasATCsS B (opMar TPagUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAIOW MepeBoja
0asoB:

— 60 6ayI0B M MEHEee — «HEYJJOBJIECTBOPUTEIBHOY;

—oT 61 10 75 6aJIOB — «yIOBIETBOPHUTEILHOY;

— 0T 76 10 90 GamIoB — «XOPOIION;

— 01 91 go 100 6ayI0B — KOTIUYHOY.

5. YueOHO-MeTOAMYeCKOEe U MH(OPMAIIMOHHOE O0ecTieYeHre JUCHMIITIHHBI

5.1 Jluteparypa:
1. I'ypuxos, C. P. Beenenue B nporpammupoBanue Ha si3bike Visual Basic for
Applications (VBA) : yauebnoe nocobue / C.P. I'ypukoB. — Mocksa : UH®PA-M, 2020. — 317
c. — (Bricmiee obpa3oBanue: bakanaspuar). — DOI 10.12737/949045. - ISBN 978-5-16-
013667-7. - Tekct : anekTponnbii. - URL: https://znanium.com/catalog/product/949045 (nara
obpamenus: 02.02.2022). — Pexxum qocTtyna: mo HOAIMHICKe.
2. I'ypukos, C. P. BBenenue B nmporpamMmmupoBanue Ha si3bike Visual Basic for
Applications (VBA) : yue6Hoe nocobue / C.P. I'ypukoB. — Mocksa : UTHOPA-M, 2020. — 317
c. — (Bricmee o6pazoBanue: bakanaspuat). — DOI 10.12737/949045. - ISBN 978-5-16-
013667-7. - Tekcr : anekTponHsbIid. - URL: https://znanium.com/catalog/product/949045 (nata
obpamenus: 02.02.2022). — Pexxum mocTyrma: 1mo moamucke.
3. AGpamsH, M. 3. [IpakTHKyM MO IpOrpaMMUpPOBaHUIO Ha si3bIKe [1ackasb: MacCHUBHI,
CTpPOKH, (hailiibl, peKypcus, JINHEHHBIC TUHAMUYECKHE CTPYKTYPbI, OMHApHBIE 1EPEBbA : yueo.
nocobue / M. D. AbpamsH. - PoctoB #//] : U3narensctBo OOV, 2010. - 276 c. - ISBN 978-5-
9275-0801-3. - Tekcr : anexTponnsiid. - URL: https://znanium.com/catalog/product/549917
(mata obpamenwus: 02.02.20212— Pexxum gocTymna: 1mo moicKe.
5.2 DuiekTpoHHbBIE 00pa3oBaTebHbIE PECYPChI:

1. Hayunas snexktponHnas oubmuorexa. URL: http://elibrary.ru/.

2. DOnexkrponnsie pecypebl MBI TromIY. URL: https:/bmk.utmn.ru/ru/.

6. CoBpemeHnHble mnpodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALMOHHbIE CIPABOYHbIE
CHCTEMBI:
e MexBy30BcKas aekTpoHHas oubnmoreka (MOB). - URL: https://icdlib.nspu.ru/
e HammonanbpHas snektponHas oubnamoreka. - URL:  https://rusneb.ru/
o Institute of Electrical and Electronics Engineers, Inc (IEEE). - URL:
https://ieeexplore.ieee.org/Xplore/home.jsp?reload=true
e Orbit Intelligence. - URL: https://www.orbit.com

7. JIueH3MoHHOEe W CBOOOJHO PAacCHpOCTPaHsieMoe NMPOrpaMMHOe ofecnevyeHue, B TOM YHUCJIe
0Te4eCTBEHHOI0 MMPON3BOCTBA
e MS Office, mnardopma aiis saekTpoHHOr0 o0ydeHnust Microsoft Teams.
e Microsoft Imagine Academy (panee Dreamspark): OC cemeiictea MS Windows (penakiius
Pro/Server);
Microsoft Visual Studio 19 wiu BolIe,
IS 7.0 unu BoIIE
Embarcadero / Borland Delphi
Lazarus (32 6utHas Bepcusi)



8. TexHuveckue cpeaAcTBA U MATEPUATBHO-TEXHNYECKOE o0ecrevyeHue TUCIUITUHbI
MynbTuMeauiiHas ydyeOHash ayJUTOpUs U MPOBEACHUS 3aHATHI JIEKIMOHHOTO TUIA OCHAIIEHA
CIICYIOIMMHA TEXHUYECKUMH CpeACTBaMU OOy4YeHHS M 00OpyIOBaHHMEM: ydeOHas mebOenb, JocKa
ayJIUTOpHAs, MYJIbTHUMEAMWHOE IMPOEKLIMOHHOE U aKyCTHYeCKoe OO0OpYyIOBaHWE, MEPCOHAIbHBIN
KOMIIBIOTED.

MyneTiMenuiiHas yaeOHast ayUTOpHUs JUIS MPOBEACHUS 3aHATHI 1a0OpaTOPHOTO THUIA OCHAIIEHA
CJICAYIONIMMU TEXHHUUYECKUMH CPEJCTBaMU OOydeHHUs M o0opyaoBaHUeM: yyeOHas MeOenb, JocKa
ayAWTOpHAs, MYJIBTHMEIUIHOE MPOCKIMOHHOE M aKycTH4eckoe 00OpyIOBaHME, NEPCOHAIbHBIC
KOMITBIOTEPHI 0 KOJIMYECTBY 00 yUYaIOIIHUXCS.

Aynuropus JUIsi caMOCTOATEIbHONW paboThl OCHAIEHA CIEAYIOUIUMHU TEXHUYECKUMHU CPEACTBAMHU
o0ydyeHuss u oOopymoBaHHWEeM: ydeOHas MeOenb, JO0CKa ayauTOpHas, MYJIbTUMEIUNHHOE
MPOEKIIMOHHOE U aKyCTUYECKOE 000PYI0BaHHE, IEPCOHAIBHBIE KOMITBIOTEPHI.

[Ipu BeIMONHEHMH PabOT HA KOMIBIOTEpaxX B YYEOHBIX AyJUTOPUAX CTYICHTHI JOJKHBI UMETh
BO3MOYKHOCTh YCTaHABIIMBATh, YyIAJIATh, 3allyCKaTh W OCTaHABIMBATh CayxObl Windows u
COM/ActiveX 00OBEKTHI.



®r'AOY BO «TFOMEHCKMI I'OCY JAPCTBEHHbII YHUBEPCUTET»

YTBEPXIEHO

3amecturens nupekropa MUMuKH
M.H. IlepeBanoBa
PA3PABOTUYHK

T.N. ITarocoBa

VYnpasnenue nHGpopMamoHHOM 0€301MacCHOCTHIO
Pabouas nmporpamma
IUIsE 00YYarOIIUXCS IO CICIIUATbHOCTH
10.05.03. MudopmarnmonHas 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM
cnenuanu3anus «be30nacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CHCTEMY
¢dbopma oOyueHus ouHast



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (Mooyas): OIIK-1, 11

1.2. MWHaukaTopbl [JAOCTH:KEHHS KOMIIETEHIHIi, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHus :

B pesynpTaTe ocBOeHHS MUCHUILIMHBI "YTpaBieHre MHPOPMAIMOHHON 0€30MacHOCThIO"
o0yJaronuiics J0IKeH
3HaTh:

*  OCHOBHEIC 3a1auu U ToHATUA UbB;

*  OCHOBHBIC CTAaHJAPTHI, periIaMEeHTHUpYroLe yrnpasienue 1b;

*  TMPUHIUIIBI pa3paboTku mporeccoB ympasieHus Ub;

* mnoaxonsl k uaTerpaun CYUD B o011yto cucremMy yrpaBiieHUs IPEANPUITHEM
YMmers:

*  aHaJTW3HMPOBATH TeKyIlIee cocTossHue Vb B opranuzaruu ¢ 1enpio pa3paboTku TpeOoBaHUH K
pa3pabaTbiBaeMbIM Iporieccam ynpasienus Ub;

*  OMNpeAeNsaTh LENU U 3a]auu, periaeMble pa3padaTbiBaeéMbIMU npolieccaMu yrpanienus Ub;

* NPUMEHATH NPOLECCHBIN MOAXO0 K ynpasieHuto Vb B pa3nuuHbIx cdepax AeATeNbHOCTH;

*  HCHOJB3Ysl COBPEMEHHBIE METO/IbI U CPENICTBA pa3padaTsiBaTh Mpolecchl ynpasieHus b,
YUUTBIBAIOIINE 0COOCHHOCTH (PYHKIIMOHUPOBAHUS MPEINPUATHS U PEIIaeMbIX UM 3a/1a4, U
OIICHUBAThH UX I(P(HEKTUBHOCTE;

* MPaKTUYECKH peIIaTh 331a4u hopManuszanuu pazpadaTbIBa€MbIX MIPOLECCOB YIIPABICHUS
HBb;

* paspabatbiBaTh U BHeAPATH CYUD u ouenuBars ee 3()(heKTUBHOCTS.

Bnaners:

*  TEPMHUHOJIOTHEN U MPOLIECCHBIM MOAX0IOM MOCTPOEHUS cucTeM ynpasienus Ub;

* HaBBIKAMH aHAJIM3a aKTUBOB OpraHu3anuy, ux yrpo3 b u ys3Bumocreil B pamkax o0i1actu
nearensHOCTH CYUDB;

* HaBBIKaMM IIOCTPOEHUS KaK OTAEIbHBIX MpoleccoB ynpasienus b, Tak u cuctemsl
MIPOLIECCOB B LIEJIOM

2. CTpyKTYpa M TPYA0eMKOCTb THCHHUIINHBI

Tabnuna 1
Bun yuebnoit paboTbl Bcero yacoB KoJu-Bo yacos B
ceMecTpe (aK.4.)
10
Oo6mras 3a4. e]l. 4 4
TPYAOEMKOCTh qac 144 144
U3 Hux:
Yacel ayauTopHO# padoThl (Bcero): 60 60
Jlexun 30 30
[TpakTuueckue 3aHATHS 30 30
JlaGopaTtopuble / mpakTuueckue 3aHATHS 1O | 0 0
MOArpyHnam




Yacol BHeayIMTOPHOMH padoThl, BKJIIOYas 84 84
KOHCYJIbTAllHH, HHYI0 KOHTAKTHYIO padoTy U

CaMOCTOSITEJIbHYIO padoTy 00y4aromerocs

Bua npomexxyrounoit arrecranmm (3a4eT, qud. Hudd. 3auer

3a4eT, HK3aMEH)




3. Conep:kaHue QM CHUATIINHbBI

Tabmuna 2
No TemaTtnka yuyeOHBIX BCTpEd Bunae! aynutopHoii Hroro
paboThI (B ak.uac.) ayJIUTOPHBIX
aK.4acoB 10
TeMe
= =
5 | &
° | 293
_ |2 |gez
= s 2 E =
= X 2z =
E & | €55
= = B EE
1 2 3 4 5 6
Yacos B 10 cemectpe 30 30 0 60
VYnpasienue HHPOPMALMOHHOM 30 30 0 60
0€30MacHOCThIO
1 Bsenenue. bazoBbie BOpockl 2 0 0 2
ynpasnennst Ub. [IponieccHblii moaxon
2 Bseznenue. ba3ossie BOIIPOCHI 0 2 0 2
ynpasnenust Ub. [IponeccHbli moaxon
3 Bregnenue. bazoBbie BOmpocsl 2 0 0 2
ynpasnennst Ub. [IponieccHblii moaxon
4 Bsenenue. ba3ossie BOIIPOCHI 0 2 0 2
ynpasnennst Ub. [IponieccHbii moaxon
5 Ob6unacte gesrenpHocTH CYUB. 2 0 0 2
6 Pa3paboTka u yrpaBieHHe MOJTUTHKON 0 2 0 2
Wb nabopMaimOHHON CHCTEMBI
7 Ponesas crpykrypa CYUD. IlonuTtuka 2 0 0 2
CYUb
8 Pa3paboTka u yrpaBieHHe MOJTUTHKON 0 2 0 2
Wb nabopMaimOHHON CHCTEMBI
9 Puckonorus Ub 2 0 0 2
10 Ananu3 monenu yrpo3 b n 0 2 0 2
ySI3BUMOCTEMN
11 Koncynpranus 0 0 0 0
12 Puckonorust Ub 2 0 0 2
13 Ananu3 Mozeny HHGOPMALMOHHBIX 0 2 0 2
MIOTOKOB
14 Ocnosunble nponeccsl CYUB. 2 0 0 2
15 .OcnoBuble niponieccel CYNDB 0 2 0 2
16 Ocnosuble nponeccsl CYNDB 2 0 0 2
17 .OcnoBHble nponeccbl CYUB. 0 2 0 2
18 OKcIulyaTalys U HE3aBUCUMBIN ayauT 2 0 0 2
CYUb
19 OKCIUTyaTalus ¥ He3aBUCUMBIN ayIuT 0 2 0 2
CYUb




20 OKcCIulyaTalys U HE3aBUCUMBIHN ayauT 2 0 2
CYUb

21 DKCIUTyaTalusi 1 He3aBUCUMbIN ayIUT 0 2 2
CYUb

22 KoHncynpranus 0 0 0

23 Brenpenue pazpaboTaHHBIX MPOIECCOB 2 0 2

24 Buenpenue pa3paboranHbix nporeccos. | 0 2 2
HoxymeHT «Ilonoxenue o
MPUMEHUMOCTHU

25 HoxymeHT «Ilosoxenue o 2 0 2
MPUMEHUMOCTH

26 Buenpenne pazpabotannbix npoueccoB. | 0 2 2
HoxymeHT «Ilosoxenue o
MPUMEHUMOCTH

27 [Ipouecc «YnpaBieHue UHIUAECHTAMHA 2 0 2
Wby,

28 [Ipouecc «YnpaBneHue UHIUAECHTAMHA 0 2 2
by

29 [Iponecc «OGecneueHne HEMPEPHIBHOCTH | 2 0 2
BeJICHHS OM3HECa»

30 [Tpomecc «OGecnieuenue 0 2 2
HENPEPBIBHOCTHU BEACHUS ON3HECA»

31 Ob6ecrnieueHre COOTBETCTBUS 2 0 2
TpeOOBaHUSM 3aKOHOAATENbCTBa PD

32 Ob6ecrnieueHre COOTBETCTBUS 0 2 2
TpeOoBaHUsIM 3aKoHOAaTenbCcTBa PO.
Wroro (ak.uacoB) 30 30 60




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
dopme nuddepeHpoBaHHBIN 3a4eT (6 ceMecTp).
[lpy mpoBeACHWH NPOMEKYTOUHOW AaTTECTAIMH PE3YJbTAThl, IOJyYeHHBIE OOyJaromUMCs B
ceMecTpe, MepeBosATcsS B (opMar TPaJUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— ot 0 1o 60 0a/I0B — «HE 3aYTECHOY;

— 0T 61 go 100 0ayIoB — «3aYTEHOY.

— 60 6aT0B M MEHEEe — «HEYIOBICTBOPUTEIHHOY;
— ot 61 10 75 GannoB — «yJOBIETBOPUTEIBHO;
— ot 76 1o 90 6aJIOB — «XOPOIIIOY;

— ot 91 1o 100 GaIoB — «OTIIUYHOY.

5. Y4eboHo-MeTOoaMUYeCcKOe M HH(POPMALMOHHOE 0O0ecnieYeHHe U CHMILTUHBI
5.1 JIuteparypa:

1. Benoyc, A.W. Kubepopyxue u kudepbezonacHocTh. O CIIOKHBIX BElIaX MPOCTHIMH CIIOBAMH
: moHorpadus / A. U. benoyc, B. A. Conmonyxa. - Mocksa ; Bonorna : Undpa-Unxkenepus,
2020. - 692 c. - ISBN 978-5-9729-0486-0. - Tekcr : »saexkrtponsbii. - URL:
https://znanium.com/catalog/product/1167736 (mata oOpamenus: 31.08.2022). — Pexum
JOCTYTA: TI0 TIOJIITUCKE.

2. benoyc, A.M. Kubep06e30macHOCTh OOBEKTOB TOIUTMBHO-DPHEPTETHUECKOTO KOMILICKCA.
KoHnenmuu, MeTopI U CpecTBa o0ecreueHus : nmpaktuueckoe mocoodue / A. U. benoye. -
Mocksa ; Bonorna : Undpa-Umxenepus, 2020. - 644 c. - ISBN 978-5-9729-0512-6. - Tekct
: anektpoHHbii. - URL: https://znanium.com/catalog/product/1167734 (mara oGparieHus:
31.08.2022). — PexxuM pocTyma: 1o MoAMIKUCKeE.

3. T'munckas, E.B. Uadopmarmonnas 6e30macHOCTs KOHCTPYyKIMii OBM u cucrem : yueOHOE
nocobue / E. B. 'nmunckas, H. B. UnuBapus. - Mocksa : UH®PA-M, 2021. - 118 c. - (Beicuiee
obpaszoBanue: Crnenuanurer). - ISBN 978-5-16-016536-3. - Tekcr : anekrponHsiid. - URL:
https://znanium.com/catalog/product/1178153 (mata oOpamenus: 31.08.2022). — Pexum
JIOCTYTIA: TI0 TOATHCKE.

4. Kmumenko, U.C. MuadopmanroHHas 0e30MacHOCTh M 3aluTa HWH(QOpMANUU: MOACIH U
MmeToab! yrpasieHus : Mororpadus / U.C. Kinumenko. — Mocksa : UTHOPA-M, 2022. — 180
¢. — (Hayunas mpicip). — DOI 10.12737/monography 5d412ff13c0b88.75804464. - ISBN
978-5-16-015149-6. - Tekct : AJIEKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1862651 (mara oOpamenusi: gara oOOpalICHUS:
31.08.2022). — PexxuM pocTyma: 1o MoAMIKUCKE.

5. MoconoB, A.C. KomnbeooTepHBIE TEXHOJOTUH W METOJBl TMPOEKTHPOBaHUS B cdepe
6e3omacHOCTH : yueOHUK a7 By30B / A. C. Moconos, H. Y. Akunnn. — Cankr-IlerepOypr :
Jlanb, 2021. — 444 c. — ISBN 978-5-8114-8034-0. — Texcrt : snexktpoHHsIi / Jlanp :
aNIeKTpoHHO-OubOMoTeunas cucrema. — URL: https://e.lanbook.com/book/183115 (mata
obpamenus: 31.08.2022). — Pexum goctyna: AJiss aBTOPHU3. MOJIH30BaTEICH.

6. Crrues, FO.H. 3ammra nadopmanun u napopmanmonHas 6€301macHOCTh : ydeOHoe mocodue /
IO.H. CprueB. — MockBa : UH®PA-M, 2022. — 201 c¢. — (Bricmiee obpa3zoBanue:



bakamaspuar). — DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - Texkct
anekTpoHHbIH. - URL: https://znanium.com/catalog/product/1844364 (nara oOparieHus:
31.08.2022). — Pexxum goctyna: 1o moJIIrcKe.

5.2 DuiekTpoHHbIE 00pa3oBaTebHbIE PECYPChI:

—  Hoxymentsl IETF — unxenepnoro coera MutepHeta. - http:// www.ietf.org/rfc.html [On-
line] (mata obpamenus: 31.08.2022).

6. CoBpemeHnHble npodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALMOHHbIE CIPABOYHbIE
CHCTEMBbI:
Hanmonanwsnas snexrponnas oubnuorexa. URL: https://rusneb.ru/

7. JIunleH3MOHHOEe ¥ CBOOOJHO pPacNpoCTpaHsieMoe NMPOrpaMMHOe olecrnieyeHue, B TOM YHCJIe
0TEe4eCTBEHHOT0 MPOU3BOACTBA
MS Office, mmardgopma 11 snekTponHoro ooydenust Microsoft Teams.

8. Texnnyeckue cpeacTBa U MAaTEPHATbHO-TEXHUYECKOE 00ecreyeHre AU CUUIIIMHbI

MynbpTuMenuiiHas ydeOHass ayquTOpus s TMPOBEACHUS 3aHATUN JIEKIIMOHHOTO THIIA
OCHAIIIeHAa CIICAYIOIIMMU TEXHUIECKUMHU CPEICTBAMU 00ydeHUs M 000pyI0BaHUEM: yueOHas MeOeb,
JOCKa  ayJqUTOpHas, MYJbTUMEIUNHHOE NPOEKIHMOHHOE M aKycTHYeckoe 00Opy[oBaHUE,
IIEPCOHAIIBHBIN KOMITBIOTED.

MynbTuMenuiiHas y4yeOHas ayAMTOpUs A IPOBEICHMs 3aHIATUH CEMHHApCKOro THIA
OCHAIlIeHa CIICAYIOIIMMU TEXHUYECKUMHU CPEICTBAMU 00ydeHUs U 000pyI0BaHUEM: yueOHas MeOeb,
JOCKa  ayJqUTOpHAs, MYJbTUMEIUNHHOE NPOEKIMOHHOE M aKycTHYeckoe 00OpyaoBaHUE,
IIEPCOHAIIBHBIN KOMITBIOTED.



®I'AOY BO «TIOMEHCKUI T'OCY JAPCTBEHHbIN YHUBEPCUTET»

YTBEPXIEHO

3amectutens qupekropa MMuKH
M.H. IlepeBanoBa
PA3PABOTUHMK

C.I'. MoHnTanapu

DJEeKTPOHUKA U CXEMOTEXHUKA
Pabouast mporpamma
JIIsL 06y11a101u1/1xc;1 II0 ClICOUaJIbHOCTHU
10.05.03. UudopmannonHas 6€301MacHOCTh aBTOMAaTU3UPOBAHHBIX CHCTEM
cnennanu3anus «be3onacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CUCTEMY
dhopma oOyueHust ouHas



1. Ilnanupyemble pe3yabTAThl 0CBOEHHS TUCHUILINHBI

1.1. Komnerenuun ody4yarouierocsi, opmupyembie B pe3yJibTarTe 0CBOCHUS TaHHOMI
AUCUMILINHBI (Mo0yas): OIIK-4

1.2.

Nuauxkaropsl JOCTHKEHHSI KOMIIeTeHIUM, COOTHECEeHHbIe c

MJIAHUPYEMbIMH pe3yJbTaTaMu 00y4eHHs :

J1eKTPOHMKA H CXeMOTEXHHKA

B pe3ynbrate 0cBOCHUS TUCIUTLIMHBI 00 yJaIONTUICS JTOJDKEH:
3namo:

TEPMUHOJIOTHIO H CUMBOJIMKY, HCIIOJIb3YEMYIO B 3JIEKTPOHHUKE, METOBI COCTABIICHHS U
YTEHUS! OCHOBHBIX BUJIOB JICKTPUYECCKHUX CXEM;

OCHOBHBIC (PU3MUECKUE MOHATUA U TMPUHIMIBI PYHKIIMOHUPOBAHHS 0A30BBIX 3JIEKTPOHHBIX
MOJTYITPOBOTHUKOBBIX KOMIIOHEHTOB B aHAJOTOBBIX M ITM(PPOBBIX CHUCTEMaX; OCHOBHBIE
napaMeTpbl ¥ MPUHIMITBI Pa0OThI 0230BBIX (DYHKIIMOHAIBHBIX 2JIEMEHTOB PAHO3IEKTPOHUKI
(ycunuTenei, reHepaTopoB U T.11.);

OCHOBHBIC TPHUHIUIBI PabOTHl W TMPOCKTUPOBAHHS JIIEKTPOHHBIX CHCTEM; OCOOCHHOCTH
MPUMEHEHHS aHAJIOTOBBIX U IU(POBBIX PATHUOIIEKTPOHHBIX YCTPOMCTB;

OCHOBHBIC MMOAXOAbI K PCHICHUIO NPAKTUYCCKUX 3a/1a4, CBA3aHHBIX C aHAJIM30M CUTHAJIOB B
4acTOTHOU 00JIacTH.

Ymeme:

MPOBOANUTH 0A30BbIE TEOPETUYCCKUE U IKCICPUMEHTAIBHBIC UCCICIOBAHHS AIICKTPOHHOTO
000pYNOBaHUS U CHCTEM;

OLICHMBATh  CTENEHb  JOCTOBEPHOCTH  pE3Yy/lbTATOB, IIOJYYEHHBIX C  IIOMOIIBIO
SKCIEPUMEHTAIBHBIX U TEOPETUUYECKUX METOJIOB UCCIIETOBAHMIA;

paccuuTHIBaTh MPOCThIE aHAJIOTOBBIE U IU(PPOBBIE PAIUO3IEKTPOHHBIE YCTPONHCTBA;
NPUMEHITh COBPEMEHHYIO BBIUMCIMTEIBHYIO TEXHUKY IpH aHalu3e U pa3paboTke
AHAJIOTOBBIX U IU(PPOBBIX IEKTPOHHBIX YCTPOUCTB.

Braaoemu:

IpUeMaMH U HaBBIKAMU PEIICHUs] KOHKPETHBIX 3alay U3 Pa3HbIX 00J1acTel 3IEKTPOHUKH U
CXEMOTEXHUKH;

OCHOBHBIMM MAaTE€MaTM4YECKUMH METOJaMHM aHajlu3a M pacyera IEKTPUYECKUX LeNed u
CUTHAJIOB;

0a30BbIMU HAaBBIKAMH MPOEKTUPOBAHUS, KOHCTPYUPOBAHUS, MOHTAXKa U HAJQJAKU MPOCTHIX
PaZMOdIIEKTPOHHBIX YCTPOMCTB.

2. CTpyKTYpa M TPYA0eMKOCTb THCHHUIINHBI

Tabmuma 1

Bun yae6HO# paboThI Bcero yacos Kox-Bo yacos B

ceMecTpe (aK.4.)

OO0mas Tpy10eMKOCTh | 3ad4. ell. 4 4




| uac 144 144

N3 Hux:

Yacel ayauTOpHO# padoThl (BCero): 64 64
Jlexuun 32 32
[IpakTuueckue 3aHATHS 0 0
JlaGopaTopHple / TpaKTUYECKUE 3aHATHUS 110 32 32
MOArpyIIam

Yacsl BHeayaIuTOpPHOW padoThl, BkI0Yas | 80 80

KOHCYJIbTALMH, HHYI0 KOHTAKTHYI0 padoTy u
CaMOCTOSITEJIbHYIO padoTy 00y4aromerocs

Buna npomexxyrounoli arrectanuu (3adet, aud. JuddepennrpoBann

3a4eT, HK3aMEH) BIM 3a4eT




3. Conepskanue Q¥ CHUNINHbBI

Tab6muna 2

Ne Tematuka y4eOHBIX BCTped Bunpr aynuropHoit Hroro

paboTsI (B ak.4ac.) ayIUTOPHBIX
aK.4acoB 110
TeMe
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1 2 3 4 5 6
Yacos B 6 cemectpe 32 0 32 64

1 [TomynpoBOTHUKOBBIE IPUOOPHI. 2 0 0 2

2 bunosnsipHbie TpaH3UCTOPBI 2 0 0 2

3 HccnenoBanue oo 0 0 4 4
[Tonesbie TPaH3UCTOPBHI, ux |2 0 0 2
Pa3HOBUIHOCTH u OCHOBHBIC
napaMmeTphl.

5 Yeunurenun 2 0 0 2
Uccnenosanue ounossipaoro | 0 0 4 4
TPaH3UCTOpA M YCHIIUTEIHHOTO KacKajia
C OOIITUM AMUTTEPOM

7 DNeMEeHThl TEOpPHH OOpaTHOW CBsI3M B | 2 0 0 2
YCUIIATEISIX

8 VY cunurennLaee KacCKaJbl Ha |2 0 0 2
OUIOJISIPHBIX U TOJIEBBIX TPAH3UCTOPAX

9 Cnayua otueroB u  ucnpasieHue |0 0 4 4
3aMeyaHuil Mo npeablIyIuM padoTam

10 HubdepeHumanbHplii  YCUIUTENBHBIA | 2 0 0 2
kackaa. OnepanruoHHBIA YCUTTUTENb.

11 IIpumeHeHue OINEpPAIlMOHHBIX | 2 0 0 2
YCUITUTENEH TUTST 00paboTKu
aHAJIOTOBBIX CUTHANOB. KoMmapatopsl.

12 UccnepoBanue wunBeptupytomero u |0 0 4 4
HEUHBEPTHUPYIOIIETO  YCHJIUTENS  Ha
OTIEpPAITMOHHOM YCHIIUTEJIE.




I'enepatopel. LC- u RC-reneparopsl 2 0 0 2
rapMOHHUYECKHUX KOJIeOaHUH.

[Ipoxoxnenue rapMOHUYECKOTO 2 0 0 2
CUT'HAJIA YEPE3 HEIMHENHYIO LEIlb.

HccnenoBanue normdyeckux sieMeHToB | 0 0 4 4
IU(GPOBBIX UHTETPATIBHBIX CXEM.

[{udpoBbie cCUTHATBL. 2 0 0 2
Knaccudukanus nudpoBbIx ycTpoiicTB. | 2 0 0 2
Uccnenosanue JK-tpurrepa u cuerunka. | 0 0 4 4
Tpurrepsl, perucTpsl, C4CTUUKU. 2 0 0 2
MynbTUIIIEKCOPBI n |2 0 0 2
J€MYJIbTUILIEKCOPBI. Konepst u

JEKO/IEphI (mmdpaTopsl u

nemudpaTopsl).

Uccnenosanue napametrpudeckoro | 0 0 4 4
cTabMIIn3aTopa HaMPsHKEHHS.

Amnanoro-uugposoe U mudpo- | 2 0 0 2
aHAJIOrOBOE IIPe0Opa30OBaHHUS.

OCHOBBI MUKPOIIPOLIECCOPHOM TEXHUKHU. | 2 0 0 2
Cnayua otueroB u  ucnpasieHue |0 0 4 4
3aMe4aHuil 1o NpeabIIyIM padoTam

Koncynbranus nepen 3a4eTom 0 0 0 0
3adyeT 0O AUCHUILIMHE 0 0 0 0
Hroro (ak.yacoB) 32 0 32 64

4. CucremMa OueHUBAHNS.
OOyuaromuecs, He HaOpaBmme 61 Oamia B TeYeHHE CEMECTpa, WM HE COTJIACHBIE C OICHKOM,
MOJTYYSHHOH 10 UTOTaM TEKYIIETO KOHTPOJIS B CEMECTPE, MPOXOAAT IPOMEKYTOUHYIO aTTECTAIHIO B
dbopme nuddepeHnpoBaHHbI 3a4eT (6 cemecTp).
[lpu mnpoBeneHHHM TNPOMEKYTOYHOH AaTTECTAlMK Pe3yJbTAaThl, IOJyYeHHBbIE OOydYarOIIUMCS B
ceMecTpe, MepeBoasATCS B GopMar TPaIUIMOHHON OIEHKH B COOTBETCTBHH CO IIKAIOW MepeBoja
0aIoB:

— o1 0 7o 60 6a;mIoB — «HE 3aYTEHO;

ot 61 1o 100 GamIoB — «3a4TEHOY.

- 60 0annoB u MeHee -
«HEY/IOBJICTBOPUTEIILHO;

—0OT 61 bi (o) 75 OaIoB
«YIOBIETBOPUTEIHHOY;

—oT 76 o 90 6amIoB — «XOpOUIoY; —
oT 91 o 100 6aI0B — «OTIUUHOY.



5. YueOHo-MeTOAMYecKOe 1 MH(OPMAITMOHHOE 00ecreyeHHue TUCIUITHHbI

5.1 JIuteparypa:

1.

benoyc, A.N. Kubepopyxue u knbdbepde3onacHocTb. O CI0XKHBIX BElIaX MPOCTHIMH CJIOBAMHU
: moHorpadus / A. . benoyc, B. A. Conoayxa. - Mocksa ; Bonoraa : Uadpa-Urxenepus,
2020. - 692 c. - ISBN 978-5-9729-0486-0. - Tekcr : osmekrponHsrd. - URL:
https://znanium.com/catalog/product/1167736 (mara obOpamenus: 31.08.2022). — Pexum
JOCTYTIA: TI0 TIOATIHCKE.

benoyc, A.M. KubGepbe3omacHOCTh OOBEKTOB TOIUIMBHO-IHEPTETUYECKOTO KOMILIEKCA.
Konnenmum, MeToIbl U cpelicTBa o0ecnedeHus : mpaktTuieckoe nocooue / A. U. benoyc. -
Mocksa ; Bonoraa : Uadpa-Umxenepus, 2020. - 644 c. - ISBN 978-5-9729-0512-6. - Tekct
: anektpoHHbId. - URL: https://znanium.com/catalog/product/1167734 (nara o6parienusi:
31.08.2022). — PexxuM gocTyna: mo MoJIImucKe.

I'munckas, E.B. MadopmarmonHas 6e30macHOCTh KOHCTpYKIMii OBM u cuctem : ydaeOHOE
nocobue / E. B. 'munckas, H. B. UnuBapun. - Mocksa : UHOPA-M, 2021. - 118 c. - (Bricuiee
obpazoBanue: Crnenuanuter). - ISBN 978-5-16-016536-3. - Tekcr : anekrponHsiid. - URL:
https://znanium.com/catalog/product/1178153 (mata oOpamenus: 31.08.2022). — Pexum
JOCTYTA: TI0 TIOATIHCKE.

Kmumenko, U.C. Mudopmanmonnas 0e30MacHOCTh W 3aluTa HHPOPMAIUU: MOACITU H
MeTtoabl yrpasieHus : MoHorpadus / M.C. Kimumenko. — Mocksa : UHOPA-M, 2022. — 180
c. — (Hayunas mpicab). — DOI 10.12737/monography 5d412ff13c0b88.75804464. - ISBN
978-5-16-015149-6. - Tekct : 3JIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1862651 (mara oOpameHus: 1ara oOpaIieHus:
31.08.2022). — PesxuM gocTymna: 1o MOAIUCKE.

MoconoB, A.C. KoMmmproTepHbIE TEXHOJIOTMM W METOJbl TMPOEKTUpPOBaHUS B cdepe
6e3omacHocTH : yueOHUK a7 By30B / A. C. Moconos, H. Y. Akunnn. — Cankrt-IletepOypr :
Jlanb, 2021. — 444 c. — ISBN 978-5-8114-8034-0. — Texkcrt : anmekTpoHHbiit // Jlanb :
3eKTpoHHO-0MOmoTevHast cucrema. — URL: https://e.lanbook.com/book/183115 (mara
obpamienus: 31.08.2022). — Pexxum noctyna: i aBTOpPH3. MOJIb30BATEICH.

Cerrues, 10.H. 3amura nndopmaruu n nadpopmarmornHas 6€30macHOCTb : yaueOHoe mocooue /
FO.H. CprueB. — Mocksa : UH®PA-M, 2022. — 201 c. — (Bricmiee oOpa3oBaHue:
bakanaspuar). — DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - TekcrT :
anekTpoHHBIH. - URL: https://znanium.com/catalog/product/1844364 (nara oOparieHusi:
31.08.2022). — Pexxum gocTyna: mo MoJIIMHuCKe.

5.2 DuekTpoHHBIEe 00pa30BaTeIbHbIC PECYPCHI:

O Hoxymentsl IETF — umxeneproro coBera MaTepHEeTA. - http:// www.ietf.org/rfc.html [Online]

(mata obpamenus: 31.08.2022).



6. CoBpeMenHbIe TpodeccoHANbHBIE 0a3bl JaHHBIX U UHGOPMALMOHHBbIE CIIPABOYHbIE
CHCTEMBI:
Hanmonanwsnas snexrponnas oubnuorexa. URL: https://rusneb.ru/

7. JInneH3uoHHOe ¥ CBOOOTHO PaCNPOCTPaHsieMoOe MPOrpaMMHoOe o0ecriedeHne, B TOM
YyHcie 0Te4eCTBEHHOI 0 IPOU3BOACTBA
MS Office, miatdopma s snekTpoHHoro ooydenus Microsoft Teams.

8. Texnunyeckue cpeacTBa 1 MaTePUAJTbHO-TEXHHYECKOE O0ecriedeHue TN CIUTIIUHbI

MynbpruMenuiinas ydyeOHas ayauTOpus Ui TPOBEACHHS 3aHATUH JIEKIIMOHHOTO THIIA
OCHAIIICHA CJICTYIONTUMHU TEXHUUYECKUMU CPEACTBAMHU O0YyUEHHs M 000pyI0BaHUEM: yucOHast MeOeb,
J0CKa ayauTOpHas, MYJIbTUMEIUMHOE MPOEKIMOHHOE M  aKyCTU4Yeckoe 00OopyloBaHUE,
IIEPCOHAIIBHBIN KOMIIBIOTED.

MynpTumMenuiiHas ydeOHas ayAuTOpusi JIJs MPOBEACHUS 3aHITUA CEMHUHApCKOro THIA
OCHAIlleHa CIIEAYIONIMMU TEXHUYECKHMHU CPeJICTBAaMH 00y4YeHUs U 000pyIoBaHHEM: yueOHast MeOelb,
JOCKa ayauTOpHasi, MYJIbTUMEIUMHOE MPOEKIMOHHOE M  aKyCTU4Yeckoe 00OopyloBaHUE,
MIEPCOHAJIBHBIN KOMIIBIOTED.



®r'AOY BO «TFOMEHCKMI I'OCY JAPCTBEHHbII YHUBEPCUTET»

YTBEPXIEHO

1.0. 3aMECTUTENS AUPEKTOpa
WucTuTyTa MaTeMaTuku U
KOMITBIOTEPHBIX HAYK
[TepeBanosa M. H.
PA3PABOTYHMK

Xano6exos I11. 1.

OCHOBBI TIOCTPOCHUS 3aNTUIIICHHBIX 0a3 JaHHBIX
Pabouas nporpamma
1u1st oOydaromuxcs 1mo crenuanbHocTu 10.05.03 Undopmannonnas 6€301macHOCTh
ABTOMATHU3HPOBAHHBIX CHCTEM
Criennanm3anusi: be3onacHOCTh OTKPBITHIX HH(POPMAIIMOHHBIX CUCTEM
YpoBeHb BhICIIEro 00pa3oBaHUs: CIICIIHATUTET
dhopma oOyueHust ouHas



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (Modyns): 11K-6

1.2. MWHauKaTopbl [JAOCTH:KEHHS] KOMIIETEHIHii, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

OCHOBBI IOCTPOECHHUS 3AIMIIEHHLIX 023 JaHHLIX

Ilepeuens MUIAHUPYEMBIX Pe3yJIbTATOB 00yUeHHs MO AUCIUILIHHE:

3HATh:

- CYIITHOCTh U MOHATHE HHOPMAITUU, HHOOPMAITMOHHON O€30ITaCHOCTH U XapaKTEPUCTHKY €€
COCTaBIISIONINX;

- cpeacTBa W CcrmocoObl  obecrieueHuss WHQPOPMAIMOHHOM 0€30MacHOCTH, TMPUHIIMITHI
MOCTPOCHUS CUCTEM 3AIIUTH HHPOPMAIIHH;

- COBPEMCHHBIC KPHTEPHM W CTaHAAPTHl IS aHalu3a Oe30MacHOCTH WH(OPMAIMOHHBIX
cuctem Ha 0aze CYB/I;

- HOpMATHBHBIC MPABOBBIC aKThl M HOPMATHBHBIE METOJAMYECKHE IOKYMEHTHI B 00JIacTH
obecrnieueHus UH()OPMAIIMOHHOM OE30MaCHOCTH;

- OCHOBHBIE CpeIcTBa W CIocoObl obecrnedeHus WHOOPMAIMOHHOW 0€30MacHOCTH,
MPEIOCTaBIIsIEMbIE CHCTEMaMH yIpaBiIeHUS 0a3amMy NaHHBIX; - MPUHIUIB MOCTPOCHUS CHCTEM
3amUTHl THGOPMAIIHH;

yMeTh:

- aHAJIM3UPOBATH M OIEHUBATH YIPO3bl HH()OPMAITMOHHOM 0€30MacHOCTH 00BEKTa;

- IPUMEHSATH JIEHCTBYIOIIYIO 3aKOHOAATENbHYIO 0a3y B 00acTu obecnieueHust 0€30MacHOCTH
cucreM 0a3 TaHHBIX;

- IPUMEHSATH OTECUYECTBEHHBIC U 3apyOeKHBIC CTAHIAPTHI IJIS1 POCKTHUPOBAHUS, pa3paboOTKU U
OILICHUBAHMSI 3aIUIIEHHOCTH KOMITBIOTEPHON CHCTEMBI;

- (hopMann30BaTh MOCTABICHHYIO 33/1a4y 10 00eCTIeYeHHIO 3auThl bJ1;

- IPUMEHSATh HOPMATUBHBIC MIPABOBBIC aKThl 1 HOPMATHBHBIE METOINYECKHE TOKYMEHTHI B
oOmactu obecneueHust MH(GOPMAITMOHHON 6€3011aCHOCTH;

- UCTIOJIh30BAaTh CPENCTBA 3alUTHI, TPEAOCTABISEMbIE CHCTEMaMH YIpaBIeHHS Oa3zaMu
JTAHHBIX;

- IPOBOJUTH OOOCHOBaHWE H BHIOOP pAIMOHATIBHOTO PpEHICHUS TI0 3alIMTe CHCTEM
yrpaBieHus 0a3 TaHHBIX C YI€TOM 33JaHHBIX TPEOOBAHUM;

BJIA/IETh:

- METOJIMKAMH HUCIIOJIb30BAHUS CPEJICTB 3aIHUTHI, MPEAOCTABISIEMBIX CUCTEMAMH YIIPABIICHUS
0a3saMU JAaHHBIX;

- po¢ecCHOHATFHON TEPMUHOJIOTHEN B 00J1aCTH HHPOPMALIMOHHOM 6€30MacHOCTH;

- IPaKTHYECKMMH HABBIKAMU Pa0OTHI C HAYYHO-TEXHUYECKOH IOKyMEHTAIINEH;

- HaBBIKAaMU  pa3pabOTKM  HOPMATHUBHBIX U OPraHU3alMOHHO-PACIIOPSIUTEIBHBIX
JIOKYMEHTOB, PETJIAMEHTHPYIONIUX padoTy IO 3amuTe WHPOpMalUH, - HaBBIKAMHU pa3pabOTKH
MOJIEJIH YTPO3 ¥ MOJIENIA HAPYIIUTENsT 0€301MaCHOCTH KOMITBIOTEPHBIX CHCTEM;

- HaBBIKAMH Pa3pabdOTKH YACTHBIX TIOJIUTHUK 0€30ITaCHOCTH, B TOM YHCJIE IIOJIUTUK YIIPABICHUS
JOCTYIIOM U MH(GOPMAITMOHHBIMU TTOTOKAMU;

- METOJaMU aHayn3a 0e30MacHOCTH WH(MOPMAIMOHHBIX CHCTEM Ha 0a3e MPOMBIIIICHHBIX
CYBJI;

- HaBBIKaMU (hOpMUPOBaHUS TPEOOBAHMIA 110 3aIIUTE HH(DOPMAITUH.

2. CTpyKTYpa M TPYA0eMKOCTb TUCHHUIINHBI



Tabnuma 1

Bun yae6HO# paboThI Bcero yacos Kon-Bo yacos B
cemecTpe (aK.4.)

7

Oo6mras 3a4. e]l. 4 4

TPYAOEMKOCTh qac 144 144

N3 Hux:

Yacel ayauTopHO# padoThl (BCero): 64 64

Jlexun 32 32

[IpakTHueckue 3aHATHS 0 0

JlaGopaTtopHble / mMpakTHYECKue 3aHATHS 10 | 32 32

HOJArpymnmnam

Yacol BHeayIMTOPHOM padoThl, BKJIIOYas 80 80

KOHCYJIbTALMH, HHYI0 KOHTAKTHYI0 padoTy u

CaMOCTOSITEJIbHYIO padoTy 00y4aromerocs

Bua npomexxyrounoit arrecranuu (3a4er, aud. DK3aMeH

3a4eT, HK3aMEH)




3. Conep:kaHue QM CHUATIINHbBI

Tabmuma 2
No TemaTnka ydyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.yac.) ayIUTOPHBIX
aK.4acoB 10
TeMe
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1 2 3 4 5 6
Yacos B 7 cemecTpe 32 0 32 64
OCHOBBI TOCTPOSHHUSI 3aLUIEHHBIX 0a3 32 0 32 64
JAHHBIX
1 Beenenne. apopmanmonnsie cucTeMsbl. | 4 0 0 4
CYB/L.
2 OrpaHuyeHHs HEIOCTHOCTU 6a3bl 0 0 2 2
JAHHBIX
3 Hopwmanu3anus 6a3 ganasix. 3HO 0 0 2 2
4 IemoctHocTh B/l 11 criocoOwI ee 4 0 0 4
oOecrieyenus. [lepBUUHbIEC KITIOYH.
WNupexcupoBanue B 6a3ax JaHHbBIX.
OnrtuMu3anus 3anpocoB
5 Hopwmanmuzanus 6a3 nanaeix. SHO 0 0 2 2
6 Bpemennpie Tabnuipl. OyHKITUH. 0 0 2 2
IpOLEAYpPBI
7 IlepBuunsie kaoun. MHaekcupoBanue B | 4 0 0 4
0a3ax maHHbIX. ONTHMHU3AIUS 3aTIPOCOB
8 Buasl nepBuuHbIX Kitoueid. HAEKCHI. 0 0 2 2
Onrtumuzanys 3anpocoB.
9 Tpanzakuuu. Y poBHU U30JISIIUN 0 0 2 2
TpaH3aKIU1
10 Tpan3zakiuu u 6mokupoBku. Cpencraa 4 0 0 4
UJICHTU(PHUKAIMY U aYyTeHTU(UKAITIH
11 Tpanzakuuu. Y poBHU U30JISIIUN 0 0 2 2
TpaH3aKIU1
12 Aytentuduxanus Ha ypoBae OC u Ha 0 0 2 2
ypoBae CYB/]
13 CpeactBa ynpasieHus JOCTYIIOM. 4 0 0 4
[udposanne B CYB]]
14 Iudpoanue 0 0 2 2
15 "VYrpaBiaeHue 10CTynoM K 6a3e JaHHBIX 0 0 2 2
16 Kpurepun 3amumennoctu b1, 4 0 0 4
bezonacuocts b/I, yrpossl, 3ammra
17 Tpurrepsl 6e30macHOCTH. 0 0 2 2
Kypuanuposanue B CYBJ]




18 Pe3epBHOE KONUpOBaHUE U 0 0 2 2
BOCCTaHBoJIeHHEe. Moaenu
BOCCTAHOBJICHHSI
19 Mopenu 6e3omacHocTu B CYB/I. 4 0 0 4
Knaccudukanus yrpos
koHpuaennmanbHOocTH CYBJ]
20 KypHan TpaH3akuuii 0 0 2 2
21 CexnonupoBanue. OailyioBbIe TPYIIIBI 0 0 2 2
0a3bl JAaHHBIX
22 Ayaut u nmogotaeTHocTh. O030p. pyrue | 4 0 0 4
MPOrPaMMHO-TEXHHUYECKHE CITOCOOBI
3aUTHl THGOPMAITIHI
23 Pacripennenennbie 6a3bl JaHHBIX 0 0 2 2
24 ['pynmnsl BEICOKOHM TOCTYITHOCTH 0 0 2 2
25 Koncynpranus 0 0 0 0
26 KoHncynpranus 0 0 0 0
27 DK3aMeH 0 0 0 0
Wroro (ak.uacoB) 3 0 3 64




4. Cucrema olleHUBAHMUS.

Oobyuaromuecs, He HaOpapmue 61 Gania B TeUeHUE CEMECTpPa, WIIA HE COTJIACHBIE C OI[EHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOIST IPOMEKYTOUHYIO aTTECTAIHIO B
dbopMe KOHTPOJIBHOH pabOTHI.

[Tpu poBeneHNH TPOMEKYTOYHON aTTECTAUU PE3YIbTATHI, TOIYYEHHBIC 00YJaIONIMCS B
ceMecTpe, MepeBosATcs B (opMar TPagUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— 60 6ayI0B M MEHEe — «HEYJJOBJICTBOPUTEIBHOY;

—otT 61 1o 75 6ayIOB — «yIOBIETBOPHUTEILHOY;

— 0T 76 10 90 GaIoB — «XOPOIION;

— 01 91 go 100 6ayI0B — KOTIUYHOY.

5. YueOHO-MeTOAMYeCKOEe U MH(POPMAITMOHHOE o0ecTieYeHre JUCHMIITTHHBI

5.1 Jluteparypa:

1. Maptummus, C. A. ba3sl nannbix. [Ipaktuueckoe npumenenue CYBJl SQL u NoSQL-tumna
JUIS TIPOEKTUPOBAHUS WHOOPMAIMOHHBIX cHCTeM: ydeOHoe mocobue / C.A. Maprtummun, B.JL
Cumonos, M.B. Xpanuenko. — Mocksa : U] «DOPYM» : UHOPA-M, 2016. — 368 c¢. — (Bricuiee
obpazoBanme). - ISBN  978-5-8199-0660-6. - Tekct : omektponnbri. - URL:
https://znanium.com/catalog/product/556449 (nata obpamenus: 12.05.2022). — Pexum goctymna: no
MOJIITUCKE.

2. Manss, 3. I'. MeTtoasl, Mosienu, cpeicTBa XpaHEeHHs M 00pabOTKH AaHHBIX : ydeOHuK / D.I.
HansH, FO.A. 3enenkoB. — MockBa : ByzoBckuii yueonuk : UTHOPA-M, 2017. — 168 c. - ISBN
978-5-9558-0490-3. - Texkcr : snexTponHbii. - URL: https://znanium.com/catalog/product/543943
(mata obpamenus: 12.05.2022). — Pexxum 1ocTyIa: 1mo moamucKe.

3. bapanoga, E. K. MndopmarmonHas 6e30macHOCTb U 3amuTa HHPopManuu : yued. nocodue
/ bapanoga E.K., babam A.B. — 3-e u3x., nepepad. u non. — Mocksa : PUOP: UTHOPA-M, 2017.
— 322 c. — (Bricmiee obpa3oBanue). — ww.dx.doi.org/10.12737/11380. - ISBN 978-5-369-01450-
9. - Tekct : anextponnsiid. - URL: https://znanium.com/catalog/product/763644 (nata oGpaiieHus:
12.05.2022). — Pexum goctyna: mo moJucKe.

5.2 DuiekTpoHHbBIE 00pa3oBaTebHbIE PECYPChI:

- BY30BCKHE JIEKTPOHHO-OMOIMOTEYHbIE CUCTEMBI YUeOHOMN JINTEPATYPHI;

- BY30BCKHE 3JIEKTPOHHO-OMOIMOTEUHBIE CHCTEMBI YI€OHOMH JTUTEPATYPHI;

- 6a3a HayyHO-TexHHM4eckoil nupopmann BUHUTU PAH;

- IOCTYTI K OTKPBITHIM 0a3aM IMTUPOBaHU, B T.4. springer.com, scholar.google.com,

mathnet.ru;

6. CoBpemeHnHble mnpodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALUOHHLIE CIPABOYHbIE
CHCTEMBbI:

Hanmonanwshas snexrponnas oubnuorexa. URL: https://rusneb.ru/

7. JInueH3MoHHOEe W CBOOOJHO PAaCHpOCTPaHsieMoe NMPOrpaMMHOe ofecnevyeHue, B TOM 4YHUCJIe
0TeYeCTBEHHOI0 MPOM3BO/ICTBA

MS Office, matdopma 11 snekTpoHHoro odyyenus Microsoft Teams.

8. Texnuveckmne cpeACTBAa U MATEPUAIBHO-TEXHHYECKOE o0eceyeHue TUCHUIIINHBI

MynsTuMennitHass ydeOHas ayAuTopwsi JUIsl TMPOBEICHUS 3aHSATUN JIEKIIMOHHOTO THUIA
OCHAIIICHA CJICTYIONTUMU TEXHUYECKIUMH CPEICTBAaMU 00y4deHUs H 000py0BaHUEM: ydeOHas MeOeb,
JOoCKa ayauTOpHas, MYJIbTHMEIUHHOE MPOCKIIMOHHOE M aKyCTUYECKOe 00OpyaoBaHUE,
MEePCOHAIIbHBIA KOMITBIOTED.

MynsTuMennitHass ydeOHass ayauTOpusi [UIsl TPOBEIACHHS 3aHSITHH JIaDOpaTOPHOTO THIA
OCHAIIIeHA CJICTYIONTUMHU TEXHUUECKHUMH CPEICTBAaMU 00y4deHUs  000py0BaHHEM: ydeOHas MeOeb,
JOoCKa ayauTOpHas, MYJIbTHMEIUHHOE TMPOCKIIMOHHOE M aKyCTUYECKOe 00OpyaoBaHUE,
MEePCOHAIIbHBIA KOMITBIOTED.
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I[MPOEKTUPOBAHUE 1 BHEJIPEHUE CUCTEM 3ALLUTHI UTHOOPMAILIMN
Pabouast mporpamma
JJIsA 06yan0H1ch;1 10 CIICHUAaJIbHOCTHU
10.05.03 «MudopmarmonHas 6€30MacHOCTh aBTOMAaTH3UPOBAHHBIX CHCTEM)
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1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (Modynsa): 11K-4

1.2. MWHauKaTopbl [JAOCTH:KEHHS] KOMIIETEHIHii, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

IIpoexkTHpOBaHHEe U BHEAPEHHE CUCTEM 3aAIIUTHLI HHMoOpMaAIINU

B pe3ynbrare u3yueHus: AUCUUILIUHBI CTYIEHT TOJIKEH

3HaTh

e oOuIye NPUHIMIBI TOCTPOEHUS U BHEAPEHUS CUCTEM 3alIUThI MH(GOPMALIUU IS
ABTOMATHU3UPOBAHHLIX CUCTCM;

* HeoOxomumeble nis ipoekTupoBanus ['OCTe1 u HITA;

*  NPUHIMIIEI TPOSKTUPOBAHUS APXUTEKTYPHI, CTPYKTYPbI U OCHOBHBIX 00BEKTOB
3alUIIAeMbIX aBTOMaTU3UPOBAHHBIX CUCTEM;

° OCHOBHBIC 3Tallbl IpOHCCCa MPOCKTUPOBAHUA U MCTOAbI, HCITIOJIb3YCMbIC ITPU MTOCTPOCHUU
MPOEKTUPYEMOI CHCTEMBI 3aIIUTHI HHPOPMAIIHIH.
Ymersn

* (opmupoBaTh TpeOOBaHUS K TPOSKTHUPYEMOU CHCTEME 3aITUThI HHPOPMAILIUH C YIETOM
aHaJIu3a yrpos;

*  CcOCTaBJAThH (PYHKIIMOHAIBbHBIE cXeMbl TpoekTupyemort C3U u AC.
Baagern

*  METOJaMH MOCTPOEHUS 3aIIMILEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM;

° HaBbIKaMU COCTAaBJICHUA, TCXHUYCCKOI'O 3aaHUA, TCXHUYCCKOI'O MPOCKTAa U TIOHUMAaHUCM
CoJIep’KaHusl OCHOBHBIX ATAIOB MPoLiecca MPOEKTUPOBAHUS.

2. CTpyKTYpa M TPYA0eMKOCTb TUCHHUIINHBI

Tao0numa 1
Bun yuebnoit pabotbl Bcero yacoB KoJu-Bo yacos B
ceMecTpe (aK.4.)

6
Oo6mras 3a4. e]l. 4 4
TPYAOEMKOCTh qac 144 144
U3 Hux:
Yacel ayauTopHO# padoThl (Bcero): 64 64
Jlexun 32 32
[IpakTHueckue 3aHATHS 32 32
JlaGopaTtopuble / mpakTuueckue 3aHATHS 1O | 0 0
MOArpynnam
Yacol BHeayIMTOPHOM padoThl, BKJIIOYas 80 80
KOHCYJIbTALMHU, HHYI0 KOHTAKTHYI0 padoTy 1
CaMOCTOSITEJIbHYIO padoTy 00y4aromerocs
Bua npomexxyTounoit arrecranmm (3a4yeT, qud. JuddepennrpoBann
3a4eT, DK3aMEH) bIF 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Tabmuna 2
No TemaTnka ydyeOHBIX BCTpEd Buner aynutopHoii Hroro
paboThI (B ak.yac.) ayJIUTOPHBIX
aK.4acoB 10
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1 2 3 4 5 6
Yacos B 6 cemecTpe 32 32 0 64
[IpoekTupoBaHue U BHEAPEHNE CUCTEM 32 32 0 64
3amuTHl THGOPMAITIHI
1 Jlexums 1. 2 0 0 2
2 ITpakTuka | 0 2 0 2
3 Jlexmus 2. 2 0 0 2
4 ITpakTuka 2 0 2 0 2
5 Jlexuus 3. 2 0 0 2
6 [Ipaktuka 3 0 2 0 2
7 Jlekusa 4. 2 0 0 2
8 [Ipakrtuka 4 0 2 0 2
9 Jlekmus 5. 2 0 0 2
10 IIpakTuka 5 0 2 0 2
11 Jlekmus 6. 2 0 0 2
12 IIpakTuka 6 0 2 0 2
13 Jlexuums 7. 2 0 0 2
14 IIpakTuka 7 0 2 0 2
15 Jlexuus 8. 2 0 0 2
16 ITpakTuka 8 0 2 0 2
17 Jlexuums 9. 2 0 0 2
18 IIpakrtuka 9 0 2 0 2
19 Jlekug 10 2 0 0 2
20 [Ipaktuka 10 0 2 0 2
21 Jlekmg 11. 2 0 0 2
22 [IpakTuka 11 0 2 0 2
23 Jlekmg 12. 2 0 0 2
24 [IpakTuka 12 0 2 0 2
25 Jlexmus 13. 2 0 0 2
26 ITpakTuka 13 0 2 0 2
27 Jlexmusa 14. 2 0 0 2
28 IlpakTuka 14 0 2 0 2
29 Jlexmus 15. 2 0 0 2
30 IIpakTuka | 0 2 0 2
31 Jlekmug 16. 2 0 0 2




32 [IpakTuka 16 0 2 0 2

33 Koncynpranus 0 0 0 0

34 3a4er ¢ OLCHKOM 0 0 0 0
Wroro (ak.gacoB) 32 32 0 64




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
¢dopme yctHOTO MU HEpEeHIIIPOBAHHOTO 3a4eTa.
[lpy mpoBeACHWH TPOMEKYTOUHOW aTTECTAI[MH PE3YJIbTAThl, IOJyYeHHBIE OOy4YaroIUMCS B
ceMecTpe, MepeBosATcsS B (opMar TPagUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— 60 6ayI0B M MEHEe — «HEYJJOBJICTBOPUTEIBHOY;

—oT 61 1o 75 6ayIOB — «yIOBIETBOPHUTEILHOY;

— 0T 76 10 90 GamIoB — «XOPOILION;

— 01 91 go 100 6ayI0B — KOTIUYHOY.

5. YueOHO-MeTOAMYeCKOEe U MH(OPMAIIMOHHOE O0ecTieYeHre JUCHMIITTHHBI

5.1 Jluteparypa:

1. Cucremsl 3amUTHl HH(GOPMAIIMK B BEAYIIMX 3apYOEKHBIX CTpaHaX : yueOHOe mocoOue sl By30B
/ B.. ABepueHkoB [u ap.].. — bpsiHCk : BpstHCKMIA TOCY1apCTBEHHBI TEXHUYECKUI YHUBEPCUTET,
2012. — 224 c. — ISBN 978-89838-488-3. — Tekcrt : anekrponHsiii / [PR SMART : [caiiT]. —
URL: https://www.iprbookshop.ru/7007.html (nata o6pamenus: 24.04.2022). — Pexum mocrymna:
JUIS aBTOPHU3UP. TOJIb30BaTeNei

5.2 DyekTpOoHHBIE 00pa30BaTe/IbHbIC PECYPChI:
o Institute of Electrical and Electronics Engineers, Inc (IEEE)
https://ieeexplore.ieee.org/Xplore/home.jsp?reload=true
e MEXBY30BCKAS DJIEKTPOHHA S BUBJIMOTEKA (M3B) https://icdlib.nspu.ru/
e HAIIMOHAJIBHAA SJIEKTPOHHAS BUBJIMOTEKA https://rusneb.ru/

6. CoBpemeHHble mNpodeccHOHATBbHbIE 0a3bl JAHHBIX M HH(OPMAIMOHHBbIE CHPABOYHBbIE
CHCTEMBI:
e CmnpaBounas nmpaBoBas cucreMa Koncynprantlnroc http://www.consultant.ru/

7. JIunieH3MOHHOEe ¥ CBOOOJHO pPacNpoOCTpaHsieMoe NMPOrpaMMHOe olecrnieyeHue, B TOM YHCJIe
0TEe4eCTBEHHOT0 MPOU3BOACTBA
MS Office, mmardgopma 11 snekTpoHHoro odydenust Microsoft Teams.

8. TexHuveckue cpeacTBAa U MATEPUATBHO-TEXHUYECKOE o0ecrevyeHue TUCIUITUHbI

MyneTuMeaniiHas ydeOHast ayTuTOpusl JJIsl IPOBEICHUS 3aHATHH JICKIIMOHHOTO THUIIA OCHAICHA
CJICAYIONIMMU TEXHHUUYECKUMH CPEJCTBaMU OOYy4eHHUs M o0OpyaoBaHHEeM: yyeOHas MeOenb, JocKa
ayAWTOpHAs, MYJIbTHMEAWHHOE TMPOEKIHMOHHOE M aKyCTHYecKoe 00OpyaoBaHHE, MEpPCOHATBHBIN
KOMITBIOTED.

MynbsTuMeauiiHas ydeOHast ayJUTOpUs JJsl MPOBEACHUS 3aHATUH CEMHHAPCKOTO THIA OCHAIEHA
CIICYIOIMMHA TEXHUYECKUMH CpeACTBaMU OOy4YeHHS M 00OpyIOBaHHEM: ydeOHas mebOenb, J0cKa
ayJIUTOpHas, MYJIbTHUMEAMWHOE IMPOEKLIMOHHOE U aKyCTHYecKoe OO0OpYyIOBaHWE, MEPCOHAIbHBIN
KOMITBIOTED.



MuHHUCTEPCTBO HAYKU U BBICILIETO 00pa30BaHUs
Poccutickoit denepanuu
denepalibHOE TOCYAAPCTBEHHOE aBTOHOMHOE 00pa30BaTEIbHOE YUPEKICHUE BBICIIETO
o0Opa3oBaHUs
«TIOMEHCKHUM T'OCYJAPCTBEHHHBI YHUBEPCUTET»
NHCTHTYT MATEMATHKH M KOMIILIOTEPHBIX HAYK
Kadenpa UndopmaunonHoi 6e3o0macHoCTH

YTBEPXIEHO

3amectutens qupekropa MHcTuTyTa
MAaTCMAaTUKH U KOMIIBIOTCPHBIX HAYK
[TepeBanoBa M.H.
PA3PABOTYHMK

[TyptoB B. T

HaumenoBanue nucuumivasl PazpadoTka u 3amura MOOMJIbLHBIX MPUJI0KEHHU
Pabouast mporpamma
JUTSE 00YJarOIIUXCs TI0 HAanpaBlieHU o moarotoBku (cnenuansaoct) 10.05.03 Undopmanmonnas
0e30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM
[Ipoduns: be3omacHOCTh OTKPHITHIX HHPOPMAITHOHHBIX CUCTEM
®dopma 00yueHus: ouHas
CrenuaanuTeT



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (Moodyna): TIK-5

1.2. MWuHaukaTopbl [JAOCTH:KEHHS KOMIIETEHIHii, COOTHECEHHbIe ¢ IUIAHUPYEMbIMHU
pe3yJbTaTamMu 00y4eHus :

Pa3zpadoTka ¥ 3a1UTa MOOMJIBLHBIX NPHJIOKEHU

B pe3ynbraTe 0cBOCHUS NUCHUIUIMHBI CTYACHT JOJKEH

3HaTh:

* JTambl W TEHJIEHUUHU Pa3BUTHS MPOTrpaMMHUpOBaHUs, crnocoObsl nmpumenenus WUT npu
pa3paboTke MOOUITBLHBIX MPUITOKEHHI.

* 0COOCHHOCTH TPUMEHEHUS CEPBUCHBIX TPOTPaMM B 000JI0UEK MPHU pa3zpaboTKe MOOMITHHBIX
IIPUJIOKEHUN.

* coJep)KaHHE PbIHKAa IMPOrpaMMHBIX MPOAYKTOB M MH(YOPMAIMOHHBIX YCIYT, TEHACHIIUH,
pa3BHUTHE U OCOOCHHOCTH PBIHKA.

YMers:

* BBIOpATh OMTHUMAJILHBIN MPOTPAMMHBIN MPOAYKT U MOJIEIH HH()POPMAIIMOHHBIX TEXHOJIOTUI
U3 HECKOJIBKMX BO3MOYKHBIX ISl pEeIlICHUs MPUKJIIAJHOM 3a/1a4H, ¥ IPOBECTU CPABHUTEIBHYIO OLIEHKY
3¢ (HeKTHBHOCTH.

* BBIOpaTh MPOrpaMMHBIN IPOIYKT U TEXHOJIOTHH JJIs pEIICHUS 3aa4U C yI€TOM KOHKPETHON
IpeMETHOM 00J1acTH U MPOBECTH aHaIN3 YPPEKTUBHOCTH ucnonb3oBanus [10 ans pernenus 3agay
B IIPEAMETHOM 001acTH.

* paspabaThiBaTh CEPBHCHBIE IMPOTPaMMbl M CEpPBUCHBIE OOOJIOYKU TMpH pa3paboTke
MOOWIIBHBIX TIPUJIOKEHHUH C YIETOM KOHKPETHOM MPEIMETHOM 001acTH.

NMeTh HaBBIKH:

* NMPUMEHEHMs] WH(POPMAIMOHHBIX TEXHOJOTUA W TBOPYECKOTO TMOAXOAa TPH PEUICHUHU
CTaHJIAPTHBIX U HECTAHJAPTHBIX 3a/1a4

* BBIOOpA MPOTPAMMHBIX MPOAYKTOB M MOOMJILHBIX TEXHOJIOTHI JIJISl PEIICHUS 3aa9H.

* ICTIOJIb30BAHUS CEPBUCHBIX IIPOTPAMM U CEPBUCHBIX 000JI0UEK MPHU pazpaboTKe MOOMILHBIX
MPUIIOKEHUH JIJIs1 pEUICHUS 3a1a4u.

2. CTpyKTYpa M TPYA0eMKOCTb TUCHHUIINHBI

Tao0muma 1
Bun yuebnoit paboTbl Bcero yacoB KoJu-Bo yacos B
ceMecTpe (aK.4.)

7
Oo6mras 3a4. e]l. 4 4
TPYAOEMKOCTh qac 144 144
U3 Hux:
Yacel ayauTopHO# padoThl (Bcero): 64 64
Jlexun 32 32
ITpakTuueckue 3aHATHS 0 0




JlaGopaTtopHble / mpakTHYECKue 3aHATHS 10 | 32 32

HOJrpymnmnam

Yacol BHeayIMTOPHOM padoThl, BKJIIOYas 80 80

KOHCYJIbTALMH, HHYI0 KOHTAKTHYI0 padoTy u

CaMOCTOSITEJIbHYIO pad0oTy 00y4aromerocs

Bua npomexxyrounoit arrecranmm (3a4et, qud. HudbdepennrpoBann
3a4eT, DK3aMEH) bIF 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Tabmuna 2
No TemaTnka ydyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.yac.) ayIUTOPHBIX
aK.4acoB 10
Teme
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1 2 3 4 5 6
Yacos B 7 cemecTpe 32 0 32 64
Pa3paboTka u 3ammra MOOMIIBHBIX 32 0 32 64
MIPUITOKEHU I
1 Brenenue 2 0 0 2
2 JlaGopaTopHoe 3aHsITHE 0 0 2 2
3 Benenue (mpopomkeHue) 2 0 0 2
4 JlaGopaTopHoe 3aHsITHE 0 0 2 2
5 ApxutekTypa npusioxenuit 1 Android | 2 0 0 2
6 JlaboparopHoe 3aHsTHE 0 0 2 2
7 ApxutekTypa npuioxkenuit 1 Android | 2 0 0 2
(mpomomkeHue)
8 JlaGopaTopHoe 3aHsITHE 0 0 2 2
9 OcHOBBI pa3paboTKu HHTEpPEHcoB 2 0 0 2
MOOWJIbHBIX MPUITOKEHHUH
10 JlaboparopHoe 3aHsTHE 0 0 2 2
11 OcHoBHI pa3paboTku HHTEP(DEICOB 2 0 0 2
MOOUITBHBIX MPUITOKEHHHA
(mpoomKkeHne)
12 JlaGopaTopHoe 3aHsITHE 0 0 2 2
13 OcCHOBBI pa3pabOTKH MHOTOOKOHHBIX 2 0 0 2
MIPUITOKEHU I
14 JlaGopaTopHoe 3aHATHE 0 0 2 2
15 OcHOBBI pa3pabOTKH MHOTOOKOHHBIX 2 0 0 2
NPUII0KEHUH (TPOJOIKEHHE)
16 JlaGopaTopHoe 3aHsITHE 0 0 2 2
17 Hcnonbs3oBanre BO3MOXXHOCTEN 2 0 0 2
cMapThOHA B IPIIIOKEHHUIX
18 JlaboparopHoe 3aHsTHE 0 0 2 2
19 Hcnonp3oBanre BO3MOXKHOCTEN 2 0 0 2
cMapThoHa B IPHIIOKEHHUIX
(mpomomkeHue)
20 JlaGopaTopHoe 3aHsITHE 0 0 2 2
21 Hcnonp3oBanne 6MbIMoTEK 2 0 0 2
22 JlaGopaTopHoe 3aHsITHE 0 0 2 2




23 Hcnonb3oBanue 6MbIMOTEK 2 0 0 2
(mpoomkeHne)

24 JlaGopaTopHoe 3aHATHE 0 0 2 2

25 PaboTa ¢ 6a3amu maHHBIX, TpadUKON U 2 0 0 2
aHuManuen

26 JlaGopaTopHoe 3aHsTHE 0 0 2 2

27 Pabora ¢ 6a3amu gaHHBIX, rpadUKOM U 2 0 0 2
aHUManuer (MPOJIOJKEHHE)

28 JlaboparopHoe 3aHsTHE 0 0 2 2

29 KoHncynpranus 0 0 0 0

30 NHCcTpyMeHTHI 1Sl pa3pabOTKU U UX 2 0 0 2
YCTaHOBKA

31 JlaGopaTopHoe 3aHsITHE 0 0 2 2

32 Koncynpranus 0 0 0 0

33 NHCcTpyMeHTHI uTsl pa3pabOTKU U UX 2 0 0 2
YCTaHOBKA (IPOJOJKEHUE)

34 JlaGopaTopHoe 3aHsITHE 0 0 2 2

35 Koncnpranus 0 0 0 0

36 JuddepeHpoBaHHbIN 3a4eT 0 0 0 0
Wroro (ak.gacoB) 3 0 3 64




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
dopme muddepenumpoannoro 3avera. JuddepeHmpoBaHHbId 3aueT MPoXoAuT mo Omieram. B
ounere - 2 Bompoca.
[Ipn mpoBeneHUM TPOMEKYTOUHOM AaTTeCTAlMU PE3yabTaThl, MOJYYCHHbIE OOYYaIOUIUMCS B
ceMecTpe, MmepeBoAiTcss B (hopMaT TPAJAMIMOHHOW OLIEHKH B COOTBETCTBHH CO IIKAJOH IMepeBoja
0asoB:

—0ot1 0 7o 60 6a;mIoB — «HE 3aYTEHO;

—ot 61 1o 100 GamIoB — «3a4TEHOY.

— 60 6ayI0B M MEHEe — «HEYJJOBJICTBOPUTEIBHOY;
—otT 61 1o 75 6ayIOB — «yIOBIETBOPHUTEILHOY;
— 0T 76 10 90 GamIoB — «XOPOILION;

— 01 91 go 100 6ayI0B — KOTIUYHOY.

5. YueOHO-MeTOAMYeCKOEe U MH(OPMAIIMOHHOE o0ecTieYeHre JUCHUIITIHHBI

5.1 Jluteparypa:

1. Tupckas JI.B. PazpaboTka MoOuIbHBIX npritokeHuii B cpee Android Studio : yaueGHOe mocobue
/ JI. B. Ilupckas. — PocroB-Ha-Jlony, Taranpor : M3matensctBo IOkHOTO (emepambrHOTO
yHuBepcureta, 2019. — 123 c. — TeKcT : 31eKTpOHHBIN // DIEKTPOHHO-0MOIHOTEUHas CUCTEMA
IPR BOOKS : [caiiT]. — URL: http://www.iprbookshop.ru/100196.html (mata oOpamenus:
25.05.2020). — Pexwum noctyna: ans aBropusup. [lonas3zoBaTeneit

2. Bgegenwue B pazpabotky npunoxxennii 1yt OC Android : yae6Hoe mocobue / 1O. B. bepe3osckas,
O. A. IOdpskosa, B. I'. Bonorauna, O. B. O3epoBa. — 2-¢ uzn. — Mocksa : UHTYUT, 2016.
— 433 ¢. — Texkcr : anexkTpoHHbIi // Jlanb : amekTpoHHO-OMOMMOTeuHas cucrema. — URL:
https://e.lanbook.com/book/100707 (mara oOpamenus: 25.05.2020). — Pexum moctymna: st
aBTOpU3. MOJIb30BATEIICH.

5.2 DuiekTpoHHbIE 00pa3oBaTebHbIE PECYpPChI:

1.  Ocuossl Kotlin. https://www.fandroid.info/osnovy-kotlin-vvedenie/

2. Enunoe okHO mocTyma k oOpa3oBaTenbHbIM pecypcam http://window.edu.ru/
3. Hanuonansneiii oTkpeiTeiid yHuBepcuteT « THTYUT» http://www.intuit.ru/

6. CoBpemeHHBIe Tpo()ecCHOHAIbHBIE 0a3bl JAHHBIX W WHPOPMANMOHHBLIE CIPABOYHBbIE
CHCTEMBI:

e HammonanwsHas snexrpornas oubnuorexa. URL: https://rusneb.ru/

e Institute of Electrical and Electronics. URL:
https://ieeexplore.ieee.org/Xplore/home.jsp?reload=true Engineers, Inc (IEEE)

e MexBy3oBcKas dnekTponHas oubnroreka (MOB). URL: https://icdlib.nspu.ru/

7. JIunieH3M0OHHOEe ¥ CBOOOJHO pacNpoCTpaHsieMoe NMPOrpaMMHOe olecrnieyeHue, B TOM YHCJIe
0Te4eCTBEHHOI'0 POU3BOJCTBA

MS Office, mnardopma ans anexTporHoro ooydenus Microsoft Teams. Cpena pa3padoTku
Visual Studio ¢ ycraHoBieHHbIM (peMBOpKOM Xamarin, 3MYJISTOp YCTPOMCTB Ha IuaTdopme
Android, cpena pa3pabotku Android Studio

8. Texnuveckue cpeacTBA U MATEPUATBHO-TEXHNYECKOE o0ecrevyeHue TUCIUITUHBI

MyneTiMeaniiHas ydeOHast ayIuTOpus JJIsl NIPOBEICHUS 3aHATHN JICKIIMOHHOTO THUIIA OCHAICHA
CIICAYIONIMMU TEXHHUYECKUMH CPEJCTBaMU OOydeHHUs M o0OpyaoBaHHEeM: yyeOHas MeOenb, JocKa



ayIUTOpHAs, MYJbTUMEAUMHOE MPOEKIHOHHOE U aKyCTHYEeCKoe 000pyIoBaHHE, MEepPCOHAIbHBIN
KOMITBIOTED.

Aynuropus JUisi caMOCTOATEIbHONW pabOThl OCHAIEHA CIEAYIOUIUMHU TEXHUYECKUMHU CpPEACTBAMHU
o0ydyeHuss u oOopymoBaHHWeM: ydeOHas MeOenb, OCKa ayauTOpHas, MYJIbTUMEIUHHOE
MPOSKIIMOHHOE U aKyCTUYECKOE 000PYI0BaHHE, IEPCOHAIBHBIE KOMITBIOTEPHI.



®r'AOY BO «TFOMEHCKMI I'OCY JAPCTBEHHbII YHUBEPCUTET»

YTBEPXJIEHO

3amectutens qupekropa MMuKH
M.H. IlepeBanoBa
PA3PABOTYHUK(N)

[Iupokux A. B.

HanmeHoBaHMe AUCIUTUIMHBI 3alIUTa TIPOTPAMM M TAHHBIX
Pabouas nporpamma
JUTs1 OO YYarOIIMXCS 110 HAITPABJICHHUIO MOATOTOBKH (CIEIUATEHOCTH)
10.05.03. MudopmanronHas 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM
Crnenmanu3armsi: be30macHOCTh OTKPHITBIX HH(POPMAITMOHHBIX CUCTEM
dbopma oOyueHus ouHast



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (MOOys): TIK-10, OIK-3

1.2. MWuHaukaTopbl [AOCTH:KEHHS KOMIIETEHIMii, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

3amuTa nporpaMM M JaHHBIX

B pe3ynbraTe 0cBOCHUS NUCHUIUIMHBI CTYACHT JOJKEH

3HaTh

* MOHATHUS MPOLIECCOp, MAIIMHHBIE KOMaH/bI, ONepaTUBHAsI MaMsTh, PETHUCTPhl, CMEIICHUE,
CETMEHT, Pa3psIHOCTh, IPEepPhIBAHNE,

* OCHOBHBIE MaIlIMHHBIE KOMaH 1Bl CiioxkeHus (8086)

* OCHOBHBIE MAIlIMHHBIC KOMaH b BErauTanus (8086)

* OCHOBHBIE MallIMHHBIC KOMaH 16l YMHOKeHUs(8086)

* OCHOBHBIE MallTMHHBIE KOMaH b1 AceneHus (8086)

* OCHOBHBIE MAIIMHHBIC KOMaHAbl OMTOBOM apudmetrru (8086)

* HU3KOYpOBHEBOH aapecaruu (8086)

* 3HaTh CIOCOOBI CO3MAaHUSA TMOOOYHBIX 3(PPEKTOB MPOTPAMMBI, TO3BOJISIONINE CKPBITh
3aTPyJHUTH OTIAJKY

* COBpeMEHHbIE cpeacTBa 3amuThl [10

* OCHOBHBLIE BUALI 3aKi1anok 11O

* ocHOBHbIE criocoObI aHanmu3a [10.

YMmeTb

* pa3pabaThIBaTh MPOCTHIE TPOTrPAMMBI Ha SI3BIKE acCEMOJIEp

* IOHUMATh JIOTUKY PabOThI IPOrpaMMBI Ha SI3bIKE acceMOiep

* ONpEeNeNiaTb OCHOBHbIE MMOOOYHBbIE 3(PQPEKTH MPOrpaMMBbl, MO3BOJSIIONIME CKPBITH
3aTPyJHUTH OTIAJKY

* UCIIOJIL30BaTh COBPEMEHHBIE cpeacTBa 3amuThl [10.

Bnanets

* METOJIaMU CO3/1aHus MOOO0YHBIX 3G (HEKTOB IPOrpaMMbl, TTO3BOJISIONINE CKPBITh 3aTPYAHUTD
OTIAAKY

* COBPEMEHHBIMHU MeToAaMu 3auThl [10

e METOJaMHU OTIaAku U aHamu3a I10.

2. CTpyKTYypa U TPYA0E€MKOCTh JUCUMILJIHHbI

Tab6muna 1
Bun yae6HO# paboThI Bcero yacos Kon-Bo yacos B
cemecTpe (aK.4.)
9
Oo0mas 3a4. efl. 4 4
TPYA0EMKOCTh qac 144 144
N3 Hux:
Yacbl aynuTopHoi padoThl (BCero): 64 64
Jlexnuu 32 32
[IpakTHueckue 3aHsATHS 0 0
JlabopaTopHple / TpaKkTUYECKHE 3aHATHS 110 | 32 32
MOATpyIIIaM




Yacol BHeayIMTOPHOMH padoThl, BKJIIOYas 80 80
KOHCYJIbTAllHH, HHYI0 KOHTAKTHYIO padoTy U

CaMOCTOSITEJIbHYIO padoTy 00y4aromerocs

Bua npomexxyrounoit arrecranmm (3a4eT, qud. DK3aMeH

3a4eT, HK3aMEH)




3. Conep:kaHue QM CHUATIINHbBI

Tabmuma 2
No TemaTnka ydyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.yac.) ayIUTOPHBIX
aK.4acoB 10
TeMe
x
= =
= |58
L g o c%
S 2 2 =
s |55
= e g
= | g | 281
g & o g ]
E & | €25
= = BN EE
1 2 3 4 5 6
Yacos B 9 cemecTpe 32 0 32 64
3amuTa NporpamMm U JaHHBIX 32 0 32 64
1 BBenenue B ananus I10O 2 0 0 2
2 JlaGopatopHoe 3ansaTtue 1 0 0 2 2
3 BBenenue B ananus I10 2 0 0 2
4 JlaboparopHoe 3aHsiTHE 2 0 0 2 2
5 CraTnuyecKui 1 TUHAMHUYECKUI METOIEI 2 0 0 2
anamm3a [10
6 JlaboparopHoe 3aHsTHE 3 0 0 2 2
7 CraTHuyecKui 1 TUHAMHUYECKUI METOEI 2 0 0 2
ananu3a [10
8 JlaGopaTopHoe 3ansiTue 4 0 0 2 2
9 Craruueckuil U JMHAMUYECKUNA METOABl | 2 0 0 2
aHaiu3a [10
10 JlaboparopHoe 3aHsITHE 5 0 0 2 2
11 CraTnuyecKui 1 TUHAMHUYECKUH METOIEI 2 0 0 2
ananu3a [10
12 JlaGopatopHoe 3aHsaTue 6 0 0 2 2
13 OcobeHHOCTH aHaIM3a HEKOTOPBIX BUIOB | 2 0 0 2
110
14 JlaGopaTopHoe 3ansTHe 7 0 0 2 2
15 Oco0eHHOCTH aHAIHM3a HEKOTOPHIX BUIIOB | 2 0 0 2
I10
16 JlaboparopHoe 3aHsiTHE 8 0 0 2 2
17 NuctpymenTsl ananuza [10 2 0 0 2
18 JlaboparopHoe 3ausiTue 9 0 0 2 2
19 WNHcrpymenTs! ananusa 110 2 0 0 2
20 JlabopaTtopnoe 3ansitue 10 0 0 2 2
21 3amuTa nporpamMm OT aHAJIU3a 2 0 0 2
22 JlaGopaTtopHoe 3ansTHe 11 0 0 2 2
23 3amuTa nporpamMm OT aHaJIn3a 2 0 0 2
24 JlaGopaTopHoe 3ansTue 12 0 0 2 2
25 IIporpamMmHBbIe 3aKIaK1 2 0 0 2
26 JlaboparopHoe 3ansitue 13 0 0 2 2




27 [IporpaMMHBbI€ 3aKIaKH. 2 0 0 2

28 JlaGopaTtopHoe 3ansiTue 14 0 0 2 2

29 Mopnenu B3auMoAENHCTBUS IPOrPaMMHBIX | 2 0 0 2
3aKJIaJIOK C AaTAKyeMOW CUCTEMOU

30 JlaboparopHoe 3ausitue 15 0 0 2 2

31 Metobl BHEIPEHHS TPOTPAMMHBIX 2 0 0 2
3aKJIJIOK.

32 JlaGopaTtopHoe 3ansiTue 17 0 0 2 2

33 Koncynpranus 0 0 0 0

34 DK3aMeH 0 0 0 0
Wroro (ak.gacoB) 3 0 3 64




4. CucremMa olieHUBaHuS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MOJTYYEHHOM 10 UTOTaM TEKYIIEro KOHTPOJISA B CEMECTPE, POXOAT MPOMEKYTOUHYIO aTTECTAIHIO B
dbopme 3K3aMeHa.
[Tpy TpoBeACHWH TMPOMEKYTOYHOW AaTTECTAIllMM pPEe3ylbTaThl, MOJyYEeHHBIC OOYyYarolIMMCS B
ceMecTpe, MepeBosATCsS B (opMar TPagUIIMOHHOW OIIEHKH B COOTBETCTBUH CO IIKAIOW MepeBoja
0alIoB:

— ot 0 1o 60 0a/mI0B — «HE 3aYTECHOY;

— 0T 61 no 100 0ayIoB — «3aYTEHOY.

— 60 6aTOB M MEHEe — «HEYIOBICTBOPUTEIHHOY;
— ot 61 10 75 GannoB — «yJOBIETBOPUTEIBHO;
— 0T 76 1o 90 6ayIOB — «XOPOIIIOY;

— ot 91 1o 100 GaIoB — «OTIIUYHOY.

5. Y4eboHo-MeTOoaMUYeCcKOe M HHPOPMALMOHHOE 0O0ecnieYeHHe TN C UM ILTHHBI

5.1 JIuteparypa:

1. Kacnepcku, K. VickyccTBo ansaccembnupoBaHus : npakTuydeckoe pykoBOACTBO /
K. Kacnepcku, E. Pokko. - CaHkT-IMNeTepbypr : EXB-INMNeTepbypr, 2008. - 896 c. - (B
nognuHHuke). - ISBN 978-5-9775-0082-1. - TekcT : anekTpoHHbIn. - URL:
https://znanium.com/catalog/product/1779157 (nata obpaweHus: 22.11.2022). — Pexum
AoCTyna: no nognucke.

5.2 DuekTpoHHBIE 00pa30BaTebHbIC PECYPChI:
1. Hayunas snextponHas o6monuorexa. URL: http://elibrary.ru/.
2. Dnextponnslie pecypesl UBL] TromIY. URL: https://bmk.utmn.ru/ru/.
3.

6. CoBpemeHnHble mnpodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALUOHHbIE CIPABOYHbIE
CHCTEMBI:
e MexBy30BcKas aekTpoHHas oubnmoreka (MOB). - URL: https://icdlib.nspu.ru/
e HammonanbpHas snekrponHas oubmamoreka. - URL:  https://rusneb.ru/
o Institute of Electrical and Electronics Engineers, Inc (IEEE). - URL:
https://ieeexplore.ieee.org/Xplore/home.jsp?reload=true
e Orbit Intelligence. - URL: https://www.orbit.com

7. JIunleH3MOHHOE ¥ CBOOOJHO pPacCNpOCTpaHsieMoe NMPOrpaMMHOe olecrnieyeHue, B TOM YHCJIe
0Te4eCTBEHHOI'0 MPOU3BOCTBA
e MS Office, mnatdopma aiist 3neKTpoHHOro 00ydenus Microsoft Teams.
e Microsoft Imagine Academy (panee Dreamspark): OC cemeiictBa MS Windows (penakuus
Pro/Server);
e Oducnprii maker Microsoft Office 365 (munenszuonHoe cormamenue Ne21/00509-20 ot
12.05.2020);
e [lmardopma mist sanekrpoHHOTO 00ydeHus Microsoft Teams.
e [IporpammHoe obecrnieuenre Bupryanuzanun: VirtualBox (6ecriatHas JIUIIEH3Us TOCTYITHA:
https://www.virtualbox.org/wiki/Downloads).
e OnepanroHHas cucrema FreeDOS (becrmarHast JIMLIEH3US JOCTYIIHA!
https://ru.wikipedia.org/wiki/FreeDOS).

8. TexHuveckue cpeacTBa U MATEPUATBHO-TEXHUYECKOE o0ecrevyeHue TUCIUITUHbI



MyneTuMeaniiHas ydeOHast ayIuTOpus Al IPOBEICHUS 3aHATHUN JICKIIMOHHOTO THUIIA OCHAICHA
CJICAYIONIMMU TEXHHUUECKUMH CPEJCTBaMU OOydeHHUs M o0opyaoBaHHEeM: yyeOHas MeOenb, JocKa
ayAWTOpHAs, MYJIbTHMEAWHHOE TMPOEKIMOHHOE M aKyCTHYecKoe 00OpyIoBaHHE, MEpPCOHATBHBIN
KOMITBIOTED.

MynbsTuMeauiiHas ydyeOHasi ayauToOpus JJIsl IPOBEIEHHs 3aHATUN J1a0OpaTOpHOro TUIA OCHAICHA
CIICYIOIMMHA TEXHUYECKUMH CpEeACTBaMU OOYy4YeHHS M 00OpyIOBaHHMEM: ydeOHas mebenb, JocKa
ayIUTOpHAsl, MYJIbTUMEIUIHOE MPOEKIIMOHHOE U aKyCTHYeCKoe 00OpyJOBaHME, MEpPCOHATIbHBIC
KOMITHEOTEPHI 10 KOJIMYECTBY 00 yUYAFOIIAXCS.

AymuTopHs Ui CaMOCTOSITEIbHOW PaOOThl OCHAIICHA CIIEAYIOIIMMHU TEXHHUYECKUMH CPEICTBAMU
oOydenuss u oOopymoBaHueM: yueOHass MeOenb, JIOCKa ayauTOpHas, MYJIbTHMEIUHHOE
MPOCKIIMOHHOE M aKyCTHYECKOe 000PYA0BaHHE, IEPCOHATBHBIC KOMIIBIOTEPHI.
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YTBEPXJIEHO

3amectutens qupekropa MMuKH
M.H. IlepeBanoBa
PA3PABOTYHUK(N)

[Iupokux A. B.

HaunmenoBanue qucuuminael MHTEpHET Benen
Pabouas nporpamma
JUTs1 OOy4arOIIMXCS 110 HAITPABJICHHUIO MOATOTOBKH (CIEIUaTbHOCTH)
10.05.03. MudopmarnronHas 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM
Crienmanm3anusi: be3onacHOCTh OTKPBITHIX HH(POPMAIIMOHHBIX CHCTEM
¢dbopma oOyueHus ouHast



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (Mooyas): TIK-7

1.2. HuaukaTopbl JAOCTHKEHMS] KOMIIETEHIHI, COOTHECEHHble ¢ IJIAHUPYEMbIMH
pe3yJibTaTamMu 00y4eHHsI:

HNHuTepHeT Belei

B pe3ynbrare 0CBOGHUS AUCIUILTUHBI CTYIEHT JOJKEH

3HaTh

* OCHOBHBIE THUIIbI 000PYIOBaHUS UCTIOIB3yEMOT0 B IPOEKTaX MHTEPHETA BeLIeH

* OCHOBHbBIE THIIBI MHUKPOKOHTPOJUIEPOB U MHUKPOKOMIIBIOTEPOB HHTEpHETa BeIled, HX
0COOEHHOCTH, IOCTOWHCTBA U HEOCTATKH

* OCHOBBI pa3pabOTKH MpOTrpaMMHOT0 obecrieueHus B cpene Arduino Studio

* HanboJiee pacpoCTpaHEHHbBIE TUIIBI CeTel MHTEPHETA Bellei

YmMmeth

* (hopMann30BaTh MOCTABJICHHYIO 33/1a4y

* pa3ObuBaTh MPOCKT Ha (PYHKITMOHAIBHO HE3aBUCHUMBIE OJIOKH

* KOPPEKTHO MOAOUpPaTh HEOOX0UMOE 000pyOBaHHE

* pa3pabaThIBaTh AITOPUTM PabOTHI

Bnanets

» TepmuHosorueit Murepuera Bemei

* HaBBIKaMU pa3paboTku pemeHnit Mutepuera Bemeit

* HaBBIKaMU pa3paboTku mporpamm (cketueit) UuTepuera Bemeit

2. CTpyKTYpa M TPYA0eMKOCTb TUCHHUIINHBI

Tabmnuma 1
Bun yuebnoit paboTbl Bcero yacoB KoJu1-Bo yacos B
ceMecTpe (aK.4.)

6
Oo6mras 3a4. e]l. 4 4
TPYAOEMKOCTh qac 144 144
U3 Hux:
Yacel ayauTopHO# padoThl (BCero): 64 64
Jlexun 32 32
[IpakTHueckue 3aHsATHs 0 0
JlaGopaTtopHble / mpakTHYECKue 3aHATHS 10 | 32 32
MOArpynnam
Yacel BHeayIMTOPHOM padoThl, BKJIIOYas 80 80
KOHCYJIbTALMHU, HHYI0 KOHTAKTHYI0 padoTy u
CaMOCTOSITEJIbHYIO padoTy 00y4aromerocs
Bua npomexxyrounoit arrecranmm (3a4eT, qud. JuddepennrpoBann
3a4eT, DK3aMEH) bIf 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Tabmuna 2
No TemaTnka ydyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.yac.) ayIUTOPHBIX
aK.4acoB 10
TeMe
x
= =
= |58
L g o c%
S 2 2 =
s |E58
5 22y
= | g | 281
g & o g ]
E & | €25
= = BN EE
1 2 3 4 5 6
Yacos B 6 cemecTpe 32 0 32 64
WHrepHer Beweit 32 0 32 64
1 MukpokoMIibroTepsl (4acTh 1) 2 0 0 2
2 JlaGopatopHoe 3ansaTtue 1 0 0 2 2
3 MUKpOKOMIThIOTEPHI (4acTh 2) 2 0 0 2
4 JlaboparopHoe 3aHsiTHE 2 0 0 2 2
5 JlaTunku ¥ UCTIOTHUTEIbHBIC 2 0 0 2
YCTPOMCTBA.
6 JlaboparopHoe 3aHsTHE 3 0 0 2 2
7 JlaTunku ¥ UCTIOTHUTEIbHBIC 2 0 0 2
yCTpoHcTBa. (IPOAOIKEHNUE)
8 JlaGopaTopHoe 3ansiTue 4 0 0 2 2
9 Pa3zpaboTtka nmpoekToB Ha 6a3e Arduino 2 0 0 2
10 JlaGopaTopHoe 3aHsTHE 5 0 0 2 2
11 MexaHu3Mbl CETEBOIO B3aUMOAECHCTBUSA 2 0 0 2
YCTPOMCTB UHTEPHET BEIICH
12 JlaGopaTopHoe 3ansTHE 6 0 0 2 2
13 Pabora ¢ garynkamu Temreparypsl 2 0 0 2
DS18B20 u npyrumu yctpoiictBamu 1-
Wire
14 JlaGopaTopHoe 3ansTHe 7 0 0 2 2
15 MexaHu3Mbl CETEBOIO B3aUMOAECHCTBUSA 2 0 0 2
YCTPOMCTB UHTEPHET BEILIECH
(mpomomkeHue)
16 JlaGopaTopHoe 3ansTHE 8 0 0 2 2
17 Oco0eHHOCTH TTOIKITFOUEHUS U PaOOTHI 2 0 0 2
YCTPOMUCTB 2-wire
18 JlaboparopHoe 3ausiTue 9 0 0 2 2
19 MexaHu3Mbl CETEBOIO B3aUMOAEHCTBUSA 2 0 0 2
YCTPOMCTB UHTEPHET BEILIECH
(mpomomkeHue)
20 JlabopaTtopnoe 3ansitue 10 0 0 2 2




21 MexaHu3Mbl CETEBOIO B3aUMOEHCTBUSA 2 0 0 2
YCTPOMCTB UHTEPHET BEILIEH
(mpomomkeHue)
22 JlaGopaTtopHoe 3ansTue 11 0 0 2 2
23 B3aumojeiicTBuE UHTEPHET BELLEH C 2 0 0 2
UCIIOJIb30BaHUEM PATUOMOIYJIS
NRF24L01
24 JlaGopaTtopHoe 3ansTue 12 0 0 2 2
25 Pabora B GSM ceTsix 2 0 0 2
26 JlaGopaTtopHoe 3ansiTue 13 0 0 2 2
27 Hcnonp3oBaHre TPpOBOJAHOTO UHTEPHET. | 2 0 0 2
28 JlaboparopHoe 3ansitue 14 0 0 2 2
29 Ucnons3zoBanne WiFi momyneii. Pabotac | 2 0 0 2
cerssmu WiFi ¢ ucnonp3oBanuem miat
WEMOS
30 JlaboparopHoe 3ausitue 15 0 0 2 2
31 Ucnons3zoBanne WiFi momyneii. Pabota c | 2 0 0 2
cerssmu WiFi ¢ ucnons3oBanuem miat
WEMOS
32 JlaboparopHoe 3ausitue 15 0 0 2 2
33 Koncynpranus 0 0 0 0
34 JuddepennmpoBannplii 3aueT 0 0 0 0
Wroro (ak.uacoB) 3 0 3 64




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
dopme nuddepeHpoBaHHBIN 3a4eT (6 ceMecTp).
[lpy mpoBeACHWH TPOMEKYTOUHOW aTTECTAI[MH PE3YJIbTAThl, IOJyYeHHBIE OOy4YaroIUMCS B
ceMecTpe, MepeBosATcsS B (opMar TPagUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— ot 0 10 60 0a/mI0B — «HE 3aYTECHOY;

— 0T 61 go 100 GayIoB — «3aYTEHOY.

— 60 6aTOB M MEHEe — «HEYIOBICTBOPUTEIHHOY;
— ot 61 10 75 GannoB — «yJOBIETBOPUTEIBHO;
— 0T 76 1o 90 6ayIOB — «XOPOIIIOY;

— ot 91 1o 100 GaIoB — «OTIUYHOY.

5. Y4eboHo-MeTOoaMUYeCcKOe M HH(POPMALMOHHOE 0O0ecnieYeHHe U CHMILTUHBI

5.1 JIuteparypa:

1. benoyc, A.. Kubepopyxue u kubepoezonacHocTb. O CIOKHBIX BellaX MPOCTHIMH CIIOBAMHU
: moHorpadust / A. U. benoyc, B. A. Conoayxa. - Mocksa ; Bonoraa : Uadpa-Unxenepus,
2020. - 692 c. - ISBN 978-5-9729-0486-0. - TekcT : anexTpoHHsbIid. - URL:
https://znanium.com/catalog/product/1167736 (nara obpamenus: 31.08.2022). — Pexxum
JOCTyTA: 1O MOJMUCKE.

2. benoyc, A.N. KubepbezonacHOCTh 00BEKTOB TOITMBHO-YHEPTETHYECKOTO KOMILIEKCA.
KoHnenmuu, MeTo6I U cpeAcTBa oOecrieueHus : mpakTudeckoe mocoodue / A. U. benoyec. -
Mocksa ; Bonoraa : Undpa-Unxenepus, 2020. - 644 c. - ISBN 978-5-9729-0512-6. - Tekct

: anexktpoHHbIA. - URL: https://znanium.com/catalog/product/1167734 (nata oGparmenus:
31.08.2022). — PexxuM pocTyma: 1o MoAIKUCKeE.

3. 'munckas, E.B. Uudopmarnmonnas 6e3onacHoCTh KOHCTpyKIHi 9BM u cuctem : yueObHoe
noco6ue / E. B. 'munckas, H. B. YnuBapuH. - Mocksa : UTHOPA-M, 2021. - 118 c. - (Bsicmiee
obpazoBanue: Crnenmanurert). - ISBN 978-5-16-016536-3. - Tekcr : anekTponnsiid. - URL:
https://znanium.com/catalog/product/1178153 (nara o6pamenus: 31.08.2022). — Pexxum
JOCTyTA: 10 TOJIUCKE.

4. Kimumenko, U.C. MadopmanronHas 6€30MacHOCTh U 3a1uTa HHPOpMAIHK: MOACIU 1

MeTo bl yrpasiienus : MoHorpadus / U.C. Kimmmenko. — Mocksa : UHOPA-M, 2022. — 180
c. — (Hayunas mpicip). — DOI 10.12737/monography 5d412f13c0b88.75804464. - ISBN
978-5-16-015149-6. - TekcT : anexktpoHHbIi. - URL:
https://znanium.com/catalog/product/1862651 (nara oOparienus: gata oOpalieHus:
31.08.2022). — Pexxum goctyna: 1o MmoJI1cKe.

5. Mocoinos, A.C. KoMnbroTepHbIE TEXHOJIOTHH W METOJIbI POCKTHUPOBAHUS B cepe
6e3omacHOCTH : yueOHuK y1si By30B / A. C. Moconos, H. Y. Akunun. — Cankr-IletepOypr :
Jlanb, 2021. — 444 c. — ISBN 978-5-8114-8034-0. — Tekcr : anekTpoHHbI // JIaHs :
3eKTpoHHO-0nOmoTeyHas cuctema. — URL: https://e.lanbook.com/book/183115 (nata
obpamienus: 31.08.2022). — Pexxum noctyma: it aBTOPU3. MOJIb30BaTEICH.

6. Cerues, FO.H. 3ammra nadopmanmu 1 nHGOpMaIMOHHass 0€301MacHOCTS : yueOHoe mocooue /
IO.H. CprueB. — Mocksa : UHOPA-M, 2022. — 201 c. — (Bricmiee oOpa3zoBanue:
bakanaspuar). — DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - Tekcr :
anekTpoHHBIN. - URL: https://znanium.com/catalog/product/1844364 (nara oGpareHus:
31.08.2022). — Pexxum gocTyna: 1o MmoJIrcKe.

5.2 DuekTpoHHbIe 00pa3oBaTebHbIE PECYPChI:
Hokymentsl IETF — unxenepnoro cosera Murepnera. - http://www.ietf.org/rfc.html [Online]



1. Joxyments! IETF — umxenepHoro coera MuTtepuera. - http://www.ietf.org/rfc.html
[Online] (mata oOpamenwns: 31.08.2022).

6. CoBpemeHnHble mnpodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALUOHHbIE CIPABOYHbIE
CHCTEMBbI:
1. HanmonanweHas snexktponHas oubmuoreka. - URL: https://rusneb.ru/

7. JIunleH3MOHHOEe ¥ CBOOOJHO pPacNpoCTpaHsieMoe NMPOrpaMMHOe olecrnieyeHue, B TOM YHCJIe
0TEe4eCTBEHHOT0 MPOU3BOACTBA

MS Office, mmardgopma s snekTponHoro odydenust Microsoft Teams.

Arduino IDE — https://www.arduino.cc/en/software

Autodesk Tinkercad - https://tinkercad.com/

8. TexHuveckue cpeacTBA U MATEPUATBHO-TEXHNYECKOE o0ecrevyeHue TUCIUITHHbI
MynbsTuMeauiiHas ydyeOHas ayJuTOpUs IS MPOBEACHUS 3aHATHI JIEKIMOHHOTO THUIA OCHAIIEHa
CIICYIOIMMHA TEXHUYECKUMH CpeACTBaMU OOYy4YEeHHS M 00OpyIOBaHHMEM: ydeOHas mebOenb, J0cKa
ayJIUTOpHAs, MYJIbTHUMEAMWHOE MPOEKUMOHHOE U aKyCTHYecKoe OO0OpYyIOBaHWE, MEPCOHAIbHBIN
KOMIIBIOTED.

MyneTiMeaniiHas yaeOHast ayTUTOpHUS U MPOBEACHUS 3aHATHI 1a0OpaTOPHOTO THUIA OCHAIIEHA
CJICAYIONIMMU TEXHHUUYECKUMH CPEJCTBaMU OOydeHHUs M o0OpyaoBaHHEeM: yyeOHas MeOenb, JocKa
ayAWTOpHAs, MYJIBTHMEIUIHOE MPOCKIMOHHOE M aKycTH4ecKoe o0OpyIOBaHME, IEPCOHAIbHBIC
KOMITBIOTEPHI 10 KOJIMYECTBY 00 yUYaAIOIIHUXCS.

Aynuropust JUisi caMOCTOATEIbHONW pabOThl OCHAIEHA CIEAYIOUIUMHU TEXHUYECKUMHU CpPEACTBAMHU
o0ydyeHuss u oOopymoBaHHWEeM: ydeOHas MeOenb, 0CKa ayauTOpHAas, MYJIbTUMEIUHHOE
MPOEKIIMOHHOE U aKyCTUYECKOE 000PYI0BaHHE, IEPCOHAIBHBIE KOMITBIOTEPHI.



®r'AOY BO «TFOMEHCKMI I'OCY JAPCTBEHHbII YHUBEPCUTET»

YTBEPXIEHO

3amecturens nupekropa MMuKH
M.H. IlepeBanoBa
PA3PABOTUYHK

T.N. ITarocoBa

MHOOPMALIMOHHA S BE3OITACHOCTD B KPEJUTHO-®UHAHCOBOM COEPE
Pabouas nporpamma
IUIsE 00YYArOIIUXCS TIO CHEIIHATLHOCTH
10.05.03. MudopmanronHas 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM
cnenuanu3anus «be30nacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CHCTEMY
¢dbopma oOyueHus ouHast



1. Ilnannpyemble pe3yabTaThl OCBOEHHUS AUCHUILIMHBI

1.1. Kommerenuuu oOy4awiuerocs, ¢(opmupyembie B Ppe3yJbTaTe OCBOCHHUS JTaHHOI
AMCUMILIUHBI (Moodyasn): 11K-2,3

1.2. MWHauKaTopbl [JAOCTH:KEHHS KOMIIETEHIHii, COOTHECEHHbIe ¢ IUIAHUPYEMbIMU
pe3yJbTaTamMu 00y4eHHs :

B pesynbpTaTe 0CBOCHHS NUCIUIUIMHBI CTYICHT OyIeT:

3HaTh:

e Teopernueckue OCHOBBI KpPEIUTHO-(PMHAHCOBBIX ONEpPAalMii W NPUHIUIOB PaOOTHI
antudpona cucrewm;

e 3aKkoHOJATENIbHBICE W HOPMAaTHBHO-NIPABOBBIE TPEOOBAHUS K 3allUTe KPEAUTHO-
(MHAHCOBBIX CUCTEM;

e ApXHUTEKTypy aHTH(]POJ CUCTEM;

e (OCHOBHBIE BEKTOPHI aTak U CIIOCOOBI 3aIIUTHI OT HUX B paMKax KpeAUTHO-()MHAHCOBBIX
CHCTEM.

Ymersn:

e [IpoexTHpoBaTh CUCTEMY 3AIUTHI KPEAUTHO-(PUHAHCOBBIX CUCTEM;

e @®opMupoBaTh MAKET JOKYMEHTOB IS 3aIIUTHI KPEIUTHO-(HUHAHCOBBIX CUCTEM Ha OCHOBE
TpebOBaHMl 3aKOHOAATENHCTBA PD 1 HOpMAaTUBHO-TTPABOBO Oa3bl.

Baagern:

e HaBpikaMi HACTPOUKH U SKCILTyaTalluu aHTUPPOJ CUCTEM;

e Happikamu ympaBieHuss WHGOPMAIIMOHHONW O€30MacCHOCTHIO B KPEAUTHO-(DHMHAHCOBBIX
CHUCTeMax Ha OCHOBE aHAJIN3a U OLEHKU puckoB Ub.

2. CTpyKTYpa M TPYA0eMKOCTb TUCHHUIINHBI

Taomnuma 1
Bun yuebnoit paboTbl Bcero yacoB KoJu-Bo yacos B
ceMecTpe (aK.4.)
10
Oo6mras 3au. Ex. 4 4
TPYAOEMKOCTh qac 144 144
U3 Hux:
Yacsl ayauTopHOii padoThl (Bcero): 60 60
Jlexuun 30 30
[IpakTHueckue 3aHATHS 0 0
JlaGopatopubie / mpakTuueckue 3aHATHS 10 | 30 30
MOArpynnam
Yacel BHeayIMTOPHOM padoThl, BKJIIOYas 84 84
KOHCYJIbTALMHU, HHYI0 KOHTAKTHYI0 padoTy 1
CaMOCTOSITEJIbHYIO pad0oTy 00y4aromerocs
Bua npomexxyrounoit arrecranmm (3a4eT, qud. JuddepennrpoBann
3adeT, 2K3aMEH) bIF 3a4eT




3. Conep:kaHue QM CHUATIINHbBI

Tabmuma 2
No TemaTnka ydyeOHBIX BCTpEd Buasl aynutopHoi Hroro
paboThI (B ak.yac.) ayIUTOPHBIX
aK.4acoB 10
TeMe
= 2
S =
= ®
= iz
o ~ g =
L o =
= ) =
g | 228
0] o 8 >
s 2 =y
= S = =
= = Q= o
= X o
5 | & |8&g
= = BN EE
1 2 3 4 5 6
Yacos B 10 cemecTpe 30 0 30 60
WNndopmanronnas 6e30macHOCTb B 30 0 30 60
KpeIuTHO-(GUHAHCOBOM cdepe
1 JleknnuonHnoe 3ansitue 1 2 0 0 2

BBenenue B UCTOPHIO KPETUTHO-
(MHAHCOBBIX CHCTEM.

2 JladoparopHnoe 3ansitue 1 0 0 2 2
00630p anTudpox cucrem: EyedFraud,
RSA Adaptive Authentication, IRIS
Analytics (IBM), Fraudwall.

3 JlekunonHoe 3ansiTue 2 2 0 0 2
O030p OCHOBHBIX BEKTOPOB aTakK Ha
KpeAUTHO-(UHAHCOBBIE CUCTEMBI
((puIuHr, BUIIUHT, CMUIIMHT, (hapMUHT
u ap.).

4 JlabopaTopHoe 3ansiTue 2 0 0 2 2
N3yuenue 6a30B0it MozIeNH yrpo3 U
MOJIEJH 3JI0yMBIIIICHHUKA JJIsI
KpeIUTHO-(GUHAHCOBOM CQEpHI.

5 JleknmonHoe 3ansitue 3 2 0 0 2
HopmatuBHo-ipaBoBas 6a3a B obyactu
3aIIUTHI KPEIUTHO-(DUHAHCOBBIX CUCTEM
(@3 Ne 161 «O HanmoOHATBEHON
MIaTe)KHOU cucreMey, Ilooxxenue
banka Poccun Ne 382-IT «O TpeboBanmsix
K 00€CIeYeHHIO 3aIUTH HHPOPMAIIH
IIPU OCYIIECTBIEHUU NIEPEBOJIOB
JEHEXKHBIX CPENICTB...», [locTaHOBIEHUE
ITpaBurtenscTBa Ne 584 u np.).

6 JlabopaTopHoe 3ansiTue 3 0 0 2 2
[TonroroBka MOJUTUKUA OE30MACHOCTH,
npodueil 1 KU3HEHHBIX IIUKJIOB YTPO3.
7 JleknuonHoe 3ansitue 4 2 0 0 2
0630p cranmapra banka Poccun
CTO BP UBBC.




JlabopaTopHoe 3ansiTHE 4
3HAKOMCTBO CO CTaHJapTaMH 1
pexomenanusimu bP UBBC.

Jleknuonuoe 3ansarue 5
0630p cranmapra PCI DSS.

10

JlaGopatopHoe 3aHsATHE 5
ITonroroska SLA u OLA mis
B3aMMOJICHCTBHS C MJIATEKHBIM LIUTIO30M.

11

Koncynpranus

12

Jleknuonunoe 3ansarue 6
CrpyKTypa aHTH()POJI CHCTEM.

13

JlaGopaTopHoe 3aHsTHE 6
Peanusanus nporpaMMHON apXUTEKTYpPbI
RESTful antudpon-cepsuca.

14

Jleknuonuoe 3ansarue 7
[IpoTtokon 6e3omacHocTH 3-D Secure 2.0.

15

JlaGopaTopHoe 3ansTHE 7

Pabora ¢ nmpotokonom 3-D Secure 2.0.
O6ecneyenue AByx(HakTOpHOU
ayreHTH(dukanuu ¢ nomompo OTP.

16

Jleknuonunoe 3ansarue 8
Onucanue npouecca TOKEHU3aluu KapT B
3JIEKTPOHHOW KOMMEPIINH.

17

JlabopaTopHoe 3ansiTHE 8
Peanu3zanus mpoueaypbl TOKEHU3AIHH.
AcCnexTsl IpUMEHEHUs U (pPOBaAHUS,
XCIUPOBAHMS U PaHAOMH3AINH B
npoueaype GopMupoBaHUs U 3aIIUTHI
TOKCHA.

18

JlekunonHoe 3ansTue 9

[IpumeHeHre MaIIMHHOTO O0YYCHHUS /IS
COBEPILEHCTBOBAHUS METOJIOB
JeTeKTHPOBaHMs (hposa B KPEIUTHO-
(MHAHCOBBIX CUCTEMAX.

19

JlaGoparopHoe 3ansTHE 9
Pa3pabotka cepBrca MpOrHO3HOM
ananutuku (predictive analytics).

20

Jleknuonuoe 3auarue 10
ApXUTEKTypa U PUHITUATI PaOOTHI
OJIOKYEHHA.

21

JlaGoparopHoe 3ansiTue 10
00630p Gnokyein-maTdopm: Bitcoin,
Ethereum, Solana, Bitshares.

22

Koncynpranus

23

Jleknnuonnoe 3ansitue 11
[IpaBOBOE M 3aKOHOAATEIBHOE
peryiupoBaHue KpunToBaiatoT B POD.
TeopeTnyeckre OCHOBBI
KPUIITOBAIIOTHBIX OllEpaluil.

24

JlaGoparopHoe 3ansiTue 11
3HAKOMCTBO C annapaTHbIMU
KOIIECITbKAMH.




25

Jleknuonnoe 3ansitue 12
OnpeneneHue U CTPYKTypa cMapT-
KOHTPAKTOB.

26

JlaGopaTropHoe 3aHsTHE 12
Hanucanune cmapT-KOHTpakTa Ha
matdopme Solana.

27

Jleknuonnoe 3ansarue 13
AHann3 3alUIIEHHOCTHA OJIOKYEHH:
0030p aTaKk ¥ METOJIOB 3aIHTEHI.

28

JlaGopaTtopHoe 3ansiTHe 13
[Tpumenenne muppOBBIX OTIEYATKOB ISt
3alIUTH] JaHHbIX.

29

Jeknuonnoe 3ansarue 14
Amnanu3 u ouenka pucko b B
KpEAUTHO-(UHAHCOBBIX OPTaHU3aIUsIX.

30

JlaGoparopHoe 3ansiTue 14
Brruncnenue GpuHaHCOBBIX TOKa3aTenen
ALE u ROL

31

JleknuonHoe 3ansitue 15
[IpoakTuBHbIi Touck yrpo3 (Threat
Hunting) B kpenuTHO-(pUHAHCOBBIX
CUCTEMaX.

32

JlaGoparopHoe 3ansiTue 15

VYcranoBka u Hactporika ELK mist
aHaJn3a JaHHBIX U MPOAKTUBHOTO
MOWCKa Yrpo3 Ha mpuMepe Habopa
naHHbIXx «Malware Analysis - WannaCry
and the Elastic Stack»
https://github.com/elastic/examples/tree/
master/Security%20Analytics/malware_a
nalysis

33

Koncynpranus nepen
nudGepeHIMPOBAaHHBIM 3a4€TOM

34

ATtTtectanusa 1
(AuddepenunpoBanublii 3auet, 10
ceMecTp)

Wroro (ak.gacoB)

30

30

60




4. Cucrema olleHUBAHMUS.
OOyuarommecs, He HabOpaBime 61 Oamna B TedeHHWE CEMECTpa, WM HE COTJIACHBIE C OIICHKOM,
MIOJTYYCHHOM MO0 UTOT'aM TEKYIIEro KOHTPOJISI B CEMECTPE, MPOXOAST IPOMEKYTOUHYIO aTTECTAIHIO B
dopme nuddepennmpoBannsiii 3auet (10 cemectp).
[lpy mpoBeACHWH TPOMEKYTOUHOW aTTECTAI[MH PE3YJIbTAThl, IOJyYeHHBIE OOy4YaroIUMCS B
ceMecTpe, MepeBosATcsS B (opMar TPagUIIMOHHOW OIIEHKH B COOTBETCTBUM CO IIKAJIOW MepeBoja
0asoB:

— 60 6ayI0B M MEHEe — «HEYJJOBJICTBOPUTEIBHOY;

—oT 61 1o 75 6ayIOB — «yIOBIETBOPHUTEILHOY;

— 0T 76 10 90 GamIoB — «XOPOILION;

— 01 91 go 100 6ayI0B — KOTIUYHOY.

5. YueOHO-MeTOAMYeCKOEe U MH(OPMAIIMOHHOE O0ecTieYeHre JUCHMIITTHHBI
5.1 Jluteparypa:
OcHoBHas1 JuTEpaTypa

1. benoyc, A.W. Kubepopyxue u kudbepoezonacHoctb. O CIIOKHBIX BEIIaX MPOCTHIMH CIIOBAMH
: MmoHorpadus / A. U. benoyc, B. A. Cononyxa. - Mocksa ; Bonoraa : Ungpa-Uuxenepus,
2020. - 692 c. - ISBN 978-5-9729-0486-0. - Tekcr : osnektpoHHbid. - URL:
https://znanium.com/catalog/product/1167736 (mara oOpamenus: 31.08.2022). — Pexum
JOCTyTA: 10 TMOJMHUCKE.

2. Kmumenko, U.C. UndopmanmonHas 0e30macHOCTh M 3amuTa WHOOpPMAIUU: MOAETH |
MmeToab! yrpasienus : Mororpagus / U.C. Kinumenko. — Mocksa : UTHOPA-M, 2022. — 180
¢. — (Hayunas mpicnip). — DOI 10.12737/monography 5d412ff13c0b88.75804464. - ISBN
978-5-16-015149-6. - Tekct : AIIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1862651 (mara oOpamenusi: gara oOpalICHUS:
31.08.2022). — PexxuM pocTyma: 1o MOANKUCKE.

3. MoconoB, A.C. KomnbelooTepHBIE TEXHOJOTUM W METOJBI TMPOEKTHPOBaHUS B cdepe
6e3omacHOCTH : yueOHUK a7 By30B / A. C. Moconos, H. . Akunnn. — Cankr-IletepOypr :
Jlanb, 2021. — 444 c. — ISBN 978-5-8114-8034-0. — Texcrt : snextpoHHsii / Jlawp :
aNeKTpoHHO-OubOMoTeunas cucrema. — URL: https://e.lanbook.com/book/183115 (mata
obpamenus: 31.08.2022). — Pexum goctyna: AJis aBTOPHU3. MOJIH30BaTEICH.

JonosHuTebHAS IUTEPATypa

1. Kemnexep, JI. Hayka o mannsix: 6a3oBsiii kypce / Jbxkon Kemnexep, bpennan Tuphnu ; mep. ¢
aHri.. - Mocksa : Anenuna [labmumep, 2020. - 222 c. - ISBN 978-5-9614-3170-4. - Tekcr :
anexktpoHHbid. - URL: https://znanium.com/catalog/product/1221800 (mara oOparmieHus:
31.08.2022). — PesxuM pocTyma: 1o MOoAMNKUCKE.

2. Uudposoii buzHec : yueOHuk / mox Hayd. pea. O.B. Kurosoii. — Mocksa : UTHOPA-M, 2023.
— 418 c. — (Beicmiee obpasoBaHue: Marwuctparypa). —  DOI
10.12737/textbook 5a0a8c777462e8.90172645. - ISBN 978-5-16-013017-0. - Texkcrt:
anexktpoHHbid. - URL: https://znanium.com/catalog/product/1917620 (mara oOpatmenus:
31.08.2022). — PexxuM pocTyma: 1o MOoAMNKUCKE.



5.2 DuiekTpoHHbIE 00pa3oBaTebHbIE PECYPChI:

—  Hoxymentsl IETF — unxenepnoro coera MuTtepHeta. - http://www.ietf.org/rfc.html [On-
line] (mata obpamenus: 31.08.2022).

6. CoBpemeHnHble mnpodeccMoHANbHbIE 0a3bl JAHHBIX W HH(OPMALUOHHbIE CIPABOYHbIE
CHCTEMBbI:
Hanmonanwsnas snexrponnas oubnuorexa. URL: https://rusneb.ru/

7. JIunleH3MOHHOEe ¥ CBOOOHO pPacNpoCTpaHsieMoe NMPOrpaMMHOe olecrnieyeHue, B TOM YHCJIe
0TEe4eCTBEHHOT0 MPOU3BOACTBA
MS Office, mmardgopma 11 snekTponHoro ooydenust Microsoft Teams.

8. Texuuveckmne CpeACTBAa M MATEPUAIBHO-TEXHHYECKOE o0ecneyeHue U CHMIIINHbI

MynsTuMenuitHass ydeOHas ayAuTOpusi JUIsi TPOBEIACHHS 3aHSATHH JIEKIIMOHHOTO THIIA
OCHAIIICHA CJICTYIONTUMU TEXHUYECKIUMH CPEICTBAaMU 00y4deHUs ¥ 000py0BaHUEM: ydeOHas MeOeb,
JOCKa  ayJUTOpHAas, MYJbTUMEIUHHOE TPOCKIMOHHOE M aKyCcTH4Yeckoe 0o0OpyIoBaHUE,
MEePCOHAIIbHBIA KOMITBIOTED.

MynsTuMennitHass ydeOHasi ayIuTOpus JUIsl TMPOBEACHUS 3aHATHH CEMHHAPCKOTO THIIA
OCHAIIIeHAa CIICAYIOIIMMU TEXHUYECKUMHU CPECTBAMU 00ydeHUs U 000pyIoBaHUEM: yueOHas MeOeb,
JocKa  ayauTOpHas, MYJIbTUMEIUHHOE MPOEKIMOHHOE M aKyCTUYecKoe 00opyaoBaHUeE,
IIEPCOHAIIBHBIN KOMITBIOTED.



