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1. ffoqcu[TeJrbHafl 3a[rrcKa.
I{enoru usyqeHun duc\unnunal <3aIqzra raH$opnaarlkroHHErx cr4creM nepcoH.nbHbrx

AaHHbIX)) qBrqerc-fl Teoperl{qecKas u npaKTr4rrecKat rroAroroBKa cIIequaJIkICTOB K Ae'TeJIbHOCTLI,cnssaHHoft c rarqurofi IlepcoHaJlbHbrx AaHH6rx, o6yveHzeM npuHrlrzrraM rr Mero.qaM 3arulrrbr
lrn(popuaquu n uu(popMarlr{oHHbx cr{creMax rrepcoHanbHbx AaHHbrx eacnfiq.

3adaqu ducqunnuuot:
o Il3yrreHl{e rl4rloBbrx }Tpo3 6esonacuocrl4 rlepcoHaJrbHbx AaHHbrx rrprl r,rx o6pa6orxe n

uu(f oprr,raqrloHHbx cr4 creMax [epcoHanLHbx IaHHBrx ;t npuo6pereHlze HaBbIKoB Hactpofirv rr oKcrrJryararlur4 cpercre o6ecue-reHr.rs
6esouacHocrlz rlepcoHanbHbx AaHHbrx rrprr r4x o6pa6orre n vH(fopllarlrroHHbrx cr{creMax
rrepcoHiurbHbrx AaHHbrx ;

' oBJla.4eHrre cpelcrBaMvrv MeroAaMrI rrpoeKTrrpoBa]PIvrs. I.I locrpoeHr4.rr 3arlurqeHHbrx
VICII!.u;

' oBJIaAeHVe cpeAcrBaMvrv MeroAaMrI BburBJreHrrfl u:aeitrpanngarJtrvrrorrbrroK HapyrreHz{
6egouaurocruLICfIny.

1.1. Mecro AncqurrJrrrHbr B crpynType o6paronare;rrnoft rporpaMMu (OII):
,{anna-a ArIcIIrrnI'IHa BXoAI4r n El Bnor 1 <<[ucqr,ruJrr.rubr luoiynu;> BapuarunH afl 11acrb

(o6xsarenrubre .{ucqvunanrr).

1.2. KoruuereHlrl{u o6y'raroqerocfl, QopuupyeMbre B peyJrbrare ocBoeHr.rs Aauuofi
AI,ICqITIJII,IHBI

Kol r Har,rMeHoBaHrre KoMrrereHrlr4rl Kouuosenr (snanuenufi /rf ynrquosanurufi )
IIK-4 - cnoco6nocrb K co3AaHprro HoBbrx
r,r coBeprxeHcTBoBaHr,rrc cyruecTByroqux
cpeAcrB 3arqr.rrbr zHQ opuaquz,
qr.rpKynr.rpyrorqefi n crcreMax
AoKyMeHroo6opora (nHe sanr.rcr,rMocrr,r or
crerreHr.r ux KoMnbrorepusaquu).

3Haer:
-ocHoBHbre [OHSTr4_s Teopr{r4 3atrlr4Tbr
rzH@opnraquz.

Yrraeer:
- o 6u apyNlr B arb vt craBr4Tb 3 aAaHLr, c oAep lK atrltz e
ueo6xo4unrocrb r.rcrroJrb3oBaHrrfi cpeAcrB
3arrlr4Tbr nH$opuarlprz.

IIK-6 - cnoco6nocrb K co3,4aHr.rro HoBbrx
rz coBepueHcTBOBaHrzrO cyqecrByrorlr4x
uo.qelefi rr MeroAoB {opnrzponaHur
KoMrrneKcoB cpelcrB rrporrzBoAefrcrsus.
yrpo3aM xr{rrleHr.rr (parpyureuux,
uo4u$uraqzz) znS op Ma\rru n
HapylreHr,rr zH $ oprraaquounofi
6egonacnocrr4 AIrs. pa3nuqHoro Br4.qa

o6relcroe 3arrllzrbr BHe 3aBr4crrMocrr,r or
o6racru ax SynrcqzoHrrpoBaHrrr.

3uaer:
-Bo3MoxHocrt4 cyrqecrByrouux nao4elefi u
MeroAoB $opvnponaHrr{ KoMrrJreKcoB opelcrB
rrporr4 BoAefr.creus. yrpo3aM xr4 rrleHr4t
(pa:pyueuux, ruo4ra$zraqzz) un$opnraquz

Yrueer:
-co3.4aBaTb HoBbIe HOBbIX rr coBepmeHcTBoBaTb
cyqecrByroqrze cpeAcrBa rrporrrBo4eftcrnzx
HapymeHr4ro rau(popuaqzonuofi 6esouacHocrz
g.nfl pa3nLrrlHofo Br,rAa o6rerron 3arrlraTbr BHe
3aBr,Icr{Mocrr4 or o6lacrz ux

_0 ynrqrzon Lrp oBaHLrs.
IIK-9 - cuoco6nocrb K co3AaHrrro HoBbrx
rr coBeprleHcTBOBaHrZrO CyulecTB)aroqux
uoAenefi rir MeroAoB orleHKr.r
e$(f exrrannocrr4 cr4crelr (rorr,ruleKcos)
o6ecne.reHr.u zHQoprraaquo nHofi
6esonacHocru o6rerroB 3arrlr4Tbr BHe

3naer:
-ocHoBbr o6ecne.reuur rznSoprvraquonnoft
6esonacuocrv o6rerroB 3anlr4Tbr BHe
3aBr.rct4Mocrl4 or o6lacrra zx
Syur<quonzpoBaHr4s.

Ynaeer:



I 2 a
J

t+ 5 6

t Tpe6onanur (De4epanluoro 3aKoHa or
27.07.2006 Jtl52-O3 (O
rrepcoHilnbHbrx AaHH6rx)) K

o6ecueqenruo 6esonacHocrr{
nepcoHanbHbx AaHHbx,
o6pa6arrmaeMbrx I4 xpaHfrqr{xcr B

14C|Inn

24 4 4 0 0

2. Knac cz (f nx aryux LIC|J[1Y.
llo cranosreurae flpanrarenrcrsa Ns

1119 (06 yrBeplKAeHnz rpe6onaurzfi
K 3arrlrrTe rrepcoHilnbHblx AaHHbIX npl4

ax o6pa6orre n un(popMarlrroHHbrx

cr{cTeMax rlepcoHilJrbHbrx AaHHbIX))

24 4 4 0 0

3. MoAeru yrpo3 rrepcoHanbHbrx AaHHbrx
(lID. Ceresrre araKr,r. MoAers
3JIOVMbIIIIJIEHHI{KA

24 4 4 0 0

4. Opranusaqus. u o6ecnerrenr{e
pexr{MoB 3arrlr{Tbr nepcoHanbHbrx
.trAHHbIX

24 4 4 0 0

5. flporparr.ruHo-annaparHble cpeAcrBa
3arrlprrbr un(popruaquu, rrpvMeH.f, eMbre

rrpr.r 3 arqr,rre raulp oprrraqploHubrx

cr4 cTeM IlepcoHanbHbrx AaHHbrx

24 4 4 0 0

6. KpunrorpaSuuecrue cpeAcrBa
3arrlrrrbr ran(p oplraqrllr, [pllMeu.rreMbre

rrprr 3arrlr{Te rlu(f opnnaqrloHHbrx
CIICTEM IIEDCOHAJIbHbIX .IAHHbIX

22 4 4 0 0

n 3aqer 2 0 0 0 2

I4roro (.racon) t44 24 24 0 2

4.2. Coaepx(aHr{e ArrcqurlJrrrHbr rro reMaM
Teua 1. Tpe6onanur @egepa.rrrnoro 3aKoHa or 27.07.2006 I(b152-O3 (<O

rrepcoHaJrbHbrx AaHHbrx>> K o6ecueqenuro 6erouacuocru [epcoHaJrbublx AaHHbIx,
o6pa6aruBaeMbrx r{ xpaHflrlluxcfl B IICIIIn.

OuroeHrre rroHsrr.r-tr. llepcouamHbre AaHHbre n (De4epaJrbHoM 3aKoHe u Tpy4onou
KoAeKce Poccuficxofi @elepaquv. Co4epNaHr.re Kareropulr (nepcoHaJrbHbreAaHHbre). O6racrr
npl{MeHeHrrs 3aKoHa. Orpanu.reuur.

O6pa6oma [epcoHanbHbrx AaHHrrx: c6op, crzcreMarr{garJus, HaKorIJIeHLIe, xpaHeHI,Ie,

yrotrHeHr,re (o6nouenue, zsrrreHenze), [crroJrb3oBaHlze, pac[pocrpaHeH]Ie (nepeAa.ra),

o 6 es rla.{u e antre, 6r o rcup o n aHr,r e, yH Irrrro xeHI4 e.

flpuuqunsr o6pa6orxu [epcoHaJrbHbx AaHHrrx. Ycrosux o6pa6orKrl repcoHaJlbHbrx

AaHHbrx. Corlacue cy6rer<ra. O6pa6orr<a 6uouerpu.recKzx AaHHbrx. O6pa6orr<a lepcoHanbHbx

AaHHbrx rperbrirM nrrrloM B r.rHTepecax oleparopa. TpancrpaHlltlHa{ [epeAarla [epcoHanbHbD(

AaHHbrx. Cnequanrnbre Karerop[[ repcoHanr,Hbrx AaHHbrx u oco6ennocrllI4x o6pa6orru. llpana
cy6rercron lepcoHirnsHbrx AaHHbrx rr r4x co6mogenue npu o6pa6orre. O6sgannocrpl orreparopa
rrepcoHanbHbrx AaHHbx B xoAe c6opa u o6pa6orr[ rrepcoHanbHbrx AaHHIIX, orBerbl Ha 3alpocbl
cy6rer<ron. YseAor\aleHus. o6 o6pa6orxe [epcoHanbHbrx AaHHbx B ynonHoMo.{eHurrfi opraH rlo
3 arrlr,rre npan cy6reKToB rrepcoHaJlbubx AaHHbrx.

Konrponr r.r HaA3op sa o6pa6oucofi nepcoHilJrbHbrx AaHHbrx. OrsercrseHnocrb 3a

HapyrrreHr,re rpe6on auuft no o 6p aqeHrlro c nepcoHanbHbrMr4 AaHHbIMpI.

Teua 2. KlaccuQunaqur I{CII[u. flocranosJreHr.re IlpanurerbcrBa Poccuftcrcoft
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(De4epaqnu or 1 Hon6pn 2012 r. J\b 1119 r. Mocr<sa <06 yrnepxAeHrru rpe6onanuii rc

3arrlrrTe rrepcoHaJrr,Hbrx AaHHbrx rrpu ux o6pa6orrce B nn{opuaquoHHbrx crrcTeMax
IIepcoHaJrbHbrx AaHHbrx>>.

Tpe6onanus r o6ecnerleHlllo 6egonaurocrrr nepcoHanbHbrx AaHHbrx [pr4 r{x o6pa6orre n
I,rH$oprraaqrroHHbx clrcreMax rrepcoHanbHbx AaHHbrx.

llopr4or< [poBeAeHI4{ r<laccu(fzraquu zn(foprvraqr4oHHr,rx cr{creM rrepcoHanbHbrx

AaHHbrx.
Pyxono4xull4e AoKyMenru OCT3K v @CB Poccun rro 3arqlrre [epcoHanbHbrx AaHHbrx.

Hoprvrarnnuo-MeroAl{qecKoe o6ecne.reHr,re 6egonacnocrn rau([opruaqrzoHHbx crrcreM
rrepcoHanbHr,rx AaHHbrx B opraHax B Jracrrr, yqpex(AeHurx (npe4up utrutx),

llopx4on nulleH3lrpor,aHr4s. oleparopon unQopnaarlr4oHHbx crrcreM nepcoHaJrbHbrx
.IIAHHbIX.

Meponpuxrz.r ro 3arII,ITe cne4enufi rcon(fu4enquaJrbHoro xapaKTepa, ocHoBHrre
BHyrpeHHIre HopMarvBHbIe AoKyMeHTbr, Mepbr no oxpaHe xonQr.r4euqr4aJrbHocrr4; lpoprr.rnponanue
leperrH{ rrepcoHanbHbrx AaHHbrx.

OrpaHraveuue Aocryrla K rrepcoHaJrbHbrM AaHHbrM, yqer Jrr{{, AonyrleHHbrx K

nepcoHanbHblM AaHHIIM, orlpeAeJreHr,re [optAKa o6parrlennr c raKr,rMr,r cBeAeHIr.f,MIr, KoHTpoJUr

Har ero co6nro4enzeu, opraHrl3arlus Aocryrra K rrepcoHilnbHbrM AaHHbrM, BHyrpeHHr,re
HopMarI,IBHbIe AoKyMeHTbI rlo oxpaHe xoH(pr,r4enqrrirJrr,Hocrr{ cne4euufi, ux co.4epxaHr,re,
rloptAoK paspa6orru v BBoAa n 4eficrnze, KoHTponb HaA co6mo4eurzeu pe)KVMa

nou(f Iz4enqrrairbHo crr,r.

Tepra 3. MoAe.rrr yrpo3 rrepcoHaJrbHr,rx AaHHux (fI!). Ceressre araKr{. MoAe.ur
3JIOyMLrrrrJIeHHItKa.

Easosas MoAenb yrpo3 6egonacnocrr.r [epcoHaJrbHbrx AaHHbrx [pu
r,rnQ opuaqrroHHbrx crrcreMax [ep coH irnbHbrx AaHHbrx.

MoAem cereBblx yrpo3 6esortacHocrr4 rrepcoHilJrr,Hbx AaHHbrx npr4

un$oprraaqrroHHbrx cr4cTeMax rrepcoHaJrbHbx AaHHbrx.
MoAem 3noyMbrrrrneHHrrKa r,rn(foprvraqrroHHbrx cr4creM flepcoHanbHbrx AaHHbrx.
Mero4nra olpeAeneHr,rr aKTyaJrbHbrx yrpo3 6egonaurocrr{ [epcoHaJrbHbrx AaHHbD( npr4

ux o6pa6orxe e uH$opMaurroHHbrx cr4creMax rrepcoHanbHbrx AaHHbrx.
Pa:pa6orxa qacrHbrx uoAerefi yrpo3 6esonacHocrI,r flepcouanbHbrx AaHHbD( B

KoHKperHbrx unftoprnrarlfloHHbrx cr4creMax rrepcoHansHsrx AaHHbrx c freroM r,rx Ha3HarreHLrfl,
ycronnfi u o co6 enno crefi Q yHxrlrr oHr,rpoBaHr4 r.

Meponpurrr4.fl IIo rexHl4qecKouy o6ecneqeHr,rrc 6esonacHocru [epcoHaJrbHbrx AaHHbrx
rlplr I4x o6pa6orxe n Hn$opualll4oHubrx cr{creMax lepcoHanbHbrx AaHHbx pa3nurrHbrx KnaccoB.

Meponpuxrrrs rro orIeHKe coorBercrBr4s rtpnuflTbrx Mep no o6ecneqeuprro 6esonacHocrIa
rrepcoHanbHbx IaHHrrx rrpu ux o6pa6orKe B r,rH$oprraaqproHHbrx cr{creMax [epcoHanbHbx
AaHHbrx rpe6 onanusNr 6 es on acHo crr4 ran(f opvraquu.

Tpe6onanz.s K [oAroroBKe K yrprnpaar\trr4 u nopsAoK yrr4nrr3aurrr{ rrepcoHaJlr,Hr,rx AaHHbx
H MarrrrrHoqrrraeMbrx Hocureneft uu$opuaqprkr, krcrrorb3yeMbrx n o6pa6orKe [epcoHulJrbHbrx

.4AHHbIX.

Terrra 4. Opranu3alluq u o6ecne.reHrre pexr{MoB 3arrruTr,r [epcouaJrbHr,rx AaHHbIx.
Opraur,rsaqrroHHbre rr rexHr{qecKr4e MeporrprrflTvts, HarrpaBneuHbre Ha Mr4Hr,rMrrcarlrrro

yulep6a or Bo3Molrnoft pearu3arluu yrpo3 6esonacHocrr4 rrepcoHaJrbHbrx AaHHbrx. 3aulura
nepcoHirnbHbrx AaHHbrx or HerrpaBoMepHofo vilv clyuafinoro Aocryrra K Hr{M, yHr,rqroxeHr,rs,

I{3MeHeHus, 6roxuponalevtn, Konr,rpoBaHrrfl, paclpocrpaHeHr.If,, a raK}Ke r,rHbrx HerrpaBoMepHbrx

.ueficrslafi.
Heo6xoArzuocrr o6pa6orKr4 [epcoHaJrbHbrx AaHHbrx. flepe.renr rrepcoHanbHbx AaHHbrx,

noAnexanlr{x sarrlzTe or HecaHKuaoHapoBaHHofo Aocryrra. Ycrosus pacnonoxeHr4fl
rauQoprr,raquoHHbrx crlcreM o6pa6orxu lepcoHanbHbrx AaHHr,rx orHocr4TeJrbHo rpaHr,ru
KoHTponhpyevrofi 3oHbr. Kon$uryparryrs.v rorroJrorr{.f, un(foprrraqkroHHbrx cprcreM [epcoHaJrbHblx

AaHHbD(. Creuens 1"lmLcrwtrrepcoHana. Yrposu 6egonacrocrr4 nepcoHaJrbHbD( AaHHbx.

zx o6pa6orKe B

ux o6pa6orKe B
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3ranrr I{ IIoptAoK BHeApeHat cpeAcrB o6ecue.reHrar znsoprr.raqraounofi 6egonacuocrr.r
zn(f oprr,raqr{oHHhrx crrcreM rrepcoHiurbHbrx AarrHbrx.

Meponpulrrzx IIo KoHTponIo o6ecne-renz.fl 6egonacHocrz nepcoHanbHbrx AaHHbrx.Mexauusrabl I4 cpeAcrBa KoHTponr. flepuoAr4rrHocrb rr coAepxaurae pa6or. ornercrneHHocrb
orleparopa 3a HapyueHl4e rlpaBun o6parqeHrlf, c [epcoHanbHbrMr4 AaHHbrMrr. flo4roronr<ayBeAoMneHnft o6 o6pa6orre [epcoHanbHbx AaHHbrx B yrronHoMo.reHurrfi opraH.

Teua 5' rrporpaMMHo-an[aparHble cpeAcrBa 3arrlr{Tbr nH6opruaqnu, [prrMeHffeMbre
rlplr 3arllrrre un0opmt sepcoHaJrbHbrx AaHHbrx.conpelteuuue arHble cpercrBa. Boguoxnocru vr ocHoBbr
npHMeHeHI{{ cpeAcrB 3aIIII'ITbI Ian$oprvraquta or HecaHKrlr4ogr.rpoBaHHoro Aocryrra, cpeAcrB
aHTr.rBlrpycnofi saqurbr, cpeAcrB cereeofi 3aqrrrbr.

o6ocHosaHue pazpa6orKpl clzcreMbr 3arrlr.rrbr nepcoHaJrbHbrx AaHHbrx. zcxo4urre raHHbreco34aBaeMofi (rrao4epuustzpyeuofi) un(poprr,raquonnoft cr{creMbr B TexHkrlrecKoM, rrporpaMMHoM,
zn0oprraaquoHHoM I{ opraHIrsaIII4oHHoM acrreKTax. Pa:pa6orra co6creeHHbrx cpeAcrB 3arrlarbr
zu(popnaaqzu. Cocran, coAeplKaHple v cpoKrr rrpoBeAeHr4 x pa6ot rro srarraM paspa6orxz z
BHeApeHI4{ cl{creMbl 3alIII4TbI nepcoHanbHbx AaHHbrx. KoHrpolb r{ Hal3op 3a gKcnJryar a\ueit
arrecroBaHurrx I'IH(fopMaIII4oHHbIX cl4creM rlepcoHanbHbx AaHHbrx. llop.a4or< o6cnyNrznaH;71s.vr.
peMoHTa aTrecroBaHHrx znsopMaur4oHHbx CrrCTeM. ornercreeHHooTb nr4rl.

Ycnoszs paclonoxenv-a un(fopMalluoHHbx cr{creM o6pa6orru [epcoHanbHbrx AaHHbx
orHocI'ITeJIbHo rpaHIrII KoHTponl4pyerr'rofi soHbr. Kon(fzrypal+rs.v rorroJror[r zn(poprr.raqr4oHHbrx
cr.rcreM. Creneur 'iracrus rrepcoHana.

Teua 6. KpuurorpaSuvecrcue cpeAc'rBa 3arrlrrrbr uuQopuaquu, rpr{MeHseM6re rpu
3AUIITC IIHQOPITAqIIOHHbIX CIICTEMAX IEPCOHAJIbHT,IX AAHHT,IX.

CI'ruuerpzqHbre v accI4Merpl4qHble Kpr4rrrocrzcreMbr. Ilpo6nermr $ar<ropz:aqzu vr
ArrcKperHoro norapusMupoBaHu.f,. Kpunrorp asun nasJrJrprrrrrrqecrofi r<pzeofi.

KpunrorpaQuvecrze rporoKoJlbl. Cxeua pa3reneHzr ceKpera. flpuueHenue
Kpl4nrorpa$r'rvecxux cpercrB n zuQoprraaqrzoHHrrx crzcreMax nepcoHanbHbrx AaHHbrx.

ConpeueHHble Kpl'Irlrorpa0uvecxue cpeAcrBa 3auzrbr r,rH(popruaqzu. Bosl,roxgocrr,r 14
rIprIMeHeHI'Ie IlrzQponanbHblx cpeAcrB Ir cpeAcrB oneKrpouHo-uz$p-osofi no4nr.rcz (OIID.

I{n$p acrpyKTyp a orKpbrrbrx xffo.{eft . c eprra(f urar orKpbrroro Krroqa.
3arrull1ennrrfi elexrponnrrfi AoKyMeHToo6opor nepsoHarbHbrx AaHHErx. IrlcnormoBaHze

SneKTpoHHofi quSponofi no4nucu n un$oprraatlI4oHHbx cr4creMax rrepcoHanbHbrx.qaHHbrx.

5' Yqe6no-MeroAuqecxoe o6ecuerreHrre u rrJraHrrpoBaHrre caMocroqrenruofi pa6orr,r
o6yvarouluxcn

Ta6tuua3
J\b Teur,r Buar,r CPA O6reu

TIACOBo0q3aTeJIbHbIe AONOJIHIITEJIbHbIE
I Tpe6onaHrax @e4epanbHoro

3aKoHa or 27.07.2006
Ns152-03 (O
nepcoHaJrbHbrx IaHHbIX) K
o6ecne.renzro 6egonacHocrI4
rlepcoHanbHbrx AaHHbx,
o6pa6armaeMbrx r.r

xpaHsrquxcxsl4Cfl[u.

Koncner<rzpoBaH14 e
MaTepr4aJra Ha

JIeKrIr,roHHbx 3aHrTr4f,x.
BrrnonHeHrae
npaKTr4qecrux aa4aunfi .

Pa6ora c
rzreparypofi.
Pa6ora c
IIpofpaMMHbrM14

cpeAcTBaMr,r.

I6
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, lprrMepHbre reMbr peseparoB:
1' Paspa6orxa Mo.qeJII4 yrpo3 ,\Irfl "t$opruqnonuofi cr{creMbr nepcoHanbHbrx

AAHHbIX:

2. Paspa6orr<a [onr4TaKr.r
Irep coHanbHbrx AaHHbX ;

3. Onpe4eleuue ypoBHr
IlepcoHturbHbx AaHHbX:

6egouaurocrz Infl vusopuaqzonnofi ckrcreMbr

:anlnrqdHHocrz 1^nfl au(foprvraquonuofi crcreMrr

n nu(fopMarlaouHrrx crrcreMax

4, OupeAeneul4eKJlaccarocyrapcrBeHHErxzHsopuaqr4oHHbrxcrrcreM;
5' flocrpoeuue vI alurvs rpa$aarax 4m zn(fopuaqzonnoft cr4creM-brrrepcoH{urbHbrx

IAHHbIX:
6. O6egruqusaHue nepcoHanbHhx AaHHbx

rrepcoHiurbHbx AaHHbX.

1)
rrepcoHanEHbrx AaHHbrx.

2)
1s2-(D3).

3) Kareroprara lepcoHanbHbrx AaHHbrx.
4) rlocranonnenrze rlpau4rerrbcrBa p(D or 01 . 1 1 .20 12 N
5) rpe6onaHzft K 3atrlr4Te rrepcoHanrHbrx AaHHhrx

un S opuaql4 oHHbrx cr{creMax nepcoHanr,Hbrx AaHHbrx ).

- 7) llpoqecc rroAforoBKr.r naKera AoKyr!{eHroB
o6ssaremcrBo o Hgpa3fnarxenuu zu0opMal|vv, coAepNarqeft
ll[u; uepeuenr I,ICIIIu.

9) flpuuqzntr o6ecneqenus 6esonaurocru
10) O6esru.{ueaune IIAH. A6conroruoe

Boupocrr rc sau€ry:
Oupe4elenue nepcoHaJrrnbrx AaHHEx (|IAu) v zuQOprvraqzOHHofi czcTeMbr

1 1 19 (06 yrBepxAeHrzr.r
rrpkr Lrx o6pa6orxe B

K aKKpeAr.rrarlrrr I,ICIIIu:
lIAu; corJracue ua o6pa6orr<y

lIAs.
o6esrr4-rrtnaur,re v orHocrlTenbgoe

Hopvratznuo-rpaBoBar 6aga n c$epe 3arrrt4r6r z o6pa6orxz fl[n (],lb 149-@3, llb

6) Vponuv3atqrlueHHocrur.rH$opMarlvoHHBrxcrrcreM rlepcoHanbHbrx AaHHbX.

8) llpoqecc rorroroBKu rraKera roKyMeHroB K aKKpeAvrar\vrv I4CII[g: repeqeHbll[n, o6pa6arrrsaeMrx Ir xpaHtrIrluxcx n lIClI,{H; ronoxeH". o6 o6pa6orrz II,{n pa6orur{KoB;
aKT orrpe.4e rreHvrfl ypoBH.rr sarrutqdHHocru ?ICll,IJn.

o6esruqznaHue.
11) HopuarunHo-rrpaBoBa, 6aza

PocrouuaA3opa or 5 ceurx6px 2013 r. J\b996
o6esrrzqzsaHr{ro IIAn>).

12) Ceoficrsa o6esru'{eHHbx AaHHbrx.Cnoficrea MeroAoB o6egm,rqIls aHLrs..13) Merorrr o6esnz'rusauus [epcoHanbnbrx AaHHbrx. Cpannure6nrrfi aHanu3
MeroAoB o6egruqun aHr4fl..

14) Alropuru repeMerxuBalr4s.AaHHbrx n o6qerra Br4Ae.
15) @oplra*uoe onr4ca'r,re anropr.rrMa o6egnrz.runauflq

IEPEMEIII,IB AHVIfl. C TIOMOII{bIO III4 KNT4qCCKI,IX TE PECTAHOBOK.

lIAu MeroAoM

16) AHanus e$(fexuanHocrz anroprrrMa nepeMernuBalns. fIAu c
noMOIIIbIO TII4KIpIqeCKI4X nepecTaHoBOK"
17) Onpe4eleure TIoJII{rLIK 6esonacuocrr.r (lIE). flpe4craenenue fIE.18) 3alcprrrrre, orKpblTble, ru6pu4nrre rroJu4TkrKr{ rzu(foprnraquounofi 6esonacHocru.19) Mero4rr orvcartns.llE. CpanHrarensnrrfi aHann3MeroAoB onzcaHzg fIE.20) Anarzrz.recrcufi Mero,4 ou[cauns IIB.
2I) fpaQonuft MeroA onrcauus fIB.
22) O6rexrurrfi rr,rero4 onracanrag fIB.
23) Jloru.recxufi ueroA onzcanus fIB.
24) llpzrraep rpa$onoro MeroAa orrvca:rrprfl, IIE: nusyamuuft r3brK o6rexrnrx

orpaHlrqeHr.rft <Language on objects for Security constraints> (LaSCo).

s o6racrz o6egrrqzeanras lIAu (llpuras
<06 yrnep)KAeHr.ru rpe6onaHr.rft u ueroAoB rro
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2. IIK-6 - croco6Hocrb K

CO3.IIaHLIIO HOBbIX I4

coB epIIreHcTB OB aHr4ro

cyilIecTByrouHX
MOAeJrefi rr MeToAoB

Qopuzponauur
KOMTTJTeKCOB CpeACTB

rlporr.rBoAeftcrsus,
yfpo3aM xr{uleHr.r.rr

(pa3pyrreHr,rs,
rrao4ra(f zraquu)
unQoplraquu z
HapylreHr{r.
un(f oprraaqr,ronnoft
6egonacuocrrr Anf,
pa3nvrrHoro Bvr4a
o6reKroe 3aurr.rrbr BHe

3ABI{CI4MOCTI4 OT

o6nacrra r,rx

SyurquonvrpoBan:zs.

3naer:
-BO3MOXHOCTI{

cyqecrByrorqzx ruo4enefi
I{ MeroAoB (poprvruponauux
KOMnneKCOB CpeACTB

rrp orr,rB oI e itctnus yrpo3 aM

xrIrleHus (pa:pyruenrzr,
rvro4n$rzrcaquu)
uHSoprvraqura

Vrr.reer:

-CO3,[ABATb HOBbIE HOBbIX

r,r coBeprxeHcTBoBaTb
cyrqecTByroqre cpeAcTBa
rrporr4BoAeitcteufl,
HapyrrreHr,rrc

zn(f oprr,raqraonnofi
6egouacnocrrr ilrs.
pa3nr.rqHoro Br{Aa

o6:seKrog 3arIr4TbI BHe

3aBl4crrMocrrr or o6lacru
ux (pynxquoHr4poBaHlrt

Bonpocrr no
pe(fepary u
3arreTy

rrprrMepbr,
unnrocrpr{pyroIIII{e
raglaraeurrfi
reoperuuecrraft
MaTepr4an.

Bo scex ocraJrbHbx
cnyqasx acnr4paHT

flonyqaeT oTMeTKy
((He3aqTeHo))

a
J. IIK-9 - cnoco6nocrr r

CO3AAHI,Irc HOBbIX LI

coBeprrreHcTB oB aHr,rro

cyluecrByroIIIux
nno,4ereff r,r MeroAoB
OIICHKI4

e(f (fexrunnocrz
clrcreM (r<ounnexcon)
o6ecne.reHr.rs
ran(f oprraaqyr oHHofi
6e:onaurocru
o6rerroe 3arurrrbr BHe

3ABIICI,IMOCTII OT

o6racuE rax

(f ynrcrluonrap oB aHr.rt

3naer:
-ocHoBEI o6ecneqeHras
un(f oprr,raquonuoft
6esonacHocrv o6:sercros
3 arqr,rTbr BHe 3 aBr4clrMocTr4

or o6nacrrl rax

(f ynnquonupoBaHr,rr.

Vueer:
-o6Hapyxrr Barb 14 craBr{Tb
3 AI.Aqv\ C O Aep XaTrIr,r e

seo6xo.[lruocrr
r4crroJlr,3oBaHr4fl cpeAcTB

3 arrlrrrbr zsd opuaqurz.

Bonpocrr uo
pe(fepary u
3arreTy

3naer:
-cyr{ecTByrour{e
TEXHOJIOII4II

r,r4 eHru (f ur< ar\r4rr rr

ayrenru(puKarlurr
nomgoearerefi.

Yrueer:
-qerecoo6pasno
rrplrMeHf,Tb

cyrqecTB).rouve
TEXHOJIOII,III

z4euruSur<a\vuyr
ayreuru(f r.rKarlutr

norrb3oBarenefi B ?IC[ns.
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4. IIK-10 Cnoco6nocrs
K CO3.UAHT4IO HOBbIX 14

coBeprxeHcTBo B aHI,IIo

cyqecrByroulr4x
rexuororuft
z4euua(fura\LrLr Lr

ayreuru(f uKarlrrr4
rroJrb3oBarereft z
cy6:serron
un(popvraqrroHHbrx
npoqeccoB.

3naer:
-ocHoBHbre noIJsTvIg.

Teopr4r,r 3arur,rTbr

unQopnraquu.

Ypreer:
-oSuapyNz Barb Lr craBr.rrb
3AnAqU, CoAepxarqrre
neo6xonuuocru
I{CIIOJrb3OBaHrrr CpeACTB

3arqr{Tr,r rzu$ oprraaquu.

Bonpocrr no
pe(fepary z
3atlery

7. V.re6no-MeroAl{qecKoe I{ unSopruaqrroHHoe o6ecne.ren[e Ar{cq[[JrrrHr,r (Mogyrn)
7. 1. OuronHas Jrrrreparypa :

1. Kpunrorpa$ut u 6egouaurocrr qu(ppoBbrx crrcren: Yqe6soe noco6ue I fpu6yuuu
B.f., MaprbrHoB A.fI., Huronaes A.E. - Capon:@fYlI"P@tII-BHI,II43@", . - 4Il c.: ISBN. -
Tercr : eneKrpoHnrrfi. - URL: https:llznanium.com/catalog/productl950489 (rcra o6paqenvx:
01.03.2020). - PeNuu Aocryrra: no roArrrrcKe.

2. flerpeHro, C. A. llonzrurra 6egouacHocrr4 KoMrraHr.r[ npu pa6ore n ?IHreprtet I
flerpenr<o C.A., Kyp6aron 8.A., - 3-e n24., (sl.) - Mocrsa :[MK llpecc, 2018. - 397 c.: ISBN
978-5-93700-057-6. - Texcr : sneKrpoHHufi. - URL: https:llznanium.com/catalog/productl983l6I
(4ara o6parqeHnfl:0I.03.2020). - PeNnrvr Aocryra: ro noArl4cKe.

7 .2. lorlo tHrrreJrbHaq rureparypa :

1. Omz(fep, B. f. Ocnosrr cereft repeAarrr AaHHbrx : yue6Hoe uoco6ue / B. f. Ona$ep, H.
A. Orz(fep.-2-e I{3A.-Mocrna: I,IHTVI,IT,2016.-219 c. 

-Telccr: 
oneKrpoHysfr.ll Ilast

: sneKrpoHvo-6u6nuoreqHar cr{creMa. - URL: https://e.lanbook.com/book/100346 (tara
o6paqeuzx : 01 .03.2020). - Pe>rulr Aocryrra: Artx aBroprz3. rroJrb3oBarelefi .

2. flocrpoeHue KoMMyrlIpyeMbrx KoMlbrorepurrx cerefi : yre6noe noco6ne / E. B.
Cuupuona, VI. B. Eacraxon, A. B. Ilponerapclcufi, P. A. @eAoro 2-e us1. - Moclcsa :

UHTYVIT, 2016. - 428 c. - Texcr : oneKrponnrrfi ll IIaw, r oneKrpoHno-6u6nuoreqHa{
cl4creMa. - URL: https://e.lanbook.com/book/100370 (4ara o6paqeuur: 01.03.2020). - PeNr.rrra

AOCTyrra: Anfl aBTopr,r3. froJrb3oBarelefi .

7 .3. Vlur epu er-p ecyp cbr
1. Znrepuer pecypcbr Academy Cisco http:llnetacad.com

7.4. Conpeueunrre npotfeccuoHaJrbHr,re 6asrr AaHHbrx v unr[opuaqrroHubre
cIIpaBorrHble crrcTeMbI:

Bagu rauurrx
r Institute of Electrical and Electronics Engineers, Inc (IEEE)

https ://ieeexplore. ieee. org/Xplore/home j sp?reload:true

o MEXBY3OBCKAT 3JIEKTPOHHAT

o HAUI4OHAJIbHAT3IIEKTPOHHAT

BI4BJII,IOTEKA (M3E) https ://icdlib.nspu.nr/

EI4EJII4OTEKA https ://rusneb.rul

Cnpanovnax npaBoBar cucreMa Koncylrranrflmoc

HamraenoeaHze IIO
Microsoft Office 365

htto : //www. consultant.ru/
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' "Microsoft Imagine Academy (panee Dreamspark):MS Visual Studio, MS SeL Server,oC
cerraeftcrna MS Windows,MS Visio, MS project"

7'5' Irepevens unSopMaIII{oHHbIx rexHoJroruft, [cuoJu,3yeMr,rx flprr ocyqecrBJreHr{rr
o6par onareJrr,Horo rpoqecca rro Ar{cqu[nnne (uogyJrro)

eMynflrop cerefi packetTrac er.nepcux 7 .x;
oMynrrop cereff GNS3 2.*
oMyJrrrop cerefi eNSp 1.3.*
rr{repBr.r3op Oracle Virtual Box 5.x
nnarlpopva Anr eneKTpoHHOfo o6yrenzx Microsoft Teams

Znrepner, Aocry[ n unQoprrnaquonno-o6piBoBareJrbHyro cpeAy TronafV, BKnroqarouyrcn ce6-{ Aocryrl r yue6HuM IIJIaHaM z paSourarvr [porpaMMaM, K t43AaHr,rrM oneKTponnof
6u6ilaore.*rofi cr,rcrenrrr.

7 .6. VIcr o'rHrrKrr [f nrepuer :

1. (DCB Pocczu [SnexrponHrrfi pecypc]. - Pexan Aocryrra: http://fsb.ru (tam
o6parrlenux 0I.02.2020);

2. OCT3K Poccaz [3nerrpoHuufi pecypc]. - Pexzrra .4ocryra: http://fstec.ru
(4ara o6parqenzs 01 .02.2020).

8. IrepeueHr rln0opMallrrouHbrx rexHoJrorzfi , zcuoJrb3yeMbrx [p,a ocyuecrBJreHr.ru
o6paronareJrbHoro trpoqecca rro AucqurrJrvHe, BKrroqaq ueperregr, rrporpaMMHoro
o6ecne'renua u nnQopMarlr{oHHbrx crrpaBoqHbrx crrcreM.

o Ceo6o4HopacnpocrpanfleMas.crrcreMaBr,rpryanrl3aquuVirtualBox;
o Oneparlr4oHHar cr{creMa Linux;
o Cno6o4uopacnpocrpausenrrftrpoKcr4_cepnepSeUID;
o cno6ognopaclpocrpaH.rreMoenporpaMMHoeo6ecue-re'Ve 

Ans.
opfaurzsarlrrrBLrpryurbHbrx qacrHbrx cerefi OpenVpN;

t Cno6o4nopacnpocrpaHssMascrrcreMao6uapyNeur,r.rrBTop)(euuft Snort;t Ceo6o4no pacrpocrpanser4rrfi cepBep y4andi+roro locryrra OpenSSH.

9. Texnu'recKlre cpeAcrBa tr MareprraJrbHo-TexHr{qecKoe o6ecue.renrre Arrcqu[J1rHbr.
IJI,[ rpaKTI'IqecKI4x sattsrufi. ueo6xo4r.ruo Harr.rqr4e KoMnbrorepHoro KJracca,

o6re4uHeHnoro B JIoKanbHyIo Brlr{[crnTenbHyro cerb. Ha KoMrrbrorepax AonxHbr 6urr
ycraHoBneHbl cepBepHble Bepcl4l{ ouepaquonuofi ct{creMbr (OC) Linux (n KaqecrBe
iulbrepHarl4Bbr rlpeAycMarpl4Baerct pa3BeprbrBaHrre OC e paMKax Br.rpryanbHrx rraauuu). B
KaqecrBe KoMMyHt4KaIIrIoHHofo o6opy4onauux Moryr I{crronb3oBarbefl. KoMMyraropbr,
rlo3Bontlorlue opraHv3oBarb VLAN. Xelareltso Hanrlque Maprxpyrrl3aropa, a raKxe Aocryrrae rro6anrH).Io Bblq[cnareJlrH]ro cerr ?InrepHer. B qenrx coxpaHeHrzs pe3ynbraron pa6oru
xeJlarerbHo, vto6u aclnpaHTbl I4MeJIIT npz ce6e Hocr,rreJrlr unQoprvraqur,r (flash-uaronvrelu).


