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O0bem quCcHUNJIMHBI (MOAYJIsi): 8 3.€.

dopma nNpoMeKyTOUHOM aTTecTanum: nuddepeHIIpoBaHHbIN 3aueT (5 cemecTp), 9k3aMeH (6
ceMecTp).
Hesan 1 33124 0CBOEHM S JUCUMIIJIMHBI (MOXYJISA)

VYyeOHast AUCUUIITNHA «AJMUHUCTPUPOBAHUE ONEPALIMOHHBIX CUCTEM) 00ECIIeunBaeT
nproOpeTeHNe 3HAHUI U YMEHHI B COOTBETCTBUU C TOCYIAPCTBEHHBIM 00pa30BaTEIbHBIM
CTaH/IapTOM.

OCHOBHOU ENBIO TUCIUTUTHHBI «AMUHUCTPUPOBAHUE OTEPAITMOHHBIX CUCTEM)
SIBJISIETCSL M3JI0’KEHNE OCHOBOIIOIATAIONTNX TPUHIIUIIOB aIMIHUCTPUPOBAHUS OTIEPAIIIOHHBIX CUCTEM
(OC) u mpumepoB peanu3anuu Mo J00HBIX METOIOB HA MTPAKTHKE.
3aa4yn TUCHUIUIMHBI «AMUHUCTPUPOBAHUE OTEPAIIIOHHBIX CUCTEMM:
*  JIaTh IpeacTaBiieHne 00 OCHOBHBIX 3a1auax aaMuHucTpupoBanus OC U MeToax UX pelieHus;
* Hay4uTb UCIOJIB30BaTh BCTpoeHHBIE cpencTBa OC i pemieHus 3aaa4 aIMUHUCTPUPOBAHUS
OC.
Ilnanupyemblie pe3yJibTAThl OCBOEHUSI
B pe3ynbraTe 0cBOCHUS NUCHUTUIHHBI O0yUJaIONIUIICS OJKEH 00I1a1aTh CISTYIOIIMHI
KOMIICTCHITHSIMHU:

OIIK-15. Cioco6eH oCcymecTBIATh aIMUHACTPUPOBAHUE U KOHTPOJIb PYHKITMOHUPOBAHKS CPEACTB
U CHCTEM 3allluThl HH(GOPMAIIUU aBTOMATHU3UPOBAHHBIX CUCTEM, HHCTPYMEHTAIbHBII MOHUTOPUHT
3aIUIIEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM.

B pesynbpTare nuzydeHus: JUCIUTIINHBI CTYACHT JIODKCH:
3HATh:

* OCHOBHBIC 33/1auu U QyHKIHH anMuHECTpaTtopa OC;

* 3HaTh TUMbI, Bepcun u peaakiuun OC Windows, Linux, Unix;

*  OCHOBHBIC HHCTPYMEHTAJIbHBIC CPEJICTBA, PUMEHsIEMbIC ITPH aagMUuHUCTpUpoBanuu OC
Windows, Linux, Unix, BKtouast cpencTBa ooecnedeHus: 0€301macHOCTH;

* 3HATh OCHOBHBIC KOMaH/bI, TpUMeHseMble Tpu anMuHUCTpupoBannu OC Windows, Linux,
Unix;

*  OCHOBBI Pa3pabOTKH CIICHAPHEB;

* 0azoBsbIe 3a7auu 110 obecrneueHnto 3amuThl OC, BEIMUCIUTEILHBIX pecypcoB DOBM u naHHbBIX;
0 ocHOBHBIE PJIEKTPOHHBIC PECYPCHI O TeMe Oe3omnacHoro aamMuauctpupobanust OC.

*  BBINOJHATH YCTaHOBKY U KoHpurypupoBanue OC Windows, Linux, Unix;

*  BBINOJHATH 334U 110 yrpasieHuto nojb3oBaresssMu B OC Windows, Linux, Unix;

*  BBINOJIHATH 33/1a4M 110 YIPABJICHUIO 3artoMuHatomumMu yerpoiictBamu B OC Windows, Linux,
Unix;

*  BBINOJIHATH 33/1a4H 110 OTPAHUYCHHUIO JIOCTyNa K 0ObekTaM (aiinoBoii cuctemsl B OC
Windows, Linux, Unix;

*  KOH(MUTYpHUPOBATh U AAMUHUCTPUPOBATH OCHOBHEIE ceTeBbIe clykO0b1 B OC Windows, Linux,
Unix;



*  BBINOJHATH PE3EPBHOE KOMUPOBaHUE U BoccTaHOBIeHHE NaHHBIX B OC Windows, Linux, Unix;
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*  KOH(UTypHUpOBaTh U OOCIYKUBATh OCHOBHBIE cepBUCHI Oe3onacHocTu OC;
*  ONpEeneNsATh PECypChl, MOAIEKAIINE 3AIINUTE;
* paboTaTh ¢ TEXHUYECKOM JINTEPATypol U CHEHUATN3UPOBAHHBIMH SJICKTPOHHBIMH PECYPCAMHU.

BIaACTh.

* HaBblkamu 0a3oBoro agmuuucTpupoBanust OC Windows, Linux, Unix;
*  HaBBIKAMH PabOTHI B KOMaHIHON CTPOKE;

* HaBBIKAMU HAIMCAHUS U BBIOJIHEHUE aIMUHUCTPATHBHBIX ClIcHapueB; [ HaBbIKaMu TIOCKa
TEXHUYECKON MH(pOpMAITHH.

Kpartkoe cogep:xxanue tucuumjimabl (MoayJsi) Tema

1. Beenenue B anmunuctpuponanue OC.

Tewma 2. bazoBbie nHCTpYMeHTHI aaMuHUCTpUpoBanus OC Windows.

Tema 3.Ynpasienue okaibHbIMU TOJb30BaTesiMu B OC Windows.

Tewma 4. YrpaBneHue JUCKOBBIMU PECYpPCaMU.

Tewma 5. CereBbie mapametpbl B OC Windows.

Tewma 6. Cuctema JOMEHHBIX UMEH.

Tema 7. IIpoToKos AMHAMUYECKOM KOH(PUTYpAIIH XOCTa.

Tewma 8. Hactpoiika (aitioBoro cepsepa non ynpasiearnem OC Windows.

Tema 9. AnMuHUCTpUpOBaHKUE TOMEHOB B ceTsax Windows.

Tema 10. Hactpoiika ynanennoro gocryna B Windows.

Tema 11. Pe3epBHOE KONMMPOBAaHUE TAHHBIX.

Tema 12. MoHUTOpHUHT pabOTHI M KOHTPOIIb Tpou3BoauTensHOoCcTH OC Windows.
Tewma 13. ABromatuzanus 3ana4d anmuaucTpupoBanus B OC Windows. PowerShell.
Tema 14. O6mmit 0630p Unix-like cuctem. OC FreeBSD.

Tema 15. Komannnas crpoka FreeBSD.

Tema 16. Yipanenue okainbHbIMU noJb30BatessiMu B OC FreeBSD.

Tewma 17. Yopasnenue nuckoBbimMu pecypcamu, @C UFS.

Tema 18. Orpanuuenue qocTymna K ¢ajnam U KaTajaoram.

Tema 19. CereBbie napametpsl B OC FreeBSD.

Tema 20. 3arpy3ka OC FreeBSD. Co6opka siipa, 0OHOBJICHHUE CHCTEMBI.

Tema 21. YcranoBka nporpamMmmuoro obdecrneuenust B OC FreeBSD.

Tema 22. Cepep umen noj ynpasiaenuem OC FreeBSD.

Tema 23. DHCP-cepBepa noa ynpasinenuem OC FreeBSD.

Tema 24. @aiinoBeiii ceprep noj ynpasieHuem OC FreeBSD.

Tema 25. Opranuzanus yJajaeHHOro noctyna kK cepsepy noa ynpasienneM OC FreeBSD.
Tema 26. Opranuzanus pe3epBHOr0 KONUPOBaHUS U BoccTaHOBIEHMs TaHHBIX B OC FreeBSD.
Tema 27. MoHUTOPUHT pabOTHI U KOHTPOJIb npou3BoauTenbHOCTH OC FreeBSD.
Tewma 28. O6ecnevyenue orkazoycrounBoctd OC FreeBSD.



AHHOTAIMS K PABOYEM ITPOI'PAMME JIUCLIMITJIMHBI

AHAJIM3 U VIIPABJIEHUE PUCKAMU MH®OPMALIMOHHOM BE3OITACHOCTU
Pabouas mporpamma JuIst
00yYaroImuxcs Mo CHeruaIbHOCTH
10.05.03. MudopmanronHas 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM
cnennanu3anus «be3onacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CUCTEM»
¢dbopma oOyueHus ouHast

O0beM JUCIUIINHEL: 4 3.¢.
®opma NpoMe:KYTOUHOI aTTecTanmnu: 1udpdepeHIupoBaHHbIN 3a4eT (9 cemecTp)
IInanupyemble pe3ybTAaThl OCBOCHHSA:

OIIK-5.1

[lepedeHp mIaHUPYyEMBIX PE3YyIbTaTOB 00YUEHUS 110 TUCIUILIMHE (MOAYIIIO):

3HaTh:

1) OcCHOBHBIE OTIpeIeIEHUs] K TEPMUHBI U3 00JIACTH aHAJIN3A U OLEHKH PUCKOB
nH(pOpMaIMoOHHOM 0€30MMacCHOCTH;

2) MeToauky aHann3a v OIICHKHA PUCKOB HH(POPMAIIMOHHOMN 0€30MacHOCTH;

3) [TpuHIMIBI TOCTPOEHUS U CONPOBOXKICHHS CUCTEMBI YIIPaBIEeHUS HHPOPMALIMOHHBIMU
pPHCKaMU U CUCTEMBI YIIPaBJICHHUS WH(POPMAIIMOHHOH 0€30MacHOCTHIO.

YMmers:
1) Onpenensate CyOBbEKTH M 00BEKTH HHPOPMALIMOHHON CUCTEMBI,
2) CocTaBnsiTh MOJETb YTPO3 M MOJIEITH 3JI0YMBIIUICHHHUKA;
3) PazpabaTbiBaTh MONUTUKY WH(POPMALIMOHHOM 0€3011acHOCTH;
4) AHaNM3UpOBaTh U OIICHUBATh PUCKU MH()OPMAITMOHHON 6€3011aCHOCTH;
5) BHeapsATh 1 CONPOBOXIATh CUCTEMY YIPABJICHUS HHPOPMALMOHHBIMUA PUCKaMHU

U CHCTEMY YIpaBieHHs HH(OPMAIIMOHHON 0€30MacHOCTHIO.

Bnaners:

1) HaBpikamu pa3paboTKu TOKYMEHTAIIUHA CTPATETHYECKOTO M TAKTHYECKOTO
YPOBHEN;

2) NHcTpymMeHTaMu peanr3aliuy CUCTEMBI YITpaBieHUs HHPOPMaITMOHHBIMHU

PHCKaMH 1 CHCTEMBI yIIpaBJIeHUsI HH)OPMALMOHHON 0€3011aCHOCTHIO;
3) HaBbikamu pacuéra BeTUUHUHBI prcKa HH(POPMAIIMOHHOHN 0€301MacHOCTH.



AHHOTanms K paboueii mporpaMme TUCITUTUTHHBI
Boabmmue nanubie
CrnermansHocTh: 10.05.03. MadopmarnmonHas 6€30macHOCTh aBTOMAaTH3UPOBAHHBIX CUCTEM.
Crneunanu3zanus: bezonacHOCTh OTKPBITHIX HHPOPMAILIMOHHBIX CUCTEM
YpoBeHb BBICIIET0 00pa30BaHM: CHEIUATIUTET PopMa 00yUeHHS
ouHas

O0BEM IUCIUIINHEL: 4 3.€.
®opmMa NpoMeKYTOUHOI aTTecTanmnu: 1updepeHupoBaHHblil 3a4€T (9 cemectp).
IInanupyemsie pe3yiabTaThl ocBoenus: OITK-8

B PE3YIbTAaTC OCBOCHUA NUCHUIIJIMHBI CTYACHT JOJIZKCH:
3HATb:

* TPUHIUIIBI ¥ METOJIBI XpaHEHUS U 00pabOTKH JaHHBIX OOJIBIIOTO 00BEMA;

*  OCHOBBI aJIMUHUCTPHUPOBAHUS CUCTEM XpaHEHUS U 0OpabOTKHU OOJBIINX JAaHHBIX;

* TEOPETHYECKUE OCHOBBI aHAIIN3A JAHHBIX;

* TEXHOJIOTHH, HCIIOJB3yEeMbIC B COBPEMEHHBIX CHCTEMaX XPaHEHUsI 1 00pabOTKH OOJIBIINX
JaHHBIX;

*  0COOCHHOCTH 3aIIUTH HHPOPMAIIMU B CUCTEMAaX XpaHEHUS U 00paOOTKH OOJBIITUX TaHHBIX;
yMeThb:

* 000CHOBaTh BHIOOD CTEKA TEXHOJIOTUHN JJIs1 XpaHEHHs U 00pabOTKU JaHHBIX OOJIBIIOTO 00BEMa;

*  aIMUHHCTPHUPOBATH CHCTEMBI XpaHEHUS K 00pabOTKH OOJBIINX JaHHBIX;

*  HCIOJB30BaTh TEXHOJIOTHH JJIS aHAJIN3a JAHHBIX OOIBIIOT0 00BheMa;

*  ONTHUMM3HMPOBATH BBITOJHEHHE 337a4 HAJ JaHHBIMH OOJIBIIOTO 00BEMa;

* NPUMEHATh UHCTPYMEHTapHii oOecrieueHust nH(HOPMAIIMOHHON 0€30IaCHOCTH B CUCTEMAax
XpaHeHUs U 00pabOTKH OONBIINX TAaHHBIX.

He.]'ll/l H 321244 OCBOCHHA TUCHUIIJIMHBI:

Lenb: mpuobperenue 3HAaHUN U YMEHUH B 00JIACTH TEXHOJOTHI XpaHeHHs, 00paOOTKHU U 3alUTHI
UH(POPMALIUU B CUCTEMAX OOJIBIINX TaHHBIX.

3agaun:
-00eCreYnTh OCBOCHHE OCHOBHBIX IMPUHIIMITIOB pabOTHI C JaHHBIMU B mapaaurme Big Data; -
03HAKOMUTH O0YJAIOIIMXCS C IOCTYIMHBIM CTEKOM TEXHOJIOTHIA B 00JIACTH XpaHEHUS U
00paboTKH OOIBIINX TaHHBIX;

-HayYUTh 00YJaIOUINXCS MOJIb30BATHCSI HHCTPYMEHTAPHUEM CUCTEMBI XpaHEHUsS! 1 00paboTKH

OoNBIINX JaHHBIX Ha puMmepe gpeiimBopka Apache Hadoop;
-pa3BUTH HABBIKK oOecrieueHust 6e30MacHOCTH MHPOPMAIIUU B CUCTEMAaX XpaHEHHS U
00paboTKH OOJBIINUX TAHHBIX.

Kparkoe cogepkanue AuCHUIINHBI:



JucuunianHa BKITIOYaeT 8 pa3/iesioB:

1.
. ®peitmBopk Apache Hadoop. OcHOBEI.

. BBenenue B aHanu3 TaHHBIX.

. Uudopmanmonnas 6ezonacuocts Apache Hadoop.

. @peitmBopk Apache Hadoop. I1poaBuHyTHIN YpOBEHB.

. ®peitmBopk Apache Hadoop. Cuctemsl ynpaBiienus 6a3aMu JaHHBIX.

. @peitmBopk Apache Hadoop. AnbTepHaTHBHBIE HHCTPYMEHTHI aHATN3a TaHHBIX.
. @peitmBopk Apache Spark.
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bonwmme nannsie. [Tpunnune u Texnonoruu. NoSQL perieHust.



AHHOTAILMS K PABOYEM ITPOI'PAMME JIUCLIMITJIMHBI

JIOTIOJTHUTETBHBIC TJIABbI MATEMATUKHU JJIs1 00YJarOIIUXCS 1O
CHEIHAIHOCTH
10.05.03. MudopmanmonHast 6€30MacHOCTb
ABTOMATH3UPOBAHHBIX CHCTEM
cnenuanu3anus «be30nacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX
CUCTEM»
¢dbopma oOyueHus ouHast

O0BbeM TUCIUIINHEL: 4 3.¢.
®opma NpoMe:KYTOUHOI aTTecTanmu: 1uddepeHIupoBaHHbIN 3a4eT (5 cemecTp)

I[lnanupyemMsble pe3yabTaThbl OCBOCHUS:
B pesynbpTaTe ocCBOCHHS AUCIUIUITMHBI 00YJArONTUHCS JOJKEH 00Ia1aTh CICTYIOITUMHU
KOMIIETEHIIUSAMU:

OIIK-3. CriocobeH Ha OCHOBaHUH COBOKYITHOCTH MaTE€MaTHYECKUX METOJIOB pa3padaThiBaTh,
000CHOBBIBATh M PEATM30BHIBATH MIPOLEAYPHI PELICHHS 33424 IPOPEeCCUOHATBLHOM 1A TebHOCTH
3HaTh

® COBOKYIMHOCTHU MATCMATHYCCKUX MCTOOOB

Ymeth
* pa3pabarbiBaTh, 0OOCHOBBIBATH u peaTn30BBIBATh IPOIEIYypPhl PEIICHUS
3a1a4
npohecCHOHALHOM NI TEIILHOCTH;
*  CcIocoOeH KCIOJIb30BaTh MAaTEMATHIECKHE METO/IbI, HEOOXOAMMBIE ISl PEHICHUS 33134
poeCCHOHATBLHOMN 1A TEILHOCTH;

Bnanets

*  HEOOXOAMMBIMH MAaTEeMAaTHYCCKUMU METOJaMU JJI PEIICHUS 3a/1a4 MpodeCcCHOHaTbLHOM
NEeATEILHOCTH.



AHHOTAIMS K PABOYEM ITPOI'PAMME JIUCLIMITJIMHBI

I[OHO.HHI/ITGJIBHBIG rJIaBbl MATEMAaTUYESCKON CTAaTUCTUKU
PaGouas mporpamma ist
00y4aromuxcs 1Mo CrenuaIbHOCTH
10.05.03. UudopmanmonHas 6€301MacHOCTh aBTOMAaTU3UPOBAHHBIX CHCTEM
cnienuanu3anus «be3onacHOCTh OTKPBITHIX HHPOPMALIMOHHBIX CHCTEM
dbopma oOyueHus: ouHas

O0BbeM JUCHUILINHEL: 4 3.€.
dopma npoMeKyTOUHOI aTTecTanuu: TuddepeHIpoBaHHbIN 3a4eT (6 ceMecTp)

Ilnannpyemble pe3ybTaThl OCBOECHUSI:
B pesynbpTaTe 0cBOCHMS TUCIMIUIMHBI O0YYArOIINICS JTOHKEH 001a1aTh CIEAYIOIIMMHI
KOMIIETEHIUSIMU:

OIIK-3. CnocoOeH Ha OCHOBAaHHUHU COBOKYITHOCTH MaTeMaTUYeCKHX METO/I0B pa3padaThIBaTh,

000CHOBBIBATh M PEATM30BBIBATH MPOIEAYPHI peIICHHS 3a1a4d TPO(hEeCCHOHATLHOM NeATSIIbHOCTH
3HaTh

¢* COBOKYIHOCTH MAaT€MAaTUYCCKHUX METOJ0B

YMmeTh
* paszpabarbiBaTh, 0OOCHOBBHIBATH u peanu3oBbIBAThH MPOLELYPBl PELICHUS
3ama4
npoeccroHaABbHOMN IeSATENbHOCTH;
*  cnoco0eH HCIOJIb30BaTh MATEMAaTHIECKHAE METO/IbI, HEOOXOAUMBIE JJIsl PEIICHUS 3a/1a4
npodeccnoHaABbHOM 1eSTENbHOCTH;

Bnanets

*  HeoOXOAMMBIMU MaTeMaTHYECKUMHU METOJIAMH JUI PELIeHU 3a1a4 IpoecCuOHaTbHOM
NEeATEIbHOCTH.



AHHOTanus K paboyeil mporpaMme JUCITUTUIHBI
3anuTa B ONEpPalMOHHBIX CHCTEMAX

CnenunanpHocTh: 10.05.03. MadOopMmarmonHas 6€30macHOCTh aBTOMATH3WPOBAHHBIX CHCTEM
Crnenuanu3anyst: be3onacHOCTh OTKPBITHIX HHPOPMAIIMOHHBIX cUCTEM (hopMma 00ydeHus

OYHas

O0bem qucHUNJINHBI (MOAYJIsi): 8 3.€.

dopMa NMPOMEKYTOUHOH atTecTaumu: guddepeHnrpoBanHblii 3ader (7 cemecTp), dk3aMeH (8

ceMecTp).

Hesan 1 32124 0CBOEHM S JUCUMIIIIMHBI (MOXYJIS)
VYuyebHasg aucuuIUIMHA «3alUTa B ONEPAllMOHHBIX CHCTEMax» 00ecledyMBaeT MpHOOpeTeHne
3HAaHUI U YMEHHI B COOTBETCTBUU C FOCYJapPCTBEHHBIM 00pa30BaTEIbHBIM CTaHIAPTOM.
OCHOBHOW LENbIO JUCHUIUIMHBI «3alllUTa B OINEPALMOHHBIX CHUCTEMax» SBIAETCS H3JI0XKEHUE
OCHOBOIIOJIAralOIIMX IPUHLUIIOB 3alUThl onepanuoHHbIX cucreM (OC) um nmpuMepoB peanu3anuu
NOJOOHBIX METOJIOB Ha MPAKTHKE.
3agaun AUCHUILIMHBI «3alUTa B ONIEPAllMOHHBIX CHCTEMaX»:
*  JaTb mpejacTaBieHue o0 ocHOBHBIX yrpo3ax UMb nms coBpemennsix OC;
* Hay4WUThb OLEHUBATh ypoBEHb 3auuileHHOCTH OC ¢ y4yeToM akTyaJbHBIX MOJAEIEH yrpo3 H
TpeOOBaHUI PyKOBOAALINX JOKYMEHTOB;
*  JlaTh OCHOBBI CHCTEMHOI'0 MOAX0/1a K 00ecredeHn o 6e30macHOCTH B coBpeMeHHbIX OC;
*  U3Y4YUThb CepBHCHI Oe3omacHOCTH coBpeMeHHbIX OC M Hay4uTh UCMOJIb30BaTh UX JUISl 3aUTHI

OC.

[Inanupyemble pe3ybTaThl 0CBOECHHS
B pesynpTate oOCBOEHUS AMCUUIUIMHBI OOydaroliuiics  JOJKeH o0nanaTh CIeAYIOUUMU
KOMIIETEHIIUSIMHU:
OIIK-15. Cnioco6eH ocymecTBIATh aIMUHACTPUPOBAHUE U KOHTPOJIb PYHKITMOHUPOBAHUS CPEACTB
Y CHCTEM 3allluThl HH(POPMALIUK aBTOMATU3UPOBAHHBIX CHCTEM, HHCTPYMEHTAIbHBI MOHUTOPHHT
3alMUIICHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTCM.

B pesynbprare nuzydeHus: JUCIUTIINHBI CTYACHT JTODKEH:

3HaThb:

YMETb:

OCHOBHBIE MTOHATHS U MOJIOKEHUS 3auThl nHopmanuu B OC;

ocHoBHBIE yrpo3sl b B OC;

pecypcebl, MOUIEKAIITHE 3aILUTE;

OCHOBHBIE ITOHATHS POrPaMMHO-TEXHUYeCKOro ypoBHs Ub;

TpeboBanus k ooecneyenuto Ub B OC;

OCHOBHBIE cepBHCHI Oe3omacHocTH OC, MPUHIUIBI X OpraHU3alud U CTPYKTYPY;

Metonsl odecreuenus b B OC;

nepeyeHb nporpaMMHo-Texaundeckux mep b B OC;

OCHOBHBIE pecypchl Ui morucka uHpopmanuu o6 yszsumoctoax OC;

coJiep’KaHuE IPOIECCOB CAMOOpPraHM3aIlMM M CcaMOOOpa30BaHMs, MX OCOOCHHOCTEH H
TEXHOJIOTUH pealu3alud, HCXOId M3 IeJiel COBEPIICHCTBOBAHMS MPO(eCcCHOHANBHOM
NESITENIbHOCTH;

MPOBOJIUTH aHAIN3 YIrpo3 HHPOopManoHHOM 6e3omacHocTH B OC;
MPOBOJIUTH KiTaccH(pUKaImio BO3MOXKHbIX yrpo3 Vb B OC;
o1leHuBaTh d3(H(HEKTHBHOCTH U HAJIEKHOCTH 3auuThl OC;



* HaxoauTh uHpopMaImio 00 akTyanbHbIX yrpo3ax OC, ysa3Bumoctsax OC;
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*  BBIBIIATH ci1a0ble MecTa B 3ammure OC;

*  KOH(UrypHpOBaTh BCTPOCHHbIE cepBUCH Oe3omacHocTH OC;

* TPOBOAUTH  TPOBEPKY  paboTocrmocoOHOCTH U A(P(PEKTUBHOCTH  MPUMEHSIEMBIX
MPOrPaMMHBIX, TPOrPAMMHO-ANNIAPATHRIX U TEXHUYECKUX CPEIICTB 3alIUTHl HHPOPMAIUY;

*  MPOBOAUTH UHCTPYMEHTAIbHBIA KOHTPOJb 3anuuieHnoctu OC;

*  CaMOCTOSITEIBHO CTPOWUTH TpoIecc OBIaAcHWs UHPOpMalMeld, OTOOpaHHOU U
CTPYKTYpPUPOBAHHOM JIJIsl BBIIOJIHEHUS MTPO(ECCHOHALHOM IeATEHHOCTH;

BJIQ/IETh:

* HaBBIKaMH MOMCKa M aHanu3a uHGopmaiuu o6 ysazsumoctosx OC;

* HaBBIKaMHU aHAJU3 Yrpo3 uHpopManuoHHoi 6e3omnacHoctu B OC;

* HaBbIKaMu Oe3omacHoro aaMunuctpupoBanus OC;

*  HaBBIKaMH OIIEHKH ypoBHs Oe3onacHocTH OC;

*  HaBBIKaMU UCIOJB30BaHUS CPEICTB MHCTPYMEHTAIBLHOTO KOHTPOs 3ammuinieHHocTH OC.

Kpartkoe cogep:xanue TUCHUIJIMHBI (MOZYJIs1)

Tema 1. OCHOBHBIC TTOHATHS U TTOJIOXKEHUS 3amUTh HHGopmaruu B AC.

Tema 2. Yrpossl Ub: onpenenenus, ananus u kiaccuukanus.

Tema 3. OcHOBHBIE HAIIPaBJICHUSI U METOJIbI peann3aiuu yrpo3 Ub.

Tema 4. IIporpammuo-Texuunueckue mepsl b, cepsucer Ub.

Tewma 5. TpeboBanus 6e30macHOCTH HH(MOPMAITUHU K ONIEpAIlMOHHBIM crcTeMaM Tema
6. Mojenu 6€301acHOCTH OCHOBHBIX OIMEPAIIMOHHBIX CHCTEM.

Tewma 7. bazossie cepBuce 6e3omacHocT OC Windows. Peanuzamus, koHpurypupoBanue, ya3BUMOCTH,
KOMITPOMETAIIHS, 3aIlUTa.

Tewma 8. JlonoaHuTeabHble MexaHnu3Mbl 3auThl B OC Windows.

Tewma 9. Opranuzanus 3anuiieHHoro yaaineaHoro goctyma B OC Windows.

Tema 10. Cereas 6e3onmacaocts B OC Windows.

Tema 11. Aynur 6e3omacaoctu B OC Windows.

Tema 12. BasoBbie cepBucel OezonmacHoctu B Unix-like cucrem. Peanmsanus, koHpHUrypupoBanue,
ySI3BUMOCTH, KOMIIPOMETALMs, 3alUTa.

Tema 13. JlomomHuTEeNbHB MeXaHU3MBI 3aATHI 00bekTOB @C B Unix-like cucremax.
Tema 14. llludpoBanue, kKoHTpoIb HeaocTHOCTH B Unix-like cucremax.

Tewma 15. MangaTtHas mojaensb ynpasienus goctynom B Unix-like cucremax.

Tewma 16. [ToaxnroyaemMbie MOYNIA ayTEHTU(DUKAITUH.

Tema 17. Opranusarys 3aUIMIIEHHOTO yaajaeHHoro nocryna B Unix-like cuctemax.
Tema 18. CereBas 6e3onacHocts B Unix-like cucremax.

Tema 19. Aynut 6e3omacuoctu B Unix-like cucremax.

Tema 20. O6mue pexomenganuu 1o 3amurte OC.



®r'AOY BO «TFOMEHCKUI I'OCYJIAPCTBEHHBI YHUBEPCUTET»

AHHOTAILIMSA K PABOYEM ITPOI'PAMME JUCLIATIIMHBL (MOJYJIS)

((3aI_I_II/ITa TOCYAapCTBCHHBIX I/IHq)OpMaI_II/IOHHBIX CHUCTCM U ICPCOHAJIbHBIX JAHHBIX»

CrnenunanpaocTh: 10.05.03 «MubOopManmonHast 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CHCTEM)

Ccricnuajinu3anust «be3omacHOCTD OTKPBITBIX I/IH(l)OpMaHI/IOHHI)IX CUCTEM»

dbopma oOyueHust ouHas

O0bem nucuunIMHBI (MOAYIs): 4 3a4eTHBIX eAUHML, 144 akaneMHUYecKuX yaca.

®opmMa NpoMe:KYTOYHOI aTTecTalMu: 3k3amMeH (9 cemectp).
Henau n 321244 0CBOEHMS TN CHUIITIHHBI (MOIYJIA)

VYyeOnast aucuuminHa «be30macHoCTh MepCOHANBHBIX JAHHBIX» 00ECIeUnBaeT MPUOOPETCHUE
3HaHUU U YMEHUH B COOTBETCTBHH C TOCYIapCTBEHHBIM 00pa30BaTeNbHBIM CTAaHIAPTOM.

[IporpamMma nucuuruinHbl «be30mMacHOCTh MEPCOHANBHBIX JaHHBIX» OpPUEHTHpPOBaHA Ha
JTOCTHKEHHUE CIEAYIOUIUX LIeTei:

MOJTyYeHHUS 3HaHUH O MPUHIKIIAX 00padOTKH NEPCOHANBHBIX JaHHBIX B PD;
OCBOEHHE METO/I0B U CIIOCOOOB IMMOCTPOEHUS CUCTEMBI 3aILUThI IEPCOHAIBHBIX JaHHBIX.

I[JBI JOCTHXKCHUA MMOCTaBJICHHOMN e NpeaAyCMOTPCHBI CIICAYIOMUC 3a1avYu:

M3YYUTh OCHOBHBIE HOPMATHUBHO-IIPABOBBIE aKThl B 0OJACTH 3alIUTHl NEPCOHATBHBIX
TAHHBIX ¥ 00J1aCTH X MPUMEHEHUS;

U3Y4YHUTh aJITOPUTMBI KJIacCH(PHUKAIUK HHPOPMAIIMOHHBIX CUCTEM ITEPCOHANBHBIX JJAHHBIX;
HAYYUTh 00YYaIOUINXCS CTPOUTH MOJIETTH HApYIIUTENS U yrpo3 0€30MacHOCTH HH(OPMAIIIH;
chopMHUpPOBaTh Y OOYYAIOMIETOCS HABBIKH MPABUILHOTO 0OOCHOBAHHOTO BBIOOpa MEp IO
3amuTe HHPOPMAIMK M apTYMEHTUPOBAHHO MCKITIOYATh HE TTOIXOAAIINE

Hay4YuTh OOYYArOIIMXCs pa3pabaThiBaTh MPOEKT CHCTEMBl 3allUThl HWH(POpMaIUH,
oOpabaTbiBaeMoil B HH(OPMAIIMOHHBIX CUCTEMaX MEPCOHATIBHBIX JAHHBIX.

IInanupyemMble pe3yJbTaTbl 0CBOCHHS
B pesynpTare OCBOEHUS AMCUMIUIMHBI OOydaroUmIMiics  JOJDKEH 00JanaTh CIEAYIOUIMMU
KOMIIETEHIIUSMU:
OIIK-17: Cnoco0OeH aHamM3upOBaTh OCHOBHBIE 3TAMbl U 3aKOHOMEPHOCTH HCTOPHUUECKOTO PAa3BUTHUS
Poccun, ee MecTo M posib B KOHTEKCTE BCEOOIEH HCTOpUHU, B TOM 4uCle AT (GOPMHPOBAHUS
rpakJaHCKON MO3ULIUYU U PA3BUTHS NAaTPUOTU3MA

B pesynbpTare nuzydeHus: UCIUTIINHBI CTYACHT JIO/DKCH:

3HaThb:

HOpPMAaTHBHBIE TTPaBOBBIC aKThl Poccuiickoit denepamnuu B 001acTu 00pabOTKHA U 3aITUTHI
NEPCOHATBHBIX JAHHBIX, UX COJEpKaHHUE, IPEIMET PEryIUPOBaHuUs U chepy NIPUMEHEHUS;
OCHOBHBIC TIOHATHS, TEPMHUHBI W ONpeaeNeHUs B 00JacTH 0OpadOTKHM U 3aIlUTHI
MEPCOHANBHBIX JaHHBIX;

OTE€YECTBEHHbIE HOPMATHUBHO-IPABOBBIE AKThI, METOIUYECKUE JOKYMEHTHI M CTaHIAPTHI B
o0acTy 3auThl HH(GOPMAIIUU U 3aIIUTHI TIEPCOHATBHBIX TaHHBIX;

cyliecTBymomue 0a3bl 3HAHUNH M WH(GOPMAIMOHHBIE CHUCTEMbl HOPMATHBHBIX IPABOBBIX
akToB PD;



YMETb:

MIPaBOBbIE OCHOBaHUS 00PaOOTKHU MEPCOHATBHBIX JTaHHBIX;
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HE0OXOIMMBIEC TTapaMETPhl U XapPAKTEPUCTUKUA UHPOPMAITMOHHON CHCTEMBI MTEPCOHATBHBIX
JaHHBIX, HEOOXOJWMbIe [UJIsl OmpeAeNeHus TpeOyeMoro ypoBHS —3allUIIEHHOCTH
MIEPCOHANBHBIX JaHHBIX;

OCHOBHBIE YTPO3bI OE30MACHOCTH MEPCOHATBHBIX TAHHBIX;

COCTaB M MPHUHIUIBI HAMUCAHUS OPTaHU3AlIMOHHO-PACTIOPSIUTENbHON TOKYMEHTALUU TI0
3amuTe nHpopMaIuu;

CrocoObl HCIOJB30BaHUS M 0003HA4YECHHS TpeOOBaHWUN 1O 3amuTe HWHOOpPMAIUU B
OpraHHU3alOHHO-PACTIOPSAUTEILHON JOKYMEHTAINH;

MpaBmWIa pa3pabOTKHU TEXHUYIECKOTO 3aaHus Ha cozanue AC B 3alIUIEHHOM UCTIOJTHEHHH;
MpaBJIa pa3pabOTKH TEXHUYECKOTO MTPOEKTa Ha CO3JaHHE CUCTEMBbI 3aIUThI TEPCOHANBHBIX
JaHHBIX;

HeoOxoaumeble 11 HanucaHus qokyMmeHToB HITA u TOCThwr;

HopMaTuBHble U Meroauueckue n0KymMeHTbl DPCTOK Poccum u ®Cb Poccum 1o
MOJICIIMPOBAHUIO HAPYIIUTENS U yrpo3 0e30macHoCTH HH(pOpMaIuy;

METOJIMKY OIpeieseH!s] Yrpo3 0e30MacHOCTH MEPCOHAIbHBIX JaHHBIX B COOTBETCTBUH C
TpeOoBaHUSAMU 3aKOHOAaTEIhCTBA PD;

OTE€YECTBEHHbIE HOPMATHUBHO-NPABOBBIE AKThl U METOAMYECKHE JTOKYMEHTHl B 00IacTu
3amuUThl HHHOPMAIIUU M 3aIUTHl IEPCOHANBHBIX JAHHBIX, ONUCHIBAIOIINE TPEOOBAHUS U
MEpBbI TI0 3aIUTE MEPCOHANBHBIX JAHHBIX;

MEeTOJIMKY (opMHpOBaHHUS HAOOpa OpPraHU3allMOHHBIX U TEXHUYECKUX Mep IO 3alluTe
nH(popManuu,

OCHOBHBI€ KJIACChl U XapaKTEPUCTUKHU CPEACTB 3alUThl UH(POpMALIHH;

MpaBWJIa MOA00pa CPEACTB 3alIUThl HHGOPMAITUU ISl 00ecTieYeHUst HEOOXOIMMOTO YPOBHSI
3aIUIIEHHOCTH NEPCOHATIbHBIX TaHHBIX.

MIPUMEHATh HOPMATHBHBIC MTPaBOBbIC akThl Poccuiickoii denepannu B 001aCTH 00pabOTKH
Y 3aIUThHI IEPCOHANBHBIX JTAaHHBIX TSI KOHKPETHBIX 33724 M CUTYaIluil B 00JIaCTH 3aIUTHI
uH(pOpMaINH;

MCIOJIb30BaTh CPEJCTBA Morcka nHdopmanuu B cetu HTepHeT;

UCIOJIb30BaTh CIEIUANbHbIE HHPOPMAIIMOHHBIE CHCTEMBbI, 0a3bl 3HAHUN M DIEKTPOHHBIC
OMOIMOTEKH JUISI TOMCKA M pabOThI C HOPMATHUBHBIMU ITPABOBBIMU JIOKYMEHTAMH,
OCYIIECTBISTh MOA0OpP W aHAIM3 HOPMATHUBHBIX MPABOBBIX JTOKYMEHTOB W HWH(OpMammu
HEOOXOIMMBIX JUIsl pelIeHHs] KOHKPETHBIX 3a7ad 1Mo o0paboTKe U 3alluTe MepPCOHATbHBIX
JaHHBIX;

onpeaensaTh TUM 00pabaThIBAEMBIX MEPCOHANBHBIX ITAaHHBIX W MPABOBBIE OCHOBAHUS HX
00pabOTKU M XpaHEHHUS;

OTIPECIATh YPOBEHb 3AIIUIICHHOCTH IEPCOHANBHBIX JaHHBIX TpH UX 00paboTke B
MH()OPMAIIMOHHBIX CHCTEMaX MEePCOHATBHBIX TaHHBIX;

MOCTPOUTh MOJIENIb HApYyIIUTENs W MOJeNb Yrpo3 HHPOPMAIMOHHON O0e30MmacHOCTH
MEePCOHANBHBIX JaHHBIX;

pa3pabaTrbIBaTh MPOEKTHl OPraHU3ALMOHHO-PACIOPIUTENBHON JOKYMEHTAIMH 110 3aIUTe
MEPCOHANBHBIX JaHHBIX;

pa3pabarbiBaTh MPOEKTHl TOKYMEHTOB TexHHWYeckoe 3aJaHue U TeXHUYEeCKHil MPOeKT Ha
CO3/IaHH€ CUCTEMBbI 3alIUThI IEPCOHANIBHBIX JaHHBIX;



* OCTPOUTH MOJIENb HAPYIIUTENs] U MOJAETb yrpo3 HHGOPMAIMOHHON O0€30MacHOCTH
MEePCOHANBHBIX JTaHHBIX;

* ¢opmupoBaTh HaOOp TpeOOBaHMI MO 0OECTIEUCHUIO O€30TTaCHOCTH MEPCOHANTBHBIX JAaHHBIX;
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* (opmupoBaTh HabOp M OMPEIENATH COCTAaB OPraHU3ALMOHHBIX M TEXHUYECKHUX MEp IO
3aIUTE MEPCOHATBHBIX JTaHHBIX;

*  OCYHICCTBIIATH OJ00P CPEACTB 3alUTHI HHGOPMAIIHH;

* Oomnpe€aciIaATh COCTaB KOHTPOJBHBIX H IMEPUOANYECCKHUX MepOHpI/ISITI/Iﬁ no IMmoAACPIKKE
peaHH3OBaHHOﬁ B CUCTEMC 3aIIUTC MIEPCOHAIBHBIX JAHHBIX ITOJIUTUKH 0€30IaCHOCTH.

Kpatkoe cogep:xanue TUCHUIJIMHBI (MOZYJIs1)

Tema 1. 3akOHOIATENHCTBO O 3AIIUTE MEPCOHATBHBIX TAHHBIX

Tema 2. IHopMaIIOHHBIE CUCTEMBI TIEPCOHATBHBIX TAHHBIX

Tewma 3. OGcnenoBanne HHGOPMAITMOHHBIX CUCTEM

Tema 4. Mogenp HapymmTes 0€30MacHOCTH MTEPCOHABHBIX TaHHBIX
Tema 5. Moaens yrpo3 0€30MacHOCTH EPCOHATBHBIX JaHHBIX

Tema 6. Onpenenenue coctaBa TpeOOBaHUHN M MEp MO 3aLIUTE MEPCOHANBHBIX TaHHBIX Tema
7. MeponpusTus 1o 3aliuTe NePCOHATBHBIX JaHHBIX



AHHOTALIMSA K PABOYEN ITPOI' PAMME JUCIIUIIJIVHBI
3amuTa HHGOPMAIUHU OT YTEUKHU M0 TEXHUYECKUM KaHajam
10.05.03. MadopmanronHast 6€30MacHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM
cnennanu3zanus «be3onacHOCTh OTKPHITHIX HHPOPMALIMOHHBIX CHCTEMY opMa
oOyuyenust ounasi O0beM TMCHUILUIMHBI: 4 3.¢.

Dopma MPoMeKYTOUHOI aTTecTanuu: sxK3ameH (7 cemecTp)

IInanupyemble pe3yabTAaThl OCBOCHHSA:

B pE3YyIbTaTC OCBOCHUA OUCHHUIIJIMHBI OGy‘I&IOH.IHfICH JOJDKCH 06J'IaI[aTb CJICOAYIOIUMHA

KOMIICTCHIIUAMU

OIIK-4. CriocobeH aHamu3upoBaTh (PU3UUECKYIO CYITHOCTH SIBJICHUH M IMPOIECCOB, JICKAIIUX B
OCHOBE ()YHKIIMOHUPOBAHUS MUKPOAJIEKTPOHHON TEXHUKU, TPUMEHATH OCHOBHbIE (PU3NYECKHUE 3aKOHBI

¥ MOJIEIIU JUTsl pelIeHus 3a/1a4 TPpo(ecCHOHATbHON ACSITEIIBHOCTH

3HaTh:

- OCHOBHBIC HOPMATHBHBIE MPABOBBIC AKThl B 00JaCTH MH()OPMAITMOHHON
0€30MaCHOCTH M 3allUThl MHPOpPMALUHU, a TaKKe HOPMATUBHBIE METOAMYECKHUE

nokymeHTsl ®Ch
Poccun, ®CTOK Poccun B maHHOM 00J1aCTH;

- TEXHUYECKHUE KaHaJbl yTeUKH WH(GOpPMAIMU, BO3MOKHOCTH TEXHHUYECKUX
pa3BeIoOK, CIIOCOOBI M CpEeACTBA 3aIUMTH MHPOPMALUU OT YTEUKH MO TEXHHUYECKUM
KaHaJlaM, METO/Abl M CpPEACTBa KOHTPoJd 3((PEKTHUBHOCTH TEXHUYECKOM 3alUThI

UHPOpPMALIUU; YMETb:

- aQHAJIM3UPOBATh U OLEHHUBATh Yrpo3bl MH(OPMALMOHHOW Oe30macHOCTU

00BEKTa;

- OPUMEHSTh OTEYECTBEHHbIE M 3apyOeXHble CTaHIapThl B o001acTu
KOMIIBIOTEPHOH  0€30MacHOCTH  JJii  TNPOEKTHUPOBAHUS, pa3padOTKM M OLEHKH

3alMMIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM;

- MMOJIb30BAaThCsl HOPMATUBHBIMU NOKYMCHTAMH IIO0 3alIUTC HH(bOpMaHI/II/I;

BIIAJICTh!
- HaBBIKAMU pabOThl C HOPMAaTUBHBIMH [IPABOBBIMU aKTaMH;
- METOJaMH M CPEJICTBAMH BBISIBIIEHUS YTPO3 0€3011aCHOCTH;
- METO/IaMHU TEXHUUECKOW 3alUThl HH(POPMAIIUH;

- MeToaaMu GOPMHUPOBAHUS TPEOOBAHUH TTO 3aIUTe HHPOPMAIIHH;

- METOdaMH pacuera u KOHTPOJIS IOKa3areliei
TEXHUYECKON 3aIlUThI
nHpopManuu;
- METOJMKaMU TPOBEPKHU 3aLTUIICHHOCTH OOBEKTOB MH(MOpPMATHU3AlUMKA Ha
COOTBETCTBHE TpPEOOBAaHUSAM HOPMATHUBHBIX JOKYMEHTOB; - mnpodecCuoOHATBHOU

TEPMHUHOJIOTHUEH.



AHHOTAIMS K PABOYEM ITPOI'PAMME JIUCLIMITJIMHBI

3amuTa KOPIOPaTUBHBIX CETEH ISl 00YJArOIIMXCS TI0 HAIPaBICHUIO
MOATOTOBKH (CIEIUATEHOCTH)
10.05.03 MuadopmarmonHas 6€30mMacHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM
[Ipoduns: be3onacHOCTh OTKPHITHIX HHPOPMAITMOHHBIX cUCTEM (hopMa
oOy4eHHsT OuHas
Cnenunanurer

O0beM TUCHUIINHEIL: 8 3.€.

®opma NpoMe:KYTOUHOI aTTecTanmnu: 1uddepeHupoBaHHbIi 3auet (7 cemecTp), oK3ameH (8
ceMecTp).

Ilnanupyemblie pe3yabTaThbl ocBoeHus : OITK-
12,13

B pesynbrare nuzyueHus TUCHUILIMHBI CTYACHT J0KEH:
3HaTh:

*  OCHOBBI IPOCKTHPOBAHUS M PabOTHI 0€30IMaCHBIX KOMMYTHUPYEMBIX CETEH;

*  OpraHU3alUIO M PaCcIpPOCTPaHEHHE BUPTYaJIbHBIC JIOKAIBHBIC CETH;

*  OCHOBBI 0€30MACHON MapIIPyTH3AIMH MEXy CETMEHTAMU BHYTPH KaMITyCHOU CETH;

*  OCHOBBI 0€30ITaCHOCTH KOMMYTHPYEMBIX ceTel Ha ypoBHE pacnpenenenus (distribution);
*  OCHOBBI 0€30ITaCHOCTH KOMMYTHPYEMBIX CETEeH Ha YpPOBHE JIOCTYIa (access);

YMmers:

* HACTpaWBaTh IOPTHI KOMMyTaTOopa A noaxkiaoueHus WI-FI-rouek nocryna;

* IPOEKTUPOBATh U HaCTpauBaTh Mapuipytuszanuio Mexxay VLAN;

*  yIpaBJATh O€CIPOBOIHBIM KOTPOJLIEPOM;

*  KoH}Urypuponartb npotokonsl FHRP;

* HAcTpauBaTh IPOTOKOJIBI KJlacca Spanning Tree;

* INPUMEHATH TEXHOJIOTUU OTKa30yCTOWYUBOCTH, BEICOKON JOCTYITHOCTH U MOHUTOPHHIA
0€30I1aCHOCTH KOMIIBIOTEPHBIX CETEH.



AHHOTanms K paboueii mporpaMme TUCITUTUTHHBI
Kpunrtorpadguyeckue npoTokoabl
CrnenunanpaocTb: 10.05.03 NHpOopManmonHas 6€30macHOCTh aBTOMaTU3UPOBAHHBIX CHCTEM
Crnenmanu3anus: be3onacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX cucTeM (opma 0OydeHHs
O4YHas

O0BEéM IUCIUIVINHEL: 4 3.¢.

dopma npoMe;KyTOUHOM aTTecTamum: nuddepeHImpoBaHHbINA 3a4€T (8 cemecTp).
Ilnanupyemblie pe3yabtarbl ocBoeHus: OIIK-10

3HaTh:

*  OCHOBHBIE THIBI KPUOTOrpaUUECKUX MPOTOKOJIOB U X CBOMCTBA,
* kpunrorpaduvyecKue CTaHIapThI,
*  THUIOBbIE KPUNTOTPaPHUECKUE TPOTOKOIBI 1 OCHOBHBIC TPEOOBaHMS K HUM;
*  OCHOBHBIE CXE€MbI IU(PPOBO MOANHUCH;
*  MPOTOKOJIBI HIEHTU(DUKALINH;
* IPOTOKOJIBI IEPEAAUN U PacIpeleleHUs] KIIIOUeH;
YMETb:

*  HCIIOJIb30BaTh CHMMETPUYHBIC U aCHMMETPHUYHbIC MIN(PHI CUCTEMBI [T TOCTPOCHHS
KPUNTOTpapUUECKUX MTPOTOKOJIOB;

*  (opMynHpoBaTh CBOWCTBA 0€30MAaCHOCTH KPUNTOTPahUIECKUX MPOTOKOJIOB;

*  TIPOBOJAUTH CPAaBHHUTENBHBIN aHAIN3 KPUNTOTPahUIECKUX MPOTOKOJIOB, PEHIAIOIINX CXOIHBIC
3a/1a4H;

BIaACTh.

*  KpUNTOTpapHUUECKON TEPMUHOIOTHEH;

*  HaBBIKAMHU MTPOrPaMMHOI peanu3ali KpUrnrorpapuyeckiux mpoToKoJIOB;

*  HaBBIKaMH OIEHKH 3(PHEKTUBHOCTH MPOTOKOJIA;

*  CcHOCOOHOCTBIO YUTATh U IOHUMATh HAYYHYIO M HHKEHEPHO-TEXHUUYECKYIO JTUTEPATypy IO
KPUNTOTpagpuuecKUM MPOTOKOJIAM, B TOM YHCIIE Ha aHTIIMICKOM SI3BIKE;

*  MPOCTEHHIMMH MOAXOJaMHU K aHAIN3y 0€30MacCHOCTH KPUNTOrpadhuyecKuX MPOTOKOJIOB.

enau 1 321244 0CBOEHMsI TUCHUILIMHBI: B UCIIMIUIMHE H3y4ar0TCsl OCHOBHBIC BUJIBI 0a30BBIX U

MPHUKJIATHBIX TIPOTOKOJIOB, TAKUX KaK IU(POBBIE MOIICH OOIIEro U CIeUaIbHOTO Ha3HAUYSHUS,
AJIEKTPOHHAS XKepeObeBKa, pa3ACICHHE CEKPETa, MOKep Mo TenedoHy, SJIEKTPOHHBIE BBIOOPHI,
SJICKTPOHHBIC NCHBI'H, KOH(bI/II[eHL[I/Ia.HBHBIG BBIYMCIICHUA, I/I,Z[GHTI/I(bI/IKaL[I/IH )41 ayTeHTI/I(bI/IKaI_[I/I}I,
YIIpaBIECHUE KIIFOYaMU.

B kauecTBe mpuKIIaIHBIX TPOTOKOJIOB paccMaTpuBatorcs cemeiictBa IPSec u SSL.
PaccmaTpuBaroTCst BOIPOCHI MOJTHOTHI U KOPPEKTHOCTH MPOTOKOJIOB, 10Ka3aTeIbCTBA UX CBOMCTB
0€30MMacHOCTH.

Kparkoe cogepxanue IuCHUIINHBI:



[Tonsite o kpunrorpaduyeckux Mnporokonax. OCHOBHBIE BHUJbI MPOTOKOJOB. [IpuMHUTHBHBIE U
NpUKIaaHble MPOTOKOIbl. [lomHoTa M KoppekTHOCTh. L{udpoBbie moanucu oOUIEro Ha3HAYEHHUS.
Marematnueckass monenb. Ataku u yrposwl. [ludpossie moanucu RSA u Pabuna. udpoas
noanuch Oinb-I'amanst m cBa3aHHble ¢ Heill cxembl. Crtanmaptel DSA u T'OCT P 34.10-94.
DnIUnTHYeCKas KpuBas HaJl IOJIEM BEIIECTBEHHBIX drces 1 Haj mojeM GF(p). 3amaua nuckpeTHOTo
norapu(MUPOBaHUS HA dJUTHITHYECKOW KpuBoi. [loanuck Dnb-I"amans Ha 3JITUNITHYECKON KPUBOH.
Craamaptet ECDSA u T'OCT P 34.10-2012. I{udpoBbie mMOANUCH CIEIHAIBHOTO Ha3HAYCHUSI.
KomnektuBnass moamuck. Heorpumaemas mnoanuch. Cnenas noanuck. lloamucu co CKpBITBIM
kaHajoM. Ilpotokonsl monOpacbiBaHUS MOHETHL. CBSI3aHHOCTb U CEKPETHOCTh IPOTOKOJIA
3JICKTPOHHOM xepeOheBkH. [Ipumep mpoTokona ¢ 6e3ycnoBHOM CBI3aHHOCTHIO. [IpuMep mpoTokosa
¢ 0e3yCIIOBHOM CEKpeTHOCThIO. [IpoTokobl mpuBs3ku Kk Outy. [loHATHE O pa3merneHuu cekpera.
CosepmienHocts U uaeabHocTh CPC. Iloporoseie cxembl pazaenenus cekpera. Cxema [llamupa,
cxema bmxmm, CPC nHa ocHoBe Kwuraiickoit teopembl 00 ocratkax. CPC nmnst mpow3BoOJbHOM
CTPYKTypbl naoctymna. IIpoTokonbl KOH(PHUAEHUUANbHBIX BBIYUCICHUN. 3ajJada MUUIMOHEPOB H
npotokosnn  flo. Jlormyeckuii koHTyp. IIporokonmn GMW. IlpoTokonsl HIEHTHU(DUKALIUH.
Knaccudukanus. Tpebosanus. [laponsabie cxemsl. PasHoBuanoctn. O6nacte npuMeHeHus. CXeMbl
pyKomnoxkatus. VHTepakTUBHBIE CHCTEMBI JOKa3aTenbCTB. lIpuMep WHTEpaKTMBHOW CHCTEMBI
JI0Ka3aTeNbCTB A A3blka «KBagpaTuuHble HEBBIUETHD?. Jl0Ka3aTeNbCTBA C HYJIEBBIM pa3IIallICHUEM.
Craructuyeckas HEpa3IMUYUMOCTb, BEPOSATHOCTHAs HEPA3INYUMOCTb. lIpuMep HMHTEpaKTUBHOIO
JI0Ka3aTeiabCcTBa C HYJIEBBIM pasriamieHueM s si3bika «M3omopdusm rpadosy. IlpoTtokosnsl
uneHtTupukanu Ha ocHoBe Teopun MCJl ¢ HyneBbM pasrnamenueM. Cxemsl @uara-Illamupa,
Qaiire-Ouara-I1lamupa, [1IHoppa. Mx nmomHoTa n KoppekTHOCTh. Cxema naeHtupukamun OxkaMmoTo
U Teopema o ee yciaoBHOW croiikoctu. Cxema I'mmny-Kuckatp. Ee momHoTa M KOpPpPEKTHOCTD.
[Iporokon «Ilokep mo TenedoHy». DIEKTPOHHAS MOHETA. DIEKTPOHHBIE NEHbrH. TpeboBaHUs K
cxemaM uIeKTpoHHbIX JeHer. Cxema Illayma. IIpoTokossl ronocoBanus. YIpaBiIeHHE KIHOYaMH.
Oranbl  JKM3HEHHOTO  IUKJIA  KIOYed. 3ajaud  ympaBieHMs — KJIIOYaMH,  peElIaeMble
Kpunrorpaduueckumu cpenctBamu. LlenTpanu3oBanHas BeIpaboTka kiitoya. CoBMeCTHas BBIpaOOTKa
kiaoua. TpeGoBaHus K cekpeTHOMY Kitouy. Anroput™m (on Heitmana. Pacnipenenenue kiova npu
HAJIMYUK JIOBEPEHHOTO LIEHTpa. PacripeneneHue CEKpeTHOro Kiroda 0e3 ydacTusl JOBEPEHHOIO
nentpa. Cxemsr Wide-Mouth Frog, Yahalom. Mx ananmu3. Ilporokon Humxema-Illpenepa. Ero
aHaim3. Ilporokon Ortesd-Punca. Ero anamm3. beckmroueBoit nporokon Ilamupa, nporokon
HudpduXonnmmana u araka «YenoBek mocepeauney». [IpotuBoneiictBue 1ol atake. [IpoTokon
Hunxemalllpenepa Ha ocHOBe mdpa ¢ OTKPBITHIM KiIrodoM. LIIupokoBemaTensHoe pacnpeaeeHue
kmoueld. Crannmapt x.509. UnppactpykTypa OTKpBITHIX Kimtoueil. CepTH(QHKATBI U CIIPABOYHUKH
OTKPBITBIX KJII04el. MHOTroypoBHEBasi CUCTEMA yI0CTOBEPSIOLIUX LIEHTPOB.



AHHOTAIMS K PABOYEM ITPOI'PAMME JIUCLIMITJIMHBI

METO/Ibl U CPEJICTBA NICKYCCTBEHHOI'O MHTEJJIEKTA B MUH®OPMAILIMOHHOM
BE30OITACHOCTH
Pabouas nmporpamma s
00yJaroIuUXcs 1Mo CIeuaIbHOCTH
10.05.03. MadopmanronHast 6€30MacHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM
cnenuanu3anus «be3onacHoCTh OTKPHITHIX HHPOPMAIIMOHHBIX CUCTEM)
¢dbopma oOyueHus ouHast

O0beM JUCIUIINHEL: 4 3.¢.
dopma npoMekyTouHOM aTTecTanum: nuddeperiupoannbiii 3auet (10 cemectp)
[Inanupyemble pe3ybTaThl 0CBOCHHSA:

OIIK-8

[lepedeHb IaHUPYEMBIX PE3YJIbTATOB 00YyUEHHS 110 TUCIUITIMHE (MOIYIIIO):

3HaTh:

1) OcHOBHBIC HampaBICHHUS MPUMEHEHHUS MCKYCCTBEHHOTO WHTEIJICKTa B MH(POPMAIMOHHOMN
0€e30MacHOCTH;

2) Twumbl 3324 MAIIMHHOTO O0yYEHUS;

3) OCHOBHBIEC AITOPUTMBI MOJIEIEH MAIIMHHOTO O0YYEHHSI.

YMmerTh:

1) Beioupars mogenu MO nns pemenns 3anau Ub;

2) IlpuMeHATH HpOrpaMMHBIE HHCTPYMEHTHI M OuOnmuoTeku ans peuienus 3axady Wb ¢
IMOMOIIBI0 MeTOI0B MO;

3) dopmupoBaTh maracetbl mias oOydeHus moneneit MO; 4) OueHuBaTh Ka4eCTBO MOJCIICH
MO.

Baaners:

1) HaBeikamu moctpoenus u oOydenust moaeneit MO Ha s3pike Python c¢ ucnonbs3zoBanuem
ouomotexk NumPy, Keras, Tensorflow, Scikit-learn u ap.

2) HaBeikamu (opMHpPOBaHMSA AATACETOB U MAIIMHHOIO OOy4eHus (pa3MeTKka TEeKCTOB,
HOpMAaJTH3aIusl, CTEMMUHT, KOJUPOBAHUE U TIP.)

3) HaBbikamu OIICHKM KadecTBa MOjENIed MAIIMHHOTO OOYYEeHHS C IIOMOIINBI0 METPUK
(Matpunsl ommboK (confusion matrix), accuracy, precision, recall, F-mepsi, AUC-ROC u

Ip.).



AHHOTanms K paboueii mporpaMme TUCITUTUTHHBI
MeToabl M cpeacTBa KpunTorpaguyeckoi 3amuTbl HHGOpMAUKT
CrnenunanpaocTb: 10.05.03 NHpopMmanmonHas 6€30macHOCTh aBTOMaTU3UPOBAHHBIX CHCTEM
Crnernmanu3anus: be3onacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX cucTeM (opma 0OydeHHs
O4YHas1

O0BEéM IUCIUIVINHEL: 4 3.¢.

®opma MPoMeKYTOUHOI aTTecTannu: 1uddepeHInpPOBaHHbIHN 3a4€T (8 cemectp).
IInanupyemsie pe3yiabraThl ocBoenus: OIIK-3, OITK-10

3HATh:

*  OCHOBHBIC 33/1a41 U TIOHATHS KpUNTOrpaduu;

* TpebOoBaHUA K MH(PaM U OCHOBHBIE XapaKTEPUCTUKH MHU(PPOB;

® MOoAaeIn H_II/Iq)pOB U MaTCMaTHYCCKHUEC MCTOAbI UX MCCICAOBAHUA,

*  IPUHIUIBI TOCTPOCHUS KPUNITOTPAhUIECKUX aJITOPUTMOB;

*  KpUNTOTpagHUUECKUE CTAaHIAPTHI,

*  HUCHOJb30BAHUE KPUNTOrpAaUUECKUX CTAaHAAPTAX B HH(POPMAIIMOHHBIX CUCTEMAX;
* 0 cucremax kpunrorpaduaeckoit 3amuTsl nHGopmarmu (CK3N).

YMETb:

*  IPUMEHATH KpUNTOrpaprUecKUe aJropuTMbl Ha IPAKTUKE;

*  IPUMEHATH OTEUECTBEHHBIE U 3apyOEKHbIE CTAHJAPTHI B 00JIACTH KPUITOTPaAPHUECKUX METOOB
KOMITBIOTEPHON 0€30MacHOCTH AJIsl MPOEKTUPOBAHUA, Pa3padOTKU M OLEHKH 3allMIEHHOCTH
KOMIIBIOTEPHBIX CHCTEM;

*  OCYILECTBJIATh MPOTrPAMMHYIO peATU3aNI0 KPUNITOrpaUIeCKUX aJIrOPUTMOB;

*  TOJB30BaThCs HAYYHO-TEXHUUYECKON JIUTEPATypOi B 00JaCTH KPpUITOTpaduu;

BJIAJIETD:

*  KpUNTOTpapHUUECKON TEPMUHOIOTHEH;

*  HaBBIKAMU IPOTPAMMHON peain3aluy KPUITOrpahuyecKux alropuTMoB;

*  HaBBIKAMU HCIIOJIb30BAHUS TUIIOBBIX KPUNTOTPaPUUECKHX AJITOPUTMOB;

* HaBbIKaMu Ucnosnb3oBaHus [I9BM B ananuze npocTeldmux mudpos;

* HaBBIKAMU MaTEMaTHYECKOTO MOJIECIMPOBAHUS B KpUNITOTpaduy;

* cpenctBamu obecriedeHus: HH(YOPMAITMOHHOM 0€3011aCHOCTH;

* HaBBIKAMU OIpEJEJICHUS] BUOB U (GOpM MHPOPMALINH, [TOIBEPKEHHBIX YIpO3aM U BO3MOXKHBIX
METOJIOB U ITyT€W YCTPAHEHUS 3THX YIpo3.

Henn u 3aga4d OCBOCHUs JMCUMILUIMHBI: B Kypce WH3y4alOTCs MCTOPHUYECKHE OCHOBBI
Kpunrorpaguu M KpPUNTOAHAIN3a, OCHOBBl COBPEMEHOW CHMMETPUYHOW M aCHMMETPUYHON
KpUnrorpaguu, OCHOBHbIE KpUNTOrpapuuecKue MPUMHUTUBBI TaKue KaK CHMMETPUYHBIC IIUQPHI:
SPceru, cern daiicrens (ma npumepe 'OCT P 34.12-2015 "Marma"), XLPS-mudpsr (SQUARE,
AES, T'OCT P 34.12-2015 "Ky3Heuuk"), pe>kuMbl OJI0YHBIX M (PPOB, COOTBETCTBYIOIINE CTAHAAPTHI
FIPS u 'OCT P 34.13-2015, nmotounble cuMMeTpHuHble MU(pHI, Teopust cekperHocTH lllenHona,
TEOpHst UMUTOCTOMKOCTH CHMMOHCA, 3aIIUTHBIE KOHTPOJIBHBIE CYMMBI U X3II-(YHKIUHU,CTAHAAPTHI



SHA-1, SHA-3, TOCT P 34.10-94, TOCT P 34.11-2012, xozbl ayTeHTU(UKALIUN, ACHMMETPHUYHBIC
kpuntocuctemsl (RSA, Paduna, Dnb-I'amans, Juddu-Xsnnmana, [llamupa).

Kparkoe cogepkanue IuCHUIINHBI:

OcHOBHBIE TOHSTHS W ompezeneHuss Kpunrorpaguu. Buabl kpunrtocucreM. 3anaud, peliaeMble
MetogaMu Kpunrorpaduu. Buasl nHpopmarum, moaiexamue 3aKpbITHIO, UX MOAETH U CBOMCTBA.
YacToTHbIE XapaKTEPUCTUKU OTKPHITHIX cooOmmeHuii. Kpurepun Ha OTKpBITHIA TeKCT. OCOOCHHOCTH
HETEeKCTOBBIX cooOmiennit. Mcropuss kpuntorpadguu. OCHOBHbBIE S3Tambl CTAaHOBJICHHUS HAyKH
kpunrrorpadun. Knaccudukamnus mmdpos 3amensl. [Hudp Lezaps. [udp npocroit 3amensl. [nudp
[Tneiidepa. [Mommbuanckuii kBagpar. [udp Xwina. udp Buxenepa. YacroTHeiii ananus. Tect
Kasucku. Knaccudpukamus mmdpo nepectaHoBku. [Ipumepsl mUGpPOB MEPecCTaHOBKH U HUX
kpunroananu3. [udper ramvmupoBanus. I[ludp Bepnama. I[logxomsl k ero KpunToaHAIU3Y.
Kommosumuu mudpos. Enigma. ludp Xeitrmuua. Matematudeckas mojaens mmdpa. ATaku U
yrpo3bl mudpam. brounsie mudpsl 1 UX KIOYEBas cUcTeMa. 3aMEHbl U MepecTaHOBKHU. S-P-ceTs.
Cerp Qaiictens. [udp 'OCT P 34.12-2015 "Marma". KoneuHble KoJIbIIa M TIOJISI MHOTOWICHOB.
XLPS-mmdpsr. HIudper SQUARE, AES, I'OCT P 34.12-2015 "Ky3ueuunk". Pexumsr mudpoBanus.
I'OCT P 34.13-2015. MmuorokpatHoe mmdposanue. Kommosuius Onounsix mmgpos. Teopus
cekperHoctu Illennona. CoBepmieHHbIE MMHQPPHL. DHTPONHHHBIC XaPAKTEPUCTHKU IIH(PPOB.
Wneansaple mmdpsl. M30bTouHOCTh s3bIKA. JIOXKHBIE KIIOYM M PACCTOSHUE E€IWHCTBEHHOCTH.
[IceBnocnyuaiinbie mnocnenoBarenbHocTd (IICII). Xapakrepuctuku reneparopos IICIT (IICT).
TpeboBanus k kpunrorpaduaeckum [1CII. ITpumeps! IICT" u kpunrorpaduaeckux [ICI'. Tlorounsie
mmdpel. O6mas cxema motouHoro muppa. CHHXPOHHBIE M CAMOCHHXPOHU3UPYIOIIUECS MHUDPHI.
Peructpsl ciBura ¢ oOparnoii nmunerinoi cBs3bio (PCJIOC). IICT na ocnoBe PCJIOC. Henunelinbie
perucTpbl casura. Teopust UMUTOCTOMKOCTH CumMmoHca. MMurtanmuss W moaMeHa COOOIICHHS.
XapakTepUCTUKH HMHUTOCTOMKOCTU. COBEpIIEHHAas HMMHUTOCTOMKOCTh. 3alIUTHBIE KOHTPOJIbHBIE
cymmebl. Kpunrorpadguueckue Xsm-QyHKIUKA U TpeOoBaHUS K HUM. [1oAX0bI K MPOEKTHPOBAHUIO
xom-pynkruid. Cxema Mepkna-/lamrapna. Xsm-QyHKImn Ha OCHOBe OnoyHOro mudpa. ATtaka
JoNMChIBaHUEM B cxeMe Mepkia-/lamrapzaa u crioco0sl mpotuBocTosHus eil. Xom-¢pyakus 'OCT
P 34.11-2012. Xom-¢pyukuu SHA-1 u SHA-2. Cxema «ryOka» u SHA-3. Koabl ayreHTuduKanmum
coobmenuii. HMAC. Acummerpuunsie mudpsl. RSA, Pabuna, Dnp-I'amans. [udpossie noamnucu.
DSA uT'OCT P 34.10-94. [IpobGaema TUCKPETHOTO JIOTapru(PMUPOBAHMS HA HJUTUNITUYECKOW KPUBOH.
[Hoanucu Ha s3mmmunTryeckoit kpusoi. Ctanaaptel ECDSA u I'OCT P 34.10-2012.



AHHOTAIMS K PABOYEM ITPOI'PAMME JIUCLIMITJIMHBI

MOJEJIN BE3OITACHOCTU KOMITBOTEPHBIX CUCTEM
JUTSE 00YYArOIIUXCS TI0 CHEINATbHOCTH
10.05.03. UudopmanronHas 6€30MacHOCTh aBTOMATH3UPOBAHHBIX CUCTEM
cnienuanu3anus «be3omnacHoCTh OTKPHITBIX WH(POPMAIIMOHHBIX CHCTEM»
¢dbopma oOyueHus: ouHast

O0beM qMCUMILTUHBL: 4 3.€.
dopma nNpoMeKyTOUHOM aTTecTamum: nuddepeHImpoBaHHbIi 3a4eT (6 cemecTp)

[Inanupyemble pe3yjbTaThl 0CBOCHHSA:
OIIK-5.1

[lepedeHp TUTAHUPYEMBIX PE3YIHTATOB OOYUCHHUSI IO JUCIUTIIINHE (MOIYIIIO):
3HaTh:

*  OCHOBHBIC MOJIENIU JIOCTYIa B UH(OPMAIIMOHHOH CHCTEME;

*  MeToIbI (HOPMAITEHOTO OTIMCAHUS MOJICIH 3JI0YMBIIICHHHUKA,

*  OCHOBHBIE CITIOCOOBI (HOPMATHLHOTO ONTUCAHUS U aHAIHM3A MOJUTHK 0€30MaCHOCTH;
*  METOJbI aHAIHM3a MOJIEIIH YTPO3.

YMers:

*  peaTn30BBIBATH OCHOBHBIE MOJIENU JOCTYIA B UH(HOPMAIIMOHHOW CUCTEME;
* ($opMarIbHO OMHUCHIBATH MOJIENb 3JI0YMBIIIJICHHUKA;

* (dopMarIbHO OMKCHIBATH U AHATTU3UPOBATH MOJIUTUKY 0€30MaCHOCTH;

*  AHAJIM3UPOBATH MOJEIb YIPO3.

Brnanets:

® HaBbIKaMU pe€ajin3alliii OCHOBHBIX MOI[CHCﬁ A0CTYyIIa B HH(bOpMaHHOHHOﬁ CHUCTEMC,
® HaBbIKaMH (bOpMaJII:HOFO OIMMUCaHUusA MOACIU 3JIOYMBIIIJICHHHUKA,

HaBBIKaMU (bopMaanoro OIIMCaHHUA U aHaJIn3a ITOJIUTUK 6630HaCHOCTI/I;
® HaBbIKaMHM aHAJIM3a MOJECIN yI'po3.



®r'AOY BO «TFOMEHCKUI I'OCYJIAPCTBEHHBI YHUBEPCUTET»

AHHOTAILUS K PABOYEN [TPOTPAMME JUCLUIIIMHBI (MOIYJ1S)
«Hay4HO-IpOeKTHBIN (MCCIeA0BATEIBCKUN) CEMUHAP)
10.05.03 «MupopmarinoHHas 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CHCTEM) CIICIIHATN3aIUs
«be30MmacHOCTh OTKPHITHIX HH()OPMAIIMOHHBIX CHCTEM)

O0beM TMCUMILTHHBI (MOAYJIS): 8 3aYETHBIX €AUHUL, 288 aKaJeMUYECKUX YacOB.

®opma npoMe:KyTOUHOI aTTecTanmnu: Judpdepenmponannsiii 3auer (7,11 cemectp).
Henau n 321244 0CBOEHMS TN CHUIITIHHBI (MOIYJIA)

OcHoBHOM LECJIBIO JUCHUILIIMHBI ABJIACTCA PA3BUTUC HABBIKOB CTYJACHTA JJIsI IPOBCACHUSA
CaMOCTOSITEIbBHOW Hay9HO-HUCCIIEA0BATEIbCKON pabOTHI.

321,[[3.‘-11/1 JUCHUITIIIMHBI— 1aTh OCHOBBI.

*  DPa3BUTh HABBIKH MMOUCKA, U3y4EHUs, O0OOIICHHS U CUCTEMATU3AI[MN HAYYHO-TEXHUYECKON
nH(pOpMaIuy, HOPMATHBHBIX U METOJMYECKUX MAaTepuajoB B chepe mpodecCHOHaTbHON
NesITeNIbHOCTH;

* HAy4uTh NpaBUJIaM 0(OPMIICHUS CIIUCKA JIUTEPATYPHBIX HCTOYHUKOB;

* HaBBIKaMH MPOBEACHUS HAYYHO-UCCIIEI0BATENbCKONW PabOThl M MPUMEHEHUS! METOJ0B HayUHbIX
HcCce0BaHui B TPO(ecCHOHAILHOMN ACSITEIHHOCTH;

*  pa3BUTh HaBBIKU Pa3padOTKH HAYYHO-TEXHHUYECKUX OTYETOB, 0030POB, MyOJIUKAITUHN IO
pe3yJbTaTaM BBIIIOJHEHHBIX PadoT;

* J1aTh OMBIT MyOJIMYHOM 3aIIUTHl COOCTBEHHOTO HAYYHOT'O TPYy/a.

[Inanupyemble pe3ybTaThl 0CBOECHHS

B pe3ynbraTe 0cBOCHUS NUCUUIUIMHBI O0y4JaIOUIUiics JOJKEeH 00J1aaTh CIeayOUIMI
KOMIIETEHIIUSIMHU:

YK-1. CiocobeH ocymecTBISITh KpUTHISCKUN aHATN3 TPOOJIEMHBIX CUTYaIlui Ha OCHOBE
CUCTEMHOTO TIOJIX0/1a, BRIPA0aThIBATh CTPATETHIO JCHCTBHIA.

YK-2. CriocobeH ympapisiTh TPOEKTOM Ha BCEX ATarax €ro >KU3HEHHOTO IHUKJIA.

YK-3. CiocobeH opranu30BbIBaTh U PYKOBOJIUTH PaOb0OTOI KOMaH/IbI, BRIpaOaThIBasi KOMaHIHYIO
CTpaTeruIo AJIsl JOCTH>KEHHS TTOCTABJICHHOW LIETH.

YK-4. CiocobeH npuMeHsTh COBPEMEHHBIC KOMMYHHUKATUBHBIE TEXHOJIOTHH, B TOM YHCIIE Ha
WHOCTPaHHOM(BIX) SI3BIKE(AX ), I aKaIEMUIECKOT0 U TPO(HEeCCHOHATLHOTO B3aUMOICHCTBUSI.

YK-5. Cnoco0OeH aHanM3upoBaTh M YUUTHIBATh pa3HOOOpasue KyabTyp B Ipolecce
MEXKYJIbTYPHOTO B3aUMO/IEHCTBU.

VYK-6. CnocoOeH onpeaensTh U pealn30BbIBaTh IPUOPUTETH COOCTBEHHOM IEATENFHOCTH U
CIOCOOBI €€ COBEPILIEHCTBOBAHMS HA OCHOBE CAMOOLIEHKH U 00pa30BaHUs B TEUECHUE BCEH KU3HU.

YK-9. Cniocoben nmpruHUMaTh 000CHOBAaHHBIC SKOHOMUYECKHE PEIICHUS B PA3IUYHBIX 00JIaCTAX
KU3ZHEJCATEIIbHOCTH.

B pe3ynbrare n3yueHus: AUCUMILTUHBI CTYJEHT JIOJKEH: 3HATh!
* mpaBuiia opOpMIICHHUS OTYETA 110 KYpPCOBOM padoTe;
* mpaBwia 0QOPMIICHHUS CIIUCKA JIUTEPATYPHI; * OCHOBHBIE Hay4HbIE poOsieMsl B obnactu Ub;

YMETb:
* TIPUMEHATb METOJIbl HAYUYHBIX UCCIIEIOBaHUI B MPOPECCUOHANBHOMN AESITETbHOCTH;
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*  OCYIIECTBISITH IOUCK, U3YYCHHE, 000OIICHIE U CUCTEMATH3AINIO HAyYHO-TEXHUUECKOM
nH(pOpMaIuy, HOPMATHBHBIX U METOJMYECKUX MaTeprajoB B chepe mpodecCHoHaTbHON
ACATCIIbHOCTH, BIIaACTh:

*  HaBBIKaMH MPOBEJCHUS HAYYHO-HCCIIEIOBATEIBCKON pabOTHI;

*  HaBBIKaMH pa3pabOTKM HAYYHO-TEXHUYECKUX OTUETOB, 0030pOB, MyOJIMKAINH 110 pe3yIbTaTaM
BBITTOJIHEHHBIX paloT.

Kparkoe conepxkanue 1ucuunJInHbI (MOIYJIst)

1. AxrtyanpHbIC MPOOJIEMBl U HAYYHO-UCCIIEIOBATEIbCKHUE 3a1a4u B o0acTu b
[TpesenTauust u 00CyXA€HUE TEM ITPOEKTOB
[Touck u cucremarusanus HaydHou nHpopmaluu. Pabota ¢ muteparypoid.
[IpencraBnenue u 06CykI€HUE JIUTEPATYPHOTO 0030pa MO TEME MPOSKTa
[ToaroroBka HAy4YHO-TEXHUYECKOTO OTYETA
[Ipe3enTanus u 00CyXI€HHE TUTAaHA PeaTu3allii MPOSKTa
[TpaBuiia mpe3eHTaluu HAyYHOTO UCCIIeI0BAaHUS
[TpesenTanus u 00CyxaeHUE MPOMEKYTOUHBIX PE3YJIbTaTOB pealn3aluyu MPoeKTa
[IpesenTanus u 00CyXKI€HUE PE3YyIbTaTOB peaTn3aluu MPOoeKTa

e ARl



AHHOTALIMSA K PABOYEM ITPOI'PAMME JUCLUIIIMHBI OBECIIEUEHUE
3AIMIIEHHOCTH OB bEKTOB KPUTUUYECKON MH®OPMALIMOHHOM
NHOPACTPYKTYPHI 10.05.03. Madopmanmonnas 6e30MacHOCTh aBTOMAaTH3UPOBAHHBIX CHCTEM
cnennanu3anus «be3onacHOCTh OTKPHITHIX HHPOPMALMOHHBIX CHCTEM» (opMa 00ydeHUs OUHast

O0beM qMCUMILTHHBI (MOAYJIs1): 4 3aUETHBIX CAMHUII.

®opmMa NpoOMe:KYTOUHOI aTTecTanuu: 1uphepeHIUPOBaHHbIN 3a4eT.
Hesan 1 3a1a4u 0CBOEHM S JUCUMIIJIMHBI (MOXYJISA)

Henpro mucrumauabl «O0ecieueHne 3aUIIeHHOCTH 00BEKTOB KPUTHUYECKONH MHGOPMAIIMOHHON
UHQPACTPYKTYPBD» SIBISIETCS OOy4YeHHE CTYJACHTOB OCHOBaM MPOSKTUPOBAHMS 3alUIICHHBIX
ABTOMATHU3UPOBAHHBIX CHCTEM, O3HAKOMJICHHE C 00OPYIOBaHUEM M OpraHW3AIlMH 3aIIUTHl JATYHKOB,
ABTOMATU3UPOBAHHBIX Y3JIOB U JUCIIETYEPCKUX.

3amaun auctuIumHbBl «O0ecreueHne 3aniIIeHHOCTH 00BEeKTOB KPUTHUYECKONH HH(POPMAIIMOHHON
UHPPACTPYKTYPBI»:

*  HU3YYUTbh COBPEMEHHbIE TEXHOJOTUUECKHE MPOLECCHl U UX TEXHOJIOTHUIO;

* OCHOBHYIO HOpPMaTHBHO-TEXHHYECKYIO TOKYMEHTAIIHIO;

*  U3YYHTH BUJBI 00OPYIOBAHUS U MIPUHITUITBI PAOOTHI;

*  HU3YYUTh BCEBO3MOXKHBIC YIPO3bI, BIUSIOIMINE HAa padOTy 00OpYAOBaHUS M TEXHOJOTHMYECKOTO

rpoiiecca B LeJIOM;

*  HAYYUTHCA CTPOUTH MOJEIU HAPYIIUTEINS ISl MPEAJIOKEHHON TEXHOIOTUUECKON JIMHEHKU WIIH

TEXHOJIOTH,

*  HAY4YUTHCS HaCTPaWBaTh OOOPYIOBAHMUE;

* HAy4UThCS CTPOUTH MPUHIUIHUAIBHBIE U TOIPOOHBIC IIIEKTPUUYECKHE CXEMBI, B TOM YHUCIE C

HCIMOJIb30BAHUEM AMYJISITOPOB U UMHUTAIIMOHHBIX TPEHAXKEPOB;

* HAyYuThCA pa3pabaThiBaTh MHEMOCXEMBI M CKaJa CHCTEMBI [JIi TPEII0KEHHOTO

TEXHOJIOTMYECKOI0 Mpoliecca.

I[Inanupyemble pe3yabTaThbl OCBOCHHS

B pesynpTare oOCBOGHUS AHUCHUIUIMHBI OOYYarOIIMIACS JIOJDKeH 00JagaTh CIeIYIOIIMMU
KOMIIETCHIIUSMU:

OIIK-6 — CnocobGeH mpu pemeHHH NpO(EeCCHOHANBHBIX 3a7ay OpPraHU30BBIBATH 3aIIHUTY
nH(pOpMaAIMM OTrPaHUYEHHOTO JOCTYylla B AaBTOMATHU3MPOBAHHBIX CHCTEMaxX B COOTBETCTBHUH C
HOPMAaTHUBHBIMU MTPAaBOBBIMH aKTaMU, HOPMATUBHBIMU M METOJIMYECKUMH JOKyYMeHTaMu DenepaibHON
ciyx0bl  Oe3omacHocTH Poccuiickoit ®@enepanuu, denepanbHoil ciaykObl MO TEXHUYECKOMY U
HKCTIIOPTHOMY KOHTPOJIIO.

O0ecneyenne 3aIMIIEHHOCTH 00beKTOB KPUTHYECKO HH)OPManMoOHHOH HHPPaCTPYKTYPbI

B PE3YIbTATC U3YUCHUA JUCHUIIJIMHBI CTYACHT JOJI?KCH:
3HATb:

* OcHoBHble NpUHUMIBI BbIABIeHUS 00bekToB KWW, koTopwie 00pabarbiBaioT WH(pOpPMAIHIO,
HEOO0XOAUMYIO JUIsl 0OECTIeYeHHs BBITIOTHEHUSI KPUTHUECKUX MPOLECCOB, M (UIIM) OCYIIECTBIISIOT
yIpaBJeHHE, KOHTPOIb MU MOHUTOPUHT KPUTUYECKUX MTPOIIECCOB;

* OcHOBHBIC TPUHIUIBI BbIIBICHUST 00bekTOB KW, koTopeie o0pabarpiBaroT WHGMOpMAIHUIO,
HEOOXOIUMYIO ISl 00CCTICYCHHS BBITOTHEHHUS! KPUTHUYECKUX MPOIIECCOB, U (MJIM) OCYIIECTBIISIOT
yIpaBieHHE, KOHTPOJIb WK MOHUTOPUHT KPUTHUYECKUX MPOIIECCOB;

» Ilponenypy kareropupoBanus o0bekToB KWU, B TOM umncie MOpSAOK CO3MaHHS KOMHCCHH IO
KaTeTOPUPOBAHUIO, TIOPSIOK OMPEICTCHUS KaTeropuii 3HaYMMocTH 00bekToB KINU;
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* IlocnencTBust MHIIUAECHTOB MH(OPMAITMOHHON U SEPHOM 0€30MMaCHOCTH;



* IIpouenypy noaroroku u HanpasiaeHuss B @CTOK Poccun cBeneHnii o pe3yibTarax NpUCBOCHUS
o0bexkTy KU oxgHOM 13 KaTeropuii 3Ha4uMOCTH JINOO 00 OTCYTCTBHH HEOOXOIMMOCTH TIPUCBOCHHS
€My OJJHOM U3 TaKUX KaTerOpUil. YMeThb:

*  BBIBJIITH U OLIEHUBATH YTPO3bI HCA K CETSM 3JICKTPOCBSI3H;

* aHaIM3MPOBATh KOMIIBIOTEPHYIO CHCTEMY C LENbI0 OINPEACICHUs HEOOXOIUMOTrO YPOBHS
3alUIIEHHOCTH U JIOBEPUS;

*  KJIaCCH(PUIMPOBATH  3AIIUIIAEMyl0 HWHPOPMAIMIO TIO  BUJAaM TaWHBI W CTENCHSAM
KOH(PHUACHITMATHHOCTH;

*  BBIOMpATh MEPHI 3aIIUTHI HHPOPMAIIUH, TIOUICKANIIE PEATU3AINU B CHCTEME 3alIUTHl HH(POPMAIUN
ABTOMATH3UPOBAHHOKN CUCTEMBI,

* MPOBOJWUTH aHAIHM3 Yrpo3 0€30MacHOCTH MHQPOpMaluu Ha 00BEKTe MH(GOPMATH3ALNN; TIPOBOIUTH
MpeANpPOeKTHOE 00cieIoBaHne 00bekTa HHPOPMATH3AIIHH.

Kparkoe conepxanue 1ucuunJInHbI (MOIYJIs1)

Tema 1. Llenu, 3aqaun 1 3TAIBI CO3AAHUSA U IPUMEHEHUS CUCTEMBI 3ALUTHI.

Tema 2. AHamu3 ysA3BUMOCTH OOBEKTOB M PHUCKOB TOTEpU pecypcoB. Mogenu yrpo3. Moxenu
HapymuTesnel. BoigBieHrne 1 OlleHKa OCHOBHBIX BUAOB yrpo3 Ub.

Tema 3. Vnopasnenue b B ACY. 3amaun YUbB. Monenb TEXHOJOTMYECKOrO LUKJA YIPABICHUS
cpenctBamu obecrieueHus 0€301acHOCTRI0 HH(POPMAIIUH.

Tema 4. DopMmupoBaHue UHTETpAIBHON Mojenn ooecnieuenust b B HeogHopoaabix ACY.

Tema 5. [IpoToKOJIBI yIIpaBJICHHS KITIOUEBOU U MAPOIBHOM 3a1IUTON. OCHOBHBIE MOJI0KEHUS KOHUIETILIUU
3amuThl 006eKTOB (30) KpuTHUEeCcKOi HHpopManronHor nHppacTpykTypsl (KHUN).

Tema 6. OcHoBHBIe TIONOkeHUST DenepanbHoro 3akona ot 26.07.2017 r. Ne 187-d3 «O 6e3omacHOCTH
KpUTHYEeCKON MH(popMannoHHON uH(ppacTpykTypoit PDy». KareropupoBanue oOBEKTOB IO CTENEHH
yrpo3. AHaJIu3 PUCKOB.

Tema 7. Mojenn OLEHKM LEHHOCTH pa3BeauHpopmarmu. OOMe NPUHIMIIBI U COCTaB CHCTEM
oOecrieyeHns 6€30MaCHOCTH 3HAYUMOT0 00bEKTa (OpraHu3alu, MPEANPHUSITHSA ).

Tema 8. Metoanka onpeneneHnuss KpUTHIECKHUX mpoieccoB Ha o0bekTax KU, [IpuHIUIBI 3aIUTHL 1
MOCTPOCHHUS 3aIIUTHI 3HAYUMBIX 00bekTOB KN N.

Tema 9. Mozenb yrpo3 U TeXHUYECKHE KaHalbl yTeuku MH(popmaiuu. bezomacHocts nHpopmanmy,
obpabaTteiBacMoii Ha oOwvekTax KHWW. OOmme npuHunel (GopMUpPOBaHUS MOJETH  YIpo3
nHpopmarnmonHoi 6e3omacuoctu (YUB).

Tema 10. BreisiBnenue u ananu3 yrpo3 uHdopmarmoHHoW Oe3omacHocTd. DopMupoBaHUEe U aHAIH3
MOJIEHN HapyLIUTEIs.

Tema 11. llenu u 3amaun TexHUYECKON pa3Benku. [IpuHIMN OpraHu3aluy U BEICHHE TEXHUYECKOU
pasBenku. Knaccudukanuys TeXHUIECKON pa3Beaku. [[eMackupyronye mpu3HaKy.

Tema 12. @Pusuyeckue OCHOBBI TEXHMUYECKHUX CpPEACTB pa3Benku. OCHOBBI IPOTUBOAECUCTBUSA
TEXHUYECKUM cpeacTBaM pa3Beakud. OCHOBHbIE HANpaBJICHHUS MPOTHUBOJACUCTBUS TEXHUUYECKUM
cpeacTBaM pa3BeAkd. OCHOBHbBIE MOJIOKEHHUS CUCTEMHOIrO IMOAXO0/a K 3aIIMTE 3HAUYMMBIX OOBEKTOB
KHNU.

Tema 13. Ilenmn, 3amaun U pecypchl CUCTEMBbI 3amuThl MHGopMaruu. Yrpo3sl b 1 Mepel mo ux
npeaoTBpainieHuto. Onpezaenenne yrpos 6ezomnacHoctu 0obekToB KUU.

Tema 14. OOGecrneuenne 0€30MACHOCTH 3HAYMMBIX OOBEKTOB KPUTHUECKOW HWHGOPMAIIMOHHON
uHdpacTpykTypbl. KateropupoBanue oobekroB KMU. Cucrembl 6€30MacHOCTH 3HAYMMBIX OOBEKTOB
(cyobektoB KMN).

Tema 15. Craguu (3Tansl) paboT MO CO3/AaHUIO cHcTeM Oe3omacHOCTU. IIpoekTHpoBaHUE CHCTEMBI
0e30MacHOCTH 3HAaYUMbIX 00BeKTOB. KomIuiekcHas monuTHka 3amuThl uHGopMmaruu. OpraHuszaius
TEXHUYECKOH 3aIUThl HHPOPMAIIMH 1 3aIIUThI 3HAUUMBIX 00bekTOoB KU,



®r'AOY BO «TFOMEHCKUI I'OCYJIAPCTBEHHBI YHUBEPCUTET»

AHHOTAILIMSA K PABOYEM ITPOI'PAMME JUCLIATIIMHBL (MOJYJIS)
«Opranu3aioHHOE U MPaBoOBOE o0ecrieyeHre HHPOPMALMOHHOM 0€301MacHOCTI
10.05.03 «MupopmaiinoHHas 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CHCTEM) CIICIIHATH3aIUS
«be30nmacHOCTh OTKPHITHIX HHPOPMALIMOHHBIX CHCTEM

O0beM quCUMILTHHBI (MOAYJIfA): 4 3a4eTHBIX eAUHUL, 144 akaJeMUYECKUX YacoB.

®opma npoMe:KyTOYHOI aTTecTanuu: J{uddepenupoBannblii 3auet (5 cemectp).
Henau n 321244 0CBOEHHS TN CHUIITIHHBI (MOIYJIA)

Llenpto mpenogaBaHusl JAUCHUIUIMHBI  «OpraHu3allMOHHOE M IpaBOBOe  obOecredeHue
MH(POPMALIMOHHOM 6€30I1aCHOCTH» SIBJISIETCS PACKPBITh OCHOBBI IPABOBOT'0 PETYIMPOBAHNS OTHOLIEHUI
B MH(OPMALIMOHHOM cdepe, KOHCTUTYLIMOHHbBIE FapaHTUH MPaB IPaXkAaH Ha MOJydeHrue HH(popMaun u
MEXaHU3M HX pealM3aliy, NOHATUS U BHUJBI 3alUIaeMoi MH(OpMaMK MO 3aKOHOJATENbCTBY PD,
CHCTEMY 3allUThI FOCYIapCTBEHHOMN TaliHbI, OCHOBBI IPAaBOBOT'0O PETYJINPOBaHMs OTHOIIEHUH B 001acTH
UHTEJUIEKTYaJIbHOH COOCTBEHHOCTH W CIIOCOOBI 3aIllUThl 3TOM COOCTBEHHOCTH, IMOHSTHE WM BUBI
KOMITbIOTEPHBIX MPECTYIJICHUH, a TaKKe MPUOOPETEHUE CTyIEHTAMU 3HAHUN IO OPraHHU3aLMOHHOMY
00€eCTeYeHNIO 3alTUTh UH()OpMAIMK U (OPMHUPOBAHUE HEKOTOPBIX MPAKTUYECKUX HABBIKOB paOOTHI.

321,[[3.‘-11/1 JUCHUITIIIMHBI— 1aTh OCHOBBI.

*  uH(pOPMAMOHHOTO 3aKOHOIaTeNhCTBA Poccutickoit denepanmu;

*  MpaBWI JIMLEH3UPOBAHMS U CEPTH(PHUKALNU B 00JIACTH 3aLIUTHI HH(OPMALIHH;
*  MEXIYHApOIHOTO 3aKOHO/ATEeIhCTBA B 00IACTH 3alINTH HH()OpMALUH;

* 3HaHWH O KOMITBIOTEPHBIX IPECTYIICHUSX;

* IIOCTPOEHUS CHCTEM OPraHM3alMOHHOM 3alUThl 00bEKTOB HH(OpMATH3ALUN

I[InanupyemMble pe3yJbTaThl 0CBOECHHS
B pesynpTate oOCBOEHUS AUCHUIUIMHBI OOYYarOIIMIACS JOJKeH 00J1a/aTh CIeAYIOUUMU

KOMIETEHIIUSIMHU:
OIIK-5: CriocoOeH MpUMEHATh HOPMATHUBHBIC MPABOBHIE aKThl, HOPMATHUBHBIE U METOJIMYECKHUE

AOKYMCHTEI, PCTJIIAMCHTUPYIOIINUC NCATCIIbHOCTD I10 3alllUTC I/IH(bOpMaI_[I/II/I.
B PE3YIbTAaTC U3YUCHUA JUCHUIIJIMHBI CTYACHT JOJIZKCH:

3HaTh:

* CcojepKaHWE OCHOBHBIX MOHATHH O MPAaBOBOMY oOecIieueHn0 HHPOPMAIIMOHHON O€301aCHOCTH;

* TpaBOBbIE CMOCOOBI 3aUIUTHl TOCYAAPCTBEHHON TalHBI, KOHQHUACHLUUATLHOW HHPOpMAIUU U
MHTEJUIEKTYaJIbHON COOCTBEHHOCTH;

* TMOHATHE W BUJBI 3allWIIaeMol WH(pOpMaIMU, OCOOCHHOCTH TOCYJAapCTBEHHOW TalHbI Kak BUJA
3amuiaeMon nHdopmanuu;

* TpaBWJIa JIMIICH3UPOBAHUS U CEPTU(UKAIMKN B 00JACTH 3alTUTH HHPOPMAIUH

*  TEOpeTHYECKHE OCHOBBI ()YHKIIMOHMPOBAHUS CUCTEM OpraHU3allMOHHOM 3allUThl HH(OpMaLUH, €€
COBPCMCHHBIC HpO6JIeMBI U TCPMHUHOJIOTUIO;

* OCHOBHBIC HAIpPaBJICHUSA W MCTO/bL OpFaHHSaHHOHHOﬁ 3alllUThI I/IHq)OpMaI_[I/II/I B OpraHusanusx ¢
paznmuuHbIMU (OpMaMH COOCTBEHHOCTH

*  OCHOBHBIE MTOJIOKEHUSI MEXKTYHAPOAHBIX CTAaHIAPTOB B 001acT HH(GOPMAIIMOHHON 06€3011acCHOCTH

YMmers:



OTBICKMBATh HEOOXOAMMbIE HOPMAaTHUBHBIE TIPABOBBIC aKThl U MH()OPMAIIMOHHO-TIPAaBOBBIE HOPMBI B
cUCTEeME JICHCTBYIOLIETO 3aKOHOAATENbCTBA, B TOM YHCJIE C IOMOUIBIO CHCTEM IPaBOBOU
nH(popManuu;

IPUMEHSATH JEHCTBYIOIIYIO 3aKOHOAATENbHYIO 0a3y B 001acT HHPOPMAITMOHHOW O€30MTaCHOCTH;
pa3pabarbIBaTh MPOEKTHl HOPMATHBHBIX MAaTEPUANIOB, PErJaMEHTUPYIOIIMX paboOTy MO 3aluTe
UHpOpMAIHH, a TaKKe TOJIOKECHUH, MHCTPYKIUI U APYIHX OPraHW3allMOHHO-PACHOPSIUTEIbHBIX
JTOKYMEHTOB;

aHATM3UPOBATH YPPEKTUBHOCTH CHCTEM OPraHU3aLMOHHOM 3aIIUThI HH(OpMAIK U pa3padbaThiBaTh
HAlpaBJICHUS €€ PAa3BUTHS;

Bnaners:

yMeHHEM pabOThl ¢ HOPMATUBHO-IIPABOBBIMU aKTaMU;

yMeHHEM pa3paboTKu HOPMATHUBHO-METOJUWYECKHMX MaTepuaioB IO pErjiaMeHTallud CHCTEMbI
OpraHU3aIMOHHON 3aIUTH HH(pOpMAaIHH;

HABbIKaMU MTPUMEHEHHUS PA3IUYHBIX CIIOCOOOB METOJIOB 3alIUTHI HHPOPMAIIUHU M0 KaHAJIaM YTCUKH
1 OT HECAaHKLIMOHUPOBAHHOIO JJOCTYTIA K HEH;

HaBbIKaMU MPOEKTUPOBAHUS CUCTEM 3aIIUTHI MH(POPMALIUU

B mpotiecce ocBoeHUsT AUCIUILTUHBI (DOPMUPYIOTCS CIEAYIOIINE KOMITETEHIIUH:

CIOCOOHOCTh MCIIOJIb30BaTh HOPMATHBHBIE NPAaBOBBIE AaKThl B CBOEH MpodeccHoHaIbHON
JESTEeITbHOCTH

CIIOCOOHOCTh Y4aCTBOBATh B pa3pabOTKe MPOEKTHOW M TEXHUYECKON JTOKYMEHTAINN

CIIOCOOHOCTh YYacTBOBATh B MPOBEACHUU JKCIIEPHUMEHTALHO-UCCIIEI0BATEIBCKUX PadOT MpH
aTTeCTallud OOBEKTOB C YUETOM TPeOOBAHUI K YPOBHIO 3aIIUIIIEHHOCTH KOMIBIOTEPHONW CHCTEMBI
* pa3pabaTbiBaTh MPOEKTHl HOPMATHUBHBIX, TPABOBBIX M METOJMYECKUX MAaTepHajoB,
perIaMeHTHPYIOMUX PaboTy Mo oOecrnedYeHn0 HHPOPMAIIMOHHON 0€30MaCHOCTH KOMITBIOTEPHBIX
CHCTEM

Kparkoe cogepkanue 1uCHUILINHBI (MOLYJIs1)

Tema 1. 3akoHonarenscTBo PD B cdepe nndopmarmonHoii 6e30macHOCTH
Tewma 2. [Ipaktrka nmpaBoHapymeHuit B obmactu Ub

Tewma 3. ['ocynapcTBeHHas cucreMa 3amuThl HHGopmaruu PO

Tema 4. Opranuzanus pexrumMa KOMMEPUYECKOU TaTHbI

Tema 5. 3amuTa rocy1apcTBEHHON TaliHBI

Tema 6. lokymentanus B obnactu b

Tema 7. JIunensupyemas aesarenbHoOCTh B o0nactu Ub

Tema 8. [IpoekTHpoBaHuE CUCTEMBI 3aIIUTHI HHPOPMAITUT

Tema 9. Arrectanus 00BbEKTOB HHPOPMATU3ALUH



AHHOTAIMS K PABOYEM ITPOI'PAMME JIUCLIMITJIMHBI

OCHOBBI TOCTPOCHHS 3AITUIIEHHBIX KOMITBIOTEPHBIX CETEH ISl 00YJaONINXCsl TI0 HAIPABJICHUIO
noarotoBku (cnenuansHocTH) 10.05.03 MudopmarnmonHas 6€301macHOCTh aBTOMAaTH3UPOBAHHBIX
cucteM npoduiib: be30macHOCTh OTKPHITHIX HHGOPMAIIMOHHBIX CHCTEM (hopMa 00yUEHUsT OUHAS

O0beM qUCUMILTUHBL: 4 3.€.
®Dopma NMPOMeKYTOUHOI aTTecTaluu: YK3aMeH (6 cemecTp)
Ilnanupyemsbie pe3yabtarbl ocBoeHus: OIIK-10

3HaTh:

*  VYrpo3bl HapylIeHUs1 HOOPMAITMOHHOW 0€30MMaCHOCTH KOMITHIOTEPHBIX CETEH.

*  OcHOBHBIE KpUINITOrpapuUecKre METO bl 3aIlIUThl HHPOPMAIIHH.

*  ApXUTEKTYpYy U QYHKIIMH CUCTEM YIPABICHUS CETSIMH, CTAHJAPThI CUCTEM YIPABJICHHUS.
* IIpunnuns! GyHKIMOHUPOBAHUS 3AIUIIEHHBIX CETEBBIX IPOTOKOJIOB.

* (CpeacTBa MOHUTOPHHIA U @HAIM3a KOMIIBIOTEPHBIX CETEH.

* Meronbl ycTpaHeHUs HEUCIIPABHOCTEH B TEXHUYECKUX CUCTEMaX.

VYMeTh:
* [IpumMeHsATH OCHOBHBIEC MPOTOKOJIBI M TEXHOJIOTHUHU 00ecrieueHns 0€301MacCHOCTH KOMITBIOTEPHBIX
ceTen.

*  BhIMonHATH MOHUTOPHUHT U aHATTU3 PabOTHI JIOKAJTBLHOM CETH C MOMOIIBIO MPOrPaMMHOANIapaTHBIX
CPEICTB.

® OCYH_ICCTB.HHTB ANArHOCTUKY U MTOUCK HGHCHpaBHOCTeﬁ BCCX KOMIIOHCHTOB CCTH.

*  BpIMosHATE AEHCTBUSA 110 YCTPAHEHUIO HEUCTIPABHOCTEM.



®I'AOY BO «TFOMEHCKUI I'OCYJTIAPCTBEHHBI YHUBEPCUTET»

AHHOTAILUS K PABOYEN [TPOTPAMME JUCLIUIIIMHBI (MOYJ15)
«[IporpammHO-anmapaTHbIe CPECTBA 3AITUTH HHPOPMAITUNY
10.05.03 «MupopmaiinoHHas 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CHCTEM) CIICIIHATH3aIUS
«be30macHOCTh OTKPBITHIX HH()OPMAIIMOHHBIX CHCTEM)

O0beM IMCUMILTHHBI (MOAYJIf): 8 3aYETHBIX €AUHULL, 288 aKaJeMUYECKUX YacOB.
®opma npoMe:kyTOYHOI aTTecTanmnu: J{uddepenupoBannsblii 3auet (7, 8 ceMecTpsl).

Henau n 321244 0CBOeHMS TN CHUIITIHHBI (MOIYJIA)

OcHOBHOM 11eNIbI0 JUCHUIUIMHBL «[IporpaMMHO-anmapaTHble CpeaCcTBa 3alUThl HHPOPMAITUN
ABJIICTCA TCOPCTHUUYCCKAA U HNPAKTHUYCCKAsd MOATOTOBKA pa60Te C COBPCMCHHBIMHU OTCHYCCTBCHHBIMU
CpEICTBAaMU 3alUThl HHPOPMAIIMU U BHEJIPEHHUE UX B CUCTEMY 3alllUThl UH(POpPMALIUH.

JI1is TOCTHKEHUS! TIOCTABJICHHOM 1IeNTU TPeyCMOTPEHBI CIeAYIONINe 3a/1a4u:

° HU3YUYUTH TUIIBI U BUABI CPCACTB 3alIUThI I/IH(bOpMaI_II/II/I;

. JlaTh TPEACTABICHUE O CYIIECTBYIOIIMX OTCUYECTBEHHBIX U 3apyOeKHBIX CpelCTBax
3amuTHl THGOPMAIIHH;

® HAay4YUTb YCTAHABJIMBATb, HACTPAWBATb W AIMHUHUCTPHUPOBATH CPCACTBA 3alllUTHI
nHpopmanuu;

. HAay4YUTh JeNaTh OOOCHOBAaHHBIM BBIOOP CpeACTBA 3allUuThl HWHMOpPMAIUU TpH

MPOCKTUPOBAHUUN CUCTCMBbI 3allIlUTHI HH(bOpMaHHH.

[Inanupyemble pe3ybTaThl 0CBOECHHSA

B pesynbrare oOcCBOEHUS IUCHUIUIMHBI OOydYalolIMiCS  JOJDKEH 00JaJaTh CleAYyIOIUMU
KOMIICTCHIIUSIMU .

OIIK-15: CriocoGeH ocymecTBISTh aAMUHUCTPUPOBAHKIE U KOHTPOJIh (D YHKIITMOHUPOBAHUS CPEICTB
U CHCTEM 3alluThl MH(POpPMALUU aBTOMATH3UPOBAHHBIX CHCTEM, MHCTPYMEHTAJIbHBI MOHUTOPUHT
3alIUIIEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM.

OIIK-5.2. CnocobGeHn pa3pabarbiBaTh M OSKCIUTyaTHPOBATh CHCTEMBI 3alllUThl HHOOpMAIUU
OTKPBITHIX HHPOPMAIIMOHHBIX CUCTEM.

B pe3ynbTare n3ydeHus AUCHUITIIMHBI CTYICHT JOJDKCH:
3HATh:

*  JIOTIOJIHUTENbHBIC HCTOYHUKHU TONy4eHUsI MH(YOPMALUH 110 aAMUHHCTPUPOBAHUIO CPENICTB
3aIIHTHI;

* OCHOBHBIE yTpO3bl 0€30MaCHOCTH MH(POpMAIINH;

* TpeboBaHus K obecrieueHuio b pa3nuuHbIMU TEXHUUECKUMH MEPaMU;

*  IPUHIUIBI paOOTHl 1 OCHOBHOW (DYHKIIMOHAJ CPE/ICTB 3AIUThHI HHPOPMALIUY;

*  TOPAIOK CepTU(UKAIMU CPEICTB 3amuThl HHGopmanuu B PO;

* BapuaHThl U POPMBI cepTU(DUKALIUHN CPENICTB 3aIUTHI HHPOopMauu B PD;

*  BHJBI CEPTUPHUIUPYEMBIX CPEICTB 3aIIUTH HHPOPMALNHU U IPEABSIBIIEMbIC UM TPEOOBAHHS
10 OE30I1aCHOCTH;

*  OCHOBHBIC THIIBI U BUJIBI CPE/ICTB 3aLIUTHI HH(GOPMALNH, TPUHIIHIIBI UX ICHCTBUS;

*  OCHOBHBIE MOAYJIU M (DYHKIIMOHAIBHBIE BO3MOKHOCTH CPEJCTB 3aIUTH HH(pOpMaIuy;

* TpeboBaHUA K cpeie GYHKIIMOHUPOBAHUS CPEACTBA 3alUThl HHPOPMAIIHH;

*  IPUHIUNBI QYHKIMOHUPOBAHUS MOJYJIEH CpesiCTB 3aIlUThl HHPOPMALIUY;



CHOCOOBI BIMSIHUS CPEICTB 3aIIUThHI HH(OPMALIUK Ha MPOTPaAMMHOE OKPYKEHHE;
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BapUaHTHI 3aBHCUMOCTH pabOTOCIIOCOOHOCTH CPEICTB 3aIIUTHI
uH(GOpMaLlUK OT IPOrPAMMHOTO OKPYKEHUS;

OCHOBHBIE BU/IbI ¥ TUIIBI CPEJICTB 3aLIUTHI MH(OPMAIIHH;

OCHOBHOM (DYHKIIMOHAJ Pa3IMYHBIX BUIOB CPEJICTB 3aLUTHI HH(OPMALUY;

TpeboBanus o obecnedeHuto Ub ms paznuunasix UC;

npaBujia BEIOOpA CPeICTB 3alUThl HHpopManuu B pazaununbix 1C;

OTEYECTBEHHBIE CPEJICTBA 3aIUTHl HHPOPMALIUHU; YMETh:

HAXO/JUTh HEOOXOJUMYIO JOTOJIHUTENbHYIO HH(OPMAIIHIO 110 CPEJICTBY 3aIMTHI HA caiTe

KOMITaHUU-TIPOU3BOAUTENS;

COIOCTABJIATh  PEAJTU3yEeMbli CPEICTBAMH  3aIUTHI uH(popMauK (PYHKIIHOHAT
C IpeabsBIsieMbIMHA TpeOoBaHusiMu 1o Ub;

OTIpeIeTIATh HENTpaiu3yeMble CpeICTBaMU 3alllUThl HH(pOPMALIMK YTPO3bI;

dhopmynupoBaTh TpeOOBaHUS K KOH(OUTYPUPOBAHUIO CPEACTB 3alTUTHl HH(POPMAIIHH;

BBIOpaTh HEOOXOIUMBIH CIIOCOO cepTU(UKALIMN CPEICTBA 3ALIUTH MH(OpMAIIHH;

COCTaBUTH IUJIaH CepTUPUKAINK CPEICTBA OE30MTACHOCTH;

OIPEJICNIUTh COCTAB TPEOOBAHUM, IPEIBABIAEMBIX K CEPTUPHUIUPYEMOMY CPEACTBY 3aLUTHI

nH(OPMAIIUY U K KOMIAaHUH-3asIBUTEIIO;

HacTpauBaTh cpeny G yHKIIMOHHUPOBAHUS IEpPe]l YCTAaHOBKOM CPE/ICTB 3alUThl HH(OpMAIIHH;

0 ycraHaBnIHMBaTh, HACTPAUBATH U YAAISITH CPEACTBA 3AIIUTHI HH(DOPMALINH;

IPUMEHATH pa3iuyHble KOH(PUTYpAaLUU CPEACTB 3alIUThl MHQOPMAIMH B 3aBUCUMOCTH OT

napamMeTpoB HH()OPMALIMOHHON CUCTEMBI;

MIPOBOJIUTH MPOBEPKY pabOTOCTIOCOOHOCTH CPEACTB 3alIUThI HHGOPMAITH

aHAJM3UPOBATh KYPHAJ COOBITUN CPEACTB 3alUTHI HH(POPMALINH;

OCYILIECTBIISITh  COXPAaHEHHWE HACTPOEK CpeacTna 3aIUTHI uH(popMaluu
U UX BOCCTAHOBJICHUE;

MTOUCK MPUYUH HapYIICHUSI pabOTOCTIOCOOHOCTH CPECTBA 3alUThI HH(MOPMAIIHH;

OTIpEACNTUTh BUIBI CPEACTB 3aIlIUTHl MHGOPMAIMU B 3aBUCHUMOCTH OT TPEAbIBISIEMBIX

TpeOOBaHUN;

000CHOBAHHO 110100paTh HEOOXOAMMBIE MOETH U MapKH CPEJCTB 3aLIUTH HH(pOpMaIuH;

Kpartkoe cogep:xanue TUCHUIJIMHBI (MOZYJIs1)

Tema 1.
Tema 2.
Tema 3.
Tema 4.
Tema 5.
Tema 6.
Tema 7.
Tema 8.

Knaccudukanus 1 BUIbI CPEACTB 3aUTHI HH(OPMAIIHH.

Cuctema cepTUUKAIIMK CPECTBA 3aUTHI HH(popMaIu B PO.

CpencrBa JOBEPEHHOM 3arpy3KH.

CpencTBa 3alIUTHl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

CpencrBa kpuntorpaguieckoit 3anuThl HHPOPMAIIUH.

CpencTBa aHTUBUPYCHOM 3alIUTHI.

CpencTBa aHaIM3a U KOHTPOJIS 3aLUIIEHHOCTH.

Br160op TexHUYECKUX MEp MPH MPOSKTUPOBAHUN CHCTEMBI 3aIIUTHI HH(POPMALIUH.



AHHOTAILIMSA K PABOYEM ITPOI'PAMME JUCLIUITJIMHEI
«PA3PABOTKA M 3AIIINTA WEB-IIPUJIOKEHU»
CrnemmansHocTh: 10.05.03 «MHbOpManonHas 6€301MaCHOCTh ABTOMATH3UPOBAHHBIX CHCTEM)
cnennanu3anus: «be3onacHOCTh OTKPHITHIX HHPOPMALIMOHHBIX CHCTEM» (hopMa 00ydeHus
OuHas

O0bem qucuunJInHbI (MoayJsi): 4 3.¢.

dopma NpoMeKyTOUHOM aTTecTamum: 1uddepeHITMPOBaHHBIN 3a4eT.
Hesan 1 33124 0CBOEHM S JUCUMIIJIMHBI (MOXYJIS)

[enbto qucruruinabl «Pa3paboTka u 3ammra web-npunoxeHuin» siBisieTcst 00yueHue CTyIeHTOB
OCHOBaM CO3/1aHHs Be0 MNPUIIOKEHUI, O3HAKOMHUTBHCS C COBPEMEHHBIM CEPBEPHBIM M CETEBHIM
000pyI0BaHNEM, U3YyYUTh METOAMKH U CITOCOOBI 3alTUTHI BEO MPUII0KEHUA U CETEBOT0 000PYIOBaHMUS.

3anaun aucrumuinHbl «PaspaboTka u 3ammra web-npriioskeHui»:

* U3Y4YUTb yCTPOMCTBO ceTu MHTEepHeT;

*  U3YUYUTh SA3BIKU Pa3METKHU JOKYMEHTOB;

*  M3Y4MTh IPOTOKOJIBI http, https, ftp;

*  W3Y4YUTH NPUHIUT PabOTHI BeO cepBepa;

* NPUHUHUIBI QYHKIIMOHUPOBAHUS BEO MPUIIOKECHUH;

*  UW3YYHUTh CPEICTBa pa3pabOTKH BEO MPUIIOKECHUI;

*  U3Yy4YuTh HamboJiee pacpocTpaHEHHBIE BEO cepBEPhI, UX BOZMOKHOCTH M (P)YHKITHOHAT,

* Hay4yuThCS CO3/1aBaTh MpocTeiiiue Bed CTpaHuIL;

*  HAYYHUTHCS UCIIOJIB30BATh OCHOBHBIE U IOMIOJHUTEIbHBIE METATETH;

* W3YyYUTh CIOCOOBI CO3JMaHUS W HACTPOMKH JOIMOJHUTENBHBIX HHCTPYMEHTAPHEB,
MO3BOJISIOIINE YBEIUYMBATh MTOCEIIAEMOCTh CalTOB;

*  U3YyYUTh METOJBI IPOBEPKH U TECTUPOBAHUS 3aKOHUYEHHBIX CaliTOB;

*  HU3YYUTh MOAXOBI K MPOSKTUPOBAHUIO BEO cepBepa U JTOKATbHO-BBIYHCIUTEIILHON CETH
C CETEBBIM 000PYIOBaHUEM;

*  HAYYUTHCS OPTaHU30BBIBATH CIOCOOBI 3AIUTHI OT PA3IMYHOTO POJA CETEBBIX aTak Ha
Web u DNS cepBepsl, 1 ceTeBoe 000py10BaHUE;

* paccMoTpeTh Haubolee pacrpocTpaHEHHbIE THIIBI YSI3BHUMOCTEH Ha

ceTeBoe 000pyI0BaHNUE;

* Hay4MThCS HACTpaWBaTh BEO cepBep M ero ceTeBbie KapThl, posu DNS, IIS u npyrue s
KOPPEKTHOM pabOThI caiTa;

*  HAYYHUTHCS HACTPAMBATH MEKCETEBBIC DKPAHbI, KOMMYTATOPhI, OAIaHCUPOBKY HATPY3KH;

* HAY4YHUTHCSI OPraHU30BbIBATh CEPBEPHBIE KIACTEPHI;

* HAY4YUTHCS MPOM3BOAUTH aHAIM3 3AlMUIICHHOCTH BeO mpuiiokeHus; [0 HayduThCs
OpPTaHU30BBIBATH 3AIIUTY BEO MPUIOKEHUIA.

IInanupyemble pe3yJbTaTbl 0CBOCHHS

B pesynpTare OCBOEHUS AMCUMIUIMHBI OOydaroUIMiics  JOJDKEH 00JanaTh CIEAYIOUMMU
KOMIIETEHIUSMMU:

OIIK-7 — crmocoOHOCTBIO CO3/aBaTh MPOTPaMMbI Ha sI3bIKAaX OOIIEr0 Ha3HAYEHHUs, NMPHUMEHSTh
METO/Ibl U HHCTPYMEHTAIbHBIE CPEACTBA IPOrPAMMUPOBAHMUS ISl pellieHus MpodecCHOHaIbHBIX 3a/1a4,
OCYIIECTBIISATh 00OCHOBAHHBII BBIOOP MHCTPYMEHTAPUS IPOTPaMMUPOBAHUS U CIIOCOO0OB OpraHU3aIiu
POrPaMM.

B pesynbpTaTe n3ydeHus: AUCIUIUIMHBI CTYICHT JTOJDKCH:



3HaTh:

O

yCTpOUCTBO cetu MHTEpHET;

SI3BIKM Pa3METKH IOKYMEHTOB;

npotokodsl http, https, ftp;

npUHIUN paboThI BEO cepBepa;

MPUHIUIIB P YHKIIMOHUPOBAHUS BEO MIPHIIOKEHHU;

cpencTBa pa3paboTKu BeO MPUIIOKEHHUI;

Haunbosee pacpocTpaHéHHbIE BeO cepBephl, UX BO3MOKHOCTHU M (DYHKIIHOHAIT;
CIOCOOBI CO3/TaHMS TIPOCTEHIITNX BEO CTPAHUIL;

OCHOBHBIC U JOIIOJTHUTCIBHBIC MCTATCI'U,

OO OoOO0o0O0oOo@OooOod

CIIOCOOBI CO3JaHusA H HaCTpOﬁKH JONOJHHUTCIBHBIX HWHCTPYMCHTAPHUCB, ITO3BOJIAOIINC
YBCIIUYMUBATH MOCCITACMOCTD CaﬁTOB;

O

METO/Ibl IPOBEPKH U TECTUPOBAHUS 3aKOHUEHHBIX CalTOB;
0 mnoaxoabl K IMPOEKTHPOBAHUIO BeO cepBepa U JIOKaJIbHO-BBIUMCIUTEIHLHOW CETH C CETEBbIM
o0opyI0BaHUEM;
O cnocoObl 3amUTBl OT PAa3NUYHOrO poja cereBbIx arak Ha Web u DNS cepsepsl, u cereBoe
000pyOBaHUE;
0 wnaumbosee pacmpoCTpaHEHHBIC TUTIBI YSI3BUMOCTEH.
Ymers:

0 wucnonp30BaTh cpeacTBa pa3paboOTKH BeO MPUIIOKEHUIH;

O pa3pabareiBaTh MpOCThIC BeO CTpaHUIILI HA sI3bIKe html;

0 wucrnonb30BaTh OCHOBHBIE U JIOIOJIHUTENIBHbBIE METATETH;

0 wucrnonb3oBaTh JONOJHUTENBHBII WHCTPYMEHTApUM, MO3BOJIIOIIMN YBEIMYUBATH YHUCIO
IIOCETUTENIEU U NIPOABUTATh CAUT B IIOUCKOBBIX CUCTEMAX;

0 wactpauBath BeO cepBep H ero cereBble KapThl, posu DNS, IIS u npyrue nyist KoppekTHOM paboTh
caiita;

0 HacTpanBaTh MEXCETEBbIE HKPAHBI, KOMMYTATOPbI, 0AJaHCUPOBKY Harpy3Ku; OpraHU30BbIBATh
CEpBEpPHBIE KIIacTEphI;

0 mnpou3BOANTH aHAIM3 3AIUIIEHHOCTH BeO MPUIIOKEHUS;

0 mnpou3BoANTH 3aIIUTY BEO MPUIIOKEHUS; TPOM3BOIUTh YCTPAHEHNE OCHOBHBIX THIIOB YIPO3.

Kparkoe conepxkanue 1ucuumnHbl (MoayJsi) 5 cemecTp

Tema 1. Beenenue. YcrpoiictBo cetn UnTepHeT. O030p COBpEMEHHBIX BEO TEXHOJIOTHIA.

Tema 2. DNS cepBep u ero poJib B Opranu3aiuu paboThl caiTa.

Tema 3. DNS 3anucu, Mapuipytuzanus 1 0630p coBpemeHHbIX DNS cepBepos.

u niepechliku 3anpocoB DNS. Jlis sroro: 1. Ucnons3ys mobyro penakmuio OC MS Windows
Server, BBINOJHUTH HACTPOWKM CETEBOrO ajamnTepa U MPUCBOUTH eMy cratudeckuit IP-ampec. 2.
YcranoButs pons DNS. 3. Co3maTe 0IHY 30HY HOpSMOro MHpocMOTpa (MMsI 30HBI Ha3HAyaeTe
CcaMOCTOSTENbHO). 4. BHECTH COOTBETCTBYIOIIME 3aliCH HEOOXOAUMBIX TUMOB B 0a3zy DNS. 5.
Hactpouts 30HY oOpatHOTO TIpocMoTpa. 6. OpraHu3oBaTh Nepenady 30HBI Ha APYTrod JOBEPECHHBIN
cepsep.

Tema 4. fI3p1ku pa3MeTKH T0KyMEHTOB. | nuneprekcroBas pazmerka XML.

Tema 5. Cpenctra pazpabotku BeO npunoxxennii. CMS — CucteMsbl yrpaBiieHUsI KOHTEHTOM BeO-
CalTOB.

Tema 6. [Iporoxon HTTP, Beb cepBep 1 BeO KIMEHT, TPOKCH CEPBEP.

Tema 7. Coznanue npoctoit web-ctpanuisr. DopMaTupoBaHue.



Tema 8. Kackagusie Tadmuisl cruiieid (CSS).

Tema 9. MeTaTern OCHOBHBIE U TOIIOJIHUTEILHEIE.

Tema 10. Cuctembl nHaeKkcanuu caitoB. Paiin robots.txt u sitemap.xml.
Tema 11. Be0-ananutuka. CueTUHKMY.

3
Tema 12. JavaScript nins WEB.

6 cemecTp

Tema 13. 3amuniennoe neneruposanue ¢ DNSSEC.

Tema 14. MexcereBbie 3kpanbl. HacTpoiika mexcereBoro skpana moaenu DFL-860e.
Tema 15. CriocoObI peanu3aiuu mpoiecca 0aTaHCUPOBKU HArPy3KH.

Tema 16. Be6 cepBep u DNS cepBep. BupTyanusaius cepBepoB U pojeii.

Tema 17. IToutoBsrii cepsep. [Ipuniun paboTel, HACTPOIKa U AAMUHUCTPUPOBAHHUE.
Tema 18. Crioco0sI 3a1UTHI OT cliama.

Tema 19. Opranu3zanus aHTUBUPYCHOM 3alIUTHI HA CEpBEpax U ILII03aX.



AHHOTAIMS K PABOYEM ITPOI'PAMME JIUCLIMITJIMHBI

PA3SPABOTKA U 3AIIUTA OTKPBLITHIX MEAUIIMHCKNX NTHO®OPMAIIMOHHLIX CUCTEM
Pabouas nporpamma uis
00y4aromuXxcs 1Mo CIenuaIbHOCTH
10.05.03. MudopmanronHas 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM
cneranu3anus «be3onacHoCTh OTKPHITHIX HHPOPMAIIMOHHBIX CUCTEM)
¢dbopma oOyueHus ouHast

O0beM JUCIUIINHEL: 4 3.¢.
®opma NpoMe:KYTOUHOI aTTecTanmu: 1udpdepeHIupoBaHHbIi 3a4eT (9 cemecTp)
[Inanupyemble pe3ybTaThl 0CBOCHHS:

OIIK-5.3

[TepedeHp TUTAHUPYEMBIX PE3YIHTATOB OOYUCHHUSI IO JUCIUTIIINHE (MOJIYIIIO):

3HaTh:

- OCHOBHBIE 3aKOHbI, HOPMATUBHO-IIPABOBBIE aKThl B 00JIACTH 3aLUTHI BpaueOHON TalHBbI
U NIEPCOHAIIBHBIX JIAHHBIX;

- IPUHIUIBI TPOSKTUPOBAHUS 3AIIUIIEHHBIX MEAULIMHCKUX CHUCTEM;

- METO/bI BHEPEHUS, COMPOBOXKIECHHUS U COBEPILIEHCTBOBAHUS 3AILUIIEHHBIX
MEINIUHCKUX CHCTEM;

- MeTo/bI aHanu3a 3(P(HEKTUBHOCTH pabOTHI CUCTEMBI 3aIUTHI HHPOPMAaLIUU
MEINIUHCKUX UHPOPMALMOHHBIX CUCTEM.

YMers:

- OTIpeNeNIATh YPOBEHB 3AIUIIEHHOCTH MH(POPMAIITMOHHON CUCTEMBI IEPCOHATBHBIX
JAHHBIX ¥ KJIACC TOCYIapCTBEHHON MH()OPMAIMOHHON CUCTEMBI;

- o0ecrieynBaTh 3aUIUTY BpaueOHON TaliHBI U IEPCOHAIBHBIX TaHHBIX B COOTBETCTBUU C
3aKOHaMU, HOpPMAaTUBHO-IIPaBOBbIMU akTamu Poccuiickon @enepanny;

- BbIOMPATh 1 0OOCHOBBIBATH HHCTPYMEHTAPUN Pa3paObOTKH 3aIIUIIEHHBIX MEUIIMHCKUX
CHCTEM;

- IPOEKTHPOBATH 3AIIUIIEHHBIE MEIUIIMHCKIE HH(POPMALIMOHHBIE CUCTEMBI,

- BHE/IPSITh, CONTPOBOXKJATh U COBEPLICHCTBOBATD 3ALIUIIEHHBIE MEAUIIMHCKUE CUCTEMBI;

- IPOBOJIUTH aHAIN3 APPEKTUBHOCTH pabOTHI CUCTEMBI 3alIUTH HH(POpMAITIH
MEIUIUHCKUX UH(POPMALMOHHBIX CHCTEM.

Bnaners:

- HaBBIKAMU OIPECIICHUS YPOBHS 3aIUIIEHHOCTH HMH()OPMAITMOHHON CHCTEMBI
NEePCOHATBHBIX JAHHBIX U KJIacca TOCYAapCTBEHHON HH(OPMAIIMOHHON CHCTEMBI;

- HaBbIKaMU OOecreueHus 3alliThl BpaueOHON TailHbl M EPCOHATBHBIX JaHHBIX B
COOTBETCTBUU C 3aKOHAMH, HOPMaTUBHO-IIPaBOBbIMU akTaMu Poccuiickoit denepanuu;

- HaBBIKaMH BBIOOpa 1 0OOCHOBAHMS MHCTPYMEHTAPHS Pa3padO0TKH 3alUIIEHHBIX
MEAUIMHCKUX CUCTEM;

- HaBBIKAMU MPOEKTUPOBAHUS 3AIMUIIEHHBIX MEAULIUHCKUX WH(POPMALIMOHHBIX CHCTEM;



- HaBBIKAaMH BHEPEHHSI, COIPOBOXKICHUS M COBEPIICHCTBOBAHMS 3AIUIIEHHBIX
MEIUIUHCKUX CHUCTEM;

- HaBBIKaMU aHajK3a 3 (HEeKTUBHOCTH PabOThI CUCTEMBI 3aIIUTHI HH(OpMAIUU
MEIUIMHCKIX HH()OPMALMOHHBIX CHCTEM.



AHHOTAIIUSA K PABOYEM ITPOTPAMME JUCIHUATIIMHEBI
PA3PABOTKA U DKCIUVIYATALIMA ABTOMATU3UPOBAHHBIX CUCTEM B
SAIIUMITEHHOM UCITOJIHEHNUN
10.05.03. MudopmanmonHas 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM
cnenuanu3anus «be30nacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CHCTEMY
dhopma oOyueHust ouHas

O0beM TMCUMILTHHBI (MOAYJIS1): 8 3aUETHBIX €AMHUII.

dopmMa NpoMeKyTOUYHOM aTTecTanum: 1uddepeHITMPOBaHHBIN 3a4eT, IK3aMEH.
Hesan 1 3a1a4u 0CBOEHM S JUCUMIIJIMHBI (MOXYJIS)
Henbto aucuumnannbl «Pa3paboTka v SKCITyaTanus aBTOMaTU3UPOBAHHBIX CUCTEM B 3alUIIIEHHOM
HUCIIOJIHCHUN)» SABJIACTCSA 06yquHe CTYACHTOB OCHOBaM IMPOCKTUPOBAHUA
3aIUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM, O3HAKOMJIEHUE C 000PYJ0OBaHUEM U
OopraHu3alu 3allIUThl JATYUKOB, aBTOMATU3UPOBAHHLIX Y3JI0B U JUCIICTUCPCKHUX.
3amaun  aucuuiUinHbl «Pa3zpaboTka u SKCILTyaTaIus ABTOMATHU3UPOBAHHBIX
CUCTEM B 3alllMIIICHHOM UCITIOJIHCHHUN»:
® HU3YyUUTh COBPEMCHHBIC TCXHOJIOTHUYCCKUC MTPOLECCHI U UX TCXHOJIOTHUIO,
*  OCHOBHYIO HOPMAaTHUBHO-TEXHHYECKYIO JOKYMEHTAIHIO;
*  W3YYHTbh BUJBI 000PYIOBAHUS U MPUHIUIIBI PAOOTHI;
*  U3YYUTHh BCEBO3MOXHBIC YTPO3bI, BIMUAIONUE HA paboTy 000pyIOBaHUSA M TEXHOJIOTHYECKOTO
mpolecca B 1IEJIOM;
* HAY4YUTHCA CTPOUTH MOJEIIM HAPYIIUTENS IS IIPEII0KEHHON TEXHOJIOTUYECKON JIMHEMKU WIIH
TCXHOJIOTHH,
* HayuduTbhCS HACTpauBaTh 00OPYAOBAHUE;
® HAay4YUTBCA CTPOUTH NPUHIUIIUAIIBHBIC U HOI[pOGHBI@ SJICKTPUYCCKUC CXCMbI, B TOM YHCJIC C
HCIOJIb30BAHHUECM SMYIISITOPOB U HMUTALIMOHHBIX TPCHAXKCPOB,
® HAay4YUTbCA paBpaGaTBIBaTB MHEMOCXEMbBI U CKaaa CHCTCEMbI JJISL
MPEAJI0KEHHOTO TEXHOJIOTHYECKOT 0 Mpoliecca.

IInanupyemble pe3yJbTaTbl 0CBOCHHS
B pesynprare oOCBOEHHUS IUCHMIUIMHBI OOYyYaloOIIUiCcs  JODKEH oO0NajgaTh CIeAYIOIIUMHU
KOMIIETEHIUSIMMU:
OIIK-2 — CnocobeH HpUMEHSATh NPOTPaMMHBIE CpPEICTBA CHUCTEMHOTO M IPUKIIAJIHOTO
Ha3HAY€HUH, B TOM 4MCJI€ OTEYECTBEHHOI'O NMPOU3BOACTBA, Ul PELICHUs 3a/1a4 IpopecCHOHATBHON
JESATENBHOCTH.

Pa3paboTKa M IKCILIYATAIIMS ABTOMATH3MPOBAHHLIX CHCTEM B 3alIIMIIIEHHOM MCIOJHEeHNH 1

B PE3YyIbTAaTE U3YUCHUSA TUCIUIINIMHBI CTYJACHT JOJDKCH: 3HATD:

. HOPMAaTHBHO-TEXHUYECKYIO IOKYMEHTAIIHIO;

. NpUHONAN paboTHl 000PYIOBAHUS AaBTOMAaTH3UPOBAHHBIX CHUCTEM;

. porpaMMHoOe oOecrieyeHue Ui MOJASIUPOBAHMS TEXHOJIOTHYECKUX MTPOIIECCOB;

. CrocoOBI MMPOBECHMS aHAJIHN3a, a TaKKe 1Moa00pa 000pyI0BAHUS U CPEICTB 3aLUTHI IS
IPEATI0KEHHOTO TEXHOJIOTHYECKOTO IMPOIecca; ® METOAMKH YTCHHS TEXHOJIOTMYECKUX
cXeMm;

. IpOrpaMMHOE OOecredeHHe Il MPOSKTHPOBAHHS CXEM aBTOMAaTH3UPOBAHHBIX CHCTEM M
y3JI0B

yMeThb:



. paboTaTh ¢ HOPMATHBHO-TEXHUUECKON JTOKYMEHTAIUEH;

2

. NPUMEHATH HaBBIKU JIJIsl IPOBEICHUS aHAIIN3a, a TAKXKE 110100pa 000pYI0BaHUS U CPE/ICTB
3aIUUTHI I IPEIIOKEHHOTO TEXHOJIOTHYECKOr0 MPOLIECCa;

. AQHAJIM3UPOBATh IPEMJIOKCHHBIE CTPYKTYPHBIE U IPUHIUIINAIBHBIE TEXHOJIOIMYECKUE
CXEMBI U CETU aBTOMATU3UPOBAHHBIX CUCTEM U Y3JIOB;

. paboTtaTh ¢  MPOrpaMMHBIM  OOECIEYeHHEeM Ui  IPOCKTHPOBAHUS  CXEM
aBTOMAaTU3UPOBAHHBIX CUCTEM U Y3JIOB;

. IIPOBOJUTH IKCIIEPUMEHTAIbHO-UCCIIEAOBATENLCKUE PAOOTHI C 000OPYIOBAHUEM U CETSIMU

ABTOMAaTHU3UPOBAHHBIX CUCTEM.

Pa3pa0oTka ¥ 3kcnyaranus aBTOMaTH3HPOBAHHBIX CHCTEM B 3aIMIIIEHHOM MCIIOJTHEHUH 2
B pesynbprare ocBoeHus Ol BBITYCKHUK JOKEH: 3HATD:

. OCHOBHBIC MTOHATHS CUCTEM BHICOHAJICHUS;

. HOPMAaTHBHO-TEXHHYECKYIO JOKYMEHTAIUIO;

. OCHOBHBIE TTOHSTHS alIIApaTHBIX CPEACTB CHUCTEM BHICOHAOIIOICHHUS;

. OCHOBHBIE HIOAXOJIBI K POEKTHPOBAHUIO OpU  COBMECTHOM
UCTIONIb30BAHUH

BUICOAHATUTUKH U CHCTEM BHICOHAOIIOCHNUS;

. npoIecchl 00pabOTKU CUTHAIOB HM300paXEHUH B WHTEIUICKTYaJbHOW BHICOCHUCTEME; ®

METO/bI BU3yaIU3allui B HHTEJICKTYaIbHbBIX BUACOCUCTEMAX.
yMeThb:

. pa3pabaThIBaTh MPOEKTHI CHCTMEM BHICOHAOIIOICHNS C BUACOAHATUTHKOIA;

. 0o0y4yaThb CUCTEMbI BUJICOHAOIOICHUS M aITUPOBATh UX IO KOHKPETHBIC 3a/auH;

. BBITIOJIHATE TOAOOP 00OpYJOBaHHS W HPOTPAMMHOTO OOECIIEYECHHUS IO/ KOHKPETHBIC

3a7a4u.
Kpartkoe cogep:xanue TUCHUIJIMHBI (MOZYJIs1)

Tema 1. Beegenue. O630p cOBpeMEHHBIX aBTOMATH3UPOBAHHBIX CHCTEM U YCTPOMCTB.
Tema 2. Cucrtema TeIUIOCHAOKEHUS 3[aHUN PA3IUYHOTO HAa3HAYCHHUS. YUYEeT U PEryIHpoOBKa
TEIJIOHOCHUTETIS.

Tema 3. TernoBble CUETUUKH, UX YCTPOHCTBO M PEKUMBI PAOOTHI.
Tema 4. Murepdeticet RS-232, RS-422 u RS-485.

Tema 5. Cucrema IIOTOJHOTO  PETyJIMPOBAHUSA. Cucrema yIIpaBJICHUSA
ra3oBbIMU U TBEPIOTOIIMBHBIMU KOTJIAMH.
Tema 6. TPM32 KOHTpOJIEp M1  OTOIUIEHHS U I'BC. CYHA-121

KOHTPOJUIEP JUIsl TPYII HACOCOB. YTPO3bl U aBapUITHBIE CUTYALMH.

Tema 7. YcTaHOBKM W YCTpOHCTBAa Ui TMOAJEPXKAHUA MHUKPOKIMMATa B TOMELICHHSX/3MaHUIX
pa3IM4YHOro Ha3HayeHus. Mojenu yrpos.

Tema 8. Cucremsl OXPaHHO-IIOKaPHOW CUTHAIU3aLUU 51 MIOKApOTYILIECHHUS.
Opranuzanys JUCIETYEPCKUX MYJIbTOB.

Tema 9. Cucrembl BuzpeonaOmoneHus. IIpoexkTupoBaHue ceTell OXpaHHOTO TeIEBUIACHHS. Buabl
o0opymoBaHusl. 3anuTa JaHHBIX.

Tema 10. Cucremsl qucnerdyepusaiuu. x o0yctpoiicTBo. [I[puHIMNIMaIbHBIE CXEMBI.

Tema 11. Cpena npoexrupoBanusi Codesys. Anropurmsl padbotsl konTposiepa [TJIK-150.

Tema 12. [TpunHIUnEl KOHGUTYPUPOBAHUS 000PYIOBAHUS aBTOMATH3AIUH.

Tema 13. MognenupoBanue ceTeil W y3J0B CUCTEM aBTOMATHU3allMM B Ppa3IWYHBIX Cpelax.
HMMuTanimOHHBIE MOZAECIIN.

Tema 14. PazpaboTka Cxaga-cucTem.



AHHOTAIMS K PABOYEN ITPOI'PAMME JIUCLIMITJIMHBI

Cetn u cucteMsl niepeaayd UHGOpMAIMK 1 00y4aroIIUXCs MO HAPABJICHUIO TOATOTOBKU
(cTIenMabHOCTH)
10.05.03 NudopmanmonHas 6€301acCHOCTb aBTOMAaTH3UPOBAHHBIX CHCTEM
[Tpodunb: bezonacHOCTb OTKPHITHIX HH(POPMAITMOHHBIX CUCTEM
dopma 00yueHus: OUHAs
CoenuanureT

O0beM TUCHUIINHEIL: 8 3.€.

dopMa NMPOMEKYTOUHOH atTecTaumu: auddepeHnrpoBaHHbii 3ader (4 cemecTp), dk3aMeH (5
CeMecCTp).

IInanupyemsie pe3yiabTaThl ocBoenusi: OIIK-9,
YK-2
B pe3ynbraTe u3yueHus: AUCUUILIUHBI CTYACHT JTOJIKEH:
3HaTh:
— [IpuHIUTIBI CBSI3M ¥ OOMEH JAaHHBIMH B JIOKAJIbHOW TTPOBOJTHOM CETH;
— YpoBHHU noctyna u pacnpezaenenus B cetu Ethernet;
— CtpykTypy cetu IHTepHET, IPUHLIMIIBI 0OMEHA JaHHBIMU MEXIY y3lamu B IHTepHET;
— Cxemy nonkitoueHus K IHTepHeTy yepes nocTaBIIMKa YCIIYT;
— CeTeBbl€ YCTPOUCTBA;
— Bujpl, XapakTepUCTUKH U MapKUPOBKY CETEBBIX Kabeneil 1 KOHTAKTOB;
— [punnumiel ceteBoit aapecannu, Gopmat IP-anpeca u Mmacku mojcetu, Tumsl [P-anpecoB u MeToab! MX
nony4yenusi, nporokoia DHCP;
— MHOroypOoBHEBYIO MOJI€NIb MEXCETEBOr0 B3auMoiecTBrs OS] u ceTeBbie MPOTOKOJIBL;
— becnipoBogHBIE TEXHOJIOTUU 7151 TOKAJIbHBIX CETEH;
—OCHOBHBIE CETEBbIE CIYKOBI, apXUTEKTYpy KIHEHT-cepBep, IP-cepBUCH M MPUHIMIBI UX PaldOTHI,
CEPBHUC AJIEKTPOHHOM MOYTHI, CEPBUC TOMEHHBIX UMEH DNS; — ApXUTEKTYypy U BO3MOKHOCTH CUCTEM
Cisco IOS / Huawei VRP;
— OCHOBHBIE IPOTOKOJIBI MapIIPYTU3ALINN;
— Ctpyktypy IP-anpecanuu B JIBC;
—Mertonp! Tpancasiuuu aapecoB NAT u PAT;
— ba3oBbie HACTPOWMKH MapUIPyTU3aTOPOB;
— ba3oBbie HACTPOWKH KOMMYTaTOPOB;
— MexaHu3Mbl pe3epBHOIO KOIIMPOBAHUS U aBAPUWHOIO BOCCTAHOBJICHUS B CETU.

YmeTs:

— IlpoexkTupoBaTh M YCTaHABIMBATH JOMAIIHIOID CETh WJIM CETh MAajoro MNPEINpHsTHs, a TaKkKe
MOAKJIIOYaTh €€ K cetu HTepHeT;

— BBINIONIHATE TIPOBEPKY M YCTPAHATh HEMOJIAJKM CETHM M IMOIKIIOYEHMs K ceTtu MHTepHer;
ObecnieunBaTh OOITUH TOCTYI HECKOJIBLKMX KOMITBIOTEPOB K CETEBBIM pecypcam ((aiiiam, mpuHTEpaM
¥ 1Ip.);

— BBISBIIATE ¥ yCTPaHATH yrpo3bl 0€30MMaCHOCTH JTOKAITBHOW KOMITBIOTEPHOM CETH;

— HactpauBats 1 ipoBepsiTh 6a30BbIec IHTEpHET-TIPHIIOKEHNS,



— HacrtpauBats 6a3oBbie [P-cepBuch npu nmomoimu rpadgudeckoro uarepdeiica OC;
— YcraHaBnuBaTh U HAcTpauBaTh YCTPOWMCTBA JUIsl MOJKIIIOUEHUS K ceTu VHTepHET U cepBepawm,
BBIITOJIHATD MMOUCK U YCTPAHCHUC HCIIOJIA0K,
—IIpoexTrupoBaTh 6a30BYIO IPOBOIHYIO HHPPACTPYKTYPY AJIs MMOAJAEPKKHA CETEBOTO TpaduKa;
— Ob6ecneunBath oakItoueHUe K cetd WAN Ha 6a3e CepBUCOB TEICKOMMYHUKAIIMOHHBIX KOMIIAHUH;
— BBIMOAHATS ~ aJeKBaTHbIE MNPOLEAYPhl BOCCTAHOBJIEHUS TMpPH  aBapusix M OCYILECTBISATh
pe3epBUpPOBaHUE CEPBEPA;
— KoHTponnpoBath Mponu3BOIUTENILHOCTh CETU U BBIABIIATH COOU;
—BbISBIAT U yCTpaHATh HEMOJIAJKU C MCIOJIb30BAHHEM CTPYKTYPHUPOBAHHOM MHOTOYpOBHEBOI
MPOLEAYPHI.



AHHOTAIIUSA K PABOYEM ITPOTPAMME JUCIHUATIIMHEBI
«CucTeMbl BUIEOHAOJIIOEHUS
10.05.03. MadopmanronHast 6€30MacHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM
cnernuanu3anus «be3onacHoCTh OTKPHITHIX HHPOPMAIIMOHHBIX CUCTEM)
¢dbopma oOyueHus ouHast

O0bem qUCHUIIMHBI (MOAYJIs1): 8 3aUETHBIX €IUHHII.

®opma NpoMeKYTOUHOI aTTecTanuu: 1updepeHInpOBaHHbIHN 3aUeT, IK3aMeH.
Henau n 321244 0CBOEHUS TN CHUIITIHHBI (MOIYJIA)

HCJII:IO JUCHUITIIMHBI «CucreMsl BHI[GOH&GHIO,Z[GHHH» ABJIACTCA O6y‘-I€HI/I€ CTYACHTOB OCHOBaM
IPOEKTHUPOBAHUS CUCTEM BHJICOHAOIIOICHHS, O3HAKOMHUTBCS C COBPEMEHHBIM 000PYA0BaHUEM,
U3Yy4UTh METOJUKHU pacyeTa U noa0o0opa 000pyq0BaHUs, U3YUUTh TEXHOJOTMUECKUE CXEMBI,
HCIIOJI3YCMbIC B C6JIOKI/IpOBK€ C OXpaHHO-IIOXXAaPHBIMA U JPYT'UMHU CUCTCMaMH. 321,[[3.‘-11/1 JUCHUITIINHBI
«CucreMsbl BHI[COH&GHIOI[CHI/IH»Z

. I/I3y‘-II/ITB OCHOBHyIO HOpMaTI/IBHO-TGXHI/I‘-IGCKyIO ,Z[OKyMeHTaI_II/IIO;

*  W3YyYUTh OCHOBHBIC MIPUHIIMITBI M IIOAXO/BI IIPY OPTaHU3AIMH TEXHHYCCKOHN 3aIHThHI
nHpopmanuu;

*  W3YYUTh METOJMKHU pacuera u moadopa o0opymoBaHuUs BUICOHAOIIOACHHS;

*  U3YYUTh apXUTEKTYPy ceTel BUICOHAOIIOICHNUS;

*  U3YyYUTh HEKOTOPOE CEPBUCHOE MPOTpaMMHOE 0OecIieueHHe.

*  W3YYUTh IPHUHIUIBI U TOJXO0JIbI K MPOCKTUPOBAHUIO CUCTEM BHICOHAOIOICHHMS.

Il1anupyemMsle pe3yabTaThl 0CBOCHHS
B pe3ynbTare ocBOeHHNS TUCIHUIUIMHBI O0YUAIOIIUiicS TOJDKEH 001a1aTh CeTyoIMI
KOMITETECHIIMSMHU:
OIIK-9 — cnocoOHOCTBIO pemaTh 3aauu NpohecCHOHAIBHON IEATEFHOCTH C YU€TOM TEKYILEro
COCTOSIHUSL U TEHIEHIMHA pa3BUTHS MH()OPMAIIMOHHBIX TEXHOJOTMH, CPEACTB TEXHUYECKOW 3aIlUTHI
uH(pOpMaLINK, CeTeH U CHCTEM Nepeaadn HHPOpMaLnu.

CucreMbl Bujieonadonenus 1

B PE3YyIbTAaTE U3YUCHUSA TUCIUIINIMHBI CTYACHT JOJDKCH: 3HATD:

. OCHOBHBIE TTIOHSTHUS CUCTEM BHCOHAOIIOICHNS;

. HOPMAaTHBHO-TEXHHYECKYIO JOKYMEHTALUIO;

. OCHOBHBIC ITOHTHS alMapaTHBIX CPEACTB CHCTEM BHICOHAOIIOICHHS;

. OCHOBBI 0230BBIX TEXHOJIOTUN CHCTEM BHICOHAOIIOACHNUS; . MPUHIUT pabOTHI
YCTPONCTB BUJCOHAOIIOACHNUS; yMeTh:

. (dopMann3oBaTh MOCTABICHHYIO 3324y,

. OCYILECTBIISATH aNIapaTHyIO peaan3alli COCTaBa CUCTEMBI;

. IPOEKTHPOBATH CETH CUCTEM BHICOHAOIIIOICHHS,;

. OCYIIECTBIIATH HACTPOHKY CHCTEM BUACOHAOIIONCHS;

. IPOBOJIUTH aHAJIN3 U MOHUTOMHT CETEH M Y3JI0B BHICOHAOIIOICHHS.

CucreMbl BUACOHA0II01CHUS 2
B pe3ynbrare ocBoenust Ol BBIMYCKHHUK JOJKEH: 3HATD:

® OCHOBHBIC ITIOHATHUS CUCTEM BUACOHACHUA,
® HOPMATUBHO-TCXHUYCCKYIO JOKYMCHTAIUIO,

° OCHOBHBIC IMOHATHUA allllapaTHBIX CPEACTB CUCTEM BI/IILCOH36J'IIOI[CHI/I5[;



® OCHOBHBIC MOAXOAbI K MIPOCKTUPOBAHUIO IMPU COBMCCTHOM UCIIOJIB30BAHUHN
BUACOAHAJIMTHUKHU U CUCTCEM BI/I,Z[GOH3.6JHOI[GHI/I5I;

. nporecchl 00pabOTKHU CUTHAIOB H300paKEHUI B MHTEIICKTYAIbHOM BUJICOCUCTEME;
* METOJIbl BU3YaJIU3allM B MHTEIUIEKTYaJIbHBIX BUJCOCHUCTEMAX.
yMeThb:

. pa3pabaThIBaTh MPOEKTHI CHCTMEM BHICOHAOIIOCHNS C BUACOAHATUTHKOIA;

. 0o0y4yaThb CUCTEMbI BUJICOHAOIOICHUS M aITUPOBATh UX IO KOHKPETHBIE 3a/IauH;

. BBITIOJIHATH 110100p 000PYIOBaHUS M IPOTPaMMHOTO 00eCTIeueH s 110]] KOHKPETHBIE
3aJauu.

Kparkoe conepxanue 1ucuunJInHbI (MOIYJst)

Tema 1. Benenue. Haznauenue cuctem BUCOHAOMIOACHUS U UX poiib. [leiicTByrOmas HOpMaTUBHAS
nokymeHTanus. deaepanbHble 3aKOHBI.

Tema 2. 3HaKOMCTBO CO CpeJI0 aBTOMATH3WPOBAHHOTO TTpoekTupoBanus AutoCad.

Tema 3. 3HaKOMCTBO U U3yYEHHE PEATbHBIX MPOEKTOB U UX TEXHUUYECKUX PEIICHUH.

Tema 4. Kimaccudukanms cucrem Bugeonadmonenus. O0mume TpeOoBaHus, MPEAbIBISIEMbIC K
CUCTEMaM BHI€OHAOIIOICHUSI.

Tema 5. Bunbl Bugeokamep u ux ycrpoiicrso. Mntepgeiicsl. CriocoOsl HACTPOWKU U YIPABICHHUS.
[IpaBuna nonbopa. JlaTunku, cOTOKUPOBAHHBIE C KAMEpPaMH.

Tema 6. Bunpl 00beKTHBOB 1)1 BUAcOoKamep. MeToauka pacdera u moaoop.

Tema 7. ndpakpacHble TPOKEKTOPHI, UX pacyeT U moadop.

Tema 8. Koxxyxu u kopmyca Bugeokamep kamep. ObecnieueHre MUKpOKIMMara. MeTonka paciera u
nonoop.

Tema 9. Bunsl Buneopeructpatopos. [IpaBuna mogdopa. Hactpotika.

Tema 10. lenutens sxpana. Mynsturuiekcop. Ilnatel Bugeo3axsara.

Tema 11. CereBoe 060pynoBanue Jj1si CUCTEM BueoHabmoaeHus. [Ipapuia mogdopa. Pacuer
IPOIYCKHOW CIIOCOOHOCTH KaHAJIOB.

Tema 12. McTounuku pe3epBUpOBaHHOTO MUTaHUSA. MeTouka moaoopa. Pacder o61ieit Harpy3ku.
[TpuBsizka 06opyI0BaHUS K UHAUBUAYATEHOMY WIIH K IICHTPAIBHOMY UCTOYHUKY TTUTAHHUS.

Tema 13. O6opynoBanne APM. IlynsThl ynipaBnenus. [IporpaMMHbIe cpeicTBa PErHCTPALIUN
BUJICOCUTHAJIA.

Tema 14. TunoBsie cxeMbl BuaeoHaOmoneHus. [IpocTeiimme cXxemMbl ¢ OJHUM BUICOPETUCTPATOPOM.
CrnoxHnble cxeMbl. CXxeMbl, KOMOMHUPOBAaHHBIE C OXPAHHO-TIOKAapHOM curHanu3anuei, cuctemoit CKY /]
U KJIMMaTH4eCKUM 000pYAOBAHUEM.



AHHOTanms K paboueii mporpaMme TUCITUTUTHHBI
CucremMbl ynpasJjieHusi 0a3aMH JaHHBIX
CnenunanpaocThb: 10.05.03 MudopmarmonHas 6€30MacCHOCTh aBTOMATH3UPOBAHHBIX CUCTEM
Crneunanuzanus: bezonacHOCTh OTKPBITHIX HHPOPMAILIMOHHBIX CUCTEM
YpoBeHb BBICIIET0 00pa30BaHM: CHEIUATIUTET PopMa 00yUeHHS
ouHas

O0BEéM IUCIUIINHEL: 4 3.¢.
dopMa NPoOMeKYTOUYHOM aTTecTalUM: dK3aMeH (5 ceMecTp).
Ilnanupyemsblie pe3yabtarbl ocBoeHus: OIIK-14

B pesynbpTare 0CBOCHHS AUCIUIUIMHBI CTYICHT JTOJDKEH:
3HATh

*  THUIOJOTHIO U METOAOJIOTHIO TPOEKTUPOBAHUS 0a3 JaHHBIX, YMETh KJIACCU(PHUIIUPOBAThH
nH(OpMaLIMOHHBIE 33]]a4H, PEIIaeMble C UCIIOIb30BaHUEM 0a3 JTaHHBIX;

*  0COOCHHOCTH MOJICIIMPOBAHUS U TPOSKTUPOBAHUS PEIILIUOHHBIX 0a3 JaHHBIX;

* O LeJNSIX U CpeacTBax pa3paboTKU U aIMUHUCTPUPOBAHUS 0a3 JaHHBIX; YMETb

* TNPUMEHATH HaBBIKK pa3pabOTKH 0a3 JaHHBIX Ha MPAKTHKE;
UMETh HAaBBIKH
*  BIIQJICHUS CUCTEMHBIM IOAXO0JI0OM KaK METOOJIOTHYECKONW OCHOBOM MPOEKTUPOBAHUS
MH(POPMALMOHHBIX CHCTEM, UCIIOIb3YIOIUX 0a3bl JaHHBIX;  * BJIAJACHUSA METOIUKON
COCTaBJIEHMS 3aIIpOCOB Ha sA3bIke SQL.

He.]'ll/l " 321a4Y4 OCBOCHHA TUCHUIIJIMHBI:

Lenb: popmMupoBaHue y CTyIEHTOB COBOKYMHOCTH MPO(eCcCHOHATBHBIX Ka4eCTB, 00eCIIeYNBAIOLINX
pelieHue mpooOiieM, CBA3aHHBIX C MPOECKTHPOBAHHEM M peanu3alieil MpUKIaJHbIX 3allUIICHHBIX

pemieHnit U 6a3 JaHHBIX TOJ yNPaBICHHEM COBPEMEHHBIX CHCTEM YIpaBlieHUs 0azaMu JaHHBIX
(CYBL).

3agaun:

-J1aTh 00IIIee MPECTaBICHNE O CHCTEME YITpaBJIeHUs 0a3aMu IaHHBIX KaK 00 OJTHOM U3
OCHOBHBIX COCTABJISIOMUX 3P (HEKTUBHBIX CUCTEM aBTOMAaTU3UPOBAHHOM 00paboTKu HH(OpMaIuu;

-M3y4YUTh NATTEPHBI TPOSKTUPOBAHUS 0a3 JAHHBIX JUTSI PA3TUYHBIX TPUKIAIHBIX 3a7a4;

-U3y4YUTh XapaKTEPUCTUKH U TUIIBI CUCTEM 0a3 JaHHBIX, 00JIACTH MPUMEHEHUS CHCTEM
ynpasieHus 0a3amu 1aHHbIX B paspese CAP-Teopemsr;

-paccMOTpPETh ~ BONPOCHI  TPAH3aKIMOHHOM  IEJIOCTHOCTH  JIAHHBIX, Croco0bI
MacIITaOMpOBaHUS AJIsi BRICOKOHATPYKEHHBIX U pacIpeIeIEHHBIX CUCTEM;

-paccMoTpeTh 00aacTh mpuMeHuMOocT CYB/I ¢ pa3snuyHbIMU MOJIETISIMU TAaHHBIX
00BEKTHOPEISIIIMOHHOM, 00BEKTHOM, rpad)0BOM, KOJJIOHOUHOMU, TOKYyMEHTOOPUEHTUPOBAHHOM, KITIOY-
3Ha4YCHHUE;

-U3y4UTh BHYTPEHHIOIO opranu3anuio CYB/] B yacTu XxpaHeHus Ha JUCKE U B MaMSITH,
0COOEHHOCTH OpraHU3AIMK WHJICKCOB, a TAKKEe HH)XCHEPHBIE TTOAX0/1bI K olieHke 1 BbIOopy CYB/I.



Kpatkoe cogepkanue IuCHUIINHBI:

JucuuninHa BKITIOYaeT 8 pa3/iesioB:
1. BBenenue.

2. Opranun3zanus coBpemenHont CYB/I.

3. Jlornueckue MOJieIN JaHHBIX.

4. Hopmanu3zauusi JaHHBIX B PENSLIMOHHON MOJIEIH.

5. S3p1k 3anpocoB SQL: okoHHBIE QYHKIINH, CTICIHATBHBIE KOHCTPYKIIHH.

6. [IpeBOBOBUAHBIE CTPYKTYpHI. Peanu3zanus B pensiiuoHHON MoJienu. PexypcuBbie 3anpochl
SQL.

7. OnTUMHU3aLysl BBITOJIHEHUS 3aPOCOB.

8. CpaBuenue npousBoaurenbHoctu CYB/I.



AHHOTanms K paboueii mporpaMme TUCITUTUTHHBI
TeopeTuko-4ucI0BbIE METOABI B KpUnrorpadpumn
CrnenunanpaocTb: 10.05.03 NHpopMmanmonHas 6€30macHOCTh aBTOMaTU3UPOBAHHBIX CHCTEM
Crnernmanu3anus: be3onacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX cucTeM (opma 0OydeHHs
O4YHas

O0BEM IUCIUIINHEL: 4 3.¢.
dopma npoMeKyTOUYHOM aTTecTamum: nuddepeHmpoBanHbiid 3a4€T (7 cemecTp).

Ilnanupyemblie pe3yabtarbl ocBoeHus: OIIK-3
3HATh:

* 00 OCHOBHBIX 33Jlayax W MOHATHUIX KPUMITOTPAPHH;

* 0 TEOPETHKO-YUCIIOBBIX OCHOBAX JBYXKJIIOUEBOM KpUNTOrpaduu;

*  OCHOBBI AUCKPETHOH anreOphl U TEOPUU YUCEIT;

*  OCHOBHBIE BHJIbI ACHMMETPHYHBIX KPUNITOTPAPHUIECKUX aITOPUTMOB;

*  ITOPUTMBI MPOBEPKH YUCET H MHOTOUWIEHOB HA IMPOCTOTY, TOCTPOSHHSI OOJIBIINX MPOCTHIX
YUCCII, pa3JIOKCHU YUCCII U MHOT'OYJICHOB HAa MHOKUTCIIU, TUCKPETHOTO JIOI‘apI/I(bMI/IpOBaHI/I}I B
KOHECUHBIX UKIMYECKUX TPYIIIax.

YMETb:

*  IIPOBOJUTH OLICHKY CJIIOKHOCTH JITOPUTMOB;
*  KOPPEKTHO MPUMEHSITh aCHMMETPUYHBIC KPUNITOTpAaUIECKUE allTOPUTMBL;
* (hopMaIn30BaTh OCTABICHHYIO 3a/1a4y;
*  BBIIIOJIHUTB IIOCTAHOBKY 3a/1a4 KPUITOAHAIN3a U YKa3aTh MOAXO/bI K UX PELICHHUIO; .
HCIIOJIB30BaTh OCHOBHBIE MATEMATUYECKUE METOIBI, IPUMEHSAEMBIE B CUHTE3€ U aHAJIN3E
TUIOBBIX KPUIITOTpahUUECKUX AITOPUTMOB.

BJIAJIETD:

*  KpUNTOTpapHUUECKON TEPMUHOIOTHEH;

*  HaBBIKAMHU IIPUMEHEHHUSI AJITOPUTMOB, OCHOBAaHHBIX HAa TEOPETUKO-UYUCIIOBBIX TPUHIINIIAX, K
BOIIPOCAM IIOCTPOEHUS KPUIITOCUCTEM U UX aHAJIM3Y;

*  HaBBIKAMU HCIIOJIb30BAHUS COBPEMEHHON HAyYHO-TEXHUYECKOM JIUTEepaTyphl B 001aCTH
KPUITOTpapUUeCKON 3aIUTHI

*  HaBbIKaMHU YPPEKTUBHOTO BBIYUCIEHUS B KOJIBLIAX BBIUETOB U B KOJIbLIaX MHOTOUYJIEHOB

enu u 3a1a4n 0CBOEHHUS TUCHUILIUHBI: V3ydaloTcst OCHOBBI TEOPHH YUCEII: TEOPHUs AETUMOCTH,
TEOpHs CPABHEHUH, TEOPUS KBAJAPATUUHBIX CPABHEHUM, KOHEUHBIE TPYIIIbI, KOJIbLA U T10JIS
BBIUCTOB, IMOPAJAOK 3JICMCHTA B MYHBTHHHHKaTHBHOﬁ rpyimriie, nopoxc;[a}oumﬁ DJIEMEHT
MYJIbTUIUTMKATUBHON TPYTIBI BEIUETOB.

W3y4aroTcst mpusIoKeHusi TEOPUU 4uced B KpUNTOrpaduu: TecThl Ha MPOCTOTY YHCIA, JOKa3yeMoO
MIPOCTHIE YHCJIA, aCHMMETpUYHbIe KpurnrtocucteMbl: RSA, Onp-I'amans, Pabuna, DSA, TOCT P
34.11-94, T'onpaBaccep-Mukanu, bmroma-I'onbaBaccep, llamupa u ap., BONPOCH YCIOBHOM
KpUNITOTpapUIeCKO CTOMKOCTH JTHX CHCTEM, NpoOieMbl (QaKkTopu3alud H JAUCKPETHOTO
aorapuMUpOBaHUS, AITOPUTMBI 711 PELICHUS 3TUX MPOOIIEM.



Kpatkoe cogepkanue IUCHUIINHBI:

OcHOBHBIE TIOHATHUS Teopuu uucen. Teopema aenumoctd. HambGonpmmii oOmui nenutens u
anroput™M EBknmpa. Ilennple npoou. Hammenspmiee oOmiee kpaTtHoe. Ilpocteie uncna. Teopemsr
EBximna o nmpocteix uncnax. Pemero Dparochena. OcCHOBHBIE CBOMCTBA MPOCTHIX YKcell. Teopema o
€MHCTBEHHOCTU pAa3JIOKEHUS Ha IPOCTHIE COMHOXHUTENHW. TeopeMa O JAENUTENsAX Yucia U ee
CIEACTBHS. ACHMIITOTHUYECKUN 3aKOH pacrnpeneneHus NpocThix uncen. DOyHkuums Oisepa, ee
cBoiictBa. CpaBHeHusa. CBoiicTBa cpaBHeHMil. [lonHas cucrtema BBIYETOB, MPUBEICHHAS CHCTEMA
BBIYETOB. AJIreOpanuecKkue CBONCTBA, 00paTHBIN 3emMeHT. Teopema Ditnepa, Teopema Depma. Tect
®epMma Ha npocroty. Yucna Kapmaiikna. Teopema Kapmaiikna. [Tpumenenue teopembr @epma B
kpuntocucreMe RSA. CpaBHeHHSI ¢ OJHUM HEU3BECTHBIM 1-ii creneHu. Cucrema cpaBHEHHH 1-i
crenenu. Kuraiickas Teopema 00 ocratkax. [Ipumenenne Kuraiickoit Teopembl 00 octatkax B RSA
KBanpatuunble cpaBHeHUs 1O npoctoMy monyiro. Cumsoi Jlexxanapa u ero cBoiictBa. Pemenue
KBaJIpaTUUHBIX CPaBHEHUH IO MPOCTOMY MOZIYJ0. UNCIo peneHuii KBaapaTUYHOTO CPAaBHEHUS I10
coctaBHOMY Mozyiro. CumBon SIkoOu, ero cpoiictBa. Tect Comnoses-lltpaccena. KBagpatuunsie
cpaBHeHHs 110 Moaynto RSA. CBs3p 3amau u3BjiedeHus KopHel u ¢akropusanuu. Kpunrocucrema
Pabuna. Ksagpatet u mceBmokBaapatel. Ywucna bmroma. BBS-renepatop. Kpunrocucrema
bmowmal onpaBaccep, kpunrocucrema [ombaBaccep-Mukanu. Tect Munnepa-Pabuna. I[lopsok
rpynnsl. [lopanox snemenra B rpymnne. [lopoxnaromuii anemenT. CyniecTBOBaHHE MOPOKAAIOIIETO
anemenTa B Z*,. Kpurepuii JIroka. Teopema Candpumka u rect Muiiepa. Teopema [lokiaunarTona u
TECT Ha IIPOCTOTYy Ha ee ocHoBe. Yucna Pepma, Teopema Ilennna, tect Ilennna. Yucna Mepcenna.
Tect Jlykaca-JIlemepa. Teopema Jluemutko. IIpouenypa renepanuu npoctsix uncen I'OCT P 34.10-
94. Nuckpetnslii norapudm. [Ipodnema Auddu-Xenmana. Kpunrocucrema np-I'amans. [IpoGiema
daxTopuzanuu. Meron npoOHbIX neneHnil. Meron depma akTopuzaum.

Merton kBanpaTudHoro pemiera. Po-meton [lomnapaa dhakropuzamuu. p—1 — MeToa ¢pakTopu3aium.
Meton Jlukcona. 3amada AUCKpeTHOTO jorapudmMupoBanus. Meroa mpsmoro moucka. Po-meron
[Tomnmapna auckperHoro morapudmupoBanus. AnroputMm Ilomura-Xemnmana. Meton «Illar
MJIa/ICHIIa-11ar BEIUKaHa». MeTol HCUUCIIEHHS OpsIKa.



AHHOTaIUA K pabodeii mporpaMmme JUCITUTITNHBI
TexHosIornu U METobI MIPOrpaMMHUPOBAHUS
CrnemmansHocTh: 10.05.03. MadopmarmonHas 6€30MacHOCTh aBTOMAaTH3UPOBAHHBIX CUCTEM
Crnernmanu3anus: be3onacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX cucTeM (opma 0OydeHHs
O4YHas

O0beM qUCUMILTHHBI (MOLYJIfA): 8 3.€.
dopma npoMe;KyTOUHOM aTTecTamun: nuddepeHImpoBaHHbIi 3a4eT(5,6 ceMecTphl).
Hesan 1 33124 0CBOEHM S JUCUMIIJIMHBI (MOXYJIS)

VYuebHas puctuiimHa «TeXHONIOrMM W METOABl MPOTrpaMMHUpPOBAHHS» OOECreyuBacT
npuoOpeTeHne 3HAHUM M YMEHUH B COOTBETCTBUM C TOCYJApCTBEHHBIM 00pa30BaTEIbHBIM
CTaH/IapTOM.

OCHOBHOI 1eJbI0O TUCITUTUINHBI « T€XHOIOTUN U METO/IBl TPOTPAMMUPOBAHUS» SIBIISIETCS
M3JI0KEHUE OCHOBOITOIATAIOIINX TPUHITUIIOB Pa3pabOTKH MPOrPaMMHOTO 0OSCTICUCHHS B
Pa3InYHbIX Cp€aax ¢ UCIOJb30BAHUCM PA3JINYHBIX I/IH(bOpMaI_[I/IOHHBIX TEXHOJIOTUH IMpu pCHICHUHA
pa3HOO00pa3HBIX MPUKIIAJIHBIX 3a/1a4.

3apaum guctuIuIMHBL « T€XHOIOTHH U METOJIBI TPOTPAMMHUPOBAHHMS

* JaTh MPEJICTABIICHUE O KOMIIBIOTEPHBIX TEXHOJIOTHSAX U METOJaX MPOTPaMMUPOBAHUS;
¢ HAYYUTDb HUCIIOJIb30BAaTh KOMIIBIOTCPHBIC TCXHOJIOTHU U MCTOABI NPOTrPpaAMMUPOBAHUSA JJI
peHICHUA pa3H006p213HBIX MPUKJIAAHBIX 3a1a4.

I[lnanupyemMble pe3yibTaThl 0CBOECHUS
B pesynbpTaTe 0cBOCHMS TUCIMIUIMHBI O0OYYArOIINICS JTOHKEH 001a1aTh CIeAyIOIIMMHI
KOMIIETEHIIUIMU:

OIIK-7 - CnocoGeH co3laBaTh IPOTrpaMMbl Ha S3bIKAX BBICOKOTO M HM3KOTO YPOBHS, IPUMEHSTH
METOAbl U MHCTPYMEHTAJbHBIE CPEACTBA MPOrPAaMMHPOBAHUS Ul pEIICHUS MPOQecCHOHATbHBIX
3aJa4, OCYIIECTBIATh OOOCHOBAHHBIM BBIOOP WHCTPYMEHTApHUsl MPOrPaMMHPOBAHUS M CIIOCOOOB
OpraHu3aIiy IPOrpamm;

B PE3YIbTATC U3YUCHUS JUCHUIIIMHBI CTYJCHT NOJIKCH: 3HATDL:
° OCHOBHbI€ A3bIKM U CUCTEMbI NPOrpaMmMmnpoBaHnA, cpebl pa3p360TKM N KOMNbHOTEPHDbIE
TEXHO/I0TNK;

° cnocob6bl NoCTPOEeHuA, aHan3a U peanmsaumnm aaroputmos.

YMETB:
*  NPUMEHATb OCHOBHbIE A3bIKM M CUCTEMbI MPOrPAaMMMUPOBAHUA, Cpebl Pa3paboTKu 1
KOMMNbIOTEPHbIE TEXHOI0TUM B NPOPECCUOHANIbHON AeATeIbHOCTY;

° nposogunTb NOCTPOEHUE, aHAIU3 U peann3auynto aJiroPpUTMOB B COBPEMEHHDbIX MPOrpaMMHbIX
KOmnsiekcax.

Kparkoe conepxkanue 1ucuunJInHbI (MOIYJIs1)

5 cemecTp

1. BBeieHue B AUCLUIIINHY

2. Pa3paboTka ¢ uCIob30BaHNEM CKPUITOBBIX S3BIKOB IPOIPAMMHUPOBAHHUS.
3. Pa3paborka Win32 npunoxeHuid 1 OnOINOTEK

4. PazpaboTka KOHCOJBbHBIX IPUIOKEHUI

5. Pa3paboTka OKOHHBIX MPUIIOKECHHMA

6. IlapamienbHOE IPOrpaMMHUpPOBaHUE



7. Pa3pabotka u ucnoiaszoBanne COM 00beKTOB
8. PazpaboTka u ucnons3zoBanue ActiveX o0BbEKTOB

6 cemecTp

1. Pa3paboTka ceTeBbIX MPHIOKCHHUI

2. Pa3paboTka CepBUCHBIX MPUIIOKECHUN

3. Pa3zpabotka .NET-npunoxenuit

4. Pa3paboTka BHEIITHUX XPaHUMBIX IPOLEAYP sl cEpBEpOB 0a3 JaHHbBIX
5. VBA npunoxenus

6. Web nmpunoxxenus



AHHOTAIMS K PABOYEM ITPOI'PAMME JIUCLIMITJIMHBI

VYnpasienrne HHPOPMAITMOHHON 6€30MaCHOCTHIO
cneruanbHOCcTh 10.05.03. MadopmamonHas 6€30macHOCTh aBTOMAaTH3UPOBAHHBIX CUCTEM
cnenuanu3anus «be3onacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX cUCTEM» GopMa 00ydeHHS
OYHas
O0BpeM JUCIUIINHEL: 4 3.¢.

dopma npomekyTouUHOM aTTecTamun: nuddeperiupoannbiii 3auet (10 cemectp)

[Inanupyemble pe3ybTaThl 0CBOCHHSA:

OIIK-1, 11
3HaTh:

. OCHOBHBIC 3a1aun 1 noHsaTus 1b;

. OCHOBHBIE CTaHJAPTHI, periaaMeHTupyoomue ymnpasienue Ub;

. INPUHIUIBI pa3paboTku mporeccoB ynpasienus Ub;

. noaxoxas! k uaTerpanun CYUB B 0011yto cucreMy yrnpaBieHUs TPeANpUSTHEM
YMers:

. aHaJM3UpoBaTh Tekyulee coctosHue Vb B opranmsanuu c 1enpio pazpaboTku
TpeboBaHUH K pazpadaThiBaeMbIM Ipolieccam yrpasieHnus 1b;

. ONpeNeNIATh LEeMM M 3a/a4yd, pellacMmble pa3padaTblBAEMbIMU IPOLIECCAMU
yrnpasienus Ub;

. MIPUMEHSATH MPOIECCHBIN MOX0 K ynpasiennio Vb B paznuunbix cdepax

JESTEIHOCTH;
. UCTOJNb3ys COBPEMEHHbIE METOJbl W CpPEICTBAa pa3padarbiBaTh IPOLECCHI

yrnpaienus Ub, yauteiBaromnye 0coOeHHOCTH (PYHKIIMOHUPOBAHUS MPESANPHUATHS U pelIacMbIX
WM 3a/1a4, ¥ OIICHUBATh UX 3PHEKTHBHOCTH;

. MPAaKTUYECKH peIlaTh 3a/1a4u dbopManmu3anuu
paspabaThiBaeMbIX  MpoIieccoB ynpasienus 1b;
. paspabateiBaTh U BHeApATH CYUD u oniernBath ee 3¢ (HEeKTUBHOCTS.
Bnaners:
. TEPMHUHOJIOTUEN U MPOLECCHBIM MOJIX0A0M MOCTPOEHHUS cucteM yrpaieHus Ub;
. HaBbIKAMH aHAJIN3a aKTUBOB OpraHu3anuu, ux yrpos b u ysa3sumocrei B pamkax
o6mactu pesrensHocTd CYUB;
. HaBbIKAaMU TIOCTPOEHHUS KaK OTAENbHBIX MporeccoB ympasinenus Wb, Tak u

CHUCTCMBI ITPOLICCCOB B LICJIOM



AHHOTAIMS K PABOYEM ITPOI'PAMME JIUCLIMITJIMHBI

DNEKTPOHUKA U CXeMOTEXHUKA IS
00yYaromuXcsi 1Mo CHEIHaTbHOCTH
10.05.03. UudopmanmonHas 6€30MacHOCTh aBTOMATH3UPOBAHHBIX CUCTEM
cnienuanu3anus «be30nacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CHCTEMY
dbopma oOyueHust ouHas

O0beM TUCHUILINHBL: 4 3.€.

dopma npoMeKyTOUHOI aTTecTanuu: 1uddepeHITMpoBaHHbIN 3a4eT (6 ceMecTp)

IInanupyemMble pe3yJbTaThbl OCBOCHMS:

B pesynbrare oOcCBOEHUS OUCHUIUIMHBI OOydalolIUCs  JOJDKEH 00jafaTh CleqyIOIUMU
KOMITETEHIIUSIMHU:

OIIK-4. CniocobeH aHanmu3upoBaTh (U3MYECKYIO CYIIHOCThH SIBICHUM M TMPOIECCOB, JICKAIINX B
OCHOBE (Q)YHKIIMOHUPOBAHUS MUKPOAJIEKTPOHHON TEXHUKH, TPUMEHSITh OCHOBHbBIE (PM3NUYECKHE 3aKOHBI
Y MOJIEJH ISl pelIeHUs 3a/1a4 podeccruoHaIbHOM 1eATeIbHOCTH.

3HaTh:

TEPMHUHOJIOTUIO W CHUMBOJIMKY, HCIIOJIB3YEMYIO B J3JICKTPOHUKE, MCTOAbI COCTAaBJICHUA H
YTCHUA OCHOBHBIX BUIOB JICKTPUUCCKUX CXEM,

OCHOBHBIC (PM3UYECKHE MOHATHS U MPUHLIUIBI (PYHKIIMOHUPOBAHMS OA30BBIX 3JEKTPOHHBIX
MOJTYITPOBOTHUKOBBIX KOMITOHCHTOB B aHAJIOTOBBIX M IH(PPOBBIX CHCTEMaxX; OCHOBHBIC
mapamMeTpbl M NPUHIOUNBI  padOThl  0a30BBIX  (YHKIHMOHAJIBHBIX  DJIEMEHTOB
PaInoOdIEKTPOHUKH (YCHIIMTENICH, TEHEPAaTOPOB U T.I1.);

OCHOBHBIC TNPHUHIMUIIBI pabOTHl M MPOEKTUPOBAHUS DIEKTPOHHBIX CHUCTEM; OCOOCHHOCTH
MPUMEHEHHSI aHAJIOTOBBIX U IIU(POBBIX PATHUOAIEKTPOHHBIX YCTPOMCTB;

OCHOBHBIE TIOJIXOJIbI K PEIICHUIO MTPAKTHYECKHUX 3a/1a4, CBSI3aHHBIX C aHATM30M CUTHAJIOB B
Y4acTOTHOM 00JIaCTH.

YMeTs:

Bnaners:

MPOBOANUTH 0a30BbIC TEOPETUUCCKUE M IKCIICPUMEHTAIBHBIC MCCIICIOBAHUS DIICKTPOHHOTO
000pYyIOBaHUS U CHCTEM;

OLICHUBATh CTCIICHDb AOCTOBEPHOCTHU PE3YyIbTAaTOB, IMMOJIYYCHHBIX C IIOMOIIBIO
OKCIICPUMCHTAJIBHBIX U TCOPETUICCKUX MCTOI0B HCCHGHOBaHHﬁ;

paccUUTHIBATh MIPOCTHIE AHAIOTOBBIE M LIU(POBBIE PATUOINEKTPOHHBIE YCTPOICTBA;
IOPUMEHSATh COBPEMEHHYIO BBIYMCIMTENbHYIO TEXHUKY IIpU aHalu3e U pa3paboTke
AHAJIOTOBBIX U IU(POBBIX AEKTPOHHBIX YCTPOICTB.

MpHUeMaMH U HaBbIKAMU PEUICHHs] KOHKPETHBIX 3a/1ad U3 Pa3HbIX 00JIaCTell AIEKTPOHUKU U
CXEMOTEXHUKH;



* OCHOBHBIMM MAaT€MaTHYECKUMH METOAAMH aHAJIW3a M PACYETa IEKTPUYECKUX LENed U
CUTHAJIOB;

0a30BbIMH HAaBbIKAMH TPOCKTHPOBAHUS, KOHCTPYHPOBAHMs, MOHTaXa M HAJIAIAKU MPOCTHIX

PaguOdIIEKTPOHHBIX YCTPOMUCTB.



AHHOTaIys K pabodeit mporpaMme TUCIHUITITMHBI
OCHOBBI IOCTPOEHNS 3AIMIIEHHBIX 023 JaHHBIX
CrermansHocts: 10.05.03. MndopmanronHas 6€30MacHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM
Cnennanu3anys: be3onacHOCTh OTKPHITHIX HH(POPMAIIHOHHBIX CHCTEM
YpoBeHb BBICIIETO 00pa30BaHM: CHEIHATIUTET PopMa 00yUeHHS
OyHast

O0BEéM IUCIUIIINHEL: 4 3.¢.
dopMa NpPoMeKyTOUYHOM aTTecTalum: 3k3aMeH (7 ceMecTp).
IInanupyemsie pe3yabTaThl ocBoenus: [1K-6

B pesynbrare OCBOSHUS AUCHUIUIMHBI CTYIACHT JOJIKCH:

3HATh:

- CYIIHOCTh M TOHATHE WHOpMalnuu, WHPOPMALMOHHON O€30IMacCHOCTH U XapaKTEPUCTHKY e
COCTaBIISIONINX;

- cpeacTBa U crocoObl obecrieuyeHHs WH(GOPMAIMOHHON O0€30MacHOCTH, MPHHLHUIBI MOCTPOCHUS
CUCTEM 3aIllUThl HHPOpMAIIHH;

- COBPEMEHHBIC KPUTEPUHU U CTAHIAPTHI JJISl aHaIu3a 0e30MacHOCTH MH()OPMAIIMOHHBIX CUCTEM Ha
6aze CYB/I;

- HOpMaTHBHBIE TIPABOBBIE aKTHI 1 HOPMATHBHBIC METOINIECKHE TOKYMEHTHI B 001aCTH 00eCTICUeHHS
UH(POPMALIMOHHOM 0€30MacHOCTH;

- OCHOBHBIE CPEJICTBA U CITIOCOOBI 00ecTieueHrst MH(POPMAITMOHHOW O€30MaCHOCTH, TTPEIOCTABIIIEMbIE
CHCTEMaMH YIpaBJICHUs 0a3aMU JTaHHBIX; - IPUHIIAITBI TOCTPOSHUS CUCTEM 3alUThI HH(OPMAIIHH;

yMeThb:

- aHAJIM3UPOBATh M OILICHUBATh YIPO3bl MHPOPMAIIMOHHON OE30MacHOCTH OOBEKTA; - MPHUMEHSTh
JIEHCTBYIOIIYIO 3aKOHOAATENbHYI0 0a3y B oOiactu oOecredeHus: O€30MacHOCTH CcUcTeM 0a3
JTAHHBIX;

- IPUMEHATh OTCUECTBEHHBIC M 3apYyOC)KHBIC CTaHAAPTHI UIS TPOCKTHPOBAaHUS, Pa3padOTKU H
OILICHUBAHWUSI 3aIUIIEHHOCTH KOMITBIOTEPHON CHCTEMBI;

- ¢hopManM30BaTh MOCTABJICHHYIO 33/1a9y 10 00ecriedeHu o 3amuThl b/I;

- IPUMEHSATh HOPMATHUBHBIC ITPABOBHIC aKTHl 1 HOPMATUBHBIC METOJMYECKUE JOKYMEHTHI B O0JIACTH
obecrieueHnst THPOPMAIIMOHHON OE30MaCHOCTH;

- HCTIOJIB30BATh CPEJICTBA 3AIUTHI, TIPEIOCTABISIEMbIC CUCTEMAMHU YIIPaBIeHUs Oa3aMy TaHHBIX;

- MPOBOAUTL OOOCHOBAHUE M BHIOOP PAIMOHAIILHOTO PEIICHUS IO 3aIUTE CUCTEM YIpPaBJICHHUS 0a3
JTAHHBIX C YYE€TOM 3aJ]aHHBIX TPEOOBAHMIA, BJIA/IETh:

- METOIMKAMH UCTIOJIb30BAaHUS CPEACTB 3alIUTHI, IPEIOCTABISIEMBIX CHCTEMaMHU YIIPaBJICHUs 6a3amMu
JTAHHBIX;

- mpodeccroHaIbHON TEPMHUHOJIOTHEH B 001acTH HHPOPMAITMOHHON 0€30MacHOCTH;

- MPaKTHYECKUMH HABBIKAMU PA0OTHI C HAYYHO-TEXHUYECKOH TOKyMEHTAIINEH;

- HaBbIKaMH pa3pab0TKM HOPMATHUBHBIX W OPraHU3aIlMOHHO-PACTIOPSIIUTENLHBIX JOKYMEHTOB,
periaaMeHTHPYIOMUX padoTy Mo 3ammTe HH(POPMAINK; - HaBBIKAMH Pa3pabOTKU MOJEIH yrpo3 U
MOJIENIN HAPYIIUTENs 0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM;

- HaBBIKAMU DPa3pabOTKU YaCTHBIX TOJUTHK O€30MacCHOCTH, B TOM YHCIIC TOJUTHK YIPaBICHUS
JOCTYIIOM U MH(GOPMAITMOHHBIMU TIOTOKAMU;

- METOJIaMH1 aHaju3a 0€30MacHOCTH HH(POPMAITMOHHBIX chcTeM Ha Oa3e nmpoMbinuieHHBIX CYB/I;

- HaBBIKaMu (popMupoBaHUs TPEOOBAHMI 11O 3aUTE HHPOPMAITUH.



He.]'ll/l U 321a4Y4 OCBOCHHA TUCHUIIJIMHBI:

Lens: hopMuUpoBaHHE Y CTYACHTOB COBOKYITHOCTH MPO(ECCHOHATBHBIX Ka4eCTB, 00€CIIeUNBAIONIIX
pelieHre MpoOJieM, CBS3aHHBIX C HCIIOJIB30BAaHMEM W IPOEKTUPOBAaHMEM 0a3 JaHHBIX O[T
yIIPaBJICHUEM COBPEMEHHBIX CHUCTEM YIpaBIeHHs 0Oa3aMy [aHHBIX, a TakKe CBS3aHHBIX C
oOecrieyeHreM 0e30macHOCTH MH(OPMAIMK B aBTOMATU3UPOBAHHBIX MHPOPMALMOHHBIX CUCTEMAX,
OCHOBY KOTOPBIX COCTaBIISIIOT 0a3bl JAaHHBIX, a TAKXKE C HaBHIKAMH pabOTHI CO BCTPOCHHBIMH B
CHCTEMBI yIpaBlieHUs 0a3aMU TaHHBIX CPEICTBAMMU 3AIHTHI.

3agaun:
-00y4UTh CTYIEHTOB INPUHIMIIAM pabOTHl COBPEMEHHBIX CHCTEM YIpaBieHus OazaMu
JaHHBIX;
-IPUBUTH CTYAECHTAM HABBIKM MPOEKTUPOBAHUS U peanu3aluu 06a3 JaHHbIX;
-IIpUOOPETEHNE CHCTEMHOTO MOX0/1a K mpobsieme 3amuthl nHbopmaruu B CYB/I;
-U3y4eHUe Mojiesiel 1 MeXaHn3MoB 3auTel B CYB/L;
-IpHOOpETeHHE NPAKTUYECKUX HABBIKOB OpraHu3aluy 3amuTsl BJ1;
-00y4HUTh CTYJEHTOB IPOBOAUTH OOOCHOBAHHUE U BHIOOP PAILIMOHAIIBHOTO PELICHUS 110 3aIUTe
CHCTEM yIpaBJeHUs 0a3 TaHHBIX C YIETOM 33JaHHBIX TPeOOBaHUIA,
-00y4UTh CTYJCHTOB (hOPMAIN30BaTh MOCTABJICHHYIO 33/1a4y M0 o0ecredeHnto 3amuThl bJ1;
-00y4HUTh CTYJCHTOB IPUMEHATh HOPMAaTHUBHBbIE [PABOBbIE AaKThl W HOPMAaTHBHbBIE
METOAMYECKUE TOKYMEHTHI B 00J1acTi o0ecreyeHns HH(POPMAIIMOHHON 0€3011acHOCTH;

-TIPUBUTH CTY/JICHTaM  HaBBIKH pa3pabOTKH  HOPMAaTHUBHBIX u
OpTaHU3aIOHHO-PACTIOPSIUTEEHBIX TOKYMEHTOB, PETJIAMEHTUPYIOIINX paboTy 110 3aIuTe
nadopmanuu B CYB/I.

KpaTkoe conep:kaHue TUCHUTLINHBI:

JucuunianHa BKIIIOYaeT 8 pa3/iesioB:
1. Beenenue. Mudopmarmonnsie cucrembr CYB/I.
2. llenoctHocth BJl m croco6s! ee obecrnieuenus. [lepsudnbie kmoun. MHIEKCHpoBaHUE B
6a3ax qaHHbIX. ONTUMHU3ALKS 3aIPOCOB.
. [lepBuunsbie kimroun. MaaekcupoBanue B 0azax JaHHbIX. ONTHMH3AIMS 3aIIPOCOB.
. Tpanzakuuu u 6mokupoBku. CpeacTBa HASHTH(PUKALNN U ayTEHTU(PHUKAIIH.
. Cpenctsa ynpasnenus gocrynom. [lludporanue 8 CYB/I.
. Kpurepuu 3amumennoctu bJI. besonacnocts b/l, yrpo3sl, 3amura.
. Monenu 6e3onacuoctu B CYB/. Knaccudukanus yrpo3 konpuaennuansHocta CYB/I.
. Aynut u mogotueTHOCTh. O030p. Jpyrue mporpaMMHO-TEXHUYECKHE CITOCOOBI 3aIUTHI
uHpOopMaLUu.

030N Lt W



®r'AOY BO «TFOMEHCKUI I'OCYJIAPCTBEHHBI YHUBEPCUTET»

AHHOTAILUS K PABOYEN [TPOTPAMME JUCLIUIIIMHBI (MOIYJ1S)
«[IpoekTupoBaHuE ¥ BHEPEHUE CUCTEM 3AIMUTH HHPOPMAIIII)
10.05.03 «MubopmarinoHHas 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CHCTEM) CIICIIHATH3aIUs
«be30macHOCTh OTKPHITHIX HH()OPMAIIMOHHBIX CHCTEM)

O0beM quCUMILTHHBI (MOAYJIfA): 4 3a4eTHBIX eAUHUL, 144 aKkaJeMUYECKUX 4acoB.

®opma npoMe:KyTOYHOI aTTecTanuu: J{uddepenupoBanHblii 3auet (6 cemectp).
Henau n 321244 0CBOEHMS TN CHUIITIHHBI (MOIYJIA)

HGJII: JUCHHUITIIIMHBI « HpOGKTI/IpOBaHI/Ie 1 BHCAPCHUEC CUCTCM 3allUTLL I/IH(l)OpMaI_[I/II/I»Z 3aKpCIVICHUC
TEOPETUYECKUX 3HAHMM M MPAKTUYECKUX HABBIKOB B O0JIACTH MOCTPOEHHS, Pa3pabOTKU M BHEIPEHUS
CHCTEM 3aIlUThl UHPOPMALIUU TS pa3IMYHBIX HHPOPMALMOHHBIX CHCTEM.

OCHOBHBIMU 3a7Ja4aMU AVCLUILINHBI SBISIOTCA:

. nzydenue tpedoBanuii 'OCTos u HITA no nmpoektuposanuio C3U;

. M3Yy4YE€HHE BO3MOXHOCTEH W OCBOeHHE (DYHKIMOHANA PAa3IMYHBIX HHCTPYMEHTOB IO
npoektupoBanuo C31;

. dbopmupoBaHKe TPEOOBAHMI K TPOCKTUPYEMOI CUCTEME 3aIUThI HH()OPMAITUHU C YIETOM
aHaym3a yrpos;

. pa3paboTka TEXHUYECKOTrO 3a/IaHUs M TEXHUYECKOTO MPOCKTa Ha CO3JAHHE CHCTEMBI
3amuTHl HTHGOPMAITHH.

O

Ilnanupyemsle pe3y/ibTaThbl 0CBOCHUS

B pesynpTate oOCBOEHUS AMCUUIUIMHBI OOydaroliuiics  JOJDKeH o0nanaTh CIeAYIOUUMU
KOMIIETCHIIUSIMU:

[IK-4. CrmocoOeH BBIIONHATH KOMILIEKC Mep To obecneueHuro pynkunonupoBanus CCCD (3a
HCKIIIOUEHHEM CEeTEH CBSI3M CHEeHMalIbHOTO Ha3HAYEHUs1) U cpelcTB ux 3amuthl or HCJI.

B pesynbrare u3ydeHus AUCUUIUIMHBI CTYACHT JIOJIKEH:

3HaTh

e o0muWe TPUHLUMIBI [OCTPOSHUS W  BHEAPEHUS CUCTEM  3alluThl HMHGOpMAIMM IS
aBTOMAaTH3HPOBAHHBIX CHCTEM;

* HeobOxomumble 1uia npoekTupoBanus ['OCTer u HITA;

* MPUHLIMIIBI MPOSKTHUPOBAHUSA APXUTEKTYpBl, CTPYKTYpbl U OCHOBHBIX OOBEKTOB 3aIIMIIAEMBIX
aBTOMAaTH3HPOBAHHBIX CHCTEM;

* OCHOBHBIE JTambl Ipolecca MPOSKTUPOBAHUS M METOIbl, HCHOJb3yeMble IPH TIOCTPOCHUU
MPOEKTUPYEMOM CUCTEMBI 3alIUThl HH()OPMAIUH.

Ymers

* (QopmupoBaTh TpeOOBaHUS K MPOEKTUPYEMOI CHCTEME 3alUThl HH(GOpPMAIMK C YYETOM aHalu3a
yrpos;

*  COCTaBJATH (DYHKIIMOHAIBHBIE cXeMbl TpoekTupyemort C3U u AC.

Baagernb

*  METOJaMH ITOCTPOEHUS 3aIUIIEHHBIX ABTOMATU3UPOBAHHBIX CUCTEM;

* HaBBIKAMHM COCTaBJICHUS, TEXHHUYECKOTO 3a/JaHus, TEXHHUYECKOTrO0 TPOECKTa M TOHUMaHUEM
COJIEp>KaHUsI OCHOBHBIX ATAIOB IIPOLECCa IPOEKTUPOBAHUS.



Kpartkoe cogep:xxanue tucuumimHbl (MoayJs) JuciuminHa

BKIIIOYET 6 TEeM:

Tema 1. OCHOBHBIE TEPMUHBI U TIOHATHS TUCLUILIAHBI.

Tema 2. Orans! npoexktuposanus C3U

Tema 3. Onpenenenue TpedboBanuii k C3U

Tema 4. 'OCTeo1 o pazpaboTku u mpoektupoBanuio C3U

Tema 5. MHcTpyMeHTapuii 1o npoektupoanuio C3U

Tewma 6. PazpaboTka TeXHHUUECKOTO 3aJaHUs M TEXHHYECKOT0 MpoekTa Ha coznanne C3U



MMHUCTEPCTBO HAVKH U BBICIIIET'O OBPA30BAHU S POCCUMCKOM
OEAEPALINN
denepanbHOE rOCyIapCTBEHHOE aBTOHOMHOE 00pa30BaTENIbHOE YUPEkKICHUE
BBICIIETO 00pa30BaHUs
«TIOMEHCKUI TOCY JAPCTBEHHbIN YHUBEPCUTET»

AHHOTAILMSA K PABOYEM ITPOI'PAMME JUCLIAIIIMHBI (MOJTYJIST)
«Pa3paboTka u 3ammTa MOOMIIBHBIX MPUITOKCHHI
10.05.03 UudopmarnmonHas 6€30mMacHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM
[Mpoduns: be3omnacHOCTh OTKPHITHIX HHPOPMAITMOHHBIX CUCTEM
(cBs13b, HHGOPMAIIMOHHBIE 1 KOMMYHUKAIIMOHHBIC TEXHOJIOTHUH )
dopma 00yueHus OUHas

O0bem quCHUIIMHBI (MOAYJIs1): 4 3a4ETHBIX €IMHHII.
dopma NpoMeKyTOUYHOM aTTecTamum: 1uddepeHITMPOBaHHBIN 3a4eT.

Hesan 1 33124 0CBOEHM S JUCUMILIIMHBI (MOXYJISA)

Pa3zpaboTka u 3ammra MOOMIBHBIX IPHIIOKEHUH 00ecrieunBaeT MpuoOpeTeHUE 3HAaHUHN U
yMeHHi B cooTBeTCTBUHU ¢ DeepanbHbIM rocyAapCTBEHHBIM 00pa30BaTEIbHBIM CTAHIAPTOM,
coJleHCTBYeT (hOPMHUPOBAHUIO MUPOBO33PEHUS M CHCTEMHOTO MBIIIJICHUSI.

Henb nuctumunel «Pa3paboTka 1 3auuTa MOOMIIBHBIX TPUIIOKEHUI - SIBIISIETCS U3JI0KEHHE
TEOPETUYECKHUX U MPAKTUYECKUX MPUHIUIIOB pa3pabOTKU U 3aIIUThl MOOMJIbHBIX MPHIIOKEHUHN C
Y4€TOM COBPEMEHHBIX TEHCHIIHII.

3ana4yu Kypca - U3y4eHHe:

- ycrpoiicTBa miaatdopmer Android

- CHCTEMHOT0 MOAX0/a K MPOEKTUPOBAHUIO M CO3IaHUI0 MOOMIIBHBIX MPUIIOKEHUH

- ApXUTEKTYPbl MOOMJIHLHOTO MPHUIIOKEHHU S, OCHOBHBIX €r0 KOMIIOHEHTOB

- OCHOB pa3paboTKu UHTEPPEHCOB MOOUITLHBIX MPUITOKEHUN

- OCHOB pa3pabOTKU MHOTOOKOHHBIX PUJIOKEHUN

- OCHOB paboThI ¢ 6a3amu gaHHBIX SQLite

- IpeAOTBpaIlleHUs] yTPo3 0€30MaCHOCTH MOOMIBHBIX MPUIIOKEHHH

[Inanupyemble pe3ybTaThl 0CBOECHHS

B pesynbTate oOCBOEHHS AUCHUIUIMHBI OOydaroliuiics  JOJDKeH o0nanaTh CIeAYIOUIUMU
KOMITETEHIIMSMHU:

[1K-5: CriocobeH pa3pabaTsiBaTh ¥ MPOBOAUTH OTIIAAKY IPOTPAMMHOTO KOZa

B pe3ynbrare 0cBOGHUS NUCIUILTUHBI CTYIEHT JOJKEH

3HaTh:

* 9Tanbl ¥ TEHACHLUHU Pa3BUTHUS IPOrpaMMUpoBaHusl, criocoOsl mpuMmenenust UT npu paspaboTke
MOOUJIbHBIX MPUIIOKEHHI.

* 0COOEHHOCTH TPUMEHEHHUS CEPBHUCHBIX MPOTPAaMM M OOOJIOYEK IMPH pa3padOTKe MOOMIBHBIX
IIPUIIOKEHUN.

* cojep)KaHHE pBIHKA MPOTPaMMHBIX MPOAYKTOB M HWH(POPMALMOHHBIX YCIYT, TEHACHLUH,
pa3BuTHE U 0OCOOCHHOCTH PHIHKA.

YMmers:



* BBIOpPATh ONTHUMAIBHBIN MPOTrPAMMHEIN MPOAYKT ¥ MOJENN WH(POPMAITMOHHBIX TEXHOJIOTHHA U3
HECKOJIbKUX BO3MOXKHBIX JUIS PEIICHUS NPUKIAIHOW 3a/la4ud, W MPOBECTH CPABHUTEIBHYIO OIICHKY
3¢ (HeKTHBHOCTH.

2

* BBIOpPAaTh MPOTPAMMHBINA MPOIYKT U TEXHOJOTHH JJIsl PEIICHHUS 33/1a4l C yYETOM KOHKPETHOM
peIMETHONM 00IacTh M MPOBECTH aHanu3 3PPeKTUBHOCTH ucnonb3oBanus [10 ans perneHus 3anad B
MpeAMETHOM 00IacTH.

* pa3pabaThiBaTh CEPBUCHBIC MPOTPAMMBI U CEPBUCHBIE 000JIOUYKH MPHU pa3pabOTKe MOOMIBHBIX
NPUIIOKEHUHN C yUeTOM KOHKPETHOM MpeAMETHON 00JIacTH.

HMeTs HaBBIKH:

* TpUMEHEHUS WH(POPMAIMOHHBIX TEXHOJIOTUH W TBOPYECKOTO TOAXOAAa TPH PEUICHUHU
CTaHJApTHBIX U HECTaHAAPTHBIX 3a/1a4

* BBIOOpA IPOrPAMMHBIX TPOAYKTOB M MOOMIIBHBIX TEXHOJOTHH JIJIsl pEIICHUS 3a/1a4H.

* WCTOJBb30BAHUSI CEPBUCHBIX MPOTPAMM MU CEPBHCHBIX 000JI0OYEK MPHU pa3paboTKe MOOUIHHBIX
MIPUIIOKEHUH TSl pEIICHUS 3a/1a4H.

Kpartkoe cogep:xxanue TUCHUIIMHBI (MOLYJIs1)

1. O630p mnardpopm (OC) mis MOOMIBHBIX YCTPOHCTB M CPEACTB pa3pabOTKU MMOJ Pa3TUYHbIC
miatdopmbl. Android - ucrtopusi, ”HCTpyMEHTapui paspabotunka, apxutekrypa OC, cTpykTypa u
KOMITOHEHTHI TpwiokeHus. 10S - ucropusi, HHCTpyMEHTapui paspaborumka, apxutekrypa OC,
CTPYKTYpa M KOMIOHEHTHl mpuiaoxkeHus. Windows Phone - wucropusi, uHCTpyMeHTapHii
paspaboTunka, apxutrektypa OC, cTpyKTypa ¥ KOMIIOHEHTHI npuioxkenus. BlackBerry - uctopus,
WHCTPYMEHTapuil pazpabdoTumka, apxutektypa OC, CTpykTypa ¥ KOMIIOHEHTHI TPHIOXKCHUSI.
Beenenue B pa3paboTKy MOOMIIBHBIX TPUITOKEHUH

2. Apxurektypa npuinoxxkenuit ans Android. Pecypebt mpunoxenus. [lonb3oBaTensckuii nuaTepgeiic.

NuctpymenTapuit  pazpabotku npuiiokeHuit st Android: Android Studio, Android NDK.

Owmynsatopsl  Android. OcnHoBuble Buabl Android-npunoxenuit. ObecrieueHue 0e30MacHOCTH.

ApXUTEKTypa TNpPHIOKEHHUs, OCHOBHbIE KOMIIOHEHTHI: Activities, Services, Content Providers,

Broadcast Receivers. Manudect npuioxeHus. Pecypcbl

. OcHOBBHI pa3paboTKH HHTEP(PEHCOB MOOMITBHBIX MTPUIIOKEHUN

. OCHOBBI Pa3pabOTKX MHOTOOKOHHBIX TPHIIOKEHUI

. Ucnionp3oBanme BO3MOXKHOCTEH cMapThOHA B IPHIIOKEHHUSIX

. Ucnonb3oBanue 610OIMOTEK

. Pabora ¢ 6a3amu TaHHBIX

. Pabota ¢ rpaduxoii u anHumanuen.

00NN N kW



AnHOTaIms K pabodeit mporpaMmme TUCIHUITITMHBI
3amuTa IporpaMm 1 AaHHBIX
CrnemmansHocTh: 10.05.03. MadopmarmonHas 6€30MacHOCTh aBTOMAaTH3UPOBAHHBIX CUCTEM
Criermanu3anysi: be3omnacHOCTh OTKPHITHIX HHPOPMALMOHHBIX cHcTeM (hopMa 00ydeHus
OYHas

O0bem qucuunJInHbI (MoayJsi): 4 3.¢.
®opmMa NpoMeKYTOYHOI aTTecTalMu: 3k3ameH (9 cemectp).
Henau n 321244 0CBOEHMS U CHUIITIHHBI (MOIYJIA)
VYyeOHast AUCHUITINHA «3alUTa MPOrpaMM U JaHHBIX» 00eCreunBaeT NpuoOpeTeHNe 3HAaHUM
Y YMEHUH B COOTBETCTBHH C FOCYIapCTBEHHBIM 00pa30BaTeIbHbIM CTaHIAPTOM.
OCHOBHOM 1LI€TBI0 JUCHUIUIMHBI «3aliiuTa NOporpaMM U JIaHHBIX» SIBISIETCS H3JIOKEHHE
OCHOBOTIOJIATAIONINX TPUHIUIIOB 3alIUTHI MPOTPaMM W JAaHHBIX. 3aJadd JUCIUILIMHBI «3aiuTa
MPOrpaMM U JTaHHBIX):
* JaThb MpejcTaBJeHHE 00 OCHOBHBIX YTpo3ax JUIsl NporpaMm U AaHHbIX;
* HAYYUTH OLEHUBATH YPOBEHbH 3AIIUIIEHHOCTH IPOTPAMM H JIAHHBIX;
* J1aTh OCHOBBI CHCTEMHOTO MOJIX0/a K 00ECIIeUeHUI0 OE30MTaCHOCTH NPOrpaMm M AaHHbIX

[Inanupyemble pe3ybTaThl 0CBOECHHS
B pe3yabTare 0CBOCHUSI TUCHUILINHBI 00y4aIOIIMIACA T0J2KeH 00J1a1aTh CJIeyIIUMHU
KOMIIETeHIMAIMM:

ITIK-1. Ciocoben pa3pabaThIBaTh U IPOBOJUTH OTJIAJIKY TPOTPAMMHOTO KO/

B pe3ynbrare u3yueHus: AUCUUILIUHBI CTYACHT JOJIKEH:
B pe3ynbraTe 0CBOCHUS IUCHUIUIMHBI CTYACHT JOJIKEH
3HaTh
* TOHATHUS MPOLECCOp, MAalIMHHBbIE KOMAaHIbI, OINepaTUBHAs NaMsITh, PETUCTPHI, CMEIICHHE,
CETMEHT, pa3psaHOCTh, IPEphIBaHUE,
* OCHOBHBIC MAIlIMHHBIE KOMaH/IbI ciiokeHus (8086)
* OCHOBHBIC MallIMHHBIC KOMaH bl BrauTanus (8086)
* OCHOBHbBIE MaIlIMHHBIE KOMaH 1bl YMHOXEHUs(8086)
* OCHOBHBIC MallIMHHBIC KOMaH bl AeneHus (8086)
* OCHOBHBIC MAIIMHHBIC KOMaH 16l OMTOBOM apupmeTuru (8086)
*  HU3KOypOBHEBOU aapecaruu (8086)
*  3HaTh COCOOBI CO3/IaHMsI TOOOYHBIX 3P (HEKTOB MPOTPAMMBI, TTO3BOJISIONINE CKPBITh 3aTPYTHUTD
OTIAKy
* COBpEeMEHHbIE cpeacTBa 3amuThl [10
* OCHOBHBIC BUJIBI 3aK1aI0K [IO ¢ ocHOBHBIE criocoOkl ananmu3a [10.
YMmeTb
* pa3pabaThIBaTh MPOCTHIC MTPOTPAMMEI Ha SI3BIKE acceMOIep
* TMOHUMATBH JIOTUKY pabOTHI MPOrpaMMBbI Ha A3BIKE acceMOIIep
*  OMNpeAeNsATh OCHOBHBIE MOOOYHBIE 3(PPEKTHI MPOTPaMMBI, TO3BOJSIONINE CKPBITh 3aTPYIHUTH

OTIIAJIKY
*  HCHOJIb30BaTh COBPEMEHHBIE cpencTBa 3amuThl [10.
Bnanets
* MeETOAaMH CO3JaHus MOOOYHBIX AP(HEKTOB MPOrpaMMBbI, IMO3BOJISIOININE CKPBITh 3aTPYIHUTH
OTJIAJIKY

*  COBpEMEHHBbIMHU MeToAaMu 3auuThl [10



e MeTOIaMH oTianku U a”anuiza [10.

Kpartkoe cogep:xanue TUCHUIIMHBI (MOZYJIs1)

Beenenue B anamusz I10

CraTnueckni 1 fUHaAMHU4YeCKU MeToanl aHainuza I10
Cratnuecknil 1 fUHaAMHUYeCKU MeToanl aHainuza I10
OcobeHHOCTH aHaM3a HEKOTOPhIX BHa0B [10
NuctpymenTsl ananuza [10

3anuTa mporpaMm OT aHaJIn3a

Mopenu B3auMOIeMCTBUS TPOTPAMMHBIX 3aKJIAJIOK C aTaKyeMou cucteMoil MeTosl
BHEJPEHUS NIPOrPaMMHBIX 3aKJIagO0K.



AHHOTaIUA K pabodeii mporpaMmme JUCITUTITUHBI
WNHutepHer Bewein
CrneunansHocTh: 10.05.03. MadopmanmonHas 6€30mMacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM
Crnenmanu3anus: be3onacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX cucTeM (opma 0OydeHHs
OuHas

O0beM qucuMIIHHBI (MOaYJIfA): 4 3.¢€.
®opMa NpOMeKYTOYHOI aTTecTallMU: SK3aMeH (8 cemecTp).
Hesan 1 32124 0CBOEHM S JUCUMIIIIMHBI (MOXYJIS)
VYuebnas nucuuminaa «MHTEpHET Bemel» odecnednBaeT MpUOOPETeHNE 3HAHUN 1 YMEHU B
COOTBETCTBUU C TOCYAAPCTBEHHBIM 00pa30BaTEIBHBIM CTAHIAPTOM.
OcHOBHOH 11€5Ibl0 TUCHUIUIMHBI «IHTEpHET Beliei» SBISETCS H3JI0KEHHUE OCHOBOIOJIAralolIuX
MPUHIIMIIOB 3alIUTHl IPOTPaMM U JaHHBIX. 3aJaydl IUCUUIUIMHBI «VIHTEepHET Bemiei»:
* J1aThb MpejcTaBJieHHEe 00 OCHOBHBIX YTpo3ax JUIsl NporpaMm U AaHHbIX;
* Hay4MTh OLICHMBATh YPOBEHb 3aAIIMIIEHHOCTH MIPOTPaMM U JIAHHBIX;
* J1aTh OCHOBBI CHCTEMHOTO MOJIX0/a K 00ECTIeUeHUI0 OE30TTaCHOCTH NPOrpaMm M AaHHbIX

ILnanupyembie pe3yJbTaThl 0CBOECHHS

B pe3ysibTaTe 0cBOEHUS JUCHUILIHHBI 00y4YaIOLIHiics T0KeH 00J1a1aTh CIeyIIIMMHI
KOMIeTEeHIUsIMU:

[1K-7. CtocobeH opraHu30BbIBaTh U IPOBOIUTH PAOOTHI MO TEXHUYECKOM 3anuTe HHOOpMAIUH;

3HaTh

* OCHOBHBIE TUIIBI 000PYAOBAHUSI UCIIOJIB3YEMOT0 B MPOEKTaX HHTEPHETA BElIeH

* OCHOBHBIE THUIIBI MHUKPOKOHTPOJIJIEPOB M MHUKPOKOMIBIOTEPOB HWHTEpHETa BelleH, UX
0COOEHHOCTH, JOCTOMHCTBA U HEJOCTATKU

*  OCHOBHI pa3paboTKu mporpamMmHOro obecreueHus B cpeae Arduino Studio

* Hau0oJjee pacIpoCTpaHEHHbIEC TUIBI CETE MHTEpHETa Beleh

Ymetp

* (¢dopMann30BaTh MOCTABICHHYIO 334y

* pa30uBaTh NMPOEKT HAa (DYHKIIMOHAIILHO HE3aBUCUMBIEC OJIOKH

*  KOPPEKTHO Moa0upaTh HEOOXOAUMOE 000PYyIOBaHHE

* paspabaThIBaTh AITOPUTM PAOOTHI

Bnanets

* TtepmuHosorueit Murepuera Beniei

* HaBbIKamu pazpaboTku pemeHuit MatepHera Bemeit

* HaBbIKaMH pa3paboTku mporpamm (ckerueit) MatepHera Bermeit

Kparkoe conepxkanue 1ucuunJInHbI (MOIYJst)

MHUKPOKOMIIBIOTEPEI

JlaT4MKY U UCIIOJIHUTEINIBHBIE YCTPOMCTBA

Pazpabotka mpoekToB Ha 6a3e Arduino

MexaHu3Mbl CETEBOTO B3aUMOAECHCTBUS YCTPOWCTB UHTEPHET BEILIEH



AHHOTAIMS K PABOYEN ITPOI'PAMME JIUCLIMITJIMHBI

MHOOPMAIIMOHHAS BE3OITACHOCTH B KPEJIUTHO-®MHAHCOBOI CPEPE
Pabouas nporpamma uis
00y4aroImuxcs Mo CHeruaIbHOCTH
10.05.03. MudopmarnronHas 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM
cnennanu3anus «be3onacHOCTh OTKPBITHIX HHPOPMAITMOHHBIX CUCTEM»
¢dbopma oOyueHus: ouHast

O0beM qUCUMILTUHBL: 4 3.€.
®opma npoMeKYyTOUHOI aTTecTannu: guddepenunpoannblii 3auet (10 cemectp)
I[lnanupyemMsble pe3yabTaThl OCBOCHUS:

[K-2,3

[TepeueHs TAHUPYEMBIX PE3YIBTATOB OOYUCHHUS 110 AUCIUTLTHHE (MOIYIIIO):

3HaTh:

* Teopernueckre OCHOBBI KpEeAUTHO-(PHMHAHCOBBIX OMEPALIUA U MIPUHITATIOB PAOOTHI aHTH(POT
CHCTEM;

* 3akoHOAATEeNbHbIE U HOPMAaTUBHO-IIPABOBBIC TPEOOBAHMSI K 3aIIUTE KPEIUTHO-(PUHAHCOBBIX
CHCTEM;

*  ApXUTEKTYpY aHTU(DPOI CUCTEM;

* OCHOBHBIE BEKTOPHI aTaK U CIIOCOOBI 3aIIUTHI OT HUX B paMKaX KpeIUTHO-(UHAHCOBBIX
CHCTEM.

Ymersb:

* IIpoeKkTHpoBaTh CUCTEMY 3AIIUTHI KPEIUTHO-(PHUHAHCOBBIX CHCTEM;

*  dopMupoBaTh MAKET JOKYMEHTOB JJIS 3AIIUTHI KPEAUTHO-(DUHAHCOBBIX CUCTEM Ha OCHOBE
TpebOoBaHMl 3aKOHOATENHCTBA PD 1 HOpMAaTUBHO-TTPABOBOI Oa3bl.

Baaners:

* HaBpikamMi HACTPOWKH U SKCILTyaTalluu aHTUPPOJ CUCTEM;

* Hassikamu ynpapnenust ”HGOPMAIIMOHHON 0€30MaCHOCTHIO B KPEIUTHO-(DHHAHCOBBIX
CHUCTEeMax Ha OCHOBE aHAJIN3a U OLEHKU puckoB Ub.



