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Brenenne

Juctmmumaa «KoMIBIOTEpHBIE CETH» HWMEET LENbI0 H3JI0KCHHE HCTOPHM DPAa3BUTHA MHPOBOM W
OTEYECTBEHHOW MbICIM B OOJIaCTH KOMMYHHKAIHWi, a Takke HCTOPHM 3alIUTHl MH(pOpMamuum B CpPENCTBAX
KOMMYHUKAIIWH.

3amaun Kypca - H3ydeHHe:
- OCHOBHBIX 3TallOB HCTOPHH PAa3BUTHA KOMMYHHUKANUI TEPMHUHOJIOT U,
- HICTOPHUH aHAIOTOBOM KOMMYHHUKAILIUH;
- HICTOPHMH ¥ TEHJCHIIMH PA3BUTHS HU(PPOBBIX KOMMYHHKAIHH;
- OCHOBHBIX TEXHOJIOT'MH IIU(PPOBBIX KOMMYHHKALIUI U UX 3aIINIIEHHOCTh

B pe3ynbraTe 00y4eHUs CTYICHThI JOJDKHBI:

- 3HAaTh CBOMCTBA WH(POPMALINH, ITOIICIKAITIE 3aKPHITHIO;

-3HATh JTambl pPa3BUTHA CPEACTB M TEXHOJOTMH KOMMYHHKALUH, HWCTOPHIO pa3BUTHI HWHPOPMAIMOHHOTO
npoTtuBobopcTBa B Poccnn n mupe

-3HaTh OCHOBHBIC TEXHOJIOTHH Iepeadn MUPpoBOH HHPOpMAITHH;

-3HaTh HAa3HAYCHHE OCHOBHBIX YCTPOMCTB (MapHIpyTH3aTOPOB, KOMMYTATOPOB) OOECICUYMBAIOIINX IEepenady

U poBoi MHYOPMAITHH.

- 3HaTh OCHOBHBIC CTaHAAPTHI, HCHOJB3yeMBIC MpH Mepemade ImdpoBoil mHGOpMamuu;, - 3HaTh OCHOBHBIC
TEXHOJIOTHH 3alTUTHl HH(POPMAIIHH.

- OPUEHTHPOBAThCSI B MCTOPUH TEXHOJOTHI Tepeaadn HHPOpPMAIUK, METOIaX 3aIUThl HH)OpPMAIMH B KOHTEKCTE
HCTOPUYECKOT'O Pa3BUTHSI.

- co3laBath U HacTpauBaTb LAN ceTH.

- co3maBarth, Oe3omnacHoe noakmoueane LAN k HaTepHeT.
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Yacrsp 1. CozgaHue 0CHOBHBIX NOAK/IIOYEHUH, 1ocTyn K HHTepdelicy komanaHoii crpoku (CLI) u
H3YyYeHHe CIPaBKHU

Yacrs 2. Uzyuenne pexxnmoB EXEC

Yacrse 3. Hacrpoiika yacos

OO0uue cBeeHUs U cleHApHii
B 3TOM ynpaXHEHWH BBl CMOXKETE Ha MNpaKTUKEe OTPA0OTaTh HABBIKM, HEOOXOAHMMBIC IJIS HAaBUTALUHM MO

omnepanuonHoil cucteme Cisco 10S, BkIIOYas pa3lU4HbIC MOJIb30BATEIBCKUE PEXXUMBI JOCTYIA, BCEBO3MOXKHBIE
PEeXKMMBI KOHUTYpALIUH, a TAK)Ke HanboJiee pacupoCTpaHeHHbIe KOMaH/Ibl, HCIIOJIb3yeMble peryisipHo. Kpome toro,
BBI MOpaboTaeTe ¢ KOHTEKCTHOW CIIpaBKoOi NMpH HacTpoiike komaHasl Clock. MHeTpyKuun

Yacrse 1. Co3paHue 0CHOBHBIX NOAKJIIOYEHUH, 10CTYNl K HHTep(deiicy komanaHoii ctpoku (CLI) u usydenue

CHPaBKH

Hlar 1. Hoaxkaouure PC1 k S1 ¢ noMoIIbI0 KOHCOJILHOI0 Ka0deJis.

a.

Haxxmure 31auok Connections (Ioaxmouenus) (B BHAe MOJHUK) B JIEBOM HIDKHEM yriy okHa Packet
Tracer.

Bribepure cBeTsi0-rony0oli KOHCOJBHBIN Kalelnb, MEIKHYB M0 HEMY. YKa3arellb MBIIHU IPUMET BHI
pa3beMa CO CBUCAIOLIUM KOHIIOM KabeJsl.

Haxmure PC1. B okne Oyzer moka3aH BapwaHT ais nogxmodeHus RS-232. Tloakmounte Kabemb K
nopty RS-232.

[Neperamnure Apyroi KOHEI[ KOHCOJLHOTO TOAKIIOUYCHHS K KOMMYTaTopy S1 M IMIEIKHUTE KOMMYTATOP,
YTOOBI OTKPBITH CIIMUCOK MOAKIIIOYCHHUT.

Beibepure nopt Console (KoHcosbHbIi), 4T00BI 3aBepuinTh noakaroueHue. Ilar 2. YcranoBure ceanc
auajora ¢ kommyraropom S1.

Haxxmure PC1 u otkpoiire Briagky Desktop (Pabouwnii cron).

Haxxmute 3Hauok mnpwioxenus Terminal (Tepmunain). IIpoBepsTe NpaBHIBHOCTH HAapaMeTpOB
KOH(UTypanuu IMopToB, 3aJJaHHBIX 110 YMOTYAHHIO.

KakoBo 3Ha4ueHHe mapamerpa B Outax B cekyHuay? C.
Haxxmute OK.

d.

B nosBUBLIEMCSI OKHE MOXET OTOOpa)aThCs HECKOJBKO COOOIIeHHi. B OKHE JOIKHO MOSBUTHCS
coobmienre Press RETURN to get started! (Haxxmure BO3BPAT, uto6b1 Hauats paboty). Haxmure
KJIaBHUILlYy BBOJIA.

Kakoe MPpUTJIalICHUC TMOABJISICTCS Ha 3KpaHe?

IIar

3. M3yuure cipaBky no 10S.

a.

B IOS noctynna cmpaBka 1Mo KOMaHAaM B 3aBHCHMOCTH OT ypPOBHSA paboTel. B maHHBIT MOMEHT
orobpaxaercs npurnanienue User EXEC (ITonp3oBatensckuii pexxum EXEC), u yerpoiicTBo oxxunaer
BBOJa KoMaHbl. CaMblil IPOCTOI Croco0 BBI30Ba CIPAaBKM — BBECTH BOIPOCUTENBHBIN 3HaK (?) B
KOMaH/IHOH CTPOKE, YTOOBI MOJTyYUTh CIIMCOK KOMaH].



S1>7?
Kakas KOMaH/J1a HAaYMHACTCA C 6yKBI>I «Cc»?

b. B xomanzHOif cTpoKe BBEAUTE t ¢ BONPOCUTENLHBIM 3HAKOM B KOHIE (?).
S1>t?

Kakue oroOpaxaroTcs KoMaHIb1?

B xomaHzHOH cTpoKe BBeAUTE te ¢ BONIPOCUTEIHHBIM 3HAKOM B KOHIIE (?).
S1> te?

Kakwne oroOpaxkaroTcs KoMaHIb1?
CropaBka Takoro BHJa Ha3bIBACTCSI KOHTEKCTHOH. UeMm mompoOHee BBOISTCS KOMaHABL, TeM Ooiblie
CBEJICHUI MOXKET MpenocTaBUTh cripaBka. Yacthb 2. U3yyenue pesxxkumo EXEC
B yactu 2 sTOro ympakHeHHs Bbl NEPEKIIOUMTECH B NpHUBHWIErHpoBaHHBIA pexxuMm EXEC u BbImOgHUTE
JIOTIOJTHUTENBHBIE KOMaH/BbL.
Ilar 1. BoiinuTe B npuBniernposanubiii pe:xxum EXEC.

a. B komMaHAHOM CTpOKE BBEAUTE BOIIPOCUTENbHBIH 3HAK (?).
S1>7?

Kakue u3 mokasaHHBIX JaHHBIX OIMKMCBIBAIOT KOMaHy enable?
b. Beeaure en u Haxxmure knasuiry TAB. S1> en<Tab>
Yro oToOparkaeTcs mocie Hakatus kiasuimu 1AB?

OTo Ha3bpIBaeTCs 3aBeplIeHHEM KOMaHJIbl (MM 3aBepllieHHe HakaTueM KiaBumu TAB). Beens uacts
KOMaH/Ibl, MO)KHO HakaTh KiaBuiry 1 AB u 3aBepmmTh YacTHYHBIA BBOX 3TOH KOMaH/bl. Ecin BBeAeHHBIX
CHMBOJIOB JIOCTATOYHO Ul YHUKAJILHOTO ONpENeNICHNsT KOMaH/Ibl (HalpuMep, Kak B cly4ae ¢ KOMaHIOH
enable), ocraBmasics yactb Oy/€T BBEIeHa aBTOMATHUYECKH.

Yro mpowusoiizieT, ecnu BBecTH te<Tab> B komaHHOM cTpOKe?

C. Beeaute xomanmy enable u HaxxmuTe K1aBHITY BBOIA.

Kak n3menniace KOMaHaHasa CTpOKa?

d. Bsenure B cTpoke BOIPOCUTENbHBIH 3HaK (?). S1# ?
B mome3oBarenbekom peskume EXEC ToNbKO 071Ha KOMaHIa HAYHHACTCS C OYKBBI «C.

CKOJIBKO KOMaH]I II0Ka3aHO TeTeph, KOTIa BKIFOUeH npuBmierupoBanublil pexxum EXEC? (CoBer. MoxHO
BBECTH «c?», 9TOOBI O0TOOPAa3UTh TOJNBKO KOMaHIBI, HAUMHAIOMMECs ¢ OykBBl «c».) Illar 2. BoiimuTe B peskum
ri100a1bHOM HAacTPOIKH.

a. B mpuBuneruposansoM pexxume EXEC oHa U3 KOMaH[, HAUHMHAOLIIKXCS ¢ OYKBBI «c», — configure.
Benute 160 KOMaHIy MOHOCTHIO, THOO CTOJIBKO CHMBOJIOB, CKOJIBKO OYAET HYKHO IS YHHKAJIEHOTO
omnpeeneHus Komauapl. Haxkmure kimauiry <Tab>, 4T00bI BHITIOTHATE KOMAHY, 1 HOKMHTE KIABUIITY
BBOza. S1# configure

Kakoe nosiBuiocs coobiieHne?

b. Haxxmure KjlaBUIIlY BBOJA, YTOOBI NPpUHATH NapaMeTp Mo yMOJYaHHIO, 3aKJII0OYCHHBIN B KBaJIpaTHBIC
ckob6ku, —[terminal].

Kak n3smennnace KOMaHaHas CTpOKa?

C. Takoli pexxuM Ha3bIBaeTCs PEXUMOM TI00aIbHON KoHpurypammu. OH Oymer Oosiee moapoOHO
paccMOTpeH B TMOCIEAYIONUX YNPAKHEHHSIX M Ja0OpaTOpHBIX paboTax. A Temeph BEPHUTECH B



npuBmierupoBanubiii pexxum EXEC, BBens xomanay end wmu exit mubo Haxap kiaBumm Ctri+Z.
S1(config)# exit
S1#

Yaccerp3. Hacrpoiika yacos

Hlar 1. Ucnoan3yiite komanay clock.

a. MUcnoms3yiite komauay clock, 4yro6er mogpobHee U3ydUTh CIPaBKy W CHHTAKCHC KOMaHIbl. BBemute
show clock B mpusmierupoannom pexxume EXEC.
S1# show clock

Kakas unpopmarus orodpakena? Kakoit rox oroopakaercsi?

b. Ucnombsyiite xontekcTHyro crpaBky u komanay Clock, uToObl ycTaHOBHTH TeKyllee BpeMs Ha
kommyTtatope. Beeante komanay clock u Haxkmure kimasumny Beoma. S1# clock<ENTER>
Kakas nuapopmanus otodpaxena?

C. 10S Beprer coobmenne «% Incomplete commandy. 310 o3Hadaer, uto Uit komanasl clock Tpedyrores
JIOTIOJTHUTENbHBIE TIapaMeTphl. B cripaBke MOXKHO MOJIYYUTH IOMOJHUTEIbHBIC CBEICHHS, €CIIH BBECTH
MOCJIe KOMaH Il IPOOEIT U BOMIPOCUTENbHEIN 3HAK (7).

S1# clock ?

Kakas napopmanus orodpaxena?

d. Hacrpoiite Bpems ¢ momomibio koman sl clock set. TIpoomkaiiTe BHINOIHATH KOMaH/LY TIO3TAITHO.
S1# clock set ?

Kakas 3anpammBaercst nHGopMaIus?

Kakwue 0To6pa3saTcs cBeeH s, €l BBECTH TOJIbKO KoMan Iy Clock set, He 3ampaniiBas cipaBKy ¢ HOMOIIBIO
BOIIPOCUTENHHOI0 3HaKa?

€. Bs3saB 3a 0OCHOBY CBe/IcHH, 3aMPOIICHHbIC TPpX moMoIiu koMau el clock set ?, Beeaute Bpems 15:00 B
24-yacoBom (opmarte (15:00:00). [TpoBepbTe, HYXKHBI JIM JONOJIHUTEIbHBIE TapaMeTpbl. S1#

clock set 15:00:00 ?

Cuctema BO3BpalllaeT 3arnpoc Ha MOJTy4eHHe JIOTOJHUTEIbHbIX CBEICHHN.

<1-31> Day of the month MONTH

Month of the year

f.  TlonpoGyiite ycTanoButs naty 31 sHBaps 2035 ., KCMONB3YS 3aIIPOLIEHHBIH popMat. s 3TOro MOMKeET
MOTPeOOBaTHCS 3alPOCUTH TOMOJTHATENFHYI0 HHPOPMAIUIO ¢ TIOMOIIBI0 KOHTEKCTHOW crpaBku. 1o
OKOHYaHWH BeINONHUTE KoMaHay Show clock, uro6er 0ToOpa3uTs HacTpoiiKy YacoB. B pesynbrare Ha
9KpaHe J0JDKHBI 0TOOPA3HUTHCS CIIEAYIOLIHE IaHHBIE.

S1# show clock

*15:0:4.869 UTC Tue Jan 31 2035

0. Ecnm Bamm BBIXOAHBIE JaHHBIE OTJIMYAIOTCS, MONPOOYHTE BBITOJHHUTH CIEAYIOIIYI0 KOMaHay. Sl1#
clock set 15:00:00 31 Jan 2035

lar 2. A3yuynTe 10N0JHUTEIbHbIE KOMaH/IHbIE COO0IIEHN .

a.

B CJIyda€ BBOJIa HEMPABUJIIbHBIX WM HEMIOJIHBIX KOMaH/I, IOS BBIBOJIUT HA OKpaH
pasnuuHble coobienus. [Ipomomkaiire paborars ¢ komanmoi CloCK, 4ToGBI M3yUNTH
JIOTIOJTHUTENIbHBIE COOOIIEHHS, KOTOPbIE MOTYT TIOSIBUTLCSI B X0J1¢ 00y4YeHus pabore
¢ IOS.

BBeauTe ciieayomyo KOMaHay u 3anuimre coobuenue. S1# cl<tab>
Kaxue Bo3BpatieHsl JaHHbIE?
S1# clock

Kaxue Bo3BpatieHsl JaHHbIE?
S1# clock set 25:00:00
Kaxkue Bo3BpameHsr naHHbe?
S1# clock set 15:00:00 32
Kaxue Bo3BpaieHsl qaHHbIE?
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3amaun
Yacrs 1. [IpoBepka KOHPUrypaunu KOMMYTATOPA 10 YMOJTYAHUIO
Yacrsp 2. HacTpoiika 0CHOBHBIX IapaMeTPOB KOMMYTAaTOpa
Yacrse 3. Hacrpoiika 6annepa MOTD (cooduienus ansi)
Yacts 4. Coxpanenue ¢aiinoB koHpurypanuu B NVRAM
Yacrs 5. Hacrpoiika kommyTaTopa S2

OO0mue cBeeHust U cLueHapui
B sTOM ynpaxkHeHuWM Bbl HacTpouTe Oa3oBbIe IMapaMeTpbl KOMMYyTaropa. 3aTreM BaM OyAeT HeoO0XOIUMO
obecrieunTs 0€30MacHOCTh OCTyNa K MHTepdeiicy koManaHoi ctpoku (CLI) 1 mopraM KOHCOJH C MTOMOIIBIO
3amM(POBAHHBIX M TEKCTOBBIX Haposell. BbI Taxke HayduTeCh HACTPAaUBATh COOOLICHUS [UIS TOJIB30BATEINEH,
BBITIOJTHSIONINX BXOJ B CHCTEMY KOMMYTaTopa. DTu OaHHEPHI TaKkKe MPeyNpekIatoT MOIb30BaTeNeH O TOM, UTO
HECaHKUMOHMPOBaHHbIA noctyn 3amperieH. [lpumeuanune. B Packet Tracer, kommyrarop Catalyst 2960
ucnoab3dyer 10S Bepcuu 12.2 mo ymomuanuw. [Ipu HeoOxomumocTu Bepcuro [0S MOXHO OOHOBUTH C
¢aiinoBoro cepsepa B Tonosioruu Packet Tracer. [Tocie 3Toro KoMMyTaTop MOXeT ObITh HACTPOEH Ha 3arpy3Ky
1o Bepcuu [0S 15.0, ecu TpebyeTcst oTa Bepcus.

HNHcrpykuuu

Yacrs 1. IlpoBepka koHurypanuu kommyraropa no ymoiayanuio llar

1. BoiinuTe B npuBuIeruposanusiii pexxum EXEC.
IIpuBuneruposannslii pesxxum EXEC naer gocTynm Ko BceM KoMaHAaM Kommyrtaropa. Ho mockonbky mMHOrHe
MIPUBUIETHPOBAHHBIE KOMAaHJbl 33/Jal0T pabouyre MapaMeTphl, MPUBIIECTHPOBAHHBIN JOCTYH AOJDKEH OBITh
3aIHIICH TapoJIeM BO U30ekKaHne HECAHKIIMOHUPOBAHHOTO HCIIOIb30BaHUS.
Ha6op mpusmiernpoBanusix komann EXEC BkmouaeT B cebst KOMaHZBI, AOCTYIHBIE B IIOJIb30BaTEIHCKOM
pexxume EXEC, MHOXECTBO JOMOJHUTENbHBIX KOMaHJ H Komauay configure, ¢ momompi0 KOTOpOi
obecrieynBaeTcs AOCTYI K peKUMaM KOH(UTypaiyu.
a. Illenknute S1 n otkpoiite Bknaaky CLI. Haxmure knaBuiry BBoja.
b. Tlepeiinute B mpuBmiernposanubiii pexkum EXEC, BeIONHUB KOMaH Ty enable.

Switch> enable
Switch# OOparute BHUMaHHE, YTO KOMaHJHAs CTPOKAa M3MEHMJIACh, yYKa3blBas Ha NMPHUBHICTHPOBAHHBIN
pexxum EXEC. lar 2. U3yuynTe TeKyIy0 KOHGUTypanHio KOMMYyTaTopa.
Beeaure komangy show running-config.
Switch# show running-config
OTBeThTE Ha CIEAYIOLINE BOIIPOCHL:
Ckonbko y komMmyTaTopa uaTepgeiicoB Fast Ethernet?
Ckonbko y KoMMmyTaTopa unrepdeiicos Gigabit Ethernet?
KakoB nuamna3oH 3HaueHUH, 0TOOpa)KaeMbIX B VEy-JIMHUAX?



Kaxkas komanma otoOpaxaeT TekyIiee coaepkumoe dHepronezasucumoro O3Y (NVRAM)?
ITouemy KOMMyTaTOp OTBEYaeT coobiieHneM startup-config is not present? Yacrs 2. Hacrpoiika
OCHOBHBIX napamerpos kommyraropa Illar 1. Ilpucsoiite koMmmMyTaTopy UMms.
Jis HacTpoWKHM mHapamMeTpoB KOMMYTAaTopa, BO3MOXKHO, IMOTPEOyeTCs MEepeKNIoYaTbCs MEXIY pPEeKUMaMU
HacTpoiiku. OOparuTe BHUMaHHWE, KaK M3MEHSETCS KOMaHAHAs CTPOKa IIPH IEpexoje o pasjeiaM MEHIO
KOMMYTAaTopa.
Switch# configure terminal
Switch(config)# hostname S1
S1(config)# exit
S1#
Ilar 2. O6ecneuybTe 6€30MaACHBII TOCTYN K KOHCOJIH.
s Ge3omacHOroO JOCTyNMa K KOHCOJIM Iiepeiinure B pexxuM config-line m ycraHOBUTE Ui KOHCOJHU Tapoiib
letmein.
S1# configure terminal
BBenure mocTpoyHo KomMaH/ibl HacTpoiku. B konue Haxxmure CNTL/Z.
S1(config)# line console 0
S1(config-line)# password letmein
S1(config-line)# login
S1(config-line)# exit
S1(config)# exit
%SYS-5-CONFIG_I: Configured from console by console
S1#
Jnst yero HyxHa komana login? Ilar 3.
Y0equrtech, 4TO AOCTYN K KOHCOJIH 3aIUIIEH.
BrriianTe 13 NpUBIIICTHPOBAHHOTO PEKUMA, YTOOBI yOSIUTHCS, YTO I KOHCOJIBHOTO ITOPTa YCTAaHOBJICH MAPOIb.
S1# exit
Switch con0 is now available Press
RETURN to get started.

User Access Verification Password:
S1>
IMpumeuanue. Ecan koMMyTaTop He BBIBOAUT 3aIPOC Ha BBO/I APOJIs, 3HAYUT, BBl HE HACTPOMITH mapametp login
B 1mare 2.
ar 4. O6ecneuybTe 6e30NaCHBIH JOCTYN K IPMBUJIETHPOBAHHOMY Pe:KMMY.
Veranosure s enable maposs ¢1$c0. DToT maposb orpaHUYMBAET IOCTYI K HPUBUICTUPOBAHHOMY PEXHMY.
IMpumeuanue. Cumeoit 0 B c1$c0 — 310 HOJIB, a He 3arjaBHas OykBa «O». IT0 MapoJib OyAeT CYUTATHCS
HeBePHBIM, IOKA BbI He 3amiudpyeTe ero B mare 8.
S1> enable
S1# configure terminal
S1(config)# enable password c1$c0
S1(config)# exit
%SYS-5-CONFIG_I: Configured from console by console S1#
Ilar 5. Y0equrech, 4T0 A0CTYN K NPUBHJIECTHPOBAHHOMY PE:KHMY 3aLIUIIICH.
a. BrmomnauTe KOMaHIy eXit ere pas, 4TOOBI BHIATH M3 KOMMYTATOPA.
b. Haxmute <kJaBUuUIy BBOJA™>, IOCIIE Yero BaM Oy/eT MpeiokeHo BBecTH naposk. User Access Verification
Password:
c. [IlepBsIil maposb — 3TO MAapoJb AJIA KOHCOJH, KOTOPBIi ObLT 3anan st line con 0. BeeauTe 3TOT maposis,
4yTOOBI BEpPHYTHCS B MOJIb30BaTeNbckuii pexxum EXEC.
BBenure komMaHy Ui TOCTYNA K IPUBHIETHPOBAHHOMY PEXKUMY.
BBenure BTOpoO#i aposib, KOTOPBIH OBLT 3a7aH I OTPAaHUYEHUS! JOCTYIAa K IPUBUIIETHPOBAHHOMY PEXUMY
EXEC.
f. IIpoBepbTe KOHHTYpalLHUIO, H3YYHB conepkuMoe daitna running-configuration:
S1# show running-config
OOparute BHUMaHME, YTO MAPOIN AJISI KOHCOJIM M NPHUBWICTHPOBAHHOTO PEXHUMa OTOOPa)KaroTCsl B BHIC
OOBIYHOTO TEKCTAa. DTO MOXET INPEJCTaBISITh yrpo3y 0e30MacHOCTH, €CIIM KTO-TO CMOTPHUT Yepe3 Ballle IUIeUo WU



MOJy4aeT JOCTYNl K KOH(HUIypalMoOHHBIM (aiiam, xpaHsammmcs B pesepBHoi komuu. Ilar 6. Hacrtpoiite
3aK(POBaHHBIN NAPOJIb s J0CTyNa K NPUBHJICTHPOBAHHOMY PeKHMY.
IMapoJb 1uist enable Hy)XHO 3aMEHHUTH Ha HOBBIH 3alIM(POBAHHBII TAPOJb ¢ MOMOIIBI0 KOMaH bl enable secret.
VYcranosure ms enable secret maposs itsasecret.
S1# config t
S1(config)# enable secret itsasecret
S1(config)# exit
S1#
[pumeuanne. Mapoan enable secret mepesanmuceiBaer maposn enable. Ecim s kommyTtaropa 3amadsl 06a
napoJisi, s nepexo/ia B npuuiernpopanubiii pexxum EXEC Hy:kHO BBecTH maposb enable secret.
Ilar 7. Yoeaqutech B TOM, UTO NapoJib enable secret 1o0aBJien B ¢aiia kondurypauum.
Brenute komanay show running-config emie pa3, 4ToObI IPOBEPHUTH HOBBIN Iapoiib enable secret.
[pumeuanue. Komanay show running-config Moxkno cokpaTuth 10
S1# show run
Yto oToOpaxkaercs B KauecTBe napoJis enable secret?
ITouemy mapons enable secret oToOpaxaercs He Tak, Kak ObIIO 3a1aHO?
Hlar 8. 3amm¢pyiiTe naposau enable u console.
Kak 0Ob110 BHAHO B miare 7, mapons enable secret sammdposan, a naposnu enable u console xpansitcs B Buze
o0brgHOro Tekcra. Ceifyac MbI 3amm@pyeM OSTH OTKPHITBIE MapoJii C IIOMOLIBI0 KOMaHIBI Service
passwordencryption.
S1# config t
S1(config)# service password-encryption
S1(config)# exit
Ecnm ycTaHoBuTh Ha KOMMYTAaTope NpyTrHe INapoJid, OHH OyZyT XpaHHUThCS B (aiine KOHQHUTYpalld B BHIE
OOBIYHOTO TEKCTA WM B 3andpoBaHHoM Buze? [laliTe mosicHEHHe.
Yacts 3. Hacrpoiika 6annepa MOTD
ar 1. Hacrpoiite 6annep MOTD (coobmenus aust).
B na6op xomang Cisco [0S Bxoaut komMan 1, MO3BOJISIFOIIASI HACTPOUTH COOOIIEHNE, KOTOpoe OyIyT BUJETH BCE,
KTO BXOJUT B CUCTEMY Ha KOMMYTaTope. JTo COOOIIeHNe Ha3bIBaeTCs COO0meHneM qHs i 6anHepom MOTD
(message of the day). Texct 6aHHepa HYXXHO 3aKJIIOUYNTH B JIBOWHBIE KABBIYKH MJIM MCIIOJIB30BATh Pa3JeIUTeNb,
OTIUYHBIN OT J1I000T0 cruMBoJia B ctpoke MOTD.
S1# config t
S1(config)# banner motd ""This is a secure system. Authorized Access Only!"
S1(config)# exit
%SYS-5-CONFIG_I: Configured from console by console
S1#
Korna 6yneT oToOpaskaThcst 3TOT 6aHHEP?
3aueM Ha BceX KOMMYTaTOpax IOJbKeH ObITh 6anHep MOTD?
Yacrtb 4. CoxpaHuTe 1 nIpoBepbTe Gaiinbsl koHpurypanuu Ha NVRAM.
Hlar 1. IIpoBepbTe NPaBUILHOCTH KOH(PUIypaLUH ¢ TOMOIIBI0O KOMAaHABI show run.
Coxpannte (ain KoHHUTyparu. Bl 3aBepImiM OCHOBHYIO HACTPOHKY KOMMYyTaTopa. Temeph BBIIOIHUTE
pe3epBHOE KonupoBauue ¢aiina koHpurypanun B NVRAM n yGenutech, 4To BHECEHHbIE N3MEHEHHS HE ObUIN
MOTEPSHBI IIPH Tepe3arpy3Ke CUCTEMbI WM OTKITIOYCHUH MUTaHMUS.
S1# copy running-config startup-config
Destination filename [startup-config]?[Enter]
Building configuration...
[OK]

KakoBa camast KopoTKast BepCHsi KOMaH bl COPY running-config startup-config?
Wzyuure daiin 3arpy304Hoil KOHQUTYpaLUH.
Kakas xomanga orobpakaer conepxkumoe NVRAM?

Bce nu BHeceHHbBIE M3MeHEeHMs ObLTH 3amucaHbl B (ain?

Yacrs 5. Hactpoiika kommyTaTtopa S2



Bsl 3aBepmmin HacTpoiiky kommyraropa S1. Temeps HacTpoilite kommyrtatop S2. Ecnu Bl He MoxeTe
BCIIOMHUTH KOMaH/Ibl, BEDHUTECH K YacTsiM 1—4.
HactpoiiTe nyisi kommyTaTtopa S2 cieaymonige napaMmeTpsl.

Nwms yerpoiictBa: S2

ZamuTuTe JOCTYI K KOHCOJH mapoieM letmein.

VcranoBure B KauecTBe napoiist enable ¢1$c0, a B kauecTBe mapois enable secret — itsasecret.
Hactpoiite cooTBeTCTBYIOIIEE COOOLICHHE TS TEX, KTO BOLIET B KOMMYTATOD.

3ammudpynTe Bce OTKPBITHIC TTAPOJIH.

[IpoBepbTe NpaBUIBHOCTE KOH(PUTYpAIHH.

@ o o0 oTe

Coxpanute ¢aitn KoHGHUTyparuu, 4TOObl MPEAOTBPATUTh €r0 MOTEPI0 B CIIydae OTKIIOYCHHUS MUTAHUS
KOMMYTATopa.

JlabopaTopHast pabora 3
Packet Tracer. Co3panne 0CHOBHBIX IOIKJII0YeHHIT
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Tabuuna agpecauuu

YecrpoiicTBo Hnurepdeiic IP-agpec Macka noaceru
S1 VLAN 1 192.168.1.253 255.255.255.0
S2 VLAN 1 192.168.1.254 255.255.255.0
PC1 NIC 192.168.1.1 255.255.255.0
PC2 NIC 192.168.1.2 255.255.255.0
Hean

Yacrse 1. HacTpoiika 0CHOBHBIX IapaMeTpoOB KOMMYTaTopoB S1 u S2
Yacrs 2. Hactpoiika IIK
Yacts 3. HacTpoiika nHTep@eiica ynpapieHuss KOMMYTaTOpOM
OO0uue cBegeHns
B 3TOM ympaxkHeHMM BB CHayana co3fajuTe 0a30BYI0 KOH(UTYpalnuio KOMMYTaTopa. 3aTeM BBl CO3/aauTe
OCHOBHBI€ IOAKIIOUEHHs, HacTpouB IP-anpecanuro Ha kommyTaropax u I1K. 3aBepmus HacTpoiiky [Pagpecanum,
BBI Oy/IeTe UCIIONIB30BATh PA3INYHbIe KOMaH 6l SHOW, 4TOOBI IPOBEPHUTH HACTPOMKH, a TAKIKEe KOMaHIy Ping ass
MIPOBEPKH OCHOBHBIX TOAKIIOYCHUN MEKAY YCTPOWCTBAMH.
HncTpyknun
Yacrs 1. HacTpoiika 0CHOBHBIX IapaMeTPOB KOMMYTATOPOB S1 u S2
BrmonauTe cnenyromue aeictBus Ha kommyTtaropax S1 u S2. Iar 1.
HactpoiiTe ums y31a ansa kommyraTtopa S1.
a. Illenknure S1, a 3arem Brnagky CLI.
b. BaeauTe HyXHYIO KOMaHIy, YTOOBI IPUCBOUTH Y31y uMs S1.
Ilar 2. HacTpoiiTe mapoJiu AJIs KOHCOJIM 1 NPpUBUWJIernposannoro pexnva EXEC.
a. B kadecTBe mapoiisi KOHCOJIM UCTIOB3YHTE CIOBO CiSCO.
b. B kauectBe nmaposst npuBmieruposansoro pexxuma EXEC ucnons3yiite cioo class.
Iar 3. [IpoBepbTe MapoJin, HACTPOeHHBbIe 111 S1.




Kax MoxxHO IpoBepuTh NpaBUIbHOCTH HacTpoliku naponeit? llar 4. Hacrpoiite 6annep MOTD
(cooOmenue aHA). BBenuTe TekCT npeynpekaeHns 0 HECAaHKIIMOHUPOBAaHHOM jocTyne. Huxke npencrasieH
npumep Tekcra. Authorized access only. Violators will be prosecuted to the full extent of the law. Iar 5.
Coxpannre ¢aiin konpurypauuu B NVRAM.

Kakyto xomaHIy HEOOXOIMMO IS STOTO BBITIOJIHHUTE?

Ilar 6. lloBTopute maru 1-5 ajas kommyTaropa S2.
Yacrp 2. Hacrpoiika ITIK
Hactpoiite IP-agpeca nist PC1 u PC2.
Ilar 1. Hactpoiite IP-anpeca nias odoux IIK.
a. Ilenkuute PC1 u otkpoiite Briaaky Desktop (Paboumii cToo).
b. Ilenkuute IP Configuration (Hactpoiika IP-axpecos). B Tabimiie agpecannu BBIMIC MOKHO YBHIETb, ITO
PC1 na3znauen [P-agpec 192.168.1.1 u macka moaceru 255.255.255.0. Beenute atu manusie it PC1 B oxHe
IP Configuration (Hactpoiika IP-anpecos).
c. [Tlosropure maru lau 1b mis PC2.
Ilar 2. IIpoBepbTe CBA3bL ¢ KOMMYTATOPaAMH.
a. Ilenkuute PC1. 3akpoiite okHo IP Configuration (Hactpotika IP-agpecos), ecnu oHO oTKpBITO. Ha BKIIamke
Desktop (Pabouwnii cron) Haxkmute Command Prompt (Komanmsas ctpoka).
b. Bseaute xomauxy ping c IP-agpecom kommyTaropa S1 u Haxkmute kinaBuiry BBO/I,
Packet Tracer PC Command Line 1.0
PC> ping 192.168.1.253
Y nanock v co3aath HOBYIO manky? JlaiiTe moscHeHue.
Yacrse 3. Hacrpoiika untepdeiica ynpasJjieHUsi KOMMYTATOPOM
Hactpoiite IP-agpec mist kommyrtatopoB S1 u S2. Iar 1.
Hactpoiite IP-aapec aias kommyTtaropa S1.
KomMyTaTOphl MOXKHO HCIIONB30BaTh B PEKUME «HOAKIIOUN M padoTaii». ITO 3HAYMT, YTO UX HEOOA3aTEIHHO
HacTpauBaTh I paboTel. KoMMyTaTOpHI NepechaoT faHHble Mex Ty nopramu mo MAC-aapecam.

J1st uero Tor/Ia HYKHO HacTpauBath IP-aagpeca?

UYroOwr HacTpouTh [P-anpec Ha KoMMyTaTope S1, HCONB3YHTE CCIyFOIINe KOMaHIbL. S1#
configure terminal
BBenure mocTpoyHo KomMaH bl HacTpoiiku. B konue Haxxmute CNTL/Z.
S1(config)# interface vlan 1
S1(config-if)# ip address 192.168.1.253 255.255.255.0
S1(config-if)# no shutdown
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up S1(config-if)#
S1(config-if)# exit
S1#
3auem BBI BBOHTE KOMaHay o shutdown?
Iar 2. Hacrpoiite IP-aapeca n1sa kommyTartopa S2.
Hcnonb3ys nanHble U3 TabIUILI afpecaiinu, HactporTe [P-anpec mst S2.
Ilar 3. IIpoBepbTe HacTpoiiku IP-agpecoB Ha kommyTaTopax S1 u S2.
Komanzna show ip interface brief BeiBoauT cBenenus o6 IP-agpece, a TakKe O COCTOSHHHM BCEX HOPTOB U
uHTEpPEcoB KOMMyTaTopa. JIJist 5TOro MOXHO TaK)Ke HCIIOJIb30BaTh Komanay show running-config.
Iar 4. Coxpanute HacTpoiiku S1 u S2 B NVRAM.

Kakas xomanna coxpanset ¢aiin konpurypamun u3 RAM B NVRAM? Illar

5. IIpoBepbTe MOAK/IIOYEHHE K CETH.
INoakaroYeHne K CETH MOKHO MPOBEPHUTH C MOMOIIBI0 KOMaHasl Ping. OueHb BaXKHO, YTOOBI MOAKITIOYCHHUS
pabotanm Bo Bcelt ceTu. B ciydae c60s He0OX0aMMO yCTpaHUTh Hermonaaky. [IpoBepbTe cBA3b KOMMYTaTOpoB S1
u S2 ¢ xomnsrotepamu PC1 u PC2.
a. enknure PC1 u otkpoiite Bkinagky Desktop (PaGouwnii croa).
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enkaure Command Prompt (Komananas ctpoka).

C nomo1b10 KOMaHAbl ping NpoBepbTe A0CcTyNnHOCTh IP-anpeca komnblotepa PC2.
C moMomIpI0 KOMaHABI ping MpoBepsTe AOCTYMHOCTH [P-anpeca koMmmyTtaTopa S1.
C moMomIpI0 KOMaHABI ping MpoBepsTe AOCTYMHOCTH [P-anpeca koMmmyTtaTopa S2.

Ipumeuanne. Komanay ping Mo>KHO KCIONIB30BaTh B HHTEpdeiice KOMaHAHON CTPOKH KoMMyTaTtopa u Ha PC2.
Bce mpoBepku 10mKHBI OBITH IPOIAEHBI ycnenrHo. Eciu pe3ynbsTar nepsoit mpoBepku — 80 %, HOBTOPUTE MOTIBITKY.
Teneps pesynbrar gomkeH ObiTh 100 %. [To3ke BB y3HaeTe, MOYEMy IepBas MPOBEpPKAa WHOTNA 3aBEPIIACTCS
HeyznauHo. Ecnu npoBepuTh CBS3b C YCTpOMCTBAMM HE yIAeTcsi, IPOBEpbTE KOH(GUIypalUio HA HaJIUYHE OUINOOK.

JlabopatopHas padora 4
Packet Tracer - Basic Switch and End Device Configuration
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Room-144 Room-146
Tabauua agpecaumu
YcrpoiicTBo Hurepdeiic IP-anpec Macka noacern
[[S1Name]] VLAN 1 Kommyrarop [[S1Add]] 255.255.255.0
[[S2Name]] VLAN 1 Kommyrarop [[S2Add]] 255.255.255.0
[[PC1Name]] NIC [[PC1Add]] 255.255.255.0
[[PC2Name]] NIC [[PC2Add]] 255.255.255.0
Hean
*  Hacrpouts umeHa y3noB u [P-agpeca Ha 1Byx KOMMYyTaTopax I0J] ypaBJIeHHUEM ONEPAMOHHON CHCTEMBI
Cisco IOS ¢ nomomnipto nHTEpdeiica komananoi crpoku (CLI).
*  Hcnons3ys komanas!l Cisco 10S, 3amaTh mapamerpsl TOCTyNa WIM OTpaHMYbTE AOCTYN K KOH(QHUIYpaIlH
YCTpOMCTBa.
*  C momompto komMaH[ [OS coxpaHHUT TEKYIIYIO KOHGUTYPALIHIO.
*  3amath IByM XOCT-ycTpoicTBam [P-ampeca.
*  IIpoBepuTh NOAKIIIOUEHHE MEX Ty ABYMs OKOHeUHBIMHU ycTpoiictBamu (I1K).
Cuenapuii

MeHemxep MONPOCHI BAaC, HOBOTO CIENHAICTa 10 OOCITY>KHBAHHUIO JIOKAIBHBIX CETeH, MpOJIeMOHCTPHUPOBATH
HaBBIKM HACTPOWKM HEOOJNBIION JIOKAIBHOW ceTH. BaM MpencTONT HACTPOWTH MCXOTHBIE IapaMeTpsl Ha JBYX

koMMyTatopax mon ynpasineHuem Cisco 10S, a Takke HacTpouTh mapameTpsl [P-ampecanuy Ha y3max Juist
CO3/1aHMs CKBO3HOTO MOAKIII0YeHMs. Heo0XoauMo UCionb30BaTh ABa kommyTaropa u nBa y3ia (I1K) B aktuBHOM
CeTH ¢ KabeIbHBIM MOIKIIOYSHUEM.

HNHcrpykumnu

HaCTpOﬁTC YCTpOf/'ICTBa B COOTBETCTBUU C IIPHUBCACHHBIMU HUKE Tp€60BaHI/I$IMI/I.

TpeGoBanus

Hcnonp3yiiTe KOHCONIBHOE MOKIIIOUYEHHE JUIsl IOCTYIIA K KakaoMy komMyTtaropy. O 3anaiite kommyTaTopam
umena [[SIName]] u [[S2Name]].

HUcnonpsyiite mapods [[LinePW]] mns Beex munumid. O Hcnonb3yiite CKPBITBIN apoJb
[[SecretPW]]. O 3ammdpyiite Bce HesamupoOBaHHbIE TAPOJIH.

Hactpoiite 6arrep MOTD (cooOmenust Hs).

Hactpoiite aapecaliito s BceX YCTPOUCTB B COOTBETCTBHH C TAOIHIEH afpecalnH.

Coxpanute HacTporku. [ Y6enurech B HUIMIUHN COSAMHEHUS MEXITY BCEMH YCTPOHUCTBAMHU.




Mpumeuanue. Haxxmure Check Results (ITpoBeputh pe3yibTarsl), YT00BI YBUAETH PE3YIBTATHI BHITOJHEHHBIX
Hactpoek. Haxxmure Reset Activity (Copoc ympaxkneHu s ), 4To0bI cO3/1aTh HOBBIN HaGop TpeGoBanuii. Eciu BeI
Ha)KMETE ATy KHOIIKY JI0 TOTO, KaK 3aBEPIINTE BHITIOTHEHUE YIPAKHEHH, BCE HACTPOUKH OyIyT MOTEPSHBL
ID: [[indexNames]][[indexPWSs]][[indexAdds]][[indexTopos]]

JlaGopaTopHas paGora 5

Packet Tracer - U3y4yenune moaeseit TCP/IP u OSI B neiicTBuM

—:— — — q:f-!— J l
S e v
—

Bef-cepeep Web Client

3amaun

Yacrs 1. U3yuenne HTTP-Ttpaduka

Yactb 2. OTOGpaKeHHe I1eMEHTOB ceMeiicTBa npoTokoJios TCP/IP
OO0mmue cBegeHns

JlaHHOE yIIpaXKHEHHE 10 MOJEIMPOBAHUIO — MEPBBII Iar Ha MyTH K TOHUMAaHUIO NPUHIUIIOB PadOTHI MaKeTa

npokosioB TCP/IP u ero B3ammocBs3u ¢ monensio OSI. Pexxnm MomenwpoBaHHUS IO3BOJIIET MPOCMATPUBATH

COJIEPKHUMOE NePEChIIaeMBbIX T10 CETH JaHHBIX Ha KaXKAOM U3 YPOBHEH.

[To Mepe npoaBIXEHNUS JaHHBIX 1T0 CETH OHM pa3duBaroTCs Ha Oosee Meskne (hparMeHThl U HACHTHUINPYIOTCS

TaKUM 00pa3oM, 4TOOBI X MOXHO OBLIO BOCCOEIUHUTD 0 MPHOBITHIO B MyHKT Ha3HayeHus. Kaxplit pparmMeHT

MOJTy4aeT COOCTBEHHOE MM (€AMHMIA NaHHBIX IpoTokoina — PDU) u acconmupyercst ¢ KOHKPETHBIM YPOBHEM

moneneit TCP/IP u OSI. Pexxum MomenupoBanus mporpammbl Packet Tracer mo3BoiisieT mpocMaTpuBaTh BCe

ypoBHU U oTHOcsmuecss k HuM PDU. Huxke onmcana nocieoBaTenbHOCTh 11aroB M0J1b30BaTeNs I 3a1poca

BeO-CTpaHUIIBI ¢ BeO-cepBepa ¢ IMOMOIIbI0 YCTaHOBICHHOTO Ha KianeHTckoM [1K BeO-Opaysepa.

Xors OoJblIast 4acTh NMOKa3aHHOW Ha dKpaHe uHdopManuu OyaeT noapoOHee paccMOTpeHa Jajiee, 3TO 1acT BaM

BO3MOXKHOCTb O3HAKOMHTBCSI C BO3MOXHOCTSIMH Tmporpammbl Packet Tracer, a Takke HarIigHO pPacCMOTPETh

IpoLecc MHKATICYIISIHN.

HNHcTpykuuu

Yacrse 1. U3yyenue HTTP-Tpaduxa
B yactu 1 gaHHOrO ympakHeHHs BBl OyaeTe HCMoib3oBaTh mporpammy Packet Tracer (PT) B pexume
MOJICTIMPOBaHNS JUIs TeHepUpOBaHus BeO-Tpaduka n n3ydeHus npotokoiaa HTTP.

lar 1. [lepeiinuTe U3 peskuMa peajibHOI0 BpeMeHH B Pe:KMM MOJAeTUPOBAHMSA.

B npaBom HinkHeM yriy unrepdeiica Packet Tracer HaxonsTcs BKIaIKH Uil HEPEKITIOUEHHS MEXKAY PEKUMaMH

Realtime (pexxum peansHoro Bpemenu) u Simulation (pexxum monenuposanwusi). PT Bcerna 3amyckaercst B

pEeXHME peaJbHOr0 BpPeMeHH, B KOTOPOM CETEBbIE HMPOTOKOJBI PA0OTAIOT € PEATUCTUYHBIMHU 3HAYCHUSIMH

BpeMenu. OnHako 1mMpokue Bo3MokHOcTH Packet Tracer Mmo3BOJISIIOT TOJIB30BATEINI0 «OCTAHOBHUTH BpPEMsI»,

MEpEeKIIIOUYMBIINCh B PEXKHM MOJCIUPOBaHHUA. B pexuMe MopennpoBaHUs MakeThl OTOOpaKaroTcs Kak

AQHMMHUPOBaHHbBIE KOHBEPTHI, BpEMEHEM YIPABIIAIOT COOBITHS U MOJIB30BATEIN MOTYT IOIIArOBO MEPEXOJUThH OT

OJTHOTO CETEBOTO COOBITHS K IPYTOMY.

a. Illenkuurte 3Ha4yok pexkuMa Simulation st mepeximoveHnsT U3 peXUMa PeajbHOr0 BPEMEHHM B PEXUM
MO/IeJIMPOBAHNS.

b. Beibepure B ciucke Event List Filters (®uibtpsl crincka coobituil) mynkr HTTP. 1) HTTP B 3ToT MOMEHT
y)K€ MOXET OBIThb eJIWHCTBEHHBIM BHAWMBIM COOBITHEM. [IpM HEOOXOAMMOCTH HaXMHTE KHOIKY
«PenakTupoBaTh GUIBTPHI » B HIKHEH YacTH IAaHENIX MOJIEIMPOBAHMS, YTOOBI OTOOPA3UThH JOCTYITHbIC
BUJIUMBIE COObITHS. Y cTaHOBHUTE WK cHumuTe (raaxxok Show All/None

(IToxaszate Bce/HHMYero) u obpaTuTe BHUMAaHUE Ha TO, KAK M3MEHHTCSI COCTOSIHUE YCTAHOBJIIEHHBIX M
CHATBIX ()JIAXKKOB.
2) Wenkaiite dpnaxxok Show All/None 1o Tex mop, noka Bce ¢yakku He OyIyT CHSTHI, a 3aTeM BBIOCPUTE
HTTP. Illenxkaure X B IpaBOM BEpPXHEM YIIy OKHA, YTOOBI 3aKphITh OKHO «PemakTmpoBaTh
uasTpe» . B paznene BUIUMBIX COOBITHIA TeTIepb 0TOOpaxkaeTcst Tombko HTTP.
Ilar 2. Crenepupyiite Bed-tpadux (HTTP).



Ha nanHBII MOMEHT MaHENb MOJICTHUPOBAaHUS IycTa. B BepXHEHl 4YacTH MaHENId MOACIMPOBAHUS BHHBI
HAaUMEHOBAHMS IIECTHU CTOJIOIOB criicKa cOOBITHH. [1o Mepe reHepannu u MpoaABMKEeHMS Tpaduka B CIIUCKE Oy Iy T
MOSIBJIATHCS COOBITHSI.

IIpumeuyanue. BeO-cepBep 1 BeO-KIMEHT OKa3aHBI HA JICBOW MaHENH. Pa3mep maHenw MOXHO H3MEHHTH, €CIIH
HaBECTH YKa3aTeJb Ha IT0JIOCY IPOKPYTKH H, KOTJ[a OH MPUMET BHJ JBYHANPABICHHOHN CTPEIKH, IIEPETALIUTD €TO
BJIEBO MJIU BIIPABO.

a.
b.

Hlenkuure Web Client (Be6-kinueHT) Ha KpaiiHeii IeBo#i maHem .

lenkuure Briaaky Desktop (PaGoumit crom), 3atem menkuure 3Hadok Web Browser (Be6-Gpaysep),
9TOOBI OTKPHITH BEO-Opaysep.

B nonre URL BBeante agpec www.osi.local u maskmute xHonky Go.

[ockonbKy BpeMs B pexuMe MOACITUPOBAHUS IIPUBSI3AHO K COOBITHSM, Ul OTOOpakeHUsI COOBITHI B ceTH
HeoOXoauMo ucmosb30BaTh KHomky Capture/Forward (3axsat/mepen). KHomka ABHXKCHHs BIEpEA I10
3aXBAuCHBIM MAKETaM pACIONOXKEHA B JICBOM YacTH CHHEIl MOJIOCHI, KOTOpas HAXOMUTCS MOA OKHOM
TONOJIOTHH. U3 TpexX KHOMOK, 3Ta camasi pasasi.

Haxwmure knonky Capture/Forward ugetsipe pasa. B cricke coObITHIA TOMKHBI OBITH YETHIPE COOBITHSL.

ITocmoTpuTe Ha cTpaHuIly BeO-KIHMeHTa B BeO-Opaysepe. UTo-HHOY b N3MEHHIOCH?

Hlar 3. U3yuure cogepxumoe HTTP-nakera.

a.

[lenkHKUTE MEPBBIN [IBETHOM KBaApaT B cTONOIE TYpPE criucka cobbituit Event List. Bam moxer
MOHAOOUTECS  Pa3BEPHYTh naHeJab MOAeJIUPOBAHHUSA WU UCTIONB30BaTh  MOJOCY
MPOKPYTKH HEMOCPEACTBEHHO TI0]] CIIMCKOM cobObiTHii Event List.

Otkpoercss okno PDU Information at Device: Web Client (Uudopmaius o PDU Ha ycrpoiicTse:
BeOKkreHT). B aToM okHe ecTh TosbKO Be BKiaaku: OSI Model (Mozaens OSI) u Outbound PDU Details
(Ceemenus 06 ucxomsmeit PDU), mockonpKy 3T0 TOIBKO Hadayio mepemadn. [lo Mepe M3ydeHHS HOBBIX
COOBITUI CTaHyT BWJHBI TPH BKIIAJKH, BKIIOYas HOByI0 Biiaaky Inbound PDU Details (Cenenust o
Bxomseit PDU). Korna coObiThe siBisieTCs MOCISIHUM B IOTOKE TpadrKa, 0TOOPaKAOTCs TOJIBKO BKIIAJIKU
OSI Model u Inbound PDU Details.

Yo6enutecs, uro Beibpana Briaaka OS| Model. B cron6ue Out Layers naxxmure Layer 7.

Kakas nHpOpManus mepevyncicHa B IPOHYMEPOBaHHBIX IIarax HEMOCPEICTBeHHO moj moysiMu In Layers
(Bxomsme ypoan) u Out Layers (Mcxopsmie ypoBHH)?

Kakoe 3nauenue cronbma Dst Port va Yposue 4 B cTon6me Out Layers ?

Kakoe 3nauenne nmeer napamerp Dest. 3nauenne IP qns Layer 3 B cronbune Out Layers?
Kaxkast nndopmanus otodpaxaercs Ha ciioe 2 B ctonbue Out Layers?

3aronoBok Ethernet II ypoBHst 2 u Bxogsuue u ucxoasuue MAC-anpeca.

lenkuure Briaagky Outbound PDU Details (Cenenus 06 ucxopsiuieiit PDU).

Caenenus Ha Briaake PDU Details (Ceenenust o PDU) orpaxatot yposau mojenu TCP/IP.
[pumeuanne. Cenenus B paszaene Ethernet |l mpencraBasiiot co6oii eme GoJiee moapoGHbIe JaHHBIE,

YeM NMOKa3aHHBIEe B pa3zeie ypoBHs 2 Ha Briaaake OSI Model. Bkiagka Outbound PDU Details conepxur Gonee
ormicareNbHbie U Toapobusie cBenenust. 3HaueHuss DEST MAC (MAC-anpec nasunauenuss) 1 SRC MAC (MAC-
azipec ucrounuka) B paszene Ethernet I1 ma Braagke PDU Details oroGpaxarorcs Ha Bkiaaake OS| Model B paszaene
Layer 2, HO He yKa3aHbI B KAUeCTBE TAKOBBIX.

Ecnu cpaBuuth cBenenus B paznene IP sxnaaku PDU Details co ceenenusmu Ha Biaake OSI Model, kakas
nHpopmanus aBisercs A HuXx obuieid? K kakoMy ypoBHIO OHa OTHOCHTCSI?

Ecnu cpaBuuth cBenenus B pasaene TCP sximaaku PDU Detailsco cenenusmu Ha Briaaake OS| Model,
Kakast ”HPOPMAIUs SIBIIICTCS U HIX OOIIEeH U K KaKOMY YPOBHIO OHAa OTHOCHUTCSI?

Kakoii Host (y3en) ykasan B pazaene HT TP Bkiaagku PDU Details? C kakum ypoBHEM OyayT CBSI3aHBI 3TH
cenenus Ha Biaake OSI Model?



d. Ilenkuurte mepBblid [BETHOW KBajpar B cronbue Type cmucka cobwsituii Event List. AktuBeH TonbKO
ypoBeHb | (He 0TOOpaXkaeTcsi CephIM IBETOM). Y CTPOMCTBO IepeMeniaeT kaup u3 Oydepa u momeniaer ero B
CETh.

e. [Ilepeiioure k cnemyrormemy oo HTTP Info B crimcke co6wiTuii Event List u mienkHUTE 1IBETHOM KBapar.
B sTom oxHe ecTs nBa cTonbma: In Layers u Out Layers. O6patute BHUMaHHE HA HANIPABICHHUE CTPEIKH
HENoCPEeCTBEHHO 1o cTononoM In Layers. Ona cMOTpUT BBepX, MOKA3bIBasi HAIIPaBJICHHE [IEpEeMEIICHHS
nmaHHbIX. [IponucTaiite 3TH YpOBHH, 0Opalias BHIMaHHE Ha MPOCMOTPEHHEIC paHee 3JIEMEHTHL. B BepxHei
YacTH CTOJIOLA CTPENIKA YKa3bIBACT BIPABO. JTO O3HAYAET, YTO CEPBEP TEHEPh OTIPABIIACT JaHHBIE OOPATHO
KIIMEHTY.

Cpasuure nannsie B ctoudue In Layers ¢ nanasiMu B crondue Out Layers u ckaxxure, B 4eM 3aKIIF0UaeTCs
OCHOBHOE OTIIYHE MEXTy HIMHU.
Ortkpoiite Bknaaky Inbound PDU Details (Ceeaenus o Bxomsuiein PDU). npocmotp cBeaeruit o PDU.

g. Illenkuure mocieauuii HBETHOM KBaapaT B cTonone Info.

CKOJIbKO BKIJIaZIOK OTOOpaxkaeTcst ¢ 3THM coObITHEeM 1 noueMy? [laiiTe nosicHeHue.
Tonbko nBe (ogna — OSI Model, a Bropas — Inbound PDU Details, nmockosibKy 3TO npHHUMAalOIIEE
YCTPOHCTRBO).
Yacrsp 2. OTo0pa:keHue 3j1eMeHTOB ceMelicTBa nporokoos TCP/IP
B wactu 2 pmaHHOro ynpakHeHWsl Bbl OyJeTe HCIONb30BaTh pexkuM MoxenupoBanusi Packet Tracer mus
HaOJIOICHUS U N3y4eHHS PabOThl HEKOTOPHIX IPYTHUX MPOTOKOJIOB, BXOAIMNX B cemerictBo TCP/IP.
Hlar 1. [IpocmoTpuTe 10NOJHUTEIbHbIE COOBITHS
a. 3akpoiiTe Bce OkHa co cBeneHusiMu o PDU.
b. B pasmene Event List Filters > Visible Events (®uabTpbl cnucka codbiTHii > Buanmbie
codbITUs) HAXKMHTE KHOTIKY Show All/None.
Kakne nonoiHUTEIbHBIE THIIBI COOBITHI TTOKa3aHbI?

OTH JONOJTHHUTENBHBIC 3alHCH UTPAIOT pa3iIMdHBIe poiu B cemeiicTBe mpotokonoB TCP/IP. IIporoxon
paspemienus anpecoB (ARP) zanpammBaer MAC-anpeca st y3:10B HazHaueHus. [Ipotokon DNS oTBeuaet
3a mpeobpasoBanre uMmeH (Hanpumep, Www.osi.local) B IP-agpeca. Jlononuurensusie coObitust TCP
CBSI3aHBI C YCTAHOBIICHHEM COCIWHCHHM, COTJIACOBAHWEM ITapaMeTPOB CBS3HM U Pa3beIUHEHHEM CEaHCOB
CBSI3U MEKAY YCTPOUCTBAMH. DTH MPOTOKOIBI YIIOMHHAIKCH paHee ¥ OyIyT pacCMOTPEHBI OoJiee Mo IpoOHO

B X0Jle M3yueHHus1 Kypca. B Hactosimee Bpems: Packet Tracer mo3BossieT 3axBaTeiBaTh Oosiee 35 MPOTOKOJIOB

(TumoB coObITHIT).

c. lenkuure nepBoe cobsitie DNS B crosbie Type. I[Ipocmorpute Braagku OSI Model u PDU
Detail u obparure Buumanue Ha npouecc unkancyssiun. Ha Bknanke OSI Model ¢ Beiienennsim mosiem Layer
7 HenocpencTBeHHO o cronouamu In Layers u Out Layers oroOpakaeTcs onmcaHue TOTO, YTO MIPOUCXOTUT.
("1. The DNS client sends a DNS query to the DNS server." [DNS-kiuent ornpasiser DNS3ampoc va DNS-
cepBep]) OTo oueHb mosie3Hass HHPOPMAaIHs, KOTOpasi IOMOTaeT MOHATh, YTO MPOUCXOAMUT BO BpPeMsl Ipoliecca
CBSI3U.

d. lenkuure Biaagky Outbound PDU Details (Cenenus 06 ucxopsiieii PDU).

Kaxkue cBenenus nokasansl B moie NAME: B paznene DNS QUERY?

e. lenkuure mocneanunii eetHol kBagpar DNS Info B criucke coObITHIA.

Ha xakom ycrpoiicte 6511 3axBauen PDU?
Kakoe 3nauenue mokaszano psgom ¢ moiem ADDRESS: B pasnene DNS ANSWER wna Bknaake Inbound
PDU Details?

f. Haiinute nepBoe cobsitie HTTP B crimcke W ImenkHuUTE IBETHOM KBaapat codbitust TCP cpasy
nociie 3toro cobeitust. Beytenure Layer 4 na xiaake OS| Model.

Kakwne cBenenns oToOpakatoTcs Mo MyHKTaMu 4 U 5 B IPOHYMEPOBAaHHOM CIMCKE HEMOCPEICTBEHHO O

cron6buamu In Layers u Out Layers?

TCP, Hapsay ¢ ApyruMy QYHKIUSAMH, YIPABIsAeT MOAKIIOYCHNEM U OTKIIOYCHUEM KaHaja cBsA3u. [laHHoe

KOHKpETHOE COOBITHE YKa3bIBaET Ha TO, YTO KaHal cBsi3M OblI ycraHosiieH (ESTABLISHED).



g. lenkuure mocnenanee cobbite TCP. Boyrenure Layer 4 na Briagke OSI Model. Tposepbre
JICHCTBUS, IEPEYMCICHHBIC HEIOCPEACTBEHHO 1o cTosbmamu In Layers u Out Layers.

Pacckaxwre, U1 4ero peaHa3HauYeHO COOBITHE, NCTIONB3Ys HHPOPMAIHIO, IPEIOCTABICHHYIO B IIOCICIHEM
MYHKTE CIHUCKa (3TO JOJKEH OBITh MYHKT 4).

C10KHBI€ BOIPOCHI

B 3TOM ynpaxxHeHHHN TT0 MOJICITUPOBAHHUIO PACCMOTPEH IIPHMEP CEaHCa BEO-CBSI3M MEKAY KIMEHTOM H CEPBEPOM
B nokanpHOU cetn (LAN). KimeHT nenmaer 3ampochl K ONpeiesIeHHBIM Cyk0aM, ()yHKIMOHHPYIOIIUM Ha
cepBepe. CepBep H0JDKEH OBITh HACTPOECH Ha MPOCITYIINBAHUE ONPEICIICHHBIX TOPTOB IS MTOJYYEHUsSI 3aIIPOCOB
ximenToB. (Coer. Jlyist mosyuenust uapopmarmu o opte cMm. Layer 4 Ha Bkimagke OSI Model.)

B3siB 32 OCHOBY CBeJleHHs, KOTOpBIE MPOBEPSUIMCH B X0Jie 3axBaTa JaHHBIX B Packet Tracer, orBeTbTe: «Kakoii
MOPT MIPOCITYIIINBAET Bed-cepBep A MorydeHust BeO-3ampocoB?». Kakoit mopt npociymmBaeT Bed-cepBep st
nony4yeHuss DNS-3ampocos?
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Configuration Terminal RS232 Console

3ampaun
Yacrs 1. [loakiaouyenue k 001aKy
Yacts 2. [loakiaoyenue mapmpyrusaropa Router(
Yacts 3. [Toak/oueHne ocTaBIINXCS YCTPOHCTB
Yacts 4. [IpoBepka noakJI04eHui
Yacrs 5. Uzyuenne pu3n4ecKoil TONOJIOTHU
O0uine cBegeHus
[Ipu pabore B mporpamme Packet Tracer (B pamkax nabopaTopHOW paOOTBHI MM B pPEaNbHBIX YCIOBHUSX) BBI
JIOJDKHBI YMETh BBIOMpaTh HEOOXOJIUMBIH Kabedb M HaJulexaluM o0pa3oM HOAKIIoYaTh ycrpoiicTBa. B xoxme
JAHHOTO yIpa)kHEeHUs OyIyT pacCMOTpPEHBI: KOH(pUTypHpoBaHUe yCTpoHCTB B mporpamme Packet Tracer, Beibop
Ka0ens B 3aBUCHMOCTH OT KOH(UTypanny, a TakKe MOAKIIYEHHE yCTPoicTB. Takke B 9TOM ynpaXHEHHN OyAeT
noApoOHO paccMOTpeHo (U3MUYecKoe NpecTaBiIeHue cetu B mporpamme Packet Tracer.
HNHcrpykuuu
Yacrs 1. Iloakiarodenne K 06J1aKy
Iar 1. Moakawuure Cloud (06aako) k Router0.
b. B neBoM HWXHEM yIily LICIKHUTE 3HAYOK B BHIE OPAHIKEBOH MOJIHHH, YTOOBI OTKPBITH CIICOK JOCTYITHBIX
MOAKJIIOUEHUH.
C. Beibepure mpaBuibHbI Kabens s moakmodenust nopra FO/0 Router0 k mopty Eth6 Cloud. Cloud — sto
THII KOMMYTaTopa, MOo3TOMY HCIONL3yiTe moakmouerue Copper Straight-Through (Meaxoe npsimoe).
[Tocre moaKIMIOYEHUs MPAaBUIIBHOTO Kabeiss MHAMKATOp KaHalla Ha Ka0esie 3arOpuTcsl 3eJICHBIM 1IBETOM.
Llar 2. oakaounte Cloud (O6sako) k Cable Modem (KadeabHblii Mogem).
Bribepure npaBuibHbIi Kabenb s moakodenus mopra Coax7 Cloud k mopry Port0 Modem.
[Toce moxKIFOYEHNS TPABUIIBHOTO KaOesl HHANKATOp KaHana Ha Kabele 3aropuTcs 3eJIeHbIM [iBeToM. YacTh
2. lMoakarwyenne MmapmpyTusatopa Router(
Hlar 1. Hoaxnaouute Router0 k Routerl.
Bribepute npaBuibHbIN Kabens s noakiarouenus mopra Ser0/0/0 Router0O k noprty Ser0/0 Routerl.
HWcnonp3yiiTe OIMH U3 JOCTYIHBIX mocieaoBarenbHbix (Serial) kabeneid.
[Tocre moaKIIOYEeHUs MPABUIIBHOTO KaOess MHIMKATOp KaHalla Ha Ka0esie 3arOpuTCsl 3eJICHbIM 1IBETOM.
Hlar 2. Hoakaiounte Router0 k netacad.pka.
Bribepure npaBuibHbBIN Kabenap i noakmoueHus nopra FO/1L Router0 x mopry FO netacad.pka.
MapuipyTu3aTopsl ¥ KOMIIBIOTEPHI OOBIYHO MCIOJB3YIOT OAMHAKOBBIE NpoBoAa s oTmnpaBku (1 u 2) u
noydenns (3 u 6) nannsix. Kabenb, KOTOpHIi HY>KHO BEIOPATh, COCTOUT U3 CKPYYEHHBIX IPOBOJIOB. XOTSI MHOTHE
COBPEMEHHBIE CETEBbIE IUIATHl MOTYT aBTOMATHYECKH ONPENENINTD, KaKhe Mapbl UCIONb3YIOTCS IS IIpueMa 1
nepenaud, Ha Mapuipyruzatope RouterQ u cepepe netacad.pka HeT ceTeBbIX AT C 3TOU (YHKIUEH
ABTOOTPE/ICIICHHSI.
[Tocre moaKiIOYEeHUS IPAaBUIIBHOTO Kabesst MHIMKATOp KaHalla Ha Ka0esie 3aropurcs 3eiaeHsiM 1setom. Ilar
3. Hoakarounte Router() k Configuration Terminal (Tepmunan nacrpoiikn).
Bri6epure npaBuiIbHBIN Kabens 1A NoAKIIoueHn kKoHco M Router) x Tepmunany RS232 . Oror xabens He
obecrnieunBaet ceTeBoii goctyn k Configuration Terminal, Ho no3Bosnsier Hactpouts Router0 uepe3 TepMuHa.
[Tocne moaKITIOYEHUS MPABIIIBHOTO KaOeJsi MHANKATOPhI KaHaIa Ha Ka0ese CTaHyT 4epHbIMH. HYacTh
3. Moakar0YeHNe OCTABIINXCH YCTPOICTB
Hlar 1. Moakawouute Routerl k Switch (KommyTtarop).
Bribepure npaBuiibHBIN Kabens i nmoakarouenus mopra F1/0 Routerl x mopry FO/1 Switch.
Iocne moAKIIOYEHHsST MPAaBHIBHOrO Kaleyisi MHAMKATOp KaHaja Ha KaOeje 3aropurcsi 3eJICHbIM IIBETOM.
[MonoxauTe HECKOIBKO CEKYH, YTOObI HHIUKATOP U3 OPAHKEBOTO CTAJ 3EJICHBIM.
Ilar 2. Hoakawunre Cable Modem (Kabeabunlii  Momem) K Wireless Router
(becnnpoBOHON MapHIPyTH3AaTOP).
BeiOepuTe npaBUibHBIN Kabesb 115 noakJawdenusi nopra Portl Modem x mopty Internet Wireless Router.
[Noce moxKkIFOYEHNS TPABUIIBHOTO Ka0esl MHIMKATOp KaHasa Ha Kabele 3aropuTcs 3eJICHBIM [[BETOM.
ar 3. Moakarounte Wireless Router (becnipoBoanoii Mmapuipytuszarop) k Family PC (O6wmmnii ITK).
Beibepute npaBuibHbIN Kabens s moakmrodeHus mopta Ethl Wireless Router k Family PC.
[Mocre moaKIIFOYEHHMS TPABUIIBHOTO KaOessl MHIMKATOP KaHala Ha Kabelie 3aropuTcs 3eJICHbIM [[BETOM.
Yacrs 4. IlpoBepka nogxJIr04eHn i
Iar 1. IIposepbTe noakarouenne Family PC k netacad.pka.



a. Otkpoiite KoMaHIHYyO cTpoKy Ha Family PC u BbinonHuTe KOMaHay ping AJs cepeepa
netacad.pka.
b. OTkpoiite Be6-6paysep u Bemute aapec http://netacad.pka. lar 2. OrnpaBbTe 3ampoc
ping ¢ Home PC (Jomamnmii ITIK) na Switch (KommyTarop).
Ortkpoiite KomaHmHy0 cTpoky Ha Home PC wu Beimonnute komanay ping mis IP-ampeca Switch, uro6br
NPOBEPHUTH COCTHUHCHHE.
lar 3. Otkpoiite Router( ¢ Configuration Terminal (Tepmunan HacTpoiikn).

a. Orxkpoiite Terminal nva Configuration Terminal u npuMuTe mapaMeTpsl O YMOTYAHHIO.

b. Haxwmute xnaBuiiry BBoJa, 9T00bI OTKPHITH KOMaHAHY!O cTpoky Router0.

c. Bseaure xomanmy show ip interface brief, aro6s1 npocMoTpeTs cocrosHue HHTEPdEiicOB.

Yacrsp 5. U3yyeHue puznyeckoii TOMOJIOr UM
lar 1. U3yuute obaako.

a. Orxkpoiite Brnaaky Physical Workspace (®@usudeckas pabodas 061acTb) WIM HUCMIONB3YHTE COYCTAHHSI
wraswum Shift+P u Shift+L nms nepexirogeHns MEXIy JTOTHIECKON U HU3MIECKON pabouNMH 00IaCTSIMH.
Hlenkuure 3aauok Home City (Poxnoii ropoxn).
lenkuute 3uauox Cloud (O6maxo).

CKOJIBKO TIPOBOJIOB TOJKIIOYEHO K KOMMYTAaTOPY B CHHEN CTOMKe?
d. Haxwmure kaonky Back (Hazan) s Bo3Bpara k Home City. Har 2. U3yunTe nepBUYHYIO CeTh.
a. Ilenkuure 3na4gok Primary Network (IlepBuunas ceTp). Y aepxuBaiite ykazaTeib
MBIIIIH Ha Pa3HBIX KaOemsx.
Yrto HaXOAUTCS B TAOJHIIE CIIPaBa OT CUHEH CTOUKU?
b. Haxmure kHonky Back (Haszan) st Bozspata k Home City. Illar 3. U3yuyure
BTOPHYHYIO CETh.
a. Ilenkuure 3mauoxk Secondary Network (Bropuunas cers). YiaepkuBaiite ykaszarteib
MBIIIIK HA Pa3HbIX KaOeusix.
IMoueMy K KaXJ0OMy YCTPOHCTBY MOAKIIFOUEHO IO JBAa OPAHKEBBIX Kabess?
b. Haxwmwure knomky Back (Haszam) ams Bosspara k Home City. Ilar 4. U3yuute
JAOMAIIHIOIO CETh.
a. lllenkuure 3nagoxk Home Network (JlomainHss ceTs).

[Touemy HeT CTOWKH JJIs1 000pyIOBaHUS?

b. Orkpoiite Brnaaky Logical Workspace (Jloruueckast paGowast 061aCTh), YTOOBI BEPHYTHCS K JIOTHIECKO#
TOIIOJIOTHH.
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Yacts 1. Onpenesienne pu3nyecKuX XapaKTePHCTHK MeXKCeTeBbIX YCTPOHCTB
Yacrsp 2. Bi0op noaxoasmux MoayJaeu 1Jsi NOAKII0YeHUSs
Yacrs 3. [oakioueHne ycTpoiicTs
Yacrs 4. [IpoBepka nogKJII0OYEHUS

O0uue cBeeHUs!
B 3TOM ynpaskHeHWM BBl W3y4HMTE Pa3lNYHBIC ITapaMETPhl MEKCETEBBIX YCTpoiicTB. BaM Takke HyxHO Oyner
OTIpe/IeNNTh, HACTPOIHKA KaKUX MapaMeTPOB MO3BOJISIET YCTAHOBUTH HAJEKHOE COCANHEHHE NMPH HMOIKITIOYCHUH
HECKOJIbKUX YCTpOMCTB. B 3aBepieHue Bl 100aBUTE COOTBETCTBYIOIINE MOAYJIH M MOAKIIOUUTE YCTPOMCTBA.
Mpumeuanue. [ 3TOr0 ynpakHeHHs OIEHKa COCTaBIIseTCS M3 aBTOMaTH3upoBaHHOW omeHku Cisco Packet
Tracer m 3amMCaHHBIX BaMHM OTBETOB Ha BOmIpochl nM3 MHCTpykuuil. CMm. Ommuobka! HeBepnas ccblika
3aKJIadKN.pa3ieN B KOHIIE STOr0 YIPaKHEHUS] M 00paTUTECh 3a IOMOIIBI0 K HHCTPYKTOPY, YTOOBI ONpE/IeNIUTh
CBOIO OKOHYATEILHYIO OLICHKY.

Yacrse 1. OnpenelieHue puznyeckuX XapaKTepUCTHK MexxceTeBbIX yerpoiicTs Hlar

1. Onpenenure mopTHI ynpasienns mapmpyrusaropa Cisco.
a. Haxwmwure mapiipytuszatop East. Bknaaka Physical (Ousndeckuii) 1o/mKkHa ObITH aKTHBHA.
b. VYBenuupre MacuTad ¥ pa3zBepHUTE OKHO, YTOOBI BUIETh BECh MapIIPYTHU3aTOP.

Kakwe nopTs! ynpaBieHUs TOCTYITHBI?

Iar 2. Onpenenure LAN- 1 WAN-unrepdeiicol Ha mapmpytuzarope Cisco
a. Kaknmm LAN- n WAN-unrepdeiicamu ocnamen mapmpyrtusarop East? Ckonbko ux?

b. Tlepeiinute Ha Bruaaky CLI, Haxmute knaBuiny Enter mmst noctyna K mojckaske MOJb30BATENBCKOTO
pexXrMa U1 BBEAUTE CICAYIOININE KOMAH/IbI:
East> show ip interface brief
BI)IXO,Z[HLIC JAHHBIC NOATBEPIKAAOT NPABUIIBHOC KOJIMYECTBO HHTep(l)efICOB ¥ UX 0003HAYEHHE.
Wntepdeiic vlanl sBisieTcst BUPTYaJIbHBIM U CYLIECTBYET TOJIBKO B IPOIPAMMHOM 00€CTIEYEHHH.

CkosbKO (pU3MYecKUX HHTEPPEHCOB epeyrciIeHo?

C. BBGL[I/ITC CJICAYIOMINEC KOMaH/bl:



East> show interface gigabitethernet 0/0
Kakas npomyckHast criocoOHOCTB 3a/1aHa 10 YMOJIYaHHIO ISl JaHHOTO HHTepdetica?
East> show interface serial 0/0/0
Kakas mpomyckHasi ctocoOHOCTB 331aHa 110 YMOJTYAHUIO I JAaHHOTO HHTEepdeiica?
IIpumeuanmne. [IpornyckHast CHOCOOHOCTH Ha MOCJIEAOBATENILHBIX HHTEP(EHcax HCIOIB3YETCs MPOLECCaMu
MapIIpyTU3aLMY JUIsl ONPECIICHHs HAWIYUIIero MyTH K aipecy Ha3HaueHHs. DTO 3HAUCHHE HE OTPaKaeT
(haKTHYECKyI0  IPOITYCKHYIO CIIOCOOHOCTB nnrepdeiica. Pakruueckas HPOITyCKHAas
CIIOCOOHOCTB COTJIACOBBIBAETCSI C MTOCTABIMKOM YCIIYT.
Iar 3. Onpeaenure Ha KOMMYTATOPAX CJI0ThI paclIMPeHHUs 1JIs1 MOAYJIeil.

Ckounbko B Mapiupyru3atope East ciioToB paciuupeHus 1yt yCTaHOBKH AOMONHATENBHBIX Moy Ieii? Haxmure
kommyTaTop Switch2. Ckobko y HEX CIOTOB pacuIupeHus?
Yactp 2. BbIGop moaX0ASIIUX MOAYJIEH 115 NOAKII0YEHUs
Hlar 1. Onpeaenure MOAy/IH, 00ecleYBAIOIME HEOOXO0IMMOE NOKII0YCHUE.
a. Haxwmure mapupyrusarop East u otkpoiite Brnaaky Physical (Ousuueckwuit). Crnea mog metkoit Modules
(Momymu) 0TOGpaKaroTCst OCTYIIHBIC BapHAHTHI PACIIHPEHHS BO3MOXHOCTEH Mapiupytu3aropa. ll{enkuure
KaXIblii MOTyJb. BHU3Y OyeT Mmoka3aHo ero n300pakeHue U JaHO omucanue. V3ydnuTe 3TH BapHaHTHI.

1) Bawm Hy)xHO nonKIOUNTh KoMmbioTepbl PC1, 2 u 3 k Mapuipytuzatopy East, Ho y Bac HemocTaToOuHO
CPEeACTB AJIsl MPUOOpPETEHN HOBOrO KOMMyTaTopa. C MOMOIIBI0O KAKOTO MOIYJISI MOXKHO HOAKIIIOYUTD
tpu [1K x MmapmpyTtuzatopy East?

2) CKOJBKO Y3JI0B MOXKHO MOAKIIOYHTH K MapLIPYTU3aTOPY € IIOMOIIBIO STOTO MOJYJIs?

b. Haxwmute kommyrarop Switch2.

Kakoif Momynp MOXXHO BCTaBHTh, 4YTOOBI OOECIICUHTH ONTOBOJIOKOHHOE moxkiIroueHne Gigabit
KoMMyTatopy Switch3?
Ilar 2. lo6aBbTe MOAXOASII{AE MOAYJIN M BKJIIOUYHTE YCTPOIiCTBA.

a. Haxwmure mapmpytuzatop East u mompoOyiiTe BCTaBUTH COOTBETCTBYIOIINI MOAYNb U3 mara 1A. Momymu
J00ABIISIFOTCS IIETYKOM 10 MOJIYJIIO M TIEPETACKUBAHUEM €T0 B ITyCTOH CIOT yCTPOHCTBA.
Homxkro oTobpasuthes coobinenue: Cannot add a module when the power is on (He ynanocs 1o6aButh
MOJyJIb TIOCJIE BKJIOUEHHs nuTaHus). MHTepdelickl B 3TOi Moienn MapuipyTH3aTopa He IOJAEPKHBAIOT
ropsiuyro 3ameny. Ilepexn mobaBiieHHEM WK yIalieHHEM MOAYJIEH YCTPOHCTBO JOJDKHO OBITh BBIKIIIOUEHO.
[lenkHUTE BBIKIIOYATEIb MUTaHUS cipaBa ot jorotuna Cisco, 4TOOBI BRIKIIOUUTH MapiipyTuzatop East.
BceraBpre cooTBeTcTBYrOmMH MOAyNs M3 miara lA. 3aTeM INENKHHUTE BBIKIIOYATENb NMUTAHUS, YTOOBI
BKJIIOYHTH MapiipyTu3aTtop East.
IIpumeuyanne. Eciy BBl BCTaBUTE HENPaBUIBHBIA MOJYJIb M BaM OyJeT Hy>KHO €ro yJIajluTh, epeTaInTe
MO/IyJIb BHU3 Ha €ro N300pakeHre B IPABOM HMIKHEM YIIIy U OTITYyCTUTE KHOIKY MBIIIH.

b. Hcmone3yst Ty %e mpoleaypy, BCTABbTE COOTBETCTBYIONIME MOIY/H U3 miara 1b B kpaiiHuii cipaBa mycToi
CIIOT Ha KoMMyTaTtope Switch2.

c. C momomsio komanel Show ip interface brief onpenemure cnor na Switch2, B xotopsriit GbLT BCTaBIEH
MOJTYJTIb.

B kako#i cnot ObLT BCTaBICH MOTYJIh?

Yacrs 3. IloakiaoyeHue ycTpoiicTB
BO3MO)KHO, JUIA BacC 5TO NMEPBOC YIIPAXKHEHUE, B KOTOPOM BBI IOJKHBI TOAKJITFOYHUTH yCTpOﬁCTBa. Brr CIIC MOXKETC
HEe 3HaTh Ha3HAaYeHWE pa3IMYHBIX TUIOB Kabeneidl. YUTOOBI ycHemHO MOJIKIIOYMTh BCE YCTPOWCTBA,
BOCIOJIb3YHTECh NPUBEICHHON HIXKe TabIHIeH U ciaeqyiTe COOTBETCTBYIONIMM peKOMEHAAIIM. a. Bribepute
COOTBETCTBYIOIIHIA THUI KaOeJsl.
b. Haxmute mepBoe yCTPONUCTBO M BRIOEPUTE YKa3aHHBINA HHTEPQEAC.
C. Haxwmure Bropoe ycTpoicTBO 1 BEIOEpHTE yKa3aHHBIN HHTEpdEIcC.
d. Ecmu ycTpoiicTBa MOIKITIOYEHBI IPABUIIBHO, BBl YBUAUTE, YTO BAllla OLICHKA YBEIHYHIACH.
[pumep. YTob6bl moakmIouuTh Mapupyrusarop East k kommyraropy Switchl, BbidepuTe THN Kadens
Copper Straight-Through (Menusiii npsmoit). Haxxmure mapmpyrusatop East u BbidepuTe mHTepdeiic
GigabitEthernet0/0. 3atem naxxmute Switchl u BeiGepute unTepdeiic GigabitEthernet0/1. Teneps Bam cuet
JIOJDKEH OBITh 4/55.



HpnMeanne. B JAaHHOM YIIPAXXHCHUU CBETOBOU HUHAWKATOP CCTU OTKIIIOYCH.

Yerpoiicteo | MHTepdeiic Tun kadens YcrpoiicTBo HuTepdeiic

East GigabitEthernet0/0 Copper . Svtralght-Through Switchl GigabitEthernet0/1
(MenHsIi IpsAMOiA)

East GigabitEthernet0/1 Copper . Svtralght-Through Switch4 GigabitEthernet0/1
(MenHslit mpsMoii)

YcrpoiictBo | UnTepdeiic Tun kadens YcrpoiicTBo HNurepdeiic

East FastEthernet0/1/0 Copper . Svtralght-Through PC1 FastEthernet0
(MenHslit mpsMoii)

East FastEthernet0/1/1 Copper . Svtralght-Through PC2 FastEthernet0
(MenHsIi psAMOii)

East FastEthernet0/1/2 Copper . Svtralght-Through PC3 FastEthernet0
(MenHslit mpsMoii)

Switchl FastEthernet0/1 Copper . S:cralght-Through PC4 FastEthernet0
(MenHblit mpsMoit)

Switchl FastEthernet0/2 Copper . Sutralght-Through PC5 FastEthernet0
(MenHblit psMoit)

Switchl FastEthernet0/3 Copper . Sutralght-Through PC6 FastEthernet0
(MenHblit mpsMoit)

Switch4 GigabitEthernet0/2 Copper Cross-UOver (Mepsii Switch3 GigabitEthernet3/1
TIePEKPECTHBIN)

Switch3 GigabitEthernet5/1 Fiber (OnrroBoIOKOHHBII) Switch2 GigabitEthernet5/1

Switch2 FastEthernet0/1 Copper . Sutralght-Through PC7 FastEthernet0
(MenHsIit mpsMoii)

Switch2 FastEthernet1/1 Copper . Sutralght—Through PC8 FastEthernet0
(MenHblit psMoit)

Switch2 FastEthernet2/1 Copper . Svtralght-Through PC9 FastEthernet0
(MenmsIit mpsMOii)

Switch2 Gigabit3/1 Copper . Sutralght-Through AccessPoint Port 0
(MenHblit psiMOoit)
Serial DCE

East Serial0/0/0 (Hocnenosatems 1 DCE) West Serial0/0/0
(moxkimoyaeTcss  cHavanma K
Mapmpytuzatopy East)

Yacrs 4. IlpoBepka noaK/II04YeHUs.
Ilar 1. IIpoBepbTe cTaTyc MHTep(elica Ha BOCTOKe.
a. Orkpoiitre Brianky CLI u BBenuTe cienyronme koMmansl: East>

show ip interface brief

CpaBHI/ITC BBIXOHBIC TaHHBIC CO CICAYIOIINMU:
Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 172.30.1.1 YES manual up up
GigabitEthernet0/1 172.31.1.1 YES manual up up
Serial0/0/0 10.10.10.1 YES manual up up

Serial0/0/1 unassigned YES unset down down
FastEthernet0/1/0 unassigned YES unset up up
FastEthernet0/1/1 unassigned YES unset up up
FastEthernet0/1/2 unassigned YES unset up up
FastEthernet0/1/3 unassigned YES unset up down Vlanl
172.29.1.1 YES manual up up

Ecnu Bce kabenn coemMHEeHbI BEPHO, BBIBOJI JOJDKEH COBIIAATh.

lar 2. MoakaouyuTe 6ecipoBOIHbIE ycTpPolicTBa, HOYTOYK U TabletPC.




a. Ulenknure HOyTOyKk M BbIOepure BKIaAKy « Komdmrypamms ». BriGepure unrepgeiic WLAN-O.
VYcranoBute (uiakok B 1ojie « Bki» psigom ¢ myHkToM « Ctartyc moptay. Uepes HeCKOJIBKO CEKyH/ JOJKHO
HOSIBUTHCS OECIIPOBOAHOE COSAUHCHHE.

b. Tlepeiinute Ha BRIanKy Padoumniicron HOyTOyka . HakmuTe Ha 3Ha90K BeO-Opaysepa, uTOOBI 3aITyCTHTh
BeG-Opaysep. Beexure www.cisco.pka B mone URL u nHaskmute kuHomnky IlepeiiTu . Ha crpanuiie momkeH
orobpaxatscs Cisco Packet Tracer.

C. Ulenkuute HOyTOYK W BbIOepuTe BKIanky «Koudurypaums». Bribepute wuntepdeiic WirelessO.
Ycranosure hiaaxok B mojie «Brim» psimom ¢ mynkrom «Craryc nopra». Uepe3 HECKOIBKO CEKYH/ J0JDKHO
HOSIBUTHCS] OECIIPOBOHOE COCANHCHHE.

d. TloBropuTe miaru, onucaHHeie B mare 2B, 4toObl mpoBepuTh oToOpaxenue crpanuipl. lar 3. U3meHuTe
cnocod nocryna TabletPC.

a. Illenkuure HOYTOYK M BBHIOepHUTE BKIAAKY «KoH(purypanus». Beibepure nunrepdeiic Wireless0. Caumure
¢maxoxk «Bka» paaom ¢ myHKToM «CocrosiHUE mopTa». Temeph NODKHO OBITH SICHO, M OECIpOBOIHOE
coeJHEeHUe OyeT pa3opBaHo.

b. Haxwmure Ha narepdeiic 3G/4G Celll . Veranorure ¢uakok B mojie «Bkia» psagom ¢ myHkTom «Craryc
nopray. Yepes HECKOJIBKO CEKYH]I JOJKHA MOSIBUTHCS. COTOBAs CBSI3b.

c. IloBropuTe mpouecc NpoBepKH BeO-I0CTyIA.

IIpumeuyanue: Bl He TOIDKHBI OTHOBPEMEHHO UCTIONB30BaTh nHTepdeiic wirelessO u uaTepdeiic 3G/4G Celll.

OTO0 MOKET MPUBECTH K ITyTaHUIIE B YCTPOIICTBE P MOMBITKE MOAKIIOYCHUS K HEKOTOPBIM pecypcam. Ilar

4. [IpoBepbTe BO3MOKHOCTH NMoAKM04enus Apyrux K.
Bce xoMmbroTephl TOJDKHBI MOAKIIOYAThCS K BeO-calTy W ApYr K Apyry. Bbl HaydmTech HCIIOJIB30BAThH
TECTHPOBAHHE MOJKIIFOYCHHUS] BO MHOTHX OyIyIIHX 1a00paTOpHBIX paboTax.
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J

10.10.10.2 A, 4 g,
o 1010103 47396312 17216313 17216314 17216315

3agaum
Yacrse 1: Coop undopmanuu PDU a5 nokanbHoll ceTu cBA3M
Yacrsp 2: Coop undopmanuu PDU a5 ynaneHHoii cereBoii cBsI3u
Oonue cBegeHus
OTo ympakHEHHE ONTHMH3MPOBAHO AJISI MIPOCMOTpa eIWHMIl AaHHBIX mpoTokona (PDU). YerpoiictBa yxe
HacTpoeHB. BaM Heo0XoauMo B peXMMe MOAETHPOBAaHUS COOpaTh CBEJCHUS O CIWHHIIC JAaHHBIX MMPOTOKOJA
(PDU), a Takke OTBETHTD Ha PsiJI BOIIPOCOB O COOMPAEMBIX JTAaHHBIX.
HNHcTpykuuu
Yacrse 1. Coop undopmanuu PDU 1151 JIoKaJBLHOM CeTH CBS3U
[Tpumeuanue. I[IpocMOTpUTE BONPOCHI AJIsi HOBTOPEHHSI U3 YacTH 3, MPEX/e YeM NMpUCTynaTh K 4acTu 1. [To HuM
BBl CMOJKETE TIOHATH, KAKHE THITHI JAHHBIX HEOOX0IMMO OyaeT coOpaTs.
Hlar 1. CoGepuTte cBeeHus 0 eAMHNIE JaHHBIX MPoToKoJa (PDU) no mepe nepemenienus nakera c ajpeca
172.16.31.5 B aapec 172.16.31.2.
a. Haxwmure 172.16.31.5 u otkpoiire okHo Command Prompt (KomanaHast cTpoka).
b. Beemute xomanmy ping 172.16.31.2.
c. [Ilepeiigute B peXMM MOJACIUPOBAHWS M IMOBTOpUTE KoMaHay pPing 172.16.31.2 . EauHuiua JaHHBIX
npotokoisia (PDU) 6yner mokazana psaom ¢ 172.16.31.5.
d. Haxwmure equnuily naHasix npotokoia (PDU) u 3anwumute cieayromue qanubie Ha Biaake OSI Model u
Outbound PDU Layer .
o MAC-anpec Ha3HaueHHS:
000C:85CC:1DA7 o MAC-anpec
ucrounuka: 00D0:D311:C788 o  IP-ampec
ucrounuka: 172.16.31.5 o IP-anpec
HasHaueHws: 172.16.31.2 o Ha
ycrpotictee: 172.16.31.5
e. Haxwmure Capture / Forward (cTpesnka BIpaBo ¢ BEPTHKAIBHOW YepTOii), 4TOOBI EPEMECTUTD CIHHHILY
naHHbIX npotokona (PDU) Ha crnenyromee ycrpoiictBo. Cobepute aHanoruyHele cBeieHust u3 mara 11
IToBTOpsAiiTE TIpoIENypy AO TEX IMOp, MOKa eAWHHUIa AaHHBIX npoTokoma (PDU) me mocturmer mecrta



Ha3HAUCHMs. 3alHUIINTE MOIYYCHHBIC CBEACHUS O euHUIE AaHHbIX mpotokona (PDU) B anekTpoHHYIO
Tabymiy B popmate, mokazaHHOM B Tabmuie Hike. [Ipumep dopmara 3/1eKTPOHHOI TA0 MBI

MAC-anpec IPv4-anpec IPv4-anpec
Ha ycrpoiicTBe Anpec MAC-aapec HMCTOYHHMKA HCTOYHHMKA Ha3HAYeHUs
172.16.31.5 000C:85CC:1DA7 00D0:D311:C788 172.16.31.5 172.16.31.2
Switchl 000C:85CC:1DA7 00D0:D311:C788 — —
y3en — — — —
172.16.31.2 00D0:D311:C788 000C:85CC:1DA7 172.16.31.2 172.16.31.5

Ilar 2. Codepure 10N0JHUTEIbHBIE CBeleHUS 0 eAMHUIEe TaHHBIX nakeTa (PDU) ¢ momombio Apyrux
3X03aMpoCoB.
[ToBTOpHTE MpOLIEAYPY, ONMCAHHYIO B mIare 1, 1 coOepuTe CBEACHUS IS CICAYIOIIUX IPOBEPOK.
. Oxo-3anpoc ¢ 172.16.31.2 Ha agpec 172.16.31.3
. Oxo-3anpoc ¢ 172.16.31.4 Ha anmpec 172.16.31.5 BepHutecb B pexum
peanmsHOTO BpeMeHH (Realtime).
Yacrsp 2. Coop undgopmauuu PDU a5 ynaneHHoii ceTeBoii cBsI3U
Jlnist CBsI3M ¢ y#aleHHbIMH CeTAMH HeoOXomuM numo3. M3ydmre mporecc, KOTOPBIA MPOUCXOANUT COCTUHEHUS
YCTPOKCTB B yaneHHoU cetn. OOpaTuTe MpUCTaTbHOE BHIMAaHUE Ha Hcmons3yemble MAC-anpeca.
Ilar 1. Co0epute cBeaeHus 0 eTHHNIE JaHHBIX NpoTokoaa (PDU) no mepe nepemenieHust nakera ¢ agpeca
172.16.31.5 B agpec 10.10.10.2.
a. Haxwmure 172.16.31.5 u otkpoiire okHo Command Prompt (KomanaHast CTpoka).
b. Beeaute xomanmy ping 10.10.10.2.
c. [lepeiiaure B pexxum MoaenupoBanus U noBropute komauay ping 10.10.10.2 . Exqununa faHHBIX TPOTOKOJIA
(PDU) 6yner moka3ana psimom ¢ 172.16.31.5.
d. Haxwmure eauuuny manHbix npotokona (PDU) u 3ammmmre criemyromude qaHHble Ha BKiagke Outbound
PDU Layer (Yposens ucxoasmei PDU).

. MAC-anpec HazHauenus: 00D0:BASE:741A
. MAC-anpec ucrounnka: 00D0:D311:C788

. IP-ampec ncrounmka: 172.16.31.5

. IP-anpec maznauenus: 10.10.10.2

. Ha yctpoiictse: 172.16.31.5

Kakoe yctpoiictBo umeet ator MAC-aapec Ha3HAUCHHUS?

e. Haxwmure Capture / Forward (cTpesnka BIpaBo ¢ BEPTHKAIBHOW YepTOii), YTOOBI TIEPEMECTUTD CIHHHILY
nanHbix npotokona (PDU) Ha cnemyroniee yctpoiictBo. Cobepure aHalOTHYHBIE CBejeHUs U3 mara 11
IoBTOpSsiiTe MpomEenypy A0 TeX IMOp, MOKa eAWHUIAa AaHHBIX npoTtokona (PDU) He mocturHeT Mecrta
Ha3HaueHWs. 3alUIInuTe MOJTYYCHHBIC CBECHHS O SAWHUIEC AaHHBIX mpoTokona (PDU) mocne muHrOBaHUS
172.16.31.5 B onexTpoHHYIO Tabuuily B popmaTe, MOKa3aHHOM B TaOJIMIIE HUXKE.

MAC-aapec IPv4-agpec IPv4-agpec
Ha ycrpoiicTBe Anpec MAC-anpec HMCTOYHHMKA HMCTOYHHMKA Ha3HAYEHUA
172.16.31.5 00DO0:BASE:741A 00D0:D311:C788 172.16.31.5 10.10.10.2
KommyTarop 1 00ODO:BASE:741A 00D0:D311:C788 — —
Mapuipytuzatop 0060:2F84:4AB6 00D0:588C:2401 172.16.31.5 10.10.10.2
Switch0 0060:2F84:4AB6 00D0:588C:2401 — —
Touxka gocryna — — — —
10.10.10.2 00D0:588C:2401 0060:2F84:4AB6 10.10.10.2 172.16.31.5

Bomnpocs! 1J1s1 TOBTOpEHHS

OTBeThTE HA cJeayromue BOImpoCbl OTHOCUTCIIBHO c60pa JaHHBIX.

ook wpdRE

Hcnonp3oBanuck M1 A MOAKIIOYEHUS YCTPOUCTB pa3HbIe TUIIBI IPOBOIOB?
OTpa3uiioch JiM I3MEHEHHE NIPOBOIOB Ha 00pabOTKe eMHMIIBI JaHHBIX rpoTokona (PDU)?
bsutn u ma Hub (KortienTpartop) moTepsiHbl Kaknue-1u60 TaHHbIe?

Yro Hub (Kounenrparop) aenaetr ¢ MAC- u IP-agpecamu?
Jlenaet nu 4To-To TOYKA 0eCIIPOBOJHOIO AOCTYNA C JaHHBIMU, KOTOPhIE HA HEE MOCTYNAl0T?
Tepstorcs nmu kakue-m60 MAC-anpeca niu IP-anpeca npu nepenave no 6ecripoBogHoON ceTn?




10.
11.
12.

13.

14.
15.
16.
17.

18.
19.
20.

Kaxkoit cambiii Beicokuit ypoBenb mogenu OS] ucnons3yercs B Hub (Konuentpartop) u Access Point (Touxka
nmoctyna)?

Komuposamu i Hub (Koruentparop) unu Access Point (Touka gocTyna) equHuiy npotokona aanHbix (PDU),
KOTOpast ObUIA OTKIIOHEHA C KPACHBIM 3HAUYKOM «X»?

Kakoit MAC-aapec mpu usydenun Bkiaagku PDU Details (Ceemenuss o PDU) nosiBuicst mepBbIM — apec
MCTOYHMKA WJIH a/Ipec Ha3HAYCHUA?

[Touemy MAC-anpeca 0ToOpakaroTcsi IMEHHO B 3TOM HOpsiike?

3aMeTnn M Bl OOIIYI0 CTPYKTYpY omnpeneneHuss MAC-aapecoB mpyu MOAEIUPOBaHIH?

sKomupoBanu n1 koMMyTaTtopsl equHHUIY AaHHBIX npoTokoia (PDU), kortopast Oblia OTKIIOHEHA ¢ KPacHBIM
3HAYKOM «X»?

[pu xaxxnoit nepecbuike eMMHALBI AaHHBIX poTokoia (PDU) mexny cersmu 10 u 172 Obiia TOUKa, B KOTOPOI
MAC-anpeca HeO)XHIAHHO H3MEHSUTHCh. Ha KakoM ycTpo#cTBE 3TO MPOUCXOIUIO?

Kaxoe yctpoiictBo umeer MAC-anpec, HaunHaromuiicst ¢ 00D0:BA?

Kaxum ycrpoiictBam npunagnexanu gpyrue MAC-aapeca?

Iepexmouamics u [Pv4-agpeca oTIIpaBKy ¥ OTyYeHHUS Ha KaKyI0-THO0 eqUHHITY JaHHBIX poTokoia (PDU)?
Ecnm cnenoBath 5X0-0TBETY (KOTOPBI MHOTa Ha3bIBaeTCs PONQ), mepekimodatorcs au IPv4-anpeca otnpaBku u
MOJy4eHus?

3aMeTHIN JTH BBl OOIIYIO CTPYKTYpY onpenencaus [Pv4-anpecoB mpu MoaenmupoBaHun?

[Touemy pazusie IP-anpeca cetn HeOOX0AMMO PHCBAUBATE PA3HBIM IIOPTAM MapHIPyTH3aTOpa?

Ecmu Obl B TaHHOM MOJIEUpOBaHMK OblJIa HACTpoeHa pabora ¢ IPv6-aapecamu BMecTo IPv4-anpecos, B yem
cOCTOSUIO OBl OTIHYHE?
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Cisco Packet Tracer. U3yuenue Tadauupi ARP

2

Access Point

v S

10.10.10.2 1010103 17216312 17216313 172.16.31.4

Tabuuna agpecauuu

HNurepdeiic

Ycrpoiicreo Hnrepdeiic MAC-aapec KOMMYTaTopa
Router0 Ggo/0 0001.6458.2501 G0/1

S0/0/0 — —
Routerl G0/0 00EO0.F7B1.8901 G0/1

S0/0/0 — —
10.10.10.2 Wireless 0060.2F84.4AB6 Fo0/2
10.10.10.3 Wireless 0060.4706.572B F0/2
172.16.31.2 FO 000C.85CC.1DAY Fo/1
172.16.31.3 FO 0060.7036.2849 Fo0/2
172.16.31.4 GO 0002.1640.8D75 Fo/3

3amaun
Yacre 1. Anaan3 ARP-3anpoca
Yacrs 2. U3yuenue tabanubl MAC-aapecoB KOMMYTaTopa
Yacte 3. AHanu3 npouecca ARP B y1aneHHBIX NOAKJIIOYEHUSAX
OO0mmue cBegeHns
Yacts 1. D10 ympakHEeHHE ONTUMH3UPOBAHO JJIS MPOCMOTpPa eIUHHI NaHHBIX npotokona (PDU). YcrpoiictBa
y’Ke HacTpoeHbl. BaM HE00X0AMMO B pe)XXUMe MOJICITMPOBAHUS COOPATh CBEJICHNS O €AMHULIE JAHHBIX TPOTOKOJIA
(PDU), a Takxe OTBETHTB Ha psiji BOIIPOCOB O COOMPAEMBIX JTaHHBIX.
HNHcrpykumnu
Yacte 1. Anaan3 ARP-3anpoca
Mlar 1. Co3naiite ARP-3anpocsl, oTnpaBuB 3X0-3anpockl Ha aapec 172.16.31.3 ¢ 172.16.31.2.

*  Haxwmure 172.16.31.2 u otkpoiite okHo Command Prompt (KomanaHas cTpoka).
*  Bommonnute komMaHIy arp -d, uro6sr ouncTuTh TabaHIy ARP.

» Tlepeiimute B peskum Simulation (MogenupoBanue) u BhimonHuTe KoMaumy Ping 172.16.31.3. Bymer
CO3/1aHO JIBE SAMHHMIIBI JaHHBIX IIpoTokosna PDU. Komanaa ping He moxet otnpaBut ICMP-nakeT, He 3Hast
MAC-azapec HazHaueHus1. [109TOMY KOMIIBIOTEP OTIPABISIET LIMPOKOBEIIATEIbHBIN Kaap ARP, uToObI HaiiTn
MAC-anpec Ha3HaUEHMUS.

*  Haxwmure kHonky Capture/Forward (3axBatuth/mepeaapecoBars) oJuH pa3. EnMHUIA TaHHBIX TPOTOKOJA
(PDU) ARP mepememiaercst Ha Switchl (Kommyrarop 1), a exmnaunmna ganueix nportokona (PDU) ICMP




ucuesaet, oxujgas ARP-orser. Otkpoiite eaununy naHsabeix nportokona (PDU) u 3amummre MAC-aapec
Ha3Ha4YeHMs. DTOT aJipec eCcTh B TaOIHUIlE BBITIIE?

*  Haxwmure Capture / Forward (3axBaTuTh/TicpeanpecoBars), 4TOOBI MEPEMECTHTh EAMHHUIYY TaHHBIX
npotokoina (PDU) Ha cnemyromee ycTpoHCTBO.

CKOJIbKO KO eMHUITBI JaHHbIX mpoTokoia (PDU) cozman Switchl?

Kaxkoit IP-anpec umeer ycTpoicTBO, KOTOPOE MPUHSIIO €AUHUILY NaHHBIX IpoTokosna (PDU)? O
OTxpoiite enuHuLy JaHHBIX IpoTokoia (PDU) u usyuure ypoBeHs 2.

Yro mpomsonuro ¢ MAC-anpecamu HCTOYHHKA ¥ HA3HAUCHUS?

*  Haxwmaiite kHonky Capture/Forward (3axBatuTts/miepeaapecoBaTb) 10 TeX IMOp, MOKa eIWHUIA JaHHBIX
npotokoina (PDU) e BepHercs Ha y3em 172.16.31.2.

CKOIBbKO KOTHii eIMHANEI JaHHbEIX TpoTokoia (PDU) co3man kommyTatop aist otBeta Ha ARP-3ampoc?
Hlar 2. A3yunte Tadauny ARP.
*  OOparute BanManue, yto ICMP-maker cHOBa mosiBuics. OTKpoiiTe equHUIYy NaHHBIX npotokona (PDU) u
B3rasiHuTe HAa MAC-aapec.

MAC-anpeca ucTouHNKa U HA3HAUYCHUS COOTBETCTBYIOT UX [P-anpecam?

*  Bepnurtecs 00paTHO B PeKUM pPeajibHOTO BpeMeHH, U KoMaH/a ping 3aBepiuutcs. 0  Haxwmure
172.16.31.2 v BBIMIOJHUTE KOMAHIY arp —a.

Kaxomy IP-anpecy coorBeTcTByeT 3anmuck MAC-aapeca?
B o6mem ciydae, korna okoHeuHoe YCTpoicTBo oTnpasisieT ARP-3anpoc? Yacth
2. Uzyuyenue tabanubsl MAC-agpecoB KoMMyTaTopa
Ilar 1. CreHepupyiiTe 10N0JHATEIbHBIN Tpaduk A 3anoaHeHus Tadauubl MAC-agpecoB koMMyTaTopa.

*  Haysne 172.16.31.2 peimonaute koManay ping 172.16.31.4.
*  Haxwmurte kronky 10.10.10. 2 u oTkpoiiTe KoMaHaHy0 cTpoKy. 0 Beemure komanmy ping 10.10.10.3.

CKOJIbKO OTBETOB OBLIO OTIIPABJICHO U MOJIY4EHO?

Ilar 2. U3yunte Tabauny MAC-agpeco Ha kommyTaTopax. 0 Haxmure Switchl (Kommyrarop 1) u oTkpoiite
Bkiaaky CLI (MaTepdeiic komaHIHON CTPOKH).
Beimonaute komanay show mac-address-table.

CoBraaroT Ju 3aImicH ¢ yKa3aHHsiME B Tabuuire Boinre? O Haxxmure SwitchO (Kommyratop 0) u oTkpoiite
Brianky CLI (MuTepdeiic koMaHHOM CTPOKH).
Beimonaute komanay show mac-address-table.

CoBnaiatoT M 3aKCH C YKa3aHHBIMU B TaOJIUIIE BhIIIE?
TTouemy nBa MAC-anpeca cBSI3aHBI C OJTHUM TIOPTOM?
Yacrts 3. Ananus npouecca ARP B ynanennsix nogkioyenusx llar
1. Crenepupyiite Tpadux ARP.

*  Haxwmure 172.16.31.2 u otkpoiite okHo Command Prompt (KomanaHas cTpoka).
*  Beeaute xomanny ping 10.10.10.1.
* Bsenute arp —a.

Kakoii [P-anpec umeer HoBas 3anmck B Tabiuie ARP?
*  Brimonnure komManay arp -d , uto6sr ounctuTs Tabuuiyy ARP v iepeiiti B peskiM MOEeTHPOBAHUS.
*  IloBropuTe KOMaHy ping s anpeca 10.10.10.1.



CkoJnbKo enuHul AaHHbIX mpoTtokosa (PDU) nosiBunocs?

*  Haxwmure knonky Capture/Forward (3axsarurh/miepeapecoBars). HaxMure eMHUILY JaHHBIX TIPOTOKOJIA
(PDU), kotopas Temeph Haxomurcst Ha Switchl.

Kaxkoit [P-anpec naznauenns ARP-3ampoca?
*  IP-ampec nHaznayenus ve 10.10.10.1.

[ouemy?
Hlar 2. IIpoananusupyiite Tadauny ARP Ha Routerl.
* Ilepetinure B pexxum peaasHoro Bpemenu. Haxxmure Routerl (Mapmpyrusatop 1) u oTKpoiiTe BKIaaKy
CLI (MaTepdeiic koMaHIHOH CTPOKH).
*  Boiigure B mpuBmiernposannsiii peskum EXEC u BeimonanTe Komanmy show mac-address-table.

Cxkomnmpko MAC-anpecos B Tabmmme? [Touemy?
*  Brimosnuure koMangy Show arp.

Ectp mm 3ammcs g 172.16.31.27
YTo IpOUCXOMT C IEPBBIM HX0-3aPOCOM, KOTJa MapIipyTu3aTop orBeyaet Ha ARP-3anpoc?
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Packet Tracer - Oonapy:kenue cocexnux IPv6 ycrpoiicT
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Tabauua agpecaumu

lar03 1o

YcerpoiicTBo Hurepdeiic IPv6-anpec/npeduxc YMOJIYAHHIO
RTA G0/0/0 2001:db8:acad:111/64 Her

G0/0/1 2001:db8:acad:111/64 Her
PCAl NIC 2001:db8:acad:11] A/64 fe80::1
PCA2 NIC 2001:db8:acad:1::B/64 fe80::1
PCB1 NIC 2001:db8:acad:211 A/64 fe80::1

Hean

Yacrs 1. JlokajabHas ceTb o0Hapy:keHus coceneii IPvé
Yacrsb 2: YaaneHHnas cetb o0Hapy:kenus cocenaeii IPvo

O0wmme cBeIeHUus

UYroOBI yCTPOHCTBO MOTJIO B3aUMOICHCTBOBATH C JPYTUM YCTPOUCTBOM, IOJDKEH OBITH m3BecteH MAC-ampec
ycrpoiicTBa Ha3HaueHus1. B IPv6 npouecc, HazpiBaeMblii OOHapyKeHHE COCeel ¢ NCIOIh30BaHUEM TIPOTOKOIIA
NDP uiu ND, otBeuaer 3a onpenenenne MAC-anpeca Ha3HadeHust. Byl Oynete codupats nndopmanuio PDU B
PEKHMME MOJICITUPOBAHHUS, YTOOBI JTyUIlIe IIOHATH ITPOIIECC.

HNHcTpyknuu

Yacrtp 1. OoHapy:xenune cocenHux IPv6 ycTpoiicTB B JIOKAJIBHOMN ceTH

B gactu 1 atoro 3amanus Bel momyunte MAC-aapec ycTpolicTBa HA3HAYECHHS B TOU YK€ CETH.
Iar 1. IIpoBepbTe MAPIMIPYTH3ATOP HA HAJIMYHE 0OHAPY/KEHHBIX COCE/Ie.

a. Haxwmure mapmpytuzatop RTA. Beibepute Brinaaky CLI u BeimosauTe Komanmy show ipv6 neighbors us
HPHBHJICTUPOBAHHOTO PEXUMa exec. ECiy 0TOOpakaroTCsi Kakue-In0o0 3aluCH, YAAJIUTE UX C MOMOIIBIO

xoMaHnsl clear ipv6 neighbors.

b. Haxwmure na PCAL, Beibepure Bkianky Desktop u Haxxmute Ha 3Hag0k Command Prompt (komaumHoOi#

CTPOKH).

lar 2. Ilepexa0YnuTech B PesKUM MOJeTHPOBAHUS JJIS 3aXBaTa COOBITHIA.

€. Haxwmure kHOTIKY MoaennpoBaHue B IIpaBOM HIDKHeM yriry okHa Tomonorus B Packet Tracer.

d. Haxwmure kaonky « Show All/None » B eBoil HUKHEW YacTH MAHEId MOJEIUPOBaHus. Y OeIUTECh, YTO
Event List Filters — Visible Events noxaseisaect None.
e. B xomanmmno# crpoke Ha PCAlpbmmonaure komanay ping —n 1 2001:db8:acad:1::b. 3to mpusener k

3amycky npouecca pinging PCA2.




f.  Haxwmure knonky Play Capture Forward , kotopas oToOpaxaeTcst B BUIC CTPEJIKH, yKa3bIBarOLICH BOPaBo
C BEpPTUKAJIBHOW TIOJIOCKOM B OKHE «YTpaBjeHHE BOCIPOM3BEICHHEM». B CTpoke coCTOSHUS Hal
3JIeMEHTaMH YIIPaBJICHHUS BOCIIPOU3BEICHNEM JIOJDKHO OBITh ykazaHo «Captured» mo 150. (Tounoe umcio
MOXET OTJIMYaThCSL.)

g. Haxwmure xuonky Edit (Pemaktuposars). Beibepure Brimanky IPv6 BBepXy M yCTAaHOBHTE (IIAKKH IS
ICMPV6 u NDP . Haxxmute kpacHbli 3Ha40K X B IpaBOM BEpXHEM YTy OKHa PenaktupoBarh GUIIBTPHI
ACL. Tenepp HE0OXOIUMO TIEPEUNCINTH 3aXBaUeHHBIE COOBITH. B OkHE TOMKHO OBITH OKOMIO 12 3ammceii.

ITouemy npucyrcreytor ND PDU?
h. Haxwmute kBagpar B cronbue Tun Aj1s nepBoro coobITHs, KOTopoe omKHO 661Th ICMPV6.

ITockoabKy cOOOIIEHEe HAYMHACTCS C 3TOTO COOBITHS, CYIIECTBYET Tobko ncxoaantmii PDU. Ha Bkmaake
Monens OSI, xakoit Tun coobuerns ykasas 1t ICMPv6?
OO6paruTe BHIMaHUE, 9TO HET aapecanuu ypoBHs 2. Haxxmute kHomky Next Layer >>, 9ToOB mOIXy4nuTh
obwsacuenue nporecca ND (Neighbor Discovery).

i. HaxmMuTe KBagpaT psAmOM cO CICAYIOIINM COOBITHEM HA NaHedu MolenupoBaHus. OH IOJKEH OBITh Ha
yctpoiictBe PCA1 u Tun nomken 6b1ts NDP.

UTo U3MEHWIIOCH B aipecali ypoBHs 37
Kakwue anmpeca ypoBHs 2 oToOpaxkatorcs?
Ecnmu y3en He 3Haer MAC-aapec HaszHadeHwus, crneuuainbHbli MAC-agpec MHOTOaApecHOW pacChUIKU
ucnone3yetcs [IPv6 Neighbor Discovery B kauecTBe anpeca Ha3HaYCHUS YPOBHS 2.
j.  Boibepure niepsoe cobbitue NDP B SwitchA.

Ectb nu paznuna mexay "In Layers" u "Out Layers" s ypoBus 27
k. Beibepure meproe cobsitie NDP wa PCA2 . Haxwmure Brimagky Outbound PDU Details (Cenenust 06
ucxozsuei PDU).

Kakne agpeca oToOpaxaroTcst UIst claeayomux?
[Ipumeuanune. Anpeca B TIOJISIX MOTYT OBITH OOE€PHYTHI, OTpPETyIHpoBath pazmep okHa PDU, uto0s! caenath
ajipecHyro uHpopmarmio tporie juis urenus. Ethernet 11 DEST ADDR:
Ethernet Il SRC ADDR:
IPv6 SRC IP:
IPv6 DST IP:
I.  Beibepurte nepoe cobbitne NDP B RTA . ITouemy et Out Layers?
m. Haxwmure kHomky Next Layer >> no xoHIa u mpouutaiite maru ¢ 4 mo 7 A HOXy4eHHUS AaTbHEHIINX
pa3bsICHEHUH.
n. Haxwmure cnenyromiee codsitue ICMPV6 na PCAL .

Nmeer mu PCA1 Bcro HeoOxoaumyro nadopmanmio 11st csizu ¢ PCA2?

0. Haxwmure nocnennee coositie ICMPV6 na PCAL . O6paTtite BHUMaHHKE, YTO 3TO MOCCAHEE COOOMICHHE B
CIIHICKE.

Yro Takoe Tl 3x0-cooduienust ICMPv6?

p. Haxwmute Reset Simulation Ha nanenu «Simulation». 13 komanauaoi ctpoku PCA1 mosTopure ping Ha
PCA2. (IToxckaska: Bl JOJDKHBI IMETh BO3MOXKHOCTB HAXATh CTPEIIKY BBEPX, YTOOBI BEPHYTh MPEIBIAYLIYIO
KOMaH]Ty.)

g. Haxwmure kHonky Capture Forward 5 pa3, 4To6bl 3aBepLIMTh IPOLIECC ping.

[Touemy He 6bUTO cOOBITHIE NDP?
Yactp 2. OoHapy:xenue cocequux IPv6 ycrpoiicTB B ynaneHHoOM ceTH



B ugactu 2 sToro 3a1aHusA 6yﬂyT BBIINIOJIHATHCA HeﬁCTBHH, AHAJIOTUYHBIC TCM, KOTOPBIC NPUBCACHBI B 4aCTU 1, 3a

UCKIIIOYEHHEM TOT0, YTO y3eJI Ha3HaueHUs HAXOJMTCSA B NPYrod JokaibHOH cetH. OOpaTute BHHMaHUE, Kak
mporiecc O0HApYKEHUS cocelell OTIMIaeTcsa oT Iporecca, Habmonaemoro B yactu 1. OOpaTtuTe BHUMaHHEe Ha
HEKOTOPBIE JIOTIOJHUTEbHBIE IIaTK aJpecaliii, KOTOpbIe IPOUCXOST, KOTJa yCTPOUCTBO B3aMMOJICHCTBYET C
YCTPOMCTBOM, KOTOPOE HAXOJIUTCS B IPYToii ceTH.

O6s13aTenpHO HAXKMHUTE KHOMKY « Reset Simulation », 4ro6Gbl 0UUCTUTH PEABIAYIINAE COOBITHSL.

lar 1. 3axBaT coObITHI /51 yIaIeHHOI CBA3H.

a.

OT00pa’keHHE U OYUCTHUTE BCE 3aITUCH B TAOJIUIIE COCETHNUX YCTPOHCTB [PV6, Kak 3TO OBIIO ClIesIaHo B YacTu
I

[epeiinute B pexxum Simulation (Moaenuposanue). Haxxmute kaomky « Show All/None » B ieBoit HinkHe#H
YacTH MaHeu MoJeupoBanus. Yoeautech, uto Event List Filters — Visible Events nokassisact None.
U3 komanHoii crpoku Ha PCA1 BeimosnauTe koManay ping —n 1 2001:db8:acad:2::a na xoct PCBI1.
Hasxxmute knomnky Play Capture Forward , kotopast oToGpaskaeTcst B BHIE CTPEIKH, YKa3bIBAIOIICH BIIPABO
C BEpTUKAJIBHOW IIOJIOCKOM B OKHE «YTIpaBieHHE BOCIPOW3BEICHHEM». B CTpoke CcOCTOSHUS Hax
3JIeMEHTaMH YIPaBJICHHUS BOCIIPOM3BEICHNEM NOJDKHO OBITh ykazaHo «Captured» mo 150. (Tounoe gucmo
MOXET OTJIMYAThCSL.)

Haxxmure kHonky Edit (M3menunTs). Boibepute Bkiaaky IPv6o BBepxy u ycranoBure ¢uaxku s |CMPv6
u NDP . lllenkanuTe KpacHBIM 3HA4OK X B MPaBOM BepxHEM yriry okHa PemaktupoBatb ¢umabTper ACL.
Tenepb NOKHBI OBITH MEPEYHUCIICHBI BCE MPEABIIYIINE COOBITHS. BbI JOKHBI 3aMETUTD, YTO Ha ATOT pa3
3HAYUTEIHHO OOJIBIIE 3aMnCeH.

Haxxmute kBagpaT B cTOJOIE THMA AJS IEPBOro coObITHs, KoTOopoe nomkHO ObiTh ICMPV6. Tlockonbky
COO00IIEeHNEe HAYMHACTCS C 3TOTO COOBITHS, CYIIECTBYET TOIbKO uexoaamuii PDU. O6patuTe BHUMaHKE, 9TO
B HEM OTCYTCTBYET HH(OPMALHS O CJIOE 2, KaK 3TO OBLIO B IPEABIAYIIEM CLICHAPHH.

Haxxwure mepsoe coosrrrie NDP Ha yerpotictee PCAL .

Kaxoit anpec ucnonssyercs nins [P-anpeca Src Bo Bxoasimem PDU?

Oo6HapyxeHue coceneii [IPv6 ompenenser cleqylOIuid IMyHKT HAa3HAYCHHS VIS TEPECHUTKA COOOMICHUSI
ICMPvV6.

Haxwure Bropoe cobeitne ICMPv6 mns PCAL. PCAL Temeps mMeeT MOCTAaTOYHO HWHGOPMAIHU IS
co3nanus 3xo-3anpoca ICMPv6.

Kaxoit MAC-aapec ucnons3yetcs 11t MAC-anpeca Ha3HaueHUs1?

Haxwmute cnenytomiee coositne ICMPvV6 Ha yerpoiictBe RTA. O6parture BHUMaHue, uTo ucxoasaumii PDU
oT RTA He umeer agpeca ypoBHs HasHadeHHUs 2. DTo o3HadaeT, uTo RTA cHOBa JOJKEH BBHITIOJHUTH
oOHapyskeHHe cocenert s naTepderica, koTopsri umeet ceth 2001:db8:acad:2::: moTomy 4To OH He 3HaeT
MAC-anpeca ycrpoiictB B nokansHo# cetr GO/0/1.

[epetinure x nepBomy codbrtuto ICMPV6 s yerpoiictea PCB1.

Yro OTCYTCTBYET B MCXOAALIEH HH(POPMAIMK YPOBHS 27

Crenyromme Heckonbko coObitiii NDP  cBs3biBator ocraBmmecs anpeca IPve ¢ MAC-anpecamu.
[penpinymme coostis NDP cBsssiBasin MAC-anpeca ¢ TOKalbHBIMU aJipecamMy CBSI3H.

[epeiinure k mocinenuemy Hadbopy coosiTiii ICMPV6 1 0OpaTuTe BHUMaHKE, 4TO BCE ajipeca ObUTH H3Y4EHBI.
Heobxoaumast wHpopmamust Terepp u3BecTHa, nosTtoMy PCBI MoXkeT oOTHpaBiIsiTh 3XO-OTBETHBIE
coobmenust Ha PCA1.

lenxuure Reset Simulation wa manenu «Simulationy. N3 komauauo# crpoku PCA1 moBTopuTe KOMaHIy
ping PCB1.

Haxwure xkHonky Capture Forward geBats pas, 9ToOBI 3aBEpIINTH IPOIECC ping.

TTouemy He ObLTO cOOBITHII NDP?

Haxxmure enuacreennoe coouitie PCB1 B HOBOM CITHCKE.
UYro cootBeTcTByeT MAC-anpecy Ha3HauYeHUS?



[Mouemy PCBI1 wucnomszyer MAC-aapec unTepdeiica Mmapupyruzatopa it coszganus ICMP PDU?

lar 2. [IpoBepbTe BBIX0ABI MAPIIPYTH3aTOPA.
a. Bephutecs B peskuM peanbHoro Bpemenu (Realtime).
b. Haxxmure kHonky RTA n BeiGepure Bkiagky CLI. B komaHmHO#M cTpoke MapIIpyTH3aTOpa BBEANTE
xoManay Show ipv6 neighbors.
CKOJIBKO aJIpecoB B CIHCKeE?

C KakUMH yCTpOWCTBaMHU CBSI3aHBI 3TH ajipeca’
Nwmerotcest mu kakue-nmu6o 3amucu 1t PCA2 (moueMy mim nmodemy HeT)?

C. 3amyctute sx0-3amnpoc 10 PCA2 ¢ mapmpyTtuzaropa.
d. Beimonaute komanay show Ildp neighbors.

CymectBytot 1 3anucu Juist PCA2?

Bonpocs! 1J151 NOBTOpeHUSs
1. Korma ycrpoiicTBo TpeOyer mporecca oOHapyxeHHs coceneir [Pv6o?

2. Kaxk mapmpyTuzaTop momMoraeT MUHAMU3APOBaTh 00beM Tpaduka IPvo Neighbor Discovery B
ceru?
3. Kax IPv6 muanMusupyeT BnusHue npormecca ND Ha ceTeBble y37IbI?

4. Yem ornmuaetcs mpouecc 00HapyKEHHs COCEJIeH, Koria y3esl Ha3HaueHHsI HAXOANUTCS B OIHOU
JIOKAJBbHOM CeTH U KOT/1a OH HaXOJUTCA B YAAJCHHOM JTOKaNbHOU ceTu?



JladopaTopHasi pa6ota 11
Cisco Packet Tracer. HacTpoiika HCXOQHBIX MapaMeTPOB MapmIpyTU3aTopa.

.:).l -
PCA R1
3agaun

Yacrs 1. [IpoBepka koHpUrypanuu MapupyTu3aTopa no yMo,r9aHuIo
Yacrs 2. HacTpoiika 1 npoBepka Ha4aJILHOH KOH(UIYPallMi MapIIPyTH3aTOPa
Yacrtp 3. Coxpanenue ¢aiina Tekyueid KoHQUrypauuu

O0uine cBegeHus
B 3TOM ynpakxHeHWH BBl BBHIIIOJIHUTE OCHOBHBIE HACTPOMKHM MapuipyTu3atopa. Bel obecreunte 6e30nacHOCTb
Jocryna Kk uarepdeiicy komananoit crpoku (CLI) 1 mopTy KOHCOJIM ¢ TOMOIIBIO 3aIM(POBAHHBIX U OTKPBITHIX
naposeit. Takxe BbI HACTPOUTE COOOIIECHHS JUIA TI0JIb30BaTENeH, BXOAAIINX B CHCTEMY MapLIpyTH3aTOpa. OTH
COOOIIEHNS CIyXaT Al HPEAyNpexICHHS IOJb30BaTelIel O 3ampeTe HECaHKIMOHMPOBAaHHOTO JocTyma. B
3aBepLICHHE BBl IIPOBEPUTE M COXPAHUTE TEKYIYI0 KOHUTYpALHUIO.

HNHcTpykuuu

Yacrs 1. IIpoBepka koHpUTrypanun MapmpyTusaropa no ymoauanuio llar

1. YeraHoBHTe NOAKIIOUEHHE K KOHCOJIM MapmipyTu3aTopa R1.

a. Bribepure xabens Console (KoHConbHbII) 13 CHECKA TOCTYIHBIX MMOKITIOYCHUH.

b. Haxxmure PCA u BbiOepuTe pazbem RS 232.

C. Haxxmute R1 u BeiGepure Console (KoHcobHBII).

d. Haxxmute PCA, otkpoiite Bknaaky Desktop (Pa6ouwuii croin) u BeiGepure Terminal (Tepmunan).
e. Haxxmute kaonky OK, a 3arem kinaBuiry ENTER. Teneps Bbl MOXKETE HACTPOUTH MapIIPyTH3ATOP

R1. IIar 2. BoiiguTe B NPUBUJICTHPOBAHHBIN PeKUM H MPOBePhTe TEKYIYI0 KOH(PUIYpanuio.
B mpusmiernpoBanHom pexume EXEC poctynHbl Bce KoMaHIbl MapuipyTuzatopa. Ho mockonabky MHOrue
NPUBUJIETHPOBAHHBIE KOMAaH/ABI 3a/lal0T padodne IapaMeTphl, NPUBWICTHPOBAHHBIA JOCTYIl JOJDKEH OBITH
3aIHIICH TapoJIeM BO U30ekaHNe HECAHKIIMOHUPOBAHHOTO HCIIOIb30BaHUS.
a. Ilepeiinure B IpUBWIErMPOBAaHHBIA PEKUM

EXEC, BoinosiauB komanay enable.

Router> enable
Router# OO6parute BHIMaHue, 4TO KOMaH/IHAsl CTPOKAa N3MEHNIIACH, YKa3bIBasl Ha IIPHUBHIICTHPOBAHHBIN
pexxum EXEC.
b. Bsemure komanmy show running-config.
Router# show running-config
Kak Ha3bIBaeTcs y3en maprpyTuzaTopa’?
Ckounbko y MapmipytusaTopa uarepdeiicos Fast Ethernet?

CkonpKko y Mapuipytusaropa uatepdericoB Gigabit Ethernet?
CKOJIbKO y MapIuipyTu3aTopa mocieaoBaTenbHbIX nHTepdeiicoB? Kakos
JMara3oH 3HaYCHNH, 0TOOpa)kaeMBbIX B VIy-JIMHUIX?
c. OrobOpaxaer Tekymee conepxrumoe NVRAM.

Router# show startup-config startup-config is not

present
Iouemy wmapupyTu3arop oTBevaer coobuienueM startup-config is not present (startup-config
OTCYTCTBYET)?

Yacrp 2. HacTpoiika 1 npoBepka HayaabHOIi KOHGUTypauuu MapmpyTu3aTopa
Jis HacTpOWKM TMapaMeTpoB MapHIpyTH3aTOpa, BO3MOXKHO, MOTPEOYeTCs MEePEeKITIoYaTbCs MEXIY PEeXHIMaMU
HacTpoiiku. OOparuTe BHHMaHWE, KaK HM3MEHSETCS KOMaHIHAs CTpPOKa NpPU IEPEeMELICHUHM 4Yepe3 PEeKHUMbI
koH(purypauunu [0S.

Iar 1. HacTpoiiTe HauaJdbHbIe MapaMeTpbl Ha MapuipyTu3arope R1.



IIpumeuanue. Eciau Bbl He MOXeTe 3allOMHUTh KOMaHJBI, CM. COJEPKUMOE 3TOro paszzaena. Komanubl
WCTIONB3YIOTCS T€ )K€, 9TO M I HAaCTPOHKH KOMMYTaTopa.

a. Bsemure R1 B kauecTBe IMEHH XOCTA.
b. Co3znaiite TEKCT  COOOIIECHUS TEKYIIEro JUHSE: Unauthorized access is
strictly prohibited
(HecaHKIIMOHUPOBAHHBI JIOCTYII CTPOTO 3AMpPEIIEH).
C. 3ammdpyiite Bce OTKPHITHIE APOIIH.
Hcnonp3yiite cneayroniye naposu.
1) Tlpusuneruposauusiii pexkum EXEC, HesammppoBaHHbIii: CISCO
2) Tlpusuneruposauusiii pexxum EXEC, sammdposannbii: itsasecret.
3) KowncompHblii pexxum: letmein

lar 2. [IpoBepbTe HaYaTbHbIE TapaMeTPhI Ha MappyTU3aTope R1.
a. IIpoBeppTe HauanbHBIE TApaMETPHI, IPOCMOTPEB KOH(GUTypaLuio MapmpyTuzaTtopa R1.
Kakyro koMaHay BEI Oy/eTe UCTIONb30BaTh?

b. 3akpoiire Texymmit KOHCONBHBIH ceaHc. [TosSBUTCS coOOIICHHE:
R1 con0 is now available

Press RETURN to get started.

€. Haxwmure xmaBumry ENTER. Otobpasurcs coodmienue:
Unauthorized access is strictly prohibited.

User Access Verification Password:

3aueM Ha BceX MapUIpyTHU3aTOpax JOJDKEH OBITh OaHHEp ¢ coodmenneM Tekymero nusi (MOTD)? Eciu Bam
He TpeasaraeTcs BBECTH Mapojb 0 TOT0, KaK BBl MOJIy4dHuTe mpuriamenue noias3zoatensi EXEC, kakyio
KOMaH/ly KOHCOJIH BBI 3a0BIIITH HACTPOUTH?

d. Bseaute maposu, HEOOXOIMMBIE [Tl BO3BPATA B MpUBHIerupoBanHsiil pexxum EXEC.

IMouemy naposb enable secret mo3sossiet nepeiitu B npuBuierupoBanubiii pexxum EXEC, a nmapons enable
password 6obiiie He AeCTBUTENCH?

Ecnm ycTaHOBHTH Ha MapHIpyTH3aTOpE JApYTHe Mapojy, OHU OyIyT XpaHHUTHCS B (aiiie KOHQUTypaluuH B
OTKpPBITOM WJIH 3ammppoBanHOM Buze? [lalite moscHeHue.

Yacte 3. CoxpaHeHue (paiijia Tekymei koHpurypanuu Ilar
1. Coxpanure ¢aiin koupurypauun B NVRAM.
a. Ber Hactpomsn mcxoxnsle mapaMeTpsl MapmipyTtuzatopa R1. Temeps BbInoiHHTE pe3epBHOE KONMMPOBAHHUE

(atima xoudurypamm B8 NVRAM u yOemaurech, 4TO BHECEHHBIC M3MEHCHHS HE OBUIM IMOTEPSHBI MpPHU
nepe3arpys3Ke CHCTEMbI WM OTKIIIOYSHUH MUTaHH.

Kakyto xoMaHIy Hy’KHO BBECTH, YTOOBI COXpaHNUTh KOHuryparmio B NVRAM?
Kaxkas camast kopoTkast 1 OJJHO3HAUHAsI BEPCHSI STOW KOMaHIbI?
Kakas komanma otoOpaxaet couepxxumoe NVRAM?

d. Y6eaurech, uTO BCe HACTPOCHHBIE MTAPaMETPHI 3aMMUCAHbL. ECITH HET, MPOaHATN3UPYHTE BBIBOJ M ONIPEICIHUTE,
Kakue KOMaH (bl He ObLIN BHITIOJIHEHB! HIIM OBIIIM BBEJICHBI HETIPABIIILHO. BBl Takke MOXKeTe Ha)KaTh KHOIIKY
Check Results B okHe ¢ HHCTPYKIHSMH.

Ilar 2. /lono/JHUTeIbHO: COXpaHUTe (haiis 3arpy304Hoiil KoH(pUrypanuuu Bo emr-naMaTh.

Pabota ¢ ¢uem-HakonuTeaeM MapuipyTusaropa Oyner moapoOHee paccMOTpeHa B IOCIEIYIOINX IlaBax, HO

ceifyac BaMm OyJIeT MOJIE3HO y3HATh, YTO B KaueCTBE IOMOJHHUTEIHFHON MPOLEIYpPhl PE3EPBHOIO KOIMPOBAHUS

(haitn 3arpy304HO KOHPHUTyparyd MOXHO COXPAaHHWTH BO ¢uienr-mamsaTh. [0 yMOIMaHWIO MapmpyTH3aTOp

3arpykaeTr ctapTtoByro koHpurypammio u3 NVRAM. Ho ecim mamate NVRAM Oyner moBpexicHa,

3arpy304HyI0 KOHQHUTYPALHIO MOXHO Oy/IEeT BOCCTAHOBUTH, CKONMPOBAB €€ U3 (IeiI-aMsTH.

BerinonauTe cneayronye AeHCTBUS, YTOOBI COXPAaHUTh 3aIPy304HYI0 KOH(PUTypanuio Bo (Gien-namsrs.



a.

Iposepbre comepxumoe dremi-namsty, Beinonaus komanay show flash: R1# show flash

CkoJpKO (hailioB XpaHHUTCS BO (hJIeII-aMATH B JAHHBIH MOMEHT?

Kakoii u3 aTux (aiinos, o Bamemy MHEHUIO, siBiseTcs oopazom 10S? [Touemy

BBI CUMTACTE, YTO ITOT (paiin — obpa3 [0S?

Coxpanurte ¢aiin 3arpy304Hoit KOHQUTypaIiu BO (IIeII-NaMSTh, BHITOIHUB CICAYOIIYI0 KOMAaHY:
R1# copy startup-config flash

Destination filename [startup-config]

MapipyTu3aTop NpeyioRKUT COXPaHUTh (aiiia BO (Ieni-naMsITi ¢ Ha3BaHUEM B KBaJpaTHBIX CKoOkax. Eciu
BEI corntacHbl, Hakmute kKiasunry ENTER. Ecii HeT, BBeuTe momxoasiiee Ha3BaHUE I HAKMHUTE KITaBHIITY
ENTER.

C nomompio komanzasl show flash ybenurecs, uto daiin 3arpy304Hoil KOHPUrypanuy Teneps XPaHUTCs BO
¢uem-namAaTy.
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Cisco Packet Tracer. [Togk/iouenne Mmapmpyrusaropa K jJokaabHoi cetu (LAN).

10.1.1.0/24

192.168.10.0/24

209.165.200.224/30

PC2 B¢
192.168.11.0/24 10.1.2.0/24
Tabnuna aapecauuu
laro3 o

YerpoiicTBO Hurepdeiic IP-anpec Macka noacern YMOJTYAHUIO
R1 G0/0 192.168.10.1 255.255.255.0 —

G0/1 192.168.11.1 255.255.255.0 —

S0/0/0 (DCE) 209.165.200.225 255.255.255.252 —
R2 G0/0 10.1.1.1 255.255.255.0 —

G0/1 10.1.2.1 255.255.255.0 —

S0/0/0 209.165.200.226 255.255.255.252 —
PC1 NIC 192.168.10.10 255.255.255.0 192.168.10.1
PC2 NIC 192.168.11.10 255.255.255.0 192.168.11.1
PC3 NIC 10.1.1.10 255.255.255.0 10.1.1.1
PC4 NIC 10.1.2.10 255.255.255.0 10.1.2.1
3anauu

Yactp 1. OToGpaxeHue cBeleHUIi 0 MApHIPYTH3aTOpE

Yactsb 2. HacTpoiika unrepgeiicoB mapmpyTuzaropa

Yacrs 3. [IpoBepka koHpurypanun

O60mue cBeaeHust
B aToM ympaxkHeHWH BBl OyAeTe HCIONB30BATh PasiWYHBIC KOMaHIBI ShOW st 0TOOpakeHHs TEeKyIIero
COCTOSAHUSA MapHIpyTHU3aTopa. 3aTCM BbI 6Y):[6T6 HUCIIOJIb30BaTh Ta6J’II/IIIy aJpecaluuu 1Jist HaCTpOﬁKH HHTCp(I)efICOB
Ethernet MapupyTusaTropa. B 3aBCPUICHUEC Bbl BOCTIOJIB3YCTECh KOMaHAaMU UIsl ITPOBEPKU U TECTUPOBAHUSA CBOUX

KOoH(pHUTypanuii.
IIpumeuanue.

MapipyTusaTopsl

B OTOM YHOPAXKHCHUH YKC HYAaCTUYHO HACTPOCHBI.

Hexotopsie wu3

KOH(bPIpraHPIfI HE paCCMOTPEHBI B TaHHOM KYPCE, HO OHU HYKHBI JJIA TOTO, 4TOOBI TOMOYb BaM B HCITOJIb30BaHUH

KOMaH/]1 IPOBEPKHU.

Yactsp 1. OTo0pakeHue cBeleHUI 0 MAPLIPYTU3ATOpe
Hlar 1. OTo6pa3ute cBeaeHust 006 unTepdeiice Ha mapmpyruzarope R1.




Ipumeyanune. YToObI MONTYUUTH JOCTYI K KOMAHTHON CTPOKE, HICTKHUTE YCTPOWCTBO U OTKpoiiTe Briaaky CLI
(Uurepdeiic komanaHoi crpokn). [lapois koHcosm — Cisco. [lapois npusuieruposannoro pexxuma EXEC — class.

a. Kakas komaHIa BBIBOJUT CTAaTHCTHKY 110 BCEM MHTepdericaM, HACTPOSHHBIM Ha MapIIpyTH3arope?

b. Beeaute koMaHay, 4TOOBI OTOOPA3UTH CTATHCTHKY MO HHTepdeiicy Serial 0/0/0 Ha mapmpyTuzaTope R1, u
OTBETHTE Ha CIEAYIONINE BOIIPOCHL.
1) Kakoii IP-anpec HacTpoen Ha Mapiupytusatope R1?
2) Kakyro npomyckHyo crnocoOHoCTs uMeeT uutepdeiic Serial 0/0/0?
Cc. Baeaute xomaHmy, yTOOBI 0TOOPa3UTh cTaTHCTHKY Mo MHTepdeiicy GigabitEthernet 0/0, u oTBeThTEe Ha
CIIeYIOIIHE BOIIPOCHL
1) Kakoii IP-agpec Ha mapuipytuzarope R1?
2) Kakoit MAC-anpec umeet unrepdeiic GigabitEthernet 0/0?
3) Kakyro nponyckuyio criocobHocts (BW) mmeer unrepdeiic GigabitEthernet 0/0? Illar 2. OTo6pa3ure
CBOJHBII cnicok HHTepdeiicoB MmapmpyTu3aTropa R1.

a. Kakas xomanna BBIBOAMT KpaTKyl CBOJKY IO TEKYIIUM HUHTepdeiicaM, WX COCTOSHUSIM U
HazHadeHHbIM UM [P-anpecam?

b. BaeauTe KOMaHIy Ha Ka)IOM MapIIpyTH3aTOPE U OTBETHTE HA CIEAYIOINE BOIPOCHL. 1) CKONBKO
MOCJIeI0BaTeNbHBIX HHTep(deficoB Ha MapmpyTuzaTopax R1 u R2?
2) Ckomnbko unrepdeiicoB Ethernet Ha mapuipytuzaropax R1 u R2?
3) Ssmsrorest mu Bee uuTepdeiicel Ethernet Ha mapripytusarope R1 ogunakoBsimu? Ecim oteer «Hery,

OOBACHHUTE PABTHUMSL.
Har 3. Oro6pa3ure TadauLy MapumIpyTU3anuu Ha Mapumpyruzarope R1.

a. Kakas komaHzaa BBIBOJUT Ha 3KpaH COAEPKIMOE TaOIUIBI MapIIpyTH3AAN?

b. Baeaute xomanny Ha Mapipytusatope R1 i oTBeThTE Ha ClleyIOIINE BOIPOCHI.
1) CkounbKo B TaOIHIIE MOAKIIOYSHHBIX MapuipyToB (umetot ko C)?
2) Kakoii MapIipyT mpe/cTaBieH B CIUCKe?
3) Kakum o0pa3oM MapiipyTH3aTop 0OpadaTblBaeT MaKeT, NpEeJHA3HAYCHHBIA M CETH, KOTOpas

OTCYTCTBYET B TaOJIUIe MapIIPyTH3ALUU?
Yacrs 2. HacTpoiika unTepdeiicoB MapipyTu3aropa
Hlar 1. HactpoiiTe unrepdeiic GigabitEthernet 0/0 na mapmpyTusatope R1.

a. Bsemwute yka3aHHBIC HIDKE KOMaHIBI AJIS 3a]JaHUS afjpeca M akTHBHPOBaHuUs nHTepdeiica GigabitEthernet 0/0
Ha MapupyTtuzarope R1.
R1(config)# interface gigabitethernet 0/0
R1(config-if)# ip address 192.168.10.1 255.255.255.0
R1(config-if)# no shutdown
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state to up

b. PexomeHnayercs ykasaTh ONHCaHWE Ul KaXAOro HMHTepdeinca, 4TO MOMOXET IPH NOKYMEHTHPOBAHUH
cBeneHni o cetn. HacTtpoiite omucanuwe uHTepdeiica, ykazaB, K KaKOMY YCTPOWCTBY OH MOJKIIOYEH.
R1(config-if)# description LAN connection to S1

€. R1 reneps gomkeH nMeTh BO3MOXKHOCTH MUHTOBATH PCI.
R1(config-if)# end
%SYS-5-CONFIG_I: Configured from console by console
R1# ping 192.168.10.10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.10.10, timeout is 2 seconds:
Success rate is 80 percent (4/5), round-trip min/avg/max = 0/2/8 ms
Ilar 2. Hacrpoiite ocraibHbie HHTepdeiickl Gigabit Ethernet na mapmpyrusaropax R1 u R2.
a. A. Vcnonb3ys naHHble W3 TaOJIHUIBI aApECAINH, 3aBEPIINTE HACTPOUKY MHTEp(EHCOB Ha MapIIpyTH3aTOpax
R1 u R2. Ins xaxmoro uaTepderica BBITOJHNATE CICTYIOMNES ACHCTBHS.



1) Beeaute [P-anpec u aktuBupyiite untepdeiic. 2)
BBenure cooTBETCTBYIOIIEE ONHCAHHE.
b. TIpoBepsTe KOHDUTYpalK HHTEPHEHCOB.
lar 3. Co3naiiTe pe3epBHYI0 Konuio KoHpurypauuii B NVRAM.

Coxpanure (aiiinbl KOHQUTypauu Ha 06oux Mapiupytusaropax B NVRAM. Kakyio koMaH/1y BbI HCIIOIb30BaIN?

Yacts 3. [Iposepka kondurypanuun. llar 1. IlpoepbTe KoHpUTrypanuu HHTepdeiicoB ¢
MOMOIIBI0 COOTBETCTBYIOIIINX KOMAaH[.
a. Brmomnunte komanmy show ip interface brief wa mapmpyrusaropax R1 u R2, 4ro6s1 GIcTpO yOEAUTHCS B
TOM, 4TO HHTep(deiichl nMEIoT npaBunbHbIe [P-anpeca n HaXOAATCS B aKTHUBHOM COCTOSIHUH.

Ckonbko nHTEp(deiicoB HacTpoeHo Ha MapupyTtuzaropax R1 u R2 ¢ [P-agpecoM n HaxoasTcst B aKTUBHOM
cocTostHUH («up»)?
Kakas yacts koHurypanuu narepdeiica HE oroOpakaercsi B BRIXOAHBIX JaHHBIX KOMaH 1?7
C moMOIIIBI0 KaKUX KOMaH] MOXHO IIPOBEPUTH 3Ty YacTh KOHPHTYypanuu?

b. BemoanuTe komanay Show ip route na mapupyruzatopax R1 u R2, 4ro6b! mpocMOTPETh TEKYIIHE TAOIHUIIbI
MaplIpyTU3alHMH, U OTBETHTE Ha CJIEIYIOLINE BOIPOCHL.

1) CkoJbKO MOAKIIOYEHHBIX MapIIpyToB (MMeroT ko C) oToOpaskaeTcst Ha KaXkI0M MapIiipyTusarope?

2) Ckonbko mapipyToB OSPF (uMerot kox O) oToOpaxkaeTcs Ha KaX0M MapUIpyTH3aTope?

3) Ecmu MapipyTu3aTtop COICP)KHT AaHHBIE 000 BCEX MapIUpyTaX B CETH, TOTAA KOJHYECTBO NPSIMBIX
MapIlIpyTOB M TUHAMHYECKH M0Jy4eHHbIX MapipyToB (OSPF) 10KHO paBHATECS 00ILEMY KOJHYECTBY
nokanbHbIX (LAN) u rno6ansaeix (WAN) cereit. Cxonbko nokaibHbix (LAN) n rno6ansasix (WAN)
ceTeil MPUCYTCTBYET B TOIOJIOTHH?

4) CoOTBETCTBYET JIK 9TO YUCIIO KoindecTBY MapupyToB C u O, HOKa3aHHBIX B TAOIUIIE MapIIpyTH3ALMU?

IIpumeuanne. Ecim Bbl otBeTHiM «HeT», 3HAUNT, BB HACTPOMIIM He Bce mapamerpsl. IlepecmorpuTe

maru B yactu 2. Hlar 2. [IpoBepbTe CKBO3HOE MOAK/IIOYEHUE Yepe3 CeTh.

Teneps BB TOHKHBI IMETh BO3MOXKHOCTh OTHPABUTH 3X0-3ampockl Ha jroboii TIK ¢ moboro TIK B cetn. Kpome

TOTO, BBI IOJKHBI UMETh BO3MOKHOCTB OTIPABIIATEH 3X0-3alIPOCH HA AKTUBHBIE HHTEP(EHCH MapIIPyTH3aTOPOB.

Hanpumep, ykazaHHbIE HUXKE TECThI JOJDKHBI OBITh YCIICIITHO BBITIOITHEHHI.

* B komanaHo# crpoke Ha kommbtotepe PC1 otnpasbre 5X0-3anpoc koMibtorepy PC4.

* B xomanznHO#M cTpoke Ha MapuIpyTu3arope R2 ormpasbTe 3x0-3ampoc koMmsiotepy PC2.

IIpumeuyanue. YToOb! ympakHeHHE OBUIO TMPOIIE BBHIMONHATh, KOMMYTAaTOPHl B HEM HE HACTPOEHHL. BBl He
CMOJXKETE UX ITHHTOBATb.
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192.168.10.0/24

v
PC2 _:’__}C;
- R
=, 192.168.11.0/24
PC4
Tabauua agpecaumu
103 no
YecrpoiicTBo Hutepdeiic IP-anpec Macka noacern YMOJTYAHUIO
R1 GO0/0 192.168.10.1 255.255.255.0 —
GO0/1 192.168.11.1 255.255.255.0 —
S1 VLAN 1 192.168.10.2 255.255.255.0
S2 VLAN 1 192.168.11.2 255.255.255.0
PC1 NIC 192.168.10.10 255.255.255.0
PC2 NIC 192.168.10.11 255.255.255.0
PC3 NIC 192.168.11.10 255.255.255.0
PC4 NIC 192.168.11.11 255.255.255.0
3amaun

Yacrs 1. [IpoBepka ceTeBoil JOKYyMEHTALUM H YCTPaHeHUe NPodieM
Yacrs 2. BHeapeHue, IpoBepKa U JOKYMEHTHPOBAHUE pellleHU i

O0uue cBegeHUs!
YTtoOb! ycTpOWCTBO MOTJIO OOMEHHMBATHCS JTAHHBIMHU B IIPE/IEIaX HECKOJIBKHUX CETEH, eMy JI0JKEH ObITh TPUCBOCH
IP-ampec, Macka mojaceTH M HUTI03 IO yMoidaHuro. 111103 Mo yMordaHnio MCIIONB3YyeTCs B TOM Cilydae, KOTAa
Y31y HEOOXOIWMO OTIPaBUTh MAaKET YCTPOWCTBY, HAXOIANIEMYCsS B IPYrol ceTh. AApecoM IIIo3a Io
YMOJIYaHHIO OOBIYHO SIBIISICTCS ajpec MHTepdeiica MaplipyTH3aTopa, MOAKIIOYEHHOTO K JIOKAJbHOW CEeTH, K
KOTOpOﬁ TOAKIIOYCH Y3€CII. B sTtom YIIpa)XHEHUHU BbI 3aBEPINUTC TOKYMEHTHUPOBAHUC CCTH. ITocme 3TOTO BEI
MIPOBEPUTE CETEBYIO IOKYMEHTAIMIO, MPOTECTUPOBAB CKBO3HOE IIOAKIIOYCHHS M YCTPAaHHB BO3HHUKIIHE
HeroJjiaki. MeTox yCTpaHEHHs HeIOJaJ0K, KOTOPBIH BBl OyleTe HCIONb30BaTh, BKIIOYAET CIEAYIOIIUE
JefcTBusl.
a. IIpoBepbTe ceTeByr0 JOKYMEHTAIMIO M BHIIIOJIHUTE TECTOBBIE IIPOBEPKHU, YTOOBI BHIIBUTH IIPOOJIEMBI.

Omnpenenure ONTUMaIbHOE PELICHHE sl yCTPaHEHUsI KOHKPETHON MPOOIIEMBI.

[IprmMenuTe BEIOpaHHOE pEIICHHE.

IIpoBeaute TecTpoBaHue, YTOOBI YOSAUTHCS, YTO IMpoOIeMa yCTpaHeHa.

® oo o

3anuuiure BEIOpaHHOE pELICHHE.




B xone kypca CCNA BbI CTOJIKHETECH C Pa3HBIMU ONUCAHUAMU METOAOB YCTPAHEHUs HEMOJIAA0K, a TaKXke C
JPYTHMH crioco0aMy TECTHUPOBAHUS U JOKYMEHTHPOBAHUS NTPOOIEM U pelIeHHH. DTO cAeIaHo HaMepeHHo. [
YCTpaHEeHHs HETIOJaI0K HE CYIIECTBYET €IMHOTO CTaHIapTa WM ImabinoHa. B kaxmoil opraHn3anuu ecTb CBOH
YHHUKAJIbHBIE MPOIECChl M CTAaHAApThl JOKYMEHTHPOBAaHUS (Haxe B Cilyyae, €CIM OHU HOPMAaTUBHO HE
yrBepxkaeHbl). OnHako Bce 3(P(EeKTHBHBIE TEXHOJIOTHH YCTPAHEHHUs HEINOJaJOK OOBIYHO BKIIOYAIOT B ceOs
BBIIICYKa3aHHBIEC ICHCTBHS.

ITpumeuanue. Ecii BBl XOPOIIO 3HAKOMBI ¢ KOH(PUTYpAMEH IITI03a 1T0 YMOTYaHUIO, 3TO YIPaKHEHHE MOXKET
MOKa3aTbCsl BaM CIIOKHEE, YeM 3TO HY)XKHO. BBl HaBepHAKa CMOXXeTe ObICTpee ONpEeNeNuTh W yCTPaHUTH
BO3MOJKHBIE TIPOOJIEMBI CBOMMH CHJIAMH, YE€M ITyTEM BBIIOJIHEHUS ATUX mponenyp. OHaKo 1Mo Mepe H3y4eHHs
Kypca MacmTad cered M 1mpodieM, ¢ KOTOPBIMH BBl CTOJIKHETECH, OyJIeT CTAHOBHUTHCS BCE CIOXHee. B Takux
CUTyallMsIX EIUHCTBEHHBIM 3((EKTHBHBIM CIIOCOOOM OOHApY)KEHHS W YCTPAaHEHHS HEITOJIANOK SIBISIETCS
UCIIOJIb30BaHIE METOAUYECKOTO MOAX0a, aHAJOTMYHOT0 TOMY, KOTOPBII HCIIONB3yeTCs B JAHHOM YIIPAKHEHUH.

HHcTpyknuu

Yacts 1. [IpoBepka ceTeBoii JOKyMEHTAIlU U BbISIBJIeHHE MPO0IeM

B wacti 1 3Toro ympakHEHHS BBl COCTaBHTE JOKYMEHTAIIMIO M BBITOJHHUTE MPOBEPKH MOIKIIOYCHHS, YTOOBI
00HapyXUTh MpobieMbl. KpoMe Toro, BEI ONpenennTe COOTBETCTBYIOIIEE pEIICHHE IJI €ro MOCIETYIOIEeTOo
BHEJIPCHUS B 4acTH 2.

Ilar 1. IIpoBepbTe ceTeBYI0 JOKYMEHTAIMIO U BBISIBUTE NPO0JIeMbI.

a. Ilepem HawanoM HajaJekamled MPOBEPKH CETH BaM HEOOXOJWMO MMETh HMOJHYIO NOKYMEHTAIHIO O HE.
OO6paruTe BHUMaHHE, B Taljule aJpecallid OTCYTCTBYIOT HEKOTOpbIE NaHHBIC. 3aloJIHUTE Ta(JIUILy
aJpecauuu, yka3aB OTCYTCTBYIOIIME JaHHBIE [IUTI03a 10 YMOJIYAHUIO JJII KOMMYTAaTOPOB U KOMIIBIOTEPOB.

b. TIpoBepbTe MOAKIIOYEHHE K YCTPOMCTBAMH, MPUHAICKAIIAM K OIHOW CETH. BBIABIAA M yCTpaHss

mpoOJIEMBI ¢ JOKaJIbHBIM AOCTYIIOM, IIPOBEPUTH PabOTy yOaIeHHOTO IMOAKIIOYCHUS MOKHO OBICTpee, eciH
OTIpeNIeNUTh paboTy JIOKATFHOTO TOAKITFOUCHHS.
[Imar mpoBepku MOXKET OBITH TAaKUM K€ MPOCTHIM, KaK CITMCOK TECTOBBIX IPOBEPOK CBs3H. Vcmoip3yiTe
yKa3aHHBIC HIDKE TECTHI JJIS IPOBEPKH JIOKATFHOTO MOIKITIOUCHHS W MOUCKA BCEX MPOOJIEM C TOCTYIIOM.
IepBas mpobnema yxe Obliia 33 0KyMEHTHPOBAHA, HO BBI JOJDKHBI BHEJAPUTH M MPOBEPHUTH 3TO PEIICHHE B
qacTu 2.

JlokyMeHTanus 0 TECTHPOBAHUIO M POBEPKe

IIpoBepka YcnemHo? IIpo6aema Pemenue IIpoBepeno
PC1—PC2 Her IP-aapec na PC1 H3menuts IP-agpec PC1

PC1—S1

PC1—R1

Ipumeuanne. JlanHas Tabnuia sSBISETCS TOJIBKO IMPUMEPOM. BBI TOIDKHBI cO31aTh CBOM COOCTBEHHBIH
JIOKyMeHT. Bbl MOkeTe cocTaBUTh TaOJMIly Ha JHCTE OyMaru, BOCIOJIB30BAThCSI TEKCTOBBIM PEAKTOPOM
WA 3JICKTPOHHOM Tabmuiei. 3a TOMOTHUTENFHON HHpOopManreii odpamaiTecs K HHCTPYKTOPY.

c. IIpoBephTe MOAKIIOUEHHUE K yIAIEHHBIM yCTpOiicTBaM (HarpuMep, cBa3b Mexay koMmmneiotepamu PC1 u PC4)
M 33JJ0KyMEHTUPYHTE BCe MPoOIeMbl. 3a4acTyI0 TaKOH MPOIIECC Ha3bIBACTCS CKBO3HbIM NOOKAIOUEHUEM. DTO
03HAuaeT, YTO BCE YCTPONCTBA B CETH MMEIOT BCE BO3MOXKHOCTH IMOJKIIOUEHUs, pa3pellacMble CETeBOI
MOJIMTUKOM.

IIpumeuanue. [IpoBepKy NOAKIIOUEHUS K yNAJEHHBIM YCTPOMCTBAM BO3MOXHO €LIE€ HEJIb3sl BBIIIOJIHUTD,

MOTOMY YTO CHavaja HeOOXOJAUMO PEITUTh MPOOIeMBI JIOKaIbHOU ceTr. [Tocie permenust 3TuX nmpodieM BEpHUTECH K
JIAHHOMY IIary W NpoBepbTe mojakioueHue Mexay cetsmu. Llar 2. OnpeneanrTe onTUMAaJbHOE pelieHUs: st
ycTpaHeHusi npoodJeMbl.

a. Jus moucka NpUYMHBEI TPOOJIEMBI UCTIONB3YHTE TOJIyYeHHBIE 3HAHHS O NMPHHIMNAX pabOThl CETH, a TaKXkKe
CBOM HAaBBIKM II0 HAacTpoiike ycTpoicTB. Hampumep, kommyTatop S1 He sBIsSeTCS MPUYIMHONW MPOOIEMBI
cBsa3u Mexay komnbioTepamu PC1 u PC2. CBeToBOM MHAWKATOP CETH TOPUT 3€JIEHBIM, a KOHQUTYpAIUsI
KoMMyTaTtopa S1 He mpexycMmarpuBaeT nepenauy Tpaduka mexay kommbsiotepamu PC1 u PC2. Takum
o0pazomM, npobiema qowkHa ObITh Ha cTopoHe KoMnbiotepa PC1 uimm PC2 mnu o6oux ycrpoiicTax.

b. TIpoBepbTe mapamerpsl agpecaly yCTPOUCTBA, YTOOBI YOSIUTHCS B TOM, YTO OHH COOTBETCTBYIOT CETEBOM
nokymentauuu. Hanpumep, komanzaa ipconfig mokassiBaet, uto kommbtotep PC1 uMeer HenpaBuiibHbId [P-
azpec.



c. Ilpemnoxwure pemieHue, KOTOPOE, IO BAIEMy MHEHHUIO, MOYKET PEIIUTh MPOOJIEMY, U 3aJOKYMECHTUPYHITE €ro.
Hampumep, uamenuts [P-anpec kommbsiorepa PC1 cornmacHo JOKyMEHTAITHH.
Ipumeuyanue. 3a4acTyro pEIICHUI MOKET OBITh HECKOJIbKO. OTHAKO ONTUMAILHBIM METOJIOM YCTPaHCHHUS
HETIONIaJIK! SIBJSIETCS. BHEAPEHHE TOJBKO ONHOTO pemeHus. B 0ojee CIOXHOM ciydae BHEApPEHHE
HECKOJBKUX PEMICHHH MOXKET IIPHUBECTH K BOSHUKHOBEHHIO JIOTIOJTHUTENBHBIX IIPOOIIEM.

Yacts 2. BHenpenne, npoBepka U JOKyMeHTHPOBaHHe pelleHuii

B wacti 2 3TOrO ympakHEHMS BBl BHEIPUTE PELICHUs, KOTOpPBIE OBIIM ONpeneNeHbl B 4acTH l. 3aTreM BEI

poBepuTe paboTy 3THX pemeHuil. st 3aBepIIeHns MOMCKa BCEX MPOOJIEM BaM MOXKET TIOHAJOONTHCS BEPHYTHCS K
gacty 1. Illar 1. BueapuTe penienus AJist ycTpaHeHHs NPo0JieM IOAKIIOYCHHS.

CM. 1aHHbIe TOKyMEHTaIiK B yacTu 1. Beibepure nepByro npodiaeMy v BHEAPUTE CBOE NPEATI0KEHHOE PEIICHHE.

Hanpumep, ucnpasste IP-anpec Ha komnstotepe PC1. Illar 2. Yéeaurecs, 4To npodiaemMa pelieHa.

a.

VYoenutecs, 4To Ballle pellIeHUE yCTPAHWIO Mpobiemy. [yt 3TOro BBIOIHUTE TY K€ IPOBEPKY, B X0
KOoTOporo Oblja BeIsIBIEHA poOiiema. HanprmMep, MOXKHO JIU Ternepb OTHPaBUTh 3X0-3aMpoc ¢ KOMIbIOTEpa
PC1 na xommsrorep PC2?

Ecnu npoGniema periena, ykaxuTe 3To B CBoei JokyMeHTauuu. Harmpumep, B IpuBeieHHON BbIlIe Tabnuie
JOCTaTOYHO OyJEeT MOCTaBUTh rajouky B cronoue «[IpoBepenoy. Illar 3. Yéenurech B ToM, UTO Bce
NpooJieMbl pelieHbl.

Ecnu y Bac ocTtanuce mpo0ieMsbl, 1Jisl KOTOPBIX PEIeHHUs ellle He ObLIIM BHEIPEHbI, BEPHUTECH K YaCTH 2, IIar
1.

Ecnu Bce Tekymme mnpoOIeMbl YCTpPaHEHBI, PEIIEHBbl JIM MNpoOJIeMbl C YyIAJICHHBIMH MOJKIIOYEHUSIMU
(HammpuMep, MOKHO T OTHPaBUTH 3X0-3ampoc ¢ kommbioTepa PCl Ha kxommbiotrep PC4)? Ecmm otBer
OTPHIATENBHBIA, BEPHUTECh K 4acTH 1, mar 1B, 9ToOBI NpOBEpUTH yHAICHHOE IOJKITIOYCHHE.
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Packet Tracer - 6a3oBasi KoHGHUTYpalus yCTPOiicTBA

Manager-A

-.-_/.;J

10.10.10.0/24
2001:DBBACAD:100:/64

Reception-A

TonmoJiorus

Eyz[eT oJryvdcHa oJJHa U3 TpEX BO3MOKHBIX TOTOJIOTH.

Taduuna agpecauuu

10.10.11.0i24
2001:DB8:ACAD:200:464

0
A@

prae R
Manager-B

]

H

[PRRSS— F

Reception-B

YcrpoiicTBo Hnurepdeiic IP-anpec 111103 o ymosuaHuo
[[R1Name]] G0/0 [[R1GOAdd]}/24 Her
[[R1GOAddv6]]/64
[[R1GOAddV6LL]]
G0/1 [[R1G1Add]}/24 Her
[[R1G1Addv6]]/64
[[R1G1AddV6LL]]
[[S1Name]] VLAN 1 Kommyrarop [[S1Add]]
[[S2Name]] VLAN 1 [[S2Add]}/24
[[PC1Name]] NIC [[PC1Add]}/24
[[PC1Addv6]]/64
[[PC2Name]] NIC [[PC2Add]}/24
[[PC2Addv6]]/64
[[PC3Name]] NIC [[PC3Add]]/24
[[PC3Addv6]]/64
[[PC4Name]] NIC [[PC4Add]]}/24
[[PC4Addv6]]/64
ean

*  CocraBieHHE CETEBOH JOKYMEHTAIH

*  Hactpoiika

0a30BBIX

apamMeTpoB

MapuipytusaTopa |

[IpoBepka MOAKITIOUEHHS U YCTPAaHEHHUE HETIOJIa0K.

Cuenapnii

Bamm HaBBIKM ¥ yMEHHS CTICIIHATIICTA [0 00CTYXHBAaHUIO JOKaIbHBIX ceTel (LAN) npusATHO yIUBIIN Ballero
CETEeBOTO aJMHUHHCTpaTOpa. Temeps OHa MpejyIaraer, YToObl BBl IIPOAEMOHCTPUPOBAIN HAaBBIKH MO HAaCTPOWKE
MapIIpyTH3aTopa, coeauHsmonero ase jgokanbHbele cetd (LAN). Bam HeoOxonumo OyIeT BBIIOIHUTE HACTPOMKY
0a30BBIX MAPaMETPOB MApLIPYTH3aTOpPa U KOMMYTaTOpa ¢ MOMOIIBI0 onepannoHHoi cucremsl Cisco 10S. Brr
Takke OyneTe HacTpamBaTh [Pv6-ajgpeca Ha CeTEBBIX YCTPOHCTBaX W y3iax. 3aTeM BaM HEOOXOAMMO OyaeT
MPOBEPUTH 33JaHHBIE MTapaMeTPhl, IPOTECTHPOBAB HAIEKHOCTh CKBO3HOIO coeanHeHus. Llenb cocTout B ToM,

YTOOBI YCTAHOBUTH CBSI3b MWKy BCEMH YCTPOWCTBAMHU.
Mpumeuanune. Uatepdeitc VLANI Ha [[SIName]] ve Oyner nocrynen no nporokoiy [Pv6. B
9TOM zeficTBun Bol Hactpowd [[R1IName]] maprpyrusarop, [[S2Name]] u xocrsi IIK .

HpnMeanne. Packet Tracer e OLICHUBACT HCKOTOPLIC HACTPOCHHBLIC 3HAYCHHUA, OJAHAKO 3THU 3HAYCHUA

HCO6XO,I[I/IMBI JUIA IIOJTHOTO IO AKIIIOYCHUSA B CCTH.

kommyTaropa. 0O




TpedoBanus

Brecure B Tabuuiy agpecaruy OTCYTCTBYIOIINE JaHHBIC.

Haiite Mmapipytuzatopy HasBanue [[R1Name]], a BTopomy kommyrtaropy — [[S2Name]]. Bsr e cmoxeTe
TOJTy9IHTh TOCTYI K KommyTatopy [[SIName]] .

Bo Bcex cTpokax Ais nepexoja B mojip3oBateibekuil pexxum EXEC ucnons3yiite maposp CisCo.

Hasznauste class B Ka4ecTBe 3amm(ppOBAHHOTO apojs J0CTyIa K
MIPUBUIIETUPOBAHHOMY I10JIB30BAaTEIBCKOMY PEKUMY.

3ammudpynTe Bce OTKPBITHIC TTAPOIIH.

Hactpoiite cooTBeTCTBY!IOIINI OaHHED.

Hacrpoiire anpecarito IPv4 u IPv6 s kommytatopa [R1IName]] B cooTBeTcTBHM ¢ TabiHIEH agpecaiiu.
Hacrpoiire anpecarto IPv4 u IPv6 s kommytatopa [S2Name]] B cootBeTcTBHE ¢ TaGIIHIICH aapecarin.
V31pl gacTUuHO HacTpoeHbl. Bemonnute angpecamuio IPv4 u momHocteio HacTpoilte agpeca IPv6 B
COOTBETCTBHH C TaONHIEH aIpecanin.

3a10KyMEHTHPYIiTe onucaHus HHTepdencoB, BKIoUas uaTepdeiic kommyrtaropa [[S2Name]] cetn VLAN
1.

CoxpaHUTE HaCTPOUKH.

YbenuTech B HATUUUH COSMHEHUS MEXKAY BceMH ycTpoiicTBamu. Teneps Bce yCTpOHCTBa IOIKHBI YCTICIIHO
OTIIPABIIATH Ping-3arpockl APYTUM yCTpoHcTBaM ¢ anpecos [Pv4 u [Pv6.

YcTpaHuTe Bce HENOIAIKU U 3aJOKyMeHTUpYyiTe ux. O BHenpute pemieHus, HeoOXoAMMBIE IS
aKTUBAIMU U IPOBEPKH CKBO3HBIX COETUHECHHUI.

Ipumeuanune. UYtoObI MPOBEPUTH, KK BBITIOIHEHO ynpaxHeHue, Haxmurte kaonky Check Results (ITposeputs
pesynbratel). Haxmure kHomky Reset Activity (COpocuTh ympaxkHeHHE), YTOOBI CO31aTh HOBBIH HabOp
TpeOOBaHUIA.

ID: [[indexNames]][[indexAdds]][[indexTopos]]
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Packet Tracer — Pasaenenne IPv4-cetn Ha moaceTu

= SR —— 209.165.200.224/27 /D
PC-A B .—/—/.J
50 Hosts ISP Workstation
EHTCKMIA MapwpyTuzaTop ISPRouter Kommytatop IS \ !
SR LAN-B \'
ISP Server
40 Hosts
Tabauua agpecaumu
Hurepddeit 1118 (1% o
YerpoiicTBo c IP-anpec Macka nojaceTu YMOJIYAHUIO
Knuentckuit Mapuipyrusarop G0/0 —
G0/1
S0/1/0 209.165.201.2 255.255.255.252
Kommyrarop LAN-A VLAN1
Kommyrtatop LAN-B VLAN1
PC-A NIC
PC-B NIC
ISPRouter G0/0 209.165.200.225 255.255.255.224 —
S0/1/0 209.165.201.1 255.255.255.252
ISPSwitch VLAN1 209.165.200.226 255.255.255.224 209.165.200.225
ISP Workstation NIC 209.165.200.235. 255.255.255.224 209.165.200.225
ISP Server NIC 209.165.200.240 255.255.255.224 209.165.200.225

Hean
Yacts 1. PazpadoTka cxembl pa3jejieHis CETH HA MOACETH
Yacts 2. HacTpoiika yeTpoiicTB
Yacrs 3. [IpoBepka ceTH U yCTPaHEHHE HENOJIAI0K
Oo0mue cBeneHust/cueHapui
B 3TOM JCWCTBUE CEeTh KJIMEHTAa OyIeT MOJCETh Ha HECKOJIbKO mojacered. IIpu co3gaHuu CXEMbI TOJCETH
HEOOXOTMMO YUUTHIBATh KOTUMIECTBO KOMIBIOTEPOB KaXKAOH MOJCETH U APYTHE aCIIEKTHI, HAIIPUMEp JallbHenee
pacuMpeHue y3JoB B CETH.
ITocne Toro kak Bbl COCTaBUTE CXEMY pa3ZesIeHUs Ha MOJICETH U 1uarpaMMy ceTd u ykaxurte [P-agpeca y3110B u
HHTEP(EICOB, BaM HY)KHO OYJeT HACTPOUTH KOMITBIOTEPHI 1 HHTeP(EHCH MapIIpyTU3aTOPOB U KOMMYTAaTOPOB.
ITocne TOTO KaKk ceTeBbIe YCTPOWCTBA M KOMIIBIOTEPHI OyIyT HACTPOCHBI, BBl IPOBEPUTE CETEBBIC NOAKITIOUCHHS
C MOMOIIBIO KOMaHABI Ping.
HncTpyknun
Yacrs 1. Pazgesienne Ha noaceTH Ha3HAYEHHOM ceTH
Ilar 1. Co3paiiTe cxeMy pa3jeeHUs HA MOACETH, KOTOPAas COOTBETCTBYET HEO0X0AUMOMY KOJIMYECTBY
TojIceTeil U aiPecoB y3JI0B.
B stom CJIy4ae€ BBI ABJISICTCCh CETCBBIM CIICIIUAJIMCTOM, HA3HAYCHHBIM JIJI1 YCTaHOBKU HOBOM CeTH JUISL KIIMCHTA.
Bawm HE00X01MMO cO3/1aTh HECKOJBKO TOJICETEH B aapecHOM mpocTpaHcTBe cetr 192.168.0.0/24 B
COOTBETCTBUH CO CICTYIOIIUMHU TPEOOBAHUSIMH.
a. Ilepmas moacerr — ceth LAN-A. Heobxomumo ve menbine 50 [P-aapecos y3ma.
b. Bropas nmoacers — cets LAN-B. Heo6xoaumo He Menbine 40 IP-axpecos y3ia.




C. Bam Taxke HEOOXOAMMBI JIBE JONOJIHUTEIbHBIC HEUCIIONB3yEMbIE TIOICETH sl JAIbHEHIIEr0 pacIupeHust
ceTn.

IIpumeuanne. Macku mojceTH NMPOU3BOJIBHOW JJIMHBI MCIIONB30BaThCsl He OyayT. Bece macku moxcern s

YCTPOHUCTB OYAYT MMETh ONMHAKOBYIO JUTHHY.

d. CocraButh cXemy pa3feiieHHs HAa MOACETH, OTBCYAIOIIYIO YKa3aHHBIM YCIOBHSM, MOMOTYT CIEIYIOIIHE
BOIIPOCHI.

CKOJIBKO aJIpecoB y3J10B HEOOXOIUMO IJIs caMoi KpymHo# moaceTn? KakoBo
MHHUMAaJIBHOE KOJIMYECTBO HEOOXOIMMBIX MOJICETEeH?
CeTb, KOTOPYIO HEOOXOANMO Pa3JeinTh Ha nmojceTH, nmeeT aapec 192.168.0.0/24. Kak macka noaceru /24
OyzeT BHIIIISACTH B ABOMYHOM (hopmare?

e. Macka nojceT COCTOMT U3 BYX 4acTell — CETEeBOH U y3JI0BoW. B nBOMYHOM (hopMaTe OHU MpescTaBIICHEI
B MAacKe I0JICETH €ANHULIAMH U HYJISIMH.

Uto B MacKe CeTH MPEACTABIAIOT €AMHALEI? UTO
B MacKe CeTH MPEeCTaBILIIOT HyTH?

f.  UroObl pa3senuTh CeTh HA MOJACETH, OUTHI U3 y3II0BOM YaCTH MCXOJHON MACKH CETH 3aMEHSIOTCS OHTamMu
nojcetu. KomuuectBo OUT mojiceTeit onpeienseT KOIMIeCTBO MoACEeTeH.

Ecnm kaxnmas 13 BO3MOXKHBIX MAacoK MOJACETH NMpPEACTAaBICHA B yKa3aHHOM JBOMYHOM (opmare, CKOJIBKO
MOZICETEH M CKOJIBKO Y3JI0B OYZET CO3/1aHO B KaXKIOM Ipumepe?

Coger. [ToMHUTE, YTO KOJMMYECTBO OUT B y3JI0BOH 4YacTH (BO BTOPOU CTENEHH) OMpeessieT KOJUYECTBO
Y3JI0B JUTS KaXIOH NOACeTH (MUHYC 2), @ KOTUIECTBO OUT B 4aCTH MOJCETH (BO BTOPOH CTENIEHH) OTIPEIEISAET
KOJIMYECTBO ITo/iceTei. BUTHI moiceTe (BhIAEICHBI MOMYKUPHBIM IPUPTOM) — 3TO OUTHI, 3aNMCTBOBAaHHBIC
3a mpenenaMHM HMCXOIHOM Macku mojacetu /24. /24 — mnpedukcHas 3amuch ¢ KOCOW 4epTOH, KoTopas
COOTBETCTBYET JECATUUHOMY IPEICTaBICHHUIO Macku 255.255.255.0.

1) (/25) 11111111111111.111111111111.10000000 DKBHBAJEHT ACCSITHYHOTO MPEICTABICHHS MACKH

TIOZICETH C pa3JIe/ICHNeM TOYKaMHU:

KonmuecTtBo nmoacereit? KonnuecTBo y310B
2) (/26) 1111111111111111.1111111111.11000000 DKBHUBAICHT AECATUYHOTO MPEACTABICHUS MACKH
MOJICETH C pa3/ieeHHeM TOUKaMU:

Komunuectso noacereit? Konuuectso y3nos
3) (/27) 1111111111111111.1111111111.11100000 DKBHBAJEHT AECSITUYHOTO HPEACTABICHHUS MACKH
MOJICETH C pa3/ieIeHHeM TOUYKAMHU:
KommaecTso

nojcereit? KonmnuecTBo y3iioB
4) (/28) 1111111111111111.1111111111.11110000 DKBUBANECHT AECSTUYHOTO MPEACTABICHUS MAaCKU
MOJICETH C pa3/ieiieHHeM TOUKaMU:

KomuuectBo noacereit? Konuuectso y3nos
5) (/29) 1111111111111111.1111111111.11111000 DKBHUBaJCHT OECATUYHOIO MPEACTABICHUS MACKH
HOJICETH C pa3JeieHHeM TOUYKaAMU:

KomuuectBo noacereit? Konuuectso yznos
6) (/30) 11111111111111.12111111211121.11111100 DKBHBAJEHT AECATUYHOIO MPEACTABIECHUS MAacKd
MOJICETH C pa3JIeJIeHHeM TOUYKAMHU:
KonuuecTBo

nojcereit? KonnuecTBo y3ioB

VYuuTeiBasg Ballli OTBETHI, KAKHE MACKH ITIOACETH COOTBETCTBYIOT MHHAMAILHOMY HEOOXOIHMMOMY
KOJIMYECTBY aJIpECOB y3110B?

VYuuTeiBasg Ball OTBETHI, KAKHE MACKH ITIOACETH COOTBETCTBYIOT MHHAMAILHOMY HEOOXOIMMOMY
KOJINYECTBY MOJCETEi?



VYduThIBas Balld OTBETHI, Kakas MacKa MOJCETH COOTBETCTBYCT MHUHHMAJIbHOMY HEOOXOIUMOMY
KOJIMYECTBY KaK y3JI0B, TaK U IMOJCETeH?

BrIsicHUB, Kakasi MacKa IOJICETH COOTBETCTBYET BCEM yKa3aHHBIM TPEOOBaHMSAM K CETH, BBl ONPEIEIIHTE
Ka)KIyI0 IIOACETh, HAYMHAS C HCXOIHOTO CETeBOTO afpeca. Hipke mepednciuTe Bce MOACETH OT IEPBOIt 10
nocienHei. [lomauTe, 9T0 TIepBast moaceTs — 192.168.0.0 ¢ HOBOII MOTy4YeHHOI MAaCKO MOJICETH.

AJpec nojaceTu

peduxc Macka noaceru

Mlar 2. 3anoaaute oTcyTeTByIomue IP-aapeca B Tadauie agpecanuu
Hasnauenue [P-agpecoB Ha OCHOBE clieIyIOLIMX KpUTEpHEB: B kaduecTBe mpuMepa KCIob3yiiTe napamMmeTphl CETH
ISP Network.

a. Hasnaubte nepByto noacers LAN-A.

1)
2)

3)

Hcnone3yiiTe mepebiit anpec y3ia mis uatepdeiica CustomerRouter, MOoJKIFOUEHHOTO K KOMMYTaTOPY
LAN-A.

Hcnone3yitite BTOpoil aapec y3ma ans kommyratopa LAN-A. YOeaurtech, 4To Uil KOMMYyTaTropa
Ha3Ha4eH ajpec U033 0 YMOIYaHUIO.

Hcnone3yiite nocnenuuii aapec ysna mis PC-A. Yoenurecs, uto mis PC HazHaueH aapec NUT03a 110
YMOJTYaHHIO.

b. Hasuausre BTOpYIO Moacet LAN-B.

1)
2)

3)

Wcnone3yiiTe mepBbiii anpec y3ia s uatepgeiica CustomerRouter, MOJKIFOUEHHOTO K KOMMYTaTOPY
LAN-B.

Hcnonb3yiiTe BTOpOi anmpec y3ma ains kommyraropa LAN-B. Yo6enurech, uTo Ui KoMMyTaTropa
Ha3HaueH aJpec 1UTI03a 110 YMOTYAHHIO.

Hcnone3yitte nocnenuuit aapec y3na it PC-B. Y6eaurecs, uro mia PC Ha3HadeH ajgpec MII03a 110
YMOJTYaHHIO.

Yacrs 2. HacTpoiika ycrpoiicTB
Hactpoiite 6a30Bble mapamMeTpsl Ha KOMIIBIOTEPax, MapUIpyTH3aTOpax M KOMMyTaropax. MIMeHa u ampeca
YCTpPOUCTB yKa3zaHbI B Tabmuie agpecarmu. Hlar 1. Hactpoiika CustomerRouter.

a.
b.
c.
d.
e.

YcraHOBUTE CEeKpeTHBIH apoib BKimoueHns Ha CustomerRouter B Class123

YcraHoBuTe maposis i BXoaa B Koucosb Ha Ciscol123.

Hacrpoiire CustomerRouter B kauecTBe IMEHH y3I1a JUIl MapIIpyTH3aTopa.

VYxaxurte u aktuBupyiire [IP-agpeca u macku nojaceru juis unrepdeiicos G0/0 u GO/1.

CoxpaHHTe TEKYIIyI0 KOHQUrypamnuo B ¢aiin 3arpyzounoii koHurypanuu. llar 2. Hacrpoiite

ABA KOMMYTATOPA JOKAJILHOI CeTH KIHEeHTa.
Hactpoiite IP-anpeca Ha uaTepdeiice VLAN 1 Ha AByX KOMMyTaTtopax JOKaJIbHOH CeTH KIMEeHTOB. Ha kaxxnom

KOMMYTAaTope HaCTpOﬁTe HUTKO3 110 YMOJTYAaHHIO.

lar 3. Hactpoiite untepdeiice ITK.
Hacrpoiite IP-agpec, Mmacky nojceTy u HaCTpOWKH 1uT03a o ymonuanuio Ha PC-A u PC-b.

Yacrs 3. IIpoBepka ceTH H yCTPaHEeHHE HENOJIA/I0K
B wactu 3 BBI MPOBEpHUTE MOAKIIOYESHIE CETH C TIOMOIIBIO KOMaHIBI Ping.

a. IIposepste, MoxeT i1 PC-A yCTaHOBHTH CBSI3b CO CBOMM IIUTIO30M I10 yModaHuio. [lomyden mu otBet?

b. TIpoeepsre, MoxeT u PC-A ycTaHOBHTB CBSI3b CO CBOMM IIUTIO30M MO YMOMYaHUi0. [1oaydeH Jiu oTBeT?

c. Omnpenenure, moxeT 11 PC-A B3aumopeiictsoats ¢ PC-B. Brl nomyunnu otser?

Ecnu BBl OTBETHSIM OTpHIIATENIHLHO Ha JIO0OW W3 3aJaHHBIX BBIIIE BONPOCOB, BEPHUTECHh HA3aJ W MPOBEPHTE
BBeJicHHBIE [P-anpeca m Macku mojceTH, a Takxke yOeAWTeCh B TOM, YTO IIDTFO3BI Mo ymondanuto PC-A u PC-B
MPaBHIILHO HACTPOCHBI.
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Packet Tracer. Cuenapuii pa3iejieHusi Ha MOACETH




Tabauua agpecaumu

lnro03 no

YcrpoiicTBo Hurepdeiic IP-anpec Macka noacern YMOJTYAHUIO
R1 G0/0

G0/1

S0/0/0
R2 G0/0

G0/1

S0/0/0
S1 VLAN 1
S2 VLAN 1
S3 VLAN 1
S4 VLAN 1
PC1 NIC
PC2 NIC
PC3 NIC
PC4 NIC

3apaum

Yacrs 1. Pa3zpadorka cxemsl IP-agpecanun
Yacrp 2. HazHaueHnue ceTeBbIM ycTpoiicTBam IP-aipecoB 1 mpoBepka moaK/II0YeHUsI

Cuenapui
B aToM ympakHeHWH BaM TpefocTaBisieTcs ceteBod aapec 192.168.100.0/24 mis moaceTH, W BBl JOJDKHBI
coctaBuTh cxemy IP-agpecannu cetn, m3obpaxennoi B Packet Tracer. s kaxxnoit nokanbHoit cetn (LAN) B

ceTH TpedyeTcs Mo KpaitHeit mepe, 25 aapecoB AJisi OKOHEYHBIX YCTPOHCTB, KOMMYTaTOpa M MapIIpyTH3aTopa.

Jia coenuuenmns Mexay MaprmpyrtuzatopamMu R1 n R2 motpebyetcs mo omHomy [P-aapecy Ha kKaaoM KOHIIE

KaHaJa.




HNHcTpykuuu

Yacts 1. Pazpadorka cxemsl IP-agpecanun
lar 1. Pa36eiite ceTb 192.168.100.0/24 Ha Hy:KHOe KOJIMYeCTBO MOceTe.

oo oe

CKOJIBKO B pe3yJIbTaTe 3TOTO CO3AACTCS MOICeTer?

CKOJBKO TIpH 3TOM B Ka)KI0U TOACETH OyIeT JOCTYITHO y3IIOB?

CkonbKo IoTpeOyeTcst HoACeTel B COOTBETCTBHH C UMEIOLIEHCS TONOJIOTHEH ?

CKOJIBKO OUT HGOGXO,HI/IMO 3aUMCTBOBATH JIA NMOAACPIKKN HCCKOJIBKUX MOJICETEH B Ta6nnue TONOJIOTUN?

HpI/IMeanne. Ecnu Bam otBeT — MeHee 25 ¥y3J10B, 3HA4YUT, BbI [IO3aUMCTBOBAJIA CJIMIIKOM MHOI'O owur.

e. PaccuuraiiTe 1BOMYHOE 3HAUCHUE JJIS TNEPBLIX MATH MOJICETEH. HepBLIe JABC IIOACCTH ObLIH CO3JIaHbI 411 Bac.

Moacers | CeTeBoii anpec bur 7 Bbur 6 bur 5 burt 4 bur 3 bur 2 bur 1 but 0
0 192.168.100. 0 0 0 0 0 0 0 0
1 192.168.100. 0 0 1 0 0 0 0 0
2 192.168.100.
3 192.168.100.
4 192.168.100.
f.  Paccuuraiite ABOMYHOE U JECATUIHOE 3HAYCHHE HOBOH MaCKH IOJICETH.
IlepBbIii Bropoii Tpertuit Mack | Mack | Mack | Mack | Mack | Mack | Mack | Mack
OKTeT Oxrer OKTeT abur (aoOur |abur |adur |adur | abur | a0Our | adur
7 6 5 4 3 2 1 0
11111111 11111111 11111111
IlepBbIii Bropoii Tperuii
JECATUYHBI | JeCATHYHBI | AeCATHYHBI
H OKTeT H OKTeT i OKTeT YerBepThli AeCATHYHBINA OKTET
255. 255. 255,

0. 3anonunute Tabauiy moacereii, mepeurcInB AeCITUUHBIC 3HAUSHUS BCEX JOCTYIHBIX MOACETEH, IEPBLIN U

MOCJIEAHUM UCIIONIB3YEMBIH aipec XOCTa U ajgpec TpaHcisinuu. 11oBTopsiite 3T AEHCTBUA 10 TEX 0P, IIOKA
BCE ajipeca He OyIyT BHECEHBI B CITHCOK.

[Tpumedanue. Bo3MosKkHO, HOTpedyeTcs 3alI0JHATE He Bee cTpoku. Tadanna

nojceTe
IlepBbIit Iocaexnuit

Homep HCII0JIb3YyeMblIil MCI0JIb3yeMblil IInpoxoBemareabH
NO/ICeTH Anpec moaceru ajapec y3Jjia ajapec y3jia blii ajpec
0
1
2
3
4
5
6
7
8
9
10

Illar 2. HazHaybTe MOACETH IJISI CETH, MIOKA3AHHOI B TOIOJIOT WM.

a. Hasnmaubre nopacers
Mapmpytuzatopa R1
b. Hasmauste mOmCETH
Mapmpytu3atopa R1
C. HasnaupTe mnoncerb
Mapmpytuzatopa R2

0 noxamsHo#t cetn (LAN), noakmouenHoil k wunTepdeiicy GigabitEthernet 0/0
:192.168.100.0 /27
1 nmoxanpHOW cetn (LAN), moakmiouenHod k wuHTepdeiicy GigabitEthernet 0/1
: 192.168.100.32 /27
2 nokameHOU cetn (LAN), moxakmroueHHOW k wuHTepdeiicy GigabitEthernet 0/0
: 192.168.100.64 /27




d. Hasmaubre moncers 3 nokanbHOM cetu (LAN), moaxmoueHHo#t k wunrepdeiicy GigabitEthernet 0/1
mapipytusaropa R2: 192.168.100.96 /27
e. Hasnaubte moacets 4 kanamy WAN mexay mapupytuzatopamud R1 u R2: 192.168.100.128 /27 Illar 3.
3amoKyMeHTHpYiiTe cXeMy aJipecaluu.
3anoHUTE TAOJINIY aApecanin, UCTIOJb3Ys CIeIyIOIINe PEKOMEHAAIIH.
a. Hasnaubre mepBble ucnonbs3yemsle [P-anpeca Ha kakayro mojacets Mapmpyrtusaropa R1 st nByx kanaios
nokaibHO# cetn (LAN) n oqHoro kaHama WAN.
b. HasuaubTe mepBble Hcmonb3yemble IP-agpeca Ha KaxIyro MOACETh MapiipyTu3atopa R2 s KaHanoB
nokanpHO# cetn (LAN). [Tocnennuit u3 ncnonp3yemsix [P-aapeco HazHausTe KaHaTy WAN.
c. Hasnaupre KOMMyTaTOpaM BTOpPOH HCIONIB3yeMbIi [P-anpec B HOAKIIIOUEHHBIX MOJCETSIX.
d. HasnaupTe nocneaHue KCHoib3yeMbie [P-aapeca KOMIBIOTEPaM B KaXI0# MOACETH.
Yacrtp 2. Haznauenue IP-agpecoB ceTeBbIM yCTPOIicTBaM U NPOBEPKa MOAKIIOYEHUS
OcHoBHas 4acTe mapaMmeTpoB [P-ampecarm ans maHHOW ceT ye HacTpoeHa. J[Jis 3aBepIleHHs HacTPOHKH
aJipecalyy BHIIIOJHUTE clieayromue mard. JJunamudeckas mapupyruzaust EIGRP yxe nHactpoena mexxny R1 u
R2.
Hlar 1. Hacrpoiite unTepdeiicol JokanbHoil cetu R1.
a. Hacrpoiite 06a unTepdeiica TOKaNbHOM CETH C aapecaMu U3 TaOIHIbI afpecanuu.
b. Hacrpoiite nHTEphEHcH TAKUM 00pa3oM, YTOOBI Y3IIbI JOKAJIBHBIX CETEH HMENHU MOJKIIYCHNE K NIT03Y M0
YMOTYAHHIO.
Hlar 2. Hacrpoiika IP-aapecauuio na S3.
a. Hacrpoiire narepdetic VLAN1 kommyTaTopa ¢ aapecamnuei.
b. Hactpoiite kommyTaTOp ¢ aapecom 1uto3a o ymonuanuto. llar 3. Hacrpoiika PC4.
Hacrpoiite na PC4 agpec y3na u numo3 no ymonuyanuto. Ilar
4. ITIpoBepbTe MOIKJIIOYEHHE.
[NoxxmodeHne MOXXHO POBEPHUTH TOIBKO MEXIYy MapuipytusaropoM R1, komMmyratopoM S3 1 KOMITBIOTEPOM
PC4. Tlpu >TOM HEOOXOAMMO OTIPABILITH 3X0-3amMpoc Ha Kaxnwlit [P-aapec, mepeuncrnennsiii B Tadaume
aJgpecanmu.
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