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1. Ifacnopr orleHoqHl,rx MareprraJroB rro ArrcqurrJrrrHe

2. Buarr u xapaKTeprrcrr{Ka orleHoqHbrx cpeAcrB
Vcrnrrfi orrpoc [poBoAr,rrcf, rro reoperuqecKoMy Marepr.rany. [ls noAroroBKu Heo6xo4uuo

upopa6orarb neKIII4ro u [potrurarb peKoMeHA]eMy'rs nr{reparypy rro reMe. Ycrnrrfi onpoc Moxer
rIpoBoII{Tbcx n (foprr,re v:r^4r4Bvrp_yaJlbHofo co6ece4onanvs. vtrv co6eceAoeanlrs. B MaJrbrx rpymrax [o
BorrpocaM.

[u$$epenqupoBaHHrrfi ga.rer npoBolr{rc-a n (foprr,re co6eceAonallrfl. rro 6zrerarrr c 3apaHee
paclpeAen0nnrmra BonpocaMrz. Co6eceloBaHlre r.rMeer rlenbro BburBJreHrre ypoBur ocBoeHut
AIrcqpIrIJIIrHbI, xapaKTepl,I3yrorlero glnankrfl. o6yuaroulerocx B coorBercrBnur c onpeAeneHHbrMrl
KOMITeTeHIILIfl}lt4.

3. OqeHoqHbre cpeAcrBa
Ilpuruepu cpeAcrB AJrfl rrpoBeAeHuq reKyrrlero KoHTpoJrfl
3.1. Vcrur,rfi onpoc
flpono4zrcfl no reoperlrqecKoMy Marepr{any. iltrs rroAroroBKz neo6xo,qr,rMo rrpopa6oram

IeKIILIT v npoqr4Tarb peKoMeHAyeMyIo nr{Teparypy rro reMe. Ycrurrfi orrpoc Moxer npoBoArrr},cr B

(foprr,re vHrkrBvr4yurbHoro co6ece4oeaHrrsvrrv co6eceAonaru4s B Marbrx rpynnax no BorrpocaM.
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3aIIIIITbI BHe 3aBI4CI{MOCTUI OT

o6racrv ux (f ynrcqnoHr.rpoBaHr{r;

IIK-9 - cnoco6socrb K co3naHr4ro

HOBbTX r4 COBeprleHCTBOBaHr4ro

cyqecrByrorqux lro4enefi u
MeroAoB oTIeHKLI s(p (f errznnocru
clrcreM (rcolrnrexcon) o6ecnetreHr4f,
nn(f opuaquonnofi 6esonacnocru
o6rerron 3aulrrrbr BHe

3aBl,rcr,rMocrr,r or o6nacrr,r zx
(f ynxqzonupoBaHrrs;
IIK-14 - roroBHocrb K npoBeAeHprro

KOMrrJreKCHbrX rrccJre,4oeaHr,rfi

HaytrHbrx r.,r rexHrrrrecxux npo6lelr
c fIpI{MeHeHI,IeM MaTeMaTI4rIeCKOf O

MOAenIZpOB AHVIfl, BbIr{UCr[TeJIbHOf O

gKorrepr.rMeH'r a v [porp aMMHr,rx

cpeAcrB.

Ycrnufi orpoc.
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Ilpuruep.
Co6eceAonaHze rro reue 1 . KtaccuQuKaqut yepo3 uuQopuarluouuoil desonacuocmu.

1. [afire onpeAeneHlae un(poprraalluouuoft 6egonaurocur.
2. Hasosrre MoAenrr yrpo3 r,r oxapaKTeprzsyfire aHTponoreHHr,Ie BI{AsI yrpo3.
3. Onuuu,rre MoAenb Hapymr{Tens: olpeAeneHrre xaKepcrea. I{eru pr3a4a'ur4 xaKepa.

3.2. [uQQepeurlrrpoBanurrfi 3aqer

flz$Qepenquponannufi 3aqer rrpoBoAlrrcr rro 6uterarrr, coAepxarqlzM tlo 2 nonpoca
(reopela ue crcnfi w npnxna4H ofi ).

Teop eruuecKr4e B o np o crr Q oprtyrupylorc.t rlo reMarLIKe lexqufi .

flpnrna4nrre Borrpocbr cBs3aHbr c coorBercrByrcIql,IMl,I TeoperI,IqecKkIMkI I,I ocHoBaHbI Ha

Marepr4ane [paKTr,rqecKr.rx 3aHrrr{fi no Ar,rcqnrrJrr,rHe r{ Ar4ccepralluoHHoro I4ccJIeAoBaHr4s, acnupauTa.
Oqeruca ( orJrr{qH o>> craBl{Tc;{ npu co6nro [en:ruir cneAyrouux yclonufi :

fpaMorHoe r,r npaBrlnr,Hoe rlcrroJrb3oBaHrre B orBerax cnequanbHofi n o6utenayunofi
TepMrirHononar{;

6egouu6oqHoe BJraAeHr4e Karefopr4aJrbnbrM arl[aparoM HayqHoro HarlpaBneHn{;
yMeHr.re o6ognaqrarb ocHoBHbre upo6rerurr c(foprvryru{poBauHblx s 6urerax BonpocoB;

6egouru6o.rHoe 3HaHr.re Sarrzuecrofo Marepr4ana;

yMeHr{e cBs3arr, orBer Ha Bonpoc c reuofi I[ccepraIILIoHHoro krccne4oBalr^vls;

JIO|TIqHOCTb, CBq3HOCTb OTBeTa.

OrleHrca <<xopomo)> craBLITct upu co6ruoneHLrlr cneAylouux yclonufi:
rpaMorHoe rrcrroJrb3oBaHr{e B orBerax clerlr4anbHofi u o6uenayvuoft TepMI,IHoJIorI4LI,

npo 6reuno e r,r3 Jro )r(eHr4e orB eroB na cQ oprrayJIpIpoBaHHLIe e 6LUIerax B orlpocbl;

orAeJrbHbre ouru 6rz rrprl t43 Jror(enzu $ axruqecKoro Mur epvana;
yMeHr,re cB.f,3arb orBer Ha Borrpoc c reuofi Ar.rcceprarlr{oHHoro vccne4oBanvrfl;

JIO|I{IIHOCTb, CB'3HOCTb OTBera.

Oqenra <{FAoBJIerBoplrreJrbHo>> craBLITct 3a:

HeAocraroqHoe r.rcrroJrb3oBaHr.re B orBerax cneuuamnoft vr o6qenay+rofi
TepMrrHonofuu;

HeAO CTaTOTTHO e B JraAeHr{e KaTef Opr,raJrbHbrM arllapaToM oTp acnl{ HayKI,I ;

yMeHr4e o6ognaqnrb roJrbKo oAHy r43 npo6neu, cSoprrnynupoBaHHbx s 6urerax
BOrrpocoB;

ouu6ru [prr lr3no)Kennz Q aruqecKoro Ma'r epvuru;
HapyIxeHI,Ie norutlHocTt4 LI cBjI3 Ho cTI,I oTB eTa.

OrIeHxa (<HeyAoBJrerBoplrreJlr,Ho)> craBI,IT cs, 3a'.

orcyrcrBr,re B orBerax neo6xo4zlrofi cneqzamnofi u o6qenayunofi reprrlunonorr{l4;

orlrcareJrbnoe r,r3JroxeHlre orBeroB na c$oprraynl4poBaHHble s 6urerax Borlpocbl,

HeyM eHlre o 6 osHaqurb pI rr3 JIo xo{m np o 6lerrar,I ;

rpy6ue omu6r<u flpu LI3no]KeHIaIa QarruqecKoro Marepl{ana;

HeyMeHr4e cBr3arb orBer Ha Borrpoc c relroft Ar4cceprarlrloHuoro uccneAoBaHl,Is;

HapylreHr{e JIorI4qH O CTIr, CB.'I3 HO CTIr OTBeTa.

Bonpocrr K guQSepeHIIIrpoBaHHoMy 3arlery
1) OnpeaeireHr.re unSopMarlrroHHofi 6egonaurocru (IrIB). Oupe4enenue ron$z4eHurraJlbnocrla,

rleJlocrHocrr4 r.r AocryrrHocrr4. OcnoeHrre noAXoAbI K o6ecne.Ienuro IrIB.

2) OnpeaeJreHr.re ((yr3Br{Mocrr4), (yrpo3br), (araKrr)) rr (oKcrrrofira>. MoAelIa yrpo3 LI BI,IArI

yrpo3 (anrponoreHHbre, TexHofeHHrte, ctnxufiHble I.Icrotlnurcu yrpos).
3) Mo4enr Hapyurrrens: olpeAeneHrze xaKepcrna. I-{eru usa4aqkr xaKepa. <<Belrre>>, (cepble) n

(qepHble) xaKepbr. Coq[amnas rrHxeHepr{r: olpeAeneHl,Ie, 3aAaqu, [pI4MepbI rIpI,IMeHeHvrs. I.ns.

HapyureHrzr xon$uleuqrraJrbHocrr.r, rleJrocrHo crpr v AocryrlHocrra I,IH$oprraa\w.
4) Ouronnbre MexaHugrurr o6ecueqeHr,rr tr48: lrAenruSurcaryut, ayrenru$uKa\Lrfl' aBTopr43allut,

ay4rrr.



5) llapomuue cLIcreMbI ayreHrr,r(furaqura. Crofirocrs raponbHbrx crrcreM ayreurn(fuKarllru.
Bsaul\luas npoBepKa TToAJIHHHocrr{ rroJrb3oBarerefi zH(popvraquonHofi cr{creMbr.

6) Brzouerpl{rrecKlle cr4creMbr ayrenru$uKarluu. Ocnoenr,re MeroAbr B3JroMa 6raouerpuuecKr{x
clrcreM ayrenra(f nKarlurr.

7) Ouroeuble MoAeJII4 pinfpaHlrqeHr4{ rrpaB Aocryna: Ar.rcKperlllon:oas, v'aH1arnafl. H poneBa.s

MOAenr{ AOCTyna.
8) Kpzurorpa(fuuecxafl 3aIrII{ra un$oprrraqrrr{: orpeAeJreHr{e mr.r(fponanr4s, paarrr4(fponauur,

4enru(fpon aHLrs' Kprlnrorpa(fuvecroro KJrroqa, xeilrr4poBaHrar zn(poprvr arfr4u.
9) Cuuvrerpuunoe v acuMMerpur{Hoe uru$ponanze. llprarraeprr crzMMerpr4qHoro u

acl{MMerplirrHofo uruQponanzx: mu(fp Br,rNenepa, anropvrM RSA.
10) 3nexrpoHuo-quQpoBas roAnncr (3I{[): orpeAerrenue 3I{lI, cxeMa 3II[, orpeAeneHrre

ceprr,I(pur<ara orKpblrofo KJIroqa, yAocroBeprrculefo ueHrpa. Zn$pacrpyKrypa orKpbrrbrx xffo.refi
(PKr).

11) KoaupoBaHr,Ie uu$opruaqrr,r KaK cpeAcrBo o6ecue.reHr4fl rlenocrnocrrr ran(fopnaquu.
flpuuepu anropr4TMoB KoArpoBaHr4s.

12) Crerauorpa$zr KaK oAIrH Ias cloco6og o6ecne.renux ronQuAeHrlr.raJrbHocrr4 r.r qenocrHocrr.r
un(foplraquz.

13) @opnanrHble MoAenr 6esouacHocrr4 uH(fopvaqrroHHbrx cr4creM (IrIC): o6o6ulennrre
MoAenr,I clrcreM 3arqr4Tbr I,IC; nepoxrHocrHbre MoAenr{ crrcreM 3arqrrrbr zn(fopuaquu LIC; MoAenrur

6esouacHocru I4C, nocrpoeHHble c rrcloJrb3oBaHrreM Teopr{rr rpa$oe; MoAenr4 6esonacHoc'ru LIC,
no cTpoeHHbre c ficrro Jrb3 oB aHr,reM Teopurr aBToMaToB.

14) 3ranonubre'MoAenLr B3alrMoAeircrnns. orKpbrrbrx l4C:TCPIIP N OSI. Crpyrrypa uoAenefi.
YssslrN{ocrz KaHaJrbHoro ypoBHs.

15) 3ranouurre MoAenr{ nsaurvro4eficrBvrs. orKpbrrbrx VIC:TCPIIP z OSL Crpyrcrypa uoAenefi.
YsseuMocrn cereBoro ypoBHr.

16) 3ranonHbre MoAeJrr4 B3alrMoAefi,creux orKpbrrbrx IrIC: TCP/IP u OSI. Crpyxrypa uoAenefi.
Y.ssnur4ocul TpaHcnoprHoro ypoBHr.

17) 3ranoHHbre MoAenrr B3ar,rMoAeircrsus. orKpbrrbrx WC:TCPIIP u OSI. Crpyxrypa uo4erefi.
Y.sgnur\4ocu{ rrprrKJraAHoro ypoBHfl .

18) HopnaarzsHrrfi rroAXoA n o6ecne.renuuVlB.llorurrara 6e:onacrocrz (lIE), uoAerl fIB.
OpanNenax KHr{ra, KJraccbr 6esonacHo cru LTC.

19) Acnerrrr 3arqr4Tbr r,rHTeJrJreKTyanrnofi co6creeHHocrz. llpo6nerr,mr (rrl{parcrBa).
PenepcunHrrfi zn>r<unuprrHf (o6parHoe [poeKTrrponaHrae): rleJrkt, sap:a'uur, ocHoBHbre MeroAbL

20) Anropvru orIeHKLr vr a:ouwr3a prrcKoB 6esonacHocru VIC. Vnpauenue pHcKaMLI

6esonacHocruWC.
21) TexuravecKr4e KaHaJrbr yreqKr4 raH$oprr,raqvv: aKycrkrqecrcrafi u nu6poaxycrrzqecKr.Ifi KaHzrnEI;

orrrr.rqecKrrfi rcaHal yrer{Ku; gneKTpoMarnvrnrrfi KaHaJr yreqKu uu$oprraqrau, |I3MI4H; uarepuamnrrft
KaHan yrer{Ku ranQoprraaqrzpr. OcnonHbre cloco6u sarqurrr or yreqKIl.

22) Opraurr3arluoHHbre, TexHzqecKr,re r4 pexr{MHbre Mepr,r o6ecneqenur un(fopuaqzonnofi
6esouacuocrn zn(f opuauuoHHbx cr4creM.

23) Onpe4erenze (Br4pyca>. Crpyxrypa (Br.rpycD. llprznqr,ru pa6orrt aHrllBrrpycHbrx
rlporpaMM. O6$ycrcarlnx (sauyruBaHrre rpofpaMMHoro rco4a) ra 4eo6$ycKarJvrs..

24) Araxarr.rra (orKa3 n o6cryxzBaHrzr4)): DoS, DDoS.llpunqun [ocrpoeHrrs (3oM6r,r)-cerefi,

ocHoBHbIe rJenh utaKLr. ,{ocryuuocrb KaK oAHo r.r3 KJrroqeBbfx ceoficre zn(popuaquu.


