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Brenenne

JuctumumHa «KoMIbIOTEpHBIE CETH» HMEET LENbI0 H3JI0KCHHE HCTOPHM DPAa3BUTHA MHPOBOM W
OTEYECTBEHHOW MbICIM B OOJIaCTH KOMMYHHKAIHWil, a Takke HCTOPHM 3alIUTHl MH(pOpMamuum B CPENCTBAX
KOMMYHUKAIIWH.

3amaun Kypca - H3ydeHHe:
- OCHOBHBIX 3TallOB HCTOPUH PAa3BUTHA KOMMYHHUKANUI TEPMHUHOJIOT U,
- HICTOPHUH aHAIOTOBOM KOMMYHHUKAILIUH;
- HICTOPHUH ¥ TEHJCHIMH PA3BUTHS HU(PPOBBIX KOMMYHHKAIHH;
- OCHOBHBIX TEXHOJIOT'MH IIM(PPOBBIX KOMMYHHKALIUI U UX 3aIIHIIEHHOCTh

B pe3symnbraTe 00y4eHUs CTYICHTHI JOJDKHBI:

- 3HAaTh CBOMCTBA WH(POPMALINH, [TOIICKAIIIE 3aKPHITHIO;

-3HATh JTambl pPa3BUTHA CPEACTB M TEXHOJOTMH KOMMYHHKALUH, WCTOPHIO pa3BUTHI HHPOPMAIMOHHOTO
npoTtuBobopcTBa B Poccnn u mupe

-3HaTh OCHOBHBIC TEXHOJIOTHH Iepeadn MUPpoBOr HHPOpMAITHH;

-3HaTh HAa3HAYCHHE OCHOBHBIX YCTPOMCTB (MapHIpyTH3aTOPOB, KOMMYTAaTOPOB) OOECICUMBAIOIINX IEpenady

U poBoi MHGOPMAITHH.

- 3HaTh OCHOBHBIC CTaHAAPTHI, HCHOJB3yeMBbIC MpH Mepemade ImdpoBoil mHGOpMAanuu;, - 3HaTh OCHOBHBIC
TEXHOJIOTHH 3alIUTH HHPOPMAIIHH.

- OPHEHTHPOBAThCSI B MCTOPUH TEXHOJOTHI Tepeaadn HHPOpMAIHK, METOIaX 3allUThl HH)OpPMAIHU B KOHTEKCTE
HCTOPUYECKOT'O Pa3BUTHSI.

- co3aBaTh U HacTpauBaTb LAN ceTH.

- co3maBarth, Oe3omnacHoe noakmoueane LAN k MHTepHeT.
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Packet Tracer. HaBuramus nmo 10S
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Yacrse 1. CozpaHue 0CHOBHBIX NOAK/II0YEHUH, 10cTyl K HHTepdelicy komanaHoii crpoku (CLI) u
U3yYeHHe CIPaBKU
Yacrs 2. Uzyuenne pexnmoB EXEC
Yacrse 3. Hacrpoiika yacos
OO0uue cBeeHUs U cleHapHii
B sTOM ynpakHeHHWHM BBl CMOXETE Ha IPAKTHKE OTPabOTaTh HABBIKM, HEOOXOAMMBIC U HABUTAIMH IIO

omnepanuonHoil cucteme Cisco 10S, BkIIOYas pa3nU4HbIC MOJIb30BATEIBCKUE PEXUMBI JIOCTYIA, BCEBO3MOXKHBIE

PEeKUMBI KOHUTYpALIUK, a TAK)Ke HanboJiee pacpoCTpaHEeHHbIe KOMaH/Ibl, HCIIOJIb3yeMble peryisipHo. Kpome toro,

BEI ITopaboTaeTe ¢ KOHTEKCTHOH CIIpaBKO MpH HacTpoiike komaHas! clock. MHeTpykuun

Yacrse 1. Co3paHue 0CHOBHBIX NOAKJIIOYEHUH, 10CcTYNl K HHTep(deiicy komanaHoiil ctpoku (CLI) u usyyenue

CHpPaBKH

Hlar 1. Hoaxawouure PC1 k S1 ¢ noMoIIbI0 KOHCOJILHOI0 KadeJId.

a.

Haxwure 3na90k Connections (IToakmoueHus) (B BUIe MOJHHUH) B JICBOM HIDKHEM yriry okHa Packet
Tracer.

Beibepure cBeTsio-royiy0oi KOHCONBHBIN Kabelb, MIEJIKHYB 110 HEMY. YKa3zaTellb MBIIIH IIPUMET BUJL
pa3beMa CO CBUCAIOLIUM KOHIIOM KabeJsl.

Haxwure PC1. B okre Oyzer mokasaH BapwaHT ais nogkmodeHus RS-232. Tloakmounte Kadbemb K
nopty RS-232.

[Neperamnure APyroi KOHEI[ KOHCOJBHOTO TOAKIIOUYCHHS K KOMMYTaTopy S1 M IIEJIKHUTE KOMMYTATOP,
YTOOBI OTKPBITH CIIMUCOK MOAKITIOYCHHUT.

Bri6epure nopt Console (KoHcomnbHBII), 4T00B 3aBepmnTh noakroueHue. Ilar 2. YeranoBure ceanc
auajora ¢ kommyraropom S1.

Haxwure PC1 u otkpoiite Bknanky Desktop (PaGounii cro).

Haxwvure 3Hauok mnpmmoxeHus Terminal (Tepmmnuanm). I[IpoBeppTe mNpaBUIIBHOCTH MapaMETPOB
KOH(UTypanuu IMopToB, 3aJJaHHBIX 110 YMOTYAHHIO.

KakoBo 3HaueHHe mapamerpa B OuTax B cCeKyHay? C.
Haxwmure OK.

d.

B mosiBuBImIEMCS OKHE MOXKET OTOOpakaThCs HECKOIBKO cOOOIIeHWd. B OKHE TOMKHO TOSIBUTHCS
coobmenne Press RETURN to get started! (Haxvure BO3BPAT, urto0sr HauaTs paboTy). Haxmmure
KJIaBUIIYy BBOJA.

Kakoe MPpUTIalICHUC TTOABJISICTCS HA 3KpaHe?

IIar

3. U3yuure cnpaBky no 10S.

a.

B IOS poctynHa cmpaBka 1Mo KOMaHAaM B 3aBHCHMOCTH OT ypPOBHSA paboTel. B maHHBIT MOMEHT
orobpaxkaercs npurnamenne User EXEC (ITonb3oBatensckuii pesxkxum EXEC), u ycTpoicTBO 0KHIaeT
BBOJa KoMaHbl. CaMblil IPOCTOI CIOco0 BBI30BA CIIPABKM — BBECTH BOIPOCUTENBHBIN 3HaK (?) B
KOMaH/IHOHM CTPOKE, YTOOBI MOJTyYUTh CIIMCOK KOMaH].



S1>?
Kakasa KOMaHJa HAUHUHACTCH C 6yKBI>I «C»?

b. B xoMmaHIHOH CTpOKe BBeIUTE t C BOIPOCUTEIBHBIM 3HAKOM B KOHIIE (?).
S1> t?

Kakne oroOpaxaroTcs KoMaHIb1?

B xomaHzHOH cTpoKe BBEAUTE te ¢ BONIPOCUTEIHHBIM 3HAKOM B KOHIIE (?).
S1> te?

Kakwne oroOpaxkaroTcs KoMaHIb1?
CropaBka Takoro BHJa Ha3bIBACTCSI KOHTEKCTHOH. UeMm mompoOHee BBOISTCS KOMaHABL, TeM OombIie
CBEJICHUI MOXET MpenocTaBUTh cripaBka. Yacthb 2. U3yyenue pesxkumo EXEC
B yactu 2 sToro ympaxHeHHs Bbl NEPEKIIOUYUTECh B INpuBUierupoBaHHbld pexum EXEC u BblmonHHTE
JIOTIOJTHUTENbHBIE KOMaH/bL.
Ilar 1. BoiinuTe B npuBniernposanubiii pe:xxum EXEC.

a. B xoMaHIHOI CTpOKE BBEIUTE BONPOCUTEIHHEIH 3HAK (?).
S1>?

Kaxue 13 moka3aHHbBIX TaHHBIX ONMCHIBAIOT KOMaH1y enable?
b. Beemure en u Hasxkmute knasuiry TAB. S1> en<Tab>
Yro oTobpaxkaeTcs mocie Haxatus kiasuimua TAB?

OTo Ha3bpIBaeTCs 3aBeplIeHHEM KOMaHJIbl (WM 3aBepllieHHe HakaTHeM KiaBumu TAB). Beens uacts
KOMaH/Ibl, MOXKHO HakaTh KiaBuiny TAB u 3aBepmmnTh YacTHYHBIA BBOX 3TOH KOMaH/bl. Ecin BBeAeHHBIX
CHMBOJIOB JIOCTATOYHO Ul YHUKAJILHOTO ONpE/eNICHNs KOMaH/Ibl (HalpuMep, Kak B cly4ae ¢ KOMaHIOH
enable), ocTaBmasicst 4acTb Oy/IeT BBEJIeHa aBTOMATHUECKH.

Uro mpowusoiinet, eciu Beectu te<Tab> B komanHOI cTpoke?

Cc. Baeaute xomanny enable u HaxxMuUTe KIaBHITY BBOJA.

Kak n3menninace KOMaHaHasa CTpOKa?

d. Bsemure B CTPOKE BONPOCUTENbHBIH 3HaK (?). S1# ?
B nmome3oBarenbekom pesknme EXEC TobKO 0Ha KOMaHIa HAUMHACTCS C OYKBBI «C».

CKOJIBKO KOMaH]I II0Ka3aHO TeTeph, KOT[a BKIFOUeH npuBmierupoBanublii pexxum EXEC? (CoBer. MoxHO
BBECTH «C?», 9TOOBI OTOOPAa3UTh TONBKO KOMaHIBI, HAUMHAIOMMECs ¢ OykBol «c».) Illar 2. BoiimuTe B peskum
ri100anbHOM HacTPOIKH.

a. B mpusmnernposanHom pexxume EXEC onna n3 komana, HauMHArOIUXCs ¢ OyKBHI «c», — configure.
Benute 160 KOMaHIy MOHOCTHIO, THOO CTOJIBKO CHMBOJIOB, CKOJIBKO OYAET HYKHO JUIS YHHKAJIEHOTO
ompenenenus komaaasl. Haxxmure knasunry <Tab>, aT00B BEITOTHUTE KOMaHAY, M HAXKMUTE KITaBHIITY
BBOJIa. S1# configure

Kakoe nosiBuiiocs coobiienne?

b. Haxwure KnaBuiny BBOjA, YTOOBI NPHUHATEL IApAMETP MO YMOJTYAHHIO, 3aKIFOUYEHHBIH B KBaIpaTHbIE
ckoOku, —[terminal].

Kak n3mennnace KOMaHIHas CTpOKa?

Cc. Takoli pexxuM Ha3bIBaeTCS PEXUMOM TI00aIbHON KoHpurypammu. OH Oymer Ooilee moapoOHO
paccMOTpeH B MOCHEAYIOUIMX YIPAKHEHUSIX M JabOpaTOpHBIX padoTax. A Temepb BEPHUTECh B



npusmiernpoBanusii pexxum EXEC, BBeas xomanny end wim exit nmm6o nHaxas knasumm Ctrl+Z.
S1(config)# exit
S1#

Yaccerp3. Hacrpoiika yacos
Hlar 1. Ucnoan3yiite komanay clock.

a. Hcmomp3yiite komaHay clock, 9To0bI moapoOHEe W3YYUTH CIIPaBKy W CHHTAKCHUC KOMaHABI. BBemunte
show clock B npuBuneruposannom pexxume EXEC.
S1# show clock

Kakas nunpopmarus orodpakena? Kakoit rox oroopakaercsi?

b. HUcmons3yiite KOHTEKCTHYIO crpaBKy u KoMmauay clock, 4ToGbl ycTaHOBHTH TeKyliee Bpems Ha
KommyTarope. Beenute komanny clock n mHaxxmure xnaumry BBoga. S1# clock<ENTER>
Kakas nuapopmanus otodpaxena?

c. IOS Bepner coobmienne «% Incomplete command». Dto o3Hadaer, uyto 11t komanas! clock Tpedyrorces
JIOTIOJTHUTENbHBIEC TapaMeTphl. B clipaBke MOXKHO MOJIYYHTH JONOJHHUTEIbHbBIE CBEJICHHS, €CIU BBECTU
MOCJIe KOMaH bl IPOOEIT U BOIIPOCHTENbHEIH 3HAK (7).

S1# clock ?

Kakas napopmanus orodpaxena?

d. Hacrpoiite Bpems ¢ momompio koMman sl clock set. IIpogoinkaiiTe BBIIOIHATS KOMaH/Ly TOITAIHO.
S1# clock set ?

Kakas 3anpammBaercst mHGOpMAaIus?

Kakue oToOpassaTcs cBeeH s, €CIM BBECTH TOJIBLKO KoMaHy clock set, He 3ampariiBast ClipaBKy ¢ IOMOIIBIO
BOIIPOCUTENHHOI0 3HaKa?

€. B3sB 3a ocHOBY cBeneHus, 3ampolleHHbIe Tpy oMoy koMaus! clock set ?, BBegure Bpems 15:00 B
24-yacoom (opmarte (15:00:00). [TpoBepbTe, HYXKHBI JIU JONOJIHUTEIbHBIE TapaMeTphl. S1#

clock set 15:00:00 ?

CucTteMa BO3BpAIIAET 3aIpPOC Ha MOTyYCHHUE JOIOTHUTEIBHBIX CBEICHUH.

<1-31> Day of the month MONTH

Month of the year

f. TlompoGyiite yctanosuth naty 31 ssuBaps 2035 1., MCIOAB3Ys 3ANPOLIEHHBIN (popMar. J{Jis STOro MOKeT
MOTPeOOBaTHCS 3aMPOCUTH TONOJTHATENHFHYI0 WHPOPMAIUIO ¢ TIOMOIIBI0 KOHTEKCTHOW crpaBku. 1o
OKOHYaHUWU BbITIONHUTE KoMaHAy show clock, uToOb1 0TOOpa3uTh HACTPOWKY YacoB. B pe3ynbrare Ha
9KpaHe IOJIKHBI 0TOOPa3UThCS CIEAYIOINE JaHHBIE.

S1# show clock

*15:0:4.869 UTC Tue Jan 31 2035

g. Ecam Bamm BBIXOAHBIE JaHHBIE OTJIMYAIOTCS, MONPOOYHTE BBITOIHHUTH CIEAYIOIIYI0 KOMaHay. Sl1#
clock set 15:00:00 31 Jan 2035

Hlar 2. M3y4yuTe 10NMOJHUTENbHbIE KOMAHIHbIE COOOLIEHM.

a.

B CJIyda€ BBOJIa HEMPABUJIIbHBIX UM HETIOJHBIX KOMaH/I, 10S BBIBOJIUT HA OKpaH
pasnuanbie coobmienwus. [Ipomomxkaiite padboTars ¢ komaHao# clock, 9ToOBI U3yUIHUTH
JIOTIOJTHUTETBHBIE COOOIICHNUS, KOTOPBIE MOTYT MOSIBUTHCS B X0JI¢ 00yUeHHsI paboTe
c IOS.

Baeaute crenyronyto komaHay ¥ 3anumuTe coobienue. S1# cl<tab>
Kakue Bo3BpalieHsl JaHHbIE?
S1# clock

Kaxue Bo3BpateHsl JaHHbIE?
S1# clock set 25:00:00
Kaxkue Bo3BpamieHsr qaHHbIE?
S1# clock set 15:00:00 32
Kaxue Bo3BpatieHs! jaHHbIE?
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3amaun
Yacrs 1. [IpoBepka KOHPUrypalnu KOMMYTATOPA 10 YMOJTYAHUIO
Yacrsp 2. HacTpoiika 0CHOBHBIX IapaMeTPOB KOMMYTAaTOpa
Yacrse 3. Hacrpoiika 6annepa MOTD (coo0uienus ansi)
Yacte 4. Coxpanenue ¢aiinos koHpurypanuu B NVRAM
Yacrsb 5. HacTrpoiika kommyTaTopa S2

OO0mue cBeeHus U cLueHapui
B sTOM ynpakHeHuWH Bbl HacTpouTe Oa3oBbIe MapaMeTpbl KOMMYyTaropa. 3areM BaM OyAeT HeoO0XOIUMO
obecrieunTs 0€30MacHOCTh OCTyNa K HHTepdeiicy komanaHoi ctpoku (CLI) 1 mopraM KOHCOJIH C MOMOIIBIO
3amM(POBAHHBIX M TEKCTOBBIX Haposiell. BbI Taxke HayduTeCh HACTPAUBATh COOOLICHUS [UIS TOJIB30BATEINEH,
BBITIOJTHSIONINX BXOJ B CHCTEMY KOMMYTaTopa. DTu OaHHEPHI TaKkKe MPeyNPekKIatoT MOIb30BaTENeH O TOM, UTO
HECaHKUMOHMPOBaHHbIA noctyn 3amperieH. [lpumeuanune. B Packet Tracer, kommyrarop Catalyst 2960
ucnoab3dyer 10S Bepcuu 12.2 mo ymomuanuw. [Ipu HeoOxomumocTu Bepcuro [0S MOXHO OOHOBUTH C
¢aiinooro cepsepa B Tonosioruu Packet Tracer. [Tocie 3Toro koMMyTaTop MOXeT ObITh HACTPOEH Ha 3arpy3Ky
1o Bepcuu [0S 15.0, ecu TpeOyeTcst aTa Bepcus.

HNucrpykuuu

Yacrs 1. IlpoBepka koHurypanuu kommyraropa no ymoiayanuio llar

1. BoiinuTe B npuBuieruposanusiii pexxum EXEC.
IIpuBuneruposannslii pexxum EXEC naet gocTynm Ko BceM KoMaHAaM Kommyrtatopa. Ho mockonbky mMHOrHe
MIPUBUIETHPOBAHHBIE KOMAaHJbl 33/Jal0T pabouyle MapaMeTphl, MPUBMIECTHPOBAHHBIN JOCTYH AOJDKEH OBITh
3aIHIICH TapoJIeM BO U30eKaHNe HECAHKIIMOHUPOBAHHOTO HCIIOIb30BaHUS.
Habop npusmnernpoBanabix koMana EXEC BxiogaeT B ce®s KOMaH/ABI, JOCTYIHBIE B IMOJIH30BATEIbCKOM
pexume EXEC, MHOXECTBO MONONHUTENBHBIX KOMaHA HW KoMaHay configure, ¢ mOMOIIBIO KOTOPOH
obecrieuynBaeTcs AOCTYI K peKUMaM KOH(UTypayu.
a. Illenknute S1 n otkpoiite Bknaaky CLI. Haxwmure knaBuiry BBoja.
b. Ilepeiinute B mpuBmiernposanusiid pexnM EXEC, BemomHIB KOMaHy enable.

Switch> enable
Switch# OOparute BHUMaHHE, YTO KOMaHJHAs CTPOKAa M3MEHMJIACh, YKa3blBas Ha NMPUBHICTHPOBAHHBINA
pexxum EXEC. Hlar 2. U3yuynTe TeKyIy0 KOHGUTypanHI0 KOMMYTaTopa.
Bsenute komangy show running-config.
Switch# show running-config
OTBeThTE HA CIIEIYIOIINE BOIPOCHI:
Ckonbko y komMmyTaTopa uatepgeiicoB Fast Ethernet?
Ckonbko y KoMMmyTatopa unrepdeiicos Gigabit Ethernet?
KakoB nuamna3oH 3HaueHUH, 0TOOpa)KaeMbIX B VEy-JIMHUAX?



Kaxkas komanma otoOpaxaeT TekyIiee coaepkumoe daHepronezasucumoro O3Y (NVRAM)?

[Touemy KOMMyTaTOp OTBeYaeT coodmeHneM startup-config is not present? Hacrsb 2. Hactpoiika

OCHOBHBIX napamerpos kommyraropa Illar 1. Ilpucsoiite koMmMyTaTopy UMms.
Jis HacTpoWKHM TapamMeTpoB KOMMYTAaTopa, BO3MOXKHO, IMOTPEOyeTCs MEepeKIoYaTbCs MEXIy pPeKUMaMU
HacTpoiiku. OOparuTe BHUMaHHWE, KaKk M3MEHSETCS KOMaHAHAs CTPOKa IIPH IEpexoje Mo pasjeiaM MEHIO
KOMMYTaTopa.

Switch# configure terminal
Switch(config)# hostname S1
S1(config)# exit

S1#

lar 2. O6ecneubTe 6€30MACHBIN JOCTYN K KOHCOJIH.
Jlis 6e3omacHOro JOCTyMma K KOHCOJM mepedante B pekuM config-line U yCcTaHOBUTE AJIsi KOHCOJH MAapOJib
letmein.

S1#

S1# configure terminal

BBenure mocTpoyHo KomMaH/ibl HacTpoiku. B konue Haxxmure CNTL/Z.
S1(config)# line console 0

S1(config-line)# password letmein

S1(config-line)# login

S1(config-line)# exit

S1(config)# exit

%SYS-5-CONFIG_I: Configured from console by console

st wero Hy»xHa komana login? Hlar 3.
Yo6eaurech, 4T0 J0CTYN K KOHCOJIH 3aLIUIIEH.
BeliiuTe 13 IPUBUICTHPOBAHHOTO PEXKUMA, YTOOBI YOSIUTHCS, YTO AJISI KOHCOJILHOTO TIOPTA YCTAHOBJICH MapOJib.

S1# exit
Switch conO is now available Press
RETURN to get started.

User Access Verification Password:
S1>

IIpumeuyanue. Eciu koMMyTaTOp He BBIBOAUT 3aIIpOC HA BBOJ ITAPOJIs, 3HAYHUT, BBl HE HACTPOIIIN apameTp login

B 1are 2.

ar 4. O6ecneubTe Ge30NaCHBINH JOCTYN K IPUMBUJIETHPOBAHHOMY Pe:KUMY.
VYcranosure st enable maposs ¢1$¢0. ITOT Maposb OrpaHUYHUBAET TOCTYI K PUBHIIETHPOBAHHOMY PEKUMY.
IMpumeyanue. Cumeoit O B ¢1$c0 — 310 HOJIb, a He 3arjaBHas OykBa «O». IT0 MapoJb OyaeT CYUTATHCS

HEeBEPHBbIM, IOKA BbI He 3amudpyeTe ero B mare 8.

S1> enable

S1# configure terminal

S1(config)# enable password c1$c0

S1(config)# exit

%SY S-5-CONFIG_I: Configured from console by console S1#

Ilar 5. Y0equrtech, 4T0 A0CTYN K NPHBHJIECTHPOBAHHOMY PE:KUMY 3aIUIICH.

a.
b.

BrimonanTe KOMaHay exit emie pas, 9ToOBI BEIATH U3 KOMMYTaTOPA.

Haxxmure <kjaBuIy BBOJA™>, [IOCIJIE YEro BaM OyeT IpeJyIoskeHo BBecTH napoiis. User Access Verification
Password:

[lepBeIii mapoab — 3TO MAapOIIb Ul KOHCOJIH, KOTOPBIA ObLT 3a1aH st line con 0. Beenure aToT naposns,
4yTOOBI BEpHYTHCS B MOJIb30BaTeNbckuii pexxum EXEC.

BBenute komaHIy U1 1OCTYNA K NPUBUIETMPOBAHHOMY PEXUMY.

BBenure BTOpoii Maposib, KOTOPBI OBbLT 3a7aH I OTPaHUYEHUs! JOCTYIAa K IPUBUIETHPOBAHHOMY PEXUMY
EXEC.

[IpoBepbTe KOHHUTYpaLHIO, H3YUUB cofepkumoe (daitna running-configuration:

S1# show running-config

OOparute BHUMaHKE, YTO MAPOJIN AJSI KOHCOJIM M NPHUBWICTHPOBAHHOTO PEXHUMa OTOOPa)KaroTCsl B BHIE

OOBIYHOTO TEKCTa. DTO MOXKET NpeACTaBJIATL YIpO3y 6330HaCHOCTI/I, €CJIN KTO-TO CMOTPUT 4YE€pE3 BallC IJICHO WU



MOJy4aeT JOCTYNl K KOH(HUIypalMOHHBIM (aiiam, xpaHsmmmcs B pesepBHoi komuu. Ilar 6. Hacrtpoiite
3aM(POBaHHBIN NAaPOJIb sl J0CTYNa K NPUBHJIETHPOBAHHOMY PeKHMY.
IMapoas auist enable Hy)XHO 3aMEHUTH Ha HOBBIH 3aIIM(POBAHHBIN MAPOJIb C TOMOIIIBI0 KOMaH/ 6! enable secret.
VYcranoBure A enable secret mapons itsasecret.
S1# config t
S1(config)# enable secret itsasecret
S1(config)# exit
S1#
IIprmmeuanne. IlapoJs enable secret mepe3amuchiBaeT mapojb enable. Ecim mms xkomMmMyTaTopa 3amaHsl 06a
napoJs, Juisi nepexosa B npuBuieruposannblii pesxkum EXEC Hy:KHO BBecTH nmapoJib enable secret.
Ilar 7. Yoeaqutech B TOM, 4TO NMapoJib enable secret 1o0aBJien B ¢aiija kondurypauum.
Beenute komanay show running-config emie pa3, 4ToObI IPOBEPHUTH HOBBIN Iapoiib enable secret.
IIpumeuanue. Komanay show running-config MOKHO COKpPaTHTh 10
S1# show run
Yto oToOpaxkaercs B KauecTBe napoJis enable secret?
ITouemy mapomns enable secret oToOpaxaercs He Tak, Kak OBIIO 3a4aHO?
Hlar 8. 3amm¢pyiiTe napo.au enable u console.
Kak 6p110 BumHO B mare 7, maponb enable secret 3ammdpoBan, a maponu enable u console xpaHsaTcs B Buie
oObryHOTO TekcTa. Celfyac MBI 3amMdpyeM 3TH OTKpBHITBIC MApoidd C IOMOIIBI0O KOMaHIBI service
passwordencryption.
S1# config t
S1(config)# service password-encryption
S1(config)# exit
Ecnm ycTaHOBHTH Ha KOMMYyTaTope NpyrHe NAapoiid, OHH OyZyT XpaHHUThCS B (aiiine KOHQHUTYpalld B BHAE
OOBIYHOTO TEKCTA WM B 3an(poBaHHOM Buze? [laliTe mosicHEHHe.
Yacts 3. Hacrpoiika 6annepa MOTD
ar 1. Hacrpoiite 6annep MOTD (coobmienus aust).
B na6op xomang Cisco IOS BxonuT koMaH/1a, O3BOJIAIONIAS HACTPOUTH COOOIIIEHUE, KOTOpOe OYIyT BUAETH BCE,
KTO BXOJUT B CUCTEMY Ha KOMMYTaTope. JTO COOOIIEeHNEe Ha3bIBaeTCs COO0mEeHneM qHs i 6anHepom MOTD
(message of the day). Texct 6aHHepa HYXKHO 3aKJIIOUYNTH B JIBOWHBIE KABBIYKH MJIM MCIIOJIB30BaTh Pa3JeInTeNb,
OTIUYHBIN OT J1I000T0 cruMBoJia B ctpoke MOTD.
S1# config t
S1(config)# banner motd '"This is a secure system. Authorized Access Only!"
S1(config)# exit
%SYS-5-CONFIG_I: Configured from console by console
S1#
Korna 6yneT otoOpakaTscst 3TOT 6aHHEP?
3aueM Ha BceX KOMMYTaTOpax IOJbKeH ObITh 6arnHep MOTD?
Yacrtb 4. CoxpaHute 1 npoBepbTe daiinbl koHpurypanuu Ha NVRAM.
lar 1. IIpoBepbTe NPaBUILHOCTH KOH(PUIypaLUH ¢ MOMOIIBI0O KOMAaHABI show run.
Coxpannte (ain KoHUTyparuu. Bel 3aBepImim OCHOBHYIO HACTPOHKY KOMMYyTaTopa. Temeph BEBIIOIHUTE
pe3epBHOE KonupoBaHuue ¢aiina koHpurypanun B NVRAM n yGenutech, 4TO BHECEHHbIE H3MEHEHHS HE ObUIN
MOTEPSHBI IIPH Tepe3arpy3Ke CUCTEMbI MM OTKITIOYCHNUH MUTaHMUS.
S1# copy running-config startup-config
Destination filename [startup-config]?[Enter]
Building configuration...
[OK]

KaxkoBa camast KOpoTkasi Bepcrsi KOMaHIbl copy running-config startup-config?
Wzyuure daiin 3arpy304Hoil KOHQUTYpaLUH.
Kakas komanma otoopaxaet couepxxumoe NVRAM?

Bce nu BHECeHHBIE M3MEHEHHsI ObLITH 3aMUcaHbl B (ain?

Yacrs 5. Hactpoiika komMmyTaTtopa S2



Bsl 3aBepmmnn HacTpoliky kommyraropa S1. Temeps HacTpoilte kommyrtatop S2. Ecnu Bbl He MoXxeTe
BCIIOMHUTH KOMaH/Ibl, BEDHUTECH K YacTsiM 1—4.

HactpoiiTe nyisi kommyTaTtopa S2 cieayionige napamMeTpsl.

Nwms yerpoiictBa: S2

3ammTrTe JOCTYI K KOHCOINH mapoieM letmein.

VcranoBure B kauectse napoiist enable ¢1$¢0, a B kauecTBe mapois enable secret — itsasecret.
Hacrpoiite cooTBeTCTBYIOIIEE COOOLIEHHUE IS TEX, KTO BOLIET B KOMMYTATOP.

3ammudpyiTe Bce OTKPBITHIC TTAPOJIH.

[IpoBepbTe NMPaBUIBHOCTE KOH(PUTYpAIHH.

o Ao o

Coxpanute ¢aitn KoHGHUTypanwu, 4TOObl MPEAOTBPATUTh €r0 MOTEPI0 B CIIydae OTKIIOYCHHUS MUTAHUS
KOMMYTATopa.

JlabopaTopHast pabora 3
Packet Tracer. Co3nanne 0CHOBHBIX IOIKJII0YeHHIT
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Taduuna agpecauuu

YecrpoiicTBo Hurepdeiic IP-agpec Macka noaceru
S1 VLAN 1 192.168.1.253 255.255.255.0
S2 VLAN 1 192.168.1.254 255.255.255.0
PC1 NIC 192.168.1.1 255.255.255.0
PC2 NIC 192.168.1.2 255.255.255.0
Hean

Yacre 1. HacTpoiika 0CHOBHBIX IapaMeTPOB KOMMYTaTopoB S1 u S2
Yacrs 2. Hactpoiika IIK
Yacts 3. HacTpoiika nHTep@eiica ynpapiaeHuss KOMMYTaTOpoOM
OO0uue cBegeHns
B 3TOM ympaxkHeHMM BBl CHayana co3faaure 0a3oBYI0 KOH(UIypanuio KOMMyTaTtopa. 3aTeM BBl CO3/aJHTE
OCHOBHBIE IOAKIIOUEHHUs, HacTpouB [P-anpecanuro Ha kommyTaropax u I1K. 3aBepmus Hactpoiiky [Pagpecanun,
BbI OyJIeTe WCTIONB30BaTh Pa3IndHbie KOMaHAbl Show, 4TOOBI TPOBEPUTH HACTPOUKH, a TAKIKE KOMaHIy ping Jis
MIPOBEPKH OCHOBHBIX TOAKIIOYCHUN MEKAY YCTPOWCTBAMH.
HncTpyknun
Yacrs 1. HacTpoliika 0CHOBHBIX IapAMeTPOB KOMMYTATOPOB S1 u S2
BrmonauTe cnemyromue aeiictBus Ha kommyTtaropax S1 u S2. Iar 1.
HactpoiiTe ums y31a ansa kommyraTtopa S1.
a. Illenknure S1, a 3arem Brnagky CLI.
b. Baeaure Hy>XHYIO KOMaHAY, YTOOBI IIPUCBOUTH Y31y UM S1.
Iar 2. HacTpoiiTe mapoJiu I KOHCOJIM H NPUBHJIerupopannoro pexnva EXEC.
a. B kadecTBe maposst KOHCOJIM UCTIONB3YHTE CIIOBO CiSCO.
b. B kauectBe napons npusunerupoanHoro pexuma EXEC ucnons3yiite cnoso class.
Iar 3. [IpoBepbTe MapoJin, HACTPOeHHBbIe 111 S1.




Kax MoxxHO poBepuTh NpaBUIBHOCTH HacTpoliku naponeit? llar 4. Hacrpoiite 6annep MOTD
(cooO0menue aHA). BBenuTe TekCT nNpeynpekaeHns 0 HECAaHKIIMOHUPOBAHHOM jocTyne. Huke npencrasieH
npumep tekcra. Authorized access only. Violators will be prosecuted to the full extent of the law. Illar 5.
Coxpannre ¢aiia konpurypamuu B NVRAM.

Kakyto xoMaHIy HEOOXOIMMO ISl STOTO BHITIOJIHHUTE?

lar 6. lloBTopute maru 1-5 ajas kommyTaropa S2.
Yacrp 2. Hacrpoiika ITIK
Hactpoiite IP-agpeca nast PC1 u PC2.
Ilar 1. Hactpoiite IP-anpeca nias odoux IIK.
a. Ilenkuute PC1 u otkpoiite Briaaky Desktop (Paboumii cToo).
b. Hlenxaute IP Configuration (Hactpoiika [P-anpecos). B Tabnuie agpecanuu BBIIIE MOXKHO YBHACTB, UTO
PC1 naznagen [P-agpec 192.168.1.1 u macka moaceru 255.255.255.0. Beenute atu manusie mist PC1 B oxHe
IP Configuration (Hactpoiika IP-anpecos).
c. [Tlosropure maru lau 1b qis PC2.
Ilar 2. IIpoBepbTe CBA3bL ¢ KOMMYTATOPaAMH.
a. Ilenknute PC1. 3akpoiite okHo IP Configuration (Hactpotika IP-agpecos), ecnu oHO oTKpBITO. Ha BKITamKe
Desktop (Pabouwnii crom) Haxkmute Command Prompt (Komanmsas ctpoka).
b. Bsenure xomanay ping c IP-anpecom kommyraropa S1 u Haxmute KnaBunry BBO/I.
Packet Tracer PC Command Line 1.0
PC> ping 192.168.1.253
Ynanock v co3aath HOBYIO manky? JlaiiTe moscHeHue.
Yacrse 3. Hacrpoiika unTepdeiica ynpasJjieHUsi KOMMYTATOPOM
Hactpoiite IP-agpec mist kommyrtatopoB S1 u S2. Iar 1.
Hactpoiite IP-aapec aias kommyraropa S1.
KomMyTaTOphl MOXKHO HCIIONB30BaTh B PEKUME «IOAKIIOUN M padoTaii». ITO 3HAYMT, YTO UX HEOOA3aTEIHHO
HacTpauBaTh I paboTel. KoMMyTaTOphI EpechiaioT faHHble MexX Ty nopramu mo MAC-anpecam.

Ju1st wero Torma Hy>KHO HacTpauBath IP-aagpeca?

UYroOsr HacTpouTh [P-anpec Ha KoMMyTaTOpe S1, HCONB3YHTE CEIyFOIINe KOMaHIBL. S1#
configure terminal
BBenure mocTpoyHo KomaH bl HacTpoiiku. B konue Haxmute CNTL/Z.
S1(config)# interface vlan 1
S1(config-if)# ip address 192.168.1.253 255.255.255.0
S1(config-if)# no shutdown
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up S1(config-if)#
S1(config-if)# exit
S1#
3auem BbI BBOAWUTE KoMaHay no shutdown?
Iar 2. Hacrpoiite IP-aapeca nisa kommyTaropa S2.
Hcnonb3ys naHHble U3 TaOIUILI afpecaliuu, HacTporte [P-anpec mst S2.
Hlar 3. IIpoBepbTe HacTpoiiku IP-aapecoB Ha kommyTaTopax S1 u S2.
Komanna show ip interface brief BoiBoauT cBenenus o6 IP-angpece, a Takke 0 COCTOSHHM BCEX MOPTOB U
nHTepdeiicoB kommyTaTopa. JIJs 3TOro MOKHO Tak)Ke UCTIONIb30BaTh KoMaH Ty show running-config.
Hlar 4. Coxpanute HacTpoiiku S1 n S2 B NVRAM.

Kakas xomanma coxpanser ¢aiin konpurypamun u3 RAM B NVRAM? Illar

S. IIpoBepbTe MOAK/IIOYEHHE K CETH.
IloxkmroueHne K CETH MOYKHO IPOBEPUTH C ITOMOMIBIO KOMaHAH! ping. OYeHb Ba)XKHO, YTOOBI MOIKITIOYCHHS
pabotanm Bo Bcel cetu. B ciydae c60s He0OX0aMMO ycTpaHUTh Heronaaky. [IpoBepsTe cBA3b KOMMYTaTOpOB S1
u S2 ¢ xomnsrotepamu PC1 u PC2.
a. Ilenkuute PC1 u otkpotite Briiaaky Desktop (Pabouwuit ctom).



b
c.
d.
e

enkaure Command Prompt (Komanmnas ctpoka).

C nomo1bI0 KOMaHAbl ping IpoBepbTe A0CTyNHOCTH IP-anpeca komnbiotepa PC2.
C moMomIsI0 KOMaHABI ping MpoBepsTe AOCTYMHOCTH [P-anpeca kommyTtaTopa S1.
C moMomIpI0 KOMaHABI ping MpoBepsTe AOCTYMHOCTH [P-anpeca koMmmyTtaTopa S2.

IIpumeuanne. Komanay ping Mo>KHO HCIIONIb30BaTh B MHTEpdelice KOMaHHOM CTpOKK KoMMmyTaTopa 1 Ha PC2.
Bce mpoBepku 10mKHBI OBITH IPOAEHBI ycnenrHo. Eciu pe3ynbsTar nepsoit mposepku — 80 %, HOBTOPUTE MOTIBITKY.
Tenepps pesynbrar nomkeH ObiThb 100 %. Ilozxke BBl y3HaeTe, moueMmy IepBas IPOBEPKa HMHOTJA 3aBEpILACTCS
HeyznauHo. Ecnu npoBepuTh CBS3b C YCTpPOMCTBAMM HE yNAeTcsi, IPOBEpbTE KOH(GUTYpaLUIo HA HAaJWYHE OUINOOK.

JlabopatopHnas padora 4
Packet Tracer - Basic Switch and End Device Configuration
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Room-144 Room-146
Tabauua agpecaumu
YcrpoiicTBo Hutepdeiic IP-agpec Macka noacern
[[SIName]] VLAN 1 KommyTtarop [[S1Add]] 255.255.255.0
[[S2Name]] VLAN 1 KommyTtarop [[S2Add]] 255.255.255.0
[[PC1Name]] NIC [[PC1Add]] 255.255.255.0
[[PC2Name]] NIC [[PC2Add]] 255.255.255.0
Hean
*  Hactpouts umena y3moB u [P-aapeca Ha AByX KOMMyTaTopax IO/ YIIPAaBICHHEM ONEPAIIHOHHON CHCTEMBI
Cisco IOS ¢ nomomnipto nHTepdeiica komananou crpoku (CLI).
*  Hcnons3ys xomauasl Cisco IOS, 3amaTh mapameTpsl JOCTyIa HIH OTPaHUYbTE AOCTYH K KOH(HUTYpaIH
YCTpOMCTBa.
*  C momombto komMaH[ [0S coxpaHHUTE TEKYIIYIO KOHGUTYPALIHIO.
*  3amath IByM XOCT-ycTpoicTBam I[P-ampeca.
*  IIpoBepuTs MOAKIIOYCHHUE MEXKAY IBYMsI OKOHEUHBIMH ycTpoiicTBamu (I1K).
Cuenapnii

MeHemKep MONPOCHI BAaC, HOBOTO CIHENHAICTa 10 OOCITY>KHBAHUIO JIOKAIBHBIX CETeH, MpOJeMOHCTPUPOBATH
HaBBIKM HACTPOWKM HEOOJNBIION JIOKAIBHONW ceTH. BaM MpencTONT HAaCTPOWTH MCXOTHBIE IapaMeTpsl Ha JBYX
koMMyTaropax mojn ynpasineHuem Cisco [0S, a Takke HacTpouTh mapameTpsl IP-ampecannu Ha y3max Juist
CO3/JJaHUsI CKBO3HOTO ToKIIoueHns. Heo0xommmo ncrosis30Bath ABa KomMmyTatopa u iBa y3na (I1K) B aktuBHON
CEeTH C KaOeIbHBIM MOJKITIOYCHUEM.

HNHcrpykuuu

HaCTpOﬁTC YCTpOﬁCTBa B COOTBETCTBUU C IIPHUBCJACHHBIMU HUKE TpC6OBaHI/IHMI/I.

TpeGoBanus

Hcnonp3yiiTe KOHCOBHOE MOAKIIOYCHUE JUIS TOCTYIIA K KaXIoMy KommyTaTopy. 0 3agaiite koMmmyTaTopam
nMena [[SIName]] u [[S2Name]].

HUcnone3yiite napons [[LinePW]] i Bcex auamid. 0 Hcnone3yiite CKPBITBII apoib
[[SecretPW]]. 0 3ammudpyiite Bce He3ammppOBaHHEIE TAPOITH.

Hactpoiite 6arrep MOTD (cooOmmenus mHs).

Hacrpoiite agpecaruio st BceX YCTPOHCTB B COOTBETCTBUH € TaOJIMLEH ajpecainy.

Coxpanute HacTporku. [ Y6enurech B HUIMIUHN COSAMHEHUS MEXIY BCEMH YCTPOHUCTBAMHU.




Ipumeuanue. Haxxmure Check Results (ITpoBepuTh pe3ynbTarhl), 4TOO0BI YBHIETH PE3YIbTATHl BBITOJHEHHBIX
HacTpoek. Haxxmure Reset Activity (COpoc ympaskHeHus1), 9TOOBI CO371aTh HOBBIM HaOop TpeOoBaHuil. Eciu BbI
Ha)KMETE ATy KHOIIKY JI0 TOTO, KaK 3aBEPIINTE BHITIOTHEHNE YIPAKHEHH, BCE HACTPOUKH OYIyT MOTEPSHBL
ID: [[indexNames]][[indexPWs]][[indexAdds]][[indexTopos]]

JlaGopaTopHas padota 5
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Bef-cepeep Weh Client

3amaun

Yacrs 1. Uzyuyenne HTTP-Ttpajduka

Yacrs 2. OTodpaxeHue 3j1eMeHTOB ceMeiicTBa npotokosioB TCP/IP
Oo0uue cBegeHUs!

JlaHHOE yIIpaXKHEHHE 0 MOJIEIIMPOBAHUIO — MEPBBII IIar Ha MyTH K TOHUMAHUIO IPUHIUIIOB PadOTHI MaKeTa

npokosioB TCP/IP u ero B3ammocBs3u ¢ momensio OSI. Pexxum MomenwpoBaHUS MO3BOJIIET NMPOCMATPHUBATH

COJIEPKHUMOE NEePEChIIaeMBbIX T10 CETH JaHHBIX Ha KaXKAOM U3 YPOBHEH.

[To Mepe npoaBIMKEHUS JAHHBIX IT0 CETH OHM pa3dMBaroTCs Ha Oosee Meskne (parMeHThl ¥ HACHTHUINAPYIOTCS

TaKUM 00pa3oM, 4TOOBI X MOXHO OBLIO BOCCOEIUHUTD 0 MPHOBITHIO B MyHKT Ha3HayeHus. Kaxplit pparmMeHT

MOJTy4aeT COOCTBEHHOE MMsI (€AMHMIA NaHHBIX IpoTokosa — PDU) u acconmupyercst ¢ KOHKPETHBIM YPOBHEM

moneneit TCP/IP u OSI. Pexxum MonmenupoBanus mporpammbl Packet Tracer mo3BoiisieT mpocMaTpuBaTh BCe

ypoBHU U otHOcsmuecss k HuM PDU. Huxke onmcana nocienoBaTenbHOCTh 11aroB M0J1b30BaTeNs I 3a1poca

BEO-CTpaHUIIBI ¢ BeO-cepBepa ¢ IMOMOIIbI0 YCTaHOBICHHOTO Ha KianeHTckoM [1K BeO-Opaysepa.

Xorts OoJblIast 4acTh MOKa3aHHOW Ha dKpaHe uH(opMauuu OyaeT noapodHee paccMOTpeHa Jajee, 3TO 1acT BaM

BO3MO)KHOCTb O3HAKOMHTBCSI C BO3MOXHOCTSIMH Tnporpammbl Packet Tracer, a Takke HarIsgHO pPacCMOTPETh

MpoLecC MHKATICYIISIN.

HNHcTpykuuu

Yacrse 1. U3yyenue HTTP-Tpaduxa
B wuwacti 1 maHHOrOo ympaxkHeHHs Bbl Oynaere ucmosib3oBaTh nporpammy Packet Tracer (PT) B pexume
MOJIETIMPOBaHNS [yl TeHepUpOBaHus BeO-Tpaduka n n3ydeHus npotokona HTTP.

lar 1. [lepeiinure U3 peskuMa peajibHOI0 BpeMeHH B Pe:KMM MOJAeTUPOBAHMUS.

B nmpaBom HinkHeM yriy unrepdeiica Packet Tracer HaxonsaTcs BKIaIKH Uil HEPEKIIOUSHHS MEXKAY PEKUMaMU

Realtime (pexum peambHOro Bpemenn) u Simulation (pexxum mopenupoBanus). PT Bcerna 3amyckaercs B

pEeXHME peaqTbHOr0 BpPeMeHH, B KOTOPOM CETEBbIE NPOTOKOJBI PA0OTAIOT C PEATUCTUYHBIMHU 3HAYCHUSMH

BpeMenu. OnHako 1mMpokue Bo3MokHOcTH Packet Tracer Mmo3BOJISIIOT TI0JIB30BATEINI0 «OCTAHOBHUTH BpPEMs»,

MEPEeKIIOYMBIINCh B PEXHM MOJCIUPOBaHHUA. B pexuMe MopenupoBaHUs MakeThl OTOOpaKaroTcs Kak

AHMMHUPOBaHHBIE KOHBEPTHI, BpDEMEHEM YIPABISAIOT COOBITHS U MOJIB30BATEIN MOTYT IOIIArOBO MEPEXOJUTh OT

OJTHOTO CETEBOTO COOBITHS K IPYTOMY.

a. Ienknure 3Ha4ok pexxuma Simulation i nepexiTioYeHUs] U3 peXHMa PeaibHOTO BPeMeHHM B PEXUM
MO/IeJIMPOBAHNS.

b. Bribepute B ciucke Event List Filters (Ounbtper cincka coosrruit) mynkt HTTP. 1) HTTP B ator MOMeHT
y)K€ MOXET OBIThb eJWHCTBEHHBIM BHAWMBIM COOBITHEM. I[IpM HEOOXOAWMOCTH HaXMHTE KHOIKY
«PenakTupoBaTh GUIBTPHI » B HIKHEH YacTH IAaHENX MOJIEIMPOBAHUS, YTOOBI OTOOPA3UThH JOCTYITHbIE
BUAMMEBIEC COOBITUSA. YcTaHOBHTE WU cHUMETE (utaxxok Show All/None

(IToxaszate Bce/HHMYero) u obparuTe BHUMAaHUE Ha TO, KAK M3MEHHTCSI COCTOSIHUE YCTAHOBJIEHHBIX M
CHATBIX ()JIAXKKOB.
2) Hlenkaiite ¢uaxox Show All/None 1o Tex mop, moka Bce (piaxxku He OyIyT CHATHI, a 3aTEM BBIOCPUTE
HTTP. Ulenkaute X B NpaBOM BEpXHEM YIUIy OKHA, YTOOBI 3aKphITh OKHO «PegakTupoBarh
buasTpe» . B paznene BUIUMBIX COOBITHIA TeTiepb 0TOOpaxkaeTcst Tobko HTTP.
Iar 2. Crenepupyiite Bed-Tpadux (HTTP).



Ha nanHBIi MOMEHT MaHENb MOJCITHUPOBAaHUS IycTa. B BepxXHEHl 4YacTH MaHENId MOACIMPOBAHUS BHHBI
HAaUMEHOBAHMS IIECTH CTOJOIOB crIMCKa cOOBITHH. [1o Mepe reHepanuu U MpoaABMKEeHMS Tpaduka B CIIUCKE Oy Iy T
MOSIBJIATHCS COOBITHSI.

Ipumeyanue. BeO-cepBep 1 BeO-KIMEHT OKa3aHBI Ha JICBOU MaHENH. Pa3mep maHenw MOXHO M3MEHHTH, €CIIH
HaBECTH YKa3aTeJb Ha IT0JIOCY IMPOKPYTKH H, KOTJ]a OH MPUMET BHJ JBYHAIIPABICHHOHN CTPEIKH, IEPETALIUTD €TO
BJIEBO MJIU BIIPABO.

a.
b.

Hlenxuute Web Client (Be0-kimeHT) Ha KpaiiHeil 1eBoii maHeny.

enkante Bkmagky Desktop (PaGouwmii croim), 3arem menkaute 3Ha90K Web Browser (Be6-6paysep),
9TOOBI OTKPHITH BEO-Opaysep.

B mone URL BBegute anpec www.osi.local n Haxkxmure kHOTIKy GoO.

[ockonbKy BpeMs B pexuMe MOACITUPOBAHNUS MIPUBSI3aHO K COOBITHSM, Ul OTOOpakeHUsI COOBITHII B ceTH
HeoOxoxumo ucnonb3oBath kHONKy Capture/Forward (3axsar/Bnepen). KHomka JBIKeHUS Briepes IO
3aXBaYCHBIM IIaKETaM DAaCIIOJIOKEHA B JICBOH YacTH CHHEW IIOJIOCHL, KOTOpas HAXOIUTCS IOJ OKHOM
TONOJIOTHH. 13 TpexX KHOMOK, 3Ta caMasi pasasi.

Haxxmure knonky Capture/Forward getsipe pa3a. B crincke coObITHIT JOJIKHBI OBITH YETHIPE COOBITHSI.

ITocmoTpuTe Ha cTpaHuIly BeO-KIHMeHTa B BeO-Opaysepe. UTo-HHOY b N3MEHHIIOCH?

Hlar 3. U3yuure cogepxumoe HTTP-nakera.

a.

[IenkuauTe IepBHIH IBeTHOU KBaapat B cTonbdme Type cimcka coositrii Event List. Bam moxet
TMOHAIOOUTECS  Pa3BEPHYTh naHeJIb MOAeJIUPOBAHHUSA WIN UCTIONB30BaTh  MOJIOCY
MIPOKPYTKHU HEMOCPEICTBEHHO 1ol ciuckoM coOriTuii Event List.

Otkpoercs okHo PDU Information at Device: Web Client (Mudopmamus o PDU Ha ycrpoiicTse:
BeOKIMeHT). B aToM okHe ecTh Tonbko fBe BKiaaku: OSI Model (Moaens OSI) u Outbound PDU Details
(Ceenmenus 06 ucxomsmeit PDU), mockonpKy 3T0 TOIBKO Hadayo mepeaadn. [lo Mepe M3ydeHHS HOBBIX
COOBITHII CTaHYT BHAHBI TPH BKJIAAKH, BKIto4das HOBYI BKIaaky Inbound PDU Details (Cenenus o
Bxomseit PDU). Korna coObIThe siBIIsIETCS MOCISIHUM B IOTOKE TpadrKa, 0TOOPaKAOTCsl TOJIBKO BKIIAJIKU
OSI Model 1 Inbound PDU Details.

Yo6emutecs, uto BeiOpaHa Bkimagka OSI Model. B cronbme Out Layers naxxmute Layer 7.

Kakas nHpOpManus mepevyncicHa B IPOHYMEPOBaHHBIX IIarax HemocpencTBeHHo moj moysiMu In Layers
(Bxomsme ypoan) u OQut Layers (Mcxopsmie ypoBan)?

Kakoe 3nauenne cronbmna Dst Port Ha YpoBue 4 B cTon6ne Out Layers ?

Kakoe 3nauenne nmeer napamerp Dest. 3nauenne [P g Layer 3 B cronone Out Layers?
Kakast nndopmanus otodpaxaercs Ha ciioe 2 B ctonbue Out Layers?

3aronoBok Ethernet II ypoBHs 2 u Bxoasiuue u ucxoasiue MAC-aapeca.

enkaute Brinaaky Outbound PDU Details (Ceenerus 06 ncxonsmeii PDU).

Ceenenns Ha Bkiaake PDU Details (Ceenenust o PDU) orpaxarot yposau Mogenu TCP/IP.
IIpumeuanue. Cenenusi B pasaene Ethernet II npeacraBiasiior cooii eme 6osee noapodHbIe TaHHbBIE,

YeM MoKa3aHHbIe B pa3aeiie ypoBHs 2 Ha Bkiaaake OSI Model. Bkinagka Outbound PDU Details conepxur 6oiee
onmcatenbHble U moapobHsie cBexenus. 3Hauerns DEST MAC (MAC-anpec nasnauenns) 1 SRC MAC (MAC-
anpec ucrounnka) B pasznene Ethernet I na Bkaaake PDU Details oro6paxarotcst Ha Bkinaake OSI Model B paznene
Layer 2, HO He yKa3aHbBI B KAU€CTBE TAKOBBIX.

Ecmu cpaBauth ceenenus B pasnerne IP xinagku PDU Details co cBenenusivu va ritagke OSI Model, kakast
nHpopmanus sBisiercs A HuXx obuieid? K kakoMy ypoBHIO OHa OTHOCHTCSI?

Ecmu cpaBunth cBenenus B paszaene TCP Bkiagku PDU Detailsco cBenenusamu Ha Bkiagke OSI Model,
Kakasi ”HpopMalus sBISETCS Ul HUX OOIIeH ¥ K KAKOMY YPOBHIO OHa OTHOCHTCS?

Kaxoit Host (y3en) ykazan B pazaene HTTP sknagxu PDU Details? C kakum ypoBHEM OYIyT CBS3aHBI 3TH
ceenenus Ha Binagke OSI Model?



d. Ienkuure mepBbli LBeTHOW KBaapar B croibue Type crucka coObituii Event List. AktuBeH TonbKO
ypoBeHb | (He 0TOOpakaeTcsi CephIM IIBETOM). Y CTPOMCTBO IepeMeniaeT kaup u3 Oydepa u momeniaer ero B
CETh.

e. Ilepeiimure k cnenytomemy oo HTTP Info B ciimcke coosrtrii Event List n menkauTe nBeTHO KBaapar.
B sTom oxHe ects nBa cTonbma: In Layers u Out Layers. O0patute BHUMaHHE HA HANIPABICHHUE CTPEIKH
HerocpeacTBeHHO 1o crononoM In Layers. Ona cMOTpUT BBepX, OKa3bIBasi HANIPABJICHHUE IIepEeMEIICHHS
nmaHHbIX. [IponucTaiite 3TH YypOBHH, 0Opalias BHIMaHHE Ha MPOCMOTPEHHEIC paHee 3JIEMEHTHL. B BepxHei
YJacTH CTOJIONA CTPENIKA YKa3bIBACT BIPABO. JTO O3HAYAET, YTO CEPBEP TEHEPh OTIPABIACT JaHHBIE OOPATHO
KIIMEHTY.

Cpasnure naunsie B ctouidue In Layers ¢ nanasiMu B cronoue Out Layers u ckaxure, B 4eM 3aKIIFOUACTCS
OCHOBHOE OTJINYHE MEXAY HAUMHU.
Ortkpoiite Bkaanky Inbound PDU Details (Ceenenus o Bxomsmeii PDU). mpocmotp cBenenuii o PDU.

g. lenknure nocnenuuii nBeTHOM KBaapat B cTosbue Info.

CKOJIbKO BKJIaZIOK OTOOpa)kaeTcst ¢ 3TUM coObITHEeM 1 noueMy? JlaiiTe nosicHeHue.
Tonbko nBe (ogna — OSI Model, a Bropas — Inbound PDU Details, nmockosibKy 3T0 NpHHUMAaOIIEe
YCTPOHCTRBO).
Yacrsp 2. OTo0pa:keHue 371eMeHTOB ceMelicTBa nporokoos TCP/IP
B wactu 2 pmaHHOro ynpakHeHUsl Bbl OyJeTe HCIONb30BaTh pexxuMm MoxenupoBanusi Packet Tracer mms
HaOJIOICHUS U N3y4eHHS PabOThl HEKOTOPHIX IPYTHUX MPOTOKOJIOB, BXOAIMNX B cemerictBo TCP/IP.
Hlar 1. [IpocmoTpuTe 10NOJHUTENbHbIE COOBITHS
a. 3akpoiiTe Bce OkHa co cBeneHusiMmu o PDU.
b. B pasnene Event List Filters > Visible Events (®uabTpbl cnucka co0biTuii > Buaumsble
co0bITHs) HAskMHUTEe KHOTIKY Show All/None.
Kakne nonoiHuTEIbHBIE THIIBI COOBITHI TTOKa3aHbI?

OTH JONOJTHHUTENBHBIC 3allHCH UTPAIOT pasiMdHBIe poiu B cemeiictBe mpotokonoB TCP/IP. IIporoxon
pas3pemieHus anpecoB (ARP) zanpammBaer MAC-anpeca st y3:10B HazHaueHus. [Ipotokon DNS oTBeuaet
3a mpeoOpa3oBaHne uMeH (Hampumep, www.osidocal) B [P-agpeca. JlomonnurtenpHbie coObiTus TCP
CBSI3aHBI C yCTaHOBJICHHEM COEIMHEHHH, COTJIACOBAHMEM MapaMeTpOB CBS3M M Pa3beIMHEHHEM CEaHCOB
CBSI3M MEXKY YCTPOWCTBAMH. DTH IPOTOKOJIBI YIOMHHAIUCH PaHee U OyIyT pacCMOTPEHbI OoJiee MoApOOHO

B X0Jle M3yueHus1 Kypca. B Hactosiee Bpems: Packet Tracer mo3BossieT 3axBaTbsiBaTh Oosiee 35 MPOTOKONIOB

(TumnoB coObITHIT).

c. [enxuute nepBoe coosiTie DNS B cronbue Type. [Ipocmorpure Brimanku OSI Model 1 PDU
Detail u oOpatute BHUMaHue Ha nponecc nHKancyssuy. Ha Bkiaagke OSI Model ¢ BeinenennsM mosem Layer
7 "enocpencTBeHHo nox cronbuamu In Layers u Out Layers otoOpaxaeTcs onucanue TOro, 4To MpOUCXOIHT.
("1. The DNS client sends a DNS query to the DNS server." [DNS-kmuenT otnpasisier DNS3ampoc Ha DNS-
cepBep]) OTo oueHb noJyie3Hass HHPOPMAaIHs, KOTOpasi IOMOTaeT MOHATh, YTO MPOUCXOAUT BO BpeMsl Ipoliecca
CBSI3ML.

d. enkuaute Brinaaky Outbound PDU Details (Ceenerus 06 ucxonsmeii PDU).

Kaxkue cBenenus nokasansl B moie NAME: B paznene DNS QUERY?

e. [enxuuTe mocnenuuii BeTHON KBagpat DNS Info B cricke coObITHi.

Ha xakom ycrpoiicte 6511 3axBaued PDU?

Kaxoe 3nauenne nokazano psgom ¢ noaem ADDRESS: B pazgene DNS ANSWER Ha Brinagke Inbound
PDU Details?

f. Haiigute nepBoe coositne HTTP B crimcke n menkHuTe nBeTHOM kBamapar coobitusi TCP cpasy
nocye 3Toro coobrtus. Beinenure Layer 4 na Bkinanke OSI Model.

Kakwne cBenenns oToOpakatoTcs Mo MyHKTaMHu 4 U 5 B IPOHYMEPOBAaHHOM CIHCKE HEMOCPEICTBEHHO MO

croibuamu In Layers u Out Layers?

TCP, Hapsanay ¢ ApyruMy QYHKIUSAMH, YIPABseT MOAKIIOYCHUEM U OTKIIOUCHHEM KaHaja cBs3u. JlaHHOe

KOHKpETHOE COOBITHE YKa3bIBaET Ha TO, YTO KaHall cBsi3M Obl1 ycraHosiieH (ESTABLISHED).



g. lenkuure mocneanee coobitne TCP. Brinenure Layer 4 ma Briagke OSI Model. TIposepsre
NIEHCTBUS, TIepeUrclIeHHbIe HerocpencTBeHHo moa cronoiamu In Layers u QOut Layers.

Pacckaxwre, U1 4ero IpeaHa3HauYeHO COOBITHE, NCTIONB3Ys HHPOPMAIHIO, IPEIOCTABICHHYIO B ITOCICIHEM
MYHKTE CIUCKa (3TO JOJKEH OBITh MYHKT 4).

C10KHBI€ BOIPOCHI

B 3TOM ynpaxxHeHHHN TT0 MOJICITMPOBAHHUIO PACCMOTPEH IIPHMEP CEaHCa BEO-CBSI3M MEKAY KIMEHTOM H CEPBEPOM
B nokanpHOU cetn (LAN). KimeHT nenmaer 3ampochl K ONpeNeNICHHBIM CyX0aM, ()yHKIMOHHPYIOIIUM Ha
cepBepe. CepBep H0JDKEH OBITh HACTPOEH Ha MPOCITYIINBAHUE ONPEJEIICHHBIX TOPTOB IS MTOJYYEHUsSI 3aIIPOCOB
kimreHToB. (Cosert. st nomydenus nadopmarmn o mopte cM. Layer 4 Ha Bkianke OSI Model.)

B3siB 32 OCHOBY CBeJlleHHs, KOTOpBIE MPOBEPSUIMCH B X0Ji¢ 3axBaTa naHHBIX B Packet Tracer, orBeTbTe: «Kakoii
MOPT MIPOCITYIIINBAET Bed-cepBep A MorydeHust BeO-3ampocoB?». Kakoit mopt npociymmBaeT Bed-cepBep st
nony4eHuss DNS-3ampocos?
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Configuration Terminal RS232 — Console

3ampaun
Yacrs 1. [loakiaoyenue k 001aKy
Yacts 2. [loaxaoyenue mapmpyruzaropa Router(
Yacts 3. [Toak/oueHne ocTaBIINXCS YCTPOHCTB
Yacts 4. [IpoBepka noakJI04eHui
Yacrs 5. Uzyuenune pu3n4ecKoil TONOJIOTHU
O0uiue cBegeHus
[Ipu pabore B mporpamme Packet Tracer (B pamkax 1abopaTopHOW paOOTBHI MM B PEaNbHBIX YCIOBHUSX) BBI
JIOJDKHBI YMETh BBIOMpaTh HEOOXOJIUMBIH Kabeiab M HaJulexaluM o0pa3oM IHOAKIIoYaTh ycTpoicTBa. B xoxe
JAHHOTO yIpa)kHEHUs OyIyT pacCMOTpPEHBI: KOH(pUTypHupoBaHUe yCTPOHCTB B mporpamme Packet Tracer, BeiOop
Ka0ens B 3aBUCHMOCTH OT KOH(UTypanny, a TakKe MOAKIIYEHHE yCTPoicTB. Takxke B 9TOM ylpaXHEHHN OyAeT
noApoOHO paccMOTpeHo (U3MUYecKoe NpecTaBiIeHue cetu B mporpamme Packet Tracer.
HNHcrpykuuu
Yacrs 1. Iloakiaroyenne k 06j1aKy
lar 1. Moakawuure Cloud (06aako0) k Router0.
b. B neBoM HIKHEM yTUly IIEIKHATE 3HAYOK B BHJE OPAHXEBOI MOJIHNH, YTOOBI OTKPHITH CIIMCOK JOCTYITHBIX
MOAKJIIOYEHUH.
c. BriGepure mpaBwitbHbIM Kabens i nogkmodenus nopra F0/0 Router( x nopry Eth6 Cloud. Cloud — 310
THI KOMMYTaTopa, Mo3toMy ucrnonb3yite nogkinoucHue Copper Straight-Through (Meanoe mpsmoe).
[Toce moaKMIOYEeHUs MPAaBUIIBHOTO KaOelss MHAMKATOp KaHala Ha Kabesie 3arOpuTcs 3eJICHBIM LIBETOM.
Llar 2. Hoakaounte Cloud (O6sako) k Cable Modem (KadeabHblii Mogem).
Bri6epure npaBunbHbIi kabens s noakmodeHus nopra Coax7 Cloud k mopry Port0 Modem.
[Noce moxKIFOYEHNS TPABUIIBHOTO KaOessi HHANKATOp KaHana Ha Kabele 3aropuTcs 3eJIeHbIM [1BeToM. YacTh
2. Moakaoyenue mapupyrusaropa Router(
Hlar 1. Hoaxaouute Router0 k Routerl.
Bri6epure npaBunbHIi kabens s noakmodeHus nmopra Ser(/0/0 Router( x mopty Ser(/0 Routerl.
Hcnonp3yiiTe OAMH U3 TOCTYITHBIX ITOCIeA0BaTeNbHEIX (Serial) kabereit.
[Tocre moaKIOYEeHUs MPAaBUIIBHOTO KaOess MHIMKATOP KaHala Ha Kabesie 3arOpuTCsl 3eJICHbIM 1IBETOM.
Hlar 2. Hoakaiounte Router0 k netacad.pka.
Bribepure npaBuinbHBIN Kabenp i noakmoueHus mnopra FO/1 Router0) x mopry FO netacad.pka.
MapuipyTu3aTopsl ¥ KOMIIBIOTEPHI OOBIYHO MCIOIB3YIOT OAMHAKOBBIE NPOBoAa s oTmpaBku (1 m 2) u
noydeHns (3 u 6) nannsx. Kabenb, KOTOpHIi Hy>KHO BEIOPATh, COCTOUT U3 CKPYYEHHBIX IPOBOJIOB. XOTSI MHOTHE
COBPEMEHHBIE CETEBbIE IUIATHl MOTYT aBTOMATHYECKH ONPENENINTD, KaKHe Mapbl UCIONb3YIOTCS UL IIpueMa 1
nepeaayn, Ha wmapuipytusarope Router0) u cepepe netacad.pka HeT ceTeBbIX IUIAT ¢ 3TOW (PYHKIUCH
ABTOOTIPEICNEHUSI.
[Tocre moKiMIOYEeHUS IPAaBUIIBHOTO Kabesst MHIMKATOp KaHalla Ha Ka0esie 3aropurcs 3eiaeHsiM 1setom. Ilar
3. Moakarounte Router() k Configuration Terminal (TepmMunas HaCTpOIKH).
Bri6epure npaBuibHBIN Kabens IS NoAKIIoueHHS kKoHco M Router) x Tepmunany RS232 . Orot xabens He
obecnieunBaet cereBoii noctyn k Configuration Terminal, Ho no3Bosnsier Hactpouts Router( uepes Tepmunai.
[Tocne moakIIFOYEHUS MPABMIIBHOTO KaOeJsl MHANKATOPhI KaHaIa Ha Ka0ese CTaHyT 4epHbIMH. HYacTh
3. oaxI04ueHne 0CTABIINXCS YCTPOICTB
Hlar 1. Moakawouute Routerl k Switch (KommyTtarop).
Bri6epure npaBuibHBIN Kabens mis noakirodeHus mopra F1/0 Routerl x nopty F0/1 Switch.
Iocne moAKIIOYEHHST MPAaBUIBHOIO Kalesisi MHAMKATOp KaHaja Ha Kabeje 3aropurcsi 3eJCHbIM IIBETOM.
[MogoxauTe HECKOIBKO CEKYH, YTOObI HHIMKATOP U3 OPAHKEBOTO CTAJ 3€JICHBIM.
Hlar 2. lMoakaunte  Cable Modem (KadeasHslii  Momem) K Wireless Router
(becnnpoBOHON MapHIPYTH3AaTOP).
BriOepure npaBuibHBIN Kadeab A5 noakaodeHus nopra Portl Modem x nopry Internet Wireless Router.
[Moce moxKkIIFOYEHNS TPABUIIBHOTO Ka0essl MHIMKATOp KaHasa Ha Kabele 3aropuTcs 3eJICHBIM [[BETOM.
lar 3. Moakarounte Wireless Router (becnipoBoanoii Mmapuipyruszarop) k Family PC (O6wmmnii ITK).
Bribepure npasmisHbIH Kabens s noaxmoderns nopra Ethl Wireless Router k Family PC.
[Mocie moaKIIFOYEHHMS TPABUIIBHOTO KaOessl MHIMKATOP KaHala Ha Kabelie 3aropuTcs 3e/IeHbIM [[BETOM.
Yacrs 4. IlpoBepka mogkJIr04eHn i
Iar 1. IIposepbTe noakarouenne Family PC k netacad.pka.



a. Otkpoiite komananyo crpoky Ha Family PC u BeimonHnTe KOMaHRy ping Ui cepBepa
netacad.pka.
b. OtkpoiiTe Bed-0pay3ep u BBeaute anpec http://netacad.pka. lar 2. OTnpaBeTe 3anpoc
ping ¢ Home PC (Jomamnmii ITIK) na Switch (KommyTarop).
Otkpoiite komaHaHyo crpoky Ha Home PC u Bemonnute xomanny ping mis IP-ampeca Switch, uTo0st
MPOBEPUTH COCANHEHHE.
lar 3. Otkpoiite Router( ¢ Configuration Terminal (Tepmunan HacTpoiiku).

a. Ortkpoiite Terminal na Configuration Terminal 1 npumuTe MapamMeTpsl IO YMOJIYAHUIO.

b. HaxwmuTe knaBunry BBoAa, 9ToOB OTKPHITH KOMAaHAHYIO cTpoKy Router(.

c. Bseawnte xomanny show ip interface brief, aTo051 mpocMoTpeTs cocTostHMIEe MHTEP]EHCOB.

Yacrsp 5. U3yyeHue puznyeckoil TOMOJIOr UM
lar 1. U3yuute obaaxo.

a. Orkpoiite Brianaky Physical Workspace (dusuyeckas paboyas 007acTh) WIM UCIONB3YHTE COYCTAHUS
kiasum Shift+P u Shift+L s nepexirogeHus Mex Iy Jormdeckon u Gru3ndeckoit pabodunMu 06IacTIMu.
[lenkuute 3Hauyok Home City (PoaHoii ropon).

c. Ilenkuure 3nauok Cloud (O6:1ako).

CKOJIBKO TIPOBOJIOB TIOJKITIOYEHO K KOMMYTATOPY B CHHEN CTOMKe?
d. Haxwmure xaonky Back (Hazan) s BosBpara k Home City. Illar 2. M3yunTe nnepBUYHYIO CeTh.
a. Illenxaure 3Ha490K Primary Network (IlepBudnas cets). Y nepxuBaiite ykasarenb
MBIIIH Ha Pa3HBIX KaOemsx.
Yrto HaXOAUTCS B TAOJHIIE CIIPaBa OT CUHEH CTOUKU?
b. Haxwmure kHonky Back (Hazan) ot BosBpata k Home City. Illar 3. M3yuure
BTOPHMYHYIO CETh.
a. Illenkuute 3Hauok Secondary Network (Bropuunas cers). YaepxwuBaiiTe ykas3arenib
MBIIIN Ha Pa3HbIX KaOesx.
[ToueMy K KaKZIOMy YCTPOHCTBY MOAKIIIOUEHO I10 ABAa OPAHKEBBIX Kabeis?
b. Haxwmure xnomky Back (Hasam) mms BosBpara k Home City. Illar 4. H3yuure
AOMALIHIOIO CeTh.
a. lllenxaure 3Ha9ok Home Network (JomarmHss ceTs).

[Touemy HeT CTOWKH 17151 000pyIOBaHUS?

b. Otkpotite Brnanky Logical Workspace (Jloruueckas pabodast 001acTh), 4TOOBI BEPHYTHCS K JJOTHUECKON
TOTIOJIOTHH.
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Yacts 1. Onpenesenne pu3nyecKuX XapaKTePHUCTHK MeXKCeTeBbIX YCTPOHCTB
Yacrsp 2. Bbi0op noaxoasmux MoayJaei AJsi NOAKI0YeHUSs
Yacrs 3. [logkiawoyeHue ycTpoiicTs
Yacrs 4. [IpoBepka nogKJI0YEHUS

Oo0uue cBegeHUs!
B 3TOM ynpaskHeHUM BBl W3y4YHTE Pa3NYHBIC ITapaMEeTPhl MEKCETEBBIX YCTpoiicTB. Bam Takke HyxHO Oyner
OTIpeNIeNNTh, HACTPOHKA KaKUX MTapaMeTPOB MO3BOJISIET YCTAHOBUTH HAJEKHOE COSANHEHHE NMPH HOAKITIOYCHUH
HECKOJIbKUX YCTpOMCTB. B 3aBepieHue Bel 100aBUTE COOTBETCTBYIOIINE MOAYJH M MOAKIIOUYUTE YCTPOMCTBA.
Mpumeuanue. [ 3TOr0 ynpakHEHHs OIEHKa COCTaBIIseTCsS M3 aBTOMaTH3upoBaHHOW omeHku Cisco Packet
Tracer m 3amMcCaHHBIX BaMHM OTBETOB Ha Bompochl u3 MHCTpykuuil. CM. Ommuoka! HeBepnas cchlika
3aKJIaJKN.pa3ieN B KOHIIE STOr0 YIPaKHEHUS] M 00paTUTECh 33 ITOMOIIBIO K HHCTPYKTOPY, YTOOBI OIpE/IeNIUTh
CBOIO OKOHYATEIILHYIO OLICHKY.

Yacrse 1. OnpenelieHue puznyeckuX XapaKTepUCTHK MexxceTeBbIX yerpoiicTs Llar

1. Onpenenure mopTsI ynpasienus mapmpyru3aropa Cisco.
a. Haxwmure mapuipytusatop East. Bkiaaka Physical (Pusndeckuii) 1o/mkHa ObITh aKTHBHA.
b. VYBenuusTe MacimiTab U pa3BepHUTE OKHO, YTOOBI BUJIETh BECh MapIIpyTHU3aTOP.

Kakwe nopTsl ynpaBieHUs TOCTYITHBI?

lar 2. Onpenenure LAN- 1 WAN-unrepgeiicol Ha mapmpytuzarope Cisco
a. Kaknmm LAN- n WAN-unrepdeiicamu ocnamen mapmpyrtusarop East? Ckonbko ux?

b. TIlepeiinure Ha Brnaaky CLI, naxxmure knapumry Enter juis moctyna K Mojckaske MOJIb30BaTENILCKOTO
peXnMa 1 BBEAWUTE CIIETYIONINE KOMaH/IBI:
East> show ip interface brief
BpIxo/HbIE TaHHBIE TIOATBEPXKIAIOT IIPABIIILHOE KOJINYECTBO HHTEP(]EHCOB 1 NX 0003HAYECHHE.
Wnrepdeiic vlanl sBisieTcst BUPTYaJIbHBIM U CYLIECTBYET TOJIBKO B IPOIPAMMHOM 00€CTIE€YEHHH.

CkosbKO (pM3MUYECKUX HHTEPPEHCOB IepeyrciIeHo?

C. BBGHI/ITC CJICAYIOMINEC KOMaH/bl:



East> show interface gigabitethernet 0/0
Kakas npomyckHast ciocoOHOCTB 3a/1aHa 10 YMOJIYaHHIO IJIsl JaHHOTO HHTepdetica?
East> show interface serial 0/0/0
Kakas mpomyckHasi ctocoOHOCTB 3a1aHa 110 YMOJTYAHHIO U JaHHOTO HHTepdeiica?
IIpumeuanmne. [IpornyckHast CHOCOOHOCTH Ha MOCJIEAOBATENILHBIX HHTEp(elcax HCIOJIB3YETCs MPOLECCaMu
MapIIpyTU3aLMU JUIsl ONPEICIICHHs HAaWTYUIIero MyTH K aipecy Ha3HaueHHs. DTO 3HAUCHHE HE OTPaKaeT
(haKTHYECKyI0  IPOITYCKHYIO CIIOCOOHOCTD nnrepdeiica. Pakruueckas HPOITyCKHAas
CIIOCOOHOCTB COTJIACOBBIBAETCSI C MOCTABIIMKOM YCIIYT.
Iar 3. Onpeaenure Ha KOMMYTATOPAaX CJI0ThI paclIMPeHHUs JJIs1 MOAYJIeil.

Ckonbko B Mapmpytusarope East c1oToB pacmmpeHus i yCTaHOBKH JOTIOTHUTEIBHBIX MoLyinei? Haxmure
kommyTarop Switch2. CkoapKo y HUX CIIOTOB pacIIupeHus?
Yacts 2. Bei6op noaxoasimux MoayJieii 11 NoAKJII0YeHHs
Hlar 1. Onpenenure MOAy./I4, 00ecreYnBAIOIMEe HEOOXO0MMOE NMOKIIOYeHUE.
a. Haxwmure mapmpyruzatop East u otkpoiite Bkianky Physical (®Pusnueckuii). Cinea nox merkoir Modules
(Monynn) oToOpaskaroTcst JOCTYIIHBIC BApUAHTHI PACIINPEHHS BO3MOXHOCTEH MapipyTu3aropa. Lllenkaure
KaXJblit MOynb. BHU3Y OyzeT moka3aHo ero H300pa)KeHUe U IaHO onucaHue. M3yunTe 3Tu BapHaHTHI.

1) Bawm nHyxHO mojakmounTs komnbioreps! PC1, 2 u 3 x mapmpyTtusaropy East, Ho y Bac He1ocTaTO4HO
CPEACTB AJIsl MPUOOPETEHNs HOBOTO KOMMYyTaTopa. C MOMOIIBI0 KAKOTO MOIYJSI MOXKHO HOAKIIOUUTH
tpu IIK x mapupytuzatopy East?

2) CKOIBKO y3JI0B MOXKHO TIOAKIIIOUUTH K MApIIPYTH3aTOPY C ITIOMOIIBIO 3TOTO MOTYJIsS?

b. Haxwmure kommyratop Switch2.

Kakoif Momynp MOXXHO BCTaBHTh, 4YTOOBI OOECIICUMTH ONTOBOJIOKOHHOE ToxKIroueHne Gigabit
KoMMyTaTopy Switch3?
Hlar 2. Jlo6aBbTe NOAXOASALINE MOIYJIH H BKJIIOYHUTE YCTPOIicTBA.

a. Haxwmure mapmpytuzatop East u mompo0yiiTe BCTaBUTH COOTBETCTBYIOIINI MOAYNb U3 mara 1A. Momymu
JI00ABIISIFOTCS IIETYKOM 10 MOJIYJIIO M TIEPETaCKUBAHUEM €T0 B ITyCTOH CIOT yCTPOHCTBA.
JomxHo oToOpasuThes coobmenne: Cannot add a module when the power is on (He ynanocs no6aButh
MOJyJIb TIOCJIE BKJIOUEHHs nuTaHus). MHTepdelickl B 3TOi MoeNn MapmpyTH3aTopa He IOJAEPKUBAIOT
ropsiuyro 3ameny. Ilepen mobaBiieHHEM WK yIalIeHUEM MOAYJIEH YCTPOHCTBO JOJDKHO OBITH BHIKIIIOUEHO.
[lenkHHUTE BHIKJIIOYATENb MUTaHUS cipasa ot jorotuna Cisco, 4TOOBI BHIKIIOUNTH MapiipyTuzatop East.
BceraBpre cooTBeTcTBYrOmMH MOAyns W3 miara lA. 3aTeM IIETKHHUTE BBIKIIOYATENb MUTAHUS, YTOOBI
BKIIIOUNTH MapipyTtusatop East.
IIpumeuyanne. Ecin BBl BCTaBUTE HENPaBUIBHBIA MOJYJIb M BaM OyJeT HY>KHO €ro yJIajluTh, epeTaInuTe
MOJIyJIb BHH3 Ha €T0 H300paKeHHE B MPABOM HIDKHEM YTIIy M OTIYCTUTE KHOIKY MBIIIH.

b. Hcmons3ys Ty e MpoIeypy, BCTaBbTE COOTBETCTBYIOIINE MOIYJIH U3 mara 1b B kpaifHuii cipaBa mycToit
CJIOT Ha KomMMmyTaTope Switch2.

c. C momomsto komansl show ip interface brief onpenenure cinor Ha Switch2, B koTopblii ObuT BcTaBieH
MOJTYJIb.

B kakoii cioT ObUT BCTaBIIEH MOJTYIIb?

Yacrs 3. IloakaoyeHue ycTpoiicTB
BO3MO)KHO, JUIA BaC OTO NMMEPBOC YIIPAXKHEHUE, B KOTOPOM BBI TOJKHBI TOAKJITFOYHUTH yCTpOﬁCTBa. Brr CIIC MOXKETC
He 3HaTh Ha3HAaYe€HWE pa3IMYHBIX TUIHOB Kaleneidl. YUTOOBI ycHEemHO MOJIKIIOYMTh BCE YCTPOHCTBA,
BOCIOJIb3YHTECh NPUBECHHON HIXKe TabIMIeH U ciaeqyiTe COOTBETCTBYIOIIMM peKOMEHAAMIM. a. Bribepute
COOTBETCTBYIOIIHMIA THI KaOeJs.
b. Haxmute nmepBoe ycTpOHCTBO M BEIOEPHUTE YKa3aHHBIA HHTEPQETC.
c. Haxwmure Bropoe ycTpoicTBO 1 BRIOEpHTE yKa3aHHBIN HHTEpdEIC.
d. Ecnu ycTpoiicTBa MOAKIIIOUSHBI TPABHUIILHO, BBl YBUANTE, YTO Ballla OLIEHKA YBEINYMIIACH.
IIpumep. Uto0b1 moakIOuNTL MapmpyTtuzatop East k kommyratopy Switchl, BeIOepuTe THI Kaldens
Copper Straight-Through (Menusiii npsimoii). Haxxmure mapmpyru3aTtop East m BeiGepuTe mHTepdeiic
GigabitEthernet0/0. 3atem Haxxmute Switchl u Bei6epure untepgeiic GigabitEthernet0/1. Teneps Bam cuer
JIOJDKEH ObITh 4/55.



HpnMeanne. B JAaHHOM YIIPAXXHCHUN CBETOBOU HUHAUKATOP CCTU OTKIIIOYCH.

Yerpoiicteo | MHTepdeiic Tun kadens YcrpoiicTBo HuTepdeiic
C Straight-Th h

East GigabitEthernet0/0 opper TS LOUEN) Switch1 GigabitEthernet0/1
(Menusiii mpstMoit)
C Straight-Th h

East GigabitEthernet0/1 opper. TSt LArOuEN) g witcha GigabitEthernet0/1
(Menubiii mpsiMoit)

YcrpoiictBo | UnTepdeiic Tun kadens YcrpoiicTBo HNurepdeiic

East FastEthernet0/1/0 Copper . Sutra1ght-Through PC1 FastEthernetO
(Menubiii mpsiMoit)

East FastEthernet0/1/1 Copper . Svtra1ght-Thr0ugh PC2 FastEthernetO
(Menusiii mpstMoit)

East FastEthernet0/1/2 Copper . Sutra1ght-Through PC3 FastEthernetO
(Menubiii mpsiMoit)

Switchl FastEthernet0/1 Copper . Sutra1ght-Thr0ugh PC4 FastEthernetO
(Menusiii mpstMoit)

Switchl FastEthernet0/2 Copper . Sutra1ght-Through PC5 FastEthernetO
(Menusiii mpstMoit)

Switchl FastEthernet0/3 Copper . Sutralght—Through PC6 FastEthernetO
(Menusiii mpsiMoit)

. L - M i . .

Switch4 GigabitEthernet0/2 Copper CI'OSSUOVCI‘ (Mepbii Switch3 GigabitEthernet3/1
TIePEKPECTHBIN)

Switch3 GigabitEthernet5/1 Fiber (OnToBOIOKOHHBIH) Switch2 GigabitEthernet5/1

ight-Th h

Switch2 FastEthernet0/1 Copper . Sutra1g (-Throug PC7 FastEthernetO
(Menubiii ipsiMOit)

Switch2 FastEthernet1/1 Copper . Sutralght-Through PC8 FastEthernetO
(Menusbiii mpstMoit)

Switch2 FastEthernet2/1 Copper — Straight-Through/ ., FastEthernet0
(MenubIii ipsiMOA)

ight-Th h

Switch2 Gigabit3/1 Copper . Sutralg t-Throug AccessPoint Port 0
(Menusbiii psiMoit)
Serial DCE

East Serial0/0/0 (Hocnenosarempueid  DCE) | g o Serial0/0/0
(momkmrovyaeTcss  cHadajga K
Mapmpytuzatopy East)

Yacrs 4. IlpoBepka noaKII0YeHUs.

Ilar 1. IIpoBepbTe cTaTyc MHTep(eiica Ha BOCTOKe.
a. Otkpoiite Bkaaaky CLI u BBeaute crepyromue KoMaHasl: East>

show ip interface brief

CpaBHHTE BRIXOJHBIC JaHHBIC CO CICAYIOIMINMU:
Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 172.30.1.1 YES manual up up
GigabitEthernet0/1 172.31.1.1 YES manual up up
Serial0/0/0 10.10.10.1 YES manual up up
Serial0/0/1 unassigned YES unset down down

FastEthernet0/1/0 unassigned YES unset up up

FastEthernet0/1/1 unassigned YES unset up up

FastEthernet0/1/2 unassigned YES unset up up

FastEthernet0/1/3 unassigned YES unset up down Vlanl
172.29.1.1 YES manual up up

Ecau Bce kabenu COCIMHCHBI BEPHO, BEIBOA JOJKCH COBIIAIAaTh.

lar 2. MMoakao4yuTe 6ecipoBOAHbIE ycTPOiicTBa, HOYTOYK U TabletPC.




a. lenknure HOyTOyk M BbIOepuTe BKiIanKy « Komdmrypammsi ». Bribepure unrepgeiic WLAN-0.
VYcranoBute (uiaxok B 1ojie « Bkia» psigom ¢ myHKToM « Ctatyc mopta». Uepes HeCKOIBKO CEKyH/ JOJKHO
MOSIBUTHCS OECIIPOBOAHOE COETMHEHHE.

b. Ilepeiinute Ha BkiIaaky PaGouniicTon HoyTOyka . HaxkmuTe Ha 3Ha4OK BeO-Opay3epa, 4ToOBI 3aIIyCTHTH
BeO-Opay3ep. Brenure www.cisco.pka B monie URL n maxxmure kaonky Ilepeiitu . Ha crpanume nomken
orobpaxkatecs Cisco Packet Tracer.

c. Ulenknure HOyTOyKk u BblOepute BKIaAKy «Kondurypauus». Bridepure wunrepdeiic Wireless0.
Ycranosure (hiaaxok B mojie «Bkim» psimom ¢ mynkrom «Craryc nopra». Uepe3 HECKOIBKO CEKYH/ JI0JDKHO
MOSIBUTBECS OECITPOBOAHOE COCTMHEHHE.

d. TloBropure mwaru, onucanusle B mare 2b, 4To0Obl mpoBeputh oToOpaxkeHue crpanuipl. lar 3. U3mennte
cnocod nocryna TabletPC.

a. Illenkuaute HOYTOYK M BBIOepuTE BKIAAKy «Kondurypauus». Beidbepure narepdeiic Wireless). Caumure
(maxoxk «Bka» paaom ¢ myHKToM «CocrosiHHE mopTa». Temeph NODKHO OBITH SICHO, M OECIIpOBOIHOE
coeluHEeHUe OyeT pa3opBaHo.

b. Haxwmure Ha unrepdeiic 3G/4G Celll . YcranoBute ¢piaxok B mone «Brm» pagom ¢ mynkrom «Craryc
nopray. Yepes HECKOJIbKO CEKYH]I JOJKHA MOSIBUTHCS. COTOBAs! CBSI3b.

c. IloBropuTe npouecc NpoBepKH BeO-I0CTyIA.

IIpumeuyanue: Ber He TODKHBI OTHOBPEMEHHO MCTIONB30BaTh HHTepQeiic wirelessO u maTepdetic 3G/4G Celll.

OTO0 MOKET MPUBECTH K ITyTaHUIIE B yCTPOIICTBE P MOMBITKE MOAKIIOYCHUS K HEKOTOPBIM pecypcam. IMlar

4. [IpoBepbTe BO3MOKHOCTH NMoAKA04enus Apyrux K.
Bce xoMmbroTephl JTOJDKHBI MOAKIIOYATBCS K BeO-CalTy W ApYr K Apyry. Bbl HaydumTech HCIIOJIB30BATh
TECTUPOBAHHE TOAKIIOUCHNS BO MHOTHX OYAyIIUX JJaDopaTOpHBIX paboTax.
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3agaum
Yacrse 1: Coop undopmanuu PDU a5 nokanbHoil ceTu cB3M
Yacrsp 2: Coop undopmanuu PDU a5 ynaneHHoii cereBoii cBsi3u
Oonue cBegeHus
OTo ympakHEHHE ONTHMH3MPOBAHO AJISI MPOCMOTpa eIuHHIl AaHHBIX mpoTokona (PDU). VYerpoiictBa yxe
HacTpoeHBl. BaM HeoOXoauMo B peXHMMe MOAETHPOBAHUS COOpaTh CBEACHUS O CIWHHIIE JAaHHBIX MMPOTOKOJA
(PDU), a Takxe OTBETHTH Ha PsJI BOIIPOCOB O COOUPAEMBIX TaHHBIX.
HNHcTpykuuu
Yacrse 1. Coop undopmanuu PDU 14151 JIoKaJLHON ceTH CBSI3U
IIpumedanue. [IpocMoTpuTE BOMPOCH IS IOBTOPEHUS U3 YaCTH 3, IPEXKEe YeM MpUCTynath Kk 4yacTu 1. [To HuUM
BBl CMOJKETE TIOHSATH, KaKHEe THITHI JAHHBIX HEOOX0IMMO OyaeT coOpats.
Ilar 1. CoGepure cBeeHHs 0 eIMHUIE JAHHBIX NPoToKoJa (PDU) no Mmepe nepeMenieHus makera c ajpeca
172.16.31.5 B aapec 172.16.31.2.
a. Haxwmure 172.16.31.5 u otkpoiite okHo Command Prompt (Komananas ctpoka).
b. Bgenure xomanxay ping 172.16.31.2.
c. [Ilepeiimure B pexUM MOJCIHPOBaHHUS W TMOBTOpHUTe KoMmaHny ping 172.16.31.2 . Enunanna JaHHBIX
npotokoina (PDU) Gyner nokaszana psaom ¢ 172.16.31.5.
d. Haxwmure enuauiy aanasix nporokona (PDU) u 3amummTe cnenyromue nanaeie Ha Bkiaake OSI Model u
Outbound PDU Layer .
o MAC-anpec Ha3HauUEHUS:
000C:85CC:1DA7 o MAC-anpec
ucrounuka: 00D0:D311:C788 o IP-ampec
ncrounuka: 172.16.31.5 o IP-anpec
HasHaueHws: 172.16.31.2 o Ha
ycrpotictee: 172.16.31.5
e. Haxwmure Capture / Forward (crpenka BIpaBo ¢ BEpTHUKaJIbHOH 4epTOii), YTOOB NEPEMECTUTD EANHHILY
naHHbIX npoTtokona (PDU) Ha crmemyromee ycrpoiictBo. Cobepute aHalornyHble cBeieHus u3 mara 11
IToBTOpsAiiTEe TpomEnypy AO TEX IOp, MOKa eAWHHUIA AaHHBIX npoTokoma (PDU) mHe mocturmer mecrta



Ha3HAUCHMs. 3alHUIINTE TMOIYYCHHBIC CBEACHUS O eAuHuIe AaHHbIX npotokona (PDU) B anekTpoHHYIO
Tabymiy B popmate, mokazaHHOM B Tabmuie Hike. [Ipumep dopmara 3/1eKTPOHHOI TA0 MBI

MAC-agpec IPv4-anpec IPv4-anpec
Ha ycrpoiicTBe Anpec MAC-aapec HMCTOYHHMKA HCTOYHHMKA Ha3HAYeHUs
172.16.31.5 000C:85CC:1DA7 00D0:D311:C788 172.16.31.5 172.16.31.2
Switchl 000C:85CC:1DA7 00D0:D311:C788 — —
y3eln — — — —
172.16.31.2 00D0:D311:C788 000C:85CC:1DA7 172.16.31.2 172.16.31.5

Ilar 2. Cobepure 10N0JHUTEIbHBIE CBeleHUS 0 eAMHNIEe JaHHBIX nakeTa (PDU) ¢ momombio Apyrux
3X03aMpoCOB.
[ToBTOpuTE MpOLIEAYPY, ONMCAHHYIO B 1Iare 1, 1 coOepuTe CBEACHUS IS CICAYIOIIUX IPOBEPOK.
. Oxo-3anpoc ¢ 172.16.31.2 Ha agpec 172.16.31.3
. Oxo-3anpoc ¢ 172.16.31.4 Ha anmpec 172.16.31.5 BepHutech B pexum
peanmsHOTO BpeMeHH (Realtime).
Yacrse 2. Coop undgopmanuu PDU a5 ynaneHHoii ceTeBoii cBsI3U
Jnist CBsI3M ¢ y#aneHHbIMH CeTAMH HeoOXomuM nuto3. M3ydmre mporiecc, KOTOPBIA MPOUCXOANT COCTUHEHUS
YCTPOKCTB B yaaneHHoU cetn. OOpaTuTe MpUCTaIbHOE BHIMaHUE Ha Hcrois3yeMblie MAC-anpeca.
lar 1. Co0epute cBegeHus 0 eTHHNIE JaHHBIX NpoTokoaa (PDU) no mepe nepemenieHusi nakera ¢ agpeca
172.16.31.5 B agpec 10.10.10.2.
a. Haxwmure 172.16.31.5 u otkpoiite okHo Command Prompt (Komananas ctpoka).
b. Bsenure xomanay ping 10.10.10.2.
c. Ilepeiimute B pesxuM MoeupoBaHus ¥ moBTopuTe Komanay ping 10.10.10.2 . Enuanmna qaHHBIX IPOTOKOIIA
(PDU) Oynet moxa3zana psiiom ¢ 172.16.31.5.
d. Haxwmure egunuiyy nansaelx mpotokona (PDU) u 3amumuTe cienyromue naHHbe Ha BKiIagke Outbound
PDU Layer (Yposens ucxozsmeiit PDU).

. MAC-anpec naznauenusi: 00D0:BASE:741A
. MAC-anpec ucrounnka: 00D0:D311:C788

. IP-anpec ucrounuka: 172.16.31.5

. [P-anpec naznauenus: 10.10.10.2

. Ha yctpoiictse: 172.16.31.5

Kakoe yctpoiictBo umeet ator MAC-aapec Ha3HAUCHHUS?

e. Haxwmure Capture / Forward (cTpenka BnpaBo ¢ BEpTHKaJIBHONW 4epTOif), YTOOBI MEPEMECTUTh €IUHHILY
nanHbix npotokona (PDU) Ha cnemyroniee yctpoiictBo. Cobepure aHalOTUYHBIE CBejeHUs U3 mara 11
[oBTropstiiTe mpoleaAypy 10 T€X MHOp, MOKa eIuHMIA JaHHbIX mporokona (PDU) He nocTurHer mecra
Ha3HAYeHHs. 3alUIINTe TOJNyYSHHBIC CBEICHUS O eAuHKIE MaHHbIX npoTokona (PDU) nocie muHroBaHus
172.16.31.5 B anexkTpoHHYI0 Tabnuily B popMate, MOKa3aHHOM B TaOJIHIIE HUXKE.

MAC-aapec IPv4-anpec IPv4-aapec
Ha ycrpoiicTBe Anpec MAC-anpec HCTOYHHMKA HCTOYHHMKA Ha3HAYEHUS
172.16.31.5 00DO:BASE:741A 00D0:D311:C788 172.16.31.5 10.10.10.2
KommyTarop 1 00DO:BASE:741A 00D0:D311:C788 — —
Mapupytuzatop 0060:2F84:4AB6 00D0:588C:2401 172.16.31.5 10.10.10.2
Switch( 0060:2F84:4AB6 00D0:588C:2401 — —
Touxka gocryna — — —
10.10.10.2 00D0:588C:2401 0060:2F84:4AB6 10.10.10.2 172.16.31.5

Bomnpocs! 1J1s1 TOBTOpeHUS

OTBeThTE Ha CIIEYIOINE BOIPOCH OTHOCUTEIBHO cOOpa JaHHBIX.

Hcnonp3oBanuck M1 A MOAKIIOYEHUS YCTPOUCTB pa3Hble TUIIBI IPOBOIOB?

OTpa3uiioch i1 U3MEHEHUE MIPOBOIOB Ha 00pabOTKe eIMHMIIBI JaHHBIX npoTokona (PDU)?
Bbeutn mu Ha Hub (KoH1ieHTpaTOp) MOTepsHBI Kaknue-1ubo TaHHbIe?

Uro Hub (Konnuentparop) nenaer ¢ MAC- u IP-anpecamu?

Jlenaet nu 4To-To TOYKA 0eCIIPOBOIHOIO AOCTYINA C JaHHBIMU, KOTOPhIE Ha HEE MOCTYIMAI0T?

AN o i

Tepsrorest mu kakue-m60 MAC-anpeca miu [P-anpeca npu nepepade o 6ecripoBogHON ceTH?



10.
11.
12.

13.

14.
15.
16.
17.

18.
19.
20.

Kakoii cambiii Beicokuii ypoenb monenu OSI ncnons3yercs B Hub (Konuentparop) n Access Point (Touxa
nmoctyna)?

Konuposanu mu Hub (Konuentparop) wnu Access Point (Touka nocryna) eaqununy nporokona nanusix (PDU),
KOTOpast ObUIA OTKIIOHEHA C KPACHBIM 3HAUYKOM «X»?

Kakoit MAC-anpec npu uzyuenun Bknaaku PDU Details (Cenenus o PDU) mosiBuiicst mepBeiM — ajpec
MCTOYHMKA WM a/Ipec Ha3HAYCHNUA?

[Touemy MAC-anpeca 0ToOpakaroTcsi IMEHHO B 3TOM HOpsinke?

3aMeTnn JIM Bl OOIIYI0 CTPYKTYpY omnpezeneHuss MAC-aapecoB mpyu MOAEIUPOBaHIH?

sKomupoBanu m1 koMMyTaTtopsl equHHUIY AaHHBIX rpoTokoia (PDU), kotopast Oblila OTKIIOHEHA ¢ KPacHBIM
3HAYKOM «X»?

[pu xaxnoit nepecbuike eNMHALBI AaHHBIX poTokona (PDU) mexny cersmu 10 u 172 Obiia TOUKa, B KOTOPOI
MAC-anpeca HEO)KHIAHHO U3MEHSIIACH. Ha KakoM yCTpOMCTBE 3TO MPOUCXOIUIO?

Kaxoe yctpoiictBo umeer MAC-anpec, HaunHaromuiicst ¢ 00D0:BA?

Kaxum ycrpoiictBam npunagnexanu npyrue MAC-aapeca?

Iepexmouamics u [Pv4-agpeca oTIIpaBKyl ¥ OTyYeHHUS HAa KaKyI0-THO0 eqUHHITY JaHHBIX poTokoia (PDU)?
Ecnm crnenoBaTh 5X0-0TBETY (KOTOPBIH MHOTa Ha3bIBACTCS pong), mepekmodatorcs au [Pv4-anpeca otnpaBku u
MOJTy4eHus?

3aMeTHIN JTU BBl OOIIYIO CTPYKTYpY onpeneneans [Pv4-anpecoB mpu MoaenTupoBaHuN?

[Touemy pasusie IP-anpeca cetn HEOOX0AMMO PHCBAUBATE PA3HBIM IIOPTAM MapHIPyTH3aTOPa?

Ecmu Obl B TaHHOM MOJICTUPOBaHMK OblJIa HACTpoeHa pabora ¢ IPv6-agpecamu BMecTo IPv4-anpecos, B yem
coCTOSUIO OBl OTIHYHE?
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Access Point / ;',A \

10.10.10.2

Tabuuna agpecauuu

jm

—

pERSh—Y

1010.10.3 17216312 172.16.31.3 172.16.31.4

HNurepdeiic
Yerpoiicreo Hnrepdeiic MAC-agpec KOMMYTAaTOpa
Router( Gg0/0 0001.6458.2501 G0/1
S0/0/0 — —
Routerl G0/0 00E0.F7B1.8901 GO/1
S0/0/0 — —
10.10.10.2 Wireless 0060.2F84.4AB6 F0/2
10.10.10.3 Wireless 0060.4706.572B F0/2
172.16.31.2 FO 000C.85CC.1DA7 F0/1
172.16.31.3 FO 0060.7036.2849 F0/72
172.16.31.4 GO 0002.1640.8D75 F0/3
3amaun

Yacre 1. Anaan3 ARP-3anpoca
Yacrs 2. U3yuenue tabanubl MAC-aapecoB KOMMYTaTopa
Yacts 3. AHaau3 npouecca ARP B y1aneHHBIX NOAKJIIOYEHUSAX
OO0mue cBegeHns
Yacts 1. D10 ympakHEHHE ONTUMHU3UPOBAHO AJIS MPOCMOTpPa eIUHHI HaHHBIX npotokona (PDU). YcrpoiicTBa
y’Ke HacTpoeHbl. Bam HE00X0MMO B pe)XXUMe MOICITMPOBAHMS COOPATH CBEJICHNS O €ANHULIE JAHHBIX TPOTOKOJIA
(PDU), a Taxxe OTBETHTH Ha Psiji BOIIPOCOB O COOMPAEMBIX JaHHBIX.
HNHcrpykumnu
Yacte 1. Anaan3 ARP-3anpoca
lar 1. Co3naiite ARP-3anpocsl, oTpaBuB 3X0-3anpockl Ha aapec 172.16.31.3 ¢ 172.16.31.2.

*  Haxwmure 172.16.31.2 u otkpoiite okro Command Prompt (Komannnas ctpoka).
*  Brmonnaure komaHxay arp -d, 9To0s! 0OunCcTUTH Tabmmmy ARP.

e Ileperinure B pexxum Simulation (MopenmpoBanme) u BbmosHUTE KoMaHAy ping 172.16.31.3. Byner
CO3/1aHO JIBE eMHUIIBI NaHHbIX npoTokona PDU. Komanna ping ve mosxet ornpasuts ICMP-naker, He 3Has
MAC-anpec HazHaueHUs. [103TOMYy KOMIBIOTEP OTIIPABISAET IUPOKOBENIATENbHBIN Kaap ARP, aTo0s! HaliTH
MAC-anpec Ha3HaUECHHUS.

*  Haxwmure kHorky Capture/Forward (3axBatuTb/miepeaipecoBaTsb) oAnH pa3. EquHUIa 1aHHBIX TPOTOKOIA
(PDU) ARP nepememraercs na Switchl (KommyraTtop 1), a equrnna maxasix nporokoina (PDU) ICMP




ucuesaet, oxujgasi ARP-orser. Otkpoiite eaununy gansabsix nportokona (PDU) u 3amummre MAC-aapec
Ha3Ha4YeHMs. DTOT aJipec eCcTh B TaOIHIlE BBITIIE?

* Haxwvure Capture / Forward (3axBatuTh/mepeampecoBars), YTOOBI IEPEMECTHTb EIWHUIYY HTAHHBIX
npotokoina (PDU) Ha cnemyromee ycTpoHCTBO.

CkobKo Komnit emuHANBI JaHHbIX TpoTokona (PDU) co3man Switchl?

Kaxkoit IP-anpec umeer ycTpoicTBO, KOTOpOE NPUHSIIO €AUHUILY JaHHBIX npoTokona (PDU)? O
OTxpoiite enuHuLy JaHHBIX IpoTokoaa (PDU) u usyuure ypoBeHs 2.

UYro mpomsonuro ¢ MAC-anpecamu HCTOYHHKA M HA3HAUCHUS?

*  Haxwumaiite kaonky Capture/Forward (3axBaTuThb/TiepeagpecoBaTh) 10 TE€X IO, ITOKA eIWHHIA JaHHBIX
npotokoina (PDU) e BepHercs Ha y3en 172.16.31.2.

CKoBbKO KomHii eIuHANEI JaHHbIX TpoTokoia (PDU) co3man kommyTatop aist orBeta Ha ARP-3ampoc?
Hlar 2. M3yunte Tadauny ARP.
*  OOparute BanManue, yto ICMP-maker cHOBa mosBuics. OTKpoiiTe equHUIYy NaHHBIX npotokona (PDU) u
B3rasiHuTe HAa MAC-aapec.

MAC-agpeca UCTOUYHMKA U HA3HAYEHUS COOTBETCTBYIOT UX [P-anpecam?

*  Bepuurecs 00paTHO B peKUM pPeajibHOTO BPeMeHH, U KoMaH/a ping 3aBepiuutcs. 0 Haxwmure
172.16.31.2 u BEIIOTHUTE KOMaHy arp —a.

Kaxomy IP-anpecy coorBeTcTByeT 3anuck MAC-aapeca?
B ob6mem ciydae, korna okoHeuHoe YCTpoicTBo oTnpasisieT ARP-3anpoc? Yacth
2. Uzyuyenne tabanubsl MAC-agpecoB KoMMyTaTopa
Ilar 1. CreHepupyiiTe 10N0JHATEIbHBIN Tpaduk Aas 3anoaHeHus Tadauusl MAC-agpecoB koMMyTaTopa.

* Ha ysne 172.16.31.2 BrinosnnuTe KoManay ping 172.16.31.4.

*  Haxwure kaonky 10.10.10. 2 u oTkpoiiTe KoMaHAHYI0 cTPoKY. [1 Beeaure komanny ping 10.10.10.3.

CKOJIbKO OTBETOB OBLIO OTIIPABIICHO U MOTYYEHO?

Hlar 2. M3yuute Tadauny MAC-agpeco Ha kommyTatopax. [ Haxmure Switchl (KommyTtaTtop 1) u oTkpoiite
BkiIagky CLI (MHTepdeiic KoMaHIHOW CTPOKH).
Brinonnute komanny show mac-address-table.

CoBnaziatoT JIM 3aKCcH ¢ yka3zaHHbIMH B Tabnuie Boime? [ Haxmurte SwitchQ (KommyTtaTtop 0) u otkpoiite
Bkiaaky CLI (MuTepdeiic komaHIHON CTPOKH).
Brinonnute komany show mac-address-table.

CoBna/iatoT M 3aMCH C YKa3aHHBIMU B TaOJIMIIE BhIILIE?
TTouemy nBa MAC-anpeca cBsI3aHBI C OJTHUM TIOPTOM?
Yacrts 3. Ananu3 npouecca ARP B ynanennsix nogkioyenusx Ilar
1. Crenepupyiite Tpaduk ARP.

*  Haxwmure 172.16.31.2 u otkpoiite okro Command Prompt (Komannnas ctpoka).
*  Bgenmute komanny ping 10.10.10.1.
* Bsenure arp —a.

Kakoii [P-anpec umeer HoBas 3anwuck B Tabimie ARP?
*  Brmoaawure komanxay arp -d , 9To6561 ouncTHTh TabaHMy ARP n mepeitu B peskuM MoJeJTMPOBAHMSA.
*  ITloropuTe KOMaHy ping mst agpeca 10.10.10.1.



CkoJnbKo enuHul AaHHbIX mpoTtokosa (PDU) nosiBunocs?

*  Haxwmure kHonky Capture/Forward (3axBatuth/mepeaspecoBars). Haxmure eanHUIly JaHHBIX TPOTOKOJIA
(PDU), xotopas teneps Haxomurcs Ha Switchl.

Kaxkoit IP-anpec naznauenns ARP-3ampoca?
* IP-ampec HasHauenus He 10.10.10.1.

[ouemy?
lar 2. IIpoananusupyiite Tadauny ARP Ha Routerl.
* Ilepetinure B pexxuM peaabHoro Bpemenu. Haxxmure Routerl (Mapmpyrusatop 1) u oTkpoiite BKIagKy

CLI (UuTepdeiic koMaHIHON CTPOKH).
*  Botigure B mpusunerupoBanssiii pexxum EXEC u BemmonauTe KoManay show mac-address-table.

Cxkomnpko MAC-anpecos B Tabmme? [Touemy?
*  Brmonnure komanay show arp.

Ectp mm 3anmcs qa 172.16.31.27
YTo IPOUCXONT C IEPBBIM HX0-3aPOCOM, KOTJa MapIipyTu3aTop orBeyaet Ha ARP-3anpoc?
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Packet Tracer - Oonapy:kenue cocennux IPv6 ycrpoiicT

2001:dh8:acad:1 :1164/{-\

a “h
Tabauua agpecaumu
Iaro3 no
YcrpoiicTBo HuTepdeiic IPv6-anpec/npeduxc YMOTYAHHIO
RTA GO0/0/0 2001:db8:acad:1111/64 Her
G0/0/1 2001:db8:acad:1111/64 Her

PCA1 NIC 2001:db8:acad:1] A/64 fe80::1
PCA2 NIC 2001:db8:acad:1::B/64 fe80::1
PCB1 NIC 2001:db8:acad:2[] A/64 fe80::1

Hean

Yacrs 1. JlokajabHas ceTb o0Hapy:keHus coceneii IPvé

Yacrse 2: YaaneHHnas cetb o0Hapy:kenus cocenaeii IPvo

OO01mmue cBeIeHUus

UroOBl yCTPOHCTBO MOTJIO B3aUMOICHCTBOBATH C JPYTUM YCTPOWCTBOM, JOJDKEH OBITH m3BecteH MAC-ampec

ycrpoticTBa Ha3HaueHus1. B IPv6 mpouecc, HazpBaeMblii OOHapyKeHHE COoceel ¢ MCIOIh30BaHUEM TIPOTOKOIIA
NDP unu ND, otBeuaer 3a onpeznenenne MAC-anpeca HazHadeHust. Byl Oynere codupats nndopmanuio PDU B
PEKHMME MOJICITUPOBAHHUS, YTOOBI JTyUIlIe IIOHATH ITPOIIECC.

HNHcTpyknuu

Yacrtp 1. O6Hapy:xenue cocenHux IPv6 ycTpoiicTB B JIOKAJIBHOMN ceTH

B gactu 1 atoro 3amanus Bel momyunte MAC-aapec ycTpolicTBa HA3HAYECHHS B TOH YK€ CETH.
Ilar 1. IIpoBepbTe MAPIMIPYTH3ATOP HA HAJIMYHE 0OHAPY/KEHHBIX COCE/IeH.

a. Haxwmure mapmpytuzatop RTA. Beibepure Bkinanky CLI u BemmonanTe komanay show ipvé neighbors u3
MPUBHIIETHPOBAHHOTO peKUMa exec. Eciim oTobpakaroTcsi Kakue-1u00 3alucH, yJaluTe UX C MOMOIIBIO

komaHbI clear ipv6 neighbors.

b. Haxwmure Ha PCA1, Bribepure Briaaky Desktop u Haxxmute Ha 3Had0ok Command Prompt (xomanmHOM

CTPOKH).

lar 2. [lepexa0YnuTeCh B PesKUM MOJeTHPOBAHUS JJIS 3aXBaTa COOBITHIA.

c. Haxwmure kHOIIKY MoaennpoBaHue B TIpaBOM HIDKHEM yriry okHa Tomonorus B Packet Tracer.

d. Haxwmure kHonky « Show All/None » B neBoil HIKHEH YacTH MaHENIH MOACIHPOBAaHUA. Y OeIUTECh, UTO
Event List Filters — Visible Events noxassiBact None.

e. B xomannnoii crpoke Ha PCAlBpmonanTe komanny ping —n 1 2001:db8:acad:1::b. D10 mpusener

3amycky npouecca pinging PCA2.




f. Haxwmure knonky Play Capture Forward , koTopas oroOpakaeTcsi B BUJIE CTPEIIKH, yKa3bIBaIOIIEH BIIPaBO
C BEpPTUKAJIBHOW TIOJIOCKOM B OKHE «YTpaBjeHHE BOCIPOM3BEICHHEM». B CTpoke cOCTOSHUS Hal
3JIeMEHTaMH YIIPaBJICHHUS BOCIIPOU3BEICHUEM JIOJDKHO OBITh ykazaHo «Captured» mo 150. (Tounoe umcio
MOXET OTJIMYAThCSL.)

g. Haxwmure xnonky Edit (Pemaktupoats). Bribepure Bkimamky IPv6 BBepxy m ycTaHoBuTe (Ia>kKKd IS
ICMPv6 u NDP . Haxxmute KpacHbIil 3Hau0K X B IPAaBOM BEpPXHEM YIJIy OKHa PenakTupoBarh (QpUIBTpPEI
ACL. Teneps HE0OXOIUMO TIEPEUNCIUTH 3aXBaUeHHBIE COOBITH. B OKHE TOMKHO OBITH OKOMIO 12 3ammceid.

IMouemy npucyrcreytor ND PDU?
h. Haxwmure kBaxpat B crondue Tum aist nepBoro coosiTHs, KoTopoe JomkHO 0b61Te ICMPV6.

[TockoabKy coO0IIeH e HAYMHACTCS C 3TOTO COOBITHS, CYIIECTBYET TobKo ncxoaantiii PDU. Ha Bximaake
Monens OSI, xakoii Tun coodmenns ykazan amst ICMPv6?
OO6paruTe BHIMaHHE, 9TO HET aapecanuu ypoBHs 2. Haxxmute kHOomKy Next Layer >>, 9ToOBI HONXy4nuTh
o6bsacHenue npouecca ND (Neighbor Discovery).

i. Haxwmure xBagpaT psgoM co CIEAYIOIIUM COOBITHEM Ha IaHEeIW MopaenupoBaHus. OH NOJDKEH OBITh Ha
yctpoiictBe PCA1 u Tun nomken 661ts NDP.

UTo U3MEHWIIOCH B aipecariii ypoBHs 37
Kakwue anmpeca ypoBHs 2 oToOpaxkatorcs?
Ecnmu y3en He 3HaeTr MAC-aapec HaszHadeHwus, crneuuaibHbli MAC-agpec MHOTOaApecHOW pacChUIKU
ucnone3zyetcs [IPv6 Neighbor Discovery B kadecTBe anpeca Ha3HaYCHHUS YPOBHS 2.
j.  Bsibepute nepsoe coositTne NDP B SwitchA.

Ectb nu paznuna mexay "In Layers" u "Out Layers" s ypoBus 27
k. Bribepute nepsoe coositie NDP Ha PCA2 . Haxxmure Bknaaky Outbound PDU Details (Cenenust 06
ucxozsuei PDU).

Kakne agpeca oToOpaxaroTcst 1Uisl ciaenyomux?

[Tpumeuanne. Anpeca B TIOJISIX MOTYT OBITH OOEPHYTHI, OTpETyIHpoBath pazmep okHa PDU, uTo0s! caenath
anpecHyto nH(opManwmro mpore 1 arerns. Ethernet I DEST ADDR:

Ethernet II SRC ADDR:

IPv6 SRC IP:

IPv6 DST IP:

Bri6epure nepsoe coositrie NDP B RTA . ITouemy wet Out Layers?

—

m. Haxwmute xHonky Next Layer >> no koHIa u mpodnTaiTe maru ¢ 4 mo 7 i MOMydeHUs JaTbHEHUIITHX
pa3bsICHEHUH.
n. Haxwmute cnenyromee coositne ICMPvV6 nHa PCA1 .

Nmeer mu PCA1 Bcio HeoOxoaumyro nadopmanmio st csizu ¢ PCA2?

0. Haxwmure mocieqnee coopitne ICMPvV6 Ha PCA1 . OOpaTute BHUMaHKE, YTO TO MOCIEIHEE COOOIIECHIE B
CIIHICKE.

Yro Takoe Tl 3x0-cooduienust ICMPv6?

p. Haxwmure Reset Simulation na manenu «Simulation». 13 komanano# crpoku PCA1 nosropure ping Ha
PCA2. (IToxckaska: BBl JOJDKHBI IMETh BO3MOXHOCTh HaXATh CTPEJIKY BBEPX, YTOOBI BEPHYTH ITPEABIIYIIYIO
KOMaH]Ty.)

q. Haxwmure knonky Capture Forward 5 pa3, 4ToObI 3aBepIIUTh IpoIiecc ping.

[Touemy He O6buTO COOBITHII NDP?
Yacrtp 2. O0Hapy:xenne cocexHux IPv6 ycrpoiicTB B ynaneHHoii ceTn



B gactu 2 sToro 3alaHusA 6yZlyT BBITNIOJIHATHCA HCﬁCTBHﬂ, AHAJIOTUYHBIC TCM, KOTOPBIC NPUBCACHBI B 4aCTHU 1, 3a

HCKJTIOYEHUEM TOTO, YTO y3eJ Ha3HAYCHHWsS HAXOOUTCA B APYrod JOKampHOH cetn. OOpaTuTe BHHUMaHHUE, Kak

mporiecc OOHApYKEHUS cocelleil OTIMIaeTcsa oT Iporecca, Habmonaemoro B yactu 1. OOpaTtuTe BHUMaHHe Ha
HEKOTOPBIE JIOTIOJHUTENbHBIE ATk aJpecaliii, KOTOpble TPOUCXOST, KOTJa yCTPOUCTBO B3aMMOJICHCTBYET C
YCTPOHMCTBOM, KOTOPOE HAXOIUTCS B APYToOii ceTH.

O0s13aTebHO HaXXMHUTE KHOTIKY « Reset Simulation », 4TOOBI OYHCTHTE TPEABITYIINAC COOBITHS.

Iar 1. 3axBaT cOObITHI /51 yIaJeHHOI CBA3H.

a.

OT0o0pakeHHE U OYUCTHUTE BCE 3aITUCH B TAOJIUIE COCETHUX YCTPOHCTB [PV6, Kak 3TO OBIIO CIIeNIaHo B YacTh
I

[epeiinure B pexxnm Simulation (Moaenuposanue). Haxxmure knonky « Show All/None » B neBoit HIbKHEH
YacTH MaHesu MojenrpoBanus. Yoeaureck, uto Event List Filters — Visible Events nokassiBaect None.
W3 xomannHoit ctpoku Ha PCA1 BeimonHute komanay ping —n 1 2001:db8:acad:2::a na xoct PCBI1.
Haxwure xkaonky Play Capture Forward , kotopas otoOpakaeTcs B BHIIE CTPEIKH, YKa3bIBAOIICH BIPABO
C BEpTUKAJIBHOHW IIOJIOCKOM B OKHE «YTIpaBieHHE BOCIPOW3BEICHHEM». B CTpoke cOCTOSHUS Hax
3JIeMEHTaMH YIIPaBJICHHUS BOCIIPOM3BEICHNEM NOJDKHO OBITh ykazaHo «Captured» mo 150. (Tounoe gmcmo
MOXET OTJIMYAThCSL.)

Haxxmure xHonky Edit (M3mennTs). Boibepute Bkiaagky IPv6o BBepxy u ycranosure duaxku aiast ICMPv6
u NDP . IllenkanuTe KpacHBIH 3HA4OK X B MPaBOM BepxHeM yriry okHa PemaktupoBatb ¢umabTper ACL.
Tenepb NOKHBI OBITH MEPEYHCIICHBI BCE MPEABIIYIINE COOBITHS. BBl JOKHBI 3aMETUTD, YTO Ha ATOT pa3
3HAYUTEIIHHO OOJIBIIE 3aMnCeH.

Haxxmure kBagpaT B cTOJOIE THMA AJSI IEPBOro coObITHS, KoTOopoe NomkHO ObiTh ICMPV6. Tlockonbky
COO00IIEeHNEe HAUMHACTCS C 3TOTO COOBITHS, CYIIECTBYET ToIbKo ucxoaamuii PDU. O6patuTe BHUMaHKE, 9TO
B HEM OTCYTCTBYET HH(OPMALHS O CJIOE 2, KaK 3TO OBIIO B IPEABIAYINEM CLICHAPHH.

Haxxmure nepoe coositne NDP Ha yctpoiictse PCA1L .

Kaxoit anpec ucnonssyercs nns IP-agpeca Src Bo Bxoasimem PDU?

Oo6Hapyxenue coceneii [IPv6 ompenenser cleqylomuid IMyHKT HAa3HAYCHUS VIS TEPECHUTKA COOOIMICHUS
ICMPv6.

Haxwmure Bropoe cobeitne ICMPv6 mns PCA1. PCALl Temeps mMeeT MOCTAaTOYHO HWH(GOPMAIHU IS
co3nanus 3xo-3anpoca ICMPv6.

Kaxoit MAC-aapec ucnons3yetcs 11t MAC-anpeca Ha3HaueHUs?

Haxwmute cnenyromiee coositne ICMPv6 Ha yerpoiictBe RTA. O6parure BHUManue, uto ucxoasmmii PDU
oT RTA He umeer agpeca ypoBHs HasHadeHHUs 2. DTo o3HadaeT, uTo RTA cHOBa MOJDKEH BBHITIOJHUTH
oOHapykeHHe cocenert st naTepderica, kotopsril umeet ceth 2001:db8:acad:2::: moTomy 4To OH He 3HaeT
MAC-anpeca ycTpoiicTs B mokansHoOU cet GO/0/1.

[epeiinure k nepBomy codbrtrio ICMPvV6 nnst yerpoiictsa PCB1.

Yro OoTCYTCTBYET B MCXOAAIIEH HH(POPMAIMK YPOBHS 27

Crenyromme Heckonbko coObitiii NDP cBsi3biBator ocraBmmecs anpeca IPve ¢ MAC-anpecamu.
Ipenpinymme coostis NDP cBsssiBasin MAC-anpeca ¢ TOKaJIbHBIMU aJjpecamMy CBSI3H.

[epeiinure k mocnenuemy Hadbopy coObiTHii ICMPV6 1 0OpaTuTe BHUMaHKE, 4TO BCE aj1peca ObUTH H3Y4EHBI.
Heobxoaumast wHpopmamus Terepb H3BecTHa, 1nosTtoMy PCBI1 MoXkeT oOTHpaBIsITH 3XO-OTBETHBIE
coobmenust Ha PCA1.

MMenkante Reset Simulation Ha manenu «Simulation». Y3 komanguo# ctpoku PCA1 moBTOpHTe KOMaHIy
ping PCB1.

Haxxmute kHOTKy Capture Forward neBsTh pa3, 4ToOBI 3aBepIINTH POLIECC ping.

[Touemy He 65110 coOBITHIE NDP?

Haxxmute equncrsennoe coosite PCB1 B HOBOM criucke.
UYro cootBeTcTByeT MAC-anpecy Ha3HauYSHUS?



IMouemy PCBI1 wucnomsdyer MAC-aapec unTepdeiica Mmapuipyruzatopa it coszganus ICMP PDU?

lar 2. [IpoBepbTe BBIX0ABI MAPIIPYTH3aTOPA.
a. Bepuutecs B pexum peanpHoro Bpemenu (Realtime).
b. Haxxmute kHonky RTA u Be16epute Bknagky CLI. B komanaHOI cTpoke MapIIpyTH3aTOpa BBEIUTE
komany show ipv6 neighbors.
CKOJIBKO aJIpecoB B CIHCKe?

C KaKUMU YCTPOWCTBaMH CBSI3aHBI 3TH ajipeca’
Nwmerotest mu kakue-nmu6o 3amucu 1t PCA2 (moueMy mim nmouemy HeT)?

c. 3amyctute sx0-3amnpoc 10 PCA2 ¢ mapmpyTtusaropa.
d. Brmonante komanny show lldp neighbors.

CymectBytot 1 3anucu Juist PCA2?

Bonpocs! 1J151 NOBTOpeHUSs
1. Korma ycrpoiictBo TpeOyeT mporecca oOHapyxeHus coceneit [Pv6?

2. Kaxk mapmpyTuzaTop momMoraeT MUHIMU3APOBaTh 00beM Tpaduka IPvo Neighbor Discovery B
cetu?
3. Kak IPv6 munumusupyet BiusHue npouecca ND Ha ceTeBble y37b1?

4. Yem ornmuaercs mpouecc 00HapyKEHHS COCEJIeH, Koria y3esl Ha3HaueHHs HaXOANUTCS B OIHON
JIOKAJbHOM CeTH U KOT/1a OH HaXOJUTCS B YAAJCHHOM JTOKaNbHOU ceTu?
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Cisco Packet Tracer. HacTpoiika HCXOQHBIX MapaMeTPOB MapHIPyTU3aTopa.

] &
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PCA R1

3apaum
Yacrs 1. [IpoBepka koH(pUrypanuu MapuipyTu3aTopa no yMo,Jr4YaHHI0
Yacts 2. HacTpoiika u nnpoBepka Ha4aJIbHON KOH(UIYPallMi MapIIpyTH3aTOpa
Yacrtp 3. Coxpanenue ¢aiina Tekyueii KoHQUrypauuu

O0uine cBegeHus
B 3TOM ynpakHeHWH BbI BBHIIIOJIHUTE OCHOBHBIE HACTPOMKHM MapuipyTH3artopa. Bel obecrneunte 6e30macHOCTb
Jocryna K uarepdeiicy komananoit crpoku (CLI) 1 mopTy KOHCOJIM ¢ TOMOIIBIO 3aIM(POBAHHBIX U OTKPBITHIX
naposeii. Takxe BbI HACTPOHUTE COOOIIECHHS JUTA TT0JIb30BaTENeH, BXOAAIINX B CUCTEMY MapLIpyTH3aTOpa. DTH
COOOIIEHNS CITyXaT Al HPEeRyNpexICHUS IO0Jb30BaTelIel O 3ampeTe HEeCaHKIHMOHMPOBAaHHOTO JocTyma. B
3aBepLICHHE Bbl IIPOBEPUTE M COXPAHUTE TEKYIYI0 KOHUTYPALHUIO.

HNucrpykuuu

Yacrs 1. IIpoBepka koHpUTrypanun MapmpyTusaropa no ymoayanuio llar

1. YeTraHoBHTe NOAKIIOUEHHE K KOHCOJIM MapipyTu3aTtopa R1.

a. Bri6epure xabensr Console (KoHCOTBHEII) U3 CIACKA JOCTYITHBIX TOAKIIOYCHAH.

b. Haxxmurte PCA u BeiOepuTe pazbem RS 232.

c. Haxxmute R1 u Bei6epute Console (KoHCOIbHBIIT).

d. Haxxmute PCA, otkpoiite Brianky Desktop (Pabouwnii cton) u Beioepure Terminal (Tepmunan).
e. Haxxmure knonky OK, a 3atem xiaBury ENTER. Teneps Bbl MokeTe HAaCTPOUTh MapLIPYTH3aTOP

R1. Ilar 2. BoiiauTe B NpUMBHJIECTHPOBAHHBIN Pe:KMM U NMPOBepbTe TEKYILYI0 KOHGUTypanuIo.
B mpusmiernpoBanHoMm pexume EXEC poctynHbl Bce KOMaHIbl MapuipyTuzatopa. Ho mockoiabky MHOrue
NPUBWJIETHPOBAHHBIE KOMAaH/ABI 3a/lal0T padodne IapaMeTphl, NPHBWICTHPOBAHHBIA JOCTYIl JOJDKEH OBITH
3aIHIICH TapoJIeM BO U30eKaHNe HECAHKIIMOHUPOBAaHHOTO HCIIOIb30BaHUS.
a. Ilepeiinure B IpUBWIErMPOBAaHHBINA PEKUM

EXEC, BrimosiHUB KOMaH1y enable.

Router> enable
Router# OOpaTtuTe BHUMaHUE, YTO KOMaH/HAS CTPOKAa U3MEHWIIACh, YKa3bIBask HA MPUBUIICTUPOBAHHBIH
pexxum EXEC.
b. Bsgenure komanay show running-config.
Router# show running-config
Kak Ha3bIBaeTcs y3en maprpyTuzaTopa’?
Ckonbko y Mapmpytuzatopa uatepdeiicos Fast Ethernet?

Ckonpko y Mapuipytusaropa untepdericoB Gigabit Ethernet?
CKOJIbKO y MapIiipyTu3aTopa mocieaoBaTenbHbIX nHTepdeiicoB? Kakos
JIMara3oH 3HaYCHNH, 0TOOpaKaeMBbIX B VIy-JIMHUIX?
c. OrobOpaxaer Tekymee conepxkrumoe NVRAM.
Router# show startup-config startup-config is not
present
IMouemy wapmpyTusaTop otBedaer cooOmieHuem startup-config is not present (startup-config
OTCYTCTBYET)?

Yacrts 2. HacTpoiika 1 npoBepka HayaabHOIi KOHGUTypauuu MapumipyTu3aTopa
Jis HacTpOWKM TMapaMeTpoB MapHIpyTH3aTOpa, BO3MOXKHO, MOTPEOyeTCs MEePEeKITIoYaTbCs MEXIY PEeXHUMaMU
HacTpoiiku. OOpaTure BHHMaHWE, KaK HM3MEHAETCS KOMaHIHAs CTpOKa NpU IEPEeMELICHUH 4Yepe3 PEeKHUMbI
koH(purypannu [0S.

lar 1. HacTpoiiTe HauaJabHbIe MapaMeTpbl Ha MapuipyTu3arope R1.



IIpumeuanue. Eciau Bbl He MOXeTe 3allOMHUTh KOMaHJBI, CM. COJEPKUMOE 3TOro paszzaena. Komanbl
WCTIONB3YIOTCS T€ )K€, 9TO ¥ I HACTPOHKN KOMMYTaTopa.

a. Bsemure R1 B kauecTBe UMEHH XOCTA.
b. Co3naiite TEKCT  COOOIICHUS TEKYIIETro JTTHST: Unauthorized access is
strictly prohibited
(HecaHKIMOHUPOBaHHBIN TOCTYI CTPOTO 3aIperieH).
c. 3amm@pyiiTe Bce OTKPBITHIE MApOJIH.
Hcnonp3yiite cneayroniye naposu.
1) TlpusunerupoBauusrii pexxum EXEC, HezammdpoBaHHEII: cisco
2) IlpusmnerupoBauusrii pexxum EXEC, 3ammdposanHsiii: itsasecret.
3) KoucomnbHbli pexxum: letmein

lar 2. [IpoBepbTe HaYaTbHbIE TapaMeTPhI HAa MappyTU3aTope R1.
a. [IIpoBeppTe HauanbHBIE TApaMETPHI, IPOCMOTPEB KOH(UTypaLuio MapmpyTuzaTtopa R1.
Kakyro komaHay BEI OyzeTe UCTIONb30BaTh?

b. 3akpoiiTe TeKymuii KOHCOJBHEIHA ceanc. [losBUTCS cooOIIeHNME:
R1 con0 is now available

Press RETURN to get started.
c. Haxwmure xnasunry ENTER. Oto6pasurcs coobmenmue:
Unauthorized access is strictly prohibited.
User Access Verification Password:
3aueM Ha BceX MapUIpyTHU3aTOpax JOJDKEH OBITH OaHHEp ¢ coodmenneM Tekymero nusi (MOTD)? Eciu Bam
He TpejjaraeTcs BBECTH Mapojb 10 TOT0, KaK BBl MOJIy4yuTe Hpuriamenue nonas3zoBatensi EXEC, kakyio
KOMaH/ly KOHCOJIH BBI 3a0bIIIH HACTPOUTH?

d. BseauTe maponu, HeOOXOAMMBIE I BO3BpaTa B IpUBHIETHpoBaHHBINA pexuM EXEC.

ITouemy naposib enable secret no3possieT nepeiitu B npuBuieruposansblil pexum EXEC, a napons enable
password GoJibllie He AeHCTBUTECH?

Ecnm ycTaHOBHTH Ha MapHIpyTH3aTOpE JApYTHe MapojH, OHU OyIyT XpaHHUTHCS B (aiiie KOHQUTypaluu B
OTKpPBITOM WJIH 3ammppoBanHOM Buze? JlaliTe moscHeHue.

Yacte 3. CoxpaHeHue ¢paiijia Tekymei konpurypanuu Ilar
1. Coxpanure ¢aiin koupurypanun B NVRAM.
a. Bbl HacTpousm McxomHble mapamerpbl Mapipytuzatopa R1. Temepr BBIIOMHUTE pe3epBHOE KOMHUPOBAHHUE
¢aiina xondurypamun B NVRAM u yOeaurech, YTO BHECCHHBIC M3MECHCHHS HE OBUIM MOTEPSIHBI NPH
repe3arpy3Ke CUCTEMBI UM OTKIIFOYEHUH ITUTAHUSA.

Kakyto xoMaHIy Hy’KHO BBECTH, YTOOBI COXpaHNUTh KOHpuryparmio B NVRAM?
Kaxkas camast kopoTkast 1 OJHO3HAYHAs BEPCHSI STOM KOMaH/IbI?
Kakas komanma otoopaxaet couepxxumoe NVRAM?

d. Y6enurecs, 4TO BCe HACTPOCHHBIE TTAPAMETPHI 3aNMCaHbl. Eciu HeT, MpoaHaI3UpyHTe BBIBOJI M OTIPE/ICTIHTE,
Kakue KOMaH (bl He ObLIN BBITIOJHEHB! MIIM OBIIIM BBEJICHBI HETIPABIIIBHO. BBl Takke MOXKeTe HaxKaTh KHOIIKY
Check Results B okHEe ¢ HHCTPYKIUSIMU.

Iar 2. /lono/HUTeIbHO: COXpaHUTe (haiis 3arpy30uHoiil KoH(pUrypauuu Bo (iem-naMaTh.

Pabota ¢ ¢uem-HakonuTeaeM MapuipyTusaropa Oyner moapoOHee paccCMOTpEeHa B IOCIEIYIOINX IlaBax, HO

ceifyac Bam OyJIeT MOJIE3HO y3HATh, YTO B KaueCTBE IOMOJHHUTEIHFHON MPOLEITYpPhl PE3EPBHOIO KOIMPOBAHUS

(haiin 3arpy304HO KOHQHUTyparyd MOXHO COXPAaHHWTH BO (uienr-mamsaTh. [0 yMOI9aHWIO MapIpyTH3aTOp

3arpyaeTr ctapTtoByro koHpurypammio u3 NVRAM. Ho ecim mamate NVRAM Oynmer moBpexicHa,

3arpy304HyI0 KOH(QHIYpaIMIO MOXKHO OyIeT BOCCTAHOBUTH, CKOIIMPOBAB €€ U3 (IIeII-NaMsTH.

BerinonauTe crneayronye AeHCTBUS, YTOOB! COXPAaHHUTh 3arPy304HYI0 KOH(PUTypanuio Bo (Gien-namsrs.



a.

[IpoBepsTe conepxumoe dren-namsty, BenoaHUB komanay show flash: R1# show flash

CkoibKO (haiiIoB XpaHHUTCS BO (hIemI-NaMsATH B JTaHHBIH MOMEHT?

Kakoii u3 aTux (aitnos, nmo Bamemy MHEHUIO, siBiseTcs oopazom 10S? [Touemy

BBI CUMTACTE, YTO ITOT (paiin — obpa3 [0S?

Coxpanure (aiin 3arpy304HON KOHPHUTYpaAIMK BO (JIeII-NIaMsATh, BBHIOIHHUB CJIETYIONIYI0 KOMaHAy:
R1# copy startup-config flash

Destination filename [startup-config]

MapipyTu3aTop NpeayIoKUT COXPAaHNUTH (aiil BO (IenI-naMsITi ¢ Ha3BaHWEM B KBaJpaTHBIX CKoOKax. Eciu

BHI cornacHbl, Hakmute Kiasunry ENTER. Ecii HeT, BBeuTe momxoasiiee Ha3BaHUE I HAKMHUTE KITaBHIILY
ENTER.

C nomormsto komansl show flash yGenurecs, uto daiin 3arpy30uHoiil KOHQHUTYpaIK Teepb XPaHUTCS BO
¢uenm-namsTy.
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Cisco Packet Tracer. [Togkiouenne Mmapmpyrusaropa K jJokaabHoi cetu (LAN).

o

PC1

B

192.168.10.0/24

51

209.165.200.224/30

10.1.1.0/24

R1
e 52 2y PC4
192.168.11.0/24 10.1.2.0124
Tabsmmna agpecanuu
103 1o
YerpoiicTBo Hurepdeiic IP-anpec Macka nojaceTu YMOJIYAHUKO
R1 G0/0 192.168.10.1 255.255.255.0 —
GO0/1 192.168.11.1 255.255.255.0 —
S0/0/0 (DCE) 209.165.200.225 255.255.255.252 —
R2 G0/0 10.1.1.1 255.255.255.0 —
G0/1 10.1.2.1 255.255.255.0 —
S0/0/0 209.165.200.226 255.255.255.252 —
PCl1 NIC 192.168.10.10 255.255.255.0 192.168.10.1
PC2 NIC 192.168.11.10 255.255.255.0 192.168.11.1
PC3 NIC 10.1.1.10 255.255.255.0 10.1.1.1
PC4 NIC 10.1.2.10 255.255.255.0 10.1.2.1
3agaum

Yacrtp 1. OToOpakeHHe cBeJeHUIl 0 MapIIpyTH3aTOpe
Yactsp 2. HacTpoiika unrepgeiicoB mapmpyTuzaropa

Yacrs 3. [IpoBepka koHpurypanun
OOmine cBegeHns

B sTtom ympaxkHeHmH BBl OyneTe HCHOIB30BAaTh pazIHYHbIe KOMaHAB Show mimsi oToOpakeHHs TEKyIIero
COCTOSIHMSI MapIIpyTHu3aTopa. 3aTeM Bl Oy/IeTe UCIIOIb30BaTh TaOIMILy aJpecalliy Uil HacTPOHKK nHTepdeiicoB
Ethernet mapmpyTu3atopa. B 3aBeprieHue BbI BOCTIONb3yeTeCh KOMaHIaMU JJIsl IPOBEPKU U TECTHPOBAHMUS CBOMX

KOoH(pHUTypanuii.
IIpumeuanune. MapumpyTu3aTopel B 3TOM YINPaXKHEHMHM YXKe YaCTUYHO HacTpoeHsl. HekoTopele wu3
KOH(HUTypanuii He paCCMOTPEHBI B JAHHOM KypCe, HO OHH HY>KHBI I TOTO, YTOOBI ITOMOYb BaM B HCIIOJIb30BAHUN
KOMaHJ IIPOBEPKU.

Yacrsp 1. OTo0pakeHue cBeleHUI 0 MAPLIPYTU3ATOpe

Ilar 1. OTo0pa3ure cBegeHust 00 nHTep(deiice Ha mapmpyTusaTtope R1.



IMpumeuanne. YToOBI MOTYYHUTH JOCTYI K KOMAaHIHON CTPOKE, LIEIKHUTE YCTPOHCTBO U oTKpoiite Bkiaaky CLI
(UuaTepdetic komanaHoii ctpokn). ITapons koHcomn — cisco. [Tapons npusmiierupoBanHoro pexkuma EXEC — class.

a. Kakas komaHIa BBIBOJHUT CTAaTHCTHKY 110 BCEM MHTepdericaM, HACTPOSHHBIM Ha MapuIpyTu3arope?

b. Baeaurte komaHxy, 4TOOBI OTOOpPA3UTH CTATHCTHKY N0 UHTepdeiicy Serial 0/0/0 na mapmpyrtusarope R1, u
OTBETHTE Ha CIEYIOIINE BOTIPOCHI.
1) Kaxoit IP-agpec HacTpoeH Ha mapmipytuzatope R1?
2) Kakyro npomycknyto ciocoOHocTh uMeeT nnrepgeiic Serial 0/0/0?
c. Baeaute xomaHnmy, uTOOBI 0TOOpPa3uTh cTaTHCTHKY Mo MHTepdeiicy GigabitEthernet 0/0, u oTBeThTe Ha
CIIEYIOIIHE BOIIPOCHL
1) Kaxoii IP-agpec Ha mapmpyrtuzatope R1?
2) Kaxkoit MAC-aapec umeer nunrepdeiic GigabitEthernet 0/0?
3) Kakyro mpomnyckayto criocodHocts (BW) nmeer unrepdetic GigabitEthernet 0/0? Ilar 2. OTo6pa3ure
CBOJHBII crincok uHTepdeiicoB MmapmpyTu3aTropa R1.

a. Kakas kxomanna BBIBOAMT KpaTKyl CBOJKY IO TEKYyIIUM HUHTepdeiicaM, UX COCTOSHUSIM U
HazHayeHHbIM UM [P-agpecam?
b. BeeauTte koOMaHAy Ha KaXJIOM MapUIpyTH3aTOPE U OTBETHTE Ha Cieayromue Bonpockl. 1) CKomIbKko
MoCJIeI0BaTeNbHBIX HHTepdeticoB Ha MapmpyTuzaTopax R1 u R2?
2) Cxompko unTepdeiicoB Ethernet Ha mapmpytuzaropax R1 n R2?
3) Sensrorcs nm Bee uHTepdericsl Ethernet Ha mapmpyTtuzatope R1 onunakoBeiMu? Ecnm otBer «Het»,
OOBSCHUTE PABTHUMSL.

Har 3. Oro6pa3ure TadauLy MapumipyTU3anuu Ha Mapumpyruzarope R1.

a. Kakas komaHaa BBIBOJUT Ha 3KpaH COAEPKIMOE TaOIUIBI MapIIpyTH3AIAN?

b. Baeaure komanay Ha MapmpyTtuzatope R1 1 0oTBETbTE Ha CII€AyIONINE BOIIPOCHI.
1) CkoabKko B TaOJHIIEC TOJKITIOYEHHBIX MapipyToB (umetot ko C)?
2) Kaxo# MapmpyT NpeicTaBlIeH B CIIUCKe?
3) Kakum oOpazoMm MapmpyTu3atop o0padaThIBaeT ITaKkeT, NpeIHAa3HAYEHHBIH A CEeTH, KOTopas

OTCYTCTBYET B TaOJIUIe MapUIPyTH3ALUU?
Yacrs 2. HacTpoiika unTepdeiicoB MapipyTuzaropa
Hlar 1. Hactpoiite nnrepdeiic GigabitEthernet 0/0 na mapmpyTusatope R1.

a. Bsemwute yka3aHHBIC HIDKE KOMaHIBI IS 3a]JaHUS afjpeca M akTHBHPOBaHUs nHTepdeiica GigabitEthernet 0/0
Ha MapmpyTtuzarope R1.
R1(config)# interface gigabitethernet 0/0
R1(config-if)# ip address 192.168.10.1 255.255.255.0
R1(config-if)# no shutdown
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state to up

b. Pexomennmyercs ykaszaTh ONMCaHWe Al KaXIOro mHTepdeiica, 9TO MOMOXKET IPU JOKYMEHTHPOBAaHWH
cBeneHnit o cetn. Hactpoiite omucanuwe uHTepdeiica, ykazaB, K KaKOMY YCTPOWCTBY OH MOJKIIOYEH.
R1(config-if)# description LAN connection to S1

c. Rl reneps nomkeH uMeTh BOZMOXHOCT muHTOBaTh PC1.
R1(config-if)# end
%SY S-5-CONFIG_I: Configured from console by console
R1# ping 192.168.10.10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.10.10, timeout is 2 seconds:
Success rate is 80 percent (4/5), round-trip min/avg/max = 0/2/8 ms
Ilar 2. Hacrpoiite ocrajibHbie HHTep@eiichl Gigabit Ethernet na mapmpyrusaropax R1 u R2.
a. A. Vcnonb3ys naHHble W3 TaOJIHUIBI aApECallNy, 3aBEPIINTE HACTPOUKY HHTEP(EHCOB Ha MapIIpyTH3aTOpax
R1 u R2. /Tnst kaxxporo uHTEpdEiica BRIOTHUTE CISAYIONTUE NSHCTBUS.



1) Beenure IP-anpec n axtuBupyiite nnrepdeiic. 2)
BBenure cooTBETCTBYIONIEE ONHCAHHUE.
b. TIIpoBepsTe KOHUTYpaK HHTEPENCOB.
lar 3. Co3naiiTe pe3epBHYI0 Konuio KoHpurypauuii B NVRAM.

Coxpanurte Qaiiinbl KOHQHUTypauy Ha 06oux Mapiupytusaropax B NVRAM. Kakyio koMaH 1y BbI HCIIOIb30BaIN?

Yacts 3. [Iposepka kondurypanuun. llar 1. IlpoepsTe KoHpUTrypanuu HHTepdeiicoB ¢
MOMONIIBIO COOTBETCTBYIOIIINX KOMAaH[.
a. Bremomaure komanay show ip interface brief va mapmpyruzatopax R1 u R2, aro0s1 O5ICTpO yOIUTECS B
TOM, 4TO HHTep(deiichl nMEIOT npaBunbHbIe [P-agpeca 1 HaxXoAATCS B aKTUBHOM COCTOSIHUH.

Ckonbko nHTepdeiicoB HacTpoeHo Ha MapupyTtuzaropax R1 u R2 ¢ [P-agpecoM n HaxomsrTcst B aKTHBHOM
cocTostHuH («up»)?
Kakas wacts koHurypamu natepdeiica HE otoOpaskaercsi B BRIXOAHBIX JaHHBIX KOMaHIbI?
C mOMOIIIBI0 KaKUX KOMaH MOXHO IIPOBEPUTH 3Ty YacTh KOHPHTYypanuu?

b. BrmonauTe koMaHxy show ip route Ha mapmpyTuzaropax R1 u R2, 4To061 mpocMOTpeTh TeKyIue TaOIUIIBI
MaplIpyTU3alu, U OTBETHTE Ha CJIEIYIOLINE BOIPOCHL.

1) CxoabKO MOJKIIOYEHHBIX MappyToB (uMetoT koj C) oToOpaskaeTcsl Ha KaXKI0M MapIipyTuzarope?

2) Cxoabko MapuipyToB OSPF (umerot kox Q) otoOpaxkaeTcst Ha KaxJI0M Mapuipyruzarope?

3) Ecnm mapmpyTusaTtop COAEp)KHT JaHHBIE 000 BCEX MapLIPyTaX B CETH, TOTAA KOIWYECTBO NPSIMBIX
MapIIpyTOB M IUHAMHYECKH MOJTy4eHHbIX MapiipyToB (OSPF) 10mKHO paBHATECS 00ILEMY KOJHYECTBY
nokanbHbIX (LAN) u rno6ansaeix (WAN) cereit. Ckonbko nokaibHbix (LAN) n rno6ansaeix (WAN)
ceTeil MPUCYTCTBYET B TOIOJIOTHH?

4) CoOTBETCTBYET JIM 3TO YHUCIO KonrdecTBY MapmpyToB C u O, MOKa3aHHBIX B TAOIUIIE MAPIIPYTH3AINAN?

IIpumeuyanne. Ecin Bbl otBeTHIM «HeT», 3HAUNT, BB HACTPOMIM He Bce mapamerpsl. Ilepecmorpure

maru B yactu 2. llar 2. [IpoBepbTe CKBO3HOE NOAK/IIOYEHUE Yepe3 CeTh.

Teneps BB TOKHBI IMETh BO3MOXKHOCTh OTHPABUTH 3X0-3ampockl Ha jroboii [IK ¢ moboro TIK B cetn. Kpome

TOTO, BBI IOJKHBI UMETh BO3MOKHOCTB OTIPABIIATE 3X0-3alIPOCH HA aKTUBHBIE HHTEP(EHCh MapIIPyTH3aTOPOB.

Hanpumep, ykazaHHBIE HUXKE TECTHI IOJKHBI OBITh YCIIEUTHO BBIITOJHEHBI.

* B komanaHo# crpoke Ha komibtotepe PC1 otnpasbre 5X0-3anpoc koMmibiotrepy PC4.

* B xomanznHO# cTpoke Ha MapuIpyTu3arope R2 ormpasbTe 3x0-3ampoc koMmmsioTepy PC2.

IIpumeuyanue. YToOb! ympakHeHHE OBUIO TNPOIIE BHIMONHATh, KOMMYTAaTOPHl B HEM HE HAcCTPOEHHL. BBl He
CMOJXKETE UX ITMHIOBATb.
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Cisco Packet Tracer. YcTpaHeHHne HENMOJIA0K, CBI3aHHBIX CO ILTIO30M 110 YMOJTYaHUIO

192.168.10.0/24

- “
N
PC3 N
= 192.168.11.0/24
PC4
Tabauua agpecaumu
103 1o
YcrpoiicTBo Hutepdeiic IP-aapec Macka noacern YMOJTYAHHUIO
R1 G0/0 192.168.10.1 255.255.255.0 —
GO0/1 192.168.11.1 255.255.255.0 —
S1 VLAN 1 192.168.10.2 255.255.255.0
S2 VLAN 1 192.168.11.2 255.255.255.0
PC1 NIC 192.168.10.10 255.255.255.0
pPC2 NIC 192.168.10.11 255.255.255.0
PC3 NIC 192.168.11.10 255.255.255.0
PC4 NIC 192.168.11.11 255.255.255.0
3amaun

Yacrs 1. [IpoBepka ceTeBoil JOKYyMEHTALUM M YCTPaHeHUe NPodiieM
Yacrsb 2. BHeapeHue, IpoBepKa U JOKYMEHTHPOBaHUE pellleHU i

O0uue cBeeHUs
YToOb! ycTpOWCTBO MOTJIO OOMEHHMBATHCS JTAHHBIMHU B IIPE/IEaX HECKOJIBKHUX CETEH, eMy JI0JDKEH OBITh TPUCBOCH
IP-anmpec, Macka MmojaceTH M HUTI03 TI0 yMoidaHuro. 111103 Mo yMOIrgaHHIO MCIIONB3YeTCsS B TOM Cllydae, KOTAa
y3Iy HEOOXOIWMO OTIPaBUTh MAKET YCTPOWCTBY, HAXOIANIEMYCsS B JPYro ceTh. AApecoM IIIo3a Io
YMOJIYaHHIO OOBIYHO SIBIISICTCS ajpec MHTepdeiica MaplipyTu3aTopa, MOAKIIOYEHHOTO K JIOKAJIbHOW CETH, K
KOTOpOﬁ TIOAKIIOYCH Y3€II. B sTtom YIIpa)XxHEHUHU BbI 3aBEPINUTC TOKYMEHTHUPOBAHUC CCTH. Ilocme 3TOTO BEI
MIPOBEPUTE CETEBYIO IOKYMEHTAIMIO, MPOTECTUPOBAB CKBO3HOE IIOAKIIOYCHHS M YCTPAaHHB BO3HUKIIIHE
HeroJjiaku. MeTox yCTpaHEHHs HeIOJaJ0K, KOTOPBIH BBl Oy/leTe HCHONb30BaTh, BKIIOYAET CIEIYIOIIUE
JefcTBus.
a. [IpoBepbTe ceTeByI0 JOKYMEHTAIMIO M BHIITOJIHUTE TECTOBBIE IIPOBEPKHU, YTOOBI BHISIBUTH IIPOOJIEMBI.

Omnpenenure ONTHMaIbHOE PELIEHHE sl yCTPAaHEHUsI KOHKPETHON MPOOIIEMBI.

[IprmMenuTe BEIOpaHHOE PEIICHHE.

IIpoBeaute TecTupoBaHne, YTOOBI YOSIUTHCS, YTO IpobIeMa yCTpaHeHa.

N

3anuninre BEIOpaHHOE pEIICHHE.




B xone kypca CCNA BbI CTOJIKHETECH C Pa3HBIMU ONUCAHUAMU METOAOB YCTPAHEHUs HEMOJIAA0K, a TaKXke C
JPYTHMH crioco0aMy TECTHPOBAHUS M JOKYMEHTUPOBAHUS MTPOOIEM U pelIeHHH. DTO caenano HaMepeHHo. [
YCTpaHEeHHs HETIOJaI0K HE CYIIECTBYET €IMHOIO CTaHIapTa WM mabioHa. B kaxmoil oprann3anyu ecTb CBOH
YHHUKAJIbHBIE MPOIECChl M CTAaHAApThl JOKYMEHTHPOBAaHUS (Jaxe B Ciyyae, €CIM OHU HOPMAaTUBHO HE
yrBepxkaeHbl). OnHako Bce 3(P(EeKTHBHBIE TEXHOJOTHH YCTPAHEHHUs HEIMOJaJOK OOBIYHO BKIIOYAIOT B ceOs
BBIIICyKa3aHHBIEC ICHCTBHS.

ITIpumeuanue. Ecii BB XOPOIIO 3HAKOMBI ¢ KOH(PUTYpAIMEH IIITI03a 1T0 YMOTYaHHUIO, 3TO YIPaKHEHHE MOXKET
MOKAa3aThbCsl BaM CIIOKHEE, YeM 3TO HY)XKHO. BBl HaBepHAKa CMOXXETe ObICTpee ONpEeAeNuTh W yCTPaHUTH
BO3MOJKHBIE TIPOOJIEMBI CBOMMH CHJIAMH, Y€M ITyTEM BBIIOJIHEHUS ATUX mpornenyp. OfHaKo 1Mo Mepe U3ydeHHs
Kypca MacmrTad cered M rmpobieM, ¢ KOTOPBIMH BBl CTOJIKHETECh, OyJIeT CTAHOBHUTHCS BCe CIOXHee. B Takux
CUTyallMsIX EOUHCTBEHHBIM 3((EKTHBHBIM CIIOCOOOM OOHApY)KEHHS W YCTPAaHEHHS HEIMOJIANOK SIBISIETCS
UCIIOJIb30BaHUE METOAUYECKOTO MOAX0a, aHAJJOTUYHOTO TOMY, KOTOPBII HCTIONB3yeTCs B JAHHOM YIIPaXKHEHUH.

HMHcTpyknuu

Yacts 1. [IpoBepka ceTeBoii JOKyMEeHTAIIU U BbISIBJIeHHE MPo01eM

B wacti 1 3Toro ympakHEHHS BBl COCTaBHTE JOKYMEHTAIIMIO M BBITOJHHUTE MPOBEPKH MOIKIIOUCHHS, YTOOBI
00HapyXuTh mpobieMbl. KpoMe Toro, BEI OmpenennuTe COOTBETCTBYIOIIEE pEIICHHE I €ro MOCIETYyIOIIeTo
BHEJIPCHUS B 4acTH 2.

Ilar 1. IIpoBepbTe ceTeBYI0 JOKYMEHTALMIO U BhISIBUTE NPOOJIeMBI.

a. Ilepen HawamoM HajaJNekamled MPOBEPKH CETH BaM HEOOXOIWMO MMETh MOJHYIO NOKYMEHTAIHIO MO HEH.
OO6paruTe BHUMaHHE, B Taljule aJpecaliid OTCYTCTBYIOT HEKOTOpbIE NaHHBIC. 3aloJIHUTE Ta(JIUILy
aJpecaluu, yKa3aB OTCYTCTBYIOIINE JaHHbIE U032 [10 YMOJYAHUIO Il KOMMYTAaTOPOB U KOMIIbIOTEPOB.

b. IIpoBepbTe MNOIKIIOYEHHE K YCTPOWCTBAMH, NPUHAIJIEKAIIUM K OJHOH ceTH. BBIABISAS W ycTpassis

MpoOJIEMBI C JOKaJIbHBIM AOCTYIIOM, IIPOBEPUTH PabOTy yOaIeHHOTO IMOAKIIOYCHUS MOKHO OBICTpee, eciH
OTIpeNIeNUTh paboTy JIOKATFHOTO TOAKITFOUCHHS.
[Imar mpoBepku MOKET OBITH TAaKUM K€ MPOCTHIM, KaK CITHUCOK TECTOBBIX IPOBEPOK CBS3H. VCHONB3yiTe
yKa3aHHBIC HIDKE TECTHI JJIS MPOBEPKH JIOKATFHOTO MOJIKIIOUCHHS U MOUCKA BCEX MPOOJIEM C TOCTYIIOM.
IepBas mpobnema yxe Obliia 33 J0KyMEHTHPOBAHA, HO BBI JOJDKHBI BHEAPUTH M MPOBEPHUTH 3TO PEIICHHE B
YacTH 2.

JoxkymeHTaUsl 10 TECTHPOBAHHUIO U IPOBEPKe

IIpoBepka YcnemHo? IIpodaema Pemenue IIposepeno
PC1 —PC2 Her IP-aapec na PC1 H3mennts IP-agpec PC1

PC1 —SI1

PC1 —RI1

Ipumeuanne. JlanHas Tabnuia sSBISETCS TOJIBKO IMPUMEPOM. BBI TOIDKHBI CO3/aTh CBOM COOCTBEHHBIHM
JIOKyMeHT. Bbl MOkeTe cocTaBUTh TalJMIly Ha JMCTE OyMaru, BOCIOJIB30BAaThCSI TEKCTOBBIM PEIAKTOPOM
WA 3JICKTPOHHOM Tabmuiei. 3a TOMOTHUTENBHOM HHpOopManreii odpamaiteck K HHCTPYKTOPY.

c. IIpoBephTe MOAKIIOUEHHE K yIANEHHBIM yCTpOiicTBaM (HarmpuMep, cBa3b Mexay koMmmneiotepamu PC1 u PC4)
M 33JJ0KyMEHTUPYHTE Bce MPoOIeMbl. 3a4acTyI0 TaKOH MPOIIECC Ha3bIBACTCS CKBO3HbIM NOOKIIOUEHUEM. DTO
03HAuaeT, YTO BCE YCTPONCTBA B CETH MMEIOT BCE BO3MOXKHOCTH MOJKIIOUEHUS, pa3pellacMble CETeBOI
MOJIMTUKOM.

IIpumeuanue. [IpoBepKy NOAKIIOUEHUS K yAAJEHHBIM YCTPOMCTBAM BO3MOXHO €LIE€ HEJIb3sl BBIIIOJIHUTD,

MMOTOMY YTO CHavaja HeOOXOJAUMO PEUIUTh MPOOIeMBI JIOKaIbHOU ceTr. [Tocie permenwst 3TuX mpodieM BepHUTECH K
JIAaHHOMY IIary W NpoBepbTe mojakioueHue Mexay cetsmu. Llar 2. Onpeneanrte onTuMajbHOe pelieHUus: st
ycTpaHeHus poodJeMbl.

a. Jlns moucka NpUYMHBEI IPOOJIEMBI HCTIONB3YHTE TOJIyYeHHBIE 3HAHHS O NMPHHIMNAX pabOThl CETH, a TaKxkKe
CBOM HAaBBIKM II0 HacTpoiike ycTpoicTtB. Hampumep, kommyTatop S1 He sBIsSeTCS MPUYIMHONW MPOOIEMBI
cBsa3u Mexay komnbioTepamu PC1 u PC2. CeToBOM MHAMKATOP CETH TOPHUT 3€JIEHBIM, a KOHOUTYpAIus
KoMMyTaTtopa S1 He mpexycMmarpuBaeT nepenauy Tpaduka mexay kommbeiorepamun PC1 u PC2. Taxum
o0pazoM, npobiema nowkHa ObITh Ha cTopoHe KoMnbiotepa PC1 uim PC2 unu o6oux ycrpoiicTax.

b. TIIpoBepsTe mapaMeTpsl afpecanny yCTpoicTBa, YTOOB yOeUTECS B TOM, YTO OHHU COOTBETCTBYIOT CETEBOM
JnokymeHTtan. Hanpumep, komanna ipconfig nokaseiBaet, yro kommnsiotep PC1 nmeer HenpaBuibHbIN [P-
azpec.



c. [Ilpemnoxwure pemieHue, KOTOPOE, IO BalIEMy MHEHHUIO, MOYKET PEIIUTh MPOOJIEMY, U 3aJOKYMECHTUPYHITE €ro.
Hamnpumep, uzmenuts [P-anpec kommbsiorepa PC1 cornmacHo JOKyMEHTAITHH.
IMpumeyanune. 3a4acTyro pEIICHUI MOXKET OBITh HECKOJIBKO. OTHAKO ONTUMAIIEHBIM METOJOM YCTPaHCHHUS
HETIONIaZIK! SIBJSIETCS. BHEAPEHHE TOJBKO ONHOTO pemeHus. B 0ojee CIOXHOM ciydae BHEApCHHE
HECKOJBKUX PEMICHHH MOXKET IIPUBECTH K BOSHUKHOBEHHIO JIOMIOJTHUTENBHBIX IIPOOIIEM.

Yacts 2. BHenpenne, npoBepka U JOKyMeHTHPOBaHHe pelleHmii

B wacti 2 3TOrOo ympakHEHMS BBl BHEIPUTE PELICHUs, KOTOpPBIE OBIIM ONpeneNeHsl B 4acTH l. 3areM BEI

poBepuTe paboTy 3THX pemeHuil. sl 3aBepIIeHns MOMCKa BCEX MPOOJIeM BaM MOXKET TIOHAJOONTHCS BEPHYTHCS K
gacty 1. Illar 1. BHeapuTe pemienns 1Jst ycTpaHeHHs NPo0JieM IOJAKIIOYCHHUS.

CM. 1aHHbIe TOKyMeHTaIiy B yacTu 1. Beibepure nepByro npodiaeMy v BHEAPUTE CBOE MPEATI0KEHHOE PEIICHHE.

Hanpumep, ucnpasste [P-anpec Ha komnstotepe PC1. Illar 2. Yéeaurecs, 4To npodiaema pelieHa.

a.

Yoenutecs, 4TO Ballle pelICHUE yCTPAHWIO MpobieMy. [yt 3TOro BBIOIHUTE TY K€ IPOBEPKY, B X0
KOoTOporo Oblja BeIsIBIEHA poOiiemMa. HanprmMep, MOXKHO JIM Terepb OTHPaBUTh 3X0-3aMpoc ¢ KOMIbIOTEpa
PC1 na xommerotep PC2?

Ecnu npoGniema periena, ykaxuTe 3T0 B CBoei JoKyMeHTauuu. Harpumep, B IpiBeeHHON BbIIIe Tabnue
JOCTaTOYHO OyZEeT NMOCTaBUTh rajouky B cronoue «[IpoBepenoy. Illar 3. Yéenurech B TOM, UTO Bce
NpooJieMbl pelieHbl.

Ecnu y Bac ocTanuck npo0OieMsbl, 1Jisl KOTOPBIX PEIeHHUs ellle He ObIIIM BHEIPEHbI, BEPHUTECH K YaCTH 2, IIar
1.

Ecnu Bce Tekymmue mpoOIeMbl YCTpPaHEHBI, PEIIEHbl JIM TPOOJEMBbI C yHaJeHHBIMU MOAKIIOUECHUSIMU
(HammpuMep, MOKHO T OTHPAaBUTH 3X0-3ampoc ¢ kommbioTepa PCl Ha xommbiotrep PC4)? Ecmm otBer
OTPHIATENIBHBIA, BEPHUTECh K 4acTH 1, mar 1B, 9ToOBI NIpOBEpUTH yHAICHHOE IOIKIIOYCHHE.
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10.10.10.0/24 10.10.11.0/24
2001:DB8:ACAD:100:164 2001:DB8:ACAD:200::/64
. - "‘_Q
Manager-A - Manager-B
4‘__.‘ fi\
8 = )
=, t A,
Reception-A Floor! 4 Reception-B
TonoJiorus
Bynet nonydeHa ofiHa U3 TPEX BO3MOXKHBIX TOMOJIOTHH.
Tabanua agpecanmuun
YcrpoiicTBo Hurepdeiic IP-anpec I1ar03 o ymosuaHuo
[[R1Name]] GO0/0 [[R1GOAdd]]/24 Her
[[R1GOAddv6]]/64
[[R1GOAddv6LL]]
GO0/1 [[R1G1Add]]/24 Her
[[R1G1Addv6]]/64
[[R1G1Addv6LL]]
[[S1Name]] VLAN 1 KommyTtarop [[S1Add]]
[[S2Name]] VLAN 1 [[S2Add]]/24
[[PC1Name]] NIC [[PC1Add]]/24
[[PC1Addv6]]/64
[[PC2Name]] NIC [[PC2Add]]/24
[[PC2Addv6]]/64
[[PC3Name]] NIC [[PC3Add]]/24
[[PC3Addv6]]/64
[[PC4Name]] NIC [[PC4Add]]/24
[[PC4Addv6]]/64

ean
*  CocraBieHHE CETEBOH JOKYMEHTAIH
* Hactpoiika 0a30BBIX mapaMeTpoB  MapmipyTu3aTopa ©  KomMMmyraTtopa. O

[IpoBepka MOAKITIOUEHHSI U YCTPAaHEHHUE HETIOJIad0K.

Cuenapnii
Bamm HaBBIKM U YMEHUS CHIEIUAINCTA TIO0 OOCITY)KHBAHHIO JIOKaIbHBIX ceTeil (LAN) MpHUsITHO yAWBHIN Ballero
CETEeBOTO aJMHUHHCTpaTOpa. Temeps OHa MpeJyIaraet, YToObl BBl IIPOAEMOHCTPUPOBAIN HAaBBIKH MO HAaCTPOWKE
MapIIpyTU3aTOPa, COSAUHSIONIEro aBe JIokanbHble ceTd (LAN). Bam HeoOxoauMo OyIeT BBIIOIHUTh HACTPOUKY
0a30BBIX MapaMeTpPOB MapIIPYTH3ATOpa ¥ KOMMYTATOpa ¢ MOMOMIBI0 onepannonHoi cucreMsl Cisco 10S. B
Takke OyneTe HacTpamBaTh [Pv6-ajgpeca Ha CeTeBBIX YCTPONCTBaX W y3iax. 3aTeM BaM HEOOXOAMMO OyaeT
MIPOBEPUTH 33J]aHHbIE MapaMeTpbl, IPOTECTUPOBAB HAJEKHOCTh CKBO3HOTO coequHeHus. Llenb coctout B ToM,
YTOOBI YCTAHOBHUTH CBSI3b MEKIY BCEMH YCTPOICTBAMHU.
Mpumeuanune. Muatepdeiic VLAN1 na [[S1Name]] ne Oyner nocrymnes no nporokony [IPv6. B
stoM aeticteuu Bel HacTpowtn [[R1Name]] mapmpyruzatop, [[S2Name]] u xoctsi ITK .
Ipumeuanme. Packet Tracer He oleHMBAaeT HEKOTOPBIC HACTPOCHHBIC 3HAYCHUS, OJHAKO OSTH 3HAYCHUS
HEOOXOIUMBI JIJISl TIOJTHOTO TOJKITIOUEHHS B CETH.




TpedoBanus

Brecure B Tabuuiy agpecaruy OTCYTCTBYIOIINE JaHHBIC.

[Jaiite mapuipyruzatopy Ha3zBanue [[R1Name]], a Bropomy kommyTtatopy — [[S2Name]]. Bor He cmoxeTe
MOJYYIHTH AOCTYH K KomMmyTaTtopy [[S1Name]] .

Bo Bcex cTpokax Juis epexoza B noib3oBatenabckuil pexxuM EXEC ncnons3yiiTe naposns cisco.

HaznausTe class B KadecTBe 3 pOBaHHOTO mapoJisi JIOCTyIia K
MIPUBUIIETUPOBAHHOMY IOJIB30BAaTEIBCKOMY PEKUMY.

3ammudpyiTe Bce OTKPBHITHIC TTAPOIIH.

HactpoiiTe cooTBeTCTBY!IONIMI OaHHED.

Hactpoiite agpecammro [Pv4 u [Pv6 mis kommyraropa [R1Name]] B cooTBeTCTBHH C TabIHUIIEH afpecariim.
Hactpoiite agpecammro IPv4 u [Pv6 mis kommytatopa [S2Name]] B cooTBeTCTBHH C TaONMUIICH afpecarni.
V31pl 9acTUUHO HacTpoeHbl. Brimonnute angpecamuio IPv4 u momHoctelo HacTpoilte agpeca IPv6 B
COOTBETCTBHH C TaONUIEH apecani.

3a10KyMeHTUpYHTe onucanus nHTepdeiicos, BKmovas uarepdeiic kommyraropa [[S2Name]] cetn VLAN
1.

CoxpaHUTe HaCTPOUKH.

YbenuTech B HATUUUK COSUMHEHUS MEXKAY BceMH ycTpoiicTBamu. Teneps Bce yCTpOHCTBa IOIKHBI YCIIEIIHO
OTIIPABIATH Ping-3arpockl APYTUM yCTporcTBaM ¢ anpecos [Pv4 u [Pv6.

YcTpaHuTe Bce HEMOMAIKU U 3aJOKyMeHTupyiire ux. 0 BHenpute pemieHus, HeoOXoAMMBIE IS
aKTUBAIMU U IPOBEPKH CKBO3HBIX COETUHECHHUI.

IMpumeuanne. YToObI MPOBEPHUTH, KaK BHINOIHEHO yrnpaxHeHue, HaxxMuTe KHONKy Check Results (ITposeputs
pesynbratel). Haxmure kHomky Reset Activity (COpocuTh ympaxkHeHHE), YTOOBI CO3JaTh HOBBIH HabOp
TpeOoBaHMi.

ID: [[indexNames]][[indexAdds]][[indexTopos]]
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Packet Tracer — Pa3nenenne IPv4-ceTu Ha moaceTu

T 209.165.200.224/27 /D

I§P Workstation

50 Hosts

EHTCKMIA MapwpyTusaTop ISPRouter KommyTaTop 15

= ]
LAN-B \'
RG:H ISP Server
40 Hosts
Tabauua agpecaumu
Hurepdeit Ilr03 1o
YerpoiicTBO c IP-aapec Macka nojaceTu YMOJIYaHUKO
Knunentckuit Mapipytuzatop G0/0 —
G0/1
S0/1/0 209.165.201.2 255.255.255.252
Kommytarop LAN-A VLANI1
Kommytarop LAN-B VLANI1
PC-A NIC
PC-B NIC
ISPRouter G0/0 209.165.200.225 255.255.255.224 —
S0/1/0 209.165.201.1 255.255.255.252
ISPSwitch VLANI 209.165.200.226 255.255.255.224 209.165.200.225
ISP Workstation NIC 209.165.200.235. 255.255.255.224 209.165.200.225
ISP Server NIC 209.165.200.240 255.255.255.224 209.165.200.225

Hean
Yacts 1. PazpaboTka cxeMbl pa3fesieHHs CeTH Ha NMOJICETH
Yacts 2. HacTpoiika yeTpoiicTB
Yacts 3. [IpoBepka ceTH M yCTPaHeHHe HEMOJIa 0K
Oo0mue cBeeHust/cueHapui
B stom peiicTBumM ceTh KIMEHTa OyIeT MOJACETh HA HECKOJbKO mojcereil. [Ipu cO3MaHUM CXEMBI MOJACETH
HEOOXOIMMO YIUTHIBATh KOTMIECTBO KOMIBIOTEPOB KaXKAOH MOJICETH U APYTHE aCIIEKTHI, HAIPUMeEp JalbHenee
paclMpeHue y3J0B B CETH.
ITocne Toro kak Bbl COCTAaBUTE CXEMY pa3ZesIeHUs Ha MOJICETH U 1uarpaMMy ceTu u ykaxure [P-agpeca y3110B u
UHTEP(EICOB, BaM HY)KHO OyJeT HACTPOUTh KOMITBIOTEPHI 1 HHTep(EHCH MapIIpyTU3aTOPOB U KOMMYTATOPOB.
ITocne TOTO KaKk ceTeBble YCTPOWCTBA M KOMIIBIOTEPHI OyIyT HACTPOEHBI, BBl IPOBEPUTE CETEBBIC OAKITIOYCHHS
C ITOMOIILIO KOMaH/IBI ping.
HWncTpyknun
Yacrs 1. Pazgesienne Ha nojceTH Ha3HAYEHHOM ceTH
Iar 1. Co3paiiTe cxeMy pa3jeeHUst HA MOACETH, KOTOPasi COOTBETCTBYeT HEOOX0OAMMOMY KOJIHYECTBY
nojceTel U apecoB y3JI0B.
B stom CJIy4a€ BBI ABJISICTCCh CETECBBIM CIICITUAJIMCTOM, HA3HAYCHHBIM JIJI1 YCTaAaHOBKU HOBOM CeTH JUIA KJIIMCHTA.
Bawm HE0O0X01MMO CO3/1aTh HECKOJIBKO TOJICETEH B apecHoM mpocTpaHcTse cetr 192.168.0.0/24 B
COOTBETCTBHH CO CIEIYIONIMMHU TPEOOBaHUAMMU.
a. Ilepsas moacerr — ceth LAN-A. Heobxomumo ve menbine 50 [P-aapecos y3ma.
b. Bropas noacerp — ceth LAN-B. Heobxonumo ae Mensiie 40 IP-agpecos y3na.




c. Bam Takxe HEOOXOAMMBI JIBE JONOJIHUTEIbHBIC HEUCIIONB3YEMBbIE TIOICETH ISl JAIbHEHIIEr0 pacIupeHust
ceTu.

Ipumeuanne. Macku ToJACeTH NPOU3BOJIBHOW JJIMHBI HCIIONB30BaThcs He Oyayr. Bce macku moacerw ams

YCTPOHUCTB OYAYT UMETh ONMHAKOBYIO JUTHHY.

d. CocraButh cxeMy pa3felieHHs Ha MOACETH, OTBEYAIOIIyI0 YKa3aHHBIM YCJIOBHUSM, NOMOTYT CIEIyIOLIUe
BOIIPOCHI.

CKOJIBKO aJIpecoB y3J10B HEOOXOIMUMO s caMoi KpymHo# moaceTn? KakoBo
MHHUMAaJIBHOE KOJMYECTBO HEOOXOIMMBIX MOJCETEeH?
CeTb, KOTOPYIO HEOOXOAUMO Pa3JeinuTh Ha nojceTH, nmeeT aapec 192.168.0.0/24. Kak macka noaceru /24
OyzeT BBIIIISAETH B ABOMYHOM (hopmare?

e. Macka MojiceT COCTOMT U3 BYX 4acTel — CETEeBOH U y3JI0BOW. B 1BOMUHOM (hopMaTe OHU MpecTaBIICHEI
B MAacCKe I0JICETH €ANHULIAMH U HYJISIMH.

Uto B MacKe CeTH MPEACTABIAIOT €AUHHALEI? UTO
B MacKe CeTH MPECTaBILIIOT HyTH?

f.  YtoOBI pazmenuTh ceTh HA TOACETH, OUTHI U3 Y3IIOBOW YAaCTH MCXOIHOW MACKH CETH 3aMEHSIOTCS OMTaMu
nojcetu. KomuuectBo 6UT mojiceTeit onpeienseT KOIMIeCTBO MoACEeTeH.

Ecnu kaxnmas 13 BO3MOXKHBIX MAacoK MOJACETH NMpPEACTAaBICHA B yKa3aHHOM JBOMYHOM (opmare, CKOJIBKO
MOZICEeTEN M CKOJIBKO Y3JI0B OYAET CO3/1aHO B KaXKIOM Ipumepe?

Coger. [ToMHUTE, YTO KOJMMYECTBO OUT B y3JI0BOHM YacTH (BO BTOPOW CTENEHH) OMpEessieT KOJUYeCTBO
Y3JI0B JUTS KaXI0H NOACeTH (MUHYC 2), a KOJTUIECTBO OUT B 4aCTH MOJCETH (BO BTOPOH CTEIICHH) OTIPEIEISET
KOJIMYECTBO IToJiceTel. BUTHI moiceTe (BhIAEICHBI MOMYKUPHBIM MPUPTOM) — 3TO OUTHI, 3aMMCTBOBAaHHBIC
3a mpenenaMyM HMCXOIHOM Macku mojacetu /24. /24 — mnpedukcHas 3amuch ¢ KOCOW 4epTOH, KoTopas
COOTBETCTBYET JECATUUHOMY IPEICTaBICHUIO Macku 255.255.255.0.

1) (¢/25) 11111111111111.111111111111.10000000 DxBUBajeHT AECATUYHOTO MPEACTABICHUS MACKH

TIOZICETH C pa3JIe/IeHNeM TOYKaMHU:

KonmuecTtBo nmoacereit? KonnuecTBo y310B
2) (/26) 1111111111111111.1111111111.11000000 DKBUBaJEHT AECATUYHOTO MPEACTABICHUS MAaCKH
MOJICETH C pa3/IeIeHHeM TOUYKAMHU:

Komunuectso noacereit? Konuuectso y3nos
3) (/27) 1111111111111111.1111111111.11100000 DKBHBaJCHT NECATUYHOTO TPEACTABICHUS MaCKU
MOJICETH C pa3/IeICHUeM TOUYKAMHU:
KommuaecTBo

nojcereit? KomnuecTBo y3ioB
4) (/28) 1111111111111111.1111111111.11110000 DKBHBaJICHT OECITHIHOTO MPEACTABICHUS MACKH
MOJICETHU C Pa3AeICHUEM TOUKAMU:

KomuuectBo noacereit? Konuuectso yznos
5) (/29) 1111111111111111.1111111111.11111000 DKBHBaJCHT IECATUYHOTO MPEACTABICHUS MAaCKU
MOJICETH C pa3AeiICHUEM TOUYKAMU:

KomuuectBo noacereit? Konuuectso yznos
6) (/30) 1111111111 1111.111111111111.11111100 DKBUBaJEHT ACCATUYHOTO TPEACTABICHUS MAaCKH
MOJICETH C pa3JIeIeHHeM TOUYKAMHU:
KonuuectBo

nojcereit? KonnuecTBo y3i10B

YuuTeiBasg Balll OTBETHI, KAKHE MACKH ITIOJACETH COOTBETCTBYIOT MHHAMAILHOMY HEOOXOIMMOMY
KOJIMYECTBY aJIpeECOB y3J10B?

VYuuTeiBasg Balli OTBETHI, KAKHE MACKH ITIOJACETH COOTBETCTBYIOT MHHAMAILHOMY HEOOXOIMMOMY
KOJINYECTBY MOJCETEH?



VYduThIBas Balld OTBETHI, Kakas MacKa MOJCETH COOTBETCTBYCT MHUHHMAJIbHOMY HEOOXOIHUMOMY
KOJIMYECTBY KaK y3JI0B, TaK U IMOJCETeH?

BrisicHuB, Kakas Macka MOJCETH COOTBETCTBYET BCEM YKa3aHHBIM TPEOOBAHHSIM K CETH, BBl ONPEICIUTE
KaXIyI0 TIOJCEeTh, HAYMHAS C HCXOJQHOTO CETEeBOTO anpeca. Hike mepednucimTe Bce MOACETH OT IEPBOH 110
nocienHei. [lomanTe, 9T0 TIepBast moaceTs — 192.168.0.0 ¢ HOBOI MOTyYEHHOI MAaCKOH MOJICETH.

AJpec nojaceTu

peduxc Macka noaceru

Mlar 2. 3anoaaute orcyTerBylomue IP-aapeca B Tadauie agpecanuu
Hasnauenue [P-agpecoB Ha OCHOBE clieIyIOLIMX KpUTEpHEB: B kauecTBe mpuMepa MCIoib3yiiTe mapaMmeTphl CeTH
ISP Network.
a. Haznauste nepByro noacers LAN-A.

1)
2)

3)

Hcnone3yiiTe mepBbiit anpec y3ia s uatepdeiica CustomerRouter, MOJKIFOUEHHOTO K KOMMYTaTOPY
LAN-A.

Hcnone3yitite BTOpoil aapec y3ma ans kommyratopa LAN-A. YOeaurtech, 4To Uil KOMMYyTaTtopa
Ha3Ha4eH ajipec U033 0 YMOITYaHUIO.

Hcnone3yiite mocnenuuii aapec ysna mis PC-A. Yoenurecs, uto st PC HazHaueH aapec NUTI03a 110
YMOJTYaHHIO.

b. Ha3nauste BTOpyIo noacers LAN-B.

1)
2)

3)

Hcnone3yiiTe mepBbiii anpec y3ia s uatepgeiica CustomerRouter, MOJKIFOUEHHOTO K KOMMYTaTOPY
LAN-B.

Hcnonb3yiiTe BTOpOi anpec y3ma ains kommyraropa LAN-B. Y6enurech, uTo Ui KOMMyTaTropa
Ha3HaueH aJpec 1UTI03a 110 YMOTYAHHIO.

Hcnone3yitte nocnenuuit aapec y3na it PC-B. Y6eaurecs, uro mia PC Ha3HadeH ajfpec MII03a 10
YMOJTYaHHIO.

Yacrs 2. HacTpoiika ycTpoiicTB
Hactpoiite 6a30Bble mapamMeTpsl Ha KOMIIBIOTEPax, MapUIpyTH3aTOpax M KOMMyTaropax. MIMeHa u amgpeca
YCTpPOUCTB yKa3zaHbI B Tabmuie agpecarmu. Hlar 1. Hactpoiika CustomerRouter.

a.
b.
c.
d.
e.

YcTaHoBHUTE CekpeTHBIH napons BkirodeHus Ha CustomerRouter B Class123

YcTanoBuTe apois It BXxoaa B KoHcoss Ha Ciscol23.

Hacrpoiite CustomerRouter B kauecTBe IMEHU y371a Ul MapIIpyTH3aTOpa.

VYkaxwure u aktuBupyiire [P-anpeca n macku noaceru mis uarepdeiicor GO/0 u GO/1.

CoxpaHuTe TEKYIIy0 KOHQUrypamnuo B ¢aiin 3arpyzounoii konurypanuu. llar 2. Hacrpoiite

ABAa KOMMYTATOPA JOKAJILHOI CeTH KINEeHTa.
Hactpoiite IP-agpeca Ha uaTepdeiice VLAN 1 Ha AByX KOMMyTaTtopax JIOKaJIbHOH CeTH KIHEeHTOB. Ha kaxknom

KOMMYTaTope HaCTpOﬁTe HUTKO3 MO0 YMOJTYAaHHIO.

lar 3. Hactpoiite unrepdeiice ITK.
Hacrpoiite IP-anpec, MmacKy noiceTy u HaCTpOMKH 1UIt03a o ymoauanuio Ha PC-A u PC-b.

Yacrs 3. IIpoBepka ceTH H yCTPaHEeHHE HEMOJIA/I0K
B wactu 3 BB IpoBepuTE MOJKITIOUEHIE CETH C TIOMOIIHIO KOMaH/IBI ping.
a. IIposepwte, MOxeT 1 PC-A yCcTaHOBHTB CBSI3b CO CBOMM IIUTFO30M 10 yModaHuto. [lomyden nmu otBer?

b. IIposepste, MoxkeT 11 PC-A yCTaHOBHUTB CBSI3b CO CBOUM IILTIO30M O yModaHuto. [Tomyuen o orBer?

c. Omnpenenure, moxeT 11 PC-A B3aumopeiictsoats ¢ PC-B. Brl nomyunnu otser?

Ecnu BBl OTBETHSIM OTpHIATENHLHO Ha JIO0OW W3 3aJaHHBIX BBIIIE BOIPOCOB, BEPHUTECHh HA3aJ W MPOBEPHTE
BBeJZicHHBIC [P-aspeca m Macku mojceTH, a Takke yOeAuTech B TOM, YTO ILIFO3BI o ymomdanuto PC-A u PC-B

IIpaBUJIbHO HACTPOCHEI.

JlaGopaTopHnas padora 16
Packet Tracer. CueHapuii pa3aejieHusi Ha MOACETH




25 Hosts

25 Hosts

25 Hosts

25 Hosts

Tabauua agpecaumu

S0/0/0

lar03 1o

YcrpoiicTBo Hurepdeiic IP-anpec Macka nojaceTu YMOJIYAHUKO
R1 GO0/0

G0/1

S0/0/0
R2 G0/0

GO0/1

S0/0/0
S1 VLAN 1
S2 VLAN 1
S3 VLAN 1
S4 VLAN 1
PC1 NIC
PC2 NIC
PC3 NIC
PC4 NIC

3apauu

Yacrs 1. Paszpadorka cxemsl IP-agpecanun
Yacrp 2. Ha3HaueHnue ceTeBbIM ycTpoiicTBam IP-aipecoB 1 npoBepka moaK/II04YeHUsI

Cuenapui

B aToM ympakHeHWH BaM TpefocTaBisieTcs ceteBod aapec 192.168.100.0/24 mis moaceTH, W BBl JOJDKHBI
coctaBUTh cxeMmy [P-aapecanuu cetn, m3obpaxennoi B Packet Tracer. s kaxxnoit nokanbHoit cetn (LAN) B

ceTH TpebyeTcs Mo KpaitHeit mepe, 25 aapecoB AJisi OKOHEYHBIX YCTPOHCTB, KOMMYTaTOpa M MapIIpyTH3aTopa.

Jis coepuuenuns Mexay Maprmpyruzatopamu R1 n R2 motpebyetcs mo omHomy IP-aapecy Ha kKaxaoM KOHIIE

KaHaJa.




HNHcTpykumuu
Yacts 1. Pazpadorka cxemsl IP-agpecanun
Ilar 1. Pa36eiite ceTb 192.168.100.0/24 Ha Hy:KHOe KOJIMYeCTBO MOceTeN.

o o P

CKOJIBKO B pe3yJIbTaTe 3TOTO CO3AACTCS MOICeTEeN?

CKOJIBKO TIPH 3TOM B Ka)KI0U TOACETH OyIeT JOCTYITHO y3IIOB?

CkonbKo oTpeOyeTcst HoACeTel B COOTBETCTBHH C MMEIOLIEHCS TONOJIOTUEH ?

CKOJBKO OUT HGOGXO,HI/IMO 3aUMCTBOBATH JIA MOAACPIKKN HCCKOJIBKUX MOJICETEH B Ta6nnue TONOJIOTUN?

HpI/IMeanne. Ecnu Bam otBeT — MeHnee 25 ¥y3J10B, 3HA4YUT, BbI [IO3aUMCTBOBAJIA CJIIMIIKOM MHOI'O owur.

e. PaccuuraiiTe 1BOMYHOE 3HAUCHUE JJIS TNEPBLIX MATH MOJICETE. HepBLIe JBC IIOACCTH ObLIN CO3JIaHbI 411 Bac.

Ioacers | CeTeBoii anpec bur 7 bur 6 bur 5 burt 4 Bbur 3 bur 2 bur 1 but 0
0 192.168.100. 0 0 0 0 0 0 0 0
1 192.168.100. 0 0 1 0 0 0 0 0
2 192.168.100.
3 192.168.100.
4 192.168.100.
f. Paccuuraiite 1BONYHOE U AECATHIHOE 3HAUYCHNE HOBOM MAacKH IOJICETH.
IlepBbIii Bropoii Tpertuit Mack | Mack | Mack | Mack | Mack | Mack | Mack | Mack
OKTeT Oxrer OKTeT abur (ao0ur |aOur |aldur |adur | abur | a0ur | adur
7 6 5 4 3 2 1 0
11111111 11111111 11111111
IlepBbrii Bropoii Tperuii
JECATUYHBI | JeCATHYHBI | AeCATHYHBI
H OKTeT H OKTeT # OKTeT YerBepThli JeCATHYHBINA OKTET
255. 255. 255.

g. 3anonaute Tabauuy nmoacereii, mepeurcanB AeCITUUHBIC 3HAUSHUS BCEX JOCTYIHBIX MOACETEH, EPBLIN U

MOCJIETHUM UCIOJIb3yEeMBIN aJipec XocTa U aapec TpaHcasauuu. [loBropsiiTe 3T AEHCTBUA 10 TE€X NOp, MOKA
BCe ajpeca He OyAyT BHECEHEI B CITUCOK.

ITpumeuanue. Bo3MoskHO, HOTpedyeTcs 3alI0JHATE He Bee cTpoku. Tadanma

nojceTei
IlepBblit Iocaexnuit

Homep HCII0JIb3Yy eMblil MCI0JIb3yeMblil IInpoxoBemaTe bt
MO/ICeTH Anpec moaceru ajapec y3Jjia ajapec y3jia blii ajpec
0
1
2
3
4
5
6
7
8
9
10

Illar 2. HazHaybTe MOACETH AJISI CETH, IOKA3AHHOI B TOIOJIOTHH.

a. Hasnaurte noACETh

0 noxamsHo#t cetn (LAN), moakmouenHoil k wuntepdeiicy GigabitEthernet 0/0

Mmapmpytu3atopa R1: 192.168.100.0 /27

b. Hasnauste moxcers | moxampHON cetn (LAN), moaxmroueHHoit k wmHTepdeiicy GigabitEthernet 0/1
mapmpytuzatopa R1: 192.168.100.32 /27

c. Hasmaupte moncerp 2 noxambHO# cetm (LAN), moakmrodenHoit k wuHTepdeiicy GigabitEthernet 0/0
Mmapmpytuzatopa R2: 192.168.100.64 /27




d. Ha3umausre moncers 3 nokanpHOM cetu (LAN), moapkmrouenHo# k wmHTepdeiicy GigabitEthernet 0/1
Mapmpyrusaropa R2: 192.168.100.96 /27
e. Hasnaubre moxcers 4 kanamy WAN mexny mapmpyrusaropamu R1 n R2: 192.168.100.128 /27 Ilar 3.
3amoKkyMeHTHPYIiTe cXeMy aJipecaluu.
3anonHUTE TA0JMIY aJpecalMu, UCIIONb3Ys CIeAYIONe PEKOMEHJallUU.
a. Hasnaubre mepBble ucnons3yemsle [P-anpeca Ha kakayro mojacets Mapmpyrtusaropa R1 st nByx kanaios
nokabHO# cetn (LAN) n ogHoro kaHama WAN.
b. Hasnaubre mepBele ucmnonb3dyemble [P-agpeca Ha Kaxaylo moziceTh Mapuipytusaropa R2 mis xaHanos
nokanpHO# cet (LAN). [Tocnennuit u3 ncnonp3yemsix [P-aapecoB HazHausTe kKaHary WAN.
c. HasnaubTe KOMMyTaTOpaM BTOpPOH HCIOJIB3yeMBbIl [P-anpec B HOAKIIOUEHHBIX MOJCETSIX.
d. Ha3nausTe nocnegnue ucnosp3yemsle [P-aapeca koMnproTepaM B KakI0H MOACETH.
Yacrtp 2. Haznauenue IP-agpecoB ceTeBbIM yCTpolicTBaM U MPOBePKa MOIKIIOYEHUS
OcHoBHas 4acTe mapaMmeTpoB [P-ampecarm ans maHHOW ceTH y)e HacTpoeHa. [ 3aBepIiueHHs HacTPOHKH
aJipecallyy BHIIIOJIHUTE clieaytomue marn. JJunamudeckas mapupyruzanust EIGRP yxe nHactpoena mexxny R1 u
R2.
Hlar 1. Hacrpoiite unTepdeiicsl JokanbHoii cetu R1.
a. Hacrpoiite 06a unTepdeiica JTOKaNbHOM CETH C aapecaMu U3 TaOIHIIbI apecannu.
b. Hactpoiire nnTepdeiicsl Takum 00pa3oM, YTOOBI Y3716l JOKAIBHBIX CETEH MMENN ITOJKIIOYCHHUE K IITI03Y 10
YMOTYAHHIO.
Hlar 2. Hacrpoiika IP-agpecanuio Ha S3.
a. Hacrpoiire narepdetic VLAN1 kommyTaTopa ¢ aapecanuei.
b. Hactpoiite kommyTaTop ¢ aapecoM mntro3a mo ymomdaanto. lar 3. Hactpoiika PC4.
Hacrpoiite na PC4 agpec y3na u numo3 no ymonyanuto. llar
4. ITpoBepbTe MOAKJIIOYEHHE.
[NoxxmodeHne MOXXHO IPOBEPHUTH TOIBKO MEXIYy MapuipyTusaropoM R1, komMmyratopoM S3 1 KOMIIBIOTEPOM
PC4. TIpu >TOM HEOOXOAMMO OTIPABILITH 3X0-3ampoc Ha Kaxnaeli [P-ampec, mepeuncriennsiii B Tadauue
aJgpecanmu.
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